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Abstract

This paper proposes a multimodal, biometric person au-
thentication method using speech and ear images to attempt
to improve the performance in mobile environments. It is
well known that the performance of person authentication
using only speech is deteriorated by acoustic noises and fea-
ture changes with time. Since the ear shape of each person
does not change over time, integrating itsimage with speech
information increases robustness of person authentication.
Experimentsare conducted using audio-visual database col-
lected from 38 male speakers at five sessions over a half
year period. Speech data are contaminated with white noise
at various SNR conditions. Experimental results show that
the authentication performance is improved by combining
the ear image with speech in every SNR condition.

1. Introduction

The necessity of person authentication is spreading in the
recent network society. Biometric authentication, which
identifies an individual person using physiological and/or
behavioral characteristics, such as face, fingerprints, hand
geometry, handwriting, iris, retina, vein, and speech, is one
of the most attractive and effective methods. These methods
are more reliable and capable than knowledge-based (e.g.,
password) or token-based (e.g., akey) techniques, since bio-
metric features are hardly stolen or forgotten.

Although “speech” is one of the most useful and effec-
tive features for person authentication in mobile environ-
ments, its performance deteriorates due to additive noise
and session-to-session variability of voice quality. There-
fore, the combination with other biometric features to im-
prove the performance has attracted agreat deal of attention.
Along this line, various audio-visual biometric authentica-
tion methods have been proposed[1, 2, 3, 4, 5]. Although
most of them use “face” information in combination with
speech, the face features also change due to make-up, mus-
tache, beard, hair styles and so on, and derives degrada-
tion of the performance. Therefore, it isworth investigating
other biometric features with high permanence.

From this point of view, this paper proposes an authen-
tication method using “ear” shape information in combina-
tion with speech. It iswell known that the ear shape hardly
changes over time[6, 7]. Although several authentication
methods using ear images have aready been proposed[7, 8,
9], there is no research on multimodal authentication using
both speech and ear images. Since ear images could be cap-
tured using a small camerainstalled in a mobile phone, ear
information is expected to be easily used in mobile environ-
ments than other biometrics, such as fingerprint, iris, and
retinal, that need special equipment.

Our authenti cation method and audio-visual database are
described in Section 2. Section 3 reports experimental re-
sults and Section 4 concludes this paper.

2. System structure and experiments

Figure 1 shows our multimodal person authentication sys-
tem using speech and ear images. Audio and visual data
are respectively converted into feature vectors. Each set of
features is matched with both a claimed person mode and
a speaker independent (SI) model. Then, audio and visual
scores areintegrated with appropriate weighting and a deci-
sion ismade whether he/sheis atrue speaker or animpostor.
If the score is larger than a threshold value, the speaker is
accepted as a claimed speaker.

2.1. Integrated score

A posterior probability is used as the authentication score.
The posterior probability of being a claimed speaker S ¢ af-
ter observing abiometric feature set -, isdenoted by p(S ¢|x).
Since x is composed of speech (audio) features x s and ear
(visual) features z., p(S¢|x) can be transformed as follows:

p(5°l2) = p(S¢las) - p(Selee) 1)

where S¢ and S¢ represent the claimed speaker’s speech and
ear models, respectively. Bayes Rule derives the following
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Fig. 1. Multimodal person authentication system using speech and ear images.

equation:

zs|55)p(S5)  pae| SE)p(SE)
p(xs) p(xe)

where p(z,]S¢) and p(z.|SS) are likelihood values with
claimed speaker’s speech and ear models, respectively. The
probabilities in the denominator are approximated by us-
ing likelihood values with general speaker’s speech model
p(x,]S¢) and ear modl p(x|S9):

p(selz) = 2L @

e P@slSHP(S)  plae|SEp(SE)
p(Sw) p(xs|SHP(S?)  p(x.|ST)p(S?) )
~ p(IEs|S§).p(fﬂe|S§) (4)

p(s]SE)  plc|SE)

Equation (4) means that the posterior probability for the
claimed speaker'smodel is calculated by the product of like-
lihood values normalized using speaker independent (Sl)
models. By defining authentication scores for speech (ps)
and ear (p.) as

Pm = Ing(x'rrLlS'rcn) - Ing(m’rrL'S}q”) (’ITL =S, 6) (5)

an integrated score p,. which balances the effectiveness of
speech and ear features can be modeled by the following
equation.

Dse = AsDs + AePe (/\s +Ae = 1) (6)
where \; and ). are audio and visua weights, respectively.

2.2. Audio-visual database
2.2.1. Recording conditions

Audio-visual datawere recorded at five sessions with inter-
vals of approximately one month. The data were collected
from 38 male speakers, and each speaker uttered 50 strings
of four connected digitsin Japanese at each session. Speech
data were sampled at 16kHz with 16bit resolution. One
right ear image for each speaker taken by a digital camera
with 720x 540 pixel resolution was collected at each ses-
sion. Figure 2 shows the arrangement of a speaker and a
camera when recording. An image of the whole ear, with
no hair obscuring it, was captured by the camera positioned
perpendicular to the ear. The camera was located approx-
imately 20cm away from each speaker’s ear. A flash was
used to keep constant illumination.

2.2.2. Training and testing data

A set of data recorded at sessions 1~3 was used for train-
ing and that recorded at sessions 4 and 5 was used for test-
ing. The database was separated into two groups in terms
of speakers as shown in Figure 3. This figure shows the
case that the speaker #01 was used as the claimed speaker.
The SI model was trained using the utterances by all the
speakers in the speaker group B which did not include the
claimed speaker. When one of the speakers in the speaker
group B was used as the claimed speaker, the utterances by



-

20cm

Fig. 2. Location of speaker and camera

Trainig data  Testing data
Sp?gker Session 1,2,3 |[Session 4,5
#01 @ True speaker
Z Group A
) Impostors
#19
#.20 Used for speaker
independent Impostors Group B
' model
#38

Fig. 3. Training and testing data for the authentication ex-
periment when the speaker #01 is the claimed speaker.

the speaker group A were used for the SI model training.
In this way, the SI model was always trained using the data
of a speaker group not including the claimed speaker. All
the speakers in both speaker groups A and B, except for the
claimed speaker himself, were used as imposters.

White noise was added to the audio data for training
at 30dB SNR level to increase the robustness against noisy
speech, and testing data were contaminated with white noise
at 5, 10, 15, 20, and 30dB SNR conditions.

Asimage data, we first extracted gray-scaled ear images
with 80x 80 pixel resolution. An example of the extracted
ear image is shown in Figure 4. The ear location and rota-
tion in the image were manualy adjusted. In order to in-
crease robustness of visual models, the following variations
were given to training data:

(1) Shifting the ear location in vertical and horizontal di-
rectionswithin -6 pixelsat a2 pixel interval. Conse-
quently, 49 variations were made for each ear image.

(2) Rotating the ear imageswithin +30 degrees at onede-

Fig. 4. An example of the extracted ear image.

greeinterval. Accordingly, 61 variations were made
for each ear image.

The both operations made approximately 9,000 (= 3 ses-
sions x 49 x 61) ear images for training each speaker's
model. For testing data, we applied only the rotating opera-
tion (2).

Both training and testing data were filtered to empha-
size the ear feature. The following three conditions were
experimentally compared to find the best filtering method:

(& Nofiltering (Figure 5(a)).
(b) Laplacianfiltering (Figure 5(b)).
(c) Laplacian-Gaussian filtering (Figure 5(c)).

Finally, al ear imageswere circularly sasmpled and dig-
itized for reducing hair effects and avoiding the window
shape effects caused by rotation of the images.

2.3. Audio and visual features

Audio features were 25-dimensiona vectors consisting of
12 MFCCs, 12AMFCCs, and A log energy. The frame shift
was 10ms and the analysis window length was 25ms. For
ear images, “eigen-ear” space was built by using Principal
Components Analysis (PCA) in the same way as the eigen-
face approach used in face recognition[10]. The PCA was
applied to the ear images recorded at the first session using
19 speakers in one of the two speaker groups that did not
include the claimed speaker. The original ear images with
no shifting or rotating were used for the analysis. Figure 6
shows examples of the first eight elgen-ear images obtained
by the PCA using the Laplacian-Gaussian filtered images.
All the ear images were converted into 18-dimensional vi-
sual feature vectors using the first 18 eigen-ears.

2.4. Speech and ear models

The audio featuresweremodel ed by digit-unit HMMs. Each
digit HMM has a standard | eft-to-right topology with n x 3
states, where n is the number of phonemes in the digit. The
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Fig. 5. Examples of thefiltered ear images.

Fig. 6. Examples of thefirst 8 eigen-ear images.

authentication score for the speech features represented in
Equation (4) is calculated as follows:

pas|S9)
p(as|S7)

Ewp(xs |S§7 w)p(w)
pr(xs |S§, w)p(w>
max,, p(zs|Ss, w)

Q

()

max,, p(xs]S?, w)

where w is astring of four connected digits.

Thevisual featureswere modeled using GMMs. In each
testing experiment, 61-feature vectors converted from the
rotated images were input to the GMMs. Log likelihood
values calculated for the claimed speaker and the SI models
were used to obtain the authentication score for each ear
image according to the Equation (5).

3. Experimental results

3.1. Resultsof theauthentication using ears

An experiment using only ear images was first conducted
for investigating the effects of shifting and filtering the ear
images. Table 1 shows equal error rates (EER) for the per-
son authentication at various conditions of filtering and im-
age processing applied to the training data. In the exper-
iment, optimum numbers of mixtures. eight mixtures for
speaker GMMs and one mixture for S| GMM, were experi-
mentally chosen.

The results show that both filtering methods are effec-
tive for improving the authentication performance. The
Laplacian-Gaussian filtering yields better results than the
Laplacian filtering. The shifting operation for training data
also improvesthe performanceirrespective of filtering meth-
ods. This probably means that there are some mismatches
of ear location between training and testing data due to the
manual image extraction process.



Table 1. Equal error rate (%) in person authentication using
ear images with various kinds of filtering and processing in
the training stage.

only shifting &
rotating  rotating
no filtering 145 14.0
Laplacian filtering 136 133
Laplacian-Gaussian filtering 13.2 119

The best result, 11.9% EER, is observed at the condi-
tion using the Laplacian-Gaussian filtering and shifting as
well as rotating operations. This condition is used in the
following visual authentication experiments.

3.2. Results of the multimodal authentication

Multimodal authentication results in various SNR condi-
tions obtained by using optimum audio weights (A ;) are
shown in Figure 7. The optimum weights (\,) were de-
termined experimentally to minimize the error rate at each
condition. The optimum values are aso shown in the fig-
ure. Results using only speech (A; = 1.0) and only ear
(As = 0.0) are aso shown for the purpose of compari-
son. The number of mixtures in audio HMMs was opti-
mized based on the experimental results at the 30dB SNR
condition; the number of mixtures was set to four for both
speaker and SI HMMs.

Although the authentication performance using only
speech is highly degraded by the noise effect, it is clearly
shown that multimodal authentication is robust. The pro-
posed method is most effective when the SNR is 15dB; the
error rate is reduced by 53.0% from the audio only method
and 43.9% from the visual only method. The best perfor-
mance of 0.3% EER is observed at the 30dB SNR condi-
tion.

Figure 8 shows EER as a function of the audio weight
(As). Improvement using the ear images is observed over a
widerange of \s. It isalso shown that the optimum X val-
uesexistintherangeof 0.6 ~ 0.8 at all the noise conditions
with the exception of the 5dB SNR condition. This means
that the proposed multimodal method is not sensitive to the
change of weights and the weight can be easily optimized.

3.3. Comparing earswith faces as biometrics

We previously conducted person authentication experiments
using speech and face features[5] in the similar way as that
described in this paper. Although the speech and face
database has the same number of speakers and recording
sessions as the speech and ear database, 38 male speakers
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and 5 sessions, actual speakers are different between thetwo
databases.

The previous work showed that the EER using only the
face information was 7.0%, which was better than the EER
using the ear information, 11.9%.

One of the reasons is that ear images are more change-
able than face images by atilt of the camera, since the ear
surface is more irregular than the face surface. However,
since the ear itsdlf is not as changeable as the face, the au-
thentication using ear biometrics has apossibility to become
apractical method, if the above observation problem can be
solved.



4. Conclusions

This paper has proposed amultimodal authentication method
using the combination of speech and ear images with the
aim of increasing noise robustness in mobile environments.
The proposed method has been confirmed to be more robust
than the speech only method in various SNR conditions.

Future works include 1) improving the authentication
performance using the ear information by increasing the ro-
bustness against ear image variation caused by a tilt of a
camera, 2) reducing the effects of hair and sideburns, 3) de-
veloping an automatic method for ear area detection, and
4) investigating the robustness of ear features against their
changes over time.
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