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Abstract— Consider the following situation: over the Internet, a company owns a chain of retailers
who sell digital information (e.g., music, magazine) using their websites. The information is available in
encrypted form, namely ciphertexts, on the websites. A buyer, after browsing the summaries, must pay
some money to have its choice of ciphertexts decrypted by the corresponding retailers. The problem is:
the buyer wishes to hide its choice of purchases (blind decryption), while the company and retailers want
to make sure that the buyer cannot get more than what he/she pays. We propose a novel mechanism
to solve the above problem. Additionally, it can function as a hierarchical identity-based encryption
scheme (HIBE), which enables secure communication (e.g., via e-mails) inside the company. We call
the mechanism HIBE together with blind decryption protocol, or HIBE-BDP for short. The mechanism
uses as building block blind HIBE, which is a generalization of blind IBE [GHO7]. A special case of
our mechanism, IBE-BDP, solves the problem of blind decryption, which appeared in the literature,
considering only one isolated retailer rather than a chain of them.

Keywords:

1 Introduction

Motivation. Consider the following situation in trad-
ing encrypted information: over the Internet, a com-
pany owns a chain of retailers who sell digital informa-
tion (e.g., music, magazine) using their websites. The
information is available in encrypted form, namely ci-
phertexts, on the websites. A buyer, after browsing the
summaries, must pay some money to have its choice of
ciphertexts decrypted by the corresponding retailers.
The problem is: the buyer wishes to hide its choice of
purchases, namely he/she wants to have his/her choice
of ciphertexts decrypted by the retailers in a blind man-
ner; while the company and retailers want to make sure
that the buyer cannot get more than what he/she pays
(e.g., the buyer cannot obtain v + 1 plaintexts while
only paying for v ones).

In this work, we propose a novel mechanism to solve
the above problem. Additionally, it can function as a
hierachical identity-based encryption scheme (HIBE),
which enables secure communication (e.g., via e-mails)
inside the company. We call the mechanism HIBE to-
gether with blind decryption protocol, or HIBE-BDP
for short. Some highlighted functionalities of HIBE-
BDP are as follows: (1) it supports everything a HIBE
does. (2) Leaf identities!, which represents the re-
tailers, additionally support blind decryption protocols
(with buyers). (3) Everyone, and in particular the root
identity (the headquarters) and parent identities, can
create ciphertexts the retailers will sell. This capabil-
ity captures real situations in practice where sellers are
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1 Here and hereafter, we use the term leaf identities to indicate
identities who are not a parent identity of any one.

blind HIBE, blind decryption, provable security, standard model.

not producers. (4) A current retailer, a leaf identity,
can give up selling and freely set up new “child retail-
ers”. We expect this flexibility is extremely welcome in
practice once a retailer is overloaded with what needs
to sell.

HIBE-BDP uses as its building block blind HIBE,
which is a generalization of blind IBE [GHO07]. We
consider syntax and define security notions for HIBE-
BDP, and prove that our generic construction of HIBE-
BDP from blind HIBE meet the notions if the building
block blind HIBE is secure. Two concrete blind HIBE
schemes, which are sufficient as building blocks for the
construction of HIBE-BDP, are also proposed and anal-
ysed. These schemes are based on the HIBE schemes of
Boneh-Boyen [BB04] and Chatterjee and Sakar [CS06],
and can be seen as hierachical versions of the blind IBE
schemes in [GHO7].

Previous and related works. The problem of blind
decryption has already appeared in [SY96], [MSO96],
[SJ00]. These works considered only one retailer as a
company itself. To our knowledge, no work in the lit-
erature has considered the problem when it comes to
a chain of retailers instead of one, let alone combining
HIBE with BDP. Other seemingly related concepts are
private information retrieval (PIR) and oblivious trans-
fer (OT). There is a huge literature on PIR and OT. We
however note that the situation in trading encrypted in-
formation is apparently not the research motivation on
PIR and OT. As a result, syntax and security notions
of PIR and OT are different from those of BDP and
HIBE-BDP considered in this work. Another point is
that PIR and OT only consider two players, i.e., one re-
ceiver (user) and one sender (database), which totally
differs from HIBE-BDP.



Our Contributions. In short, the contributions of
this work are: (1) considering blind HIBE and ana-
lyzing concrete blind HIBE schemes, which are gener-
alizations of Green and Hohenberger [GHO07], and (2)
providing definition for HIBE-BDP together with its
security notions, and proposing a generic construction
of HIBE-BDP based on any secure blind HIBE scheme.
We consider the latter as the main contribution of this

paper.

2 Technical Preliminaries

We will use essentially the same presentation and
wording as [GHO7] in this section and Section 3. Let
BMsetup be an algorithm that, on input a security pa-
rameter k, outputs the parameters for a bilinear map-
ping as v = (q,9,G,Gr,¢e), where g generates G, e :
G x G — Gr, and q is the order of G and Gr. We
will need the following complexity assumption made in
these groups.

Decisional Bilinear Diffie-Hellman (DBDH) As-
sumption [BF01]. Let BMsetup(k) — (¢, g, G, Gr,
e). For all p.p.t. adversaries A, the value |Pr[t/ =
b] — 1/2| is negligible in the following experiment: a, b,
¢, d < Zg; mo — e(g,9)"% 11 — e(g,9)% b= {0,115 ¥/
— Alg, 9% ¢", g%, ).

Known Discrete-Logarithm-Based, Zero Knowl-
edge Proofs. We use known techniques for proving
statements about discrete logarithms, such as (1) proof
of knowledge of a discrete logarithm modulo a prime
[Sch91], (2) proof that a committed value lies in a given
integer interval [CFT98, CM99, Bou00], and also (3)
proof of conjunction of any of the previous [CDS94].
These protocols are secure under the discrete logarithm
assumption, although some implementation of (2) re-
quires the Strong RSA assumption [BP97, F097]. When
referring to the proofs above, we use the notation of Ca-
menisch and Stadler [CS97]. For instance, PoK{(x, r):
y=g*h" N1 <z < n} denotes a zero-knowledge proof
of knowledge of integers = and r such that y = g*h"
and 1 < z < n. All values not enclosed in ()’s are
assumed to be known to the verifier.

3 HIBE and blind HIBE

3.1 Definitions

Hierachical Identity-based Encryption Scheme
(HIBE) [GS02, HL02]. A HIBE consists of four al-
gorithms: Setup, Extract, Encrypt, Decrypt. In a HIBE,
identities are vectors. A vector of dimension j repre-
sents an identity at depth j, denoted as IDy; = (I,

.., I;) where the components I3, ..., I; € Z for some
set Z. The detailed description and functionality of the
algorithms are as follows:

— In the Setup(k,l)— (params,msk) algorithm, on
input a security parameter x and the maximum depth
| of the HIBE, the master authority outputs master
parameters and a master secret key (params, msk).

—In the Extract(’PIDU_l(sk;DU_l), Uu (ID“:(Ih ceey
I;)))— (ID);, skrp|;) protocol, an honest user ¢ with
identity ID|; = (I1,...,I;) obtains the corresponding
secret key skypj; from the parent identity IDj;_; =
(I1,...,Ij—1) or outputs an error message. The par-
ent identity output is the identity /D|; or an error
message.

— In the Encrypt(params, ID|;,m) — C algorithm,
on input identity ID; € 77 and a message m € M,
any party can output a ciphertext C.

— In the Decrypt(sk;p);, C') — m, on input a cipher-
text C, the user with skypj; can output a message
m € M or an error message.

Definition 1 (IND-sID-CPA security for HIBE scheme
[CHKO04]). Let s, be the security parameter and maz-
imum depth of HIBE, and M the message space. The
HIBE is IND-sID-CPA-secure if every p.p.t. adversary
A has an advantage negligible in k1 for the following
game with a challenger: (1) A outputs a target iden-
tity ID*. (2) The challenger runs Setup(k,l) to obtain
(params, msk) and gives params to A. (3) A may
make polynomially-many key extraction queries ID. In
response, the challenger runs the Extract algorithm on
input I D to obtain the corresponding private key skip
and gives it to A. The only restrictions are: 1D is not
ID* and is not a prefix of ID*. (4) A outputs two
equal-length messages mg, my. The challenger chooses
a random bit b, and gives A the challenge ciphertext
C* «— Encrypt(params, ID* my). (5) A may continue
to make key extraction queries under the same condi-
tions as before. (6) A outputs b’ € {0,1}. The advan-
tage of A in the game is defined as |Pr[b’ = b —1/2].

On IND-ID-CPA security for HIBE. This notion
of security is stronger than the above notion, allow-
ing the adversary to choose a target identity at Step
4 in the above game. We however note that the weak

IND-sID-CPA security is enough for our construction
of HIBE-BDP.

Blind HIBE. A blind HIBE scheme consists the same
algorithms Setup, Encrypt, Decrypt as in a traditional
HIBE one, but the protocol Extract is replaced by a
new protocol BlindExtract:

— In the B“ndEth’aCt(,PIDU,l(SkIDU,l),Z/{(IDU =
(I1,...,1;))) — (nothing, skrp;) protocol, an honest
user U with identity ID|; = (I1,...,I;) obtains the
corresponding secret key skyp|; from the parent iden-
tity ID|j_y = (I1,...,1j_1) or outputs an error mes-
sage. The parent identity output is nothing or an
error message.

We now define security for blind HIBE, which is infor-
mally any IND-sID-CPA HIBE scheme with a BlindEx-
tract protocol satisfying two below properties:

1. Leak-free Extract [GHOT7]: a potentially ma-
licious user cannot learn anything by executing the
BlindExtract protocol with a parent identity which she



could not have learned by executing the Extract proto-
col with the parent identity; moreover, as in Extract the
user must know the identity for which she is extracting
the key.

2. Selective-failure Blindness [CNS07]: a poten-
tially malicious parent identity cannot learn anything
about the user’s choice of identity during the BlindEx-
tract protocol (more than what it has already known
before BlindExtract); moreover, the parent identity can-
not cause the BlindExtract protocol to fail in a manner
dependent on the user’s choice of identity.

Definition 2 (Leak-Free Extract [GHO7]). A proto-
col BlindExtract(P,U) associated with an HIBE scheme
I1=(Setup, Extract, Encrypt, Decrypt) is leak-free if for
all efficient adversaries A, there exists an efficient sim-
ulator S such that for every value k and l, no efficient
distinguisher D can distinguish whether A is playing
with Game Real or Game Ideal with non-negligible ad-
vantage:

Game Real: Run (params,msk) < Setup(k,l). As
many time as D wants, A chooses an identity ID); =
(I1,...,1;) and executes the BlindExtract protocol with

Prplj-1:

BIindExtract(PID|j_1(skID|j_1), A(IDU))

Game Ideal: Run (params,msk) — Setup(k,l). As
many time as D wants, S chooses an identity 1D); =
(I1,...,1;) and queries the trusted party Prp|;—1 to ob-
tain its output in

Extract(PID‘j_l(sk;D‘j_l),S(ID|j)).
Here, D and A (or §) may communicate at any time.

A nice property of the above definition is that any
key extraction protocol with leak-freeness (regardless
of whether blindness holds or not) composes into the
existing security definitions for HIBE, which is formally
stated in the following lemma, which is an obvious gen-
eralization of its IBE-based counterpart in [GHOT].

Lemma 3. IfII =(Setup, Extract, Encrypt, Decrypt) is
an IND-sID-CPA-secure (resp., IND-ID-CPA) HIBE
scheme and BlindExtract associated with 11 is a leak-
free protocol, then II' =(Setup, BlindExtract, Encrypt,
Decrypt) is an IND-sID-CPA-secure (resp., IND-ID-
CPA) HIBE scheme.

We proceed to formally define the second property
of selective-failure blindness.

Definition 4 (Blindness of Blind HIBE [CNS07]). A4
protocol P(Arp|j—1(-),U(:,-)) is said to be selective-
failure blind if every p.p.t. adversary Arpjj—1 has a
negligible advantage in the following game: First of
all, (params, msk) «— Setup(k, ). The master key
msk is used to generate the private key skipjj_1 for
Arpjj—1 while params is given to U. Arpjj—1 first
outputs two values In,I; € . A random b € {0,1} is
chosen and let I1Dy; = (ID|j_1,1Iy). Arpjj—1 is given

a black-box access to two oracles U(params, I Dy);) and
U(params,IDy_y);). The U algorithms produce local
outputs sky and sky_1 respectively. If sk, # L and
sky_1 # L, then Arpj;—1 is given (sko, sky). If sky =
L and sky_1 # L, then Ajpj;—1 is given (L,e). If
sky # L and sky_1 = L, then Ap|;—1 is given (e, L).
If sky = L and sky—1 = L, then Arp|;— is given (L, L
). Finally, Ajp|;—1 outputs its guess b'. We define the
advantage of Ajp|;—1 in this game as | Pr[t) = b]—1/2|.

We finally arrive at the following definition.

Definition 5 (Secure Blind HIBE). A blind HIBE 11
= (Setup, BlindExtract, Encrypt, Decrypt) is IND-sID-
CPA-secure if and only if: (1) its corresponding HIBE
is IND-sID-CPA secure, and (2) BlindExtract is leak-
free and selective-failure blind.

3.2 HIBE Schemes with Efficient BlindExtract
Protocols

In this section, we build efficient BlindExtract pro-
tocols for: (1) the IND-sID-CPA-secure HIBE due to
Boneh and Boyen [BB04] and (2) the IND-ID-CPA-
secure HIBE proposed by Chatterjee and Sakar [CS06].
The protocols are HIBE versions of their counterparts
in [GHO7]. Since these schemes share a similar struc-
ture, we begin by describing their common parts.

— Setup(k,l): Let v = (¢,9,G,Gr,e) be the output
of BMsetup(x). Choose cwiZq, and set g; «— g%
Choose go, h1,..., ]y &£ @G. Select functions Fy, : T — G
for 1 < k < I. (The descriptions of Fj will be de-
fined specific to the schemes below.) Output params =
(v,91, 92, h1, ..., hi, Fy,) and msk = g5

- EXtI’aCt(,Pj,1(S]CIDU_l)7 U(IDM = (Ilv' . ,I]))) —
(ID, skrpy;): The private key of identity I.D); is of the
form skyp;; = (9510 _ Fp(Ix)™,9"™,...,9"7). Such a
private key can be generated by P;_; as follows: let
skrp|j—1 = (do,...,d;_1). Pj_1 picks random r; &S Z,
and sets skyp|; = (doFj(I;)",dy,...,dj_1,9").

— Encrypt(params,ID = (I,...,I;),m) — C: te Zyg,
C (CO =m X e(gl,gg)t, Cl = gt, B1 = Fl(ll)t, ey
Bj = F;(I;)").
— Decrypt(sk;pj|;,C) — m: Consider an identity 1D =
(I1,...,1;). To decrypt a given ciphertext C' =(Cy, C1,
Bu, ..., Bj) using the private key sk;p|; = (do,...,d;),
output _
Hi:le(Bk’dk)

6(d0,C1)

We proceed to describe the precise format of the pri-
vate keys and corresponding BlindExtract protocols for
particular HIBEs.

Co

3.2.1 A BlindExtract Protocol for Boneh-Boyen
HIBE
In the Boneh-Boyen HIBE [BB04], Z = Z, and the
function F), : Z — G is defined as Fi(I) = hy - g{ for



I'€7 and 1 <k <. The private key for identity 1D);
is

skiply = (95 T _, (hi - g1*)™, g™, ... g").

The protocol BlindExtract for this HIBE is described as
follows. The players and their inputs are P;_1(sk;pjj—1
= (do, ey djfl)) and U(ID = (Il, ey I])) U first
does the following: (1) chooses y <~ Z,, (2) computes
B — gyg{j and sends b’ to Pj_1, (3) executes PoK{(y,
I): W = gygfj} with P;_q1. Pj_1 in turn does the
following steps: (4) if the proof fails to verify, abort,
(5) chooses 7j < Z,, (6) computes dfy < do(h'h;)"3 and
dj < g", (7) sends (dg, di, ..., dj-1, dj) to U. U
finally does the following: (8) checks e(df, g) = e(g2, 91)
e(h'hy, d’) TH_} e(Fy(Iy), di) and chooses z < Z, if the

YRRy
check passes, (9) outputs sk;p; < (dg (dj)™ Fj(1;)?,
d17 ey dj,l, d;gz)
Let II; be the blind HIBE that combines the algo-
rithms Setup, Encrypt, Decrypt and the protocol Blin-

dExtract as above. We have the following theorem.

Theorem 6. The protocol BlindExtract above is both
leak-free and selective-failure blind. As a result, the
blind HIBE 11y is IND-sID-CPA-secure (according to
Definition 5) under the DBDH assumption.

The proof of this theorem, which is similar to its IBE
counterpart in [GHO7] will be given in the full version
of this paper.

3.2.2 A BlindExtract Protocol for Chatterjee-
Sakar HIBE

In the HIBE scheme proposed by Chatterjee and
Sakar [CSO06], the set Z is the set of bit strings of
length N, where N(= n - m) is polynomial in &, rep-
resented by n blocks of m bits. Define the function
Fo(I) = hy,- T jul D for 1 < k < 1, where I[1], ..., In]
are m-bit segments of I € 7, and uq,...,u, € G are
randomly chosen by the master authority in Setup al-
gorithm. The private key for identity 1D); is

skrpyy = (98 - TH_y (hi - Ty Uy gm o g).

The protocol BlindExtract is almost the same as that
of the previous section, except the following alterations.
Parse I; as I; = I;[1]---I;[n]. In (2), compute h’ —

1 [d]

gVIIT_ u,” . In (3), execute PoK{(y, I; = I;[1]...I;[n]):

W= gV, w1 A0 < I]i] < 2mV1 < i < n}. Follows
the rest of the protocol as it is.

Let IT5 the blind HIBE that combines Setup, Encrypt,
Decrypt with the BlindExtract protocol.

Theorem 7. The protocol BlindExtract in this section
s both leak-free and selective-failure blind. As a result,
the blind HIBE 1l is IND-ID-CPA-secure (according
to Definition 5) under the DBDH assumption.

The proof of this theorem, which is similar to its IBE
counterpart in [GHO7] will be given in the full version
of this paper.

4 HIBE together with blind decryption
protocol: HIBE-BDP

4.1 Syntax and Security Definitions

Syntax. Let IT = (Setup, Extract, Encrypt, Decrypt)
be a HIBE scheme. A HIBE-BDP, denoted as Ilyq, =
(T, Enc, BlindDec), reuses the four algorithms of IT, and
contains two additional algorithms: Enc and BlindDec.
The algorithms Extract, Encrypt, Decrypt support all
identities as in the HIBE, while the protocol BlindDec
supports only leaf identities of the HIBE. The algo-
rithm Enc requires as one of its input a leaf identity,
although it can be used by any party. Denote Leaves
the set of leaf identities, which depends on the (current)
structure of the HIBE. The description and function-
ality of the two new algorithms are as follows:

— Enc(params,ID € Leaves,m) — C: On inputs
params, a leaf identity I D, and a message m, Enc pro-
duces a ciphertext C'. The purpose of this algorithm is
to create ciphertexts which the retailers (leaf identities)
will sell. We note that not only the retailers but also
any party can use this algorithm. This captures real
situations in practice where the owner’s of the retailers
(i.e., the company or the parent identities) themselves
creates the ciphertexts (and send them to the retailers).

— BlindDec(P;p(skip),U(C)) — (nothing,m): Ev-
ery time an honest buyer U wants to buy the content
inside a ciphertext C' which is available from P;p where
ID € Leaves, she engages Prp in a BlindDec protocol.
At the end, U receives the content m while P;p knows
nothing about the choice of the ciphertext.

We proceed to define security notions for HIBE-BDP.
There are three issues to be considered: HIBE-security,
the privacy of buyer, and the security of retailers.

1. HIBE security and blindness. A HIBE-BDP
must be secure as a HIBE, namely IND-sID-CPA-secure
or IND-ID-CPA-secure. This will be easy since we will
use secure HIBEs. Blindness of HIBE-BDP ensures
the privacy of the buyer. Namely, the retailers cannot
know more about the buyer’s choice of ciphertexts after
the BlindDec protocol than what it has already known
before the BlindDec protocol. We will not formalize
this intuition about blindness here, since the blindness
of our construction of HIBE-BDP comes directly and
obviously from the blindness of the underlying blind
HIBE. We believe that doing so makes our presenta-
tion clearer.

2. Indistinguishability One-More (IND-OM) se-
curity. IND-OM security intuitively ensures that it is
impossible for a (potentially malicious) buyer to get
more than what he/she paid. We will use the one-
more security approach, and yet in an indistinguisha-
bility style. This notion itself is new to this paper.
Let us first present some intuitions behind the notion,
and then move to the precise description. Recall that
a malicious user, an adversary, can collect ciphertexts
available from the websites of the retailers. We capture
this ability by providing the adversary an encryption
algorithm, in a left-or-right style. The adversary can



also engage the retailers in BlindDec protocols, so that
BlindDec oracles are given. Note that the adversary
can buy at the same time many pieces of information,
so that concurrent BlindDec protocols are needed. This
is also included in the security model. At the end, the
adversary wins if after v times of querying the BlindDec
oracles, it knows one-more bit used in the left-or-right
encryption oracles; namely, it knows non-negligible in-
formation about the content of some ciphertext for
which it did not pay. Conversely, a HIBE-BDP is ind-
om-secure if no p.p.t. adversary can win. Note that
ind-om security also implies that the adversary cannot
decrypt a (v+1)-th ciphertext after v times of accessing
to the BlindDec oracles. In other words, ind-om implies
one-way one-more (OW-OM). The formal definition is
as follows.

Definition 8 (IND-OM security for HIBE-BDP). Let
Iyap = (11, Enc, BlindDec) be a HIBE-BDP, where II =
(Setup, Extract, Encrypt, Decrypt). Consider the follow-
ing game between a challenger and an adversary A.

Setup: The challenger first runs Setup(k) to obtain
params and msk, and gives params to A.

Denote Leaves ={ID;, ..., IDy} (k > 1) the set of
leaf identities of the HIBE.

Queries: the adversary is allowed to make the follow-
ing types of queries:

— Encryption query (ID; € Leaves, m(()i), mgi)): the chal-
lenger chooses a random bit, denoted as b(; ;) &S {0,1},

computes Cj ;) — Enc(params,IDj,ml()Z i)), and then
returns C(; ;) to A. The adversary is perrrﬁtted to make
u; encryption queries to 1D;, thus 1 <i < ;.

— Blind decryption query (ID € Leaves,C): the adver-
sary A engages Prp (skip) in a BlindDec(Prp(skip),
A(C)) protocol. A can engages many BlindDec proto-
cols with many different leaf nodes at the same time.
The adversary is permitted to make v (< uy + -+ +

uy) blind decryption queries.

Output: A outputs v+ 1 bits b,...,b, | and an in-
jective map w: {1,...,0+1} = {1,... )k} x{1,...,u},
where u = max{uy,...,u}t. Denote the above adver-
sary as A(ug, ..., ug,v).

We say that A wins if b} is the right guess of b
for all 1 <i <wv+1. Define the advantage of A as

) 1
Adviige Ehp(A) = Prib; = by V1 < i < v+ 1] - 3
If the advantage is either negligle or negative for all
p.p.t. adversaries A, we say that the HIBE-BDP is
ind-om-secure.

Remarks and Discussions about IND-OM. Firstly,
we emphasize that, unusually, the absolute value can-
not be taken when defining the above advantage func-
tion, and one has to consider adversaries with negative
advantage. In fact, if the absolute value is taken, then
an adversary doing nothing, just returning random bits
has advantage |1/2°"1 —1/2|, which is not negligible at
all.

Secondly, consider again the situation between the
retailers and the buyer as in Section 1. We note that,
in practice, some summaries and/or keywords of the
contents inside the ciphertexts should also be available
on the websites so that the buyer can make choices.
The IND-OM security ensures that even so, the adver-
sary still has negligible knowledge about the other parts
of the contents. Our IND-OM notion is stronger than
the one-more decryption security considered in [SJ00].
In fact, our notion allows the adversary to adaptively
encrypt messages of its own choice, while that of [SJ00]
does not. All messages in the notion of [SJ00] are ran-
domly chosen, and the corresponding ciphertexts are
non-adaptively given to the adversary at the beginning.

4.2 The construction of HIBE-BDP

In this section, we show how to turn any HIBE sup-
porting blind key extract (namely, Blind HIBE), into a
HIBE-BDP. Let IT = (Setup, Extract, Encrypt, Decrypt)
be a HIBE and II' = (Setup, BlindExtract, Encrypt,
Decrypt) its corresponding blind HIBE. To build the
HIBE-BDP IIq, = (II, Enc, BlindDec), we just have to
construct the Enc algorithm and the BlindDec protocol.
The construction is as follows.

The Construction of Il;4,

—Enc(params, ID € Leaves,m): T ST, ID — (ID,I),
C <& Encrypt(params, ID', m). Output C— (ID',C).
—BlindDec(Prp(skrp),U(C)): U first parses C as (ID’,
(). U then runs (with P;p) the protocol BlindEx-
tract(Prp(skrp),U(ID")) — (nothing,skrp:). U fi-
nally outputs Decrypt(skrp/, C‘)

This construction of HIBE-BDP, which is quite sim-
ple, and can be seen as a mixture between the HIBE
scheme IT and its blind version II'. The HIBE scheme IT
is kept the same, while the BlindExtract protocol of II’
is utilised only by leaf identities via BlindDec. One can
imagine a leaf identity (a retailer) as a “parent iden-
tity” of its ciphertexts, and a user bought a ciphertext
(namely, a private key in this context) becomes a “child
identity” of the leaf identity.

We proceed to consider the security of the above con-
struction. The private keys a user can get is below the
leaf identities, so these keys cannot affect the security
of the HIBE, and hence the HIBE part of Ilyg, retains
security. Furthermore, a user only engages a retailer in
BlindExtract protocols, so that blindness of I, is ob-
vious from the blindness property of BlindExtract. We
formally state these facts in the following theorem.

Theorem 9. The following statements holds true:
(1) Mpqp satisfies blindness.
(2) The HIBE part 11 retains security as it is.

We now move to the ind-om security, which is en-
sured by the following theorem.

Theorem 10. Let A(uq,...,ur,v) be an ind-om ad-
versary against the HIBE-BDP 1lyq,. Then there exist
a distinguisher Ay (against the leak-freeness of II') and



an adversary As (against the IND-sID-CPA security of
IT1), whose resources are essentially the same as that of
A such that

Advip=om(A) < Advig I (Ay)

+  kuAdviTsiere(4,),

where u = max{uy, ..., ux}.

The intuition behind its proof is as follows: the coali-
tion of some child identities cannot affect other child
identities. The proof of this theorem will be given in
the full version of this paper.

5 Conclusion

We have considered blind HIBE schemes and used
them to construct HIBE-BDP. The schemes would be
useful in trading encrypted information: its HIBE part
supports secure communication inside the company,
while its BDP part ensures security for both retailers

and buyers. We furthermore expect other applications
of HIBE-BDP as well as blind HIBE in the future.
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