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ABSTRACT

This study discusses two topics in order to build high assurance secure sys-
tems. We begin by discussing the characterization of security policies making
use of a monitor to enforce security policies. A monitor is an enforcement
mechanism that works by observing the runtime behavior of a program and
terminating its execution if it violates a security policy. We introduce a mon-
itor which is extended from Schneider’s execution monitor known as secu-
rity automata. The extended monitor can make use of more information such
as a set of subsequences to be observed and can enforce O’Halloran’s non-
inference as an information flow property. Thus it can detect covert channels
via shared storage at run time.

We then use model checking techniques in order to examine if a system sat-
isfies properties which are unenforceable by the monitor and discuss a model
checking tool which directly examines source code. Most systems are checked
at one or both of two parts of the software life cycle; one is verification that
the models used actually describe the functional specification, and the other is
verifying that the source code implements the model. There are several model
checking tools that handle either the verification of models or source code, but
not both. We describe a model checking tool can be used in both cases. The
tool executes the implementation under verification using GDB, and examines
a composition with the model in which portions corresponding to the source
code has been eliminated. It enables the use of the same model which was
used in the verification process and thus reduces the cost of implementation.
We finish off by providing a simple ECHO service example.
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(bind read_| "syscall:lucy:sys_read")
(bind write_| "syscall:lucy:sys_write")
(bind remove_| "syscall:lucy:sys_unlink")
;; the following is an information-flow policy.
(dominate Holly Lucy)
;; the following is access policies.
(define NI ()
(nis(x):
(if (x=true)
("allow:Start_policy)
(Tabort:Start_policy))))
(define Holly ()
((read_h(f):

(if (f = "conf.txt")
("allow:Start_policy)
(Tabort:Start_policy)))++

(write_h(f,d):

(if ((f = "conf.txt")]|

(f = "covertchannel.txt"))
("allow:Start_policy)
("abort:Start_policy)))++

(create_h(f):"allow:Start_policy)++

(remove_h(f):"allow:Start_policy)))

(define Lucy ()

((create_I(f,d):

(if (f = "covertchannel.txt")
("allow:NI)
(Tabort:Start_policy)))++

(remove_I(f):

(if (f = "covertchannel.txt")
("allow:NI)
(Tabort:Start_policy)))++

;; the following process is an initial process.
(define Start_policy ()
(Rights_of_holly++Right_of_lucy))
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;(bind srv_res "target:echos:10")

;v Timer

(define Timer()
(start(init_v):Timer1(init_v)))

(define Timerl(time)
("tick(time-1):tick(time):

(if (time=0)
(‘timeout(TRUE):STOP)
(Timerl(time)))))

10: (define Timeout()
11: (timeout(zz):

12: (if (z2)
13: ("display("TIMEOUT"):"srv("quit"):STOP)
14: (stop))))

15: ;; Echo client

16: (define Recvl()

17: (srv_res(yyy):

18: (Send(100,n-1))))

19: (define Recv() (Recvl++Timeout))
20: (define Send(x,n)

21: (if (n=0)

22: (STOP)

23: ((Csrv(x):"start(5):
24: (Recv)))))

25: (define Echo_client()

26: (Send(100,5)||Timer))

27: ;; Echo server

28: (define Echo_server()

29: (srv(req):"srv_res(req):STOP))
30: ;; Initial process

31: (Echo_server || Echo_client)
32: ;(Echo_client)

0 3.4 ECHOO DO UOOODO
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*

(define Node0002 ()

(it () = (yyy)
(accept: Node0002)
(Abort)))

. (define Init ()
(it () = (yyy)
(accept: Node0002)

(Init)))
. (define _MC_START () (Init))

©CRONDIOR®O®NE

0350000000 " (x=yyy)" 000

1: void TCPecho(int sock)

2: {

3 for(;1{

4. n = read(sock,recv_data,4);
5: if ('stremp(“"exit",buf)){
6: shutdown(sock,?2);
7 close(sock);

8: return;

9: }

10: send_data = recv_data;
11: send(sock,send_data,outchars,0);
12: }

13: }

14: int main(int argc,char *argv[])
15: {

16: listen(s,BACKLOG);

17: for(;;){

18: int i = sizeof(sin);

19: if ((t = accept( ... ))<0)
20: exit(1);

21: TCPecho(t);

22: close(t);

23: }

24: }

00 3.6;: ECHOO U 0O U 0O U echos.cO
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bool EmptynessCheck(model, property)

dfs1(model,property);

return(False);
}
dfs1l(subexp_m, subexp_p)
{

hash(subexp_m);
forall( (successor_m,successor_p)
=eval(subexp_m,subexp_p) X
if ( (successor_m,successor_p)
is not in hash table)
dfsl(successor_m,successor_p);
if ( subexp_p is an accepting state )
dfs2(subexp_m,subexp_p);

}
}
dfs2(subexp_m, subexp_p)
{

marked(subexp_m);
forall( (successor_m,successor_p)
=eval(subexp_m,subexp_p) ¥
if ( (successor_m,successor_p)
is in hash table)
exit(True);
if ( successor_m is not marked )
dfs2(successor_m,successor_p);
else
return;

03700000000
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000000000000 0000D00000000DOdU.Eringsson [9]
goubbbooobbuoooboobbuooobobboooobbuoooon
gobobobbodoobbuooooobbuooobobbboooooon
gddddddodododduuoouuououoobobbbobbobooooboo
gooooboboobobbbbbooodgd

gobbboouobobboooooobboooobbuoooon
gobbbooooobbbogooobbooooobbooooon
gobbbooooobbooooobobuoooobobouoooo
goubbbooooobboooooobbboooobbuooooon
00000000oOoooo[9,Roobobobonooooogoog
0000000000000 0000000000000000ooooo
goooooooobobon

423 ODJ0O0ODO0OOO0OODOOOO

goggobbbbbbbouogobbbobbbodooooooon
gogooobbobbboooooooobboboobbotbdgoooon
ggobobbbobbotudooooobbbbbboduooaoon
gooon

gogbbbbboooooooobbbbbbbboduooooooon
goggobobbbobooogoooobbbobbboddgooooon
O00oo0o0oOooooooooEooooooooooooooooo
gbogboobbobboboboboooboobbobbobbon
O0oO0o0oOoOO0O0OO0 bndOOO0OO0OODODOOOOOOOOODODOO
ggboobobooooobobooogn
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4.3 O00O0000OODOO

goggobbobbbbbbotdodogoooooooboboooon
0000 CCS[21j00Do00poooobooooooooooooooo
O0oOoooooOoboboOooobobwpnddODOOOOOODOODDOOOO
g

(bind action(arg,- -) "level:event”)

OododOlevelDD0O0D0ODODOO0ODOOOODOOOO JavaVMODO
o000 ™WVvM” 000000000000 "method”0O0O00OO0ONO
O00000event0 0000000 O0O0OO0O0OOO0OOODOactiondOdO
goooooodoouoodonooonooouooooooooon
odoodoooooooJywvMOOooooooooooooooooo
gogoooooooooogn

00000000000 othersd abort0 OO0 othersO OO0 OO
00000000000 o00OOo0babort0 000 ooooooon
godoooooooooogo

0000000 (action prefix)d 0 O (composition)d O O(summation)]
oooooooOoOoD :0 ||0++0000000000000000
000000000000 define0 000000 O0ODOODOOODOOOO
O00O0O00oooO ccsbonooonooooooonoooononooon
gooooooooouooonooooodoodoooooon
ogoooo

gooooooogoooodooooooooonooogoood
goooooodooiooooooooooooooooooon
gooouoodooioboouoouoonooboooonoogon
0000000000000 00D0000D0og abort000ooon
gogoobogoogo

44 00000000

ccshooooooooboboboboobooboobuobobooobog
gogoobbbobododooooooooboboobobbbotboooooon
gbogbuooboobooodbooboobobboboboboon
gogooobbobbbbdoooooobobbobbboboooooon
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gogoobbobbotodooooooobbboodoooooon
gogno

0000 0O000VALUEDOOOODOOOODODODOOOODOODO {TRUE,FALSE
gddooooooooobbbbobobbbobdoodoooooon
0000000 and0D OO or000 &) OODOODOOO0ODODOO not
0000’ oo0o0o00oooooooooooD '+,=y/'00000
ggbbooo +0bboooobbooobobbuooobbboon
0000 sr0000000 —0Ostr/nO00C0NOOOO0OOOOOO
000 sr0000Nn00O0000000O00O0O0ODOO0O /O str/n0O0
Ubnbbodobbooogd srogdb nobbogoooogn
gogoobbbbboudoooooobobbbbbbduoooogoon
ggboobooogobobogad

str= (str—n) + (str/n)

gogoobobooodn

oooooonb Oooooooboboobooogoow oooo

~a(v):---
a(x):---

ooboooob0odvO VALUEODOOODOOOxO VALUEDODOO
ggobbbobbouooooooooobboobbotodooogon
oo0ooooooboboboooboonDdg NAME O

{Letter}{Lette(Digit}*

ggbobbbbbotouooooooobbbbboooooooooon
gboooboodo NAMEOOD alDOOOooOooboobDg ~a oo
gboooboooooooo&aboopoeecstounonn ~~a=allid
ggoobboobboooooooobboobboooooogon
ggbbbbobobbbbbotodbooooooooobbobbbbob
gobboobobooogbobooobobbooboooobbooonn
gboooooobgobgbobobooboboboboboobooon
gogbooogd
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ugd ogobbobobbbodoooooobbobobbbodooooon
ooooogoABOOOOOODO

A++B

gbooobobobobobooboboboboooobobobob
gboobooobogbobuoobboobuoobboobooobog AB
gbooobgoobobbobooboobooboobobobobbo

ugd ogooobbobbbboduooooobbbobbbduooooon
gooooo Wy obooboobobooboboo ABODOOOODODO

AllB

gogogooboboobobbbbooddodooodooooboooon
gogggbobbbbotbodooooobbboboobobbtbouooogoon
gogoobobobbbbododoooooboboobboboodoooooon
goboog

0000000 ODO0O0bOO0obDooooooifboooooonooon
gogoood
(if cond Then Else)

O000OOOcond0O0ODOOODOODO ThenO Else00000O0ODOO
0000000 condd0OD0OO0OOOO ThenDOOOOODOOOOOO
O Else000000O0DOO

000000 O000OO000O00000D000defineC0O0O0DOO0OO
OO000000Odefine0 0000000000 O0OOOOOOODOOO0O
(define proc (vars) Body)

gOo00OO0CoOoOoOoOoooOoDoOoDODOOOOOOOOBodyOODODO
googo
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BINDOOO O00O0OO0ObndOOOO0O0OODODOOOOCOOOOO
gboobgobobboboboobooboobo

(bind name address)

000000 addresd] O target:filename:linend O OO0 OO0 00O
O0targetC 00000000000 OO0OODOODOODOODOfilenameX
OO0oooooooglnenc0000O0OO00OO0O0OOOOODOODOOOO
000000000 O0Oo0oO syscalld methodd OOOOOOOOO
00o0b0o00o0ooobooobooooobOoJavel00ooooon
0000oooo TCP/IiPODOOODOODOODODOOOOIPOO
0000000000000 D00O0 serverl 00 clientODO0O00O0O0OO
ogoooooooon

O0000DoDoOoO0000 00000000000 displayD keyO
ggobbbbboooooobobbbbbbboodooooooon
gogogobobobobbbdoooobobooobobbotbouoooogon
Oo00ODOOoDODOOOO0O000oDOObOOkeyd dOO rigid variabled
gogbbobuogoboboboooobobuoooooo

accepti DD DOOOUOOOO0O0O0O0OOO0OLDODDOOOODODODO
gogoobbobbbobodgooooboboobboddgoooon
ggboobouoodaooo

goggobobbobbboodoooooobbobbobdooooon
ggbbobdogstopudgbbbooogbbboooggbbobuooan
gogooboggd

stop= stop|stop= stop++stop

gogoobobobbboboddgooooboboboobboddooooon
gogbobogogboo

00000 Abort00000CO0O0ODOODOOODOOODOODODOODO
gbobbodgbbbooabbbooobbbooobbooobbooobn
gobbuogobobuogobbooobboobbooobbooonn
OO00oDoOooo0oooogabort0doooon

gbooogoboooboob booboobbobbooboooob
goooboboooobobobboobooboboooobOob BNEF
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gbooobooboobob Adbuooobooobooboobooon
oooBOOOO

gbobobobobobobob 4i100bbooooooooon
0000000000 Odefine,bind DO0O0O0OCOCOOOO0OOODOO

041:000000000000

EEE IEEER
define,bind, if

++, || 000
0.{} ooo
2 000
|, & oo0
<,>=,<=>=& | 000
+,— & 000
*,/,% 000
! ooQ0

Oo0ooDoo0ooobooboOoOgdbaccept,abori DO O OOOOO
OO0O0O000stop=STOPOO OO

4.5 000
451 OOOOOOOOOOd

gogbobbboboodoooooobbbbbbbboooooooon
gogooobbobobbboodoooobobbotbododoooooon
goggobbbobbbbtbodooooooobbbbbbduooogon
gogoobobbobobbbdioooooooobboobobbboooooon
gobboobbuoogbbooobbooobbuooobbooobn
OO000O0o0O00obO00O00obOobOOoobOobD 42000000000
goooboooo 4300b000000od
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not price

open Q price

(0) - (1) -

not read

\read
g0

/mt localhost
k @ Onot send

O042.00000000000000000OO

452 0J000O0O0O0OODODOOODOO

gbobooobooobuooboooboooboobbooboboon
gooobooobooobooboboo4s1 0000bOOobOOOO
gboboobobobobobobobobbobobooooboboon
gboboobbgobbooobuoooboobboobuoobbobb
gboboodboobobuoobobuoboobuobobobooboobog
oobooboobo0o 4400000000000000000DO0OO

4.6 UJOOOOOOO

O00o0OOoO00obOOo00opooOooDoOoOoDoOooD 29ouobooo
gbogbooboobuodbooobuoobooobobobobobon
gbogbodgboobuoobobuooboboboobobuoobobon
gbbogobooboboobuooboobobobbooobboobobd
ggbbobuogoobbodo

googbboobbobodooooooboboobbbbooooooooon
gogoobbbobbbooooooobbbobbbodoooooon
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vy Doooooooooood
(bind open(path)

"method:/CLASS/file")

(bind read()

"method:/CLASS/read")

(bind send(des)
"method:/CLASS/write")
(bind go(des)
"method:/CLASS/go")
oogg
(define FileOpen ()

(if (path="/shop/price")
(FileOpen)
(FileRead)))

(define FileRead ()

((read():HasRead)
++(others():FileRead)))

(define HasRead ()

((send(des):

(if (des="localhost")
(Start)
(abort)))
++((go(des):abort)
++(others():HasRead))))
(define Start ()
(open(path):FileOpen))
o Doooooood
(Start)

ggbboboogbbbod

043:0000000000DO0DO0O0OOO0ODOODODODObOO
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(define  Send ()
((msgAB(path):Send)
++(others():Send)))

(define IsRead ()

(if (path="/shop/price")
(read(file):Send)
(others():IsRead)))

(define PrincipalA ()
(open(path):

(if (path="/etc/passwd")
(abort)
(IsRead))))

(define RecvMsg ()
(go(des):abort ++ others():RecvMsg))

(define PrincipalB ()
((msgAB(arg):RecvMsgQ)
++(others():PrincipalB)))

(define Start ()

(PrincipalA || PrincipalB))

044:0000000000000000O0

73
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gogoobbobboboodoooobobboboobbboodoooooon
goboooobooooboooboooobooboooboooboooboJavMO
gogooobobbboboobbbbooodgbboodooooooooon
gbobooobooboboobbooboooboobboobobonn
gogoobobbobbooooobobbboobbboodoooogon
gbogobgobobobbobboobooboobooboobo
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OS50 Oododd

51 JOodooog

gobobogbbooobobbooobbooobbooobboon
ggoobbobobbbbtbodoooooobooboboobobooooon
gogooobobbbodooooooboboboobobbotbdooooon
gbobbboooboobooboobooboobooonbobobon
gobbboooboboboooobboboood

goggbbbobobbobobouodoooooobbbodoooooooon
gogoobobbobobbbiodooooooubbbobboboooooon
gogoobbbobbbuooooobbbbbbbboodoooooon
gogogoobobbooobbobbbbbboddodoooooon
gogoobbbobbbooooooobbobbbboodoooooon
gogbobobogoobobogao

gbogbogbuogboobogobuoobuooboobagbagd
gbodgbouooboobobobooboobooboobooboobon
gobooboboooooob eGbBOOOODOODOObOOOODOO
ggooobod

52 JOUOooong

bgouoooouoooobooobuobooouoooooo
goooooooodoooboooooooooooooooood
oot oooouoooouooon
goooooodonoooooouooooooooooooooon
godooboobouooboooouoooooobooooooo

0000000000000 00000000 partial order reductiofl
dataabstracton 0 OO0 0000000000 O0O0OOCOOOOOOOOO
000000000 partial order reductionl 000000000000
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00 NextOD OO OOoooooobobobooboboboooboo
gbooobooboboobbooboooboobboobobonbn
gogbobboobobboboouoooooobboboobbboodoooooon
gboogod
gogobobbobobbooooooobobboobbboodoooooon
gbboooboobobgoobbooboooboobboooboonbn
gbogboobobboobuogboobobboboobaoubon
googoobobboobbbboooooobobbboodoooooon
gogobobbobbbouodooooooobobobobboodoooooon
gogoobbbobooooooooooboboobbbbodoooooon
gogobbbobbbotbodooooooobbobbouodgooooon
gbobobooooobobobooooooboostuuonouoooobon
ggoobbbobbbooooobbbbbbboodoooooon
gboogbboboobboobogboobooboobooooobo
gobboboooobbbuoooobboood
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L1 [

oo0o0o0oobooo0ooooooooooooooooooooboon
go0doooodoooooo odooooooooooooooodao
oooooooooooooootobooooooooooooooon
OO0 doddooodoogoooooooooooooooogon g
oo0ooooooooooooooooooooooobooog ooo
gooooodoooooooooouooooooooo ouoon
oo0o0oooooooooooooooooooooooooooon
gooooodooodooooo ooooooooooouoon
oooooooooogn

O0o0ooooooo IiPAOODOOOO0OOO0OOO0OOO0O0OO0OOOooOn
oo0o0oooooooooooooooooooooooooooon
0 O Michael Reinschl O Sushil Shresthaa D 00000 00O

oooooooooooooooooooboooooooooonooon
gooooooooodgn
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0 OA RCCS Syntax

Agent_EXxp = ( define ID ( ID_Seq ) Agent Exp )
| ( define ID () Agent Exp )
| ( bind ID Strings )
| ( globalvar IDs Strings )
| (if ( B_exp ) Agent Exp Agent_Exp )
| ( A_Binary_Exp )
I ()

A Binary_Exp := A_Binary_Exp ++ A_Label_Exp
| A_Binary_Exp || A_Label Exp
| A_Label Exp
A_Label Exp = A_Label Exp [ ID_Seq ]
| A_Label Exp { Relabel_Seq }
| A _Unary Exp
A_Unary_Exp = ID ( Value_Seq ) : A_Unary Exp

ID : A_Unary_Exp

" ID ( Value_Seq ) : A_Unary Exp
“ID : A_Unary_Exp

ID ( Value_Seq )

I
I
I
I
I
| ( Agent_Exp )
I
I
I

ID
ID_Seq ID_Seq , ID
ID Seq , " ID
ID
~ID
Value_Seq = Value_Seq , B_Exp
| B_Exp
Relabel_Seq = Relabel_Seq , ID / ID
| Relabel_Seq , " ID/ ™ ID
| ID/ID
| “ID/"ID
B_Exp = B_Exp | C_Exp
| B_Exp & C_Exp
| C_Exp
C_Exp = C_Exp < V_Exp

| C_Exp <= V_Exp
| C_Exp > V_Exp
| C_Exp >= V_Exp
| C_Exp = V_Exp
| V_Exp
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V_Exp

V_Term

V_Unary_Exp

Fact

0 O A RCCS Syntax

V_Exp + V_Term
V_Exp - V_Term
V_Term
V_Term * V_Unary_Exp
V_Term / V_Unary_Exp
V_Term % V_Unary Exp
V_Unary_Exp
I'V_Unary_Exp
Fact
Iconst | Strings | TRUE | FALSE | ID
( B_Exp )
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0 OB RCCS Operatinal
Semantics

0000000000000 000000000000000 Push-Down Automata
(QvACtaHaEsz)

000000 QO0000000000000000000000A«O0000000
000—-CQxActxQODO00(q1,a,¢2) €e—000 ¢ >¢000000000E
000000000000000000000S 00000000000000000
00000000000000000000000000 pard000av00000
00000000 a€ ACT,v € Val0OOOOO pair0000000000000
000000000000 configurationd [g,s] € Q x (Act x Val)* 00000000
00000000000000000000push(a;v,s)0 s0000 a;000000
00000000 Odelete(a,s)0 s000000000000000000000 O
00 par0000000000000000
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0 O B RCCS Operatinal Semantics

member(a,s)

Act;
[~ a(v) : E,s] =% [E, pushg; v.s)] ¢ [a(x) : E,s] 5 [E,deleteq, s)]
[E,s] = [E', )] [, s] = [, s')]
[E++F, 5] % [E, 8] sum [E++F, 5] % [F, 8] sum
[E,s] % [E',s'] Co [F,s] % [F', ]
[E||F, s] = [E'||F, s] [E||F, s) = [E||F',s']
[E,s] =[] [F,s] = [F',8"] Com,
[E||F,s] = [E'||F",s"]
[E,s] = [E',s] [F,s] =5 [F',s"] Com’s
[E||F,s] = [E'||F", s"]
[P,s] % [P',s'] A« P Con
[A,s] = [P, 8]
[E,s] % [E',s'] eval(B) . [F,s] % [F',s'] —eval(B) .
if BEF,s| % [E,s] if BEF,s| % [F,s]
[E,s] % [E',s] a,~a€cl o
[E[L],s] < [E'[L)], ] oS where L={a,b,- -+ }
[E,s] % [E, '] ofacR
el
[E{R},s] & [E’{R}, ] where RHa’/a~a'l~a, - }
defined P,s] — [STOR s D¢
[bind A string, s] — [STOP, s] Bind
sTop] 7~ ©
[STORs] /> [STORs|
STOP|STORS| £ OP
[P,s] = [P',&] Stop, [STORs] 4+ [STOP,§ /4 Stop,
[STOP++P, 5] < [P, ] [STOP++STOPs] 4



[0 O C LTL Syntax

Start ;= StateFormula

StateFormula .= StateFormula A\ PathFormula
| StateFormula VV PathFormula
| StateFormula -> PathFormula
| I StateFormula
| PathFormula

PathFormula = <> PathFormula

| [ PathFormula

| PathFormula U StateFormula
| X PathFormula

|

Proposition

Proposition = Proposition & Atom
Proposition | Atom
Proposition -> Atom

! Proposition
Atom
Atom m= Atom = Exp
| Atom < Exp
| Atom > EXxp
| Atom <= Exp
|  Atom >= Exp
| Boolean
| Exp
Exp w= Exp + Term
| Exp - Term
| Term
Term .= Digits
| Id

| ( StateFormula )

Boolean n= ot
| ff
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Action x= Id
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[0 O D LTL Semantics

0000000000000 LTLformulaD00000000OFormulaFr 0000 [F]O
O0000000OFormula0 0000000000000 O0O0O0O0O0O0O0O0OOO [F]IOO
0000 boolean-value function D 0000000 o = (so,$1,---)00000[F|O000
000 000000000000 0COO0DOOO0ODOOODOOOOWe saythat satisfy
|F]iff o[F]equalstrue[F]0 ¢ O true0000000000000O0000OO0O0OOO
D0O000 actionFOO00O00000000000O langlesy, sy, ---)[F] = so[Flsy 0O
0000008, |Flspy: 0 rueD0000000000000F[s,(v)/v]0 trued 000
000000000 Flsp(v)/v] O subsitutionD 0000000 Fls,(v)/v][snt1(v)/V]
00000000000000000 namespac8 D0 000000 Flsp(v)/v] O
god

000000000 Varoooooo ValdO mapping functiord 00000000
0000 [«]00 s(z) DOOOState functior 0 0000000000000 OOO
0000000 22+y-300000000000 sO000000000000O00

s[x? +y — 3]25[1}]5[2] + sy — s3]

gob23000dbboooboobbooooboboobboobbbooouoboog
00000000000 0o00o0oO [2l=20000000000
obooboooooobooooboooboboobobOooooooooooooobooobooo
O0ooooOooooooooooooOoOOO0o0OooooooDOob0 EnvOOODOO
O0OEnvOO0O0DOOO0OO0O0DODODOOOO0ODOOOOODODODODODOOOOOODOO
000000000 POOD P|ErO000O0O0ODOO0OO0OOOOOOOOOODOO
gogoboobboooobboooobooobbbooobooobbooboboog
0O configuratond D 0000000 P||Ened000 pair[P||Env,s] 0000000

nooooo PN a@+3): Ajaty) : B, formular 7y — » 4300000000
00D PO0ODO 0000 FOOODOOODOOODO

[~ a(z+3): Alla(y) : B, sl [y = = + 3] [A[| B, s']

00000000 sly=2+43]¢0 trued 000000000000 a(v),~ ale) 00

0000v=e000000000000000P|Erv0000000000000

000 |0000000000000000
0000000000000000000Lete = (sg,s1,52, - ).
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olF] %" o[
olF] %" —op|
oFNG %" o[F andolq]
olF\/a %" sForelq]
olFF - G] = -ol|F]oro|G]
ol1F] % v e Nat: (s, 5001, )[F] = V1 € Nat: su[Flsnor
o|<>F] jze: dn e Nat: (sp, 811, -+ )[F] =3 n € Nat: s,[Flsni1
oX F] = (51,8, ) F]
o[F UG def IAn>0: (Sn, Snt1,- - )|Gland¥V m : (0 < m < n)

and(sm, Sm+1, ) [ F]

O00D0QoOoOoOo LTLformulaD0OD0OO0OO0OOODOOOOOOOOOOOformulal OO
f000000000CDO thenOO else00000O0O0ODODOOOODOOOOOOOO
gbooooooo

Example D.1 [[(y = x + 3) "%

(define A ()
(if (y=x+3)
(accept:A)
(Stop)))

0000 livenesspropertyl 0000000000000 O0O0O0O00O0O0O
ggboboboobooboabaoobooobaoooan

Example D.2 o (sem= 1) "2

(define A ()
(if (sem=1)
(accept:B)
(A))
(define B ()
(others:B))



91

ooon

1.

10.

11.

0000,GDBOODOOONONOOONONOOONDNOONONDNOONONDOD,0000
00000 0000000, Vol.47,No.SIG11(PRO30), pp.1-12, 2006.

. Naoyuki Nagatou and Takuo Watanabe, Run Time Detection of Covert Channels, The

First International Conference on Availability, Reliability and Security, IEEE Press,
pp.577-584, April, 2006.

. Naoyuki Nagatou and Takuo Watanabe, Execution Monitoring and Information Flow

Properties, DSN 2005 International Workshop on Dependable Software Tools and
Methods, IEEE Press, pp.221-227, June, 2005.

Takuo Watanabe, Kiyoshi Yamada and Naoyuki Nagatou, Speccifying Context-Aware
Runtime Security Policies using an Algebraic Policy Specification, IASTED Inter-
national Conference on Software Engineering(SE 2004), ACTA Press, pp.662-667,
February, 2004.

. Takuo Watanabe, Kiyoshi Yamada and Naoyuki Nagatou, Towards a Specification

Scheme for Context-Aware Security Policies for Networked Appliances, IEEE Work-
shop on Software Technologies for Future Embedded Systems, IEEE Press, pp.65—68,
May, 2003.

00O00,0000,00000000000,000000000000,000
000 2006-CSEC-34, pp.207—-214, July, 2006.

.oboog,ooboo,ooobobooobbooobobooobbooobooo

0,000000000000 2100040, 6A-1(5pages), September, 2004.

0000,0000,00000000000000,0 1000000000
0000000000 (DSW04),0 0000000000, pp.121-130, February,
2004.

gooo,dgg,gobo, bbb ooooboobooa
0000,000000000000 19000, 4F-2(7pages), September, 2002.

gooo,b0boobo,0o0bbbbbooooobobobooooo,booboog
ooooooo 18000, 7C-3, September, 2001.

gooo,0o00obo0ooooobooooobooooogo, 2004000
ooooDoooono,IPA, 2004.



