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2.1 BANOOOOO

BANOOOUOOOODOODOOOODOOOOOOOODOOOOOO 210
ugboobooooboano

211 00O

BANODOOOODOODOOOODODODOODOOOOoOooooooooo
ugbogboooobobbobobooboobooboobobboooboad

DOooodo A4,B,S
0000000 Kap, Kas, Kps
0000000 K, K, K,
Dooo0o0ooo K LKL K !
D00DO0000000 Ng, Ny, N,
D0D00000O PQ,R
D0D00000O00O000 X,Y

oooooooooonbo K

2.1.2 00O
BANOOOODOOOODOOOOOOD

P|=X PO XOOOOOPO XOOOOODOOOOD

P«X PO XUODOODODODO PO XODOODOO

P|l-X POOUODO XOOOOO

Pl=X PO XOOOOOOOO

#(X) 0 X0O0000O0OO0O0XO0OoOooooooooooooooooo
good

PEQ PO QUUUODDKOOOOOOODO

A pPPOKOODODODOO

X
P=Q U0 XOPOQUOUOUODOODOOOOOOD



{X}xk XOO0O KOOOOoOooooooooooooo

(X)y, X0YOOOODOODOOOYO X0O00O000O000

2.1.3 0000

BANODODOODODOOODOODDOOODOOOODDOOOOOODOO
gboboooobooboboobobobobbobuoboobon
gbboobooboooobooboobboobbob

o U0 DLOOOOLOOOODLOOODLOODO

P=Q& P Pa{Xx},

2.1
P=Q|~X (21)
Pl=5Q, Pa{X}ga (2.2)
Pl=Q|~X '
Y
Pl=Q=P, Pa(X)y (2.3)
Pl=Q|~X '
e fresh(00)000000000OODOODODOOOOOO
P=Q|=X ’
e UOOOMO
P=Q|=X, P=Q|=X
PI=X (2.5)
e OO DODODODODOOOOO
P|l=X, P|=Y (2.6)
Pl=(X,Y) '
Pl=(X)Y)
PEX (27)
Pl=Q|l=X '
e JUIDIDDODODDOODOOOOOOODDOO
Pl=Q |-~ (X,Y

P=Q|-~X

gbboobbooobooboobbooboobbooboo



e JUUDODOOODLUOODLOODLDDODDOO

Pa(X,Y)
_— 2.10
P«xX ( )
PaX)y (2.11)
PaX '
K
P=odpr Pa{X}x (2.12)
PaX '
K
P=5 P, Pa{X}k (2.13)
PaX '
K
PaX '
e OO OOODOOOOODOO
P |= {#(X)
_ 2.15
PI=#(X,Y) (2.15)

gbobobooboboobooooboobooboobooboo
gboood

e JOUODODOOODLOODDOOODOODLOODO

Pl=RER
SR (2.16)
P=rE&ER
K
P=Q|=R& R
EQERS (2.17)
P=Q|=R &R
e« 0000D0000D0DDO0DN0ONDO0OO
X
P|l=R=FR
=T (2.18)
PI=R =R
PI=QI=RER
— (2.19)

X
PI=Q|=R =R
BANOO 2]00000000000000000000000000
0000200000000

2.1.4 The Otway-Rees Protocol I 0 00 00

200000000000 b0o0boobboobooboonbog
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Messagel A — B: M,A B,{N,,M,A,B}k,,
Message2 B — S: M,A B,{N,,M, A, B}k

{Ny, M, A, B},
Message3 S — B: M,{Nq, Kap}k.., {No, Kab}K,,
Messaged B — A: M,{N,,Kuw}xk,,

as)?

ugboooobooood

gooooooo BANDDDDDDDDDDDDDD(idearlization

DI:ID)DDD|:|DDDDDDBANDDDDDDDDDDDDDDDD
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K
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goog

BANODODOOOOOOOOOODOOODOOODODDODOOOOODOO
gbboobooboooobooboobboobbob
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Al=A%y s (2.20)
Bl=B%¥ s (2.21)
S=A% s (2.22)
S=B% s (2.23)

e J0ODO0OOD A BODOODOOODOODODODOODODO

S|=A%® B (2.24)

e 000 ABODODOOUDOODOODOUODOODOOOODLOO

oo

Al=(S|= AL B) (2.25)

Bl=(S|= A& B) (2.26)

A|= (S |= (B |~ X)) (2.27)

B|=(S|= (4]~ X)) (2.28)

e OO nonce O OOOO

A |=B(N,) (2.29)

B |= (V) (2.30)

A= §(N,) (2.31)

ugbooooog
gogboobooooboobooobobodaod

AOO BOOOOOOODOO
B<]{NG’NC}Kas

BOO0OOD0OO0ODbOOOOODODObDOODODODbODUOOODOD
goo

BOO SOOOoLOOOOOO

S< ({Na’ Nc}Kas’ {Nb’ NC}Kbs)
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0000SO000000000ooo0oooooooo (2)00ooo
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S |= A | (N, N,)
S |= B |~ (Ny, N)

SUb BOUOD0OUODOUODODL BOOUDOUUDOUODUODDDOD
gbbodoboooboboobooo

B < {Na, (A %% B),(B |~ No)}x..
goooooooooooo (2.1)DDDDD
B < {Ny, (A %% B), (A |~ No)}x,,
gooooo
B|=S |« (Ny, (A% B), (4]~ N.))
goooooo (2.30)DDDD (2.15)DDDDDDDDDD
B |= #(Ny, (A %Y B), (4]~ N.))
gooooo (2.4)DDDDDDDDDD
B|= S5 |= (Ny, (A %% B), (4]~ o)

00 (28)00000000O0OODODO

B|=S|=Ny (2.32)
Bl=S|= (A% B) (2.33)
B|=S|= (4]~ N,) (2.34)

0(233)000000 (226) 000 (2500000000000
B=A% B

0000 (234)000000 (2:28) 000 (2500000000
ooo

B|=A|~ N,
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B <{N,, (A% B),(B |~ N.)}x

as

oooooao
K
A=A & B (2.35)
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00000 (236)000000 (231) 000 (240000000
ooooo
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e JUODODOODOODOODO

2.1.5 The CCITT X.509 ProtocolO OO OO

CCITT X5090000000DOOO0ODOOOODOObODOOOOD
gbobobboboooobobuoooboooobuoboobooo
ubbooboobodobooonod
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Messagel A — B: A, {T,,Na, B, Xa,{Ya}r,} -1
Message2 B — A: B,{Ty, Ny, A, No, Xp, {Yo} K, } o1
Message3 A — B: A {np}g1

00007, T,0000000O00N,, N, O noncell Xg, Y, X3, Y, 000
oooooooo
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Messagel A — B: {T4, Na, Xa, {Ya}Kb}K,;l
Message2 B — A: {Ty, No, Na, Xo, {Yo} K, } g1
Messaged A — B: {Np}y-1

uoooobd 71,7, 0000 nonce DO OO O

goog
goboobooboooboood

e JIODODOO0ODOODLOUODDUODODDOODLObOODDOO

Al=fe 4 (2.37)
B|I=5% B (2.38)
A=8 B (2.39)
B|=X 4 (2.40)

e U0UOnonce OO OODDOODOODDOOODOODOODO

A= H(N,) (2.41)
B |= §(Ny) (2.42)
A= 4(T3) (2.43)
B|=4(Ts) (2.44)

ugbooooog

gobooboooobooooboobon

AO0O BOODOO
B« {Ta,NaaXaa {Ya}Kb}Ka_l
00 (22)000

B |E A |V" {Ta,Na)Xaa {Ya}Kb}Ka_l
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000000 (290000

B|=A|~X,
Bl=Al~{Ya}x,

00000000 (24400000 (2400000
B|=A|=X,

oood

BOO AODOOO ODOOOODO

A|=B |-~ X,

oood
A|=B =X,

oood

AOO BOOODO ODOOOOO

B|=A|=N,
godan
oo
goooooooon
B|l=A|=Y,
A|=B|=Y,

U00o0ooooobgY,Y,UOoooooobooooobooooooo
gooooboboobooboooboobbooobobobobon
gboboooboobooboon

2.1.6 BANOOOOOO

BANODODOOODOOODOODDOOODOODODDOOOODOODOO
gboboboopoooobobobobobbobuooobobobobon
uboboooboobuooboobobooboobbod
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gboooooboboboboboboobobobobobobon
gboboobooboobooooboboobobooobobon
gbobobooboobobobooboboboooooobob
gbooboboooboboboboobooooboboboon
gbbobbooboobboobooboo

2. idearization 00000000000 OOO0ODOOOOOOOOODO
gogobobbboooooobobbbooooobbbouoooonoo
goo

.ugbobobooboboobobooboobooooboban
gboooooboboooobobooooboooooobon
gogoboboboooobobboooooboobobooooooboon
gobooboobbooboooboobon
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2.2 SGOOOOO

SGUOU0U00O000DO0U0OOOOOOOOOOOOOODDDO [B)O
ugbooboooobodao

2.2.1 OO
sGc000000000O0D00O0DO0On
P: 000000000 O0DOOOOOOOOO

[P,...,Q: PODOOODODO

{K;m}: 00000 mO00 KOOOODDOOOOOOOODOOOoOOO
gboboodg

R(m): 00000 mOO00DOODOOOO
Ky KOOoOOooooo

Ksp: 000 A BOODOODODOODOOOODOOODOODOOOODO
gbooboobobobooboobooboobuoobooboobo
gbooooo

(r,s): 00000000 DO0D0O0O0r00000sO000s<s' 00
000000 s=400000000s00000¢ 000000
O0000r< /00000000 r=/"0000r,000000
OO0/ 0000000000000007 000000000 r0
gbobooboboooboobood

T(P,(r,s)): 000 POOOr00000s0000000000000
00000O0OOnonce, 01000000000000000

R(P,(r,s)): 000 POO0r00000s0000000000000
oooo

G(P,(r,s)): 000 POOOr00000s0000000000000O
00000000000000000

G(P,(r,s)): 000000 POOOr00000s0000000000
00000000000000000000

nonce Np 00000 k000000000000 A OOO0D0DOOOO
NpeT(P,(r,s)00000(k<s<k)DOOO
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0000000 To00000 k000000 K 0000000000
To € T(P,(r,s)0 000 (k<s<k)DOOO

000 POO0ODOO0OmMO00000000s,s0000 (s<4)0
O00000000000000m=m'000m#m' 0000000
00000000000meR(P,(r,s)0000

oo POO0O0OD sOODODODODmOOOOOOOOOODOOO
0000Om e PO0OO m e T(P,(r,s) 0000000000000
meR(P,(r,s)) 0000

ggobooboooboobboooobooobboouooboobooa
uoooobooobboooboboooon

ggdd

PecePUOOUOUOODmOOUODOOOODOOODOODODDOODO POOO
oo 00000 sO000000000mO000O0 00000000
gooon

T(P,m,(r,s)) :=

nny...n, OO nng,...,n,
€ R(P,(r,s))
oo
rPOO0O0OOO0ODOO
m=n000
0000 jed{l,...,r}
0000 m#n;

O oon

\

gbbooboobooobuooboobboobbob

(P, (m1,... ,my), (r,8))
:=T1(P,mq,(r,s)),... ,7(P,mn, (r,s))

T(P,h(m1,... ,my),(r,s))
= h(T(P, my, (’)”, 3))7 s aT(Pa My, (Ta S)))
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(P {K;m1,... ,mu},(r,s)) ==

(K,7(P,my,(r,s),..., 00 PO K- 'OOOO

(P, mp, (1,5))) {K;m1,... ,mu}
goooooo

O oon

0000000000POO0O0OOOOOOOOOOOPOOOOOOO
oooooo

Gg(P,(r,1))0 POOOOOOOODOOOOOOOOOOOOOOOO
0000000G(P,(r,s))00PO0O000100s—10000000
00000000000000POO0O0O0O0O0OOOONOOOOOOOO
000000000

2,22 000
sGOUbOUOooooooouoboboobn

e:K—-P[P); 00000 KOO KOODODOODODDOOOOOOOOO
0000000000 0K-'00000000000000000d
goobobooboobobooboobbooobg

0:K—-PP): 006000 KOO KOODOOODOODODOODDODOOOO
00000000000K '00000000000000000
gbbooboobobooobooobooao

m(P,V): POVOOOOOOVOOD ¢K),§(K)00000POOO
000 KOOOOOOOOOOOOO0O0O00000

number(V,W): VW ¢ P(P) 0000V O WOOOOOOO

leg(z,y): z0 yOOOOODOOOO0OO0O0O0000z=y0000000
z0000000y000000

enc(K): KOOODOODOOOD K-'O0OOOOOOOOOOOOOOOO
gboooaoo

siglK) KOODODDODODOOOOOODOD K-'ooDooooooooooo
goboobogboo

sees(P,m,r,s): POOO r00000 sOO0OO0OO0O0OmOOOOOO

has(P,m): POOOOODOODODOmOOOOOODDOODODOOOOOO

20



said(P,K,m,r,s): POOOODOUO0O {K;m}0O0O0O0O0OO0OOOOOOO

not_said(P,K,m,r,s): PO (r,s) 0000000000000 COOOO
PO (rs)0000 {K;m}00000000000000 m' 00
ogoooooo

vm' € G(P, (r,))[r(P,m/, (r,s)) # 7(P,{K;m}, (r,5))]
gogon

recog(P,m,r,s): PO (r,s) 00000 mO0000000000OmME
R(P,(r,s)) 0000

in_time(P,m,r,s): PO (r,s) 000000 mOOOOOOOOOOO
000000000000 me T(P,(rs) 0000

determ(P,m): 00000 m0O POOOODOOOOOOOOOOPOOO
goboobodmOOoODbOO0ObOOOO0DOOO

says(P,K,m): POOOOUO0O0O0ODO0O0O0 KOOOO mOOOOOO
goboobooobooboooobon

controls(P,p): D0DDO0D0 0000 POOOOODCO
believes(P,p): PO 00000000 O0O0ODOODO

believes O controls 0 BANOOODODOOOOO O sees, said 0 BAN O
O00000saysd Abadiand Tuttle 00000000000 (r,s) 00
ooooooon

O0000edéd000000 E,DOOOOOOOPP)xP(P)DDOOO
00000000000 Kpg OO

Kpq = Kpj
E(Kpq) = D(Kpq) = E(Kpg) = D(Kpg) = [P, Q)]
0000000000000000RSADOODOOOOOOOOOOO

000000000000000000000000({Kp;{Kp';m}}=
m) 0000000000

E(Kp)=D(Kp)="P
E(Kp') = D(Kp') = [P]



223 0000

SGOOODOO0OO0O0ODOODOODOO0O0O0O0DOO0OD0OODOADO universal
quantification 0 000000000 O0O0OPR,Q,... D0VP,VQ,... 00
00000000000000000000000000 (p1,92,...)0
00 (rne,...)00000 (s,6,...) 0000000000
plaintext recover rule(PR) D0O0O0O00 POOO0OOOOOOOO

000000000000000000000000000 (see)d

gboobobobobboboboboobouoboboobooboo
gbooboobooobooboooboobooonboo

sees(P,{K;m},r s) Nin(P,§(K™1))

sees(P,m,r,s)

message meaning rules(MM1,MM2) 0000000000000
ooodoooooOoooooopPOO0OOO0OOOODODOOOOOOO
dododdboboooodddooodoooooooooood
gobooooooooboooooobooobboooooon
ogoooooooooon

0000000000000 POOOOOOOOOOOOO000O0
00000POOOOOOO0O0O0OO0OO0OO (in(P,e(K)))0000
000000000000000 (believes(P,6(K~1) =[Py, ..., P,)]))O
000 POOOOOOOOOOOOOOOOOOOOOOOOOO
oooo

sees(P,{K~Yimq,... ,mp}, 7, 8) Ahas(P,mq,... ,my))
A(recog(P,my,r,w) V ...V recog(P,my,r,s))

Nin(P, e(K)) A belives(P,6(K~1) = [Py, ... , P,])
belives(P, said(Py, K~1, (my,... ,my),r,8) V...

...V said(P,, K7t (my,... ,my),r,s))

O0o0o00oooooooooooooooooooooooooon
OMM)OOOOOOOODODODODODOODOOOOP,QRUOODODO
doo0dooooOoooooooboooooooooooopPO
goobooooooobbooooooooooooooon
(MM2)OOOOOOOPOOODODOOOOOOOODOODOOD
O0o0ooooooooobooooooooooboooooooon
gooooooooooooo
not_said(P, K, m,r,s)
believes(P, —(said(P, K, m,r,3s)))
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nonce verification rule(NV) 00 POO0OOOO mO QOOODODO
00o00o0obOo0ooobooobooDbOoboooooooopPODOO
ggoobbbdoooooobobboooooboobbboooon
O00000000000000000000 (certificate) DO OO
ooobooooboobooboobobboobooboobnDoon
ggodoobobobobbtboddooooboboobbodoooan
ggooooooobon

believes(P, said(Q, K, (m1,... ,my),r,8))

A(in_time(P,mq,r,s) V ...V in_time(P,my,r,s)
Vin_time(P, K,r, s)

believes(P, says(Q, K, (m,... ,my)))

Jjurisdiction rule(J1,J2) J10 BANOOOOOOOOOOOOOOO
00000000000000O0000O0O0O0O0O PO QOOOD
0)00000O0000 D000 O0OOOODOODODOOOODODO
goboboooboooboobuooboobuoobuoobopOoO
Jooodnb oo

belives(P, says(Q, K, ¢)) A belives(P, controls(Q, ¢))
belives(P, p)

J20000 POOOOOODOOODODOOUOODO(DOODO POODO
000)obo00ooooooo

belives(P, says(Q, K', K))
Abelives(P, controls(Q,in(Q, (K 1)))) A sig(K)
belives(P,in(Q,d6(K~1)))

hasO000O (H1,H2,H3,H4) 000000000 0O0OO
belives(P, says(Q, K, m)) has(P,m)
belives(P, has(Q, K)) has(P,h(m))

beliveS(P’ SayS(Q’ K’ m)) sees(P,m,r,s)
belives(P, has(Q,m)) has(P,m)

key rules (K1,K2,K3,K4) k1k20000000000000000
000000000000000000000000000000
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gboboooobood

has(P, K) A enc(K)

in(P,e(K))

has(P, K) A sig(K)

in(P,0(K)) A belives(P,in(P,§(K)))
(belives(P, says(Q, K', (R, K)))
Vbelives(P, says(Q, K', (K, R)))) A sig(K 1)

belives(P, says(Q, K',in(R,5(K~1))))
belives(P,in(Py1,0(K)) A ... Nin(P,,d(K)))

Anumber([P,. .., P,],d(K))

belives(P,6(K) = [P1,... , Py])

K3Doooboobouooooboobuouooooob ROOD KOO
gboboobobbobobobbobboboobobboooo
O0ROKOODOOODO K 'OODDODOOOODOOOOOOOOO
OO000K4UO KOOOOoooooooooooboboboooo
gboboobodgd

Recognizability rules(R1,R2,R3,R4 0 0000000000000
0o0o0ooooooood

recog(P,m,r,s)

recog(P, h(m),r, s)
recog(P,m,r,s) Nin(P,e(K))
recog(P,{K;m},r,s) A recog(P,{K—1;m},r,s)

recog(P,m,r,s) A in(P,d(K))
recog(P,{K;m},r,s)
recog(P,my,r,s) A recog(P,ma,r,s)

recog(P, (m1,ma),r,8)

Time rules(T1,T2,T3) 000000000000 O0OOOOOOOO
gboboobogbod

in_time(P,m,r,s)

intime(P,h(ny,... ,m,... ,ng),7,8)
in_time(P,m;,r,s) Ain(P,e(K 1))
A=(m; = {K Yimy,... ,mp})
in_time(P,{K;,m1,... ,mg},7,9)
in_time(P, K,r,s)
in_time(P,{K;m},r,s)
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composition,decomposition rules (C,D1,D2,D3,D4) 0000000
oooooooobooooooboooooo
has(P,m1) A has(P, ms2)
has(P, (my,m3))
sees(P, (my, ma),r,s)

sees(P,mq,r,s) N\ sees(P,mg,r,s)
has(P,(my,m3))

has(P,m1) A has(P, mz2)

belives(P, said(Q, K, (m1, m2),r,s))
belives(P, said(Q, K,my,r,s))A

belives(P, said(Q, K, ma,r,s))

belives(P, says(Q, K, (m1,m2)))
belives(P, says(Q, K, m1))A

belives(P, says(Q, K, mz2))

0000000 ¢y,...,9, 000000 (S) 000000 first order O
000000000000000000000000000000
000 ¢1,...,0, 0000000000000

belives(P,p1 V ...V @n) A
belives(P,—p1 A ... A =i 1 A —irg A ... A=)
belives(P, p;)

2.2.4 Neuman-stubblebineO OO OO

Neuman-Stubblebine 00O O0OO0OOO 40 BOODODOOOOODO
o0SOooboobooboobooboooooo

1. T(B,(r,s)),R(B,(r,s)),6(B,(r,s)) D00 r0000O0ODOOO
BO40O00ODOOOO 4000000000

sees(B,({Kps; A, Kap,Ts},{Kap;NB}),r4) (2.45)

00D00000BO 20 (B, {Kss; A, Na,Tg},Ng)0OOO0OOD

{KBs; A,Na,Tg} € G(B, (r,4)) (2.46)
goooooooooooooboooooooooooo

Kps = Kgg (2.47)

Kap =K p (2.48)
sig(KaB) (2.49)

number ([P, Q],(Kag)) (2.50)
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OO00O0OKpgsO B,SOOO0O0O0OOO0ODOOOOOOODO

in(B,6(Kzs)) (2.51)
in(B,e(Kgs)) (2.52)
belives(B,§(Kzs) = [B, S]) (2.53)

gboobuoobobobooooboooboboaoboobooon
gboooobooaoo

believes(B, controls(S,in(P,§(K)))) (2.54)

0000BOOOO0O0OO00 TeO nonce NpgOOOODO 200000
4000000000007 (B,(r,4)={Ts, Ng}0OOODOOO

in_time(P,Tg,r,4) (2.55)

0000(NeSt93)0000000000BOO0OOO 400A4,Ts, Np
00000000000000K,O000000000000000

Ny # K, p000O0000000000N, ¢ R(B,(r,4)00 R(B, (r,4)) =
{A,Tg,Ng}ODOOODODOOO00O0O

recog(B, A,r,4) (2.56)

oooo

.00

000000000000 4,BOO0OOOOOO KupOOOOO
0000000 belives(B,8(Kap) =[A,B]) 00000000000

D1

(2.45) = sees(B,{Kap;A,Kap,Tg},1,4) (2.57)
(2.57), (2.51) 2 sees(B, (A, Kag,T5),r,4) (2.58)
(2.58) & has(B, (A, K 5,T5)) (2.59)
(2.47),(2.52 MATL believes(B,
(2.53), (2.56) said(B, K 5, (A, Kap,Tg),r,4)
(2.57),(2.58)  Vsaid(S, Kz, (A, Kap,Ts),r 4))(2.60)

(r,4) O (A, K45, Tg) 000000 SOO0000O0O0O0O0OOO
not_said(B, K5k, (A, K ap, Tg),r,4)0 0000 0000007(B,m, (r,4)) =
T(B,{KBs;A,KAB,TB},T,4)|:|DDDDDDDDD mEg(B,(r,4))
gboooobooaoo

(2)00 {Kps; A, N4, Tg} € G(B,(r,4) 00000000
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7(B,{Kps;A,Na,TB},(r,4)) = (Kps,A,0,Tp) =
7(B,{Kps; A, Kap,Tg},74)0 0000 Onot_said(B, Kgs, (A, Kag,Ts),r,4)
oDooood
OO0 ((MM2)0O0DO0000000BOOOOOOOODOOOOO
O00000000{Kgs;A,Na, T} € G(B,(r,4)00BO 400
000000000000 00000D000BODOOOOOOOOO
0000000000000 0000D0000BOOOOOOOO
ooo

3.0000000
00000000 BOOOOOODOOOODOOODOO

eBO 40 Ny #Ku,p0OOOOOODO
e 1000000 OOON,TpOOOOOOODODO (Syve3)D

0000000
000000000 notsaid(B, Kgs, (A, Kap, Tg),r,4) 00000
00000000000 0belives(B,8(Kag) =[A,B))000000
00000000000

ggbodbooboobobuobbooboobooboooobooon

2,25 SGUOOOODO

SGOODODODBANODODODOOOODOODOODODOODOOO
ogooooooobobosGUouoboopoobuoboboboooooboo
ooooobOooboOoooboOoOobboOooooobbooooBANOOD
U000D0D0 idealization OO0 00000000 0ODOOOOODOODOO
goobgobooboooog

iLobobooooooobobobboboboboboboboboooogooogg
ggodoobbbboooooooboobobboboooooooo
(Replay) 0 0000000000 OOOOOOOOOOOOOO
gboooboboobobobboobooboboooobon
gboooobobooooboboobooboboooobon
gboooobobooooobobobooboooobooboooooon
gobooboobbooboooobon

2.0000000D0000D0000 mtime0DO00O0O0OOODOO
gbboobooboobbodobuobboobooboboooboon
BANOOOODDO freshO0000O0DOOOOOQOODOOOOODO
gobooboobboobooboboobooo

3. BANOOOOOOODOOOOoDOoooDoooooobobooDo
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gbobobodoboboboboobuobooooboboboan
gboooobobooooboboooooboboooobon
gbboboboobboobooboobbooboaoboboo
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Classification of attack Checking Method Previous Reseach Class

Forging * BAN logic, SG logic 1
Replacement of the different principals *k BAN logic, SG logic 2
with the of the same | in the different part of session Type check SG logic 3
meaasge principals [T the same part of session = not found 4
[Note]

* :Checking whether a message coded by keys which is not known by a intruder.
**:Checking of sender and reciever of a messge with the contents of message.
*+*:Checking of the coupling relations between submessages in each transmission .

U21:00000000000004an

23 0OJUOO0ooood

gbooboobooobooobobbooboobobooobooooboon

23.1 0J000ObOOO0OoOoOobbOOoOoOoOoobbOooOon

gbooooboobobobobooobuoooobobooboboon
gbobobooooobboobooooboboboooobobon
gbobobooboooooboobobobooobobobobobon
ubbooooobooboobobuobooboboboooobob
gbooboobooz210b00booobooboon

gbooooboobobobooboboooobobooboboon
uboboboboooobobboooooobooboboooooboboooonon
boooboobobob1booboboobooooooboooobo
ubobobobooboobdgbobobobaoboboboboboan
uobooobobobooboobobouonobobobooooobon
boboooboboooobobooobobobuooooobon
ubobobooboobobobooooboboobooobobon
ubobooooboboobooboboboboboboooob 200
gboboboobobobobooobobobooobbobuoooobon
uboboboboobobobobuoboooobooboboban
0000000000000 0000O0 (DooooUoooooooon)
googboooobooobooboobuoobooobobboobon
gbobobobobooobobobobobooooboboboban
boboooobobobooboobobobobo3sbbooooon
0000000000000 0D0O000004000000BANOODO
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O001200000000000SGOOOOO0O 12300000000
gbooopoooboooob 210000 40b00bobooobon
goooo

23.2 UJ00O0OoObOOOoOoOn

goooooobobooooboobobobooboboboboboo

bobooooboboobooobobobooboooooobob
ubobodbouoi1iooooouoooobobooboboooogn
goboooboboooboboboboooboboobooo200bboOn
uboobobobobooboobooboboobooboobooooon
bobobouboboboboboobobboboooobobob
gbogboooboobboboboobuoobooboboobboobon
gobobooobobooooobooboboboooooboboboooooooo
uogbooboobooooooboobobodooooobuoobobooooon
ooodbooooboboooobobouobooboobogoooscuog
obooboboboo pPODbODOO0ODODODOODOODODODO
gbobgoboooboboboboooobobobob PODODO
goobobooobooooobooboboobbooboboobon
uboboboooobooboobobooboobobbobobad
ubboooobobobooboboboobobobooboobon
gboooobooboobobooobd
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030 oo

3.1

goooood

gobooboooboobooobobooboooboon

3.1.1

goon

gogboogobbooobooonoo

00000 Prol DODODOODODOODODODODO

Pro2 J0U0O0OOO0OO0OODOODODOOLOOODOODOODOO
gbbodobobooobooboobobooboon

Pro3 U0UOD0O0ODOODOOOOODOODOODODOODOODOODODO
goboobooobooobooo

Pro4a U0 UJ0O0ODOO0OOODOODODOOOODODOOOODOD
gbobbooboboboobobbobooobboboooobn
gboboobogbooboboan

Pro5 U0UI0O0ODOOO0OOOODOOOOOODLOODOODOD
gbooooobobobooobobobboboobobon
gbbodobobooobooboobobooboonboon

Pro6 UDUJ0OU0ODOO0ODODODOOOOODODODODODODOODOD
gbboobooboobbooboobooo

oo0DOO0o sy 0ooo0o0obooooooboooooboooo

S2 J00b0b0obobobobobobobob
S Ubobuobobobobooboboobobooboon

S4 J00bOobOOobOobDOoboDOooDOoOobOobUobOobobUobo
gboooobooaoo

000 Pril 000ODODOOOOOOO0OOOODODOODOOOOOOOO

gboooobobooboobobobooboobooboon
goobooobod
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Pri2 0000000000 (DO0OOOO)0O0OOOOOOOO
gbooooobobobboooooboboboobobon

gbooooo

Pri3 OO00O0OOOOOODOOOOOOOOOODOODOOOO
gbbooboobboobooboboboooobn

U0 El1 J000000000b00ob0obobobobobooboooDo
gbobooobobobboobobuoobobobbbooboon
000000 (0000)000000o (Dooooooono)
gooabobooobooboobobobboobooobobobooboboo

gboboooboobad
E2 0000000000 OO0ooOoooooooooooon
E3 D0000O0O00obobooboooobooooooooon
E4 D00O0OO0OOOODOOOOOODOOOODODODbODODbO

oooooooobUob0 nmMoooboobooooboobobogoooo
gbboobooboboooooboo

I200000000000000O0000O00O0O0O0O0OO0

B O000o0b00ooooboooobooobooobobooobonDo
000000000 (0o0000o00oooOooooooo
goboobooobooboomm

I4 000000000 DOO000DbDOobDObODbOUOobDOoOobOobDo
0000000000000 0000(Oo00oooooo
0000000000oo0oooOoo0)

3.1.2 00O
gogbooobbooobooboobobooobooboon

googoobooboobogon

1.000
gooboobooboooobod

A/B,c:00000000000CO
p,q000000000
000PQO0DO0O0DOO0DOODOOOOOO
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2.00040
POODODOOOOOOPFODDD POODDODDDOOOOAOOO
DDDDDDDDDS&DDDD rPOOOODOCOODDEOOODO
ob:000000000

oooobooooboooooooobooboooooooboDekOooooo

googan

1.0000000000
gbobooboboboobbobooboboboboobooboan
gboooood

M,M,M,,...:000000000000

N,N1,No,...:nonce(0 0000000000 O0OOOOOOOOO
0000000)00oooo

K,K.,K,,...: 00000000
z,21,2: 0000000000000000

gbobobobobobooooboboboooobobobon
gbooon

M;p: 000 POOOOOOOOOOOOOOOOOOOOO
N;p: 000 nonce DO DODOOO

K;po; OO0 PO QOOOOOOOOOOO

K;p: 000 POODOOOOOOODOO

K]._PI:DDD POODOODODODOODO

obdooy=0,1,2,... 0000y=000000000000000
ooobooboobD AtomUO000

2.00000
gobooboobbooboooboboobooo

eJ0D0O0ODLOODDOODOODOODDO

e X; 0 X UDOUODOO0ODOOO0OODLO0OD X4, X 00000
gbooon

e XOUUOUUOUUOZOODODODODO X0 ZOOOOOO {X}z
gboooobooaoo

oobbooooox;ddooooooooooooboooZz; 000
0000000000000O0mu(Z;):Z; 00000000000
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00 ('mv(K] ) = K;I}Dmv(K;Pl) = K]’p 0o inv(ijQ) = K]’pQ)

gbobdy=0,1,2,...0000j=00000000000

googoobogo

gboooobooboobbobobooboboboooooboganon
gogoobbbobbbooooobboooooooboobobboooooboo
00000000 (D00 Mp)000000wODODOODODOOODOO
00000000 (My%) 00000000000 w000000000
googn

w=su: 0000000000000 000000000000«000
goboobboooboobooooobon

w=0:00000000000000000000b00000b00400:0

000000000000000000000000000000000
X;0000000000000000000000000000000
0000000000000000000X;00000000X,000
tag(X;)0000000000000000000O0O00ODOOO0O0O
0000000X,000000000000000000000000
000000000000000000000000000000000
X;,X,/0000000000000000000 ;000000000
0000 z;000000000000000000000000000
000 z07,02,0000000000000000000000000
O Otag({M;3, Nag}gys ) =1213140000000000000000
000000000000000000000000000000000

oooooooooood St(w)DDDDDDDDDDDD
& W =1iuius ..., 000 st(w) =1
e w=0000 st(w)=0

(Jooobooboboboobooboboooboboobouoobo o; g
uod

ugbooboooobodao

0000000000 XO00OO0O00o000oO00O0 Type(X)OOOOO
O000OTypep(X)O PO XOOOODODOOOOODODDODDOOOOOOO
gooooooobobobo XxoboboobooooXxoooooo
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gboobogooooobopPOODOODOODOODOODODOODO O
goog

Typep(X1,X2) =
Typep(X1), Typep(Xa)
Typep({X}z) =

{Typer(X)}rypep(2)
---Phasinv(Z) 00000
|

--+Phasinv(Z)D00 0000

Typep(X) = Type(X) ---X € Atom

PhesZ0OOOOODOOODOOPO ZDOOOOOOOOODOOOO

3.2 JUUouobogoooboon

3.2.1 0U000O0OOO0OO0O0ObODOOo

goboobooboobidl~nUi000boobod:0ooon
gbooobooooboonod

1:P—Q:U;

OD0000PFODDOU; 00000 S, ;00 Sk, 00000QF0O
000;00000 8§,_,00 8,00000000000000000
000000000000 0000000000000 PFOOOO Sk,
oooo

3.22 UJU00O0ooOoOooon

PO0DOO0OO0OO0OOOOOOOOONOOOOOOOOOOOO0
Init(P)0000

00000000000 (00000000000)00000000
000000000000 Session0000000000000000
000000000000000000000000000000000
000000000 ComO0O0O0O

0000000000000 Prin0000000000000000
000000000000 TagAMOOODO
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3.3 Uobouobuooboon

gobooboobbooboooboboobuoobooboboono

3.3.1 U0d0obobooooobbobuoogon

oooboboboboobooboooobouobUd Share D000
gbooooobobooboooobooboobobuooobobboon
OXeShareOOOODODOOODOOOODOOOODOOODOOOODO
gooobooodbD Xoooobxgooobobuobooooooooo
ubobooboood
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40 UOQLo0OUooOodboogbobod
guootdood

4.1 000000

BANOOOODO SGUOODOOOOOOOOODOODODOOODOODOD
bobooooobooboobobobboobobooooobon
gboboboboooobobbooooobobobboooooboooonon
gbobobobooboboboooobooobuoooobobobon
gboboooobbbooooobobobboooooobobboooooo
ugod

0000000000000041(a)0000000000000O0O0
gboboboooboboooobooboobooboboooboobo
ubogbooobboobooboobuooboobobooobobobon
gboboboopooobobobobobobobuoooobobobon
goog

0000000000000 0 41(bp)D0O00O0ODODOODOOODODOO
000000000000 ADDOOODODODODOOOOOO nonce Nig
O00o0oooooo0 BOOM40000 AODOOD AOOODODOOO
KgOODODODDODODODO nonce NopOOOOOOO AOOOOOOO AO
BOOODOO KEH]DDDDDDDDDDDDDDDDD{A,NlA}KB

1:A- B:Nia
2:B> A{ A ,NlA}KB N 28
3:A> B{ Nxp,{ A ,NlA}KB}

[Notes] Kas
:Process

> :Principal

(b)

U 41: 000000000000 0000O00O0DOO
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AL Replacement by gt
|
Nia niruder Naa [ N1 ] >
{ A N[Nz ]}KB N2
g
N A N[N
{ Nag{ 1a [N ] }KB}KAB>

042 00000000000

0000000000000000 ADDDO00O0O0DOOO0O0O0O00 Nap
000000000 KygOOOOOOORBOOOOOO

000 BODDDODODODOOOOODDOOOOOOOOODOOOO
00 BOOAO BODOOOOOO KygODODODODOOOOOOOODODO
00000000 {4, Nia}k, 0000 AODDODODOODOOODOO
00000000000000000000000O Mi,0000 AO
000000000000000000000000000000000
oooooooooo

042000 41(b)00000000000000 10000000
O000A'D000 B'OOO0O0OO0O0OO0 A0 BOOOOOOOOOO
Nia,Nop 000000 100000000 AL, B'O nonce0 0000
0420000000000000 N»,0000000000000
0000 Niu[Ny]00000000000(0000000000000
00000)000000000000000000000000000
000000000000000000000000000 B'0O NixO
OO0 N;y00000000

000000000000 BANDODOOSGOOOOODOOOOOOO
000000000000000000000000000000000
00000000000000000000000000

4.1.1 0OU0O0O0OooooboOoO
gobooboopboooboobooobuoobooboooobda

i.g0ooobobobooooboobobbbboboooooooooooon
gboboooobobobobooooboboobobobon
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0000000000000000000000000'00000
0000000000000 0000000000000000
googon
2.000000D00D0bDO0b0bOobOobbDOoobOobOobobOon
gbooobooooboobobooobooboboobobooooboon
gbobooboobboobooboooo

ubobooooboboooboooobobuooobuoboobob
gbobobooooboboooobobobbonoooobobon
goobooboobobooobooboonoo

4.2 0000
31.10000000000000000000000000000

0000 Pro7 DUODUOOOODUODOODODUODODLOODODO
gboboobobooboooobooobonooobobogan
gboboobogbooboboan

oo0oDoOo s200000b0O0O0DOoO0OO0OOoO0oDOoOoboOobDoboOD
gbbodoboooboobooobooobooobboon

000 Pria 000000000 0OODODOOO (DODDODODOOOOD)O
gooooo

Pri5 OO00O0OOOOOOOOOOOOOOOOODOODOOOO
gbooooobobooobobooooobooboobon
gbooooboobooboooobooobonooobooboan
gopboobooboboobooobooobooobooboo

gobooboooboobooboboooboobboobo

4.3 U0OOO0OOO

3gubuoonbuooboobooboobobooobobooboon
ugboooooo

lDpooDoO0O000D000000000000
D0000000000000000000000000000000000000
goooooooon
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4.3.1 00O

gboboboboboooooobooboboboboboobobg

(/\,

V) OOOOooooo000000000000000000BANDO

0000000000000 800000 OBANDODDOODDOOO
uboboogbobobooboooboboboobouoboobon
gboboobooboooboobobooboobbuooboboo

1

N O U W N

oo

.PEe(X): POOOUDDDOOODOOO XOOUOOOUOODO OO

000000 e0O00EODODOOODOO

.P<X: PO X0OOOOOO

P& @ 70O PO QUOOOOOOOOPQOOD ZOOOOODO
4 p.Zz0O POO0OOOOOOOPOOD inv(Z2) 000000

.PhasX: PO XOODOOOOOO

P~ X: POO0ODOXOO0OO0OO0O0OO0OOO

.Psays X: POOO00OO0OO0DOODOOOOO XOOOOOOOOO

0000000000 X000O0OO0O0O0o0oO00oo0oo0oooooo

(X)) XO0O0O0O0O0000000000 (fresh(X)0000)0

9. X1inX,: X;0 X,000O0O000000000D0 [7]0 XecontainsXy

10.

11.

12.

13.

gbooooo
unforged X: XOOOODOOODODOOODOOODODDOOOOOODOO
gboboobogobood

Peanbuild; X: PO i0000000000000000O00 X0OO
0000o00oooon

Pusable; X: PO X0O0O:00000D000000O0O0O0O0O U,
00000O000oOoooo

Pcbus; X: PO X0O0O X, 0000000000000000OPcanbuild; X,
0000000 Pusable; X, 0000

4.3.2 0OO0O0O0OO0OOOO

gbbooboobooobooobobooboobooboooboooboooao

e X c Init(P)U00DOPhas X 000D0tag(X) =0000 P
unforged X 00 00

ei: P> Q:U;000Q<«U;0000

e KjpoeInit(P) 0000PEP 20000
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eKp € Init(P) DO Kjp € Init(Q 000
QEW POOOO

e Xelnit(P)OU X €8SessionJ000OPE#X)D000O

uboo3dgbooboobobooobobboboobooboobod
gbobobobooboobobobobbobob40b0ob0bOobOon
gbobooboooobobobuoboobobobooobobon
googan

000 BANODODOODOD idealization 000 00O00D0OOOOOOO
boboboooooboobobuoboboboboooobobon
ubobooooboobooooboobobouaoboobobobob
bobobooobogooboboooobuobooobobobooboobon
gbooobooboooboonod

4.3.3 0O0OOO0OoOOO

gooboboboboobobobobooobobobbobooon
O0O0000BANODODOOOOODODDOOOOOOODOODOOOOO
gboooooooooooooobooboooob4e6eb000000O

gboboooboobooboon

PO QUO0ODLO0ODO0O0ODOOOZODLDUODOUODODODUODODOQO
uoboooogboboboogboboboooooboooobon
ugbboobooboobobooobuoobbooboonoo

Pa{XizAPEQSEP
PEQ K X

000000000000000000000000000 XO0000
gbooooboobooboooaboo

Q-PAPE"Y QrPalX),
PEQ R X

0000000 BANOOOOOODOOO
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gboooboan

0ooooobooooooooobbooobobooobooooooo
gdooobobobotboddooooobobobobobtbdooooaon
PEHX)APEQ | X AQ cbus; X Ni = st(tag(X))
PEQsays X

P EQsays X A X € Init(Q) A X ¢ Init(P)
P = unforged X

oo0oOooboOoO0oBANOODOOOOODOOODOO.O00O0DOODOOO
oboboQU XOooobooooboXxgo g, ooobgooooobo
ugbobooboobooan

000 says XOOODOOOOODODOOODOO

P EQsays {X}z A P hasinv(Z) A Q cbus; X N i = st(tag(X))
PEQsays X

P Q says (X1, X>)
P = Q says Xi

goooobogo

gboooobobobobobooboboooboboooboonon
goooobooboobogon

1.0000000000000
000 Peanbuild; X OODDOODODODOOO
e JJIPO:00000000 XOOOOOOP can build X
oooo
P has X' A st(tag(X')) < (i —1)
P canbuild; X

e J00PO X;000 X, 0ODOODDODOOPOOODOOOODOODO

P canbuild; X1 A P canbuild; X»
P canbuild; X1, X5

e0J0J0PO XOODOOOD POs00000000D00DOOO
ZOooooooPO {X}zOOODOODOOOO
P canbuild; X A P has Z' A st(tag(Z')) < (i — 1)
P canbuild; {X}z
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2.0000:;0000000000U0U; 00000 X00000
000 Pusable; XOOODOODODDOODO

e ;00000 DLODODUODODUDOD

P usable; U;

00000 X;,X, 000000 U;0000000000000
O000PO X, 000 X, 000000000000X,00
0 X, 000000000000 ;0000000

P usable; X1, Xo A P canbuild; X
P usable; X;

P usable; X1, Xo A P canbuild; X,
P usable; Xo

e 00 {X},00U0OODOOU;D0000OPO:0OO0ODO
000 ZO0O0OO0OO0O0O0O0 XO0O00O00OOoooooooooo
P usable; {X}z A PhaveZ' A st(tag(Z')) < (i — 1)
P usable; X

3.0000 X0OOOOO0OoOooOoy; 0000000 X000oOoOooo
0000 Pebus; X OO OOODODOOODO

eJJ0POXOOOOXOODOOOOODODDODODOOOOO
O0000OPO XOOOODODOOOOOOOOO

P canbuild; X A P usable; X
P cbus; X

o0 PO X,X, 000000000000 OPO X;0000
gooboobgogoo

P cbus; X1, Xo
P cbus; X1
e JJ0OPO{X},000UDODOOOUDUOODOOPO inv(2)0
00000 (0000 PO XOOOOUOO)OODODPOOO X
gooooooooooobog
P cbusi{X}z A P has inv(Z) A st(tag(inv(z))) < (i — 1)
P cbus; X

0000000000 000000o0oDo00oo0oO0g X € Shared 00
Xenit(Q)UOU XOOOOUOOO PEwunforgedXOOODOOODO
gogoooooad
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4.4 0O0OO

000000000000 00000 410000000B EunforgedNya
uggboobobbooooobooboobbooooooboobooboboooooon
god

1:4 B Nij
2:B— A: {A21,N1231}K}233,N22§
3:A— B: {N3}, {A32,N§z}Kg4}KfﬂB

gogbooboogbooboboan

Init(A) = {N14,A,Kp,Kap}

Init(B) = {N2p, A, Kp,Kg5',Kap}

Session = {N14, Nap}
Share = {N14}

0000000000000 42000000000000000000
D00 AD {4% N}i}, 0000000000000 A% N7, 000
K} (0DoOoDODOODODODOOD)ODOOOOOOODODOOO
00oooooo

0000A0O00O0D0O0OOODOOOO A°ON, 000000000
00 Aecanbuild; A2, N33 000000000A00O00OCOODOOOO
OON2;, K000 K4, 00000000000 Ausableg A%, N33 O
O000000000AchussA3?, N33 000000000000

D00B<Us 000 B §(N2p) D00 B = Asays {A%, N{j } e O
D0D000D0000D00000000BEAsaysN3ODODDOODOD

000000000000 Ny € Init(A) O Nig ¢ Init(B) 000
B Eunforged Ny 000000000000

4.5 0UOU0OO0OOO0

goooooooboboboboooobobobooboooooon
bobobbuoboboobobobooboboboooobobob
bobobobuoboboboboboobobobobooboboon
0000000000000 00BANDOO [2]O0SGOO B)oO0OO
ugbooooboonod

gobodgboooboobooobboobooobooboan
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L. 0b0gooooobooobbobbbooooooooboooon
gbobooboobbooobooboobboon

2.000b00b00b00b0bobo0bobuoboobobooboobon
gboboboooobobobobooboobobobobobon
goo

gbooooboobobobobooobaobooboboboboon
OO0000O0OBANDOOODOOODOOODOOOODOOOOOODO
gooboobogooa

gogbodbuoobooooobbooboobuooboooboon
00000000 0OBANDOO SGOOOOOODODOOOOOOOOO
goobbooooobboooobobbooooobboboooooo
ubooooboobobobbooboobobuoobboooobon
ood

4.6 UU0OOOOOQOoo

000000000000000000M 000000 BANOOO
00000MO000000 [7]0 Xzcontains X; 000000

1.0000oboo40d

P<X1,Xs P<{X}zAPhasinv(Z) P<X

PaX, PaX P has X
2.00
Xl m XQ Xl mn Xz

Xl mn (XQ,Xg) Xl mn {XQ}Z XZ'"/X

3.00000
P has X1,Xs Phas{X}z AP hasinv(Z)

P has X, Phas X

4. 000000
#(X1)
#(X1, X2)
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s Ubdbotdbbotutbbd
guootdood

5.1 JUooon

00000000000000000000000000000000
000000000000000000000000000000000
000000000000 000000000000000000000
000000000000000000000000000000000
000000000000000000000000000000000
0D0000005100000AQ00BOOOOOOOODOOOOOO
00000000000000000000000000(1),(2),(3)00
000000000000000000000000000000000
00004)DO00O0D00O00oOooooon
052000000000BANOODOOSGOOOOOOOOOO
00000000000000000000000 KxgOOODOOO
000000000000000000000000000000000
080000000000000 N, 0000000000 YreshOO0O
Ointime0000000000000000000000O0O00O00O0
000000000000000000000000000000000
0000000000 (0510 (3))0000000000000000
00000000000 00000000000000000000 (C
510 (2))000000BANDODODODOODODOOODOSGOOO
0000000000000000000000000
O00BANODOOSGOOOOOOOOOOOOOOOOOOOOOO
0000000000000 00000000000000000000
05300000080000000 A0D00OD A®0DO0D0OODODOOO
000000000000 000000000000 N, 000000
00000000000000 {N§,,N3s3}k,, 00000000000
000005000000000000000N0000000 N3
000000000 B000D0D000O0D00DOODODO00OO

lDoooOoO0ooO0O000000OD00D000OD0000O00O0DDO0OO0ODoooOnO
000 nonce DO OOOOO
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AP Sssion b | B®

(3)From sane pair of principals
and |serijal session

(2) From same session

C' Session d B¢ A?| Segsion a Bi/ /A° Session ¢ | B¢

— - — -

(l1) From di fferen (4) Brom sane pai
pair of rincipalsg of| principal s|and
paral | el session

-

\J Repl aced nmessage
Ti me

Os51:000000000D400000

O0O0000BANDOOOOOODODODOOOOOODOOOOOODODO
ubooooboboobobbobooboboboobobooboad
{nonce,0}g., 0000000000000 0O0O0O0O0OOOODOOO
goosGUOUOOoOooobooooooooboooobooooogn

BANODODOOOOOOOOOODOOOOOOODOOODOOOOoDOo
O00000CcoOOOoO0O0O0O0ODOO0O0O0OO0O0O0OOOOoDOoOoOoOo,
12, 1300000000000 00000OOO0O0OOOOOOOOO
000000000000 000O000oOoOoUooOooOoO Euoooo
gbooboooboobooboobbooboabo

gooooobobobboboboboboooobobobooo
goog

5.1.1 0000OO00Ooooobooboo

00000540000000000000000000000000
000000000000000000000000000000000
00000000000000000000000000 (000000
unforged 000)00000 000000 (000000000000
000 nonce) NS, 000000000000 00000000O000ODN
(000000 unforged0)000000 kD000O00 N, ODOOD
000000000000000000000000NY, #Nk000
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AS Session 5| B®
Nip — N:, >

5
Nzg

[Note]_N:Init. message - Nf/-\’NZSB}KAB—

k ith nonce of
P session k and
principal p Repl acenent

K :Share key of A B
: X encrypted by Z
Xk P Y A8 Session 8| B®
N;?A‘ N18A R
8 8 I
Repl acenent is detected, { NlA’NZB}KAB
if Njo is received N Y
H 8
y instead of Nj, <f{ NELNS K

Ti me

U s2.000000000O0O0DOO0OOO0ODODOO

O00O0NF, 00000000000 {...NF,...}z00N, 0000
00O0oooo{...N5...},0000000000000000000
000000000000 00000000000000000000
OOunforged 000 0000000000000000000000OC
000000000000 unforged 0000000000000000
0000000000000000000000{X}«,,0 X0 AOB
00000 K,e0O0000O00000000000000005.3000
O0BOOOO N3g O unforged 000000000 {N3,,NSs}k,p O
{N§,,N3s}k,, 0000000000000 0000000000000
00000000 00oooon

e JUODDOODOODDOODUODLDLOODODDOODLDOO

e NUOUDOOOOOOOODDOODLOLODOUODLDDLODLDOOODODO
gbobooooboobobbobobobboobobobboobo
gbboodoboooobad

goog
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A8 Session 8| B® A° Session 5| B®
Nip— N2 > NI, — N,
' =
Repl acenent
P Nz N P>
8 8 I 8 5 N258
{ NlA’NZB}KAB‘ <ﬁL 1A’N2B}KAB-_
Y |
Repl acenent
N “{ NfA’NgB}KAE
\\\ [Note]_N:Init. nessage
Y SO N :ith nonce of
N 1p H
Tinme  Replacenent is detected, session k and
if N5, is received instead principal p

K as :Share key of A B

of NfA _
{X}K.X encrypted by Z

0s3: 0000b00bbooboonbbon

5.2 0O0O0OOO

5.2.1 00O0OO

gobooboobobbooboo sigooobooboobobooon
ugod

00000 S5, 0000000000 (000000000000 O0)
gboboooboobad

uob bobo42000000000000D00

5.2.2 00O

gboboboboboooooobooboboboboboobobg
000000000000 fresh00000O00OO0OOOOOOO =,V
gbobooboboooobobobobooooobobobooooboobobooonbon
uggobooboboboboobooboboobooboobooboobo

gboboooobobobbobooboooooboboooooboon
gobooboboooboboooobobooboboooobobood
O00000000000000000000000000 (cores,replace)
gdbooooobbouobuob kbbb bobDobboooo
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A" B A Sessi on k' B¥
k' N.X
il { Nza}KAB‘_ZB
Sessi on k
k
N NS ke
r Repl acenent
N i { NZB}KAB
AN [Note]_N:Init. message
L NS N ith nonce of
Time Replacenent is detected, if P session k and
NXK,  is received instead of principal p
NK K a :Share key of A B
" { X} : X encrypted by Z

Us4: 00000ODODOODODOODO

00 (P& Q& Punforged M)DDDDDODDOODOOODOOOD
000000000000000000000000000

6. P~ XtoQ: PODDOD QO XODODODODODODOD0OO0QO XOO
ooooot

7.PsaysXtoQ: P00 QUOO0O0D0DO0O0OOOOD XOOOOO
00000000000000 X000O0O0oo0ooooooooo
0000000000000000000000000000000
ooooooooo!t?

14.000

15. auf X: (almost unforged) X 0000000000 OODOODODOODO
0000000000000000000000000000000
000O0o00oooooo

16. XistoP: XOODO POOOOOODOODOOOOOOO

17. replaceunitX: X 0O DOODOODO0OD0DO0OO0DO0OO0O0D0OOO
00000000000000000000000000000000
X000O0OO00OO0O0O0OO00O00000000000000000a0

18. unreplaceable X: 0000 XO0OODODODOODOOODODODOODO

l4oQDDO00O00DDO0OO0OOO0O0OOODDO X0O0O0OOO QUOO0D00O0
gboboboboboo
0000000000000 00000D000O0DO0oOOog
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[ Not e] D :Atomc
nessage

O 5.5: coresO0 00O

gbobooobobobooboboboobaobboboobogan
googon

000X;0 X, 0000000000000 00000000000
obobobobobooobdobooboobooboobooboOoD 1™
ooocdr0oobob kdooboobobbooboobobboooooo
ubobobobboobobobobuoobooboboboboboan

(X;,,X;,) 000000000 Cores(X,,X,) 00000000000
(0 5.5)0

Cores(X1,X2) =
[ {(X1,X2)} (X1,X; € AtomO00)
Cores(X11,X21) U Cores(X12, X22)
(X1 = (X11, X12)A
Xy = (X91,X00)000)
Cores(X11,X21) U{(Z1,Z2)}
(X1 ={Xu}zA
Xy ={Xn}z000)
{ } (Dooooo)
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5.2.3 UU00O0OOOOOOO

gboobobooboobobobooboboboboboboobo
gbobobopooooboboboboboooobobobobbon
gobooobooboobboooboooo

googoobooboobogon

rPrOQUO0C0000O0OO0DOOZzZOUOODOOODOOODOOOQO
goboooooboboboooboboboooooboooobon
ugbboobooboobobooobuoobbooboonoo

Pa{XizAPEQSEP
PEQ | XtoP
000000000000000000000000000 X0000X

O0000000000000000 (sto) 0000000 OODOOOO
godg

P|EX'istoP/\P|Einf$Z)Q/\PQ{X}Z
PEQ | XtoP

ugboooobooood

0000000000000000000000000 X00000
00000000000000000D000000000X00000
QUDODO00DO0DO Typep(X) OODODOODODOOODODOOODO
000000000000000000000 X00O000oooooo
0000000000 unreplaceable X 000000000 XOODOO
oooooooooon

1. 0b0b0booboodoboboobooboboboobooboboobobn
0000000000000000 X 0O changeable XOO OO

changeable X1, X»
changeable X,
changeable m
changeable X

changeable U;

2. 00 changeable X 000 0000000000000 000OOO
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00000 replaceunit X 00 00

changeable {X } i,

replaceunit {X }k;p,
changeable {X}K;}}

replaceunit { X'} K
3. replaceunitX 000000000000 D0000000000 unreplaceableX
oood

replaceunit X A Sametype(XF*) = ¢
unreplaceable X

unreplaceable X A X1 in X
unreplaceable X;

000000 Sametype(XF) 0000 DO0O0O0X*0DDO0OO0DODOO0O
0000000000000 0000

Sametype(XF) = {X]k“c | 3U;, Q[
XinU; AQ<U; A
(Typeq(X1) = Typeq(X)) A
(tag(X1"*) # tag(X*) A
((k # ke) v
(k = ko A st(tag(X1"")) < st(tag(X*)))}

D0002000 QO X0ODO0OO00O00000003000000
0000000400000000000000000500000000
00000000600000000000 X,¥00o0DoDoOoO X*0
00000000000000000000000000k, 000000
0000000000 KkD00000000OOOD K O0000000
000000000000 DDO0O000000O

000 Sametype(X*¥) A0 00D0000DO0XFODDOODDOOO
000000000000000000000000000000000
00000000000000000000000 (Sametype(X*) # ¢)
0000000000000

5.24 UU000O0ODOOOOOODOOOOOOO

D0000 k0 PODOQOODOOUFODOOODOO XFODOO
000000000000000000 (3 5.6)0
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Ur=
< p'— {0tk
ut N
P— o .
U e Q
o
0000

Us6: 0b00b00booboboobooooboooooboboboobn

D000000000000000 k000000 ®=000000
000 Sametype(X*) 000 0000000000000000000
000000000000000000000000000000000
000000000000000000000000000000000
oooo

0000000000000000000000000000000
00000 &% €Sametype(X*) 0000000000000 000OO
000 (zk,2%) € Cores(X*, %) 00 000000000000 OO
00000000000000X*0 s#,*» 0000000000000
Doooo0

1.z5 0% 0000000000000
(zo1 # 211 V (k # ki A 201 € Session)) (5.1)

00002y €Session 00z 0000000000000000
000
2.Q00000000000 2, 00000000020 QOO0
D000000000QUDNDNDD {X3), 000000000
inv(z1) 0 QO ODOO0O0000O0

(Q has o1 A o1 € Init(Q)) V
(Q has { X3}z, Ainv(zor) € Init(Q)) (5.2)

3.p0 & 000 {X,*}, 0000000000000000000
11
00000000z, 0p 000000000004 0000000
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00p0¢00000000000000000000000 (says)
0230000000200 2, 000000000¢ 00 says O
3, 00000000000000000000000000000
0000000002 =2,00000000000000000
0000000k #k000U,00 z;;%000000000U,00
0000000000 k,0000000000000000 (h—1)
0000says00000000000000000000000O0
000U 00z 0000000000000

p',q' € Prin[((p' cbuspZi1 V

P cbusp{X2""Ys..) A h = st(tag(z11))) A

¢ QUL AP #q N

(z11 € Init(p') v

(0" E ¢’ says iy top' A

z11 € Init(q') Ap' has Ty, A xo1 # T11 A
(ko # k V st(tag(z11)) < h —1)))] (5.3)

000000 Sametype(X*) # ¢0000000000000000
0000000000000000000000

replaceunit X A (Vi *= € Sametype(X*)
[F(xo1*, z11%2) € Cores(X*, i1F=)
[0 (5.1)A0 (5.2)A0 (5.3)]]) (5.4)

unreplaceable X

goog
ooooooooooooooog {t,...,t,) 0000000000
gbbooboobuooboobbooboaobo

@lt1/yl A - A pltm/Y]
Yy € {t1,... ,tm}[¥]
o[t /y]
Jy € {t1,... ,tm}[¢]

0000e00000¢t/y]0000 ¢00000y000000¢t00
0000000000
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5.2 UUUUOObOOOOoOoOoboDbDOOd

ooboobooooooobboo0 xoooooooooooooo
googobooboobooboboobooobon

Q cbus; X AN i = st(tag(X)) A
PEQ |~ X toP Aunreplaceable X
P EQsays X to P

PEQsays X toP AX € Init(Q) A X ¢ Init(P)
PEauf X

U00OseysUD0OODOOD0OOOO0ODOODODOODOOOODODODOO
000000000000000000000000 XO00O0O0oO0ooa0o
gbooboobooboobooobuoobbooboobooboo

P=Qsays{X}ztoP A
P has inv(Z) A Q cbus; X A i = st(tag(X))
PEQsays X to P

ugbboooboobooan

P = Q says (X1, X2) to P
P E=Qsays X; to P

5.2.6 JUUOUOOUooon
BANODOODDOOOOOODDODOOOOODOO

PEQ I XAPEHX)
P =Qsays X

bobooboboobooboobobooboobobooboobon
gboboboobooboboooboooboboobobooboobon
gboooboan
sGUbOUobooboobobooboboboobobOoboboboooobDo
gboboooboboooobboobobuobobobooboooooobn
ubbooboobooooobooooboboooon
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5.3 OO0

oobooOoooobooooboooSsGUOoobboOooboooooooo
gbbooboobooboboooboobobon

1:A— B: Nll,l;

2:B— A: {lefleZJZgaA%}Kgl“
3:4— B: {NS};,NS,%,N;?%,BM}K;I%
4: B — A: {Néi,Né%aAm}Kgl“

O00000AO0O0O BOnonceOOOOOOODOOOOOO 3000
O00oooooooooooooboooooooooobooooonooon
goooooooooooon
Init(A) = {A, B, Nia, Noa, N34, Kp, Ka, K3'}
Init(B) = {A, B, N4p,Nsp, K4, Kp,K5'}
Session = {Ny4, N24, N34, Nyp, N5p}
Com = {A,B,Kp, K4, K', K '}
Share = {N24, N34, Nup, N5}

Type(N14) = Type(Noy) = Type(N3a) = N
Type(Nyp) = Type(Nsg) = N

Type(Ka) = Type(Kp) = K

Type(K,') = Type(Kp') = K

Type(A) = Type(B) = I

ggoobooooobobboooobobbbooooobooboo
ubobobooobboboobobuoboboobboobobooboobn
0000000000000 0000000000000 {N,N,I}x O
oooooooo 0000 g, 0ooooogonog

L.UFOUYDODODOO
0000000000000000000000000N2'0 NEAO
NF20 NE200000000N 4 € Init(A) D0 A = unforgedNi4
0000000000000000000000000B E AsaysN3%toB
00000000

B cbuss Ny
Noa € Init(A)
B has N32 A st(tag(N33)) = 3
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oOooono s
a Nia N
“{ {NfAvaBvA}Kgl }‘

~{NiB Noar N3as Bl

a

gooanos

good

‘ {NSA’NZSE’A}Kgl }‘

(N INE], Mo, ATy |

(NS, NE,ING], ALy

goog

Osr0b0oboboboooboonog

O0000000NM O NEM OO (5.3)0000000000000
0000 (54)000

unreplaceable {N7%, Nig, A%} —124
B

000000000000000000
2. U0 UFDODDOD
O00000AEunforged N2y 00000000

unreplaceable { Ny4, Nog, A43}K§1 44

0000000000000000000000000000000
(5400000000

goboooobouobooboobobobbooboobboobbos7ToUoDO

ugbooobooboooboonod

ooobobosGUuououobooouobouoosGUoooooooon

ao

T({N1A,N4B,A}K§1) = {N1a4, D,A}Kgl
T({N2A,N53,A}K§1) = {Naa, D,A}Kgl

gooboobogoboobobooboobbooboobooobon

oobooboobooboobooosGUooouobuoboboooooo

gbooobooooboonodgd
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gboooooboobobobobooobobobbobobobgonbon
uboobobooboobobboobooboboboooboooooboan
gbobooooboboobobooboboboooobobooon
boboboboobobobobuobooooboboboboban
gbboobooboooobooboobboobbob

0000000000000 00D0OO0 BANODODO SGOOOOOOO
uboboboboboobobobobuoboobouoboooboboban
ubboooboobuooboobbooboobbooboobooa

5.5 UUoggg
00000000000 0000000000

1.00000

P<aPY APY inX
P E XistoP

P« {Xl}Kg’ VAN {X]‘}Kgl ZTLX
PE XistoP

PaKpoNEE,inX
PE XistoP

P« {Xl}Kg'é A
{Xl}Kg'é in X

P XistoP
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el UOLUOULDOUOLOOOOLOO
Juoodbootdbobotddn
HREEN

6.1 JUUoon

gooooooboboboboobobobobobobobooon
uboboboobooboobooboooobooooboobobobn
bbooboobooobbooboobbooboobbooo

goooboboboboboooboboobobbooboboboo
ubbooobogob20bboobooobboobobodo bogn
ubboobooboooboboobooon

uboboooboobuodb oboobooboboboobobooboon
gooobooboobooboobooboobobobooobo
goboboooboboobobobboboobobobooboboobo
gboboooboooobad

ooooobo booooboooboobooboobooboon
ggbobobobooooboobobbooooboboooooooo
gboobooboobooobooon

gogbodbuooboooboobuooboobuooboooboan

1: A— B: {“Doyouhave’ , M1, N1a}K 5

2:B— A: {“Yes", Nop}K 45
3:A—> B: {“Howmuch" , N1}k ,p
4:B - A: {Msp, Na } K,z

OO0D00000DO00D0O0 ADODOO BOOODO Mia0OOGOQOO
000 M,pO00000000000000000OMa,M,pOog”.."
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PEXistoPAPEW QAP aTX),
PEQ | XtoP

20000000000
() 000000000000 00000O0O0UO0O0O0O0O0OOOO
00000000000000000 X O changeable XOO OO

changeable X1, Xo
changeable X
changeable m
changeable X

changeable U;

(b) 0O changeable X 00 0000000000000 O00O0ODOO
000000 replaceunit X 0000

changeable {X }k,p,

replaceunit {X }k;pq
changeable {X}K]__P1

replaceunit { X } Kt
(c)replaceunitXDDDDDDDDDDDDDDDDDDDDDD
unreplaceable X 0000

replaceunit X A Sametype(X*) = ¢

unreplaceable X

unreplaceable X N X in X

unreplaceable X,

OD00D000 Sametype(X) 00000000 XFO0DO0OOOOO
000000000000000000

Sametype(XF) = {Xlkac |
XinU; AQ<U; A
(Typeq(X1) = Typeq(X)) A
(tag(X,**) # tag(X*) A
(k£ K)V
(k = k' A st(tag(X1™)) < st(tag(X*)))}
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3.00000000000000000000
(a)zk, 0z 0000000000000

(:I,'()l #r11V (k #* ke Nxo1 € Session)) (Al)

0000w € Session 00z 000000000000000
0000

(b)) QUODOODDDO0OD z5, 000000000z, 0 QOO0
0000000000QOINDND {Xs*},, 000000000
inv(ze1) 0 QDOOD0O0OOO

(Q has o1 A o1 € Init(Q)) V
(Q has {X3}z,, Ainv(zor) € Init(Q)) (A.2)

()P0 #5000 (X}, 000000000000000000
000000000z, 0 00000000000400000
0000y 0¢0000000000000000000000
O (says) 0 ¢ 00000002 0 e 0000000004 0
Osays0 2, 00000000000000000000000
N000000000000002y =2; 0000000000
N0000000000000k £k0000,00 zik 000
00000V, 000000000000 0000000000
000000 (h—-1)0000says00000000000000
D0000000D00000U»00z% 0000000000
0oo

', ¢ € Prin[((p' cbuspz1; V
P cbusp{X2""Y5..) A h = st(tag(z11))) A
¢ <Un Ap' #4q A
(211 € Init(p') v
(' E ¢ says T, top’ A
r11 € Init(q') A p' has i, Az # T11 A
(ko # bV sttag(z)y)) < h— 1)) (4.3)
000000 Sametype(X*) # ¢ 000000000000000
goooooooonoooooobooooooon
replaceunit X A (Vi *e € Sametype(X*)
[A(z01 %, 11%2) € Cores(X*, i1%)

[0 (4.1)AD (4.2)AD0 (4.3)]) (A.4)

unreplaceable X
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good
4.0000000000

Q cbus; X N i = st(tag(X)) A
PEQ b X to P Aunreplaceable X
P E=Qsays X to P

PEQsays X toP AX € Init(Q) A X ¢ Init(P)
PEauf X

PEQsays{X}ztoP A

P hasinv(Z) A Q cbus; X N i = st(tag(X))
P = Qsays X to P

gbbooobooobbod

P E Q says (X1, X2) to P
PEQsays X toP

5. b booboaboononodgd

X1inXAXoinXAQE Psays XtoQ
guardg XX,

guardg X1Xo A

X1 € Session A X5 € Session A
PEauf X1 ANQ E auf Xo A
st(tag(Xs)) < st(tag(Xa')) A

P = Q says Xy to P

F > > 1
onetoonecon X1 X9Xo

Q E auf X1 ANQ E auf X5 A X; € Session A
X, € Session A guardg X1 Xo
X1 ~q Xo

(X1 ~qg Xo) A (Xo ~q X3)
X1 ~qg X3

Vq € Prin[Vz;, zp € (Session — Init(q))

[z1 ~q 22]] (A.5)
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A2, &9, 72’ € TagAM

[onetoonecon 715277’ ] (A.6)

(Q E auf X1) A (X, € Session) A

(guardg X1X) A

QEauf X ANO (AB)AD (A.6)
Q E unforged X

6. 0000000000000 0DODO0O0OOO0O0O0O {t,...,ts,}0O
gooobooboboobobobobooboobooooobooon

@lt1/yl A - N pltm/y]

Yy € {t1,- - tm} o]
o[ti/y]

Jy € {tr, .., tm}l¢]

0000e00000¢[t/y]0000 00000y000000¢
000000000000
7.0000000000000000

Vz € Share[dp, ¢ € Prin[z € Init(p)A
g Eunforgedz Ag € (Prin — {p})]] (A.7)

g.0gpoboboboboobobobboobobobobobon
goo

n—1:p—q:U, 1
n:q—p:U,

gbooobogobobp,gubobobobooboobooboooon

dp, q € Prin[3i1, 2> € TagAM]|
1 € Session A 29 € Session

Aq E psays i toq Az in Uy

Ap E q says $a top A T2 in U,|| (A.8)
9.00
P<X1,X2
P<X'1
P <{X}z A P hasinv(Z)
PaX
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10. 00O
X'an'l
X in (X1, X2)
inXl
in {XI}Z

XinX
11. 00000

PaPY APY inX
P = X istoP

P« {Xl}Kg’ A {Xl}Kg’ in X
P = XistoP

PaKp,ANKp,inX
P = XistoP

P« {Xl}Kﬁg VAN
{Xl}K_gg in X
P = X isto P
12. 00000

P has X1, Xo
P has X,
P has {X}z A P has inv(Z)
P has X

PaX
Phas X

13.0000000000000
000 Peanbuild; X OODDOODODODOOO

eJ00PO+00000D000 XODOOOOOP can build X
gogon
P has X' A st(tag(X')) < (i —1)
P canbuild; X

e J00PO X;000 X, 0ODOODDODOOPOOODOOOODOODO

P canbuild; X1 A P canbuild; Xo
P canbuild; X1, Xo
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eJ00POXOOODOODO PO00D0D00000DODODODOO
ZO0OOooooPO {X}zOOOOOOOOOO

P canbuild; X A P has Z' A st(tag(Z')) < (i — 1)
P canbuild; {X}z

4. 0000:000000D00DO0G;0D0D00X0O0000
000 Pusable; XOOOOOOOODODO

e ;00000 DODODUODLODUDOD

P usable; U;

00000 X;,X, 000000 U;0000000000000
O000PO X, 000 X, 000000000000X,00
0 X, 000000000000 u;0000000

P usable; X1, Xo A P canbuild; X
P usable; X

P usable; X1, Xo A P canbuild; X,
P usable; Xo

e 0 {X},00000000U;DD0DODOOOPO:ODOOOO
000 ZO0O0OO0OO0OO0OOO0O XO0O0O0OOOOOoOoooooooo
P usable; {X}z A PhaveZ' A st(tag(Z')) < (i — 1)
P usable; X

15,0000 X000000000 ;0000000 XO0O0OO0O0OO00Oo
0000 Pebus; X OO OOODDOODO

e000PO XOOODOXOODOOOOOOOOOOOODOOO
00000PO X0OOOOOODOOODOOODOO
P canbuild; X N P usable; X
P cbus; X

00 PO X,X,0000000000000PO X;0000
gooboobgogoo

P cbus; X1, X»
P cbus; X1
e J0O0PO {X},00000000000000PO inv(Z)0
00000 (0000 PO X0OOOOUOO)OODODPOOO X
goodoooboooooooan
P cbusi{X}z A P has inv(Z) A st(tag(inv(z))) < (i — 1)
P cbus; X
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