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Secure computation enables a set of players holding secret inputs to compute a joint
function of the inputs without revealing the inputs. Although secure computation is usually
achieved by the use of computers over a network, secure computation can also be done using a
deck of physical cards. This research area is called card-based cryptography. In card-based
protocols, input information is encoded by a sequence of face-down cards, which is called a
commitment. Then, operations are applied in front of all players to the sequence of
commitments produced by the players. These operations include a permutation, turning, and
a shuffle. The goal of card-based protocols is either to publicly reveal the output value or to
produce a commitment to the output value without revealing the inputs. Protocols of the
former type are called non-committed format protocols, while protocols of the latter type are
called committed format protocols. Since the output commitment of a committed format
protocol can be used to the input commitment of another protocol, to compute any Boolean
circuit, it is sufficient to construct committed format protocols for the NOT, AND, and COPY
functions.

In the first part of this dissertation, we study card-based protocols using a small number of
shuffles restricted to uniform closed shuffles, which are shuffles whose permutation set is
closed and in which each permutation is chosen uniformly and randomly. To the best of our
knowledge, there is no general protocol in the literature that uses a constant number of
shuffles even with the use of non-uniform or non-closed shuffles. In this work, we construct a
general protocol with a single uniform closed shuffle. This protocol achieves the minimum
number of shuffles, as it is impossible to securely compute any non-trivial function without
shuffles (i.e., with permutations and turnings only). In addition, the proposed protocol only
requires 24g+2n cards, where n is the input length and g is the number of cards in a circuit
computing the function. This is achieved by introducing a card-based variant of the garbled
circuit methodology. We also construct a general protocol with two pile-scramble shuffles,
which are uniform closed shuffles that are easy to perform. This is accomplished by
introducing a parallel batching technique, which combines multiple pile-scramble shuffles in
parallel into one pile-scramble shuffle using a relatively small number of additional cards.

In the second part of this dissertation, we study card-based protocols using private

permutations instead of shuffles. A private permutation is an operation that covertly applies




a permutation chosen by a player according to the player's input bit. A private permutation is
considered easier to perform than a shuffle since every private permutation can be easily
physically performed while it is not known how to physically perform certain shuffles.
However, since private permutations are necessarily performed at a physically isolated
location so as not to reveal the chosen permutation, protecting against malicious attacks in
private permutations is difficult. Thus, protocols with private permutations are considered
easier to perform but less secure than protocols with shuffles. We solve this dilemma by
defining a new security notion called active security that captures malicious attacks in
private permutations. Furthermore, we construct several protocols with active security. In
particular, for any Boolean function that maps n bits to one bit, we construct a general
protocol with n private permutations, which has the minimum number of private
permutations. We also construct a general protocol with 2n+7 cards, which is optimized in
terms of the number of cards. In addition, we construct several protocols for concrete
functions that are efficient with a small number of cards and private permutations.

In the third part of this dissertation, we study card-based protocols based on
polygon-shaped cards. Suppose that we wish to compute a multi-valued function. Although a
protocol for any Boolean function implies a protocol for any multi-valued function, this
conversion usually increases the number of cards and shuffles. To circumvent this
inefficiency, we introduce two types of polygon-shaped cards possessing a rotational
symmetry: cyclic cards and dihedral cards. Based on cyclic cards, we construct efficient
protocols for concrete functions such as addition, subtraction, copy, and multiplication. It is
also possible to construct a protocol for any function multi-valued function based on our new
technique, oblivious conversion; however, a large number of cards is required. Based on
dihedral cards, we construct efficient protocols for interesting predicates such as a carry
predicate, equality predicate, and greater than predicate. Because every protocol based on
cyclic cards also work based on dihedral cards, by combining the addition protocol and the

carry protocol, we can efficiently compute addition and subtraction over large integers.
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