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Outline

Recent advances in computation and technology, such as the widespread use of cloud services
and the development of artificial intelligence technology, have had a significant impact on our
society and our lives. By storing sensitive information such as personal information in the
cloud and utilizing it, we can create new value. On the other hand, storing such sensitive
information in the cloud poses a security threat. Traditional public-key cryptography can be
used to keep the data secret and to guarantee the integrity of the data. However, it lacks the
expressive power to realize more advanced functionalities envisioning complex utilization and
applications of data.

To solve these problems, research on advanced cryptography has been a major trend in the
community of cryptography. Advanced cryptography is a general term for cryptography with
advanced additional functionalities that are not available in traditional cryptography, and
various advanced cryptographic protocols have been proposed so far. However, most of them
are only theoretically interested in “Can we realize the scheme?” and the research on practical
advanced cryptography is still considered insufficient. Here, practical means simultaneously
having high efficiency, strong security, and a wide range of functionality.

In this thesis, we focus on attribute-based encryption and attribute-based signature, which
are advanced cryptography, and address the realization of practical attribute-based encryption
and attribute-based signature schemes.

Attribute-Based Encryption

Attribute-based encryption (ABE) [SW05, GPSWO06] is an advanced form of public-key en-
cryption to support fine-grained access control for encrypted data. In ABE, ciphertexts and
secret keys are associated with descriptive values that determine whether decryption is pos-
sible. In a ciphertext-policy ABE (CP-ABE), ciphertexts are associated with access policies
like ((department:human resources) AND (position:manager)) OR (position:director), and secret
keys are associated with attributes like {(department:human resources), (position:manager)},
and decryption is possible only when the attributes satisfy the access policy. A key-policy
ABE (KP-ABE) is the dual of CP-ABE with ciphertexts associated with policy and secret
keys associated with attributes. In contrast to ordinary public-key encryption, in which the
sender encrypts the message to a specific recipient, ABE allows the sender to specify more
flexibly who can read the message.

The most basic security notion for ABE is INDistinguishability against Chosen-Plaintext
Attacks (IND-CPA), which captures passive, eavesdropping attacks. IND-CPA security for
ABE ensures that information about the encrypted data is not revealed to an adversary who
has multiple secret keys that cannot individually decrypt the target ciphertext. The de fact



security notion for ABE is a stronger so-called IND-CCA2, that stands for INDistinguishability
against adaptive Chosen-Ciphertexts Attacks, where the adversary can actively manipulate
and tamper with ongoing ciphertexts. Such attacks are feasible in practice, as in the attack
by [Ble98] against a widely used cryptographic protocol. Traditional security notions such as
IND-CPA/IND-CCA2 for ABE implicitly assume that the secret keys, which can decrypt the
target ciphertext, are completely hidden from an adversary. However, in real life, an adversary
may learn some partial information on the secret keys by side-channel attacks [KJJ99] or by
cold-boot attacks [HSH08].

To tackle this problem, Akavia et al. [AGV09] introduced the bounded memory leakage
(BML) model and formulated leakage-resilient CPA (LR-CPA) security of PKE schemes.
Soon after, Naor and Segev [NS09] defined LR-CCA2 security. In the BML model, the total
amount of key leakage is bounded. Brakerski et al. [BKKV10] and Dodis et al. [DHLW10a]
independently introduced the continual memory leakage (CML) model, where there is a notion
of time periods and secret keys are updated at the end of each time period. In the CML
model, an adversary is allowed to obtain a limited amount of leakage of secret keys in each
time period, but there is no limitation on the total amount of leakage that the adversary
obtained in all time periods. An LR-CPA/CCA2-secure PKE scheme in the BML or CML
model is IND-CPA /CCA2-secure even if partial information of the secret key within the range
allowed by each model is leaked to the adversary.

We can also consider the leakage-resilient (LR) security model of ABE schemes [AGV09,
LRW11]. Indeed, many efficient LR-CPA-secure ABE schemes have been constructed so
far [CDRW10, KP13, YAX'16, ZCG*18].

To achieve LR-CCAZ2-security, there exists a generic method to transform any LR-CPA-
secure ABE schemes to LR-CCA2-secure ones based on the Naor-Yung double encryption
paradigm [NY90]. The resulting scheme is, however, very inefficient because this method uses
a simulation-sound NIZK [NS09, ADN"10] or a true simulation extractable NIZK [DHLW10b]
in addition to doubling the original (CPA) ciphertext.

Unfortunately, the generic construction is the only known method to construct an LR-
CCA2-secure ABE scheme except for special cases like identity-based encryption (IBE). A
natural question arises:

(Q1) Can we construct efficient LR-CCAZ2-secure ABE schemes?

Next, we focus on IBE. Several LR-CCA2-secure IBE schemes [ADNT10, SGL14, LTZY 16,
CQX18], which are more efficient than the generic construction, have been proposed. Unfortu-
nately, all these LR-CCA2-secure IBE schemes rely on g-type assumptions. Note that g-type
assumptions are dynamic assumptions, in which the complexity of the assumptions depends
on a certain parameter q determined by the behavior of the adversary. It is known that
many g-type assumptions become stronger as q grows [Che06], and in general, such complex
and dynamic assumptions are not well-understood. Thus, it is better to avoid such g-type
assumptions. Therefore, a question that we are interested in is:

(Q2) Can we construct efficient LR-CCA2-secure IBE schemes without q-type assump-
tions?

Very recently, several LR-CCA2-secure IBE schemes without g-type assumptions have
been proposed (e.g., [ZYXM19]). However, to the best of our knowledge, no scheme is secure
if more than half of the secret key is leaked. It has been shown that a cold boot attack can



leak a significant fraction of the secret key. Thus, for real-life applications, it is desirable that
the security of the cryptographic protocol is not compromised even if most of the secret key
is leaked. Therefore, we also consider the following problem:

(Q3) Can we construct efficient LR-CCA2-secure IBE schemes that allow leakage of most
of the secret key?

Contributions

We give positive answers to the above questions as follows.

Contribution 1.1: LR-CCAZ2-secure IBE scheme without g-type assumptions

First, we propose the first LR-CCA2-secure IBE scheme that does not depend on g-type
assumptions. Namely, the proposed scheme is secure under the external Matrix Decisional
Diffie-Hellman (exMDDH) assumption, which is a kind of well-studied assumption. This is
the positive answer to (Q2). The exMDDH assumption is parametrized by k € {2,3, ...}, and
k can be chosen freely. The smaller k£ we choose, the more efficient and the larger the allowed
leakage rate the scheme has, while the stronger assumption we need.

To obtain our result, we construct an LR-CCA2-secure identity-based key-encapsulation
mechanism (IBKEM). An LR-CCA2-secure IBE scheme is obtained by combining our IBKEM
scheme with any CCA2-secure symmetric-key encryption scheme (which does not need to be
leakage-resilient). Our LR-CCA2-secure IBKEM scheme is obtained by applying the technique
of Qin et al. [QCL14] to the LR-CPA-secure IBE scheme of Kurosawa and Phong [KP13].

We show a comparison of LR-CCA2-secure IBE schemes in Table 1. Here, the leakage
rate is defined as the ratio of the amount of allowed leakage to the secret key size.

Table 1: Comparison of LR-CCA2-secure IBE schemes.

Schemes Assumption Leakage rate
Alwen et al. [ADNT10] g-type 1/6

Sun et al. [SGL14] g-type 1/6

Li et al. [LTZY16] g-type 1/4
Chen et al.[CQX18] g-type 1/2
Ours k-exMDDH  1/(4k +2)

Contribution 1.2: LR-CCA2-secure ABE schemes

Next, we give positive answers to the above questions (Q1) and (Q3). We develop new LR-
CCAZ2-secure ABE schemes that are more efficient than the generic construction. Our schemes
are obtained by boosting the LR-CPA-security of some existing schemes [KP13, ZCG'18] to
the LR-CCA2-security. The schemes are almost as efficient as the underlying LR-CPA-secure
schemes, and in particular, each ciphertext is only 2 group elements larger than those of the
underlying schemes. We summarize our results below.

1. We construct the first LR-CCA2-secure ABE schemes for a large class of predicates.
Our ABE scheme allows its master secret key leakage and user’s secret key leakage



in the CML model. By combining with [ZCG™18], we obtain the following concrete
LR-CCA2-secure ABE schemes:

e Inner-product encryption (IPE) and non-zero IPE,

(Doubly) spatial encryption,
KP-ABE and CP-ABE for boolean formulae,
e KP-ABE and CP-ABE for arithmetic formulae,

e Broadcast encryption.

The leakage rates of the above LR-CCA2-secure ABE schemes are the same as the
LR-~CPA-secure one of [ZCGT18].

2. We construct the first LR-CCA2-secure IBE scheme with optimal leakage rate. Opti-
mal leakage rate means that the leakage rate can be arbitrarily close to 1 by setting
parameters appropriately. More specifically, our IBE scheme is resilient to the leakage
of (1 — o(1))-fraction of its user’s secret key in the BML model, but does not allow its
master key leakage.

To obtain our results, we develop a new quasi-adaptive non-interactive zero-knowledge
(QA-NIZK) argument for the ciphertext consistency of the LR-CPA-secure schemes. Our
new QA-NIZK argument has simulation-soundness and a small proof, that allows us to boost
LR-CPA-security to LR-CCA2-security efficiently.

A QA-NIZK argument is an NIZK argument in which a common reference string depends
on the language. We develop the first simulation-sound QA-NIZK argument for a language
that is characterized by generalized tagged linear subspaces (GTLS), that is defined as

L8 = {([c],x) | Ir € Z! s.t. ¢ = My}, (1)
where p = ([M],[M/],...,[M,)]) € G™** x (G"*")™, n > t, n' > 1, z; is the i-th element
of x € Zy', and My = S ey ) (We use implicit representation of group elements as

in [EHK"13].) Previously, the simulation-sound QA-NIZK argument is known only for m = 0
(linear subspaces). No-simulation-sound QA-NIZK argument is known for m =2 and z; =1
(tagged linear subspaces). We also show that a QA-NIZK argument for the above language
implies one for the following language:

£STS o {([c], L) | Ir € Z, s.t. ¢ = Mx), 2)

where L is a linear map and My, = ( LV, }YI.’M;,L)) We summarize the differences between
our QA-NIZK argument and the existing ones in Table 2.

We believe that our new QA-NIZK argument has other applications because it supports
more general languages than languages for just linear subspaces.

Technical Overview

Here, we provide overview of our techniques.



Table 2: Comparison of QA-NIZK arguments. The schemes in the column of m = 0 are a
QA-NIZK argument for just linear subspaces, and the schemes in the column of m > 1 are a
QA-NIZK argument for (generalized) tagged linear subspaces.

’ H Linear subspaces (m = 0) ‘ Tagged linear subspaces (m > 1) ‘
No-simulation-sound Already exist, e.g. JR13 [JR13] Already exist, e.g. JR13 [JR13]
Simulation-sound Already exist, e.g. KW15 [KW15] Ours

How to boost CPA to CCA2 for leakage-resilient ABE. As mentioned above, we
can obtain LR-CCA2-secure schemes from LR-CPA-secure schemes through the Naor-Yung
paradigm [NY90]. The resulting scheme is, however, very inefficient.

In [JR14, LPJY14, LPJY15], the authors constructed CCA2-secure PKE schemes by using
an efficient simulation-sound QA-NIZK argument for linear subspaces. In these PKE schemes,
the ciphertext consistency can be verified by a linear equation, that depends only on a public
key. In the case of ABEs, however, the consistency check equation depends not only on
the public parameter (which is a fixed parameter) but also on the attribute (which is a
variable). Therefore, we cannot use existing (simulation-sound) QA-NIZK arguments for
linear subspaces to construct LR-CCA2-secure ABE schemes in general.

On the other hand, in [HJP18, LP20a, LP20b], the authors showed a CPA-to-CCA2 trans-
formation for (not leakage-resilient) IBE schemes by using a simulation-sound (tag-based)
QA-NIZK argument for linear subspaces. At first glance, thanks to the public verifiability
of the QA-NIZK argument, their approach seems to provide LR-CCA2-secure schemes by
only replacing the CPA-secure schemes with LR-CPA-secure ones. Unfortunately, it does not
work well, because the proof of the (non-LR) CCA2-security in their approach makes use of
the property that a secret key is uniformly random from the adversary’s view point. In the
LR-~security model, the adversary can learn partial knowledge about the secret key, and hence
we cannot ensure the uniform randomness of it.

From the above discussion, it is difficult to construct LR-CCA2-secure ABE schemes by
using the existing very efficient QA-NIZK schemes. We solve this problem by developing a
new simulation-sound QA-NIZK argument.

How to achieve simulation-sound QA-NIZK argument for GTLS. Our simulation
sound QA-NIZK argument for generalized tagged linear subspaces (GTLS) is obtained as a
(non-trivial) combination of the QA-NIZK arguments by Jutla and Roy [JR13] and by Kiltz
and Wee [KW15]. The former is no simulation sound one for tagged linear subspaces and the
latter is a simulation sound one for linear subspaces. Our main observation is to consider
designated verifier (DV) variants of these two QA-NIZK arguments. Then their security
proofs are greatly simplified, and we find out that these arguments have a close relationship.
This observation allows us to construct the first simulation-sound QA-NIZK argument for
generalized tagged linear subspaces.

More details are as follows. The language for tagged linear subspaces is defined as follows:

£p8 = {((c], ) | 3r € Z st = M), @

where p := ([M], [Mg], [M]]) and M, := (MGJIX’{?MS ) In the DV variant of Jutla-Roy’s scheme,

a verifier has a secret verification key which is random vectors k € Z;‘, and ko, ki € Zg,



and the common reference string (CRS) is the projections [po] = [M kg + M’DTk] and
[p1] = [MTk; + M} "k]. To prove that ([c],z) satisfies [c] = [M,r] for some r € Zl, the
prover outputs 7 == [r' (pg 4+ zp1)] as a proof. With the verification key, the (designated)

ko+zky
k

verifier can check whether 7 = [ck,], where k, = ( . By using k, kg, and k; as

a simulation trapdoor, a simulated proof is given by 7 := [c'k,|. Perfect completeness and
zero-knowledge follow from the following equation:

r'(po+api) =1 (M (ko + ki) + (My" +2M;" ) k) =r' Mk, = c'k,.

Soundness is guaranteed by the fact that if ¢ is outside the span of M, for x chosen by an
adversary, then ¢ 'k, is completely random given M kg + M6Tk and M "k + M’lTk.

Now we observe that this scheme has similar structure to the DV variant of Kiltz-Wee’s
scheme. Therefore, by using their techniques, the scheme can be converted to a simulation-
sound and publicly-verifiable QA-NIZK argument.

The above QA-NIZK argument is a special case of a QA-NIZK argument for the generalized
tagged linear subspaces (GTLS) given by Eq. (1), where m = 2 and z; = 1. We further show
that this argument can be extended to the GTLS in this thesis.

By a straightforward encoding, we also demonstrate that a QA-NIZK argument for GTLS
implies one for the language in Eq. (2).

Attribute-Based Signature

Attribute-based signature (ABS) [MPRI11] is an ambitious variant of digital signature that
simultaneously allows fine-grained access control for user authentication and anonymous au-
thentication of messages. In the message-policy ABS (MP-ABS), signing keys are associated
with attributes like {(department:human resources), (position:manager)}, and the signer can
sign any message with any policy that satisfies the attributes, like (department:human re-
sources) OR (position:director), using the signing key. The key-policy ABS (KP-ABS) is the
dual of MP-ABS, where the roles of attributes and policies are swapped. In contrast to ordi-
nary digital signature, with ABS, a signer can sign without revealing the identity or attributes
of the signer.

The security requirements of ABS are unforgeability and privacy. Unforgeability of ABS
ensures that a valid signature on any message associated with any policy cannot be generated
by an adversary who has multiple signing keys associated with attributes that does not sat-
isfy individually the signing policy, like {(department:sales), (position:manager)}. The other
requirement, privacy, ensures that information about who the actual signer is and what their
attributes are not revealed by the signature.

Over the past decade, a number of ABS schemes have been proposed that achieve dif-
ferent trade-offs between efficiency, security, and assumptions for policy classes of varying
expressiveness. On the other hand, ABS has found many applications such as anonymous
credential [SS09], attribute-based messaging [MPR11], and secret leaking [MPR11]. The
main demand of ABS schemes is efficiency, especially compact signatures. That is, the size of
the ABS signature is independent of the size of the attribute and the policy, which are used
to sign the message.

ABS scheme with compact signatures is extremely desirable. In practical applications of
ABS, where a large number of attributes and large policies are involved for complex access



control, compact signatures are much more preferable. So far, several ABS schemes with com-
pact signatures have been proposed [CCL*13, BGI14, AHY15, NP19]. However, all schemes
either rely on less-understood assumptions, provide only weak security, or do not support
complex policies.

Contribution: We construct the first KP-ABS scheme with compact signatures simultane-
ously satisfying the following properties:

1. Ezpressiveness: Supports policies expressed in NC! circuits.
2. Security: Satisfies strong adaptive security rather than weaker selective security.

3. Assumption: Based on well-studied assumptions, not less-studied assumptions includ-
ing g-type assumptions, decisional subgroup (DSG) assumptions over composite-order
groups, knowledge assumptions, indistinguishable obfuscations (iO). Concretely, our
scheme is based on the MDDH assumption over prime-order groups.

4. Efficiency: Has compact signatures.
We show a comparison of ABS schemes with compact signatures in Table 3, where MSP

stands for monotone span programs.

Table 3: Comparison of ABS schemes with compact signatures.

Schemes  Policy Adaptive Assumption

[CCL*13] threshold v g-type

[BGI14] all circuits v knowledge assumption
[AHY15] MSP g-type

[DDM17]  Turing machines io

[NP19] NC! v DSG

Ours NC' v MDDH v/

To construct an ABS scheme with the above properties, we follow the (non-black-box)
ABE-to-ABS conversion, proposed by [OT11], that is somewhat reminiscent of Naor’s IBE-to-
signature conversion [BF01]. By starting with the KP-ABE scheme with compact ciphertexts
by [KNYY20], we obtain the KP constrained signature (CS) scheme with compact signatures.
Here, CS is a slightly simplified version of ABS. That is, with KP-CS, a signer signs an “at-
tribute” that satisfies the policy associated with their signing key, but not a “message.” From
the ABE-to-ABS conversion [OT11], the resulting CS scheme inherits the above-desired prop-
erties of the ABE scheme, which are expressiveness, security, and the underlying assumption.
To obtain the full-fledged ABS scheme, we combine the resulting CS scheme with the com-
patible compact signature scheme from the IBE scheme by [BKP14, CGW15]. By signing an
attribute in the CS part and signing a message in the signature part, we obtain the full-fledged
ABS scheme without losing the desired properties.

Our KP-ABS scheme implies the first message-policy (MP) ABS scheme with compact
signatures because we can easily convert KP-ABS into MP-ABS by using universal circuits.
In more detail, let U(-,-) be a universal circuit that takes as input a circuit C' of fixed depth
and size and an input x to the circuit C' and outputs C(x). Next, let U[z] be the universal



circuit with the input x hard-wired. Then, we may construct an MP-ABS scheme using a KP-
ABS scheme as follows. The signer of MP-ABS, given an attribute x, issued a signing key of
KP-ABS for the circuit U[x]. Then, the signer signs a message associated with a circuit C' by
using signing procedure of KP-ABS for the message and the circuit C' as U[z](C) = U(C,z) =
C(zx), where C is viewed as a bit string representing KP-ABS attributes. Verification is
straightforward using KP-ABS verification. By using the depth-universal circuit of Cook and
Hoover [CHS5], the circuit U[z] is also NC!'. Therefore, our KP-ABS scheme can deal the
circuit U[z] as a policy.
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