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Messaging applications such as WhatsApp, LINE, Slack, are widely used for both private and
business communications. On the other hand, some service providers of such applications and
governments are trying to collect information about application users (e.g., messages and
social graphs). Such activities threaten users' privacy; thus people have become hesitant to
use such messaging applications that do not protect their privacy. To ensure the privacy of
users, some messaging apps implement secure group messaging (SGM) and SGM becomes
popular around the world. SGM ensures the confidentiality of messages by encrypting
messages with the shared secret key among conversation partners. That is, third parties
other than conversation partners cannot access messages. In addition, SGM has strong
post-compromise and forward secrecy (PCFS) security, which guarantees the confidentiality
of past and future messages even if the key at a certain period is compromised. The most
famous SGM protocol is Signal, which has been implemented in other SGM apps such as
WhatsApp and Facebook Messenger and is currently used by over 2 billion people. However,
since its efficiency deteriorates as the number of group members increases, it limits the
number of group members to 1,000. To solve this problem, industries such as Google and
Meta and academia such as universities and research institutes are collaborating to develop
and standardize Message Layer Security (MLS) protocol. It can operate efficiently even in
large groups of 50,000 members. In addition, from the other perspective, it is necessary to
develop a new SGM secure against quantum computers since currently used cryptographic
protocols are known to be broken by large-scale quantum computers. Thus, the National
Institute of Standards and Technology (NIST) is working on the standardization of
post-quantum cryptography. To ensure the privacy of conversations in the future, we need to
start developing post-quantum secure group messaging protocols.

The objective of this work is to realize post-quantum secure group messaging. The
contributions of this work are the following.

The first contribution of this work is developing a post-quantum authenticated key exchange
protocol for Signal's initial key agreement. We formalize the security model for Signal's initial
key agreement and propose a new generic construction based on key encapsulation
mechanisms and signature schemes. That is, the proposed protocol can be instantiated from
various well-studied post-quantum assumptions. Also, we implement the proposed protocol
with the NIST PQC candidates and evaluate the communication and computation costs of
each instantiation. This experimental result confirms that the proposed protocol works
efficiently in a real-world environment. Moreover, we construct a deniable authenticated key
exchange protocol from ring signatures and non-interactive zero-knowledge arguments. This
allows users to deny the fact that they have exchanged session keys with another user.

The second contribution of this work is designing a new post-quantum continuous group key
agreement protocol from multi-recipient public key encryptions. The proposed protocol
achieves the most efficient total communication costs for each user when all group members
update their key materials. We also formulate a new Universal Composability (UC) security
model suitable for the proposed protocol and prove the security of the proposed protocol. In
addition, we propose a new lattice-based multi-recipient public key encryption that
contributes to reducing the uploading costs of the proposed protocol. Moreover, the




experimental result confirms that the proposed protocol works efficiently even for a group of
1000 members.

The third contribution of this work is proposing a metadata-hiding continuous group key
agreement protocol. To do so, we formulate a UC security model for metadata-hiding secure
group messaging, and a simple and generic wrapper protocol that converts any
non-metadata-hiding continuous group key agreement into metadata-hiding one with
minimum overhead. Then, we rigorously prove that the modified version of the protocol
proposed in the second contribution plus our new wrapper protocol satisfies the desired
metadata-hiding properties. This is the first provably-secure metadata-hiding SGM protocol.
In contrast to existing secure group messaging that only ensures the confidentiality of
messages, our protocol additionally hides the relationship between users. Thus, our protocol
enhances users' privacy.
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