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l PAPER Special Section on Cryptography and Information Security

Perfectly Secure Oblivious Priority Queue

Atsunori ICHIKAWA ", Nonmember and Wakaha OGATA ", Member

SUMMARY  An Oblivious Priority Queue (OPQ) is a cryptographic
primitive that enables a client to outsource its data to a dishonest server,
and also to securely manage the data according to a priority queue algo-
rithm. Though the first OPQ achieves perfect security, it supports only two
operations; Inserting an element and extracting the top-priority element,
which are the minimal requirement for a priority queue. In addition, this
OPQ allows an adversary to observe operations in progress, which leaks the
exact number of elements in the data structure. On the other hand, there
are many subsequent works for OPQs that implement additional operations
of a priority queue, hide the running operations, and improve efficiency.
Though the recent works realize optimal efficiency, all of them achieve only
statistical or computational security. Aiming to reconcile perfect security
of the first OPQ with all functions (including the operation hiding) sup-
ported by recent OPQs, we construct a novel perfectly secure OPQ that can
simulate the following operations while hiding which one is in progress;
Inserting an element, extracting the top-priority one, deleting an element,
and modifying the priority of an element. The efficiency of our scheme is
O(log? N), which is larger than that of the best known statistically secure
OPQ but is the same as the known perfectly secure scheme.

key words:  oblivious data structure, oblivious priority queue, perfect
security

1. Introduction

Oblivious Data Structures (ODSs) are cryptographic prim-
itives that allow a client to store its data to an untrusted
server and to operate the data in secret. They are used not
only for a secure cloud system but also for secure graph
algorithms [1], [2] and an oblivious streaming sampler for
large-scale federated learning [3] in the context of secure
computation.

ODSs are also often described as a computation model
in which a trusted CPU manages a data structure in dishonest
storage. In contrast to plain (non-oblivious) data structures,
in ODS algorithms, the CPU should perform additional stor-
age accesses to obfuscate the access patterns that contain
information about data and its access structure. Thus, effi-
ciency of an ODS is measured by its fotal work (or simply
work), which indicates the number of elements that the CPU
interacts with the storage to perform one ODS operation.

Specifically, an Oblivious Priority Queue (OPQ) is one
of the most popular ODSs that obliviously simulates a prior-
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ity queue (PQ). A queue is a first-in first-out data structure,
and a PQ is a queue that allows data elements to be assigned
a priority, and the elements can be retrieved in order of
priority.

Through this work, we consider a PQ that supports the
following four operations:

* Inserting an element with its key that indicates the
priority of the element.

* Extracting the top-priority element, i.e., the first in-
serted element among ones with the smallest key in the

PQ.
* Deleting a specified element of the PQ.
* Modifying the key of a specified element.

1.1 Related Works

Oblivious RAMs. An Oblivious RAM (ORAM) was first
introduced by Goldreich and Ostrovsky [4]-[6] to simulate
a Random Access Machine (RAM) while hiding access pat-
terns. It can convert any data structure represented as a
RAM program to an ODS, due to its obliviousness of access
patterns.

Asharov et al. [7] proposed a computationally secure
ORAM that has optimal O(log N) total work per access,
where N is the size of a program. Since this ORAM sim-
ulates any program of size N and of running time 7 in
O(T log N) total work, it can simulate a PQ (that has run-
ning time O(log N) for the capacity N of the PQ) oblivi-
ously in O(log?> N) work per operation. On the other hand,
Chan et al. [8], [9] introduced an ORAM that perfectly hides
its access pattern in O(log®> N /loglog N) total work per ac-
cess, which can simulate a PQ in O(log* N/log log N).
Oblivious Priority Queues. The first OPQ, proposed by
Toft [10], supports only two operations, the insertion and
extraction, each of which requires (amortized) O(log® N)
total work where N is the capacity of the OPQ. His OPQ is
perfectly secure but leaks the operation in progress. Le., it is
free from probabilistic data structure corruption and leakage
of access patterns in each operation, but the adversary can
observe whether the insertion or extraction is performed now
in a sequence of operations.

Subsequently, Wang et al. [1] and Keller and Scholl [2]
each constructed an OPQ with the same communication cost
as Toft’s OPQ, but which can hide the running operations.

Copyright © 2023 The Institute of Electronics, Information and Communication Engineers
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Table1 A comparison table for the known OPQs and ours. N denotes the capacity of OPQs.
Scheme H Total work [ Operations Operation hiding [ Security
Toft11 [10] O(log2 N) Insert, ExtractMin X Perfect
WNL+14 [1] O(log2 N) Insert, ExtractMin v Statistical
KS14 [2] O(log” N) Insert, ExtractMin, ModKey v Statistical
Shi20 [3] O(log N) Insert, ExtractMin, Delete, ModKey v Statistical
JLS21 [11] O(log N) Insert, ExtractMin, Delete, ModKey v Computational
[ Ours [[ O(log? N) | Insert, ExtractMin, Delete, ModKey | v/ [ Perfect |

Moreover, the scheme of Keller and Scholl also supports
modifying a key. However, these two OPQs are statistically
secure, i.e., they impair the correctness of their structures
or leak their access patterns stochastically (but in negligible
probability). Jafargholi et al. [11] achieved an OPQ of the
optimal O(log N) work per operation that supports all four
operations described above while hiding the operations, de-
pending on computationally secure hash functions. Shi [3]
achieves an optimal statistically secure OPQ with the similar
property as Jafargholi et al., but not relying on the existence
of hash functions.

1.2 Our Contributions

As a starting point, we are motivated in the question of
whether; Is there a perfectly secure OPQ that supports the
modifying-key operation and others, in practical efficiency
(at least asymptotically the same as Toft’s OPQ [10])?

As mentioned above, there are significant tradeoffs be-
tween perfect and statistical (or computational) security. For
ORAM, achieving perfect security increase the total work
considerably. On the other hand, for OPQ, there are no
perfectly secure schemes other than Toft’s work, and unfor-
tunately, his scheme supports minimal operations and is less
efficient than the recent works. It is an important theoretical
question to clarify the boundary between perfect and other
security, and the work for a perfectly secure OPQ is one step
in that study direction.

Moreover, regardless of the tradeoffs, we stress that
perfect security is worth enough even in practice. The
modifying-key operation of PQ is, for example, used
for Dijkstra’s algorithm, and hence part of the known
OPQs [2], [3], [11] realizes a secure computation for graphs.
However, these OPQs have negligible failure probability in
N, so they cannot maximize their advantage of efficiency in
small N, e.g., working with a small graph.

Through this paper, we show a novel perfectly secure
OPQ that has the same functionalities as the recent schemes.
Le., our scheme supports inserting, extracting, deleting,
and modifying an element’ while hiding the operation in
progress, and also it never impairs the correctness and also
never leaks its access patterns. Similar to the known perfectly
secure OPQ [10], our OPQ requires (amortized) 0(log2 N)

"The scheme of [3] supports finding the top-priority, increasing
and decreasing a key as well as inserting and deleting. We note
that finding operation can be realized by extract-then-insert, and
increasing and decreasing can be realized the general modifying
operation.

total work per operation. We show a comparison for the
known OPQs and ours in Table 1.

2. Preliminaries
2.1 Priority Queue

A (non-oblivious) priority queue (PQ) is a data structure that
allows to set a priority to each data and to extract the data in
ascending order of the priorities. We assume the following
functionality that realizes a priority queue.

Fpaq, holding a set Q as its state.

e ref «— Fpq(lnsert, k,v): Receiving an Insert request
with inputs key k and value v, Fpq returns a reference
ref that uniquely corresponds to (k,v) and records it as
Q — QU {(k,v,ref)}.

* (kmin,Umin) < Fpa(ExtractMin):  Fpq removes
(kmins Umin, "€fmin) € Q of the minimum key from Q
and returns (Kmin, Umin). If there exists two or more tu-
ples of the minimum &, according to FIFO, Fpq outputs
one inserted at first of them.

* Fpa(Delete, ref): Fpg removes (k,v,ref) from Q and
returns it. If there are no tuples corresponding to ref,
(k,v)is setas (L,.L).

* Fpa(ModKey, k’,ref):  Fpq removes (k,v,ref) from Q
and sets Q <« Q U {(k’,v,ref)}. If there are no tuples
corresponding to ref, (k,v) is set as (L, L).

Note that, similar to Shi [3], we define above to suit for
the standard interface of a priority queue, i.e., we assume
that, to call Delete and ModKey, the reference ref is required
as input to handle the item being deleted or modified. We
in addition assume that the reference ref is simply the time,
e.g., the number of operations requested so far, at which the
element was inserted.

2.2 Oblivious Simulations

The security of ODSs is defined in a simulation-based model,
called oblivious simulations. We define an oblivious simu-
lation for perfectly secure ODSs here.

Let ¥ be an ideal functionality of a data structure, and
DS be an algorithm that realizes the interface of ¥. Let A
be an arbitrary (unbounded) algorithm. Now, consider the
following two experiments for a functionality ¥ of any data
structure:

. Ideal;‘(N): A(N, View) adaptively generates a query
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query for the data structure and obtain View = View U
{(F(query),Sim(N))}, where Sim is a simulator.

. Realg[S(N ): A(N, View) adaptively generates query and

sends it to a challenger C that runs the real-world algo-
rithm DS(query). C returns the output out and the
access pattern’ ap of DS(query) to A, and A sets
View = View U {(out,ap)}.

Definition 2.1 (Perfectly Secure Oblivious Simulation). We
say that DS is a perfectly secure oblivious simulation of
iff for any integer N and any algorithm A, there exists a
simulator Sim s.t. the distribution of View in Ideal?(N) is

identical to that in RealDﬂS(N ).

Remark 1. In the above security definition, we assume that
the adversary A is only interested in the access patterns but
not the contents of the data operated in DS. In practice, to
hide the contents, we can employ standard techniques such
as encryption.

Applying Definition 2.1 to Fpq defined in Sect. 2.1, we
can define the oblivious priority queue (OPQ)

Definition 2.2 (Perfectly Secure Oblivious Priority Queue).
We say that PQ is a perfectly secure oblivious priority queue
iff it is a perfectly secure oblivious simulator of Fpq.

Following [3], we assume the challenger in the real
world behaves as follows: A in the ideal world Ideal% . Tec-
ognizes only the #ime at which elements were inserted as the
references. On the other hand, the real-world algorithm PQ
recognizes the references whose format is determined by PQ
itself. Also, in contrast to ¥pq, the real-world input/output of
PQ should have a certain format independent from a queried
operation to hide the operation. Therefore, to bridge the gap
between ideal and real, we assume that C in Reallfé behaves
as a man-in-the-middle between A and PQ s.t. it exchanges
queries and answers between A and PQ while translating the
input from the ideal-world format to the real-world format
and vice versa.

2.3 Oblivious One-Time Memory

An Oblivious One-Time Memory (OTM), originally pro-
posed by Chan et al. [8], [9] as a building block of their
perfectly secure ORAM, is an ODS that completely hides
access patterns up to one access for each block. We assume
an ideal functionality of OTM, Forum, as below.

Form:

e U « Build(I): Receiving a set I containing N ele-
ments d;;i = 1,..., N, it returns a list U containing N
positions pos; uniquely corresponding to each d;. In
addition, Forum stores all N pairs (d;, pos;) and states P
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in its memory.

* d « Lookup(pos): The input pos is either real (€ U)
or dummy (=1). If pos is real, the output d is a real
element s.t. Forym holds a pair (d, pos), otherwise d is
dummy. When pos € P, Fory halts without any output.
Otherwise, it updates P « P U {pos} then returns d.

N Getall(): Form returns a set I that contains all real
d; s.t. (d;,pos;) is in its memory and pos; ¢ P. This I
is padded with dummy elements and has a size N.

Slightly different from the definition described in [8], [9], in
the above functionality definition, we omit a key k; originally
assigned to each element d; (and also to each position pos;)
since it is enough for our OPQ where the key k; cannot
uniquely identify an exact element d;. We in our scheme
need to refer an element only by its position (treated as part
of its reference), not by its key.

A perfectly secure oblivious simulation of Fory can be
obtained by slightly modifying the general OTM construc-
tion [8], [9]. More specifically, the algorithm is obtained
by eliminating k; from U and by specifying the parameters
so that it holds up to N elements, accept up to N lookup
requests, and no parallel query is allowed. Here we briefly
describe its construction focusing on the features used in our
scheme.

OTM:
* U « Build(I): Receiving the input setI = (dy,...,dy),
the algorithm selects an injection f : {1,...,N} —
{1,...,2N} uniform randomly and returns a list U =

(posy, .. .,posy) s.t. pos; = f(i). In OTM, a table T of
size 2N is maintained, in which all d; is in T[pos;] and
all other elements are dummy d .

e d « Lookup(pos): The input pos is real (¢ U) or
dummy (=1). If pos is real, the algorithm fetches
d = T[pos], and update T as T[pos] < d, . If pos =L,
it fetches T[pos, | = d, and returns d = d, . For obliv-
iousness, the position pos, is chosen to be unique over
the lifetime of OTM'". In our scheme, since we need
to know which position pos’ (€ {pos,pos, }) has been
actually accessed, we include this pos’ in the output of
OTM.Lookup hereafter.

o1 Getall(): The output is a set I that contains all real
elements remaining in T and dummies, to be a size N.

Fact 2.3. The above OTM = (Build, Lookup,Getall) sat-
isfies that: there exists a stateful simulator Simory
s.t.  for any query sequence (L qi,...,qm), the simu-
lation sequence (Simgrm(Build, N), Simgrm(Lookup, N), .. .,
Simorw(Lookup, N), Simorm(Getall, N)) is identical to the
real access pattern (OTM.Build(I), OTM.Lookup(pos,, ), - -,

"By the “access pattern” of an algorithm, we mean “the se-
quence consisting of all memory addresses accessed” via the algo-
rithm.

In practice, as same as [8], [9], this one-time dummy lookup is
realized by a linked list of dummy positions provided in Build. To
simplify our algorithm descriptions, we omit these details here.
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OTM.Lookup(pos,,, ), OTM.Getall()) if N = [1| and
em<N,
e g, €{l,...,N, L} (where we assume pos, =) for all
i <m, and

® g; # qjforalli,j <mand q;,q; #1.
Moreover, for any input set 1 of size N, the total work
of OTM.Build and OTM.Getall are O(N log N), and that of
OTM.Lookup is O(1).

3. Perfectly Secure OPQ

In this section, we propose a novel perfectly-secure OPQ
that supports four operations, insertion, extraction of the
top-priority element, deletion, and key-modification, and op-
eration hiding.

3.1 Our Data Structure: A Hierarchical Tree

Before describing the details of our OPQ, we introduce the
components of our data structure below.

* For each value v stored to the OPQ, we call a tuple
(k,t,v) a block, where k is a key that indicates the
priority of v, and 7 denotes the time in which v is
inserted. This 7 is used to uniquely identify the first
inserted one from the tuples of the same key.

* A dummy block is denoted as (L, L, L).

e Let N be the maximum number of blocks stored to
the OPQ. Then, our data structure consists of a L-level
hierarchy of OTMs, where L = [log N] + 1. For each
level i = 1,...,L, we assume the instance OTM; of
capacity 2i-1 je. there is a table T, of size 2! in each
OTM;. In our scheme, each T; is updated only via the
three operations of OTM;, but a block in a cell T;[/] is
directly referred by any algorithms specifying i and j.
In addition, we assign a binary state filled or empty to
each OTM;. We say that OTM; is filled if OTM;.Getall has
not been performed after the last OTM;.Build, otherwise
say that OTM; is empty.

e For each (non-dummy) block (k,7,v), let ref =
(k, T, pos, Iv) be the reference of v, which uniquely iden-
tifies that the value v of key k, inserted in time 7, is
in Ty, [pos]. Also, let ref, = (L, L, 1, 1) be a dummy
reference.

* Our data structure also contains a complete binary tree
of height L, called MinTree, that manages the refer-
ence to the top-priority block. In this tree, each node
node; j;j = 1,.. .20 of heighti = 1,...,L (except the
root) corresponds to a cell T;[j], and holds a reference
ref that satisfies Claim 3.1 described below.

We call the data structure described above a Hierarchical
Tree, and also show its abstract in Fig. 1.
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Level 0 MinTree
Level 1
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Level 2
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Fig.1 A Hierarchical Tree: Each block (k, 7, v) in the Hierarchical Tree
is placed to one of the cells of T;, the gray squares. The green circles denote
the nodes of MinTree, each of which holds a reference ref.

Claim 3.1 (A state of MinTree). Each node in MinTree satis-
fies the following conditions.

e For le\{el i = 0,...,L, each node node; ;(j =
1,...,2") holds the top-priority reference ref;; =
(km]ln Tmin posmln Ivmm) s.t. km‘“ is the minimum key
of all cells each correspondmg to a node of MinTree’s
subtree where the root is node; ;, and Tmm indicates the
first time a block with klnjlm is mserted. (pos;{‘]i.“, IVE‘}“)
denotes the position where the block that has (kl?fl}“, )
is.

e In particular, for level L, each leaf noder ;(j =
1,...,2%) holds the reference refrj = (kpj,70j,j,L)
of its corresponding cell T [j].

If there exist two or more references of the minimum
key, let the top-priority one is that has the minimum 7. Also,
if there are no real keys, let ref, be the top-priority reference.

In Lemma 3.7 of Sect.3.3, we show that Claim 3.1
always holds in our scheme.

3.2 Priority-Queue Operations for the Hierarchical Tree

Before we describe the details of our entire OPQ, we in-
troduce the separate implementation of each PQ operation.
The implementations of Insert and Delete are shown in
Sects. 3.2.2 and 3.2.3, respectively. Each of ExtractMin and
ModKey is in practice realized by using Insert and Delete
(see Sects. 3.2.4 and 3.2.5). A set of these implementations
is almost’ an oblivious simulation of Fpaq, but clearly leaks
its running operation.

 As we mention in Remark 3 of Sect. 3.2.3, consecutive multi-
ple runs of Delete violate obliviousness.
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3.2.1 Subroutine: SelectMin

We first introduce a subroutine SelectMin, described in Al-
gorithm 1, to manage references in MinTree. This SelectMin
receives node, a node of MinTree, and it updates the input
node with the top-priority reference among one that refers
the cell corresponding to node and ones held by its children.
It requires O(1) work and has access patterns determined by
node.

Algorithm 1 SelectMin(node)

1: Obtain the reference ref of the cell corresponding to node, i.e., if node
is the pos-th node in level Iv, load the corresponding cell T, [pos] =
(k,7,v) and set ref = (k, T, pos, Iv).

If Ty, [pos] = (L, L, L) or OTM,y is empty, then set ref = ref, .
Also, if node is the root of MinTree, then set ref = ref .

2: Load the references refy, = (kp,7r,posy,lvr) and refg =

(kr, TR, POSR, IvR) from the two children of node.

If node is a leaf of MinTree, set ref;, = refg = ref,.
3: Select the top-priority one refpin from ref, refy , and refr.
4: Store refpyin to node.

Lemma 3.2. Assume that T\ [pos] is modified in operating
the Hierarchical Tree, and MinTree satisfies Claim 3.1 before
this modification. Let nodey, be a node corresponding to
the cell T\, [pos], and let nodey,_1, . . .,nodegy be nodes on the
path from nodey, fo the root (= nodey). Then, the claim holds
even after the modification if SelectMin(node;) is executed
in the order from i = v to 0.

The proof of Lemma 3.2 is given in Appendix A.1

3.2.2 The Insert Algorithm

—
Algorithm 2 ref « Insert(k, 7,v)
(Inserting a block (k, 7, v) to the OTM hierarchy.)

1: Let ¢ be the lowest level where OTM, is empty. If all L OTMs are
filled, then set £ as L + 1.

2: Initialize a set Ip = {(k, 7, v)}. _

3: Fori =1,...,¢-1,performI; « OTM;.Getall(), thensetI, « I,UI;
and OTM; as empty.

4: If € < L, run Up « OTM,.Build(I¢) and set OTMy as filled.
Otherwise, compute a set I, of size N, which contains all real blocks
of I ¥, then run Uy, « OTM_ .Build(I.) and set OTMy. as filled.

5: Forall (k;,7j,v;) € Ip and pos; € Ug, setref; = (k;,7;,pos;, £).
If £ = L + 1, consider the above I, and Uy as I, and I, respectively.

(Updating MinTree.)

6: For each level i from ¢ to 0, for all node; ;;j = 1,..., 2[, perform
SelectMin(node; ;).
7: Returnref = (refy, ..., ref,r-1).

IEICE TRANS. FUNDAMENTALS, VOL.E106-A, NO.3 MARCH 2023

input to the OTM hierarchy and Updating MinTree.

In the first phase, the input block is inserted to the
lowest-level OTM that is empty, and also all blocks in upper
filled OTMs are moved to that level. Since the capacity of
OTM; is 2:~1, in line 3 of Algorithm 2, the size of I, finally
becomes to 1 + %72/ 2071 = 271, and hence it satisfies
the capacity of OTM, when ¢ < L. Moreover, even when
¢ = L + 1, since the total capacity of the Hierarchical Tree
is N, there are at most N real elements in I; ;. Hence, all
real elements in the Hierarchical Tree are correctly stored to
OTMy in line 4.

Finally, since T, is rebuilt and lower OTM;;i > € are
not changed, Insert updates all nodes in level ¢ or higher.

Lemma 3.3 (Efficiency of Insert). Insert described in Algo-
rithm 2 requires (amortized) O(log> N) work.

Lemma 3.4 (Correctness of Insert). After an execution of
Insert described in Algorithm 2, the input block (k,T,v) is
correctly stored to the Hierarchical Tree, and any block pre-
viously held in the Hierarchical tree remains in it, with prob-
ability 1. Moreover, if Claim 3.1 has been satisfied before
an execution of Insert, it is satisfied thereafter.

The proofs of Lemma 3.3 and 3.4 are given in Appen-
dices A.2 and A.3, respectively.

Remark 2. Though \nsertdescribed in Algorithm 2 can work
almost as an implementation of Fpq(Insert, k,v), for our goal
to hide the running operations, we consider it only as a
building block of our entire scheme (see Sect.3.3). Hence,
here we define Insert to take T as input, unlike Fpq.

3.2.3 The Delete Algorithm

Algorithm 3 (k,7,v) < Delete(ref)
(Removing (k, 7, v) from the OTM hierarchy.)
1: forallleveli =1, ..., L where OTM; is filled do
2: For the input ref = (k, 7, pos, Iv), set pos; = pos if i = Iv,
otherwise set pos; =1.
3: Perform (k; , 7;, v; ), pos; « OTM; .Lookup(pos; ).

4: Set (k,7,v) = (ki, 7, v;) for some i s.t. (k;,7,v;)is a non-dummy
block. If all (k;, 7;, v;) is dummy, then set (k, 7, v) = (L, L, L).
(Updating MinTree.)
5: for leveli = L to 0 do
6: Run SelectMin(node; pog ).
7: Run SelectMin(node; ;) for all node; ; s.t. at least one of the nodes
{nodeiﬂ’pos;url s nodeL’posrL } is a descendant of node; ;.
> The number of node; ; is at most L — i.

8: Return (k, 7, v).

In Algorithm 2, we describe the details of our imple-
mentation of Insert that consists of two phases: Inserting the

"This process is realized by using an oblivious sorting relying
on such as AKS sorting network [12], i.e., obliviously sort all
blocks of I, by ascending order of keys and then set I, as the first
N elements of I, (that contains 2N — 1 blocks).

We show the details of our implementation of Delete
in Algorithm 3. Similar to Insert, this Delete also has two
phases to remove the queried block and then update MinTree.
In this algorithm, since L cells in the hierarchy are accessed
to remove one block to hide which cell is actually queried,
we should update all nodes corresponding the L cells as well
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as their all ancestors.

Lemma 3.5 (Efficiency of Delete). Delete described in Al-
gorithm 3 requires O(log>N) work.

Lemma 3.6 (Correctness of Delete). After an execution of
Delete described in Algorithm 3, the exact element referred
by the input is extracted from the Hierarchical Tree, and all
other elements remain in the Hierarchical Tree, with proba-
bility 1. Moreover, if Claim 3.1 has been satisfied before, it
still holds after an execution of Delete.

Proof of Lemma 3.5 and 3.6 are given in Appen-
dices A.4 and A.5, respectively.

Remark 3. Note that this Delete does not work as
Fra(Delete, %) by itself. Specifically, for example, operation
sequences such as executing Delete twice in a row violate
obliviousness of OTM that allows only one Lookup request
in its lifetime. We solve this problem in the construction of
our entire OPQ.

3.2.4 The ExtractMin Algorithm

Algorithm 4 (kpin, Tmin, Umin) < ExtractMin()
1: Load the reference refyi, in the root of MinTree.
2: Perform (kmin, Tmin» Umin) < Delete(refmin).
3: Return (Kmin» Tmin» Umin)-

Algorithm 4 denotes an implementation of ExtractMin
to obtain the top-priority block. Since the root of MinTree
always has the reference to the top-priority block when
Claim 3.1 holds, this algorithm correctly extracts the block
relying on correctness of Delete.

3.2.5 The ModKey Algorithm

Algorithm 5 ModKey(k’, ref)

1: Perform (k 7, v) < Delete(ref).
2: Perform ref «— Insert(k’, T, v).

As shown in Algorithm 5, we can straightforwardly
achieve ModKey as that; Delete a queried block, modify the
key of the block, and then re-insert it. If Delete correctly
removes the target block from the Hierarchical Tree, and if
Insert correctly stores the input block to that, it is clear that
Algorithm 5 is an implementation of Fpq.ModKey.

3.3 Our Perfectly Secure OPQ, PQ

Now, we can construct our perfectly secure OPQ that sup-
ports all four operations described above, while hiding which
operation is in progress. l.e., the OPQ simulates all Insert,
Delete, ExtractMin, and ModKey with access patterns inde-
pendent from the running operation.
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Algorithm 6 ref, (k, ) «— PQ(op, k, v, ref)
Require: op € {Insert, Delete, ExtractMin, ModKey }.
(Extracting a block requested by op.)
1: Let ctr be a counter that indicates the number of PQ performed so far.
2: Load the reference refp;, in the root of MinTree.
3. Setref’ = ref if op € {Delete, ModKey },
or set ref’ = refy;, if op = ExtractMin.
Otherwise, set ref’ = ref .
4: Perform (k, T, 5) « Delete(ref’).
(Inserting a block requested by op.)
5: Set (k', 7/, v') = (k, ctr, v) if op = Insert,
orset (k,7/,v") = (k 7, 0) if op = ModKey.
Otherwise, set K',7/,v")=(L,L,1).
6: Perform ref «— Insert(k’, 7/, v’).
: Setctr «—ctr + 1.
8: Return rg?, (k, B).

R

Remarking that our ExtractMin and ModKey are realized
on an execution of Delete (or Delete-then-Insert sequence),
and also that our Insert can refresh OTMs reached their limit
of lookup requests via Delete’, we can obtain a deterministic
sequence that realizes OPQ. We show the details of our
scheme in Algorithm 6.

Lemma 3.7. Assume the initial state of the Hierarchical
Tree where all OTM;;i = 1,...,L are empty and all nodes
in MinTree holds ref,. Then, Claim 3.1 holds after any PQ
execution.

Proof. In the initial state, it is clear that MinTree satisfies
Claim 3.1. Therefore, from Lemma 3.4 and 3.6, the claim
holds after any execution of PQ. O

Theorem 3.8. PQ, described in Algorithm 6, is a perfectly
secure oblivious priority queue that consumes amortized
O(log® N) total work per operation.

Proof. Proof of obliviousness is given in Appendix 3.8,
and we show efficiency and correctness of our PQ here.
The efficiency is derived by Lemma 3.3 and 3.5 as that:
Delete requires O(log? N) work and Insert requires amor-
tized O(log?> N) work.

To prove correctness of PQ, we show PQ behaviors at

each input op.
* If op = Insert, PQ runs Delete(ref, ) then Insert(k, 7, v)

where 7 is a query counter.
* If op = Delete, PQ runs Delete(ref) then Insert(L, L, L).

o If op = ExtractMin, PQ runs the same algorithm as
ExtractMin() then Insert(L, L, L).

e If op = ModKey, PQ runs the same algorithm as
ModKey(k, ref).

Now, by Lemma 3.4 and 3.6, the interface of PQ with
each op € {lInsert, Delete,ModKey} is equivalent to that
of Fpq.Insert, Fpq.Delete, and Fpg.ModKey, respectively.
Moreover, with op = ExtractMin, the interface of PQis equiv-
alent to that of Fpq.ExtractMin by Lemma 3.6 and 3.7. O

"The similar access-then-re-randomize sequence is commonly
used in hierarchical ORAMs [5], [7]-[9].
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4. Conclusion

We proposed a novel perfectly secure oblivious prior-
ity queue that supports four operations, Insert, Delete,
ExtractMin, and ModKey, while hiding not only its access
patterns but also queried operations. This property is the
same as the known best OPQ of Shi [3] except our stronger
security.

Moreover, for any positive integer N, our OPQ of ca-
pacity N can be accessed in amortized O(log? N) total work,
which is the same cost as the known perfectly secure OPQ
of Toft [10].
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Appendix A: Deferred Proofs for Lemmas
A.1 Proof of Lemma 3.2

If only T}, [pos] is modified when all nodes in MinTree satis-
fies the condition of Claim 3.1, it is clear that all nodes except
ancestors of nodey pes corresponding to Ty, [pos] still satisfy
the condition after the modification. Furthermore, for any
node, if both of its children holds the condition, i.e., each
child has the top-priority reference in all of its descendants,
then it is clear that SelectMin(node) makes node to meet
the condition. Therefore, running SelectMin(node;) in order
from i = Iv to 0 while tracing the path from nodey, to the root
nodeg ensures that all nodes in MinTree meet the condition.

A.2  Proof of Lemma 3.3

When ¢ < L, since Algorithm 2 requires executions of
OTM;.Getall fori = 1,...,£ — 1 and OTM,.Build, it takes

£, 02" 1og2) = 0(2°¢) work. It also needs SelectMin
for 2¢*! — 1 nodes, thus it additionally costs O(2¢) work.
Hence, the Insert on level £ has O(2¢¢) total work.

We can observe that the above work occurs for ev-
ery 2¢ insertions, for each ¢ = 1,...,L. Consider that
OTMjy,...,OTM,_; are empty and OTM is filled, i.e., OTM,
is built in the last insertion. Since OTM;,...,OTM,_; can
hold totally 2¢=! — 1 blocks, OTM; is deconstructed in 2¢~!-
th execution of Insert, in which OTMg, (or lower) is built.
OTM¢ is constructed again after 2¢-1 additional insertions,
thus the life-cycle of OTM; is 2¢ insertions.

On the other hand, when ¢ = L + 1, Algorithm 2 addi-
tionally requires an oblivious sorting on I, of size 25*1. If
we employ the oblivious sorting based on AKS sorting net-
work [12], since it requires O(N log N) to sort N elements,
Insert costs totally O(2~ L) work in this case. Once OTMy is
built, the above work occurs for every 2L=1 ingertions since
the total capacity of OTM,...,OTM;_; is 271 — 1.

Consequently, the amortized cost of Insert is
YL 002020 + 0(2F L) /25" = O(log? N).

A.3  Proof of Lemma 3.4

Since OTM;.Getall realizes Form.Getall with probability 1,
all real blocks of Ty, ..., T¢_; are combined to I, in line 3 of
Algorithm 2. In addition, since the input block is also in I,
the Hierarchical Tree holds the input and all (non-dummy)
blocks previously held in level 1 to £ — 1 are correctly stored
to level £, relying on correctness of OTM.Build.

In Algorithm 2, all cells of level ¢ and higher are mod-
ified. Hence, by Lemma 3.2, Claim 3.1 is satisfied after
Insert since it updates all nodes from level ¢ to O iteratively
in line 6.

A.4  Proof of Lemma 3.5

Algorithm 3 requires L executions of OTM;.Lookup and at
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most Z{“:O(L — i) executions of SelectMin. Thus, it costs
O(L?) = O(log® N) work.

A.5 Proof of Lemma 3.6

In Algorithm 3, since OTM,.Lookup realizes Form.Lookup
with probability 1, we can find and remove the target block
(k,1,v) of T\, [pos], referred by the input ref = (k, 7, pos, Iv),
correctly. On the other hand, since the algorithm runs
OTM;.Lookup(L) foralli # lv, all other (non-dummy) blocks
in the Hierarchical Tree remain in their place.

Moreover, in line 5 to 7 of Algorithm 3, at least all nodes
on the path from nodeyy pos (corresponding to the deleted
T, [pos]) to the root of MinTree are updated, thus Claim 3.1
maintains after Delete by Lemma 3.2

A.6  Security Proof of Theorem 3.8

To prove the access-pattern obliviousness of PQ, consider
an ideal-world simulator Sim described below.
Sim: At the beginning of the experiment IdealgjP . (N), Sim
generates a Hierarchical Tree of capacity N in its memory,
where all OTM; are empty and all nodes of MinTree hold ref, .
Then, for each request of A, Sim runs PQ(Insert, L, L, ref,)
regardless of A’s query and returns the access pattern of that
simulation.

From the definition of the challenger C in the real world,
C’s behavior is described as follows.
C: At the beginning of the experiment Real,“;%(N ), C al-
locates a Hierarchical Tree of capacity N in its memory to
perform PQ. The Hierarchical Tree is initialized as all OTM;
are empty and all nodes of MinTree hold ref,. In addition,
C maintains a dictionary (initialized as empty). This dictio-
nary is used to store real-world references ref = (k, 7, pos, Iv),
and also to search for ref by 7. Note that this 7, representing
the time at which a block (k, 7, v) was inserted, is regarded as
an ideal-world reference. After this initialization, receiving
query consisting of parts op, k, v, and 7 from A, C works as
a man-in-the-middle between A and PQ as below:

o If query = (Insertk,v), C runs ref,(k,v) «
PQ(Insert, k, v, ref, ) and outputs the access pattern of
that execution. Then, C updates the dictionary by all
references in ref.

o If query = (ExtractMin), C runs rg?, (E,“v) —
PQ(ExtractMin, L, L,ref, ) and outputs the access pat-
tern of that execution, Then, C updates the dictionary
by all references in ref.

o If query = (Delete, 1), C searches the dictionary by 7
and obtain ref = (k, 7, pos, Iv) at first. When there is no
reference corresponding to 7, C sets ref = ref,. Then,
C runs ra, (E,D) «— PQ(Delete, L, L,ref) and outputs
the access pattern of that execution. Finally, C updates
the dictionary by all references in ref.

"Note that we can ignore any deletion of dummies since it never
affects to the priority order in MinTree.
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o If query = (ModKey, k’,ref), as same as the above
Delete, C searches ref corresponding to 7 at first.
ref = ref, if there is no reference corresponding to 7.
Then, C runs r?f, (%,7)') «— PQ(ModKey, k’, 1, ref) and
outputs the access pattern of that execution. Finally, C
updates the dictionary by all references in ref.

To show the output of those Sim and C is identical,
assume the following hybrid arguments.
Hyb,: A receives the output of C.
Hyb,: The same as Hyb, except that C runs PQ while re-
Mng all OTM; with Form and Simgory as follows:
e In Insert;

1. In line 3 of Algorithm 2, OTM;.Getall is replaced
with Form.Getall, and let. the access pattern of this
step be Simorw(Getall, 2771).

2. Inline 4, OTM,.Build is replaced with Fory.Build,
and let the access pattern of this step be
SimOTM(BU”d,Z{')_l).

e In Delete;

1. Inline 3 of Algorithm 3, OTM;.Lookup is replaced
with Form.Lookup, and let th_e access pattern of
this step be Simorw(Lookup,2i~1).

2. Inline 5to 7, let node; pos; be determined by the
above simulation Simgrum(Lookup, 27 1).

Hyb,: A receives the output of Sim(N).

Claim Appendix A.1. Hyb, is identical to Hyb,.

Proof. Since PQ performs Insert after Delete in both
Hyb, and Hyb,, we can observe that all OTM, is decon-
structed by Getall after 2/~ executions of Lookup. More-
over, in Hyb,, since any (real) block once removed from
OTM¢ is then assigned to another position and level (by
ModKey) or completely erased from the Hierarchical Tree
and the dictionary of C (by Delete), the same pos is
never queried to OTM,.Lookup twice. Consequently, by
Fact 2.3, all Simgrum(Build,2¢71), Simorm(Getall, 2¢71), and
Simorm(Lookup,2¢~!) in Hyb, are identical to the access
patterns of OTM,.Build, OTM,.Getall, and OTM,.Lookup in
Hyby. O

Claim Appendix A.2. Hyb, is identical to Hyb,.

Proof. For any input (op, k,v,ref), in Hyb,, the access pat-
terns provided by Simory are independent from the input.
Moreover, the part of Insert to update MinTree (line 6 of Al-
gorithm 2) has the access pattern determined only by ¢ that
corresponds to the number of insertions so far. On the other
hand, the similar part of Delete (line 5 to 7 of Algorithm 3)
has the access pattern determined by Simory. Therefore, for
any input query = (op, k, v, ref), the entire access pattern of
PQ(query) is identical to that of PQ(Insert, L, L, 1). m|

Consequently, there exists a simulator Sim(N) that sim-
ulates the access pattern of our PQ described in Algorithm 6.
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