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Abstract

A distributed oblivious RAM (DORAM) is a method for accessing a secret-shared memory while
hiding the accessed locations. DORAMSs are the key tool for secure multiparty computation (MPC)
for RAM programs that avoids expensive RAM-to-circuit transformations. Oblivious Priority
Queue (OPQ) is also known as a primitive closely related to (D)ORAM, that enables to intro-
duce priority queue algorithms into secure computation.

We present new and improved 3-party DORAM protocols. For a logical memory of size N and
for each logical operation, our DORAM requires O(log N) local CPU computation steps. This is
known to be asymptotically optimal. Our DORAM satisfies passive security in the honest majority
setting. Our technique results with concretely-efficient protocols and does not use expensive cryp-
tography (such as re-randomizable or homomorphic encryption). Specifically, our DORAM is 25X
faster than the known most efficient DORAM in the same setting.

Moreover, we extend our technique to handle malicious attackers at the expense of using slightly
larger blocks (i.e., w((A+b)log N) vs. A+ b where b = Q(log V) is original block size). To the best
of our knowledge, this is the first concretely-efficient maliciously secure DORAM.

Technically, our construction relies on a novel concretely-efficient 3-party oblivious permutation
protocol. We combine it with efficient non-oblivious hashing techniques (i.e., Cuckoo hashing) to get
a distributed oblivious hash table. From this, we build a full-fledged DORAM using a distributed
variant of the hierarchical approach of Goldreich and Ostrovsky (J. ACM ’96). These ideas, and
especially the permutation protocol, are of independent interest.

Regarding an OPQ, we construct a novel perfectly secure OPQ that can simulate all PQ func-
tions, inserting an element, extracting the top-priority one, deleting an element, and modifying the
priority of an element, in O(log2) work per query. Our scheme supports the same functions as the
state-of-the-art statistical/computational OPQ with higher security, or achieve the same efficiency
as the known perfectly secure OPQ with more functions.
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Chapter 1

Introduction

Secure multiparty computation (MPC) is a method that enables mutually distrustful parties to
jointly compute an arbitrary function over their private inputs. Since breakthrough feasibility
results in the 80s, the quest for practically efficient MPC protocols is a central research area in
cryptography. Efficiency is measured in terms of computation and/or communication, as a function
of the size of the representation of the function that needs to be computed.

There are several common ways to represent computation, typically the circuit model or Random
Access Machine (RAM) model. The former is known as a MPC-friendly model that can be simulated
by gate-by-gate computation via traditional circuit-based MPC (e.g., [3, 16]). On the other hand,
the latter is hard to simulate via MPC straightforwardly since RAM programs change their behavior
according to its intermediate results that should be secret in MPC!. Indeed, any function can
be computed in either of the models and a representation in one model can be translated to
the other, thus any RAM program is compatible with circuit-based MPC in principle. However,
such translations have a cost: a RAM program of size N can be turned into a circuit of size
O(N3log N) [57]. Therefore, due to efficiency reasons, it would be highly desirable to be able to
perform secure computation for RAM programs directly, i.e., without the translation.

There is a generic way to turn any RAM program into secure computation that simulates the
same functionality but whose memory accesses do not reveal anything about the program’s secret
inputs except the input length. This is called an Oblivious RAM (ORAM), originally proposed
by Goldreich and Ostrovsky [31]. The traditional setting for ORAMs is one client and one server.
That is, an untrusted server has a large memory and a client can make accesses to it using a small
trusted memory. Ostrovsky and Shoup [54] observed that, by simulating the client of an ORAM
using traditional circuit-based MPC protocol, one can generically get an MPC for RAM programs.
However, designing an efficient ORAM whose client behavior is “compatible” with circuit-based
MPC is not at all obvious and has been (so far) sub-optimal in terms of the efficiency of the resulting
protocol (see, e.g., [64]).

Due to the inherent inefficiency of circuit-based MPC for certain computations, there have been
significant efforts in the last decade in building efficient MPCs for RAM programs, for example [49,
23, 64, 14, 9, 26]. By now, the common terminology for this problem is Distributed Oblivious
RAM (DORAM)—informally, this is a protocol that allows parties to collectively maintain and
perform reads/writes on a memory (a formal definition appears in Section 2.3).

Toward efficient MPC for RAM computation, reducing the complexity of DORAM is an ef-

!Consider the following toy example: Let a,b,c,d as inputs and assume a program that computes {if a = 0 then
b < bec else b < cd}. Now, the MPC circuit that simulates the program while hiding all inputs should always compute
both be and cd whatever a is since selecting either (b, ¢) or (¢, d) directly leaks a is zero or not.



fective way. The complexity measure of DORAMs we are interested in is their computational
overhead. That is, the maximal amount of CPU instructions? performed by each of the parties
when serving a single access query.> Some prior works measure bandwidth overhead which accounts
only for the maximal amount of bits communicated between the parties. Computational overhead
is harder to optimize than communication overhead since an upper bound on the computational
overhead implies an upper bound on the communication overhead, i.e., computational overhead
> communication overhead. The other direction is not necessarily true; indeed, some prior works
(e.g., [26]) optimize communication overhead at the expense of increased computational overhead.
In this work, we choose the more stringent measure. This is particularly important if we aim for
concretely efficient and practically useful DORAMs.

A variant of a DORAM scheme due to Lu and Ostrovsky [49], suggested by Faber et al. [23],4
gives a (3-party) DORAM with O(log N) computational overhead with block size® Q(log N). While
the asymptotical overhead of this construction is optimal, the concrete efficiency is quite poor. The
reason is that their scheme requires the parties to securely and jointly compute more than 100 log N
times of secure computation for pseudorandom functions® per access.

Later works attempt to present concretely efficient DORAMs. Wang et al. [64] and Faber et al. [23]
proposed DORAMs with O(log N) computational overhead, but their block size is Q(log? N') which
is less standard. Bunn et al. [9] constructed a DORAM with small hidden constants but poor
asymptotic overhead (Q(v/N)). Most recently, Falk et al. [26] reduced the large constant fac-
tor of [49, 23] and achieved a scheme with O(log N) communication overhead with small hidden
constant, but its computational overhead is sub-optimal O(log? N).

Moreover, all of the above schemes only guarantee security against a passive attacker, i.e., any
single server cannot learn any non-trivial information about the others’ inputs, as long as it follows
the prescribed protocol. There are generic methods to boost security to the more standard setting
of active security, where security holds even if a rouge server arbitrarily deviates from the protocol.
However, these techniques do not preserve efficiency.

The current state of the art for 3-party DORAMs is summarized in Table 1.1. This brings us
the main problems that we consider in this work:

Is there a 3-party DORAM that is asymptotically optimal in terms of computational overhead
and concretely efficient? Additionally, is there an actively secure DORAM of the same overhead?

In this dissertation, we also consider Oblivious Data Structures (ODSs) that are cryptographic
primitives relevant to (D)ORAMs. ODSs allow a client to store its data in an untrusted server
while maintaining a certain structure and to operate the data in secret. They are used not only
for a secure cloud system but also for secure graph algorithms [65, 40] and an oblivious streaming
sampler for large-scale federated learning [60] in the context of secure computation.

ODSs are also often described as a computation model in which a trusted CPU manages a
data structure in dishonest storage. In contrast to plain (non-oblivious) data structures, in ODS
algorithms, the CPU should perform additional storage accesses to obfuscate the access patterns

2We model parties as RAM machines that can perform word-level addition and standard Boolean operations at
unit cost.

3As commonly done, we sometimes settle for overhead in an amortized sense, that is, we measure the average
overhead over a sequence of requests. Known schemes can be made worst-case (“de-amortized”) [54, 6].

4The protocol of Lu and Ostrovsky [49] is in the multi-party setting where there are two non-communicating
servers and a single trusted lightweight client (see Section 1.2).Faber et al. [23] observed that the client in [49]’s
scheme can be efficiently simulated by an MPC.

*We call an element stored in memory as a block. Note that the block size is at least [log N bits if there are N
blocks.

SNote that a secure pseudorandom function requires a large circuit that can be a bottleneck of complexity.



that contain information about data and its access pattern. Thus, efficiency of an ODS is measured
by its total work (or simply work), which indicates the number of data elements that the CPU
interacts with the storage to perform one ODS operation.

Specifically, an Oblivious Priority Queue (OPQ) is one of the most popular ODSs that oblivi-
ously simulates a priority queue (PQ). A queue is a first-in first-out data structure, and a PQ is a
queue that allows each data elements to be assigned a priority, and the elements can be retrieved
in order of priority.

Through this work, we consider a PQ that supports the following four operations:

e Inserting an element with its key that indicates the priority of the element.

e Extracting the top-priority element, i.e., the first inserted element among ones with the
smallest key in the PQ.

e Deleting a specified element of the PQ.
e Modifying the key of a specified element.

The first OPQ, proposed by Toft [63], supports only two operations, the insertion and extraction,
each of which requires (amortized) O(log? N) total work where N is the capacity of the OPQ. His
OPQ is perfectly secure but leaks the operation in progress. L.e., it is free from probabilistic data
structure corruption and leakage of access patterns in each operation, but the adversary can observe
whether the insertion or extraction is performed now in a sequence of operations. The recent work
of Shi [60] improves the cost to optimal O(log N) work per query and supports all four operations
described above while hiding the operations, but is statistically secure.

There are significant tradeoffs between perfect and statistical (or computational) security. For
ORAM, achieving perfect security increase the total work considerably, e.g., there are numerous
results of ORAMs that realize optimal O(log N) overhead as mentioned above, the best perfectly
secure ORAM at present has O(log® N/ loglog N) overhead [13, 15]. On the other hand, for OPQ,
there are no perfectly secure schemes other than Toft’s work, and unfortunately, his scheme supports
minimal operations and is less efficient than the recent works. It is an important theoretical question
to clarify the boundary between perfect and other security, and the work for a perfectly secure OPQ
is one step in that study direction.

Moreover, regardless of the tradeoffs, we stress that perfect security is worth enough even in
practice. The modifying-key operation of PQ is, for example, used for Dijkstra’s algorithm, and
hence part of the known OPQs [40, 60, 39] realizes a secure computation for graphs. However, these
OPQs have a failure probability that may not be negligible when N is small, so their advantage of
efficiency cannot be maximized with a small graph.

In light of the above, we consider the following question:

Is there a perfectly secure OPQ that supports the modifying-key operation and others, in practical
efficiency (at least asymptotically the same as Toft’s OPQ [63])?

1.1 Contributions of this dissertation

1.1.1 An Optimal 3-Party DORAM

We present an asymptotically optimal and concretely efficient 3-party DORAM in the honest ma-
jority setting. Specifically, our DORAM has the computational overhead of O(log N) and the



Table 1.1: Summary of known 3-party DORAMSs in the honest majority setting together with
our own schemes. Let N be the number of input elements and also treated as the statistical
security parameter, b = Q(log N) be the size of the input element, and A be the computational
security parameter. The first column points to the paper that obtained the DORAM. The second
column states the communication overhead of the proposed construction. The third column states
the computational overhead of the proposed construction. The fourth column states whether the
security guarantee is for passive or active attackers. The fifth column mentions the block size used
in the construction. Lastly, the sixth column states whether the hidden constants are considered
large or small.

’ Ref. ‘ Communication ‘ Computation ‘ Security ‘ Block size ‘ Hidden const.

[54] O(log® N) O(log® N) Passive b Large
[49, 23] O(log N) O(log N) Passive A+ Large
(64, 23] O(log N) O(log N) Passive | b+ Q(log” N) Large
[9] O(VN) O(VN) Passive b Small

26| O(log N) O(log” N) Passive A+Db Small

[24] O(log N) O(log N) Active | w((A+b)logN) Small
Our O(log N) O(log N) Passive A+b Small
Our O(log N) O(log N) Active | w((A+b)logN) Small

hidden constant is rather small. Our DORAM requires at most 4log N oblivious pseudorandom
function (OPRF) calls per query (amortized). This is significantly more efficient than the known
optimal DORAM of Lu and Ostrovsky [49, 23] that requires at least 100log N calls per query, and
is about 2 times greater than that of the DORAM of Falk et al. [26] but the DORAM of Falk et al.
requires O(log® N) computational cost in addition to the communication cost (see Appendix Afor
more detailed comparisons). This protocol is secure against passive (honest-but-curious) attackers.

A distributed oblivious permutation: Our main technical novelty is a new (concretely
efficient and asymptotically optimal) 3-party oblivious permutation protocol. Our protocol can
apply any permutation to the data with communication of 4nb+2n[logn| bits and 12nb+2n[logn]
local computation steps where n is the number of data elements to be shuffled and b is the bit-length
of each data element. We also construct a procedure to invert that permutation. This procedure
requires 8nb + 2n[logn| bits of communication and 19nb + 2n[logn] steps of local computation.

A distributed oblivious hash table: Our DORAM construction is modular and, at a high
level, is reminiscent of the hierarchical ORAM technique of Goldreich and Ostrovsky [31]. Recall
that [31)’s hierarchical method basically reduces the problem of maintaining a memory to the
problem of building a static hash table (supporting only lookups after an initial build). To this
end, we implement a concretely efficient distributed oblivious hashing scheme. This is the first
concretely efficient and asymptotically optimal distributed oblivious hash table construction. To
store n data blocks of size b bits into a distributed hash table, each party needs to perform at
most O(n - (A + b + [logn])) local CPU computation steps, and our lookup protocol requires
O(A+b) + O(o - b) local CPU computation steps, where the first term is for a lookup in a main
table and the second for a linear scan of a o-size stash. The storage size of the hash table is
O(nb). We obtain our distributed oblivious hash table by first randomly permuting the data to be
hashed (using the above-mentioned permutation protocol) and then simply invoking an off-the-shelf
(non-oblivious) distributed hashing technique.

As a starting point of our study of ODS, we are motivated in the question of whether; Is there
a perfectly secure OPQ that supports the modifying-key operation and others, in practical efficiency



Table 1.2: A comparison table for the known OPQs and ours. N denotes the capacity of OPQs.

’ Ref. H Total work ‘ Operations Op. hiding Security ‘
[63] O(log® N) Insert, ExtractMin X Perfect
[65] O(log® N) Insert, ExtractMin v Statistical
[40] O(log” N) Insert, ExtractMin, ModKey v Statistical
[60] O(log N) Insert, ExtractMin, Delete, ModKey 4 Statistical
[39] O(log N) Insert, ExtractMin, Delete, ModKey 4 Computational

] Ours H O(log? N) \ Insert, ExtractMin, Delete, ModKey \ v \ Perfect

(at least asymptotically the same as Toft’s OPQ [63])?

Active security: We extend our passively secure schemes from above to be actively secure,
without hurting efficiency, except that we rely on somewhat larger blocks. Specifically, we get a
3-party DORAM with O(log N) computational overhead and block size w((A+b)log N). As far as
we know, this is the first result of achieving active security for DORAM with practical efficiency
guarantees. We do not know how to achieve similar concrete efficiency guarantees with logarithmic
size blocks and we leave it as an exciting open problem.

1.1.2 A Perfectly Secure Oblivious Priority Queue

We show a novel perfectly secure OPQ that has the same functionalities as the recent schemes.
Le., our scheme supports inserting, extracting, deleting, and modifying an element” while hiding
the operation in progress, and also it never impairs the correctness and also never leaks its access
patterns. Similar to the known perfectly secure OPQ [63], our OPQ requires (amortized) O(log® N)
total work per operation. We show a comparison for the known OPQs and ours in Table 1.2.

1.2 Related Works

Standard ORAM. The first ORAM, i.e., in the client-server model, was introduced by Goldreich
and Ostrovsky [30, 53, 31]. Their best scheme had poly-logarithmic overhead in the memory size.
They also proved a lower bound for a restricted class of schemes saying that logarithmic overhead
is necessary [8]. Larsen and Nielsen [45] (see also [38, 42]) showed that logarithmic overhead is
inherent for all schemes as long as they support “online” accesses.

There have been significant efforts to improve the overhead of ORAMs, both asymptotically
and concretely [32, 61, 43, 62, 64, 12, 56, 4, 6]. A few years ago, Asharov et al. [4] (building on
Patel et al. [56]) got an asymptotically optimal ORAM with logarithmic overhead. The constants
underlying their scheme are enormous (due to the use of certain expander graphs; see also [22])
which makes it far from being practically useful. The best ORAM for practical purposes is still
based on Path ORAM [62], a technique that suffers from log? N overhead in the memory size.
Multi-server ORAM. Another model that received significant attention is the multi-server
ORAM setting. Here, there are multiple servers and a single client. The client can communicate
with each server but the servers cannot communicate amongst themselves. As in the client-server
setting of ORAM, the client has a small trusted memory. The adversarial model is that only some
fraction of the servers are corrupted, making it possible for more efficient solutions than in the

"The scheme of [60] supports finding the top-priority, increasing and decreasing a key as well as inserting and
deleting. We note that finding operation can be realized by extract-then-insert, and increasing and decreasing can be
realized the general modifying operation.



standard single-server ORAM setting. This model was first introduced by Lu and Ostrovsky [49]
who proposed a two-server ORAM with logarithmic communication overhead. By now, we have
schemes with the same asymptotic overhead in the single-server setting [4]. Assuming larger block
size, Kushilevitz and Mour [44] achieved a multi-server ORAM with sub-logarithmic communi-
cation from the client but poly-logarithmic work by the servers. Hoang et al. [34] proposed a
multi-server ORAM with constant client-server communication overhead using secret sharing and
MPC techniques. Lower bounds for this setting were proven by Larsen et al. [46], arguing that (up
to constants) the multi-server setting is (asymptotically) as hard as the single server setting.
Actively secure ORAM. Since Ren et al. [58] introduced an actively secure ORAM in the
standard model, various actively secure ORAMs have been proposed. Devadas et al. [21] proposed a
generic construction of ORAMs that guarantees the correctness of metadata in the standard model.
Also, Blass et al. [7] and Maffei et al. [50] proposed standard ORAMs (with multiple clients) that
force the dishonest server or clients to behave correctly. Hoang et al. [33] construct a maliciously
secure multi-server ORAM that detects servers that deviate from the protocol. Concurrently to
this work, Falk et al. [24] proposed an actively secure DORAM with the same asymptotic cost as
our construction.

Oblivious Priority Queue. The first OPQ was introduced by Toft [63]. That supports insertion
and extraction of elements with O(log2 N) total work per query and achieves perfect security but
leaks which operation is in progress. Subsequently, Wang et al. [65] and Keller and Scholl [40]
each constructed an OPQ with the same communication cost as Toft’s OP(Q, but which can hide
the running operations. Moreover, the scheme of Keller and Scholl also supports modifying a key.
However, these two OP Qs are statistically secure, i.e., they impair the correctness of their structures
or leak their access patterns stochastically (but in negligible probability). Jafargholi et al. [39]
achieved an OPQ of the optimal O(log N) work per operation that supports all four operations
described above while hiding the operations, depending on computationally secure hash functions.
Shi [60] achieves an optimal statistically secure OPQ with the similar property as Jafargholi et al.,
but not relying on the existence of hash functions.

1.3 Organization

We give the preliminaries used throughout this thesis in Chapter 2. In Chapter 3, we describe our
passively secure oblivious permutation and oblivious hashing protocols. We combine them to get
our passively secure DORAM in Chapter 4. The actively secure extension is described in Chapter 5.
Lastly, in Chapter 6.3, we show our perfectly secure oblivious priority queue.



Chapter 2

Preliminaries

In this chapter, we introduce notations, definitions, and building blocks that are used throughout
this dissertation. For an integer n € N, we denote by [n] the set {0,...,n—1}. By || we denote the
operation of string concatenation.

2.1 Pseudorandom Functions

Throughout this work, the computational security parameter is denoted A, and it is given as input
to algorithms in unary (i.e., as 1*). For the statistical security parameter, we use the input size N.
A function negl: N — R™ is negligible if for every constant ¢ > 0 there exists an integer N, such that
negl(A) < A7¢ for all A > N.. Two sequences of random variables X = {X)} ey and YV = {Y) }aen
are computationally indistinguishable if for any probabilistic polynomial-time algorithm A, there
exists a negligible function negl(-) such that [Pr[A(1*, X)) = 1] — Pr[A(1},Y)) = 1]| < negl(}) for
all A € N. We say that X =Y for such two sequences if they define identical random variables for
every A € N.

Definition 1 (Pseudorandom functions (PRFs)). Let F be an efficiently computable function family
indezed by keys sk € {0,1}*, where each Fg takes as input a value x € {0,1}*N and outputs a
value y € {0, l}m()‘). A function family F is a secure pseudorandom function (PRF) if for every
(non-uniform) probabilistic polynomial-time algorithm A, there is a negligible function negl(-) such
that

Pr [AFSM')(P): 1] ~ Pr [A“<'>(1A)= 1]' < negl(M\),

sk«s{0,1}* us=sUx
for all X € N, where Uy, is the set of all functions mapping {0,1}" to {0,130,

It is known that one-way functions are existentially equivalent to PRFs for any polynomials n(-)
and m(-) [35, 51]. Our construction will employ PRFs in several places and we present each part
modularly with its own PRF, but note that the whole DORAM construction can be implemented
with a single PRF from which we can implicitly derive all other PRFs.

2.2 Secret Sharing Schemes

A (threshold) secret sharing scheme (SSS) is a technique for “splitting” a secret between a collection
of m parties such that a set of parties of some predefined cardinality, say t +1 for 1 <t < m — 1,
can reconstruct the secret while smaller sets cannot. A “piece” that is held by a party is called a



share. We refer to such a scheme as (t,m)-SSS. Shamir’s scheme [59] or the so-called replicated
secret sharing scheme [37] are well-known implementations of such schemes.

To share and reconstruct a secret, we introduce three functionalities as follows. We use the
notations [-]; to represent the share of party i € [m].

e Fsuare receives a secret s and distributes the shares among the parties; share [s]; is sent to
party 1.

e FRrevear receives shares [s]; from at least ¢ + 1 parties, recovers the secret s, and sends it to
all parties.

) ]—"gEVEAL behaves the same as Frgvear €xcept that it sends the recovered secret s only to
parties € P.

Also, we use the notations (-);cf,1} to represent the shares in a (1,2)-additive SSS, ie., a =
(a)p + (a); for any secret a. Under Shamir’s SSS [59] or the replicated SSS [37], any two parties
P, Pi11 mod 3 can convert their shares [s];, [$]i+1 mod 3 to (s)o, (s)1 by performing local computation.

We extend the notation to sharing arrays. For an array A of length X, we denote its x-th element
by A[z]. When secret sharing such an array, we denote its sharing by [A] := ([ao], ..., [ax—-1])
and (A) = ((ao), ..., (ax—1)), where a, = A[z].

For concreteness and clarity of this work, we assume that all shares [s] are of the (1, 3)-replicated
SSS on the extension field Zye as [3, 18], i.e., for any s = Zf;ol 5;2%; s; € Zo, its share is of the form
[s] = Zf:(l) [s:]2¢. In this setup, all shares have the following properties.

Linear homomorphism: The replicated SSS [37], by definition, supports share-to-share ad-
dition by performing only local operations on each party’s shares. That is, for any a,b,c € Zy,
without any interaction, the parties can compute

[a] + [b] = [a + b] and ¢ x [a] = [ca].

We extend the above notation and operations to arrays of secrets. For any arrays [A] =
([ao], - - -, [ax-1]) and [B] = ([bo],- - ., [bx—-1]) where a;,b; € Zs:, we denote entry-wise addition
as [A] + [B] := ([ao] + [bo],- -, [ax—1] + [bx—-1]) and entry-wise multiplication by a scalar as
e x [A] := (¢ x [ao], ..., ¢ x [ax—1])-

Bit-decomposition: Since all shares are of the form [s] = Zf;é [s:]2¢ where each [s;] is
a share of the replicated SSS on Zs, parties can perform the bit-decomposition operation [s] —
([se=1], - - - [so]) by their local conversion.

2.3 Distributed Oblivious RAM

A RAM consists of a memory of N cells and each cell is of size w bits and it allows for “clients”
to perform read and write operations of the form (op, addr,d), where op € {read, write}, addr € [N]
and d € {0,1}* U{L}. If op = read, then d = L and the returned value is the content of the
block located in logical address addr in the memory. If op = write, then the memory data in logical
address addr is updated to d. We can think of this as an ideal (reactive) functionality Fram that
supports the following operation:
FRAM :
e v < ACCESS(op,addr,d): The input is an operation op € {read, write}, a key addr € [N], and
a value d € {0,1}* U{L}. An internal size N array X, initialized to all Os, is maintained.
The procedure does:

1. If op = read, then set d* = X[addr]|.



2. If op = write, then set X[addr] = d and d* =d.
3. Output d*.

2.3.1 Distributed oblivious simulation

Our goal is to simulate a RAM correctly while guaranteeing the standard security notion of secure
multi-party computation. Towards this goal, we have m servers that can communicate between
themselves over a fully connected network in synchronous rounds of communication. Each server
can further perform arbitrary local computation between rounds. We model each server machine
as a RAM. The view of each machine includes the contents of its own memory and the contents of
the incoming messages, where the latter include addresses of memory cells to access. Such a secure
system is called Distributed Oblivious RAM (DORAM). The security guarantee stipulates that the
view of a colluding subset of dishonest servers cannot learn anything about the computation being
performed, except what is absolutely necessary (e.g., the length of the computation). We shall
consider a passive (semi-honest) or active (malicious) adversary who controls up to ¢ < m servers.

We shall define distributed oblivious simulation with respect to an arbitrary (possibly reactive
or stateful) functionality. The definition for the RAM functionality will be implied as a special case.
For concreteness, it is convenient (though not necessary) to imagine that the input and RAM state
are secret-shared between the servers, that is, each party holds one out of m shares of the RAM,
and operations from a client are also written to each server in a secret shared fashion. We follow
the real-ideal paradigm by defining two “worlds” and requiring that they are indistinguishable
(following, e.g., Canetti [10]).

Definition 2 (View). The view of party i consists of its auxiliary input and randomness followed
by the honest input and all the messages sent and received by the party during the computation.
Since we model parties as RAMs, the incoming and outgoing messages contain physical memory
locations.

In what follows, we suppress mentioning the auxiliary information to simplify notation and
presentation. All of the definitions and results readily extend to the setting where auxiliary input
is present.

2.3.2 Non-reactive functionalities

Let F be a non-reactive functionality. Let II be a distributed protocol implementing F, C' C [m] be
the set of <t corrupted servers, and Sim be a PPT simulator. Denote C' = [m] \ C. We introduce
the following experiments to define active (malicious) security and remark the necessary changes
for passive (semi-honest) security.

e Reall] o 4(A {%i}icpm)) : Run the protocol with security parameter A, where honest parties
(ones not in C') run the protocol II honestly with their private input ) = z;, whereas corrupt
parties (ones in C') get the corresponding x;’s but can deviate from the prescribed protocol
arbitrarily, according to A’s strategy. Let V; be the view of server i € C throughout the
execution and let y; be the output of some honest party i € C. Output ({V;}ico, {yi}icc)-

In the passive (semi-honest) setting, the experiment is the same except that corrupt parties

use z; = x; and they follow the specification of the protocol (i.e., A is passive).

o Ideals g, o a(A, {Ti}igim)) © First, the adversary sees the inputs of corrupted parties {z;}iec
and outputs {z]};cc that may depend on them. Denote z} = x; for each i € C. Then, we



invoke the functionality y1,...,ym < F(z7,...,z}),). Finally, the simulator is executed and
the following pair is outputted (Sim*(X, C, {xFYiee) {yitica)-

In the passive (semi-honest) setting, the experiment is the same except that the adversary is
passive and uses z] = x;.

A distributed protocol obliviously simulates a functionality F against active (resp. passive)
adversaries if the corrupted servers in the real world have views that are indistinguishable from
their views in the ideal world.

Definition 3 (Distributed oblivious simulation of non-reactive functionalities). An m-server pro-
tocol TI (t, m)-obliviously simulates F if for any attacker there exists a PPT simulator Sim such
that, for every subset of t passive/active corrupt parties C, any non-uniform PPT adversary A,
and all inputs o, . .., Tm—1, the distributions Realyf o (A, {Zi}iepm)) and ldeal’s gi, o 4N {Ti}igim))
are computationally indistinguishable.

2.3.3 Reactive functionalities

A reactive functionality is one that can be repeatedly invoked and it may keep an internal secret
state between invocations (a RAM is, in particular, a reactive functionality). The adversary A
chooses the next operation (op,{Zi}icm)) adaptively in each stage. In the real execution, the
corrupt parties may deviate arbitrarily from the prescribed protocol and the goal is to ensure that
they do not learn anything beyond what is absolutely necessary. That is, we execute the protocol
in the presence of the malicious adversary. In the ideal execution, the adversary obtains inputs
{z;}icc and may choose new inputs {z}}icc. The new inputs are fed (together with the inputs
of the honest parties) into the functionality F which outputs an output {y;},cs. At this point,
using the output of malicious parties, a simulator must simulate the view of the malicious parties,
including their internal state and the obtained messages (and access pattern) from other servers.
The adversary can then choose the next command, as well as the next input, in an adaptive manner,
based on everything it has seen so far.

Definition 4 (Distributed oblivious simulation of a reactive functionality). We say that a state-
ful protocol 11 is a (t,m)-distributed oblivious implementation of the reactive functionality F if
there exists a stateful PPT simulator Sim, such that for any non-uniform PPT (stateful) adver-
sary A, the view of the adversary A in the following two experiments Realy,c.a(\{Zi}icpm)) and
Ideal 7 sim,c, A (A, {Zi }icpm)) i computationally indistinguishable:

Ideal i )‘7 ificlm)) -
Realnqu()\, {xl}ze[m}) €alrs m,C,A( {ZL’ } [ ]))\
Let (op, {wi}iepm)) A (1%). ﬁet (op}L{lﬂfz‘}ie[m])Le A (17%).
Loop while op # L: oop while op # L :

Let x} = i h i€ [m].
Let z} = (op, z;) for each i € [m]. et z; = (op,x;) for each i € [m]
{‘/’i}i607 {y'L}ZEé —

Ay R nr "
{Vitiec, {yitice < Realfy o 4 ()‘a {%}ze[m})- |dea|nfr’5im7aA()\7 {x;}ie[m])'

(op, {wi}iepm) < A (1% {Vikieo: {yidiec)- (0P, {ziicpm)) + A (1M {Vikieo, {vitice)-

2.4 Oblivious Priority Queue

A priority queue (PQ) is a data structure that allows to set a priority to each data and to extract
the data in ascending order of the priorities. We assume an ideal (reactive) functionality Fpq that
supports the following opertion:
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Fpq, holding a set Q as its state.
o ref «<— Fpq(Insert, k,v): Receiving an Insert request with inputs key &k and value v, Fpq returns
a reference ref that uniquely corresponds to (k,v) and records it as Q < Q U {(k, v, ref)}.
o (kmin, Umin) < FpQ(ExtractMin): Fpq removes (kmin, Umin, r€fmin) € Q of the minimum key
from Q and returns (kmin,Vmin). If there exists two or more tuples of the minimum &k,
according to FIFO, Fpq outputs one inserted at first of them.

o Fpq(Delete, ref): Fpq removes (k, v, ref) from Q and returns it. If there are no tuples corre-
sponding to ref, (k,v) is set as (L, L).

e Fpq(ModKey, K/, ref): Fpq removes (k,v, ref) from Q and sets Q + QU {(k’, v, ref)}. If there
are no tuples corresponding to ref, (k,v) is set as (L, 1).

Note that, similar to Shi [60], we define above to suit for the standard interface of a priority
queue, i.e., we assume that, to call Delete and ModKey, the reference ref is required as input to
handle the item being deleted or modified. We in addition assume that the reference ref is simply
the time, e.g., the number of operations requested so far, at which the element was inserted.

2.5 Oblivious One-Time Memory

An Oblivious One-Time Memory (OTM), originally proposed by Chan et al. [13, 15] as a building
block of their perfectly secure ORAM, is an ODS that completely hides access patterns up to one
access for each block. We assume an ideal functionality of OTM, FoT1m, as below.
Form:
e U «+ BuiLD(I): Receiving a set I containing N elements d;;i = 1,..., N, it returns a list U
containing NN positions pos; uniquely corresponding to each d;. In addition, Fotm stores all
N pairs (d;, pos;) and states P in its memory.

e d + LOOKUP(pos): The input pos is either real (€ U) or dummy (=L). If pos is real, the
output d is a real element s.t. Fotm holds a pair (d, pos), otherwise d is dummy. When
pos € P, Form halts without any output. Otherwise, it updates P «— P U {pos} then returns
d.

e I+ EXTRACT(): FoTm returns a set I that contains all real d; s.t. (d;, pos;) is in its memory
and pos; ¢ P. This I is padded with dummy elements and has a size N.

Slightly different from the definition described in [13, 15], in the above functionality definition, we
omit a key k; originally assigned to each element d; (and also to each position pos;) since it is
enough for our OPQ where the key k; cannot uniquely identify an exact element d;. We in our
scheme need to refer an element only by its position (treated as part of its reference), not by its
key.

A perfectly secure oblivious simulation of Fotm can be obtained by slightly modifying the
general OTM construction [13, 15]. More specifically, the algorithm is obtained by eliminating k;
from U and by specifying the parameters so that it holds up to IV elements, accept up to N lookup
requests, and no parallel query is allowed. Here we briefly describe its construction focusing on the
features used in our scheme.

OTM:

e U < BuiLD(I): Receiving the input set I = (dy,...,dy), the algorithm selects an injection
f:A{L,...,N} = {1,...,2N} uniform randomly and returns a list U = (posy,...,posy) s.t.
pos; = f(i). In OTM, a table T of size 2N is maintained, in which all d; is in T[pos;] and all
other elements are dummy d .
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e d < LOOKUP(pos): The input pos is real (€ U) or dummy (=.L). If pos is real, the algorithm
fetches d = Tpos|, and update T as T[pos| <— d;. If pos =L, it fetches T[pos,] = d, and
returns d = d; . For obliviousness, the position pos, is chosen to be unique over the lifetime
of OTM!. In our scheme, since we need to know which position pos’ (€ {pos, pos, }) has been
actually accessed, we include this pos’ in the output of OTM.LOOKUP hereafter.

o I+ EXTRACT(): The output is a set I that contains all real elements remaining in T and
dummies, to be a size N.

Fact 5. The above OTM = (BUILD, LOOKUP, EXTRACT) satisfies that: there exists a stateful simu-
lator SimoTm s.t. for any query sequence (I,q1, ..., qm), the simulation sequence (SimOTM(BUILD, N),
Simorm(LooKuP, N), ..., Simorm(LOOKUP, N), Simorm(EXTRACT, N)) 18 identical to the real ac-
cess pattern (OTM.BUILD(I), OTM.LOOKUP(pos,, ), . .., OTM.LoOKUP(pos, ), OTM.EXTRACT())
if N = 1] and

e m <N,

e gic{l,...,N, L} (where we assume pos, =1) for all i < m, and

® q; #qj foralli,j <m and q;,q; #1L.
Moreover, for any input set I of size N, the total work of OTM.BUILD and OTM.EXTRACT are
O(Nlog N), and that of OTM.LOOKUP is O(1).

2.6 Secure Computation Building Blocks

Our schemes rely on various existing building blocks from the secure computation literature. To
encapsulate these building blocks, we assume the existence of an Arithmetic Black Box (ABB) func-
tionality, Fapp, which is a (reactive) multi-party functionality. Fapp should consist of functions
MuLt, RND, RESHARE, EQ, IFELSE, BITEXT, TRUNC, and PRF, each listed below.

To simplify the notation, we denote “calling a function p of Fapp” as “calling F,,”, e.g., “parties
call Fyunr ” represents that the parties invoke Fapp to call its function MULT with their inputs.

Assuming that all secrets are in Zys, all implementations we introduce below consume O(b)-bit
communication and O(b) local CPU computation steps except OPRFs that consume O(\ + b)-bits
and steps.

Multiplication: Let Fyyur be a secure multiplication functionality that receives [a] and [b]
and returns [ab]. For the (1, 3)-replicated SSS on the extension field Zy¢, we can use the implemen-
tation of Araki et al. [3] or Chida et al. [18]. For ease of notation, we occasionally denote Fyypr as
[a] x [0]-

Generating random shares: Let FRryp be a functionality that requires no inputs but returns
a share [r] of a secret random value 7. In the (1,3)-replicated SSS, since the form of shares is
[a]i mod 3 = (ai,ait1); a = ap + a1 + a2, Frap is simply implemented in information-theoretical
security as that: Each party P; locally generate a random r;, send it to P;—1 and set [r]; as (4, 7i41)-
It is also known that, trading off the information-theoretical security, a pseudorandom r can be
shared without any communication except a pre-computation. This is called Pseudorandom Secret
Sharing (PRSS) [19].

Resharing: Let Frpguare be a functionality that receives (a)p and (a);, and returns [a]. It
can be simply implemented as that the parties P;, and P;,, who have (a)o and (a); respectively,
secret-shares their shares as [(a);] for all parties and then they observe [a] = [{(a)o + (a)1]. Under
the use of PRSS, the slightly efficient implementation is known [17].

n practice, as same as [13, 15], this one-time dummy lookup is realized by a linked list of dummy positions
provided in BUILD. To simplify our algorithm descriptions, we omit these details here.
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Equality test: Let Fpo be a functionality that receives [a] and [b] then return [c] where
c € {0,1} is equal to (a =7 b). Though there are numerous implementations of these functionalities,
for concreteness, we expect to use the one of Catrina and de Hoogh [11].

Selection: Let FippLse be a functionality that receives [c], [t] and [f] such that ¢ € {0,1}, and
returns [t] if ¢ = 1, or [f] otherwise. Observe that Fieriss is equal to f + c(t — f).

Bit operations: Let Fgirexr, FTrunc, and Fr_smer €ach be a functionality that receives shares
[a], whose bit-representation is a = ay...a;, and an integer i; 1 < ¢ < ¢, then returns the following
output:

o Foimexr([a], ) — [a;] s.t. ai(€ {0,1}) is the i-th least significant bit of a.
o Frrone([a],i) — [@] st. @’ = aq...a;1q || O
o Frsurr([a],i) — [@] st. ' =0° || ag...ai1.

Using the local bit-decomposition described in Section 2.2, Fpirexr can be implemented straight-
forwardly as follows: For [a] = Zf;é [a;]2¢, parties extract the target bit [a;], generate [0] =
Zf;é [0]2¢, and compute [[6]] + ([ai]2°). Frrone and Fr_smer can be realized in a similar manner.

Oblivious PRF (OPRF): Let Fpgy be a functionality that receives shares [sk] and [z] from
all parties and sends them [y] where y is given by a PRF Fg(z). A combination of known oblivious
block ciphers [2, 18, 20, 47] and FR_suer implements Fpgg.
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Chapter 3

Efficient Passively Secure Distributed
Oblivious Hashing

In this chapter, we propose a simple (1, 3)-distributed oblivious hashing scheme that is inspired
by Lu et al. [49]. Since Lu’s DORAM requires too many (at least 100log N) OPRF calls for
distributed blocks, the practical computation cost becomes expensive even if the asymptotic over-
head is down to O(log N). To reduce the practical computation complexity without increasing the
asymptotic overhead, we construct a concretely efficient distributed oblivious hashing from a simple
new permutation protocol for 3-party computation.

We present two different oblivious distributed hash table constructions. One hash table will be
very efficient but will only work (i.e., be secure) if n € Q(log? N). The other construction is much
simpler and will work for smaller tables, which is a standard technique from prior works (e.g. [32]).
At a very high level, both hash table constructions work as follows (assuming a permutation pro-
tocol):

1. Starting with (1,3)-shares of input blocks, the parties securely compute (pseudorandom)
addresses for the blocks to be placed.

2. The parties divide their roles into one permuter and two storages, and then only the permuter
reveals the addresses of the blocks.

3. The permuter computes a permutation for the blocks, which is a sorting permutation depend-
ing on the addresses.

4. The parties obliviously apply the permutation (that is secret for the storages) and the storages
receive the (1,2)-shares of the permuted blocks.

5. Now, the permuted blocks can take the form of some hash table (if the permutation is valid),
and only the storages can access the table.

(a) If the input array is long enough (say Q(log? N)) we can directly apply a distributed
version of Cuckoo hashing. This results with linear time build and constant time lookup.

(b) Otherwise, if the input array is too short (say O(log? N)), we use a much simpler and
standard hash table construction (also used by [32, 49] in a similar context). Set ¢ =
3log N/loglog N. We split the input into N/¢ bins each of size ¢ by sending element
with key k& to bin PRF(k). Overflowing elements are routed to a o-size stash (we will
use 0 = log V). Lookup then costs O(¢ + o). Looking forward, we will use this hash

14



table construction for arrays of size log N, 2log N,4log N, ... ,log? N and combine all of
their stashes. Since there are O(loglog N) such tables and the lookup cost in each one
is O(log N/loglog N), the total cost will be O(log N + o), as we want.

3.1 Reactive Functionality Fut

A (static) hash table is a data structure supporting three operations BUILD, LOOKUP, and EXTRACT,
that realizes the following reactive functionality. The BUILD procedure creates an in-memory data
structure from an input array I containing real and dummy elements where each element is a (key,
value) pair. Dummy elements have their key be L. It is assumed that all real elements in I have
distinct keys. The LOOKUP procedure allows a requestor to look up the value of a key. A 1 symbol
is returned if the key is not found or if L is the requested key. We say a (key, value) pair is visited
if the key was searched for and found before. Finally, EXTRACT is the destructor and it returns a
list containing unvisited elements padded with dummies to the same length as the input array I.
The description of this functionality, denoted FyT, is described next:

FHT !
e BuiLD(I): The input is an array I = (aq,...,a,) containing n elements, where each a; is

either dummy or a (key, value) pair denoted a; = (k;, v;). It is assumed that keys and values
fit into O(1) memory words and that all real keys are distinct. The procedure does:

1. Initialize the state H = (I, P) where P = 0.
e Lookup(k): The input is a key k (that might be L, i.e., dummy). The procedure does:
If kK € P (i.e., k is a recurring lookup), then halt and return L.
Ifk=_1lork¢lI, set v = 1.
Otherwise, set v* = v, where v is the value corresponding to k(€ I).
Update P = P U {k}.
Output v*.

ANl o o

e EXTRACT(): The procedure does:
1. Define I' = {d},...,a},} such that: For i € [n], set a = a; if a; = (k,v) and k ¢ P.
Otherwise, set a = L.

2. Output I'.

3.2 Distributed Oblivious Permutation

As a building block for our distributed oblivious hash table, we first construct an efficient 3-party
secure permutation protocol. The precise functionality that we implement is described below. This
section is devoted to the implementation of these functionalities via a 3-party protocol where at
most one may be corrupted.
FPery
1. Receive a permutation 7 from the permuter P, and receive (1, 3)-shares of an array [I] from
all parties.

2. Obtain I, compute 7 - I, and choose a random string R of the same size as I.
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3. Send (I')p = R to the first storage Sp and (I'); = 7 - I — R to the second S;.

FUnperu ¢

1. Receive a permutation 7 from the permuter P and 2-out-of-2 shares of an array (I)o, (I); from
the storages Sp, S1.

2. Reconstruct I and compute 7! - 1.

3. Return [I'] <= Fsuare(m~! - I) for all parties.

Lemma 6 (Realization of Fpggry). There is a (1,3)-distributed oblivious implementation, described
as Algorithm 1, of Fpgru in the presence of a passive adversary that controls one party. The protocol
consumes 4nb—+2n[logn| bits of communication and 12nb—+2n[logn| local CPU computation steps
where n is the number of blocks in the input array and b is the bit-length of each block. It also
consumes 2 communication rounds.

Lemma 7 (Realization of Fyxperu). There is a distributed 3-party protocol, described as Algo-
rithm 2, that securely realizes Funperm 0 the presence of a passive adversary that controls one
party and in the Frusuars-hybrid model. By composition and using the implementation of FResuare
described in Section 2.6, the protocol consumes 8nb + 2n[logn]| bits of communication cost and
19nb + 2n[logn] local CPU computation steps where n is the number of blocks in the input array
and b is the bit-length of each block. It also consumes 8 communication rounds.

Algorithm 1 (-, (I')o, (I')1) < Hpgrm((7, [T]o), [T]1, [T]2)

Notation: P is the “permuter” and Sy, S1 are two “storages.”

Require: P has a permutation 7 and each party has shares of an array [I].

Ensure: I' =7 - L

P and Sy convert their (1, 3)-shares [I]o, [I]; to (1,2)-shares (I)q, (I)1, respectively.

P chooses random strings U, V of the same size as (I)g, and random permutations g, m1 s.t. m omy = 7.
P sends my, U,V to Sy and 7r1,io =7 (I)o—m - U=V to 5.

Sy sends I, := 7 - (I)y + U to 5.

So outputs (I')g := V, and S; outputs (I'); := To+m -1y

Algorithm 2 HI,ﬂo, [[I/]]l, [[I/]]Q — HUNPERM(W, <I>0, <I>1)

Notation: P is the “permuter” and Sy, S1 are two “storages.”

Require: P has a permutation 7 and Sp, S1 have a shares (I)g, (I);, respectively.
Ensure: I' = 77! . 1.

Sy chooses a random strings U, V of the same size as (I)o.

P chooses random permutations my, 7 s.t. m oy = 7.

S sends U to P and V to Sp. P sends g to Sy and 71 to S;.

So sends Iy := (I)g + V to P. Sy sends I := 7y - ((I); — V) — U to Sp.

P computes (I')g := 71 - Iy + 7yt U, and Sy computes (I'); := 75" 1.
Parties call Fruspars to convert (I')g, (I')1 to [T']o, [T']1, [T]2-

Proof of Lemma 6. The output of Sy is V and the output of S is
Ip+m-I; :7T'<I>0—7T1'U—V+7T107T0-<I>1+7T1'U
=7-1-V.
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Together, they form a (1,2)-share of 7 - I, as needed for correctness. The claimed efficiency follows
by direct inspection. The strings U and V are each nb bits long, similarly to Iy and Iy. The
bit-length of my and 7 is n[logn], each.

For security, observe that the permuter P never receives any message and does not have any
output, and therefore it is trivial to simulate its view. Similarly, the first storage server Sy only gets
one message U, V, 7y (from P), all of which are uniformly random and independent of the inputs
of all parties. The output of Sy contains V and so overall it is immediate to simulate its view. The
only case remaining is when Sj is corrupted. Its view in the protocol consists of 71, Ip,I1 which
can be simulated by 3 uniformly random strings of appropriate length. Indeed, Iy is masked by V
and then I is masked by U, all of which are not known to 5. L]

Proof of Lemma 7. Since we are in the Fgrgsuare-hybrid model, for correctness we need to show
that (I')o + (I'); = 7! - I. Indeed,
Mo+ (M= (Mo+V)+m" - Utny'-(my" - (D)1~ V) - U)
=7 .1

The claimed efficiency follows by direct inspection. The strings U and V are each nb bits long,
similarly to Ty and Iy. The bit-length of my and 7 is n[logn], each.

For security, if S is corrupted, we can easily simulate its view as it does not receive any message
except w1 which is uniformly random and independent of the other inputs. If P is corrupted, then
it again immediately simulates its view since it only receives U and io := (I)g + V throughout
the execution, both of which are uniformly distributed (in P’s view). Lastly, assume that Sy is
corrupted. Its view consists of V, 7 and I, := 71 ((I); — V) — U. Since it does not know U, the
term I; looks completely uniform and therefore the whole view can be simulated by 3 uniformly
random strings of the appropriate length. O

3.3 Distributed Oblivious Hashing for Short Inputs

Equipped with the above permutation protocols, we present a distributed oblivious hash table for
short input. Specifically, the hash table that we give out here works best when n, the input array
size, is O(log? N). Similar hash was employed in [32, 49] in a similar context.

Consider a balls-into-bins hash table T of size 7 with bin size 5 and a stash S of size o. Below,
we construct a distributed hash table (T) and stash [S] from n elements (Algorithm 3), support
lookup in the main table (Algorithm 4) and in the stash (Algorithm 5), and finally deconstruct the
structure (Algorithm 6). We rely on our role-splitting permutation protocols and an OPRFs.

Lemma 8. Assume that the input array consists of n < log? N blocks and each block is b bits.
Also assume that the table size T = n, the bin size f = [3log N/loglog N|, and the stash size
o = [log N|. There exists a distributed 3-party protocol, described as Algorithms 3, 4, 5, and 6,
that securely realizes Fyt in the (.FSHARE,]:gEVEAL,.FABB,prRM,.FUNPERM)-hbed model and in the
presence of a passive adversary that controls one party.

e The BUILD procedure consumes O(n(X+ b+ logn)) local computation steps.

log N
loglog N

e The LOOKUP procedure consumes O((\+b) ) local computation steps.
e The STASHSEARCH procedure consumes O(blog\) local computation steps.

e The EXTRACT procedure consumes O(nb) local computation steps.

Furthermore, all of the above procedures consume O(1) communication rounds.
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Algorithm 3 7, (T)g 1, [S], [s], ctr, P < Ipyuwn([D]o, [D]1, [D]2)

Notation: Let P be the permuter and Sy, S1 be the storages. Let 7 := |T| and o := |S| be the size of
expected hash table and stash (T,S) storing n items, and let n’ = 7 + 0.

Require: Parties have (1,3)-shares of a dataset [D];cf0,1,2; = ([do]s, - -, [dn—1]s)-

Ensure: Sy and S; obtain (1, 2)-shares of a balls-into-bins hash table, (T)o and (T);, respectively. P obtains
a permutation 7, and all parties hold (1, 3)-shares of a stash [S] and a PRF key [s]. Parties also hold a
query counter ctr, and Sp,.S7 hold a set P, as their states.

(Computing pseudorandom addresses for the input data.)

1: Parties call Fryp to generate a random PRF key [s].
2: for all i € [n] do
3: Parties call Fgq to obtain [isDummy,] := [k; =2 L].
4: Parties call Fiprise to simulate: _
If isDummy,; = 1, then [k;] := [L +i]; otherwise [k;] := [ki].
5: Parties call Fpg to obtain virtual addresses [addr;] from ([s], [k:]).

(Building a balls-into-bins hash table via permutation.)
6: Parties call Fgyapi to generate an array [E] consisting of n’ — n dummy blocks.

: Let [D] :=[D] || [E] be a concatenated dataset.

7
8: Parties call fg{i}mL to reveal to P all addr; o, addr; 1 for ¢ € [n].
9: P computes a permutation 7: [n'] — [n/] that indicates the bin-placements of elements. That is, 7 says

where to place D’s elements into T (or S) as indicated by addr;.
10: Parties call Fppry with 7 and [[f)]] to make Sy and S7 obtain (D’)g and (D'}, respectively, where D’ = 7-D.
11: Each S, for i € {0,1} organizes the array <rDV'>Z into a hash table (T); and stash (S);, by separating <,|57>2
into the first 7 and the last o elements.
12: Parties call Fruguare to convert (S)o 1 to [S].
13: Parties set their state ctr = 0, and Sy, S; allocate an empty set P = ().
14: Return 7, (T)o.1, [S], [s], ctr, P

Proof sketch. We sketch complexity and why the construction is secure for completeness because
this hash table has been used many times in the ORAM literature. For instance, in our range of
parameters, it was directly used in [49, Section 3.5 of the full version]. Recall that our input is
already randomly shuffled and so which element goes to which bin is completely hidden from the
adversary. Also the bins are padded to their maximum capacity. (Notice that the permuter knows
the PRF key and so can pad appropriately but never sees lookup queries.) Also, by the analysis
of [49, Section 3.5 of the full version], except with negligible probability in N, a o-size stash suffices
to store all overflowing elements and so the construction is successful. O

3.4 Distributed Oblivious Hashing for Long Inputs

The idea is simple to describe at a high level: given a set of elements we first obliviously permute
them and then we index the permuted set using a non-oblivious efficient hashing scheme. For
the latter, we use Cuckoo hashing [55], a hashing paradigm that resolves collisions in a table by
using two hash functions and two tables, cleverly assigning each element to one of the two tables,
and enabling lookup using only two queries. The standard version of Cuckoo hashing suffers from
inverse polynomial probability of build failure which does not suffice for our application (since we
aim for negligible error). To this end, we use a variant of Cuckoo hashing where items that cannot
be stored in one of the two tables are stored in a (typically small) “stash”. According to Noble [52],
for any number of elements n = w(log N), there exists Cuckoo hashing that has the table of size
7 = (1 + €)n and the stash of size 0 = O(log N) with negligible failure probability. Henceforth, we
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Algorithm 4 [d], [found] < IIcoxur ([£], (T)o.1, [s], ctr, P)

Notation: Let P be the permuter and let Sy, S; be the storages. Let 5 and « be the bin size and number
of bins, respectively, i.e., |T| =7 = S.
Require: [k] is a (1,3)-share of an input key to be searched for. S; have the distributed hash table (T);
and a set P. Parties have (1, 3)-shares of a PRF key [s] and a query counter ctr.
Ensure: d = (k,v),found =1 if T contains (k,v). Otherwise, d = (0,0), found = 0.
(Computing pseudorandom addresses to be fetched.)
1: Parties call Frq to obtain [isDummy] := [k =» L].
2: Parties call Fipgise to simulate: _
If isDummy = 1, then set [k] := [L + ctr]; otherwise [k] := [k].
3: Parties call Fpge to obtain [addr] from ([s], [£]).
4: Parties call FL%%1} 6 recover addr to both Sp and S;. If addr € P, Sy and S; halt. Otherwise, they

REVEAL
update P < P U {addr}.
(Searching for the table T.)
5: for all i € [5] do
6: Parties call Frusuare to convert (T[y - addr +4]) to ([k:], [v:]),
i.e., fetch the i-th element of the addr-th bin.
T: Parties call Fgq to obtain [isQueried;] = [k; =- k].
8: Parties call Fipgrsr and Fyorr to simulate:
If isDummy = 0 and isQueried; = 1,
then found = 1, [d] = ([k:], [vi]), and (T[y - addr + i]) = (ddumm).
9: Parties increment ctr.
10: Return [d], [found]

Algorithm 5 [d], [found] < IIgrasusearcu([k], [S])
Require: [k] is a (1,3)-share of an input key to be searched for, and [S] is an array consisting of o shares
of key-value pairs.
Ensure: d = (k,v),found =1 if S contains (k, v). Otherwise, d = (0, 0), found = 0.
: for all ([ku], [vu])uelo) in [S] do
2: Parties call Frq to obtain [isQueried,] = [k, =2 k].
3: Parties call Fipgrsr and Fyopr to simulate:
If isQueried, = 1, then found = 1, [d] = ([k.], [v.]), and [S[u]] = [d¢“™™].
: Return [d], [found]

—_

W~

specify 7 = 2n and o = [log N for concrete efficiency analysis.
To ease presentation of our implementations, we use the following notations to represent shares
of real/dummy blocks.

e Let [d] = ([£], [v]) be a share of a data block that contains shares of a key k and value v.

e Let [dm™] = ([L],[L]) be a share of a dummy block. We assume that L is a number
greater than any real k.

e Let [D] = ([do],- -, [dn-1]) be a share of a dataset of size n.

Algorithm 7 constructs 2-out-of-2 shares of a Cuckoo hash table, ((T),(S)), from 2-out-of-3
shares of a dataset [D]. In this protocol, the party assigned the role of permuter obtains all
addresses the data should be placed and then computes a permutation m that moves the data to
(one of) the corresponding addresses. Now, parties can efficiently convert D into the table (T,S)
via Fpgru-
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Algorithm 6 [D]o, [D]1, [Dl2 < Hexrracr (7, (T)o,1, [S])

Notation: Let P be the permuter and let Sy, S7 be the storages.

Require: Sy and S have the distributed hash table (T) 1, respectively. P has the permutation 7 and all
parties have the distributed stash [S].

Ensure: A dataset D contains all real elements in T and S. _

Each S; converts [S] to (S); and reorganizes an array (D); as D = T||S.

Parties call Fyyppay with (, (D)o, (D)1) to obtain [[E)v’]]je{o,m} where D’ = 7~ . D.

Let [D]; be the first n elements of [[67]]1

Return [D]y, [D]1, [D]2

Algorithm 7 , (T)o.1, [S], [s0], [s1], ctr, P < Ipuwo([D]o, [D]1, [D]2)

Notation: Let P be the permuter and Sy, S1 be the storages. Let 7 := |T| and o := |S| be the size of
expected hash table and stash (T,S) storing n items, and let n’ = 7 + 0.

Require: Parties have (1,3)-shares of a dataset [D];cf0,1,2; = ([do]s, - -, [dn—1]s)-

Ensure: Sy and S; obtain (1, 2)-shares of Cuckoo hash table, (T)g 1, respectively. P obtains a permutation
7, and all parties hold (1, 3)-shares of a stash [S] and PRF keys [so] and [s;1]. Parties also hold a query
counter ctr, and Sy, S7 hold a set P, as their states.

(Computing pseudorandom addresses for the input data.)

1: Parties call Fryp to generate random PRF keys [so] and [s1].
2: for all i € [n] do
3: Parties call Fgq to obtain [isDummy,] := [k; =2 L].
4: Parties call Fiprise to simulate: _
If isDummy,; = 1, then [k;] := [L +i]; otherwise [k;] := [ki].
5: Parties call Fpge to obtain virtual addresses [addr; o] and [addr; 1]
from ([so], [k:]) and ([s1], [k:]), respectively.

(Building a Cuckoo hash table via permutation.)

6: Parties call Fguare to generate an array [E] consisting of n’ — n dummy blocks.
7: Let [D] := [D ]] || [E] be a concatenated dataset.

8: Parties call ]—' to reveal to P all addr; o, addr; ; for ¢ € [n].

9

RE\ EAL
: P computes a permutation 7: [n'] — [n/] that indicates the bin-placements of Cuckoo hashing. That is,

7 says where to place D’s elements as indicated by either addrl 0 or addrl 1-
10: Parties call Fpgpy with  and [D] to make Sp and 51 obtain (D’)o and (D’>1 respectively, where D’ = r-D.
11: Each S, for i € {0, 1} organizes the array <D’> into a hash table (T); and stash (S);, by separating (D’)
into the first 7 and the last o elements.
12: Parties call Fruguare to convert (S)o 1 to [S].
13: Parties set their state ctr = 0, and Sy, S; allocate an empty set P = ().
14: Return 7, (T)o 1, [S], [so], [s1], ctr, P

Algorithm 8 fetches a queried item from the Cuckoo hash table. The main part of this protocol
is that the parties assigned the role of storage obtain two addresses of the queried item, access T of
the location indicated by them, and select one out of the two items of T. When the parties receive
a dummy query, random locations of T are fetched.

Algorithm 9 is a deconstruction procedure that applies the inverted permutation 7—! to the
hash table. This 7! sorts all real blocks in the hash table into the order in which they were input
to IIgyip. The stash lookup procedure is the same as Algorithms 5 and so we reuse the code and
avoid repetition.

Lemma 9. Assume that the input array consists of n > log? N blocks and each block is b bits.
There exists a distributed 3-party protocol, described as Algorithms 5, 7, 8 and 9, that securely
realizes Fyt in the (FSuars, ]-'EEVEAL, FABB, FPeru, FUnperm ) -hybrid model and in the presence of a
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Algorithm 8 [d], [found] + ITrooxur ([£], (T)o,1, [so], [s1], ctr, P)
Notation: Let P be the permuter and let Sy, S7 be the storages.
Require: [k] is a (1,3)-share of an input key to be searched for. Sp,S; have the distributed hash table
(T)o,1 and a set P. Parties have (1, 3)-shares of PRF keys [so], [s1] and a query counter ctr.

Ensure: d = (k,v),found =1 if T contains (k,v). Otherwise, d = (0, 0), found = 0.
(Computing pseudorandom addresses to be fetched.)

1: Parties call Fgq to obtain [isDummy] := [k =» L].

2: Parties call Fipgrse to simulate: _

If isDummy = 1, then set [k] := [L + ctr]; otherwise [k] := [k].

3: Parties call Fpg: to obtain [addre] and [addr ] from ([so], [k]) and ([s1], [k]), respectively.

4: Parties call ]-"éffgi?} to recover addrg,addr; to both Sy and S;. If (addrg,addr;) € P, Sy and S; halt.
Otherwise, they update P <— P U {(addrg, addr;)}.

(Searching for the table T.)

5: for all 1 = 0,1 do

6: Parties call Frusuare to convert (T[addr;]) to ([&:], [vi])-

7: Parties call Fgq to obtain [isQueried;] = [k; =- k].

8: Parties call Fipgrgr and Fyppr to simulate:

If isDummy = 0 and isQueried; = 1,
then found = 1, [d] = ([k:], [vs]), and (T[addr;]) = (d9umm).
9: Parties increment ctr.
10: Return [d], [found]

Algorithm 9 [D]o, [D]1, [D]2 < Hexrracr (7, (T)o.1, [S])

Notation: Let P be the permuter and let Sy, S7 be the storages.

Require: Sy and S have the distributed hash table (T) 1, respectively. P has the permutation 7 and all
parties have the distributed stash [S].

Ensure: A dataset D contains all real elements in T and S. _

: Each S; converts [S] to (S); and reorganizes an array (D); as D = T||S.

: Parties call Fuxperny with (m, (D)o, (D)1) to obtain [D’]je(0.1,2y Where D’ = 7~ D.

: Let [D]; be the first n elements of [D'];.

: Return [D]o, [D]1, [D]2

=W N =

passive adversary that controls one party.

e The BUILD procedure consumes O(n(A + b+ logn)) local computation steps.
e The LOOKUP procedure consumes O(X 4 b) local computation steps.
e The STASHSEARCH procedure consumes O(blog N) local computation steps.

e The EXTRACT procedure consumes O(nb) local computation steps.

Furthermore, all those procedures consumes O(1) communication rounds.

Proof. The proof of security and correctness is given in Appendix C.1. We focus on the efficiency
analysis below.

Algorithm 7 consists of O(n) calls of Frq, FirELse; FPres FSuare, and FRevear, and an invocation
of  Fprgru- In  Algorithm 8, the parties mneed to call Fyiunr, FRESHARES
FEq, FirBrse, FRevean, and Fprp O(1) times for the table lookup. Algorithm 9 requires Fuyyprry at
once. In addition, all iterative operations in Algorithm 7, 8, and 9 can be performed in parallel.
Lastly, the cost of STASHSEARCH was analyzed in Lemma 8. O
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Chapter 4

Optimal DORAM Against Passive
Adversaries

In this chapter, we give our optimal 3-party DORAM that is secure against a passive adversary
who colludes with one of the three servers.

Our DORAM is on the known hierarchical paradigm, i.e. the data structure is built via a
hierarchy of L := [log N — loglog N distributed hash tables and one top-level array. All levels
i = 1,...,L in the hierarchy are implemented using our distributed oblivious hash table Fyt
from Sections 3.3 and 3.4. The size of the stash in our distributed oblivious hash table is set to
o = [log N]. The top-level array, [S], can store up to ¢ = 20 data blocks. The capacity of level
i € [L] is c2°~1. Each data block may be associated with metadata , that is used to keep track of the
location of an element. Specifically, an “augmented data block” [d;] := ([d;], [Ivi]) consists of the
main data block [d;] = ([ki], [vs]) and additional information [lv;]; lv; € {0,1}*! that indicates
the levels to which [d;] is associated.

The smaller tables of level i = 1 to 2loglog N, i.e., tables that hold up to log? N elements, are
implemented with our hash table for short inputs (Section 3.3). For them, each instance consists of
a single table, split into bins and a stash. Recall that we merge all stashes of all levels together into
one logarithmic-size stash. Lookup goes into one of the bins and scans it. For the tables holding
longer arrays, from i = 2loglog N 4+ 1 to L, the hash table is implemented with our hash table for
long inputs (Section 3.4). Each such hash table consists of two parts: the main table and a stash.
Again, the stashes from all levels are combined into the top-level array, as commonly done (e.g.,
in [49]).

Theorem 10. There is a 3-party protocol, described as Algorithm 10 and 11, that securely realizes
FraM in the (Fapp, FuT)-hybrid model and in the presence of a passive adversary that controls
one party. The construction costs O(log N) amortized computational overhead and O(log N) com-
munication rounds with A + b block size, where b = Q(log N).

Proof. The proof of security is given in Appendix C.2.Correctness is clear from the algorithms since
we are in the Fyt-hybrid model,. Indeed, a lookup is performed through the whole hierarchy and
when an element is found, it is re-inserted into the hierarchy. Hence, we focus on efficiency analysis
next.

Algorthm 10 requires one call of IIgrasusparcs With input size ¢, O(L) calls of Fpirexr, FirELse,
and Fypurr, O(loglog N) calls to of H.LOOKUP of the balls-and-bins-based scheme, calls O(L) calls of

!The metadata associated with each data blocks is used to avoid the stash-resampling attack of [25], same as was
done in [4, 5, 25].
*Note that if p < loglog N, the obtained PRF key is single, [sp].
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Algorithm 10 [d] + access([op], [£], [v'])
Require: The input contains shares of an operation [op]; op € {read, write}, key [k], and value [v'].
Ensure: d = (k,v) if the ORAM holds (k,v), or d = (k,v’) if op = write. Otherwise, d = (L, L).
(Searching for the top-level array.)

1: Parties run Hgpaspsearcn ([£], [S]) for the top-level array [S] to obtain [[E}], [found].
(Searching for hash tables in the hierarchy.)

2: for { =1to L do _

3: Parties call Frirexr to obtain [lve] where Ivy is the ¢-th bit of Iv of d.

4: Parties call Fipgrgr and Fyorr to simulate:

If found = 1 and vy = 0 then [k] := [L], otherwise [k] := [k].
5: Parties call HTi.LOOKUP([[E]]) (only in the main tables, ignoring the stash)
to obtain [d;], [found;] with its state
({(Ti)o, (Ti)1, [si], ctri, P;) when 1 <4 <loglog N, or
((Ti)o, (T; >1, [si, 0]] [sia],ctri, P;) when loglog N < 1.

6:  Set [d] = [d] + [d;] and [found] = [found] + [found].

(Rewriting (if needed) and re-storing the retrieved data.)

7: Parties call Fippisp to simulate: If found = 0 then set [d] = [dd™Y].

8: Parties call Frppsr to simulate: If op = write then set [d] = ([], [v']).

9: Parties set [d] = ([d], [0]) and concatenate it into the end of the top-level array.

10: If the size of the top-level array is ¢, parties run Hggsyurres() to refresh the hierarchy.
11: Return [d]

H.LookuP (without stash) for the Cuckoo-hash based scheme, and an invocation of IlrgsgurrLe, for
¢ =L = O(log N). For any block size b = Q(log N) bits, this procedure requires O((A+b) log N)+C
computational steps where C is the amortized cost of IIrgsyyprLes. Algorithm 11 costs H;.EXTRACT

for alli = 1,...,p, H,.BUILD at once, and O(c2P~!) calls of Fryunc, per 2P~ access. Hence, its
L O(c2?(\+b)) —

amortized cost can be estimated as Crusuurrie = szl T

Concrete Efficiency. As we mentioned in Section 1.1, the overhead claimed above depends on
a small hidden constant. Specifically, our ITpccpss consists of at most 4log N (amortized) calls of
Fpre per access, which is 25 times smaller than the known optimal DORAM [49]. For a more
detailed analysis, see Appendix A.

Algorithm 11 HRESHL'FFLE ()

Require: p is the level s.t. all HT;.,, in the hierarchy is full and HT, is not.
Ensure: All HT;.;, in the hierarchy become empty, and HT, becomes full.
(Extracting all the data that needs to be reshuffled.)
1: Allocate an array [A] of sufficient capacity and insert all elements of [S] to [A].
2: For all i = 1,...,p — 1, parties call HT;,.EXTRACT() with its state (m;, (T;)o,(Ti)1) to extract all real
elements as [D;] and combine them to [A] as A = A || D;.
3: For all elements [[EJ]] = ([d;], [lv;]) of [A], parties call Frrunc to set the p first indices of Iv; to 0.
(Building a new hash table.)
4: Parties call HT,,.BUILD([A]) to construct a distributed hash table (mp, (Tp)o,1, [Sp], [p.0], [spa], ctr, P).
2
5: Parties set [S] as a new top-level array, and for all [d,] = ([dy], [Ivu]) of [S], call Feq and Frepiss to
simulate:
If ki #1, set [Iv,] = [Iva] + [1]2P7 1 .
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Chapter 5

Security Extension Against Active
Adversaries

We extend our oblivious hashing and DORAM to be secure against an adversary that can deviate
from the prescribed protocols. Though it is almost feasible by a generic framework of actively secure
MPC, we require a new permutation (Section 5.1) and verifying permutations protocol (Section 5.2)
in addition.

By known frameworks of actively secure MPC with abort [16, 36, 41], we assume that our
protocols are in the flow of the following three phases:

¢ Randomization phase. For any share [a], parties compute [ra] with random secret r and
store ([a], [ra]) as the share of a with a MAC. This r serves as a blinding factor and is
unknown to any party.

e Computation phase. Parties compute a target function F' on input ([a], [ra]) while record-
ing checksums. For example, let ' = fg o f; and assume Iz, Iy that are protocols used
to compute ([f{0,13(a)]; [rf{0,13(a)]) from ([a], [ra]) and are futher secure up to additive at-
tacks [29, 28]. Now, the parties allocate a set of checksums S = () and perform Iy, and
II4, in sequence to obtain [F'(a)] while storing all inputs and outputs of the protocols, i.e.,

([a], [ral), ([f2(a)], [rf2(a)]) and ([F(a)], [rF(a)]), into S.

e Proof phase. To detect cheating, parties evaluate the shares and their MACs recorded as
checksums. Following the above example, the parties generate new random shares [po], [p1]
and [pz2], and compute inner products

[0] = (Tpol x [al + [p1] x [f2(a)] + [p2] x [F(a)]) and

[rol = ([pol x [ra] + [p1] x [r fa(a)] + [p2] x [rF(a)]).
The parties recover [n] = [r] x [¢] — [r¢], and if n # 0 then they abort.

For our DORAM, we should be more concerned about the form of shares than in the passive
security model. Since part of building blocks in Section 2.6, e.g., Fpgy, requires bit-wise operations,
we should assign MACs to bits ay—1,...,a0 € Zsg, instead of the whole a € Z,. According to
Kikuchi et al. [41], we can provide a MAC for a bit u € {0,1} as [ru] := ([rs—1u], ..., [rou]) where
each r; is in Zs. To detect cheating with overwhelming probability 1 — negl(N), this ~ should be
w(log N). Hence, by encoding ([a], [ra]) as (([as-1];---,[ao]), ([ras—1],- .., [ras—1])), the Fapp
functionality described in Section 2.6 is also available in active security model.

To simplify the notation, we denote ([a], [ra]) as [a]™ in the following.
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5.1 Secure Oblivious Permutation Up To Additive Attacks

We start with constructing a secure permutation protocol up to additive attacks. In contrast to
Section 3.2, we assume that a permutation 7 provided by one party has been already separated into
mo and w1 s.t. ™ = w1 o My and shared between parties. We discuss verification for the permutation
7 in Section 5.2, and here we focus on cheating on an array that should be permuted.

Our permutation protocol described in Algorithm 1 relies on (semi-)honest parties and is difficult
to convert to be secure up to additive attacks. Instead, we construct a permutation protocol using
a reshare-based shuffling as in Ikarashi et al. [36]. Let FsyurrLe be functionality for secure shuffling
up to an additive attack s.t. it receives shares of an array [I] and a permutation 7 from honest
parties and an array A of the same size as I from an adversary, then it returns |7 - I+ A]. Now,
the following protocol, originally proposed by Laur et al. [48], is the implementation of Fsuyrrre
that costs n calls of FRpsuars-

[T'To, [1]1, [T']2 < Tsnurree((, [To), (7, [I1), [T]2) :
1. Py and Py convert their [I];cqo,13 to (I); and compute (I'); = 7 - (I); each.

2. Parties call Frusgars t0 obtain [[I/]]{O’LQ} from (I’>{0,1}.
3. Output HI/]]{O,LQ}'

Algorithm 12 [I]§', [U]P, [T']5 « TIEENE (o, m1), [T, [X]T", [1]5')
Notation: Let P be the permuter and let Sy, S7 be the storages. Let S be a set of checksums.
Require: P has both mp, 7 and [I]§. Each S;—o 1 has 7; and [I]7 ;.
Ensure: I' =7 -1 and rI' = 7 - (rI) where 7 = 7 o 7p.
1: Parties record their input shares into S as S = S U {[I]™}, and let [I{]™ = [I]™.
2: for : =0,1 do
3: Parties call Fsyuprre with inputs m; and [I;]™ to obtain
[T )™ = [mi - T]™
Parties record their shares into S as S < SU{[I;,;]™}.
. Parties store [I5]5, [I5]7, [I5]5 as [L'Iq, [T']T, [T']5, respectively.
: Return [[I’]]{m071)2}

e

[e2RN

In Algorithm 12, we describe an actively secure permutation protocol for our distributed obliv-
ious hashing in the Fgyypre-hybrid model. An actively secure unpermutation protocol, TI2ctve

: UNPERM’
is achieved from II&HYe straightforwardly, i.e., parties first compute [I']™ = [r, L.I]™, then obtain

™ =g - 1]

5.2 Distributed Oblivious Hashing Against Active Adversaries

Even though an actively secure oblivious hashing can be obtained almost completely straightfor-
wardly by replacing all functionalities used in our distributed oblivious hashing (Section 3.3 and 3.4)
by actively secure ones, it is still not secure against a corrupted permuter that can input an invalid
permutation. We thus focus on solving this problem. We can say the permutation 7 is wvalid if
all keys are always found in their place, whatever w actually is. This means that the pseudoran-
dom addresses can work as witnesses for the correctness of the hash table, i.e., we can verify w by
checking whether

(one of two pseudorandom addresses computed from a non-dummy key)

— (the actual address where the element resides)
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is equal to O for all real keys (in Cuckoo hashing). This verification can be done in the BUILD

procedure as follows: For all real blocks [d;] located in T[addr;] and assigned to the pseudorandom

addresses ([addr} ], [addr},]), parties check the following equation with uniformly random p;.
0= Z[[pl]] x ([addr o] — addr;) x ([addr};] — addr}). (5.1)

7
In addition, for efficiency, we combine the above verification with the MAC verification. Remember

that, in the Proof phase for MACs, fresh random shares [p;] are given for each checksum ([a], [ra]).
Noticing the similarity in the use of the random p;, for any r, we can transform Equation (5.1) as
below:

[r] x Z[[pi]] x ([addr?o] x [addr? ] + (addr})?) =5

> Ipill x ([r x addr?o] + [ x addr?]) x addr;. (5.2)

7
Now, to make parties evaluate the above equation in the Proof phase, we propose the following

new protocol that checks the consistency between the virtual address and the actual address of
each non-dummy block.

Mygrperve ([add rﬁo]]m, [[addrzl]]m, addr}) :

1. At first, parties call the actively secure Fyyir to obtain
[addr{]™ = ([addri], [r x addr;]) = [addr}]™ x [addr},]™.

[addr?o]™, [addr?,]™ and [addr]™ are recorded in S as checksums.

2. Parties locally compute below and record [[verl(-l)]m and [[verZ@)]]m to S.
[vert V™ := ([addr]] + (addr))?, ([r x addrPo] + [ x addr?|]) x addr}), and
[ver ™ := (([addr?y] + [addr?,]) x addr’, [r x addr}] + [r] x (addr})?).
m _

Since whether the permuter has provided a valid permutation is equivalent to whether addr;

addrz@), the verification for checksums [[verl(l)]]m and [[ver?)]]m includes Equation (5.2) and its trans-
formation. Furthermore, since the input and output of Fypurr, [addr?,]™, [addr?;]™ and [addr;]™,
are recorded as checksums, we can attribute the attack providing an invalid I;ermutation to an
additive attack that modifies addr; to addr; + ¢ for some 6.

In addition, we can also achieve a simpler permutation verification protocol for our balls-into-

bins hashing as follows:
Myprpervi ([addrP]™, addr})
1. Parties locally compute below and record [ver;]™ to S.
[ver;]™ := ([addr] — addr}, [r x addrl] — [r] x addr}).

Now, we can obtain our actively secure BUILD procedure as Algorithm 13 and 14. Note that
new LOOKUP, STASHSEARCH, and EXTRACT procedures can be achieved by natural conversion
from the passive MPC to active, thus we skip detailing their pseudocode here.

Lemma 11. There exists a 3-party distributed balls-into-bins hashing of which the BUILD procedure
is described in Algorithm 13 and the other procedures are achieved from the actively secure con-
version of Algorithm 4, 5, and 6 that securely realizes Fut in the (]:SHAREaIEEVEALv‘FABB)_hbeid
model in the presence of an active adversary that controls one party.

Assume that the input size n and b’ =b-w(log N), N = X - w(log N).
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Algorithm 13 7o, 71, (T)f)y, [S]™, [s]™, ctr, P« ITEL¥ ([D]™)

BuiLp

(Constructing a balls-into-bins hash table.)

1: Parties do the same as Algorithm 3 with actively secure components to obtain
70, 71, {T)81, [SI™, [s]™, ctr,P.  Note that, in the actively secure variant, once the original con-
struction permutation 7 is split into mg, w1; ™ = 7 o g, each m; should be held by the storage S; until
EXTRACT for the consistency of the permutation.

(Verifying .)

2: For the virtual addresses [A]™ = ([addro]™. .., [addr,,_1]™), which are obtained in Line 5 of Algorithm 3,
parties set [A]™ = [A || E]™ of size n’ in the same way as Line 6 and 7 of Algorithm 3. Then, parties
run [A]™ « Ve (mg p, [A]™).
for all i € [7] do

Let ({(k;)™, (v;)™) be the i-th element of (T)™.
— ~
Let [addr;,]™ be the i-th element of [A']™.
Let addr; := [i/3] where S is bin size of T.
Parties call Frusuare, FEq and Fippse to simulate:
—/
If k; =1 then [addr’]™ = [addr;]™, otherwise [addr?]™ = [addr,]™.
Parties perform Ilyggperyi ([addr?]™, addr;).
9: Return 7o, 71, (T)§'y, [S]™, [s]™, ctr, P

*®

e The BUILD procedure consumes O(n(b' + X +logn)) local computation steps.
e The LOOKUP procedure consumes O((b' + )\’)loglgo{gvj\,) local computation steps.

The STASHSEARCH procedure consumes O(b log N) local computation steps.

e The EXTRACT procedure consumes O(nb') local computation steps.

Lemma 12. There exists a 3-party distributed Cuckoo hashing of which the BUILD procedure is
described in Algorithm 14 and the other procedures are achieved from the actively secure conversion
of Algorithm 5, 8, and 9 that securely realizes Fyt in the (‘FSHARE?‘FE{DEVEAL’ Fass)-hybrid model in
the presence of an active adversary that controls one party.

Assume that the input size n and b’ =b-w(log N), N = X - w(log N).

e The BUILD procedure consumes O(n(b' + X +logn)) local computation steps.

e The LOOKUP procedure consumes O(b' + X') local computation steps.
e The STASHSEARCH procedure consumes O(b'log N') local computation steps.

e The EXTRACT procedure consumes O(nb’) local computation steps.

Proof of Lemma 11 and 12. Since each output of Algorithm 13 and 14 is obtained from a general
actively secure conversion of Algorithm 3 and 7 respectively, the correctness of them are also given
by Lemma 8 and 9.

In addition, the security of the algorithms is also guaranteed from a known actively secure MPC
and our additional evaluations IIxgrprrmi, IverPerme. Though known actively secure MPC frame-
works cannot prevent a malicious permuter from tampering with a permutation, Ilygrperv1 and
IIvprpPerv2 can detect blocks that are located in invalid places of a hash table since the checksums
provided in Ilyegrperumi, HHverPerm2 cannot be a valid pair of MAC with overwhelming probability
when the adversary that does not know the MAC key r tampers with the real addresses of the
blocks (remember that the virtual addresses, addr!, are derived from actively secure OPRF's, and
the real addresses, addr}, are the result of the permutation).

For the efficiency analysis, we show the following claim.
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Algorithm 14 7o, 71, (T)fy, [S]™, [so]™, [s1]™, ctr, P« ITE4e ([D]™)

BuiLD

(Constructing a cuckoo hash table.)

1: Parties do the same as Algorithm 7 with actively secure components to obtain

o, 71, <T>g:17 [[S]]m’ [[Soﬂm7 [[Slﬂma Ctr7P'
(Verifying 7.)

2: For the virtual addresses [A]™ = (([addr;]™, [addr;, 1]]m))ze[ ]’
rithm 7, parties set [A]™ = [A || E]™ of size n’ in the same way as Line 6 and 7 of Algorithm 7. Then,
parties run [[A’] — TIactive (g oy [A]™).

3: for alli € [7] d

Let ((k;)™, (v l) ) be the i-th element of (T)™.

— —/ ~
Let ([[addrl,o}] ,[addr; ]™) be the i-th element of [A']™.
Let addr; :=¢
Parties call FResuare, FEq and Fipprse to simulate:
If ki =L then ([addr}[™, [addr?,[™) = ([addr;]™, [addr;]™),
otherwise ([addr? o]™, [addr? ]™) = ([addr; o] ™, [addr; ,]™).
8: Parties perform Ilyprperya ([addr o)™, [addr} ]™, addr;).
9: Return 7o, 71, (T)§'1, [SI™, [s0]™, [s1]™, ctr, P

which are obtained in Line 5 of Algo-

Claim 13. ITyggrpery1 and yerperuz €ach consumes O(Y') local computation steps.
This claim is clear from their algorithms, and hence it shows that the additional O(n) calls of

IIverperm1 OF Iverperme do not affect to the asymptotic cost of Algorithm 13 or 14, each.
O

5.3 Distributed ORAM Against Active Adversaries

Given our actively secure distributed oblivious hashing, we achieve an actively secure DORAM.

Theorem 14. There exists a 3-party protocol that securely realizes Fram in the presence of an
active adversary that controls one party. In addition, this implementation consumes O(log N)
amortized overhead and O(log N) communication rounds with w((A + b)log N) block size where
b=Q(logN).

Proof. By straightforward composition, we can replace all functionalities related to Fapp and Fyt
in Algorithms 10 and 11 with their concrete implementations and thereby get a concrete actively
secure DORAM. Security can be showen by considering the same simulator as of Appendix C.2,
except that it uses an actively secure distributed oblivious hashing simulator.Moreover, since the
efficiency of each Fapp and Fyt is asymptotically the same as in passive security except for the
increased block size, the actively secure DORAM achieves O(log N) overhead using a slightly larger
block size w((A + b) log N). O
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Chapter 6

Perfectly Secure Oblivious Priority
Queue

In this chapter, we propose a novel perfectly-secure OPQ that supports four operations, insertion,
extraction of the top-priority element, deletion, and key-modification, and operation hiding.

We remark that, regardless of our interest of distributed ORAMs, the OPQ we describe below
is available in standard model and aim to not computational but perfect indistinguishability of
it’s oblivious simulation. Hence, here we show a definition of perfectly oblivious simulation in
the standard model, that is slight modification of Definition 4, by using the real world Realr 4(z)
and the ideal world Idealr sim 4(2) where the input string is not distributed to m parties and the
adversary’s view does not limited by the set C.

Definition 15 (Perfectly oblivious simulation of a reactive functionality). We say that a stateful
protocol 11 is a perfectly oblivious implementation of the reactive functionality F if there exists
a stateful simulator Sim, such that for any non-uniform (stateful) adversary A, the view of the
adversary A in the following two experiments Real 4(z) and ldealr sim a(x) is identical:

Realr 4(x): Ideal 7 sim,.a():

Let (op,z) < A(). Let (op,z) < A()).

Loop while op # 1: Loop while op # 1 :
Let ' = (op, z). Let 2’ = (op, z).
V,y < Realff 4(z'). V,y < ldeal’% gy 4(2").
(op, z) <= AV, y). (op, z) <= A(V,y)-

6.1 Owur Data Structure: A Hierarchical Tree

Before describing the details of our OPQ, we introduce the components of our data structure below.

e For each value v stored to the OPQ, we call a tuple (k,7,v) a block, where k is a key that
indicates the priority of v, and 7 denotes the time in which v is inserted. This 7 is used to
uniquely identify the first inserted one from the tuples of the same key.

e A dummy block is denoted as (L, L, 1).

e Let N be the maximum number of blocks stored to the OPQ. Then, our data structure
consists of a L-level hierarchy of OTMs, where L = [log N| + 1. For each level i = 1,..., L,
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we assume the instance OTM; of capacity 201, i.e., there is a table T; of size 2¢ in each OTM;.
In our scheme, each T; is updated only via the three operations of OTM;, but a block in a
cell T;[j] is directly referred by any algorithms specifying i and j. In addition, we assign a
binary state filled or emptyto each OTM,;. We say that OTM; is filled if OTM;.EXTRACT has
not been performed after the last OTM;.BUILD, otherwise say that OTM; is empty.

e For each (non-dummy) block (k,7,v), let ref = (k,,pos,Iv) be the reference of v, which
uniquely identifies that the value v of key k, inserted in time 7, is in T\, [pos]. Also, let
ref;, = (L, 1,1, 1) beadummy reference.

e Our data structure also contains a complete binary tree of height L, called MinTree, that
manages the reference to the top-priority block. In this tree, each node node; ;;7 =1,..., 2
of height ¢ = 1,..., L (except the root) corresponds to a cell T;[j], and holds a reference ref
that satisfies Claim 16 described below.

We call the data structure described above a Hierarchical Tree, and also show its abstract in
Figure 6.1.

Level 0 MinTree
Level 1

Ty
Level 2

AN

Level L
T,

Figure 6.1: A Hierarchical Tree: Each block (k, 7,v) in the Hierarchical Tree is placed to one of the
cells of Ty, the gray squares. The green circles denote the nodes of MinTree, each of which holds a
reference ref.

Claim 16 (A state of MinTree). Each node in MinTree satisfies the following conditions.

e Forleveli=0,...,L, each node node; ;(j =1,..., 2%) holds the top-priority reference ref; ; =

min ,_min i min min . . .
(kiu’ s Tig s Posit vy ) s.t. k™ is the minimum key of all cells each corresponding to a

node of MinTree’s subtree where the root is node; ;, and Tirg-in indicates the first time a block

y}ith k:fl’jin is inserted. (pos??}n, IV?fjin) denotes the position where the block that has (k:g?n, Tl-rf}in)
is.

e In particular, for level L, each leaf noder ;j(j = 1,...,2H

(krj,7rLj,J, L) of its corresponding cell Tr[j].

holds the reference refr ; =
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If there exist two or more references of the minimum key, let the top-priority one is that has
the minimum 7. Also, if there are no real keys, let ref | be the top-priority reference.
In Lemma 22, we show that Claim 16 always holds in our scheme.

6.2 Priority-Queue Operations for the Hierarchical Tree

Before we describe the details of our entire OPQ, we introduce the separate implementation of
each PQ operation. The implementations of Insert and Delete are shown in Section 6.2.2 and 6.2.3,
respectively. Each of ExtractMin and ModKey is in practice realized by using Insert and Delete (see
Section 6.2.4 and 6.2.5). A set of these implementations is almost! an oblivious simulation of Fpq,
but clearly leaks its running operation.

6.2.1 Subroutine: SelectMin

We first introduce a subroutine SelectMin, described in Algorithm 15, to manage references in
MinTree. This SelectMin receives node, a node of MinTree, and it updates the input node with the
top-priority reference among one that refers the cell corresponding to node and ones held by its
children. It requires O(1) work and has access patterns determined by node.

Algorithm 15 SelectMin(node)

1: Obtain the reference ref of the cell corresponding to node, i.e., if node is the pos-th node in
level Iv, load the corresponding cell T, [pos] = (k, T,v) and set ref = (k, 7, pos, Iv).
If Ty [pos] = (L, L, L) or OTM,, is empty, then set ref = ref .
Also, if node is the root of MinTree, then set ref = ref .

2: Load the references ref, = (kr,7r,posy,Ivr) and refgp = (kgr, Tr, posg, Ivg) from the two chil-
dren of node.
If node is a leaf of MinTree, set ref;, = refgp = ref .

3: Select the top-priority one ref,i, from ref, ref;, and refg.

4: Store ref i, to node.

Lemma 17. Assume that T\ [pos| is modified in operating the Hierarchical Tree, and MinTree
satisfies Claim 16 before this modification. Let nodey, be a node corresponding to the cell Ty, [pos|,
and let nodey,_1,...,nodey be nodes on the path from nodey, to the root (= nodey). Then, the claim
holds even after the modification if SelectMin(node;) is executed in the order from i = Iv to 0.

The proof of Lemma 17 is given in Appendix C.3

6.2.2 The Insert Algorithm

In Algorithm 16, we describe the details of our implementation of Insert that consists of two phases:
Inserting the input to the OTM hierarchy and Updating MinTree.

In the first phase, the input block is inserted to the lowest-level OTM that is empty, and also
all blocks in upper filled OTMs are moved to that level. Since the capacity of OTM; is 2!, in

line 3 of Algorithm 16, the size of I, finally becomes to 1+ Zf;ll 2i=1 = 2=1 "and hence it satisfies

! As we mention in Remark 2 of Section 6.2.3, consecutive multiple runs of Delete violate obliviousness.

2This process is realized by using an oblivious sorting relying on such as AKS sorting network [1], i.e., obliviously
sort all blocks of I, by ascending order of keys and then set I, as the first N elements of I, (that contains 2N — 1
blocks).
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Algorithm 16 ref < Insert(k, T, v)
(Inserting a block (k,7,v) to the OTM hierarchy.)
1: Let £ be the lowest level where OTMy is empty. If all L. OTMs are filled, then set £ as L + 1.
2: Initialize a set Iy = {(k, 7,v)}.
3: Fori=1,...,¢£—1, perform I, OTM;.EXTRACT(), then set Iy « I, UT; and OTM; as empty.
4: If ¢ < L, run Uy <~ OTM,.BuiLp(Iy) and set OTM; as filled.
Otherwise, compute a set I, of size N, which contains all real blocks of I,2, then run Uy, «+
OTMy.BuiLp(Iz) and set OTMy, as filled.
5: For all (kj,7;,v;) € Iy and pos; € Uy, set ref; = (kj, 75, pos;, £).
If £ = L 4+ 1, consider the above I, and Uy, as I, and I, respectively.
(Updating MinTree.)

6: For each level i from £ to 0, for all node; ;;j =1,... ,2¢, perform SelectMin(node; ;).
7. Return ref = (refy,... refy1).

the capacity of OTM,; when ¢ < L. Moreover, even when £ = L + 1, since the total capacity of the
Hierarchical Tree is N, there are at most IV real elements in I;1. Hence, all real elements in the
Hierarchical Tree are correctly stored to OTMy, in line 4.

Finally, since Ty is rebuilt and lower OTM;;i > £ are not changed, Insert updates all nodes in
level ¢ or higher.

Lemma 18 (Efficiency of Insert). Insert described in Algorithm 16 requires (amortized) O(log® N)
work.

Lemma 19 (Correctness of Insert). After an execution of Insert described in Algorithm 16, the
input block (k,T,v) is correctly stored to the Hierarchical Tree, and any block previously held in the
Hierarchical tree remains in it, with probability 1. Moreover, if Claim 16 has been satisfied before
an execution of Insert, it is satisfied thereafter.

The proofs of Lemma 18 and 19 are given in Appendices C.4 and C.5, respectively.

Remark 1. Though Insert described in Algorithm 16 can work almost as an implementation of
Feq(Insert, k,v), for our goal to hide the running operations, we consider it only as a building block
of our entire scheme. Hence, here we define Insert to take T as input, unlike Fpq.

6.2.3 The Delete Algorithm

We show the details of our implementation of Delete in Algorithm 17. Similar to Insert, this Delete
also has two phases to remove the queried block and then update MinTree. In this algorithm, since
L cells in the hierarchy are accessed to remove one block to hide which cell is actually queried, we
should update all nodes corresponding the L cells as well as their all ancestors.

Lemma 20 (Efficiency of Delete). Delete described in Algorithm 17 requires O(log>? N) work.

Lemma 21 (Correctness of Delete). After an execution of Delete described in Algorithm 17, the
exact element referred by the input is extracted from the Hierarchical Tree, and all other elements
remain in the Hierarchical Tree, with probability 1. Moreover, if Claim 16 has been satisfied before,
it still holds after an execution of Delete.

Proof of Lemma 20 and 21 are given in Appendices C.6 and C.7, respectively.
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Algorithm 17 (k,7,v) < Delete(ref)
(Removing (k,7,v) from the OTM hierarchy.)
1: for all level i = 1,..., L where OTM,; is filled do
2: For the input ref = (k, 7, pos, Iv), set pos; = pos if i = lv,
otherwise set pos; =.1.
Perform (k;, 74, v;), pos; <= OTM;.LOOKUP(pos;).

= w

: Set (k,7,v) = (ki,,v;) for some i s.t. (k;,7,v;) is a non-dummy block. If all (k;,7;,v;) is
dummy, then set (k,7,v) = (L, L, 1).

(Updating MinTree.)
5: for level ¢ = L to 0 do

6: Run SelectMin(node; ;s ).
7: Run SelectMin(node; ;) for all node; ; s.t. at least one of the nodes
{nOdei+17p05(+1, ...,noder, ,og } i a descendant of node; ;.

> The number of node; ; is at most L — 1.

8: Return (k,T,v).

Remark 2. Note that this Delete does not work as Fpq(Delete, x) by itself. Specifically, for example,
operation sequences such as executing Delete twice in a row violate obliviousness of OTMy that allows
only one LOOKUPrequest in its lifetime. We solve this problem in the construction of our entire

OPQ.

6.2.4 The ExtractMin Algorithm

Algorithm 18 (Kpuin, Tmin, Umin) < ExtractMin()
1: Load the reference ref,y;, in the root of MinTree.
2: Perform (Kpmin, Tmin, Umin) < Delete(refmin).
3: Return (kmin, Tmin, Ymin)-

Algorithm 18 denotes an implementation of ExtractMin to obtain the top-priority block. Since
the root of MinTree always has the reference to the top-priority block when Claim 16 holds, this
algorithm correctly extracts the block relying on correctness of Delete.

6.2.5 The ModKey Algorithm

Algorithm 19 ModKey(%/, ref)
1. Perform (k, T,v) < Delete(ref).

ey

2: Perform ref < Insert(k’, 7, v).

As shown in Algorithm 19, we can straightforwardly achieve ModKey as that; Delete a queried
block, modify the key of the block, and then re-insert it. If Delete correctly removes the target
block from the Hierarchical Tree, and if Insert correctly stores the input block to that, it is clear
that Algorithm 19 is an implementation of Fpq.ModKey.

33



Algorithm 20 rZF, (l;:,@) < PQ(op, k, v, ref)
Require: op € {Insert, Delete, ExtractMin, ModKey }.
(Extracting a block requested by op.)
1: Let ctr be a counter that indicates the number of PQ performed so far.
2: Load the reference ref,,;, in the root of MinTree.
3: Set ref’ = ref if op € {Delete, ModKey},
or set ref’ = ref, i, if op = ExtractMin.
Otherwise, set ref’ = ref | .
4: Perform (k,7,9) < Delete(ref).
(Inserting a block requested by op.)
5. Set (K, 7',v") = (k,ctr,v) if op = Insert,
or set (k',7',v") = (k,7,0) if op = ModKey.
Otherwise, set (K, 7/,v") = (L, L, 1).
6: Perform ref « Insert(k', 7/, v").
7: Set ctr < ctr + 1.
8. Return ref, (k, ).

6.3 Our Perfectly Secure OPQ, PQ

Now, we can construct our perfectly secure OPQ that supports all four operations described above,
while hiding which operation is in progress. Le., the OPQ simulates all Insert, Delete, ExtractMin,
and ModKey with access patterns independent from the running operation.

Remarking that our ExtractMin and ModKey are realized on an execution of Delete (or Delete-
then-Insert sequence), and also that our Insert can refresh OTMs reached their limit of lookup
requests via Delete?, we can obtain a deterministic sequence that realizes OPQ. We show the
details of our scheme in Algorithm 20.

Lemma 22. Assume the initial state of the Hierarchical Tree where all OTM;;i = 1,..., L are
emptyand all nodes in MinTree holds ref | . Then, Claim 16 holds after any PQ ezxecution.

Proof. In the initial state, it is clear that MinTree satisfies Claim 16. Therefore, from Lemma 19 and 21,
the claim holds after any execution of PQ. O

Theorem 23. PQ, described in Algorithm 20, is a perfectly oblivious implementation of Fpq that
consumes amortized O(log? N) total work per operation with Q(log N) block size.

Proof. Proof of security is given in Appendix 23, and we show efficiency and correctness of our PQ
here. The efficiency is derived by Lemma 18 and 20 as that: Delete requires O(log® N) work and
Insert requires amortized O(log® N') work.

To prove correctness of PQ, we show PQ behaviors at each input op.

e If op = Insert, PQ runs Delete(ref | ) then Insert(k, 7,v) where 7 is a query counter.

o If op = Delete, PQ runs Delete(ref) then Insert(L, L, 1).

e If op = ExtractMin, PQ runs the same algorithm as ExtractMin() then Insert(.L, L, L).
e If op = ModKey, PQ runs the same algorithm as ModKey(k, ref).

3The similar access-then-re-randomize sequence is commonly used in hierarchical ORAMs [31, 4, 13, 15].
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Now, by Lemma 19 and 21, the interface of PQ with each op € {Insert, Delete, ModKey} is equivalent
to that of Fpq.Insert, Fpq.Delete, and Fpq.ModKey, respectively. Moreover, with op = ExtractMin,
the interface of PQ is equivalent to that of Fpq.ExtractMin by Lemma 21 and 22. O
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Chapter 7

Conclusion

We proposed an optimal DORAM of O(log N) overhead with small hidden constant, that relies on
only 4log N OPRF calls. The key building block is a novel 3-party permutation protocol, in which
parties split their roles into one permuter that knows the whole permutation and two storages
that hold a permuted table. Since these roles do not overlap, the permuter never observes access
patterns to the permuted table even though it knows the structure of the table.

In addition, we extended the above (passively secure) DORAM to an actively secure one. Since
our passively secure construction depends on the permutation protocol in which one party has
full control of a permutation, we additionally construct a novel protocol to verify the permutation
provided by the (possibly dishonest) party. Then, we achieved an actively secure DORAM of
O(log N) overhead with slightly larger w((A + b) log N)-bit block size.

We also proposed a novel perfectly secure oblivious priority queue that supports four operations,
Insert, Delete, ExtractMin, and ModKey, while hiding not only its access patterns but also queried
operations. This property is the same as the known best OPQ of Shi [60] except our stronger
security. Moreover, for any positive integer N, our OPQ of capacity N can be accessed in amortized
O(log? N) total work, which is the same cost as the known perfectly secure OPQ of Toft [63].
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Appendix A

Comparing Concrete Efficiency of Our
Passively Secure DORAM with [49]

and [26]

’ Functionality # of calls
FSuare 3L+1
F REVEAL 4L
F MuLT 4L + ¢
FRyp 2
F RESHARE 3L+1
FEq 5L+c+1
FirELse 6L +c+3
F BITEXT L
F TRUNC L
Fprr 4L
b= 17
FPrrm with input of size ¢2¢ + 5
for eachi=1,...,p— 1 per ¢2P~! accesses.
17
FUNPERM with input of size c2P +
per 2P~ 1 accesses.

Table A.1: The amortized number of (at most?) calls of each functionality in Algorithm 10, where
L = [log N —loglog N| and ¢ = 2[log N|.

We evaluate the concrete computational complexity of our passively secure DORAM. We treat
each functionality as a black box here and consider the (amortized) number of calls per access,
for ease of estimation®. Table A.1 describes the concrete number of calls of the building blocks
required in Algorithm 10.

"We omit the minus loglog N factors here to make the comparison with the prior works easier, thus the actual
number of calls is slightly smaller than that.

2We omit the minus loglog N factors here to make the comparison with the prior works easier, thus the actual
number of calls is slightly smaller than that.

3See Table 2 in [26], for example, for more specific costs of each functionality.
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Comparison with [49] and [26]. Following the same setting as Falk et al. [26], we can estimate
the efficiency of our DORAM more concretely. From our Table A.1 and Lemmas 6, 7, and Table 2
of [26], we conclude that Algorithm 10 requires (181L + 9¢ + 40) B bits of communication for block
size B = XA + Q(log N) bits. Considering L ~ log N and ¢ ~ 2log N, the cost of our DORAM
becomes (1991log N + 40)B bits per access.

According to [26], the DORAM of Lu and Ostrovsky [49] requires at least 1001log N OPRF calls
and hence costs at least 2100log N - B bits of communication per access® — this is significantly
higher than ours. On the other hand, the DORAM of Falk et al. [26] requires (153.5log N + 6)B
bits per access. L.e., even though the number of our calls to the most expensive building block is
double, it does not affect the practical bandwidth much. Moreover, considering that the DORAM
of Falk et al. requires additional computational cost for log? N non-oblivious hash functions per
access, our optimal DORAM appears to be faster in the practical size of N.

4In practice, the cost of other functionalities, besides OPRF, is added to this.
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Appendix B

Comparison of Our Actively Secure
DORAM with [24]

A concurrent and independent work of Falk, Noble, Ostrovsky, Shtepel, and Zhang [24] achieves very
similar results to us (both passive and active DORAMSs) albeit with somewhat different techniques.
As opposed to us, they rely and extend [26]. In particular, they obtain the optimal O(log N)
overhead by a new w(log N)-size cache that can be accessed efficiently, thereby avoiding the usage
of a hierarchy of Bloom filters for small inputs.

We note that the usage of asymptotically larger than logarithmic size blocks in the actively
secure DORAM is common to both works. For us, it stems from the usage of MACs that have
negligible probability (in N) of being forged. For them, it stems from the usage of an actively
secure MPC by Furukawa et al. [27] which requires w(log V) bits of communication per AND
gate computation, assuming negl(N) statistical security is required. (The authors of [27] mention
an optimization to perform multiplication in constant time but guaranteeing security only 2740.)
Overall, treating N (the input size) as the statistical security parameter, the complexity of [24]’s
DORAM is O((A + b)log N) - w(log N). Alternatively, O(log N) overhead in accesses with block
size w((A + b)log N), which is identical to our complexity.
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Appendix C

Deferred Proofs

C.1 Proof of Lemma 9

For correctness of our scheme, by [52], we observe that the permuter P achieves a permutation
7 for hashing with overwhelming probability. Since we are in the Fpgry-hybrid model, all input
blocks are correctly placed in their location as 7 - D = T||S in Algorithm 7. Similarly, since
we are in the Fyyperu-hybrid model, the blocks are correctly retrieved as D = 71 - (T||S) in
Algorithm 9. Moreover, when the above permutation 7 exists, in Algorithm 8, the storages always
fetch T[addrg], T[addry], and S, one block of which is the queried data.

For obliviousness, consider a simulator Sim that simulates the view of a passive adversary that
corrupts one of three party in Ilgywp, Hi.ookup and IHgxrracr.

e Simulating Ilgyjiq. Receiving an instruction to simulate Ilgyp with the size of input n
and a collusion target C' € {P, Sp, S1}, Sim runs the real protocol Iy, on input n dummy
blocks. If C = P then Sim outputs 7 and all addr; ; provided from Fpgre([s;], [L +i]) as
access patterns. Otherwise, Sim outputs nothing. Sim holds the result of Iy, simulation,

(m, ((Mo,135 (S)g0,11)s [570,13]; ctr, P), as its state.

e Simulating Ilpookup- When the adversary requests to run I ookue With a key £, Sim simu-
lates the real protocol ook With akey L and its state (7, ((T) 0,1}, (S){0,1})s [570,13], ctr, P).
If C is either Sp or S1, Sim outputs addryg ;3 provided from Fprp([sgo,13], [ +ctr]) as access
patterns. Otherwise, Sim outputs nothing.

e Simulating IIgy¢ract- When the adversary requests to run Igyrracr, Sim halts and outputs
7w as an access pattern if C' = P, otherwise it outputs nothing.

Since we are in Fapp-hybrid model and Algorithm 7, 8 and 9 are all deterministic except for the
addresses recovered to a party, we should consider only the addresses as the access patterns. Now,
consider the following hybrid argument.

Hyb, : The real execution of IIgywp, Hrookur and HExrracr in the (]—"SHARE,]-'EEVE 1> FABBs FPerM,
FUnperm )-hybrid model.

Hyb, : The same as Hyb, except that, in the execution of Ilpyp, (Algorithm 7), the Fipprse

functionality of line 4 always set EZ to L +i.
Hyb, : The same as Hyb;, but parties always search for a dummy in Il ookup, i-€., the FipErse

functionality of Algorithm 8, line 2, always set k to L +ctr.
Hybs : The ideal simulation of Sim.
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Let Viewc(Hyb,,) be the view of the adversary that colludes with C' € {P, Sy, S1} in Hyb,,. By
the security of the PRF, Viewp(Hyb,) and Viewp(Hyb;) are computationally indistinguishable as
long as n < poly(A). Viewg, (Hyby) and Viewg, (Hyb,) are obviously identical for any i € {0,1}.

It is also obvious that Viewp(Hyb,) = Viewp(Hyb,). In addition, Viewg, (Hyb;) and Viewg, (Hyb,)
are computationally indistinguishable for any i € {0,1} by security of the PRF. Furthermore,
Viewc (Hybs) is the same as Viewco(Hyb,y) for any C € {P, Sy, S1}, directly.

C.2 Proof of Theorem 10

Consider the following simulator Sim that simulates the view of a passive adversary that corrupts
one of three party in IIaccgss.

e Let Simyr(n) be a simulator that simulates the view of a passive adversary in distributed
oblivious hashing with input length n. As setup, Sim initializes Simyt(c), ..., Simpyt(c2X71)
where ¢ = 2[log N| and L = [log N — loglog N|. In addition, Sim allocates an empty array
of size ¢ and initialize a query counter ctr = 0

e Receiving a request to simulate IIaqcrss, Sim simulates the ctr-th execution of IIaccpss With
dummy inputs and an dummy data structure. All invocations of HT;.LOOKUP is replaced
with the lookup simulation of Simyt(c2'~1), and also all HT;.EXTRACT and HT;.BUILD in the
subroutine IIrgsyurrLs are replaced with the extract and build simulation of that, respectively.
Sim finally increments ctr and returns all outputs of SimyT.

Now, consider the following hybrid argument.
Hybg : The real execution of ITacomss-
Hyb,; : The same as Hyb, except performing ITaccpss([read], [ L], [L]) for any input.
Hyb, : The ideal simulation of Sim.

Since we are in the (Fapp, Fyt)-hybrid model and the parties do not reveal any secret in
the algorithm ITpccgss and its subroutine Irgsyurrie, the adversary’s view of Hyb; is identical
to that of Hyby with overwhelming probability. Furthermore, in the (Fapp, Fut)-hybrid model,
Hyb, and Hyb, are identical. The view of the adversary in the real Iaccpss and Sim are therefore
indistinguishable.

C.3 Proof of Lemma 17

If only T),[pos] is modified when all nodes in MinTree satisfies the condition of Claim 16, it is clear
that all nodes except ancestors of nodey, pos corresponding to T, [pos| still satisfy the condition after
the modification. Furthermore, for any node, if both of its children holds the condition, i.e., each
child has the top-priority reference in all of its descendants, then it is clear that SelectMin(node)
makes node to meet the condition. Therefore, running SelectMin(node;) in order from i = Iv to 0
while tracing the path from node;, to the root nodey ensures that all nodes in MinTree meet the
condition.
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C.4 Proof of Lemma 18

When ¢ < L, since Algorithm 16 requires executions of OTM;.EXTRACT for ¢ = 1,...,£ — 1 and
OTM,.BUILD, it takes Zle O(2%log 2') = O(2%¢) work. It also needs SelectMin for 2*! — 1 nodes,
thus it additionally costs O(2¢) work. Hence, the Insert on level £ has O(2%¢) total work.

We can observe that the above work occurs for every 2¢ insertions, for each ¢ = 1,..., L.
Consider that OTMy,...,0TM,_; are emptyand OTMy is filled, i.e., OTM; is built in the last
insertion. Since OTM;,...,O0TM,_; can hold totally 2¢~! — 1 blocks, OTM, is deconstructed in
2/=1_th execution of Insert, in which OTMy, (or lower) is built. OTM, is constructed again after
2¢=1 additional insertions, thus the life-cycle of OTM, is 2¢ insertions.

On the other hand, when ¢ = L+1, Algorithm 16 additionally requires an oblivious sorting on I,
of size 211, If we employ the oblivious sorting based on AKS sorting network [1], since it requires
O(N log N) to sort N elements, Insert costs totally O(2%L) work in this case. Once OTMy, is built,
the above work occurs for every 2671 insertions since the total capacity of OTMy,...,0TM_; is
271 1.

Consequently, the amortized cost of Insert is Zle 0(2%)/2¢ + 0(2F'L) /21 = O(log® N).

C.5 Proof of Lemma 19

Since OTM;.EXTRACT realizes Fotm.EXTRACT with probability 1, all real blocks of Tq,...,T/_1
are combined to I, in line 3 of Algorithm 16. In addition, since the input block is also in I, the
Hierarchical Tree holds the input and all (non-dummy) blocks previously held in level 1 to £ — 1
are correctly stored to level ¢, relying on correctness of OTM.BUILD.

In Algorithm 16, all cells of level ¢ and higher are modified. Hence, by Lemma 17, Claim 16 is
satisfied after Insert since it updates all nodes from level £ to 0 iteratively in line 6.

C.6 Proof of Lemma 20

Algorithm 17 requires L executions of OTM;.LOOKUP and at most ZiL:o(L — 1) executions of
SelectMin. Thus, it costs O(L?) = O(log® N) work.

C.7 Proof of Lemma 21

In Algorithm 17, since OTM,,.LOOKUP realizes Fo1m.LOOKUP with probability 1, we can find and
remove the target block (k, 7, v) of T, [pos|, referred by the input ref = (k, 7, pos, Iv), correctly. On
the other hand, since the algorithm runs OTM;.LookuUP(L) for all i # lv, all other (non-dummy)
blocks in the Hierarchical Tree remain in their place.

Moreover, in line 5 to 7 of Algorithm 17, at least all nodes on the path from nodej, pos (cor-
responding to the deleted T),[pos]) to the root of MinTree are updated, thus Claim 16 maintains
after Delete by Lemma 17°.

C.8 Proof of Theorem 23

To prove the access-pattern obliviousness of PQ, consider an ideal-world simulator Sim described
below.

!Note that we can ignore any deletion of dummies since it never affects to the priority order in MinTree.
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Sim: At the beginning of the experiment Idealj‘éP o (N), Sim generates a Hierarchical Tree of capacity
N in its memory, where all OTM; are emptyand all nodes of MinTree hold ref;. Then, for each
request of A, Sim runs PQ(Insert, L, L ref, ) regardless of A’s query and returns the access pattern
of that simulation.

From the definition of the challenger C in the real world, C’s behavior is described as follows.
C: At the beginning of the experiment RealéQ (N), C allocates a Hierarchical Tree of capacity N
in its memory to perform PQ. The Hierarchical Tree is initialized as all OTM; are emptyand all
nodes of MinTree hold ref |. In addition, C maintains a dictionary (initialized as empty). This
dictionary is used to store real-world references ref = (k, 7, pos, Iv), and also to search for ref by
7. Note that this 7, representing the time at which a block (k,7,v) was inserted, is regarded as
an ideal-world reference. After this initialization, receiving query consisting of parts op, k, v, and 7
from A, C works as a man-in-the-middle between A and PQ as below:

o If query = (Insert, k,v), C runs r?%, (E, v) < PQ(Insert, k, v, ref | ) and outputs the access pat-

tern of that execution. Then, C updates the dictionary by all references in ref.

e If query = (ExtractMin), C runs EF, (75, v) < PQ(ExtractMin, L, L ref) ) and outputs the access
pattern of that execution. Then, C updates the dictionary by all references in ref.

e If query = (Delete, 7), C searches the dictionary by 7 and obtain ref = (k, 7, pos, Iv) at first.
When there is no reference corresponding to 7, C sets ref = ref . Then, C runs re_lz, (k,v) <
PQ(Delete, L, L, ref) and outputs the access pattern of that execution. Finally, C updates the
dictionary by all references in ref

o If query = (ModKey, &/, ref), as same as the above Delete, C searches ref Correspondlng to T
at first. ref = ref | if there is no reference corresponding to 7. Then, C runs ref (k: V)
PQ(ModKey, &/, L, ref) and outputb_‘ghe access pattern of that execution. Finally, C updates
the dictionary by all references in ref.

To show the output of those Sim and C is identical, assume the following hybrid arguments.
Hybg: A receives the output of C.
Hyb,: The same as Hyb, except that C runs PQ while replacing all OTM; with Fotm and Simotm
as follows:

e In Insert;

1. In line 3 of Algorithm 16, OTM;.EXTRACT is replaced with Forpm.EXTRACT, and let the
access pattern of this step be Simorm(EXTRACT, 207 1).

2. In line 4, OTM,.BUILD is replaced with Fo1m.BUILD, and let the access pattern of this
step be Simorm(BUILD, 2¢71).

e In Delete;

1. In line 3 of Algorithm 17, OTM;.LOOKUP is replaced with FoTm.LOOKUP, and let the
access pattern of this step be Simotm(LOOKUP, 207 1).

2. Inline 5 to 7, let node; ;o be determined by the above simulation Simorm (LOOKUP, 211,

Hyb,: A receives the output of Sim(N).
Claim 24. Hyby is identical to Hyb;.

Proof. Since PQ performs Insert after Delete in both Hyb, and Hyb,, we can observe that all OTM,
is deconstructed by EXTRACTafter 2°~! executions of LOOKUP. Moreover, in Hyb,, since any
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(real) block once removed from OTMy is then assigned to another position and level (by ModKey)
or completely erased from the Hierarchical Tree and the dictionary of C (by Delete), the same
pos is never queried to OTM;.LOOKUP twice. Consequently, by Fact 5, all SimoTm(BUILD, 26_1),
Simotm(EXTRACT, 2671), and Simom(LookuP, 2¢71) in Hyb, are identical to the access patterns
of OTMy.BuiLD, OTMy.EXTRACT, and OTM;.LOOKUP in Hyb,,. O

Claim 25. Hyb; is identical to Hyb,.

Proof. For any input (op, k, v, ref), in Hyb,, the access patterns provided by Simgotm are independent
from the input. Moreover, the part of Insert to update MinTree (line 6 of Algorithm 16) has the
access pattern determined only by ¢ that corresponds to the number of insertions so far. On the
other hand, the similar part of Delete (line 5 to 7 of Algorithm 17) has the access pattern determined
by Simotm. Therefore, for any input query = (op, k, v, ref), the entire access pattern of PQ(query)
is identical to that of PQ(Insert, L, L, 1). O

Consequently, there exists a simulator Sim(/N) that simulates the access pattern of our PQ
described in Algorithm 20.
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