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Chapter 1

Introduction

1.1 Backgrounds

Although it has been many years since COVID-19’s outbreak, many concerns
raised by COVID-19 pandemic still remain — not only in epidemiology, but
also in cryptography.

Due to COVID-19’s high infectiousness, it is our first time in history of
using digital contact tracing approach. Contact tracing, by its name, means
to trace contacts of infected individuals to control the spread of disease. This
technique is traditionally done manually, but the prevalence of digital devices
makes digital contact tracing possible. Yet, such digital contact tracing is
not free from problems. In a world that values privacy, how can we apply
this new technology while respecting individual freedom? Furthermore, how
can the cryptographic community contribute to ensuring its robustness?

As an example, the privacy preserving contact tracing system developed
by Apple and Google does not filter scan results by Bluetooth Low Energy
(BLE) outside the transmission range. However, the transmission range of
droplets is much shorter compared to the scanning range of BLE (See Section
1.2). Therefore, when all (or even only some) people who got warned try to
access hospitals, the yield would be too large for local medical systems to
endure.

Also, these systems do not take airborne transmission (different from
droplet transmission [1]) into consideration. Droplets may remain in the
air for a specific amount of time, while these floating particles may also be
infectious during their “lifetime”.

Besides, the best case of privacy should be the inability of anyone to
collect private user information since a secure system would better not rely
on trust. However, all current contact tracing systems trust that service



providers will not collect private user information. Hence, these applications
intend to prevent unauthorized access, but they do not categorize service
providers as “unauthorized entity”, while service providers and attackers
should be treated similarly from the perspective of privacy protection.

There have been multiple data leakages reports of contact tracing data-
base (e.g. [2], [3], [4]). In April 2020, a joint statement [5] signed by 177 scien-
tists from the U.K. indicated that if there is a database, then it must not allow
service providers to de-anonymize the data by any means. Blockchain, by its
nature, is designed to be pseudonymous, publicly verifiable, non-repudiable,
and non-modifiable.

Furthermore, all users of these existing systems allow attackers to fabri-
cate fake contact records or fake user identities.

To solve these problems, an effective contact tracing system will need
to be capable of embedding attributes in committed records, having two
transmission modes (airborne, droplet), and allowing users conduct trac-
ing independently (because airborne transmission is non-interactive). More
importantly, the system needs to maintain confidentiality and integrity —
unauthorized access or modification should be prohibited. Furthermore, the
system needs to be scalable — to ensure performance even in crowded areas,
since handshakes of Bluetooth, backbone of most contact tracing systems,
takes considerable time to accomplish.

Hence, we designed our Environmental Adaptive Contact Tracing System
(EACT) based on needs described above — capable of dealing with airborne
and droplet transmission, providing confidentiality and integrity, and ensures
performance even in densely crowded areas. However, contradictions hide
beneath these needs, which leave several vulnerabilities of EACT:

1. Embedding positional and environmental data into records might vio-
late confidentiality as these records, containing sensitive personal iden-
tifiable information, could potentially be accessed and misused by unau-
thorized entities while revealing these records.

2. EACT’s two transmission modes’ threat models are not compatible —
users in airborne transmission generate records independently, while
droplet transmission is based on user interactions. Therefore, because
of decentralized nature of airborne transmission detection, in EACT,
issuing one’s own records fails to ensure integrity of the system.

These two problems urge us to turn our eyes to a more unified scheme,
which is secure for both transmission modes and threat models of which



are compatible to each other. Moreover, we need a scheme to provide bet-
ter confidentiality to personal identifiable information within positional and
environmental data embedded.

The similarity between our needs and a self-issuing decentralized creden-
tials scheme [6] leads us to credentials schemes, typically the attribute-based
ones (ABC). Note that we consider ABC schemes, e.g., [7], [8], instead of
more general anonymous credentials, e.g., [9]-[11] — because the capability
of embedding attributes in credentials empowers contact tracing systems to
manage environmental factors as attributes. To the best of our knowledge,
this approach has seen limited exploration or association with contact tracing
in previous works despite its inherent viability®.

We explain the reason as follows. Recall that an ABC scheme involves
issuers, users, and verifiers. In the issuance phase, an issuer grants a creden-
tial to a user on the user’s attributes. The user can then prove possession
(showing) of the credential on their attributes without revealing identities,
but they cannot prove attributes that are not embedded in their credentials.
Hence, by building contact tracing systems atop ABC schemes: (1) users
can take environmental factors and local information as attributes; (2) users
can issue others credentials on these attributes as contact records; (3) users
can anonymously prove their records to potentially malicious verifiers (in
contact tracing, medical agencies). It is also convenient to bring the broad
spectrum of functionalities in ABC to contact tracing, e.g., selective show-
ing [7], proof of disjoint attributes [8], issuer-hiding [8], [13], delegation [14],
traceability [15], etc.

Moreover, the security of ABC, i.e., anonymity and unforgeability, can
also be adapted to contact tracing (as we will show in Section 5.2.3)2. Intu-
itively, given any honest user’s showing of contact records, anonymity pre-
vents other users and medical agencies (even if they collude) from identify-
ing the user or learning anything except what is intentionally revealed by
the user. Whereas, unforgeability guarantees that no user can perform a
valid showing if she does not possess a corresponding contact record (i.e., a
credential issued by another user according to some committed attributes,
e.g., environmental factors). The two properties resemble the “(pseudonym
and trace) unlinkability” and “integrity” of contact tracing systems proposed
in [16] (more discussion in Section 5.2.3).

!Silde and Strand [12] proposed a contact tracing system based on anonymous tokens,
i.e., an anonymous credential variant that does not support attributes.

2Notably, game-based and simulation-based security definitions of contact tracing sys-
tems have been proposed in [16], [17], respectively. This work will focus on the game-based
ones because we proceed from the perspective of ABC schemes with game-based defini-
tions.



However, existing ABC schemes cannot be utilized directly to build con-
tact tracing systems due to the lack of tracing capability. Note that the
traceability in [15] is similar to group signatures, i.e., to revoke the anonym-
ity of reqular users. In contrast, the traceability of contact systems should
enable the issuer of a contact record to be notified whenever the record is
being shown. For example, when two users (A and B) have contact, they
first exchange contact records by issuing each other a credential based on the
contact. Then, when one user (say, user A) is diagnosed and presents her
credential issued by her counterparty (user B) to medical agencies, user B
should be able to check if the presented credential is issued by herself. If so,
user B can confirm that she had close contact with user A. We formalize this
functionality as auditability of issuers in the underlying credentials scheme,
which we call an auditable ABC.

Despite improvements described above, due to interactive nature of ABC
scheme, this approach suffers from scalability problem — as the number of
surrounding users increases, performance of the system might deteriorate
caused by queued handshakes and security challenges awaiting.

1.2 Related Work

Despite the broad functionalities of ABC schemes, no existing work considers
the same traceability (revoking issuer’s anonymity) as in contact tracing
systems. Regarding auditability of ABC schemes, existing works [18], [19]
focused on auditing the credentials back to their holders, i.e., regular users.
Instead, our auditability intends to identify issuers. This is because, as shown
in Section 4.2.1, modifications are made into ABC syntax so that verifiers
cannot identify the issuer of shown credentials even if they collude with
the original issuer. However, such a property opens the gate of fabricating
issuers. Hence, it is crucial to let issuers (or designated third parties chosen
by the issuer, called auditors) check if a shown credential originates from the
issuer herself.

Theoretically, to compare with existing contact tracing systems, we con-
sider three aspects: (1) security (i.e., anonymity/unlinkability and tracing-
soundness/integrity); (2) extensibility (e.g., the capability of handling differ-
ent transmission modes and environmental factors); (3) efficiency (e.g., re-
quiring BLE handshakes during the recording phase or not). We notice that
these requirements may contradict each other (in fact, unlinkability and in-
tegrity may also have contradictions [16]). For example, as mentioned above,
revealing more data (extensibility) inevitably incurs breaches in anonymity
(security). Then, to fix such breaches, we have to rely on heavy mechanisms



that burden the system’s efficiency. In the following, we evaluate several
cryptographic contact tracing systems to prove our observation.

A simple paradigm of contact tracing utilizes symmetric primitives (e.g.,
pseudo-random permutations/functions/generators (PRP/PRF/PRG) [20],
[21] and hash functions [22]) to generate period-specific keys and pseudo-
nyms (here, the period can be several hours or days). As shown in [16],
these systems can achieve unlinkability (i.e., period-specific pseudonyms are
unlinkable) due to the pseudo-randomness of the underlying building blocks;
and integrity (i.e., no adversary can forge recorded pseudonyms to trigger
users’ tracing) due to the pre-image resistance of these primitives; but suffer
from the relay (and replay) attacks (i.e., the adversary can relay or replay pre-
vious records to break integrity) [19] because users cannot tell if a pseudonym
has been presented or not (without checking timestamps). The simplicity of
this paradigm allows us to construct highly efficient systems. However, the
simplicity also prevents us from recording anything but pseudonyms, hence,
limiting the extension capability.

One method to enhance the aforementioned systems is to use re-ran-
domizable primitives (e.g., signature schemes) as in [23] and in our work.
Concretely, a user obtains a piece of authorized information (in most cases, a
signature) from her counterparty (in [24], the counterparty can be regarded
as the user herself) during a close contact, and then presents an updated
(re-randomized) signature to medical agencies when she is diagnosed. This
approach achieves unlinkability from the re-randomizability of the building
blocks; and integrity from unforgeability. Previous works [23], [24] consider
semi-honest verifiers (medical agencies) who only approve valid signatures
to extend the bulletin board. Hence, they can prevent the relay and replay
attacks by requiring additionally the freshness of signatures.

Inherently shown in [21], [22], where authors present various constructions
of contact tracing systems with varying levels of security and efficiency, the
trade-off among these requirements (security, extensibility, and efficiency)
prevents us from finding the ultimate solution for contact tracing. We argue
that our system is secure despite handling more sensitive data; is extensible to
tackle new epidemiology findings; and is efficient enough to be implemented
in real life.

On the practical side of contact tracing systems, we evaluated several
existing works and concluded that these systems all have similar deficien-
cies (See Table 1.1). Here, “Precision” means whether to filter out false
positives (get warned but not in danger) from the scanned results; “Demo”
means whether a software demonstration exists; “Confid.” means confiden-
tiality; “Integrity” means whether someone can fabricate non-existent records
or identities; “Scalability” means whether the system can be deployed in



large-scale use-cases, e.g. densely populated scenarios or heavy calculations;
“Flooding” means whether the system can prevent users from flooding the
system with either legitimate records or illegitimate records. Additionally,
“/\” means this property exists, without being fully applied, which will be
explained in the following paragraphs or sections, and “N/A” means this
property is not considered as a topic by the researcher(s) in their corre-
sponding research(es).

One of the major problems is the lack of precision. Based on our research,
there is currently no contact tracing system focusing on reducing the false-
positive rate of the scanning. For example, the first contact tracing system
for COVID-19 is the privacy preserving Contact Tracing system designed by
Apple and Google (“GAEN") [20], using Bluetooth Low Energy (BLE) to
search for surrounding devices without excluding results outside effect range
of droplet transmission. Although the range of BLE varies by device, most
of them are around 50-100 meters. In contrast, based on epidemiological
research, the distance of droplet transmission is typically between 0—20 me-
ters approximately [25], and can be affected by environmental factors. This
means that individuals scanned outside the effective range would be false-
positive cases.

Also, all current contact tracing systems ignore the fact that people do not
have to contact others closely to become “close contacts” because, according
to Chen [26], droplets ejected from the human body will float for a specific
amount of time. Therefore, these systems do not consider the duration time
for the infection tracking.

More importantly, personal privacy is not thoroughly preserved in current
contact tracing systems. In this regard, GAEN is a representative model for
typical contact tracing. Users hold a periodically re-generated temporary key
(TEK) and generate other keys using a key derivation function. Keys derived
from TEK are used to encrypt the payload with AES [27]. After being di-
agnosed positive, encrypted payload and TEKs will be uploaded for normal
users to trace their contacts. However, for GAEN, its cryptographic design
based on AES and random key generation cannot guarantee integrity, ¢.e.,
fabricating never-happened meetings or fake identities. It is worth mention-
ing that all current contact tracing systems do not prevent such fabrication,
which would harm data integrity of contact tracing systems.

Although all of the contact tracing systems we reviewed emphasize con-
fidentiality, which means to prevent unauthorized access, most of them have
not clarified the problem about who shall be categorized as “unauthorized
entities”. For example, the contact tracing application designed by N.C.S.C.
of the U.K. [28] holds a public key pair for each user and stores the pri-
vate key in the server. Hence, the service providers can access user data



using the private key while preventing unauthorized entities from accessing
it. However, from the perspective of privacy protection, service providers
and unauthorized entities show no difference — both can act as threats to
users’ data security, and it is not possible to prevent this from happening
with traditional public-key approaches.

Systems proposed by Kim et al. [29] and An et al. [30] use functional
encryption and homomorphic encryption to circumvent the aforementioned
issues caused by traditional encryption. However, neither of the primitive
is practical in the real world. Moreover, these systems even collect more
personally identifiable information than it is necessary, e.g., credit card in-
formation.

There are also articles mainly focused on engineering issues, such as [31]—
[33]. Unlike this work which proposes new generic cryptographic frameworks
for contact tracing systems, these studies focus on implementing existing
technologies and building concrete applications. Moreover, they also suffer
from the issues mentioned at the beginning of this section. For example, [32]
uses a different approach that involves IoT, and only traces diagnosed users.
Whereas [31] uses geolocation data in contact tracing but only presents pos-
sible methods to achieve privacy without analysis.

It should be specially notified that, the term “airborne-based” used in [33]
refers to droplet transmission, which is not the same as the formal definition
of airborne transmission, defined by CDC [34], as we describes in Section 2.2.

Finally, we believe contact-tracing applications should follow the ethical
guidelines proposed in [35]. However, as our goal focuses more on proposing
a general cryptographic framework for contact-tracing systems rather than
coding an application, we argue that our work does not violate the spirit of
the guideline.

1.3 Owur Contributions

Our contribution can be divided into two parts: Environmental Adaptive
Contact Tracing System, and Auditable Attribute-Based Credentials Scheme.
The reason why we choose to provide two approaches is because they both
have advantages and disadvantages due to the difference in their underlying
cryptographic scheme: decentralized anonymous credential and attribute-
based credential. Environmental Adaptive Contact Tracing System has bet-
ter performance in large-scale implement, but lacks a robust and rigorous
cryptographic scheme and assumes a honest revealer, as mentioned in Sec-
tion 1.1. On the other hand, Attribute-Based Credential’s cryptographic
scheme is robust, rigorous, and secure, but may suffer from performance
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Table 1.1: Comparison with Related Works

C.T. Systems Prec. | Demo | Confid. | Integ. | Scal. | Flooding
UK [28] X v X X v X
é Gov. JP [36] X v X X v X
= China X v X X N/A v
Other | GAEN [20] | X v X X v X
o Liu et al. [23] X A v X X X
% Canetti et al. [22] X X v X v X
©| Kim et al. [29] X X v X X X
é An et al. [30] X v v X X X
José et al. [31] X X N/A N/A | N/A N/A
Manjul et al. [33] X v X X v X
Lalit et al. [32] X v N/A N/A | N/A N/A
Our Work v v v v v v

C.T. = Contact Tracing; Prec. = Precision; Confid. = Confidentiality; Integ. = Integrity;
Scal. = Scalability; IRL = In Real Life

issue in large-scale implement because of its interactive nature.

1.3.1 Environmental Adaptive Contact Tracing Sys-
tem

A New Cryptographic Framework To solve the dilemma between ano-
nymity and integrity, we propose a cryptographic framework for contact trac-
ing and provide a construction based on a public key rerandomizable BLS
signature scheme. The scheme is based on the original BLS signature [37]
and the updatable public key mechanism [38], and it satisfies public key re-
randomizability and signature aggregability. The scheme enables users to
update their identities to preserve privacy while keeping the integrity with
signatures to deny malicious messages. The result is that users cannot fabri-
cate fake meeting records with other users, undermining the integrity of the
bulletin board. Thus, we utilize the signature scheme as our main building
block for the contact tracing system and analyze the computational complex-
ity of the resulting scheme.

We also clarify the integration between our framework and a bulletin
board, which can be implemented with a blockchain. Finally, we consider
several practical issues of our blockchain-based bulletin-board, such as pri-
vacy, scalability, and storage overhead.
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A New Contact Tracing System Based on our cryptographic frame-
work described above, we propose a new contact tracing system, which uses
environmental factors affecting particle dynamics, lifetime to filter scanning
results, and lower the false positive rate, to prove the practicality of our cryp-
tographic framework. The dynamics determines the coordinates in which
users should be informed, and lifetime determines the time interval during
which users should be informed. Our cryptographic framework is a variant of
credential systems, and thus it can embed these arbitrary environment factors
inherently. Moreover, according to new requirements (airborne transmission)
in contact tracing, our system includes a new contact-tracing scheme called
discrete real-time tracking. See Figure 5.1 for the detailed design.

Our system uses a perfect hiding commitment scheme to prevent multiple
identities for the same user. Users need to commit their unique initial public
keys to authorized organizations. Then, doctors need to check 1) whether the
user knows the corresponding secret key and 2) the commitment is computed
correctly from the public key and commitment key, without knowing either
public, secret, or commitment keys. Hence, doctors can verify whether the
submitted contact records are signed by the committed public key.

We also developed a demonstration on Android OS to show the efficiency
of our work on mobile devices.

1.3.2 Auditable Attribute-Based Credentials Scheme.

In order to build an auditable ABC scheme, we first propose a cryptographic
tool called the “auditable public keys (APK)” mechanism, which extends the
updatable public key given in [38]. The APK embeds extra structure in the
secret and public key pair with a new auditing key. The structure will be
preserved even after updating the public key and can be verified (we call it
audit) by the auditing key. That is, a participant who holds the auditing key
corresponding to some key pair can audit if a given public key is updated
from the corresponding public key without knowing the secret randomness
in the update algorithm. Similar to the updatable public key, our APK can
be used as a plug-in for many different cryptographic primitives (We show
two examples in Chapter 4).

Next, we adapt APK to the existing ABC scheme [7] and define the formal
syntax of our auditable ABC. We show a concrete construction for the APK
mechanism based on the matrix Diffie-Hellman problem over matrix distribu-
tions [39], [40]. We prove that our APK construction can be inserted into the
structure-preserving signatures on equivalence classes (SPS-EQ) scheme [§]
without breaking the security of the original SPS-EQ (though incurring a
slight reduction loss). By employing our modified SPS-EQ), a set-commitment

12



scheme from [7], and a zero-knowledge proofs of knowledge protocol [41], we
present a construction for the auditable ABC scheme.

Finally, we refine the EACT framework [24] and provide a construction
based on our auditable ABC scheme. Hence, we can unify the tracing process
of the conventional Bluetooth Low Energy (BLE)-based setting for droplet
mode and their discrete-location-tracing setting (DLT) for airborne mode.
Then, we argue that the security of the refined EACT can be derived from
our auditable ABC scheme but requires sufficient adaptions, e.g., in con-
tact tracing, the verifier of credentials may be malicious and approve falsely
shown credentials. We explain these adaptions and finally show an imple-
mentation (in Section 5.2.4) of our construction on real-life Android devices
to demonstrate practicality.

Our contributions regarding auditable ABC scheme are threefold: (1) we
propose an APK mechanism that can be used as a plug-in tool for many
cryptographic primitives; (2) we propose an auditable ABC scheme that in-
herits auditability from APK. Then, we show concrete constructions for APK
and the auditable ABC scheme; (3) we refine and construct the EACT fra-
mework [24] based on credentials schemes. We also provide formal security
definitions and implement the construction. Additionally, we add algorithms
to jPBC library [42] to support matrix-based bilinear pairing operations dur-
ing implementation.

13



Chapter 2

Preliminaries

2.1 Notations

Throughout this thesis, we use A for the security parameter and negl(-) for
the negligible function. PPT is short for probabilistic polynomial time. For

an integer ¢, [q] denotes the set {1,...,q}. Given a set X, z & X denotes
that x is randomly and uniformly sampled from X; whereas, for an algorithm
Alg, x < Alg denotes that x is assigned the output of an algorithm Alg on
fresh randomness. Let Alg,, Alg, be two algorithms, (Alg,,Alg,) denotes a
potentially interactive protocol between the two algorithms. Let H denote a
collision-free hash function. For an additive group G, G* denotes G \ {0g}.
For a set X C Z,, we refer to a monic polynomial of order |X| defined
over Z,[X], Chx(X) 2 Mpex(X —2) = Zfi'o ci- X' as X’s characteristic
polynomial.

We denote the asymmetric bilinear group generator as BG < BGGen(1*)
where BG 2 (p, G, Go, Gy, Py, Py, e). Here, Gy, Go, Gr are additive cyclic
groups of prime order p with [log, p] = A\, Py, P, are generators of G, Go,
and e : G; x Gy — Gy is a type-3, i.e., efficiently computable non-degenerate
bilinear map with no efficiently computable isomorphism between G; and
G,. For an element a € Z, and i € {1,2}, [a]; denotes aP; € G; as the
representation of a in group G;. As mentioned in [8], for vectors or matrices
A, B, the bilinear map e computes e¢([A];, [B]2) = [AB|r € Gr.

Additionally, Table 2.1 shows the notations used when introducing the
impact of environmental factors in contact tracing systems .

14



Table 2.1: Table of Notations

Notations ‘ Definitions H Notations ‘ Definitions

B Spalding mass transfer number C Circle

D Binary diffusion coefficient F¢ Gravitational force
MP Measured power RH Relative humidity

T Temperature Y Mass fraction

d Estimated distance (by RSSI) do Initial droplet size

dr Shift of the coordinate at dt dt Discrete time point

f Liquid water L Location-stamp

m Mass of the droplet R Radius of the droplet

t Droplet Lifetime t, Record time

Ug Peak value of airflow velocity Vg Initial ejection velocity

Uy Downward terminal velocity w, s Water at droplet surface
w, 00 Ambient water y Path loss exponent

n Dynamic viscosity A Drag coefficient

& Noise term P Density

2.2 Environmental Factors in Epidemiology

Environmental factors play an important role in contact tracing, thus we
evaluate and incorporate several epidemiological studies in our system.

The three ways of transmission for respiratory viruses, as suggested by
CDC [34], are: contact transmission, droplet transmission, and airborne
transmission.

In this thesis, according to the definition [34], “contact transmission”
means direct physical contact with infectees; “droplet transmission” refers
to the infections due to viruses ejected with droplets by sneezes or coughs;
“airborne transmission” means infections caused by floating liquid drops car-
rying viruses suspended in the air.

Assumptions
We need to make some assumptions to exclude immeasurable or uncontrol-

lable factors.

Excluding Contact Transmission Without extra wearable devices or
sensors, cellphones are not able to detect direct contacts (i.e., touching), and
contact tracing systems should solely rely on the most widely-used portable
devices (cellphones, in this case).

15



Enclosed Indoor Environments For indoor environments, it is true that
ventilation is crucial for epidemic preparedness [1]. However, it is hardly pos-
sible for cellphones to sense the ventilation status of the current room. Hence,
we need to decide whether to assume all indoor cases are enclosed or venti-
lated. If the environment is ventilated, the airflow organization will become
more complex. In that case, we need to either simulate particle dynamics,
which is impractical for mobile devices, or to assume indoor airflow organi-
zation models. Moreover, since an enclosed environment is more dangerous
than a ventilated environment [1], as airflow can dilute viruses in the air
and thus reduce their infectivity, we prefer a worst-case assumption. Conse-
quently, we assume that all indoor environments are enclosed in our system,
including balconies and opened windows.

End of “Lifetime” # Death of Virus As the researchers indicate in their
study about lifetime [26], lifetime means vaporization. However, vaporization
of the droplet that carries and transmits the virus does not necessarily mean
the virus” death. The lifetime of pathogens differs from one disease to another
and depends on surfaces’ materials, which are not measurable by cellphones.
Therefore, we will not consider the real lifetime of pathogens.

Overview.

Under the assumptions described above, three major measurable factors are
temperature 7', relative humidity RH, and air velocity. There are two types
of transmission, transmission by droplets and by airborne. All researchers
mentioned in this section have provided experimental data, respectively, with
values of environmental factors staying in reasonable ranges as real-world
scenarios may have.

This section is represented by the box “Discrete Tracing” and “BLE Scan-
ning” in the design diagram (Figure 5.1 in Section 5.1).

We must emphasize that we do not intend to pay attention to the accu-
racy of epidemiological data and equations mentioned in this section. We
believe that such researches are subject to future works of physicists and
epidemiologists. Existing contact tracing approaches completely lacked con-
sideration of such fields, and our focus here is to implement epidemiological
studies in contact tracing.

Droplet Transmission. According to Das et al.’s study, the influence of
temperature on space-time evolution of droplets’ motion, from 0°C to 40°C,
is quite limited (about 10%) [25]. Therefore, we will not take temperature
into consideration of droplet transmission.
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Instead, the sizes of the particles and airflow play significant roles in
droplet transmission. Das et al.’s data is based on the Langevin equation [25],
i.e., Equation (2.1).

d27"i
dt?

In order to measure the size (i.e. radius) of the droplets that determines
the mass m (i.e. 4T R3p/3), Han et al.’s research provides statistical data of
diameter of droplets, measured at 100 ms after the ejection from the human
body [43].

Together with the Langevin Equation, the impact of airflow velocity also
needs to be considered, as shown in Equation (2.2). The impact of airflow
velocity needs to be evaluated with the downward terminal velocity, v; [25].

4 B dr G
§7TR p = A% +£&(t) + F (2.1)

o 2R2 (pdroplet - pair)g
= on

Das et al. have explained thoroughly how to solve Equation 2.1 and also
the effects of airflow velocity in their paper, and thus we will not cover these
details in this section. Since the authors claim that their experiment data
matches calculated assumptions perfectly [25], both can be implemented in
our system.

We use 0.5m/s air velocity as the threshold to determine whether the
current outdoor environment is ventilated enough, as suggested by NFPA
in laboratory ventilation standards [44]. If air velocity is faster than the
threshold, transmission radius will be set to 0. This rule also applies to
lifetime in airborne transmission, as discussed in the following section.

Ut

(2.2)

Airborne Transmission. Chen’s work provides an important equation in
his research as Equation (2.3) shows for determining lifetime of the particles.
Spalding mass transfer number B is computed from mass fraction Y,, ; and
Yi.oo- In this equation, temperature has impact on diffusion coefficient D
and relative humidity determines the ratio between Y,, ; and Y, .

pfdg Yw,s - Yw,oo
8pwDu(ln(1+ B)) e 1— Yo,
Using the equation, data in Chen’s research include particles of 1-1000 pm
diameter (dp), with relative humidity RH from 0% to 100% and temperature
at 20°C and 30°C. Both data and equation can be implemented in our
system to predict lifetime.

(2.3)
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Take note that when relative humidity approaches approximately 55.7%?!,
lifetime approaches infinity, as Y,, - approaches Y, s, shown in Equation (2.3).

Measurement.

Table 2.2: Regulations about Temperature and Relative Humidity

Nation | Temperature (in Celsius) | RH | Reference
Japan 17-28 40%-70% [45]
U.S.A. 20-24 20%-60% | [46]
U.K. >16 or >13 N/A [47]
France 19 N/A [48]
China 2628 or 1620 40%-65% [49]

It is crucial to distinguish indoor environments from outdoor environ-
ments for measurements, as most countries have laws or regulations on tem-
perature/humidity in public areas. Online mapping services, such as Google
Maps, are capable of categorizing place types (e.g., bank, city hall, zoo, and
etc.). According to users’ location, these services can be used to infer whether
the user is staying indoor or outdoor, public buildings or residential build-
ings. Temperature/humidity indoor can be estimated from either these laws
or regulations, assuming that all public buildings keep following these laws
or regulations, or users’ personal favorite ambient temperature/humidity at
home. Again, we assume all indoor areas are enclosed, as stated in Sec-
tion 2.2.

In Table 2.2, we take five countries as examples, Japan, United States of
America, United Kingdom, French Republic, and People’s Republic of China.
By embedding these data (along with other countries) into the system in
advance, our system can operate in different nations or regions.

Besides, outdoor temperature/humidity /airflow is easy to measure — us-
ing data from government-held organizations such as the department of me-
teorology or from commercial weather service providers.

Some mobile phones are also equipped with hygrometers, or humidity
sensors, which can measure ambient relative humidity and should be more
precise than estimation based on regulations.

Derived and explained in [26].
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Chapter 3

Cryptographic Assumptions
and Building Blocks

This chapter introduces cryptographic assumptions and building blocks that
we will utilize to construct our results.

3.1 Assumptions

Recall the type-3 bilinear map given in Chapter 2.1 with respect to the gen-
erator BGGen: BG «+ BGGen(1%) such that BG 2 (p, G1,Ga, Gr, Py, Py, €)
where: G1, Gy, G are additive cyclic groups of prime order p with [log, p| =
A; Pp, Py are generators of G, Gg; and e : G; x Gy — G is a type-3, i.e., effi-
ciently computable non-degenerate bilinear map with no efficiently comput-
able isomorphism between G; and G,. We assume the g-co-discrete-logarithm
(g-co-DL) assumption, the Computational co-Diffie-Hellman (co-CDH) [50],
and the Diffie-Hellman (DDH) assumption hold over this bilinear group. We
further assume the following assumptions hold over matrix distribution: the
matrix decisional Diffie-Hellman (MDDH) assumption [39] and the kernel
matrix Diffie-Hellman (KerMDH) assumption [40]. The formal definitions
are presented as follows.

Definition 1 (¢-co-DL Assumption) The g-co-DL assumption holds for

BGGen, if for all BG < BGGen(1?),a & Zy, and all PPT adversary A, the
following advantage is negligible of \:

Pr[a’ + A(BG, ([a']1, [a']2)jeq : @ = al.

Definition 2 (co-CDH) The co-CDH assumption holds for BGGen, if for
all BG + BGGen(1Y),z,y & Z, and all PPT adversary A, the following
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advantage is negligible of \:
Pr [ZL’y.Pl — A(Pl, Pg,l‘Pl,yPQ)] .

Definition 3 (DDH Assumption) The DDH assumption holds in G; €

BG where i € {1,2} for BGGen, if for all BG + BGGen(1}),z,y, 2 & Z, and
all PPT adversary A, the following advantage is negligible of \:

| Pr[A(BG, 2P, yP;, zyF;) = 1] — Pr[A(BG, 2P, yF;, zP;) = 1]|.

Particularly, we need the DDH assumption to hold for both i € {1,2},
i.e., the Symmetric eXternal Diffie-Hellman (SXDH) assumption [51], in our
DDH-based auditable public keys mechanism (Construction 2), we also show
its definition in the following.

Definition 4 (SXDH assumption) We say the SXDH assumption holds
for BGGen, if the DDH assumption (Definition 3) holds in G; and G,.

Next, we define the matrix distribution and show assumptions with re-
spect to a given matrix distribution D; .

Definition 5 (Matrix Distribution) Let I,k € N with | > k. Dy, is a
matrix distribution that outputs matrices in ZLX’“ of full rank k in polynomial

time. We further denote Dy, 2 Dis+1k-

Definition 6 (D, ;,-MDDH Assumption) The D;,-MDDH assumption
holds in group G; € BG where i € {1,2,T} relative to BGGen, if for all

BG + BGGen(1%), A & Dy, W & Z’;, ud Zé, and all PPT adversary A, the
following advantage is negligible of \:

Advy 7 = | Pr[A(BG, [Al;, [Awl:) = 1] — Pr[A(BG, [A];, [u];) = 1]|.

Definition 7 (D, ;-KerMDH Assumption) The D, ,-KerMDH assump-
tion holds in group G; € BG where i € {1,2} relative to BGGen, if for

all BG + BGGen(1*), A & D, and all PPT adversary A, the following
advantage is negligible of \:

Pr[[x]s_; < A(BG, [A];) : e([x]3-s, [A];) = [0]r Ax # 0.
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3.2 Black-Box Building Blocks

Next, we introduce the syntax and security definitions of several crypto-
graphic primitives that will be used as a black-box in this work.

1. A digital signature scheme SIG 2 (KeyGen, Sign, Verify) that satisfies cor-
rectness and existentially unforgeability under adaptive chosen-message
attacks (EUF-CMA) [52];

2. A set-commitment scheme that is correct, binding, subset-sound, and hid-
ing [7]: SCé(Setup, Commit, Reveal, OpenSubset, VerifySubset);

3. A zero-knowledge proofs of knowledge (ZKPoK) protocol II that satisfies
completeness, perfect zero-knowledge, and knowledge-soundness [41].

3.2.1 Digital Signature Schemes

The tuple of algorithm in a digital signature scheme SIG = (KeyGen, Sign,
Verify) works as follows.

e KeyGen(1?) takes as input the security parameter A and outputs a key pair
(sk, pk);

e Sign(sk, m) takes as input the secret key sk and a message m. It outputs a
signature o on m under sk;

e Verify(pk, m, o) takes as input the public key pk, the message m and the
signature o. It outputs 1 if the signature is valid and 0 otherwise.

This work employs a signature scheme that satisfies correctness and the

existential unforgeability under adaptive chosen message attacks (EUF-
CMA) [52].

Definition 8 (Correctness) A signature scheme satisfies correctness, if
for any X\ > 0 and (sk, pk) + KeyGen(1*):

Pr [Verify(pk, m, Sign(sk,m)) = 1] = 1.

Definition 9 (EUF-CMA) A signature scheme satisfies EUF-CMA, if for
any adversary that has access to a signing oracle Osign(sk, ) with queries
m € Q, the following probability is negligible of X for any A > 0 and (sk, pk) <
KeyGen(1*):

Pr [(m*,0%) < A% (pk) : m* ¢ Q A Verify(m*, 0", pk) = 1] .
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3.2.2 Set-Commitment Scheme

The set-commitment SC 2 (Setup, Commit, Reveal, OpenSubset, VerifySubset)
is defined as:

e Setup(1*, q) takes as input the security parameter A\ and the size upper
bound ¢ of committed sets. It outputs the public parameter pp;

e Commit(pp, X) takes as input pp and a non-empty set X. It outputs a
commitment comm and opening information O;

e Reveal(pp,comm, X, O) takes as input pp, a commitment comm, a set X,
and opening information O. It outputs 1 if O is a valid opening of comm
to X; and 0 otherwise;

e OpenSubset(pp,comm, X, O, D) takes as input pp, a commitment comm,
a set X, opening information O, and a non-empty set D. If D C X it
outputs a witness W that shows D being a subset of the set X committed
in comm;

o VerifySubset(pp,comm, D, W) takes as input pp, a commitment comm, a
non-empty set D, and a witness W. It outputs 1 if W is a witness that
shows D being a subset of the set X committed in comm; and 0 otherwise.

Definition 10 (Correctness) A set-commitment scheme satisfies correct-
ness, if for any A\,q > 0, any X and non-empty D C X, and any pp <
Setup(1?, q)-

Pr [(comm, O) <~ Commit(pp, X) : Reveal(pp,comm, X, O) = 1] = 1A

(comm, O)+Commit(pp, X) :VerifySubset(pp, comm, D, W)=1

Pr W <« OpenSubset(pp, comm, X, O, D)

=1.

Definition 11 (Binding) A set-commitment scheme is binding, if for any
A\, q > 0, any pp < Setup(1*,q), and all PPT adversary A, the following
probability is negligible of \:

Reveal(pp, comm, X, O) = 1A
Pr | (comm,X O, X' O") < A(pp) : Reveal(pp,comm, X' O") = 1A
X #X

Definition 12 (Subset-Soundness) We say a set-commitment scheme is
subset-sound, if for any \,q > 0, any pp + Setup(1*,q), and all PPT adver-
sary A, the following probability is negligible of \:

Reveal(pp, comm, X O) = 1A
Pr | (comm,X O, D, W) <+ A(pp): VerifySubset(pp,comm, D, W) = 1A
D¢ X
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Definition 13 (Hiding) A set-commitment scheme is hiding, if for any
A, q >0, any pp + Setup(1?,q), and all PPT adversary A with accessi-
bility to an Oopensubset OTacle that opens the challenge commitment to any
subset in the intersection of the two committed sets, the following probability
is less than negl(\).

$
b < {0,1}; (X, Xy, st) < A(pp) 1
Pr | (comm,O) < Commit(pp, X;); =0 | — 35
b* «— AOOpenSubset(vacomm’xbyo"gxomxl)(St’ Comm)

3.2.3 Zero-Knowledge Proofs of Knowledge (ZKPoK)
Protocol

We follow the generic definition of ZKPoK given in [7]. Let Lxr = {z :
Jw, s.t., (z,w) € R} C {0,1}* be a formal language with respect to a bi-
nary, polynomial-time (witness) relation R C {0,1}* x {0,1}*, i.e., when
given a polynomial-size (of |x|) witness w that certifies (z,w) € R, © € L
can be decided in the polynomial time of |z|. Denote the interactive pro-
tocol between a (potentially unbounded) prover P and a PPT verifier V
with (-,0) < (P(-,-),V(:)) where b € {0,1}. Here, b = 1 indicates that V
accepts the conversation with P; and b = 0 indicates V rejects. If an interac-
tive protocol satisfies completeness, perfect zero-knowledge, and knowledge-
soundness [41], we call it a ZKPoK.

Definition 14 (Completeness) An interactive protocol (P,V) for a rela-
tion R satisfies completeness, if for any x € L and w s.t., (z,w) € R:

Pr[(-,1) + (P(z,w),V(x))] = 1.

Definition 15 ((Perfect) Zero-Knowledge) An interactive protocol (P,
V) for a relation R is (perfect) zero-knowledge, if for any PPT adversary A
there exists a simulator S such that {S(z)}rec, ~{(P(x, w), A(%)) }zw)er
where S is PPT and (P(-,-), A(-)) denotes the transcript of the interaction
between P and A, and “~” denotes (perfect) indistinguishability.

Definition 16 (Knowledge-Soundness) An interactive protocol (P,V) is
proofs of knowledge (PoK) relative to an NP relation R, if for any poten-
tially unbounded adversarial prover A accepted by V on x, i.e., (1) «
(A(x),V(x)), with probability greater than €, then there exists a PPT knowl-
edge extractor KA(z) (denoting that the extractor has rewinding black-box
access to A) that can output a value w satisfying (x,w) € R with probability
polynomial of €.
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3.3 Base Primitives

Additionally, we will present another two primitives, i.e., the B(G)LS signa-
ture scheme [37], [50] and the state-of-the-art structure-preserving signatures
on equivalence classes (SPS-EQ) scheme [8]. These primitives will be signifi-
cantly modified in our constructions, and the modified versions are considered
our contributions.

3.3.1 The B(G)LS Signature Scheme

Proposed by Boneh et al. [50], the BLS is a signature scheme that enables

signature aggregation without requiring signers’ secret keys. The aggrega-

tion suffers from the “rogue public key” attack [37]. The following definition

adopts the distinct message set solution from [37]. The modified scheme is

usually called the BGLS signature, however, we use “BLS” to keep consis-

tency. Let Hy : Ml = G4 be a hash function where M is the message space.
The BLS signature scheme involves the following algorithms:

e KeyGen(1*) — (sk,pk). With a security parameter \ as input, KeyGen

chooses a random sk &- Z, and outputs (sk, pk) where pk < sk-P, € Go;

e Sign(sk,m) — o. Sign takes in signer’s secret key sk and a message m € M|
it outputs o < sk-Hyg(m) € Gy;

e Vrfy(pk,m,o) — {0,1}. If e(o, P2) = e(Ho(m), pk), Vrfy outputs 1, other-
wise outputs 0;

e Aggre({o;}) — o. Each signer provides a signature o; € G; on distinct
messages m;, and anyone can verify with Vrfy and compute o < II!" ,0;
on valid signatures for the aggregate signature;

o VrfyAggre({pk;},{m;},o) — {0,1}. Given an aggregate signature o € G,
and (m;, pk;) of signers who is involved in the aggregate signature, verifiers
need to: (1) ensure the messages m; are all distinct and output 0 otherwise;
(2) compute h; < Ho(m;) for all users and accept if e(o, Py) = I e(h;
, pk;) holds.

BLS signature schemes should be correct and EUF-CMA secure. More-
over, we adopt the “aggregate chosen-key” security model from [37] for the
aggregatable functionality.

In the n-user setting, the adversary A is provided with a single public key.
Its goal is the existential forgery of an aggregate signature. The adversary can
choose all of the public keys except the challenge public key. The adversary
can also access a signing oracle on the challenge key. The game is between a
challenger and an adversary A.
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e Setup. The challenger runs KeyGen to generate a key pair (sk, pk) and
sends pk to the adversary.

e Queries. A chooses messages from M adaptively and receives signatures
from the challenger with sk.

e Forgery. A outputs n—1 additional keys pk,, ..., pk,, n messages my, ...,
m,, and an aggregate signature o generated from n messages and keys (i.e.,
n pairs of (m, sk, pk)).

A wins if the aggregate signature o is a valid signature on (mq,...,m,)
under public keys (pk, pky, ..., pk, ), without querying to the signing oracle
with m; under pk. We model the hash function as a random oracle.

Definition 17 (Aggregation Unforgeability) An aggregate signature
scheme is (t, qu, qs)-secure against existential forgery in the aggregate chosen-
key model if any adversary A runs within t time; makes at most qu queries
to the hash function (random oracle) and at most qs queries to the signing
oracle. The following condition holds:

Pr[A wins the game] = negl(\).
The probability takes over the randomness of KeyGen and A.
By [37], we have the following lemma.

Lemma 1 The BLS signature scheme is aggregation unforgeable in the ran-
dom oracle model if the co-CDH assumption holds for BG < BGGen(1?).

3.3.2 The State-of-the-Art SPS-EQ Scheme

We show the SPS-EQ scheme given by [8] with respect to a fully adaptive

non-interactive zero-knowledge (NIZK) argument NIZKé(PGen7 PPro, PSim,
PRVer, PVer, ZKEval).

Construction 1 (SPS-EQ Scheme SPSEQ) The algorithms are:

e Setup(1*). Run BG < BGGen(1*) and sample matrices A, Ay, A, & p,
from matriz distribution. Generate a common reference string and trap-
door for the malleable NIZK argument with (crs, td) < NIZK.PGen(1*, BG).
Return pp = (BG, [A]z, [Aol1, [A1]1, crs, 0);

o KeyGen(pp). Sample Ko & 7 K hl 252, Compute [Bly = [Kol2[Als
and [Cly = [K]a[A]s. Set sk = (Ko, K) and pk = ([B]z, [Clz2). Return
(sk, pk);
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e Sign(pp, sk, [m]y). Sample ry,ry & Z,. Compute [t]y = [Aglir1 and [w]; =
[Aglira. Compute uy = K| [t]; + K" [m]; and uy = K| [w];. Generate
proof with (1, Qa, [20]2, [21]2, Z1) < NIZK.PPro(crs, [t]1, 71, [W]1,72). Set
o = ([w)y, [t], 21, [20]2, [21]2, Z1) and T = ([us]y, [W]1, Q). Return (o, 7);

e ChgRep(pp, [m]1, (0,7), 1, p, pk). Parse o = ([uy]1, [t]1, @, [20]2, [21]2, Z1)
and T € {([112]1, [W]l,Qg),J_}. Let Q) = (Ql, QQ, [Zo]g, [21]2, Zl) Check
proof with NIZK.PVer(crs, [t]1, [w]1,Q). Check if e([ua]], Als) = e([w]],

Bly) and e([wi]], Aly) = e([t]{,B]s) + e([m]], Clz). Sample a, 3 & Zy.

Compute [0'1]1 = p(pwi]i + Bluz)y) and [t']; = plt] +B[w] = [Ao]i (ur +
Pre). And for i € {0,1}, compute [2}]s = afzi]a, [a’ |1 = aplal]; + apla?];,
[di]: = apldi]z + aBldf]s. Set Q' = (([@"i]1, [d]]2 [z])2)icfo1y, @Z1).  Set

o' = ([UW'1]1, [t']1, ). Return (u[m]y,o’);

o Verify(pp, (p, pk), [m]y, (0,7)). Parse o = ([w]y, [t]1, Q1, [20]2, [21]2, Z1) and
7 € {([uz)1, [w]1,€09), L}. Check proof Q0 with NIZK.PRVer(crs, [t]1, 1,
o], (1] Z1) and check if e([uy]], Als) = e([¢], Bla) + e([m]], Cl). If
T #1, then check proof Qy with NIZK.PRVer(crs, [w]q, Qa, [20]2, [21]2, Z1)
and check if e([uy]] , Als) = e([w]], B]2).

The given SPS-EQ construction (Construction 1) satisfies correctness, the

EUF-CMA, and the property of Perfect Adaption of Signatures with respect
to Message Space. The formal definitions are as follows.

Definition 18 (Correctness) An SPS-EQ scheme satisfies correctness, if
for any X > 0,0 > 1, pp < Setup(1?), and (sk, pk) + KeyGen(pp):

Pr [Verify(pk, Sign(sk, [m];)] = 1A

Pr [Verify(p - pk, ChgRep([m]y, Sign(sk, [m]1), 1, p, pk))] = 1.
Definition 19 (EUF-CMA) An SPS-EQ scheme satisfies EUF-CMA, if
for any adversary that has access to a signing oracle Osign(sk, ) with queries
[m]; € Q, the following probability is negligible of A for any A > 0,¢ > 1 and
pp  Setup(1*):

Py (sk, pk) < KeyGen(pp);: V[m]; € Q, m*|z # [m]gA
((f, o) A% (pk)  Verify([m];,o*, pk) = 1

79
Finally, we define the perfect adaption of signatures with respect to mes-
sage space (under malicious keys in the honest parameters model).

Definition 20 An SPS-EQ scheme over a message space MC(G?})" perfectly
adapts signatures with respect to the message space, if for all tuples (pp, [pk];,
[ml;, (o, 7), 11, p) such that pp < Setup(1*),[m]; € M, p,p € Zy, and Verify
(pk, [m];, (0, 7)) = 1, we have the output ([ - ml;, 0*)<ChgRep([ml;, (o, 7),
i, p, [pk];) where o* is a random element in the signature space such that
Verify([p - pk, g - m];, 0*) = 1.
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Chapter 4

Our New Functionalities to
Anonymous Credentials

In this chapter, we present two constructions that introduce new function-
alities to existing anonymous credentials schemes. Concretely, we bring
credential aggregation to the decentralized anonymous credentials (DAC)
scheme [6]; and bring auditability (of issuers) to the attribute-based creden-
tials (ABC) scheme [7], [8]. Both of our derived schemes can be further
applied to enhance contact tracing systems.

We start from showing a generic cryptographic plug-in tool that we build
to achieve these functionalities, i.e., the auditable public keys (APK) mech-
anism (APK).

4.1 Our APK Mechanism

Proposed in [38], the updatable public key mechanism is a generic tool that
can be integrated into many cryptographic primitives, e.g., digital signature
and public key encryption schemes. The mechanism enables public keys to
be updated in a public fashion, and updated public keys are indistinguishable
from freshly generated ones. The verification of public keys either requires
the corresponding secret key (verifying the key pair) or the randomness used
in the updating algorithm. However, these approaches are insufficient in
multi-user cases, e.g., in credentials schemes and contact tracing systems.
The reasons are: (1) secret keys should only be known to their holders; (2)
asking the user who runs the updating algorithm to store its random value
or keep the value secret may require impractical assumptions (e.g., assuming
every user to be honest).

Therefore, we propose an APK mechanism to extend the updatable public
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key by embedding a structure represented by an auditing key into public keys.
The structure enables designated third parties who hold the auditing key, the
auditors, to decide whether a public key is updated from the corresponding
public key of the auditing key. Moreover, we require that no auditor can learn
the corresponding secret key from its auditing key. Hence, we separate the
role of users, i.e., a user can delegate her capability of auditing to an auditor
without revealing the secret key, and a user who performs the updating
algorithm can discard her randomness without the concern of being asked to
provide it.

The formal syntax and security definitions of APK are given in the fol-
lowing. We recall and extend the definitions from [38].

Definition 21 (Auditable Public Key Mechanism) An auditable pub-

lic key (APK) mechanism involves algorithms APKé(Setup7 KeyGen, Update,
VerifyKP, VerifyAK, Audit) that are performed as follows.

o Setup(1?) takes as input the security parameter X and outputs the public pa-
rameter pp that includes secret, public and auditing key space SIC, PK, AK.
These are given implicitly as input to all other algorithms;

o KeyGen(pp) takes as input the public parameter pp and outputs a secret
and public key pair (sk,pk) € SKXPK, and an auditing key ak € AK.
Later, we omit pp in algorithm inputs;

e Update(pk; ) takes as input a public key pk and a randomness r. It outputs
a new public key pk' € PK;

o VerifyKP(sk, pk’, ) is deterministic, and takes as input a secret key sk €
SK, a value r and a public key pk" € PK. It outputs 1 if pk’<—Update(pk; )
given (sk, pk, -) < KeyGen(pp), or 0 otherwise;

o VerifyAK(sk, ak) is deterministic, and takes as input a secret key sk € SK
and an auditing key ak € AKC. It outputs 1 if (sk, -, ak)<KeyGen(pp), or 0
otherwise;

o Audit(ak, pk’, pk) is deterministic and is performed by a designated audi-
tor who holds the auditing key ak € AK of a secret and public key pair
(sk,pk) € SKXPK. Audit takes as input a public key pk' € PK, the au-
diting key ak and the public key pk. It outputs 1 if pk’ is updated from pk,
i.e., there exists r such that pk'<—Update(pk;r), or 0 otherwise.

APK mechanism satisfies correctness, indistinguishability, and unforge-
ability.

Definition 22 (Correctness) An APK mechanism is perfectly correct if
the following properties hold for any A>0, pp<Setup(1*), and (sk, pk, ak) «+
KeyGen(pp): (1) the update process verifies with VerifyKP(sk, Update(pk;r),
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r) =1; (2) the auditing key verifies with VerifyAK(sk, ak) = 1; (3) the audit-
ing process verifies with Audit(ak, pk’, pk) =1 for any pk’ < Update(pk).

The indistinguishability of APK follows [38], i.e., no adversary can dis-
tinguish between an updated known public key and a freshly generated one.
Note that (also applies in unforgeability) the adversary can query to KeyGen
and Update since these algorithms are publicly available.

Definition 23 (Indistinguishability) An APK mechanism satisfies indis-
tinguishability if for any PPT adversary A, the following probability holds for
any X > 0, pp < Setup(1?), and (sk*, pk*, ak*) < KeyGen(pp)

b {0,1}; pk, < Update(pk™);
Pr | (ski,pky,ak;) < KeyGen(pp); :b*=0b | — 5| < negl(}).
b* « A(pk”, pk;)

DN | =

We formalize two types of unforgeability, 7.e., for secret key and auditing
key. Concretely, the former requires that given an auditing key with its cor-
responding public key, the adversary cannot produce a secret and public key
pair, and a randomness, such that: (1) the output public key is updated from
the secret key’s corresponding public key with respect to the randomness; (2)
the output secret key and the given auditing key pass the verification given
by VerifyAK; (3) the auditing key, the output public key and the given public
key pass the auditing given by Audit. This property captures adversarial
auditors who hold an auditing key and intend to recover the corresponding
secret key. Hence, it covers the one given in [38], in which the adversary is
only given a public key.

Next, the auditing key unforgeability requires that given a public key, the
adversary cannot produce an auditing key such that the corresponding secret
key of the public key verifies the auditing key. This property captures adver-
sarial participants who intend to trigger the auditing algorithm to output 1
for arbitrary public keys. The formal definitions are as follows.

Definition 24 (Secret Key Unforgeability) An APK mechanism satis-
fies secret key unforgeability if for any PPT adversary A, the following prob-
ability holds for any A > 0, pp < Setup(1*), and (sk, pk, ak) < KeyGen(pp)

VerifyKP(sk’, pk’, 7) = 1A
Pr | (sk',pk’,r) «+ A(ak,pk) : VerifyAK(sk’,ak) = 1A | < negl()).
Audit(ak, pk’, pk) = 1
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Definition 25 (Auditing Key Unforgeability) An APK mechanism is
auditing key unforgeable if for any PPT adversary A, the following probability
holds for any X > 0, pp + Setup(1?), and (sk, pk, ak) +— KeyGen(pp)

Pr[ak’ < A(pk) : VerifyAK(sk, ak’) = 1] < negl()).

For constructions, similar to the updatable public key [38], our APK can
be constructed from the DDH problem and its variants. Here, we show two
constructions, one is based on the DDH problem, and the other one is based
on the MDDH problem. Later, we use the DDH-based APK to extend the
BLS signature (given in Section 3.3.1) and the MDDH-based APK to extend
the SPS-EQ scheme (given in Section 3.3.2).

4.1.1 Our DDH-Based APK and APK-BLS

Construction 2 (DDH-Based APK APKppy) Let BG = (p, Gy, Go, Gr,
Py, Py, e) be the output of the bilinear group generator BGGen(1%). The algo-
rithms of APK are as follows.

e KeyGen(BG): Sample ak, skg & Z,. Set sk; = ak - skg. Then, compute
pky, = sko - P> and pk, = sky - P,. Finally, set sk = (sko, sky), pk = (pkg, pky)
and output (sk, ak, pk);

e Update(pk;7): Parse pk = (pky, pk,). Sample r & Z, and compute pky =
7 - pky, pky = 7 - pky. Output pk' = (pkg, pK});

o VerifyKP(sk, pk’,7): Parse sk = (sko, sky) and pk’ = (pky, pk}). Output 1 if
pky =7 - skg - Py A pk} =1 -sky - Py, or 0 otherwise;

o VerifyAK(sk,ak): Parse sk = (sko,sky). Qutput 1 if sky = ak - skg, or 0
otherwise;

e Audit(ak, pk’, pk): Parse pk' = (pkg, pk}), pk = (pkg, pk;). Output 1 if pk; =
ak - pko A pk} = ak - pkg, or 0 otherwise.

Therefore, the integration works as follows.

Construction 3 (APK-BLS) Let BG = (p,Gy,Gs,Gr, P, Py, e) be the
output of the bilinear group generator BGGen(1*). Let H : M — G; be

a cryptographic hash function where M denotes the message space. Let
APKppn = (KeyGen, Update, VerifyKP, VerifyAK, Audit) be a DDH-based APK
mechanism. The algorithms of BLS with APK are as follows.

o KeyGen, VerifyKP, VerifyAK, Audit are the same as in APKppy;
e Sign(sk,m): Parse sk = (sko,ski) and output o = sk, - H(m) € Gy;
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o Verify(pk,m,c): Parse pk = (pky, pky) and output 1 if e(o, Py) = e(H(m),
pk,), or 0 otherwise;

e Update(pk,o;7): Run APKppu.Update(pk;r) — pk’ and compute o’ =r-o.
Output (pk', o”).

o Aggre and VerifyAggre remain the same as in the BLS scheme.

Since the EUF-CMA security of the (type-3) BLS signature is proven
under the co-CDH assumption [37], and the APK given in Construction 2
considers the DDH problem in Gs, it is convenient to assume the SXDH as-
sumption to hold for BGGen to prove the EUF-CMA security of our extended
BLS construction (Construction 3). Hence, we have the following lemma.

Lemma 2 Our APK-BLS scheme satisfies correctness, EUF-CMA and ag-
gregation unforgeability if the co-CDH assumption and the SXDH assumption
hold for BG < BGGen(1?).

Proof Correctness is straightforward to verify. To prove update-indistin-
guishability, the SXDH challenger CH with BG first samples x,y & L, and

a random bit b & {0,1}. CH sets z=zy if b=10 or z (in ifb=1, and
sends (Py,x - Py,y - Py, z - Py) to the reduction algorithm Rsxpm as a chal-

lenge. Rsxpu samples a random r & Z, and sets pk = (P, ", xr- Ps), pk, =
(Po,yr - Py, zr - Py). It sends (pk, pk,) to the update-indistinguishability ad-
versary Ay, To implement the signing oracle, with message m € M as
input, where M is the message space, the reduction algorithm first forwards
(m,r) and Ayr’s oracle choice to the challenger. If Ay queries for pk’s
corresponding secret key, Rsxpn forwards the challenger’s reply xr - Ho(m)
to the adversary. Otherwise, for pk,’s corresponding secret key, it forwards
zr-Ho(m). The adversary outputs a bit b* for the update-indistinguishability
game. The reduction forwards b* as an answer for the DDH challenge on
group Go. The game is illustrated in Figure 4.1.

For b =0, i.e., z = zy, the challenge is a DDH tuple on G, then pk,
distributes identically to pk. Otherwise, for b =1, pk, distributes identically
to a fresh generated public key. For an adversary running Verify algorithm,
it receives:

Verify(pk, m, zr - Ho(m)) = 1,  Verify(pk,m, zr - Ho(m)) =0
Verify(pk,, m, zr - Ho(m)) = 0, Verify(pk,, m, zr - Hy(m)) =1

for any queried results. Thus, the reduction algorithm has the same advantage
in the DDH game on Gy (SXDH game) as the adversary in the update-
indistinguishability game has.
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Figure 4.1: Update-Indistinguishability Game

To prove EUF-CMA security and aggregation unforgeability, we first
prove secret key unforgeability. On receiving the SXDH challenge ch =
(Py,x - Py,y - Py, 2+ Py), the reduction Rsxpp first invokes three parallel in-
stances of a reduction algorithm Rpy, for discrete logarithm (DL) challenges
on G, i.e., (Py,h = s- Py), where s € {x,y,z}. The implementation of the
signing oracle is similar as it is in the updating indistinguishability game.
We illustrate the secret key unforgeability game in Figure 4.2.

The input of Asky is identical as in Definition 24. The winning condition
of Asku requires its output (pk', s',7") to satisfy the verification algorithms,
phrasing pk' = (P, Py, h'), i.e., by VerifyKP, it holds Py = rr’ - Py and I/ =
s -rr’- Py. The above situation indicates that h = s’ - Py, which is s’ = 5. As
for s € {x,y, 2z}, Rsxpu can easily check if z = xy and output b*.

With secret key unforgeability, i.e., no adversary can gain advantage from
the public key rerandomizing mechanism, we can consider sky-sky as the secret
key of the BLS scheme and reduce our scheme to the original one.

4.1.2 An MDDH-Based APK and APK-SPS-EQ

In order to work with the SPS-EQ given in [8], the setup algorithm Setup

runs BG + BGGen(1%) and samples a matrix A & D,. It outputs pp 2
(BG, [A]z, ¢) where BG = (p, Gy, Gs, Gr, Py, Py, e), and /¢ is a parameter for
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Figure 4.2: Secret Key Unforgeability Game

message size in the SPS-EQ. We present a construction of APK based on
group (Gg, P, p) where the MDDH and KerMDH assumptions are believed
to hold.

Construction 4 (MDDH-Based APK APK) The rest of the algorithms

are.

KeyGen(pp): Sample matrices Kq & Dyo and Ky & Zg“ of full rank 2.
Set K = KoK;. Then, compute [B]y = [K1A]z and [Cly = [KA]2. Finally,
set sk = (K1, K), pk = ([B]2, [C]2), ak = K¢ and output (sk, pk, ak);
Update(pk; r): Sample r & Z, and compute [B']y = r-[B]s, [C']s = 1 [C]2.
Output pk' = ([B], [C'));

VerifyKP(sk, pk’, r): Parse sk = (sko,sk;) and pk' = (pkg, pk}). Output 1 if
pky = 7 - skq - [A]o A pk] = 1 - sky - [Ala, or 0 otherwise;

VerifyAK(sk, ak): Parse sk = (sko,sky). Output 1 if sk; = ak - skg, or 0
otherwise;

Audit(ak, pk’, pk): Parse pk’ = (pky, pk}), pk = (pkg, pky). Output 1 if pk, =
ak - pky A pk} = ak - pky, or 0 otherwise.

Hence, we have the following theorem.

Theorem 1 The APK mechanism APK given by Construction 4 satisfies the
following properties.
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e Correctness (Definition 22);

o Indistinguishability (Definition 23) if the D;1-MDDH assumption where
[ € {2,0} holds on Gy

o Secret key and auditing key unforgeability (Definition 24 and 25) if the
D,-KerMDH holds on Gs.

Proof On the additive cyclic group Go, APK correctness can be yielded di-
rectly from our construction. To prove indistinguishability, let pp<Setup(1*)
where pp = (BG, [Als, £) are given as above. The reduction receives an MDDH

challenge over Gq, chl = (Py, [X]s, [2]2) where X & D, ;1. According the chal-

lenge bitb € {0, 1}, z is set to Xy with y & Zy, (whenb=10) orz & Z., (when
b=1). [ takes its value from {2,¢} because the two components in a public
key, [Bla and [Cls, are matrices of size 2x1 and €x1, respectively. Note that
the reduction needs to prepare both components of the public key. That is, it

samples a full-ranked X' & ZZXZ such that I" € {2,0} Nl" # 1, and embeds the

MDDH challenge chl by setting pk* 2 ([X]2, X'[X]2) and pk’ = ([z]2, X'[2z]2).
The indistinguishability adversary A takes as input (pk*, pk’). If the challenge
tuple satisfies [z]os = [Xyla (when b =0), then pk’ is distributed identically to
pk, (pky < Update(pk™), the adversary will output b* = 0). Otherwise (when
b=1), pk’ is distributed identically to pk, (a freshly generated public key, the
adversary outputs b* = 1). Therefore, the reduction has the same advantage
in the D1 -MDDH (1 € {2,0}) game as the adversary in the indistinguisha-
bility game of Definition 23.

The proofs of two types of unforgeability are similar. For secret key
unforgeability, the reduction receives a KerMDH challenge over G,, chl =

(P, [Al]s) where A & Dy, The reduction prepares the inputs for the un-

forgeability adversary A. That is, it samples Kq & Dyo and K, & /s
of full rank 2. Then, let [X]y = [K1Als, the reduction embeds the challenge
chl by setting ak 2 K, and pk 2 ([X]o, [KoX]2). Hence, the input to the
adversary in the reduction is distributed identically as in the definition of un-
forgeability. Suppose the adversary A breaks secret key unforgeability, which
means that VerifyKP, VerifyAK, Audit verify the output tuple (sk’, pk’, 7). More
precisely, parse sk’ = (skg,sk}), it holds that skj[A]; = [X]o = [K1A]y and
ski[A]s = [KoX]o. If the adversary can find a non-zero vector sky — Ky in
the kernel of A, it can break the secret key unforgeability. However, finding
sk, is equivalent to solving a Dy-KerMDH problem (with sky, the reduction
outputs [sky — K]y to the KerMDH challenge and e([sky —Ki]1, [A]s) = [0]7).
Thus, the reduction advantage in the Di-KerMDH game is the same as the
adversary in the secret key unforgeability game.
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Similarly, the auditing key unforgeability reduction receives a KerMDH
challenge over Gg, chl = (P, [X]s) where X € D;. The reduction sam-
ples Ko € Z1* of full rank 2 and relays (Py, [X]z, [KoX]2) to the adversary.
Hence, the input of the adversary, i.e., pk = ([X]a, [KoX]2), distributes iden-
tically to the definition. Suppose the adversary A breaks auditing key un-
forgeability, which means it finds ak’ such that VerifyAK(sk,ak') = 1. Note
that although the reduction cannot prepare the corresponding secret key, the
structure preserves in the public key, i.e., the adversary must output a non-
zero ak’ — Kq in the kernel of X. As explained before, the reduction cannot
gain advantages in the Di-KerMDH game by invoking the auditing key un-
forgeability adversary.

Extending the SPS-EQ [8]. We show the original key generation of the
SPS-EQ in the following. Recall that the Setup algorithm outputs pp =
(BG, [A]2, 0).

e SPSEQ.KeyGen(pp): Sample matrices K; & 22** and K & Dy of full
rank 2. Then, compute [B]y = [K;A]; and [C]y = [KAJ,. Finally, set
sk = (Ky, K), pk = ([B]2, [C]2) and output (sk, pk).

The only difference here is that we further sample K, & Dy of full rank 2
and compute K by the multiplication of Ky and K;. In the following lemma,
we show that this change only increases the SPS-EQ adversary’s advantage
by at most the advantage of solving a Dyo-MDDH problem over Go.

Lemma 3 Replacing SPSEQ.KeyGen with APK.KeyGen in SPSEQ given in
Construction 1 preserves the correctness, EUF-CMA and perfect adaption of
signatures with respect to message space of the original scheme.

Proof Correctness is straightforward as proven in Theorem 1. We unify
the proofs of EUF-CMA and perfect adaption of signatures with respect to
message space by considering a sequence of two games: Game; s the EUF-
CMA and perfect adaption of signatures with respect to message space games
for the original SPS-EQ) scheme with SPSEQ.KeyGen given in Definition 19
and 20; and Gamey substitutes SPSEQ.KeyGen with our APK mechanism’s
APK.KeyGen. Hence, Gamey is the game for our modified scheme. We further
denote the adversary A’s advantage with Adv; for each game Game; where €
{0,1}. In the transition of Gamey — Gamey, pkgame, = ([K1Al2, [Kgame; Al2)
replaces pkeame, = ([K1Al2, [KoK1Als). Note that all matrices are of full
rank 2, hence, distinguishing pkgame, and PKgame, 5 equivalent to solve a
challenge of Dyo-MDDH problem (because Kgame, @5 an €x2 matriz of full
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rank 2). That is, |Advy — Advy| < Adv%ﬂ%ﬁ. Moreover, as shown in [8], the
original SPS-EQ scheme satisfies EUF-CMA and perfect adaption of signa-
tures with respect to message space. We conclude Lemma 3.

4.2 Auditable ABC from APK-SPE-EQ

Conventionally, an attribute-based credentials (ABC) scheme involves three
types of participants: Issuer (also called organization), user, and verifier. An
issuer grants credentials to a user on the user’s attributes. The user can then
prove possession of credentials with respect to her attributes to verifiers.
The basic requirements of a secure ABC include correctness, anonymity,
and unforgeability [7]. On a high level, correctness guarantees that verifiers
always accept the showing of a credential if the credential is issued honestly;
Anonymity prevents verifiers and (malicious) issuers (even by colluding) from
identifying the user or exposing information during a showing against the
user’s will; Unforgeability requires that users (even by colluding) cannot
perform a valid showing of attributes if the users do not possess credentials
for the attributes.

The recent specifications of decentralized identifiers and verifiable cre-
dentials [53], [54] refueled the interest of the community in researching ABC
schemes. New functionalities have been proposed to broaden the application
of ABC schemes. Abstracted from the demands of contact tracing systems,
we propose yet another functionality, i.e., the auditability, that enables des-
ignated users to verify the particular issuer of a shown credential.

4.2.1 Formal Syntax of Our Auditable ABC

The starting point of our auditable ABC is [7] which supports selective show-
ing on subsets of attributes. Then, we integrate APK by modifying the key
generation algorithm of issuers and adding the auditing algorithm. Given
a credential showing, the auditing algorithm with an auditing key outputs
1 or 0 to indicate whether the shown credential is issued by a secret key
corresponding to the auditing key. We show the formal syntax of auditable
ABC in the following.

Definition 26 (Auditable ABC Scheme) An auditable ABC AABC con-
sists of PPT algorithms (Setup, OrgKGen, UsrKGen), two potentially interac-
tive protocols (Obtain, Issue) and (Show, Verify), and a deterministic algorithm
Audit. The participants in AABC perform as follows.

e Setup(1*,q) takes as input the security parameter N and the size upper
bound q of attribute sets. It outputs the public parameter pp;
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e OrgKGen(pp) is executed by issuers. OrgKGen takes as input the public pa-
rameter pp. It outputs an issuer-secret and issuer-public key pair (osk, opk)
with an auditing key ak. The issuer delegates ak to users (auditors) selected
by herself (if there is none, the issuer is the auditor);

o UsrKGen(pp) is ezecuted by users. UsrKGen takes as input the public pa-
rameter pp. It oulputs a user-secret and user-public key pair (usk, upk).
Later, we omit pp in algorithm inputs;

e (Obtain(usk, opk, X), Issue(upk, osk, X)) are PPT algorithms executed bet-
ween a user and an issuer, respectively. Obtain takes as input the user-
secret key usk, the issuer-public key opk and an attribute set X of size
IX| < g, Issue takes as input the user-public key upk, the issuer-secret key
osk and the attribute set X. Obtain returns cred on X to the user, and
cred =L if protocol execution fails. The protocol outputs (cred, I) where I
denotes the issuer’s transcript;

e (Show(opk, X, D, cred), Verify(D)) are executed between a user and a veri-
fier, respectively, where Show is a PPT algorithm, and Verify is determinis-
tic. Show takes as input an issuer-public key opk, an attribute set X of size
IX] < ¢, a non-empty set D C X representing the attributes to be shown,
and a credential cred; Verify takes as input the set of shown attributes D.
Verify returns 1 if the credential showing is accepted, or O otherwise. The
protocol outputs (S, b) where S denotes the showing (user’s transcript), and
b e {0,1}. For convenience, we also write b < (Show, Verify)(S);

o Audit(ak, S,opk) is executed by a designated auditor with an auditing key
ak such that corresponding issuer-key pair is (osk,opk). Audit also takes
as input a showing of credential (S,-) < (Show, Verify) and the issuer-
public key opk. It outputs 1 if the shown credential is issued with osk, or 0
otherwise.

In addition to the auditing process, we make two modifications to the
scheme from [7]. First, we write protocol transcriptions of (Obtain, Issue) and
(Show, Verify) explicitly in our syntax concerning that the application in con-
tact tracing may involve non-interactive proofs and require some transcripts
to be publicly accessible (Section 5.2). In contrast, the previous works [7],
[8] only mentioned them in security definitions.

Second, our Verify algorithm of (Show, Verify) takes as input only the at-
tribute sets to be shown. In contrast, the original scheme also takes the
issuer-public key opk of the Show algorithm. Their purpose is to prevent cre-
dentials from being issued by unidentified issuers. However, as shown in [8],
the exposure of the issuer identity affects the users’ anonymity. Although
some previous works [8], [13] proposed the issuer-hiding property so that
users can hide their credential issuers’ identities within a list of identified
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issuers, achieving such security incurs heavy mechanisms. Here, we rely on
the Audit algorithm to provide an extra verification layer. That is, given an
updated issuer-public key in a credential showing, the auditor who holds an
auditing key corresponding to an identified public key must prove whether
the shown credential is issued by the corresponding secret key.

4.2.2 Security Properties

We formally define correctness, anonymity, and unforgeability (two types)
for our auditable ABC scheme. Concretely, correctness requires auditors to
output 1 on any valid showing of credentials if the credential was issued by
the corresponding secret key of the auditing key. The unforgeability game
grants its adversary access to auditing keys. In the following, we omit pp if
the algorithm takes as input other variables.

Definition 27 (Correctness) An AABC scheme satisfies perfect correct-
ness, if the following properties hold for any A > 0,q > 0, any non-empty sets
X, D such that |X| < q and D C X, and pp < Setup(1%, q), (osk, opk, ak) <
OrgKGen(pp), (usk, upk) < UsrKGen(pp), (cred, -) <— (Obtain(usk, opk, X),
Issue(upk, osk, X)): (1) the credential showing verifies, i.e., (-, 1) < (Show(
opk, X, D, cred), Verify(D)); (2) if the credential showing is accepted, the au-
diting verifies, i.e., Audit(ak, S,opk) =1 for any (S, 1) <= (Show, Verify).

For anonymity and unforgeability, we follow the approach given by [7],
in which adversaries can corrupt some participants. We first introduce the
following lists and oracles to model the adversary.

Lists and oracles. At the beginning of each experiment, either the ex-
periment generates the key tuple (osk,opk,ak), or the adversary outputs
opk. The sets HU, CU track all honest and corrupt users. We use the lists
USK, UPK, CRED, attrs, OWNER to track user-secret keys, user-public keys,
issued credentials with the corresponding attribute sets, and the users who
obtain the credentials. In the anonymity games, we use Jior, I or tO store
the issuance indices and the corresponding users that have been set during
the first query to the left-or-right oracle. The adversary is required to guess
a bit b.

Considering a PPT adversary A, the oracles are listed in the following.
Note that we add the Oauqir oracle for the unforgeability experiment.

e Oyy(i) takes as input a user index ¢. If i € HU U CU, the oracle returns
1; Otherwise, it creates a new honest user ¢ with (USK][i], UPK[i]) <«
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UsrKGen(pp) and adds the user to the honest user list HU. It returns
UPK[i] to the adversary.

e Ocy(i,upk) takes as input ¢ and (optionally) a user public key upk. If
1 € CU or i € I 4R, the oracle returns _L; If 7 € HU, it moves ¢ from HU to
CU and returns USK[i] and CRED[j] for all j such that OWNER([j] = 4; If
i ¢ HUU CU, it adds i to CU and sets UPK[i] = upk.

e Oopiiss(i, X) takes as input ¢ and a set of attributes X. If ¢ ¢ HU, the
oracle returns |; Otherwise, it generates a credential with (cred, T) «
(Obtain(USK[i], opk, X), Issue(UPK]:], osk, X)). If cred =L, the oracle re-
turns L; Otherwise, it adds (i, cred, X) to (OWNER, CRED, attrs) and re-
turns T.

e Ooptain(i, X) takes as input ¢ and X. If ¢ ¢ HU, the oracle returns L ; Other-
wise, it runs (cred, ) <— (Obtain(USK]i], opk, X), -) by interacting with the
adversary A running Issue. If cred =1, the oracle returns _L; Otherwise, it
adds (7, cred, X) to (OWNER, CRED, attrs) and returns T.

e Oiue(i, X) takes as input ¢ and X. If i ¢ CU, the oracle returns L; Oth-
erwise, it runs (-, /) < (Obtain(USK[i], opk, X), -) by interacting with the
adversary A running Obtain. If I =1, the oracle returns 1 ; Otherwise, it
adds (i, L, X) to (OWNER, CRED, attrs) and returns T.

e Ospow(j, D) takes in the index j and a set of attributes D. Let i =
OWNER[j], if i ¢ HU, the oracle returns L; Otherwise, it runs (S,:) «
(Show(opk, attrs[j], D,CRED[j]),-) by interacting with the adversary .4
running Verify.

e Oaudit(S) is an oracle that holds public and auditing keys for all iden-
tified issuers. Given a showing transcript of a credential S, it runs b +
(Show, Verify) (S). If there exists opk and ak pair such that Audit(ak, S, opk)
=1, the oracle returns (opk, b, 1) to the adversary; Otherwise, it returns L.

e O\r(jo,J1, D;b) takes as input two issuance indices jo,ji, a set of at-

tributes D and a challenge bit b & {0,1}. If Jior # 0 and Jor #
{jo, 71}, the oracle returns L. Let ig = OWNER[jy],i1 = OWNER[j].
If JLoR — @, it sets JLoR = {jO,jl}a]LoR = {io,il}. If io,il ¢ HU or
D ¢ (attrs[jo] Nattrs[j1]), the oracle returns L; Otherwise, it runs (S, -) <
(Show(opk,, attrs[jy], D, CRED[j]), ) by interacting with the adversary A
running Verify.

Then, the formal definitions are as follows.

Definition 28 (Anonymity) An AABC scheme satisfies anonymity if for
any PPT adversary A that has access to oracles O = {Onu, Ocu, Oobiss
Oissues Oshows OLor }, the following probability holds for any A\,q > 0,pp <+

39



Setup(1?, q)-

<Opk07 Opkla St) — A(pp)a 1
$
Pr| b {0,1}; bt =b | — 5| < negl().
b* « A%(st)

Note that we modify the Verify in (Show, Verify) so that it does not take
as input issuer-public keys. Hence, our anonymity also captures the indis-
tinguishability of these keys. The definition above is arguably more close to
the unlinkability from [13] because the O\ .r oracle runs the Show algorithm

with opk, according to the challenge bit b & {0,1}.

Definition 29 (Unforgeability) An AABC scheme satisfies unforgeability,
if for any PPT adversary A that has access to oracles O = {Ony, Ocu,
Oobtissy Oissues Oshows Oaudit }5 the following probability holds for any A > 0,q >
0, pp « Setup(1*,q), and (osk, opk, ak) <~ OrgKGen(pp)

(D, st) < A°(opk, ak); :b=1A If OWNER[;]eCU,

Pri(s,0) '« (A(st), Verify(D)) Dattrsj]

< negl(A).

Like APK, unforgeability regarding to auditing keys is needed. A user
should not recover the auditing key of a given public key even after query-
ing the auditing oracles on other key tuples for polynomial times. Since the
adversary can run key generation on its own in APK, the auditing unforge-
ability of auditable ABC is equivalent to the auditing key unforgeability in
Definition 25.

4.2.3 Our Constructions and Analysis

Our auditable ABC construction has the same approach of [8], which is based
on an SPS-EQ and a set-commit schemes. We extend their ABC construction
with our APK-SPS-EQ.

Let BGGen be the bilinear group generation, SC = (Setup, Commit, Reveal,
OpenSubset, VerifySubset) be the set-commitment [7] that satisfies correct-
ness, binding, subset-soundness and hiding (definitions in Section 3.2.2), and
ZKPoK be a general ZKPoK protocol that satisfies completeness, perfect
zero-knowledge and knowledge-soundness (definitions in Section 3.2.3). With
the necessary algorithms from our APK mechanism and the SPS-EQ 8],
i.e., (KeyGen, Update, Audit)€APK and (Setup, Sign, ChgRep, Verify) cSPSEQ),
we show an auditable ABC AABC in the following. Note that the SPS-EQ
scheme [8] utilizes a non-interactive zero-knowledge argument (which we take
as a black-box) under the common reference string (CRS) model.
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Construction 5 (Auditable ABC AABC) The algorithms are as follows.

e Setup(1*,q): Run BG+BGGen(1*) where BG=(p, G, Gy, Gy, Py, P, ¢).
Sample a & Zy and compute ([a']1, [a']2)iefq. Sample matrices [Als, [Agi,

[A1]1 & Dy, cmd a common reference string crs for SPSEQ. OQutput
pp:(BG7 ([al]la [aZb)iG[q]v ([A]27 [AO]lv [Al]l)a crs, 6:3>7
e OrgKGen(pp): Output (osk, opk, ak) < APK.KeyGen(BG, [A]s,?) and dele-

gate ak to auditors selected by the issuer;

e UsrKGen(pp): Sample usk & 73 and output (usk, upk = uskP;);

e (Obtain, Issue) and (Show, Verify): See Figure 4.3. In (Obtain, Issue), fol-
lowing the arguments in [8], we consider malicious issuer-keys and user-
keys. Hence, both the issuer and the user should run a ZKPoK pro-
tocol to prove their public keys to each other, 1i.e., ZKPoK°5k(opk) and
ZKPoK"*(upk) in Figure 4.3; Whereas, in (Show, Verify), the ZKPoK pro-
tocol, 1.e., (7r1,7r2,7r3)<—ZKPoK(°°mm’T°°mm’P1)(comml,commg,commg,), pro-
ves freshness to prevent transcripts of valid showings from being replayed
by someone not in possession of the credential [7];

e Audit(ak, S,opk): Parse S=(opk’,cred’, W; D). Return APK.Audit(ak,opk’,
opk).

Therefore, we have the following result.

Theorem 2 The auditable ABC scheme AABC given by Construction 5 sat-
isfies the following properties.

e Correctness (Definition 27);

e Anonymity (Definition 28) if the DDH assumption holds, the ZKPoK pro-
tocol has perfect zero-knowledge, the underlying APK satisfies indistin-
guishability and auditing key unforgeability, and the SPS-EQ scheme per-
fectly adapts signatures with respect to message space;

o Unforgeability (Definition 29) if the q-co-DL holds, the ZKPoK protocol has
perfect zero-knowledge, the set-commitment SC satisfies subset-soundness,
the APK satisfies secret key unforgeability, and SPS-EQ) satisfies EUF-
CMA;

o Auditing unforgeability (Definition 25) if the Dy-KerMDH holds on Ga.

Proof We show a brief proof here. Correctness follows directly from the
correctness of building blocks. From now, we describe the proof rationale
for anonymity, unforgeability, and auditing unforgeability properties, respec-
tiwely. In general, we rely on [8] (Theorem 6 and 7) for properties of the
ABC scheme and Theorem 1 for the APK part of our construction.
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The proof for anonymity (Definition 28) is an adaptation of the one given
in Theorem 7 of [8]. Note there are two slight modifications to the anonymity
definition in our work: (1) the adversary in the anonymity game generates
two issuer-public keys (opk,, opky); (2) the challenge oracle O\or Tequires the
adversary also to distinguish under which issuer-public key is the credential
issued. To adjust the previous proof for these modifications, we first consider
the two issuer-public keys (opkg,opk,) and the updated issuer-public key in
the credential showing, i.e., opk; < APK.Update(opk,) where b € {0,1} is
the challenge bit in Oor. The adversary can win our introduced anonymity
game if: (1) it can distinguish opky from opk|, then, the adversary can also
win the indistinguishability game of the APK mechanism given in Defini-
tion 23; (2) it can recover the corresponding auditing keys (ako, aky) from the
issuer-public keys (hence, winning the anonymity game trivially by running
APK.Audit(ak;, opk;, opk,) ), which means the adversary wins the auditing key
unforgeability game of the APK mechanism given in Definition 25. However,
since the aforementioned APK properties have been proven in Theorem 1, our
defined anonymity adversary gains no advantage over the anonymity adver-
sary of [8].

Next, by the proof in [8], the anonymity of ABC requires that the DDH
assumption holds, the ZKPoK protocol has perfect zero-knowledge (which is
taken as a black-box in this work), and the SPS-EQ perfectly adapts signatures
with respect to message space (which has been proven in Lemma 3), thus we
conclude the anonymity part for our auditable ABC scheme.

Similarly, our proof of unforgeability (Definition 29) adapts the one given
in Theorem 6 of [8]. The only modification we make is that the unforgeability
game provides its adversary with auditing keys. With additional auditing
keys, the adversary can win the unforgeability game if it can recover the
secret key of the underlying APK mechanism, which violates the secret key
unforgeability of APK as proven in Theorem 1. Then, by the proof in [8],
the unforgeability of ABC requires that the g-co-DL assumption holds, the
ZKPoK protocol has perfect zero-knowledge, the set-commitment scheme SC
satisfies subset-soundness (which is also taken as a black-box in this work),
and SPS-EQ satisfies EUF-CMA (which has been proven in Lemma 3), thus
we conclude unforgeability for our auditable ABC scheme.

Finally, for the auditing unforgeability, the adversary in the auditing un-
forgeability game aims to recover the issuer-public key’s corresponding audit-
ing key. Hence, the definition is equivalent to the auditing key unforgeability
of APK (the same definition), which has been proven in Theorem 1.
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Obtain(pp, usk, opk, X) Issue(pp, upk, osk, X)

P o usk u
2Pk (upk), If ZKPoK fails, return L

7r<—ZKPoK°5k(opk)\
7

If ZKPoK fails, return L
(comm, O)<-SC.Commit(X; usk);

r (E Z;‘” R é rcomm; (comm. ) If e(comm, P2)7'é
e(upk, Chx(a) Py
and Va'e€X:[d'];=[a]1:
return .
Else return:
(o, 7)<—SPSEQ.Sign(osk,
(comm, R, P}))
(0,7)
Check
SPSEQ.Verify(opk, (comm, R, P,), (0, 7));
Return
credé(comm, (o,7),7,0)
AABC.Show(opk, X, D, cred) AABC.Verify(D)

Parse cred=(comm, o, 1, O);
$

/JL7 p <_ Zp?
((commy, commsy, commy), o’)

+SPSEQ.ChgRep((comm, rcomm, P,), (o, 7), , p, opk);
(comm;, comms, comms)

A

= p - (comm,rcomm, P;);
cred'é(comml, commsy, comms, 0”);
opk’<+—APK.Update(opk, p);
o2 (b, u-O) where b€{0, 1};
W+SC.OpenSubset(SC.pp, ucomm, X, O', D)
Sz (opk’, cred’, W);

(71, g, 3 )<= ZKPoK (Comm-reemm. P} (comm; | commsy, commy)
(S,m1,m2,m3)

If ZKPoK fails, return 0;

Else return:
SPSEQ.Verify(opk', cred’) A
SC.VerifySubset(commy, D, W)

Figure 4.3: (Obtain, Issue), (Show, Verify) in AABC.
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Chapter 5

The Enhanced Contact Tracing
Frameworks

As we mentioned in the very beginning, this work aims to enhance contact
tracing systems by taking epidemiology research results into consideration,
i.e., transmission models and the impact of environmental factors. By con-
structing ourselves an APK-BLS scheme that enables auditing and aggrega-
tion and an auditable ABC that has strong privacy guarantees, this chapter
proposes our final contributions.

Concretely, we present two variants of environmental-adaptive contact
tracing (EACT) framework based on the two primitives we constructed in
previous chapters. The first one is under a decentralized model so that we
eliminate interactions between users when recording contacts. However, due
to the weakness in privacy, we failed to formalize security properties for the
framework, but used a threat model instead. In contrast, the second frame-
work is built atop our auditable ABC, which inherently requires communica-
tions between users. However, the underlying auditable ABC empowered us
to give rigorous security definitions. We consider this trade-off an interesting
topic and leave it as our future work.

5.1 A Decentralized EACT

There are three protocols in our EACT system: key management, recording,
and tracing. For protocols, we present the formal definitions of algorithms.
A key management protocol is executed by users and authorized orga-
nizations. A user generates its initial public key according to parameters
chosen by authorized organizations. This user updates the public key to ob-
tain pseudonyms. This process can be done continuously alongside time slots.
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The key management involves the following algorithms and a key registration
sub-protocol.

e Setup(1?) — pp. Run by authorized organizations, with security parameter
A, Setup outputs a public parameter pp. pp includes information to specify
input/output spaces for other system algorithms;

e KeyGen(pp) — (pk,sk,ck). Run by a user, with public parameter pp,
KeyGen outputs a public and secret key pair (pk, sk) for a signature scheme
and a commitment key ck for a commitment scheme;

e FormNym(pp, pk, sk, attrs) — nym. Run by a user, FormNym creates a pseu-
donym nym according to the input key pair (pk,sk) and time slot index
t € attrs. The attributes may also contain location and other environmen-
tal factors. Users should continuously update their pseudonym.

In the key registration sub-protocol, the user commits its initial public key to
authorized organizations with commitment key. An authorized organization
registers the commitment if and only if the user holds the corresponding
secret key and the user has never been registered before. We denote users’
real-world identities as misc, e.g., driver’s licenses.

o KeyCommit(pp, pk,ck) — comm. Run by a user, KeyCommit outputs a
commitment comm from a public key pk and a commitment key ck;

e KeyReg(pp,comm, misc) — {0,1}. Run by authorized organizations, with
key commitment comm and the user’s social identity misc, KeyReg returns
b =1 if and only if the user:

1. computes KeyCommit(pp, pk, ck) correctly;
2. knows the corresponding sk;
3. has never used its misc in KeyReg before.

We use a (perfect hiding) commitment scheme on initial public keys in-
stead of plain-text registrations because authorized organizations may leak
users’ registered public keys. Hence, a malicious user cannot take some ini-
tial public keys and generate pseudonyms on behalf of the victims without
being noticed. In such a case, our system can prevent malicious users from
flooding the bulletin board with fabricated contact records.

Moreover, we require users’ social identities misc in registration to prevent
users from registering multiple public keys to the system. It should be noticed
that misc is sensitive and should be kept private. We present the way to prove
the validity of users’ public keys in Section 5.1.3.

Nest, the recording sub-protocol is executed by users. Users create and
store records of contact or discrete location. It involves the following algo-
rithms:
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e Assert(pp, nym, sk, attrs) — (assertion,ma). Assert outputs an assertion
assertion and a proof ma. The assertion embeds the user’s nym and attrs. It
may serve as a Bluetooth identifier when using the Bluetooth approach |20]
for contact tracing;

o VrfyAssert(pp, assertion, ma) — {0,1}. VrfyAssert validates assertion con-
cerning ma, returns 1 if valid, and returns 0 otherwise;

e Save(pp, {(assertion, ma)}) — compressedAssertion. With a list of assertions
and the corresponding proofs as input, Save runs VrfyAssert on each pair.
It compresses and saves the valid assertions to a
compressedAssertion.

Notice that the Save algorithm takes in assertions regardless of their own-
ership. A user can run Save on its own sets of assertions. Henceforth, our
framework is capable of both contact-tracing and discrete-location-tracing.

Finally, the tracing sub-protocol is executed by users and doctors with a
bulletin board B. Algorithms are as follows:

e Show(pp, sk, compressedAssertion) — (record, ws). Run by a user, with a lo-
cally compressed assertion compressedAssertion as input, Show rerandom-
izes it, then outputs a record record and a proof 7ws. The proof should
also prove the user’s possession of its sk. Notice that users can run Show
iteratively while showing multiple records;

e VrfyShow(pp, record, 7s) — {0,1}. Run by a doctor, VrfyShow validates
record and checks if record embeds the user’s sk concerning ms. VrfyShow
returns 1 if valid, and returns 0 otherwise;

o Merge(pp, {(record, 75)},B) — B’. Run by a doctor with two sub-routines:

— VrfyUser(pp, record, 7s) — {0,1}. With a list of records and the corre-
sponding proof, VrfyUser checks if record embeds the user’s sk concerning
ms. It returns 1 if true, and returns 0 otherwise;

— VrfyShow(pp, record, 7s) — {0,1}. With a list of records and the corre-
sponding proof, VrfyShow checks if record is obtained correctly from the
previous algorithms. It returns 1 if true, and returns 0 otherwise.

Hence, Merge creates a collection of records from all the valid records and
updates the bulletin board with B’ = B||records. The Merge algorithm can
also take in the doctor’s secret key skp and update the bulletin board with
(records, op), where op < SIG.Sign(skp, records) from a secure signature
scheme SIG;

e Trace(pp,sk,B) — {0,1}. Run by a user with secret key sk, we phrase
the current bulletin board with B = recordsy||records,||.... For each i
and record € records;, if sk is involved in record, Trace returns 1, and

46



returns 0 otherwise. Additionally, Trace algorithm can output record and
corresponding attributes.

Remark (Discrete Real-time Tracking) The Trace algorithm behaves
differently between contact tracing and discrete real-time tracking. Con-
cretely, in contact tracing, a user checks if any of its secret keys are involved
in records on the bulletin board. While in the discrete real-time tracking set-
ting, records are based on the location history of diagnosed users, and other
users need to check for collision concerning their history and the records.
Such process only requires comparison of attributes attrs but no operations
on cryptographic keys, and even no counter-party is required. Henceforth, no
integrity can be achieved in the discrete real-time tracking setting.

5.1.1 Threat Model

We rely only on authorized organizations in the key management protocol
to register users’ public keys. Henceforth, only initial public keys are known
to authorized organizations, and we therefore regard the trust of authorized
organizations as “out-of-band”. We assume doctors are semi-honest, ¢.e., fol-
lowing the protocol instructions but intending to collect as much information
as possible. We assume adversarial users are malicious, e.g., behaving arbi-
trarily for collecting sensitive data or generating fake contact records. How-
ever, as this work focuses on cryptographic attacks, we restrict the adversary
from software engineering attacks, e.g., turning off BLE or deleting records
from the application. According to previous works [16], [23], we define the
following threat model to our system.

e Traceability Correctness. Users can trace all their contacts with diag-
nosed users by records on the bulletin board;

e Pseudonym Unlinkability. A user’s pseudonyms from different at-
tributes cannot be linked with each other when being used in different
close contacts;

e Trace Unlinkability. Pseudonyms in records on the bulletin board can-
not be linked with any other pseudonyms of the same user by any other
user, including medical doctors;

e Integrity. If the two users have no close contact, regardless of being di-
agnosed or not, one cannot trigger the other’s tracing algorithm. Integrity
only works for Bluetooth contact tracing but not for discrete real-time
tracking;

e Identity Authorization & Anonymity. Users should not be able to
submit records signed with unauthorized identity (i.e. public key). In the
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meantime, such authorized identities should neither be personally identi-
fiable nor be able to disclose anonymous users’ full track.

The restrictions on adversaries are crucial. If one can go offline in the
recording protocol or delete records in its storage, traceability correctness is
unachievable due to the loss of records in such case.

The unlinkability preserves the anonymity of users’ identities, and the in-
tegrity guarantees that no honest user’s alert can be falsely triggered. More-
over, we argue that our system has the following property

e Flooding Proof. The Merge algorithm enables doctors to run a signature
scheme before merging new records to the bulletin board, thus preventing
adversaries from flooding the bulletin board with unauthenticated records;

e Privacy Disclosure. Hiding only users’ identities may fail to preserve pri-
vacy when only very few diagnosed users exist in a small area. In such a
situation, the user can be identified by the scope of activity, i.e., according
to the time and location data in its attributes.

5.1.2 System Overview

To summarize all components we have mentioned in previous chapters, in
Figure 5.1, we clarify their relationships and behaviors.

User’s components can be roughly divided into three categories — con-
tact tracing, APK-BLS (See Section 4.1.1), and database. Contact tracing
system is responsible for receiving assertions or generating discrete records,
which contains all the attributes needed for judging whether the user is in
danger or not. Assertions received will be fed into APK-BLS, and APK-BLS
is responsible for all the cryptographic operations, such as key generation,
pseudonym generation, pseudonym updating, assertion verification, etc. The
database is used for storing assertions, compressed assertions, and records.
Take note that “Record” is not included previously in Section 5.1.2 — we
will explain why we need a new component from the output of aggregate key
update later in Section 5.1.4.

The doctor’s responsibilities include user verification, aggregate assertion
verification, and merging (bulletin board).

Details of these components are explained in the following sections, and
our implementation is also based on the design described in this section,
which will be discussed in Section 5.1.4.
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Figure 5.1: Overall Design of The Contact Tracing System
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5.1.3 Our Construction

Our construction is based on a general commitment scheme Comm, a signa-
ture scheme SIG, and the APK-BLS scheme PKRBLS is as follows:

Construction 6 (Contact Tracing System) Recall the system
framework in Section 5.1.

Key management protocol:

— Setup: Generate parameters for the commitment scheme and the APK-
BLS scheme, denoting them with Comm.pp and PKRBLS.pp. Choose a
hash function Hy : {0,1}* — Z,. Output pp = (Comm.pp, PKRBLS.pp,
Hy) where PKRBLS.pp = (p, G1, Gz, Gr, e, P1, Py, Hy);

)

— KeyGen: Run PKRBLS.KeyGen(PKRBLS.pp) — (pk, sk, ska)
and Comm.KeyGen(Comm.pp) — ck. Output (pk,sky, sk, ck), where
pk = (Py, sky Py, sky - ska Py);

— FormNym: Get time slot index t. Run Hi(skq,sks,t) — r and PKRBLS.
Update(pk;7) — pk’. Output nym = pk’;

— Key registration sub-protocol:
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x KeyCommit: Run Comm.Commit(Comm.pp, pk,ck) — comm and
output the commitment comm;

*x KeyReg: Send comm, a proof of knowledge of relation comm =
Commit(pk, ck) A skopk[l] = pk[2], and the user’s social identities
misc to the authorized organizations. If misc exists, return 0.

Recording protocol:

— Assert: Run PKRBLS.Sign(sky, sky, attrs; ) — o, where r is the random-
ness in FormNym. Set ma as a proof of relation Ry : {skenym[l] =
nym([2]} where nym = (Py,rsky Py, rsky - skaPs). Qutput assertion =
(nym, attrs, o) and ma;

— VrfyAssert: Phrase assertion = (nym,attrs, o) and run PKRBLS.Vrfy
(nym, attrs, o). Verify relation Ry according to wa. Output b = 1 if
both verifications return 1;

— Save: For an assertion list {assertion}, phrase the list with ({nym;,},
{attrs;},{0;}), where each attrs; is unique. For each i, run PKRBLS.
Aggre(o;) — o. Output ({nym,}, {attrs;}, o) as compressedAssertion.

Tracing protocol:

— Show: Phrase record = ({nym,}, {attrs;}, o), sample ' & Z, and run

PKRBLS.Update(({nym;},o);7") — ({nym}},o’). Set ms as a proof of
relation Ry : {nymy, € {nym,} A skanym[1] = nym;,[2]} where nym,, =
(P, rsky Py, rsky - skoPy). Output record’ = ({nym’}, {attrs;},o’) and 7s;

— Merge: Phrase record = ({nym,}, {attrs;}, o), and run the following sub-
routines:

x VrfyUser: Verify user’s proof of possession on the record, i.e., Ro,
according to ws and the commitment scheme Comm;

« VrfyShow: Verify with PKRBLS.VrfyAggre.

If both verifications return 1, drop the signatures and denote the col-
lection of walid records as records = {({nym;}, {attrs;})}, which con-
tains all {nym;} and {attrs;} in the valid records. Run SIG.KeyGen
(pp) — (pkp,skp) and sign with SIG.Sign(skp, records) — op. Output
BC' as BC||(records, op);

— Trace: Phrase BC = recordsl|---. Run PKRBLS.VrfyKP(nym;, sky) —
b, for each records; = {({nym;};, {attrs;};)} € BC. Ifb =1, output attrs
for each corresponding nym;; else if b= 0 for all nym, output 0.
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Remark (Zero-Knowledge Proof-of-Knowledge (ZKPoK))

Notice that we use proof-of-knowledge protocols in three algorithms of Con-
struction 6, i.e., KeyReg, VrfyAssert, and VrfyUser. Intuitively, a ZKPoK
enables provers to prove NP statements without revealing any knowledge to
verifiers. In our case, a user intends to register itself to authorized organiza-
tions without revealing its public key. The user needs to prove its knowledge
of the corresponding secret key when registering, contacting other users, and
seeing a doctor. Thus, we prevent malicious users from spoofing honest ones.
Specially, we require a set membership proof [55] in VrfyShow to prove that
the user’s pseudonym is included in its own records. Such property guaran-
tees the integrity and preserves users’ pseudonyms from being exposed to the
doctor.

5.1.4 Security Analysis

Construction 6 is traceability-correct if for any nymeBC and users’ sko, we
have PKRBLS.VrfyKP(nym,sky) = 1, which is guaranteed by the update-
correctness of the APK-BLS scheme.

For pseudonym unlinkability of the recording phase, users U; and Us
have contact in time slots #; and t5. U; asserts with different pseduonyms
and attributes to generate two signatures: o' < Sign(nym® attrs") and
o2 <« Sign(nym® attrs’?). APK-BLS scheme’s update-indistinguishability
guarantees that Uy cannot distinguish nym!* from nym’2 even after learning
o and o'2.

For trace unlinkability of the tracing phase, we require two aspects:

1. For a doctor, we take a black-box use of a zero-knowledge protocol to
prove the user’s (skq,sky) is corresponding to one of the pseudonyms
in its records. Also, each user updates its records before showing them
to doctors, thus, preserving the trace unlinkability from doctors;

2. For other users who run the Trace algorithm, by APK-BLS scheme’s
update-indistinguishability, pseudonyms on the blockchain are indis-
tinguishable from those stored in their local storage. Thus, our protocol
is able to preserve the trace unlinkability from normal users.

For integrity, although adversary can create assertions on arbitrary at-
tributes, to win the integrity game, i.e., to trigger an honest user U’s Trace
algorithm to output 1, a diagnosed adversary A has to create a record involv-
ing one of the honest user’s assertion. However, we need to notice that A and
U have no contact. Thus A does not know Uf’s signature, nor can A forge
one (by EUF-CMA). Moreover, after A learns ({nym}, {attrs}) from BC and
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intends to forge a valid record record 4 = ({nym}Unym 4, {attrs} Uattrs 4, 04),
A will fail with significant probability due to the aggregation unforgeability
(as the adversary needs to forge on multiple signatures). Thus, integrity is
preserved due to the EUF-CMA secure and aggregation unforgeability of our
APK-BLS scheme.

5.1.5 Implementation

Our work is involved with cryptographic algorithms and is expected to oper-
ate on mobile devices, whose performance is comparatively limited compared
to traditional cryptographic scenarios. Therefore, we decide to implement
our algorithm in the Android application to demonstrate the practicality
and performance of our system!.

In this section, we will explain how we implement our system, as illus-
trated in Figure 5.1, with focus on some engineering issues and how they
affect the framework.

A user holds a Database, which includes assertion, compressedAssertion,
and record. We will explain why we need 3 types of asserts later in this
section. Public keys needs to be periodically updated to prevent the whole
movement track from being exposed (i.e. FormNym). Database is used for
storing assertions either 1) generated by a signature scheme (e.g., APK-BLS
scheme in Section 4.1.1) using attributes or 2) received from BLE scanning
service and verified by the signature. The assertion(id, pk, attrs,o, g, g") con-
tains auto-generated device-wide unique assertion ID, pseudonym (i.e. nym),
message (i.e. attrs), signature (i.e. ), group generator (i.e. g) and contact
tracing mode flag (i.e. isBLE). Although g is contained in nym, we still need
it to convert pk from primitive data type (which can be stored in database)
to abstract data type used for cryptographic calculations (i.e., computing g).

Therefore, we cannot compute g directly from nym in primitive data type
stored in the database, and that is why we need to make assertions contain
g. Moreover, ¢g" is used for checking close contacts after collecting records
from the blockchain.

Database also stores compressedAssertions aggregated from assertions by
APK-BLS scheme. Theoretically, as described above, compressedassertion
should contain an aggregated signature (i.e. PKRBLS.Aggre({o;}) — o), a
list of pseudonyms (i.e. {nym,}), a list of attributes (i.e. {attr;}), and a
list of group generators (i.e. {g;}). Since we need to prevent duplicate data
stored in the device, we prefer storing pointers in compressedAssertions to
assertions using primary keys (i.e. ids of assertions). Hence:

https://github.com/TaihouKai/PBK_Test
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compressedAssertion = (o, {id, }) (5.1)

An infected user will update compressedAssertion using PKRBLS.Update,
and therefore generate records, containing all associated assertions using ids,
as the system needs to submit “real” data, instead of pointers.

Hence, user send (i.e. Show) a list of record and corresponding proof 7
to doctor. The doctor will use 7s, together with commitments associated
with this user, which is registered to authorized organizations, to verify the
user’s identity (i.e. VrfyUser). The doctor also needs to check all assertions
contained in each record to verify the relationship between committed public
key and key used to sign submitted assertions.

As stated in Section 5.1.1, because the user’s own assertions and received
assertions cannot be distinguished due to security considerations, the system
behaves differently for discrete and Bluetooth records. Since all discrete
records are asserted by the user him/herself, the system only needs to verify
all the nyms one by one. For Bluetooth assertions (i.e. isBLE = T'rue), the
user needs to periodically compress assertions received with the user’s own
assertion, based on how many assertions are there left to be compressed.
Therefore, if we assume the user operates compression for every N assertions
received, the number of assertions belonging to the user him/herself should
equal to Numberoj;\z;lssertions )

After identity verification, signature verification and merging have been
explained explicitly. Therefore, we will not repeat them in this section.

It needs to be emphasized that, as our recording sub-protocol indicates,
besides pseudonym, key-pair, and database, a user also holds secret ex-
plicit randomness r to generate signature after key updating. After the
user updates the public key, if this user uses the previous randomness to
generate a new signature, key and updated key’s relationship can be eas-
ily referred if an attacker runs the verification function twice: to check if
PKRBLS.Vrfy(nym, attrs, o) = PKRBLS.Vrfy(nym’, attrs, o).

As mentioned in the Show algorithm in Section 5.1, we require users to
update their stored records, i.e., users should update the pseudonym list and
the corresponding aggregate signature with a newly sampled randomness. We
guarantee that even if doctors misbehave and store previous users’ records
(thus know some pseudonyms), they cannot link those pseudonyms with any
new-coming users. By the correctness of our signature scheme, doctors run
VrfyAggre in their verification phase and the algorithm will output 1 if the
aggregate signature is correct and is updated by the same randomness with
its corresponding pseudonyms.

During tracing, our system can distinguish BLE records from discrete
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Table 5.1: Experiment Results (Time in milliseconds)

Func. Frequent ‘ Time Consump. H Func. Infrequent ‘ Time Consump.

Assertion Gen. 99 Key Gen. 44
Assertion Verif. 163 Key Update 41
Save See Figure 5.2

- Average value of 100 attempts in Google Pixel 3A, Android 11.0 (R).
* Show and Show verification only happen once during medical treatment
and thus we do not think its efficiency is worth worrying.

records using isBLE flag since BLE records and discrete records have different
ways to trace. (See Section 5.1 and Section 2.2 for tracing mechanisms.)

We implemented our system on both Android Virtual Device (AVD) and
physical devices (Samsung Galaxy Note 10+ & Google Pixel 3A?)to prove
its functionality and performance. Furthermore, our application utilizes the
Java Pairing Based Cryptography Library (JPBC) [42], extending and mod-
ifying it based on our design.

There are roughly two types of functions in our contact tracing system
— what needs to be performed frequently and what needs to be performed
less frequently.

To be specific, KeyGen only needs to be performed once per user gen-
eration; Update needs to be performed periodically (e.g., once per hour);
Save needs to be performed less frequently than Update (e.g., once per day);
Show and its verification only happen during diagnosis. Since time consump-
tion of these function is significantly shorter than time intervals between
two launches, as shown in Table 5.1, we consider our system to be practical
regarding these functions mentioned above.

It needs to be mentioned that time consumption of Save depends on the
amount of assertions the system trying to aggregate. We provide its time
consumption with different amount of assertions in Figure 5.2.

However, the most time-consuming functions are expected to be per-
formed frequently, 7.e. assertion generation and assertion verification. Blue-
tooth scanning scenario requires both generation and verification, while dis-
crete real-time tracking requires only assertion generation (since users do not
care about other users’ assertions under this scenario).

Consider an extreme case in which a user is tightly surrounded by 100

2We did not discover any fundamental difference in time consumption of our algorithms
running in both of our physical devices, and therefore we only record time consumption
of one of them, the one with worse performance — Google Pixel 3A.
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Figure 5.2: Time Consumption of Save
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X-axis — number of assertions are aggregated; Y-axis — time-consumption (in millisec-

onds). Each point denotes an average value of three 100-time attempts.
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users 3. In such a case, the discrete scenario will take (approx.) 13.5s to gen-
erate assertions, which is acceptable in our opinion. However, the Bluetooth
scenario will take (approx.) 36.3s to generate and verify assertions, which
is significantly slower. However, since Bluetooth scanning only happens in
public transports as explained in Section 2.2, this user would have plenty of
time to move together with the same group of surrounding users. At the
same time, assertion generation and verification can be performed. Also,
36.3s is fast enough for the functions to be completed before the next stop.

Although Bluetooth scenario seems to take longer time to operate, we
still expect our system to have notably better performance than current
contact tracing systems in whatever scenario due to our system’s interaction-
less nature, since simultaneously handshaking with 100 users would cost a
significant amount of time.

5.2 The Auditable ABC-Based EACT

From the perspective of credentials, we review the environmental-adaptive
contact tracing (EACT) framework proposed in [24]. We provide a construc-
tion based on our auditable ABC scheme and argue that the game-based se-
curity definitions of auditable ABC suffice the requirements in contact tracing
systems. Finally, we implement our construction to showcase its practicality.

5.2.1 Overview

We start by recalling the decentralized EACT framework above. It utilizes
a bulletin board to store contact records, which can be instantiated by a
blockchain protocol satisfying the robust ledger properties [57], i.e., the ca-
pability of achieving immutable consensus atomically. Concerning different
virus transmission modes (droplet and airborne), EACT considered tracing
approaches via Bluetooth Low Energy (BLE) and self-reported discrete lo-
cation (DLT). However, the framework cannot unify the tracing approach

3We decide not to conduct a real-world physical experiment involving such amount of
users to evaluate the performance of the contact tracing systems because such interaction-
based scanning heavily depends on transmission environment and devices, and letting
hundreds of participants sticking tightly together during the pandemic violates social dis-
tancing rule and may cause group infection which would risk participants’ personal health
or even life, as COVID-19 may cause severe sequelae to infectees [56]. We cannot simply
put devices together since the human body, movement and surrounding structures also
interfere with Bluetooth communication. Therefore, such experiment is only held bet-
ween two physical and two virtual devices and accumulated statistics is calculated using
multiplication, by repeating the experiment between single pairs of devices.
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in both settings because the recorded data are of different structures. As
we will show later, ABC schemes enable us to circumvent this problem by
regarding environmental and location data as attributes. Here, for complete-
ness, we define a comparison algorithm to decide close contacts for BLE and
DLT, 1.e., Compare{BLE’DLT}(envpp, D, X) takes as input the environmental
parameters envpp, an opened attributed set D (from other users, potentially
downloaded from the bulletin board) and an attribute set X (of the user who
runs the algorithm). We say the algorithm is “well-defined” if it outputs 1
when attributes in D and X are regarded as close contact concerning the
tracing setting in {BLE, DLT}, and 0 otherwise.

The EACT framework involves three phases: key management, record-
ing, and tracing, with two types of participants: user & and medical agency
D. We refine the algorithms with respect to our auditable ABC scheme.
Intuitively, in the key management phase, users generate key pairs for par-
ticipating as both issuers and regular users. The medical agency generates its
key pair from a signature scheme. Users need to register their issuer-public
keys, and medical agencies need to register their public keys. Then, in the
recording phase, when users contact (two users in BLE or one user in DLT),
we consider a pairwise executed (Obtain, Issue), i.e., each user performs as
an ABC issuer to grant its counterparty (itself in DLT) a credential on the
attributes of current environmental data (or location data). This approach
in the DLT setting can be easily adapted to the case in which the user can
communicate to BLE beacons, providing additional evidence for the user’s
location data. Finally, in the tracing phase, whenever a user searches for
medical treatment, she shows her records while the agency performs verifica-
tion. The medical agency uploads records to the bulletin board (as we will
show in tracing-soundness (Definition 31), we assume a malicious agency who
can upload invalid records). Hence, users can refer to the bulletin board and
audit if any shown credential is issued by themselves. Then, by comparing
the environmental factors, they can detect close contact. The following sec-
tion presents the full construction, including our modifications to the original
framework.

5.2.2 QOur Construction

Let SIG = (KeyGen, Sign, Verify) be a signature scheme that satisfies correct-
ness and EUF-CMA (definitions given in Section 3.2.1), and let AABC be our
auditable ABC construction given in Construction 5.

Construction 7 (Refined EACT REACT) Our refined EACT framework
involves three phases, i.e., Key management: (Setup, OrgKGen, UsrKGen,
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MedKGen, KReg); Recording: Exchange; Tracing: ({Show, Verify), Merge,
Trace). The algorithms are performed as follows.

Setup(1?, ¢, envpp) is run by the system where envpp denotes the environ-
mental parameters. It runs AABC.pp <= AABC.Setup(1*,q) and outputs
pp = (AABC.pp, envpp).

OrgKGen(pp) is run by a user and outputs (osk, opk, ak) <— AABC.OrgKGen
(pp). Note that in contact tracing, we consider the user auditing for herself;

e UsrKGen(pp) outputs (usk, upk) «<— AABC.UsrKGen(pp);
e MedKGen(pp) is run by a medical agency. It outputs a medical agent key

pair with (msk, mpk) < SIG.KeyGen(1%). Later, we omit pp in algorithm
mputs;

KReg(pk, misc,B) is a DID [53] black-box, which takes as input a public
key pk € {opk, mpk}, auziliary information misc, and a bulletin board B.
KReg registers pk with the corresponding misc on B.

Exchange({(osk;, opk;), (usk;, upk;), X;}icqo,1}) s an interactive protocol ex-
ecuted between two users Uy,U;, who may be identical, e.g., in the DLT
setting. Fori € {0, 1}, both users perform (cred;,-) < (Obtain(usk;, opk;_;,
X;), Issue(upk;, osk,_;, X;)) to grant each other a credential. The protocol
outputs credg and credy for each user, respectively.

(Show, Verify) is the showing and wverification protocol in our auditable
ABC, which here, is executed between a user U and a medical agency D.
The protocol outputs (S,b) <— AABC.(Show, Verify) where S is a showing of
the credential and b € {0,1}. Note that we explicitly add revealed attributes

to S, i.e., S 2 (opk’,cred’, W, D). Moreover, we enable this protocol to
process in batches, i.e., it can take a list of n credentials and verifies for
each entry;

Merge(msk, (S,0),B) is run by a medical agency D. If b = 1, Merge runs
o < SIG.Sign(msk, S) and outputs B||(mpk, S, o), or aborts otherwise,
Trace(ak, X, B) is run by a user U with issuer-public and auditing keys
opk,ak. It parses B = {(mpk;, S;,0;)}jeqe), and for each entry, parses
S; = (opkj,cred;, W;, D;). Then, for each entry, it runs b<SIG.Verify(
mpk;, Sj,05), and b' < AABC.Audit(ak, Sj,opk) (which is APK.Audit(ak,
opk;,opk)). For all j€[|B|] such that b=1AV'=1, it compares according to
environmental parameters and tracing settings, i.e., bj<—Compare{BLE’DLT}
(envpp, D;,X). If there exists any j that satisfies b; = 1, Trace outputs 1;
Otherwise, it outputs 0.
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5.2.3 Security and Analysis

We directly employ the cryptographic game-based security definitions from
our auditable ABC scheme given in Section 4.2.1, including correctness, ano-
nymity, and unforgeability. Moreover, we consider two separate properties for
tracing, i.e., traceability and tracing-soundness. At the end of this section,
we will compare our ABC-based security definitions to the ones in [16].

The refined EACT requires signatures from medical agencies in Merge and
on the bulletin board B (satisfying robust ledger properties [57]). Hence, we
first formalize the tracing process correctness to capture these new require-
ments.

Definition 30 (Traceability) Given the bulletin board B, a REACT sys-
tem satisfies traceability, if for any X > 0,q > 0, any non-empty sets X
with |X| < ¢, and for any honest user U with a key tuple (osk, opk, ak) &
OrgKGen(pp) where pp < Setup(1*,19), if there exists (mpk, S, o) € B such
that (Show, Verify)(S) = 1, SIG.Verify(mpk,S,0) = 1, D € S such that
Comparer prry(envpp, D, X) = 1, then Pr[Trace(ak,X,B) = 1] = 1 where
X is the attribute set of U when she issues the credential being shown in S.

Then, we have the following lemma.

Lemma 4 Let the bulletin board satisfy the robust ledger properties [57]. The
refined EACT REACT given by construction 7 satisfies traceability if AABC
and SIG satisfy correctness, and the Compare algorithm is well-defined.

The proof follows directly from the correctness of AABC and SIG, and the
well-defined comparing algorithm Compareg pry(envpp, -, -). Moreover,
we require the bulletin board to satisfy the robust ledger properties [57] so
that any entry on it cannot be erased or modified after a period of time.

Next, we consider the soundness of tracing, i.e., the situation in which
an honest user’s Trace outputs 1 falsely. The PPT adversary A either: (1)
forges a valid credential on behalf of honest users; or (2) colludes with a
malicious medical agency so that arbitrary showings can be uploaded to the
bulletin board. The first case has been captured by our unforgeability game
in the auditable ABC scheme (Definition 29) with additional assumptions
for the bulletin board, signature scheme, and comparing algorithm (like in
Lemma 4).

However, the second one is dedicated to contact tracing. The reason lies
in the different use cases, i.e., in auditable ABC, auditors audit credential
showings on behalf of the original issuer, hence, triggering the auditing algo-
rithm of another auditor gains the adversary no benefits; whereas, in contact
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tracing, it will cause false positive errors to the original issuer. In order
to prevent such an attack, we require the proof in AABC.(Show, Verify) to
be non-interactive. Concretely, since our bulletin board is instantiated by
a blockchain, users can apply the Fiat-Shamir transformation on the head
block of the blockchain, i.e., embedding the hash of the blockchain’s head
block into their proof. Note that this approach also guarantees the freshness
of the proof that prevents the relay and replay attacks [19]. This is because
the adversary cannot guess the head of the blockchain priorly due to the
security of blockchain protocols.

As shown in Theorem 2, the anonymity and unforgeability of AABC (also
for REACT in Theorem 3) requires perfect zero-knowledge of ZKPoK. Hence,
we must rely on heavy mechanisms, e.g., [58], to make such a protocol non-
interactive. An alternative way is to prove these theorems with compu-
tational zero-knowledge with a looser security reduction. The transforma-
tion to a non-interactive protocol with computational zero-knowledge can be
achieved with the Fiat-Shamir heuristic [59] to trade security tightness for
efficiency. Then, the showing of a credential becomes publicly verifiable so
that even if a malicious medical agency falsely uploads credential showings to
the bulletin board, every user (including the one who runs Trace) can verify
the showing.

Compared to the unforgeability of auditable ABC in Definition 29, due to
the malicious Ap setting, tracing-soundness removes the requirement of b = 1
(the credential showing can be invalid) but embeds the proof of freshness
(the showing must be presented at most once). We formally define tracing-
soundness (with respect to malicious Ap).

Definition 31 (Tracing-Soundness) Given the bulletin board B, REACT
system satisfies tracing-soundness (with respect to malicious Ap ), if for any
PPT adversary A that has access to oracles O = {Ony, Ocy, Oobiss; Olssue,
Oshows Oaudit }, the following probability is less than negl(X\) for any A > 0,q >
0, pp < Setup(1*, q,envpp), and (osk, opk, ak) <— OrgKGen(pp):

(D, St) (—AO(Opk, ak), Trace(ak7 ) (S7 ﬂ-)) = 1A

Prl (8, 7). b)«—(A(st), Verify(D)) :If OWNER[j]eCU, Déattrs[j] | °

where m = (71, Mo, T3) — ZKPoK(C"mm”"C"mm’PI)(comml,come,commg), and
the variables are given in Figure 4.3 of auditable ABC construction.

Finally, we have the following theorem.

Theorem 3 Our refined FACT REACT satisfies correctness, anonymity,
unforgeability, traceability, and tracing-soundness (with respect to malicious

Ap).
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Proof The proofs of correctness, anonymity, and unforgeability follow di-
rectly from the underlying auditable ABC scheme, which has been given in
Theorem 2. Traceability has been captured by Lemma 4. Hence, we only show
the proof of tracing-soundness with respect to malicious Ap.

Let (mpk, (S, m)o) € B be an entry stored on the bulletin board that trig-
gers an honest user’s tracing algorithm, i.e., Trace(ak, X, (mpk, (S, 7),0)) =
1. Here, ak and X are the user’s auditing key and attribute set when is-
suing the shown credential; whereas, mpk and o are the public key and
signature of the malicious Ap. Now, we consider the adversary’s outputs,
((S,m),b) < (A(st), Verify(D)). By traceability (Lemma 4), if b = 1, then
the Trace algorithm will output 1. However, by the unforgeability of the un-
derlying auditable ABC, the probability of the adversary outputting b = 1
is negligible of A\. In contrast, since we assume the medical agency Ap to
be malicious, it may approve invalid showing transcripts, i.e., b = 0, to
be uploaded to the bulletin board. However, as discussed above, the mnon-
interactive proof m enhanced the showing transcript S to be publicly verifi-
able (freshness and validity). Hence, the user who runs Trace can reproduce
b’ < (Show, Verify) (S, ) on herself. Considering the situation where b = 0,
we should have b’ = 0. Therefore, Trace will also output 0, i.e., the adversary
fails to break tracing-soundness even if it colludes with a malicious medical
agency.

Comparison with existing game-based security definitions The au-
thors [16] consider unlinkability and integrity. The former requires the adver-
sary to distinguish two given pseudonyms, and the latter focuses on the false
positive attack, i.e., the adversary tries to trigger an honest user’s tracing
algorithm to output 1. Given the differences in syntax (their model [16] only
considers pseudonyms; whereas, our system considers showing of credentials),
we compare our definitions with theirs as follows.

Concretely, the unlinkability in [16] is further separated into pseudonym
unlinkability (during the recording phase in which other users’ pseudonyms
are stored locally) and trace unlinkability (during the tracing phase in which
recorded pseudonyms become publicly available). In comparison, the ano-
nymity of our auditable ABC schemes (Definition 28) guarantees that no
adversary can distinguish any two credential showings (similar to the re-
vealed pseudonyms in trace unlinkability), even when the adversary has full
control over issuing the challenge credentials. Note that the adversary can
control issuer-public keys but not the corresponding auditing keys (this is
guaranteed by the auditing key unforgeability of the underlying APK mech-
anism). Otherwise, it can trivially win the anonymity game by auditing the
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updated public keys in credential showings (as we explained in the proof of
Theorem 2). Moreover, user-public keys (similar to the pseudonyms in [16])
are generated with AABC.UsrKGen, which are distributed uniformly on G,
(since usk is sampled uniformly at random from Zj;). Hence, no adversary,
as in the pseudonym unlinkability game, can distinguish any two distinct
user-public keys in our system. Therefore, our anonymity captures both of
the unlinkability definitions.

Next, the integrity in [16] provides its adversary with oracles to: (1) create
new users; (2) generate, record, and send pseudonyms (during the recording
phase, similar to credentials in our system); (3) generate and upload pseudo-
nyms for tracing (during tracing phase, similar to our credential showings);
(4) set time periods. In comparison, our tracing-soundness (Definition 31)
provides similar oracle accessibility to the adversary, i.e., (1) create new
users; (2) issue and obtain credentials (contact records); (3) show credentials
and upload the showing. Hence, it resembles the integrity in [16] except for
the oracle that sets time for the adversary (this is because our system model
is not period-specific like the one in [16]).

5.2.4 Implementation

We provide a proof-of-concept implementation for the refined EACT con-
struction to prove its practicality on mobile devices with comparatively lim-
ited performance. The implementation uses Java/Kotlin for the raw Android
environment. However, we also implement necessary functions since the Java
Pairing-Based Cryptography (jJPBC) library [42] cannot fully support matrix-
based bilinear pairing operations. The library-level implementation, together
with extended parts for jPBC [42] library, can also be found in our anonymous
repository (https://anonymous.4open.science/r/EAHT MODULE_TEST).

We implement (Setup, OrgKGen, UsrKGen, Exchange) € REACT. More-
over, in Exchange, we need to measure the performance of algorithms and
transmission (which is written in the form of Transmit(+) for simplicity), sep-
arately. Hence, we further divide Exchange into (Obtain-1, Transmit;, AABC.
Issue, Transmity, Obtain-2). The results are shown in Table 5.2.

Setup and OrgKGen are performance-insensitive because they only need to
be executed once. We implement them merely to support other algorithms.
Although we do not require user key pairs to be renewed once per contact,
UsrKGen should be run periodically (e.g., once per hour) to prevent a user’s
complete track under its public key from being exposed. We leave the setting
of the renewal interval for real-life users to decide. Finally, for Exchange, we
consider the performance of AABC.Obtain = (Obtain-1, Obtain-2), AABC.Issue
and the time cost of data transmission, i.e., Transmit(7,comm, R) and
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Table 5.2: Experiment Results (Time in milliseconds)

Algorithms | Time Algorithms Time Algorithms Time
Setup 168.99 Obtain-1 40.08 || Transmit(o,7) | 75.16

OrgKGen | 54.18 || Transmit(m,comm, R) | 38.32 Obtain-2 164.81
UsrKGen 9.05 AABC.lIssue 257.50 GenProof 0.26

Experiment device: Samsung SM-S9080 Android 12, Bluetooth 5.0 (Bluetooth
Low Energy); Time consumption is calculated with the average of 100 attempts.

Transmit(o, 7). A one-sided round trip, e.g., Uy issuing a credential to U is
performed with (Uy.Obtain-1 — Uy. Transmit(m,comm, R) — U,.Issue —
U,.Transmit(o, 7) — Uy.Obtain-2) takes approximately 575.87 milliseconds
in total. Consider the worst case, e.g., when a crowded train is filled with
101 users. Each of them needs to Exchange with the other 100, hence, taking
approximately 57.6 seconds to finish the execution and transmission. We
consider this result to be reasonable and plausible, but obviously worse than
EACT’s performance data we observed in Table 5.1.
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Chapter 6

Conclusion

In conclusion, within this work, we first identified some problems of existing
contact tracing systems:

e Do not filter contacts, which would hence yield a extraordinary large
number of contacts, and it is practically impossible to track and might
flood local medical agencies;

e Do not take airborne transmission into consideration, which behaves
differently than droplet transmissions;

e Do not prevent potential unauthorized access from service providers as
these systems rely on trust rather than cryptographic algorithms;

e Do not ensure integrity of contact data, and hence users may modify
their records to generate falseful contact records.

Therefore, we concluded that contact tracing systems needs to address
problems above, and we hence designed the following two approaches: Envi-
ronmental Adaptive Contact Tracing System, and Auditable Attribute-Based
Credentials Scheme.

Environmental Adaptive Contact Tracing System Environmental
Adaptive Contact Tracing System is based on decentralized anonymous cre-
dential. The construction is built upon the BLS signature [37] and the up-
datable public key mechanism [38]. This system uses environmental factors
influencing particle dynamics, lifetime, to filter scanned results, which lowers
the false positive rate. It is a variant of credential systems (decentralized
anonymous credential), and thus it is able to carry arbitrary environmen-
tal factors. In order to include airborne transmission, we invented discrete

64



real-time tracking contact-tracing scheme. This system also implements a
perfect hiding commitment scheme in order to disallow multiple identities of
the same user.

Auditable Attribute-Based Credentials Scheme Auditable Attribute-
Based Credentials Scheme is built upon auditable public keys (APK) mech-
anism, which is an extended version of the updatable public key mecha-
nism [38] mentioned previously in EACT. APK adds a new component, au-
diting key, to the legacy public-private keypair, which allows auditing even
if the public key has been updated. Then, we inserted APK into SPS-EQ
scheme, maintaining SPS-EQ’s security definition, to construct our modified
SPS-EQ. We thus constructed our Auditable ABC scheme based on 1) such
modified SPS-EQ described above, 2) a set-commitment scheme from [7],
and 3) a zero-knowledge proofs of knowledge protocol [41]. Using such con-
struction, we re-designed EACT framework and unified droplet transmission
and airborne transmission’s threat models, even holding the fact that these
two transmissions’ natures (interactive and non-interactive) are different.

By analyzing security of these two approaches with threat models (see
Section 5.1.1 & 5.2.3), implementing them on Android devices, and com-
paring their performances (see Section 5.1.5 & 5.2.4), we concluded that,
although Environmental Adaptive Contact Tracing System suffers from 1)
incompatibility of 2 separate security definitions because of the difference
in droplet and airborne transmission and 2) risky security assumptions, it
has better performance in large-scale implementation. And although Au-
ditable Attribute-Based Credentials Scheme solved security problems left in
Environmental Adaptive Contact Tracing System, it suffers from potential
performance issues because of its interactive nature.

We will hence leave the following 2 problems for researchers in the future
to consider:

e A detailed definition of when these 2 approaches should be used, re-
spectively;

e A new contact tracing system to merge these 2 approaches (Environ-
mental Adaptive Contact Tracing System & Auditable Attribute-Based
Credentials Scheme), which can eliminate their problems, while main-
taining their advantages.

We sincerely hope that our cryptographic scheme can contribute to im-

proved privacy and efficiency in the response to future epidemics, while fer-
vently wishing that such circumstances never arise again.
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