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Abstract Data transmitted must be prevented from intruder’s interception because the information security grows
more and more recently. Mostly, cryptography is used for the data protection. Encrypt-on-disk system costs re-en-
cryption work when the user is revoked, while it offers improved performance of transmission over the encrypt-on-wire
system. There are two methods for re-encryption after the revocation, active revocation and lazy revocation. When
using active revocation, data is re-encrypted immediately after the revocation. While using lazy revocation, delays
re-encryption to the next time the data is updated. There is the trade-off that active revocation is expensive because
of immediately re-encryption, while lazy revocation is vulnerable because of delayed re-encryption. In this paper,
we propose more efficient method for re-encryption after revocation on the basis of the distributed system which
makes data replicas on the other disk node. And we evaluate the efficiency of the method by the experiments.
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