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Abstract The information security becomes more and more important recently. There is encrypt-on-disk scheme,
in which files are stored in cipher, and it is a scheme for protection of transmitted data in parallel storage systems.
This scheme costs re-encryptions with the updates of cryptographic keys, while it has improved performance of
data transmission. With a high functional storage adopted encrypt-on-disk scheme, we can reduce the costs in
clients by processing re-encryption on storage nodes. However, there is possibilities of leaks because cleartext is
generated along normal re-encryption processes. We propose a re-encryption method without generating cleartexts
by applying structure of distributed storage and particular encryption mode. We focus on characteristics of OFB
mode and XOR. The cleartext generations are prevented by processing encryption and decryption in reverse. In this
paper, we evaluate the proposal with performance and security, and indicate the usefulness of proposed method.

Key words encryption, high dependable storage, secure storage, encrypt-on-disk
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