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Abstract In storage systems storing encrypted data, there are terms in which users cannot access data because of
revocation processes involved in data re-encryption. We proposed BA-Rev, the re-encryption method with storage
system having backup data. It makes backup data encrypted with the key different from that for primary. When
a revocation occurs, BA-Rev shortens the inaccessible term by setting the backup data as the primary and cuts
total processing cost. While it improves readout performance and is as secure as the existing method, active revoca-
tion, it degrades update performance. In this paper, we examine the impact of the DW/DRWstrategy on BA-Rev,
which delay the applying differential data in backup, and compare the proposed method with active revocation on
environment including update. O
Key words revocation, encrypt-on-disk, high dependable storage, secure storage
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