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Abstract

Quantum image processing is a new and exciting subdiscipline of quantum computation
that aims to extend classical image processing applications on a quantum computer. The
research starts with a proposal of a representation of images on a quantum computer,
named Multi-Channel Representation for Quantum Images (MCQI). This representation
encodes the positions and their corresponding colors in the images as a normalized quan-
tum state. For an n by n sized image, 2n qubits and 3 qubits are used to carry the position
and color respectively. The preparation procedure of a quantum image is discussed by the
multi-channel polynomial preparation, which turns the initial quantum states to the MC-
QI quantum states. The image retrieval procedure by quantum measurement is proposed
which converts the quantum states to classical images. Furthermore, based on MCQI,
some categories of possible processing transformations are suggested.

By considering the structure of MCQI representation, the Channel of Interest (Col),
the Channel Swapping (CS), the Color Space Transformation (CST), and Alpha Blending
(aB) quantum image processing operators are discussed using unitary transformations
with low complexity. All the 4 operators are used to process the information about color
in the images. Their complexity are analyzed in terms of the number of basic quantum
gates which are needed to build the transformations, and they can be built by 9, 3, 287,
28 basic quantum gates, respectively. Some strategies for designing new transformations
from known ones are proposed as well. These strategies can be used to design further
algorithms for image processing.

Based on the MCQI representation and the four image processing operators, a quan-
tum measurement based double-key double-domain watermarking strategy for multi-
channel quantum images (MC-WaQ]I) is developed. In these application, a revised of
the original MCQI representation and some restricted versions of the transformations are
considered.

The research provides the foundation to design other quantum image processing algo-
rithms and can be extend to the following areas:

e MCQI representation can be used to build quantum image database,

e new frequency operations on quantum images based on quantum Fourier quantum
discrete cosine, and quantum wavelet transformations,

e building the special effect on color quantum movie,

e image data transmission by quantum communication.



Abstract

The works in this thesis and its future perspectives will provide the foundation for ex-
ploring new ways of processing structured data and their applications using quantum
computing framework.
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Chapter 1

Introduction

1.1 Motivation

In 1982, Feynman proposed a novel computation model, named quantum computers.
[11] Based on principles of quantum mechanics, the quantum computation is more pow-
erful than classical ones. Quantum computation offers a new perspective in terms of high
performance computing with algorithms [38][26]. Hence, in order to solve inefficient tasks
on classical computers that maybe overcome by exploiting the power of the quantum
computation, many researchers are involved in this exciting field. Two famous quantum
algorithm are Shor’s polynomial time algorithm for the integer factoring problem [44] and
Grover’s database search algorithm [I5] which has been proved much powerful than the
classical ones. Image processing and analysis on classical computers have been studied
extensively. On quantum computers [9] [42] [6] [35], however, the research on images has
faced fundamental difficulties because the field is still in its infancy. To start with, what is
the data structure of quantum image or how to represent images on quantum computers?
Secondly, what should we do to prepare and process the quantum images on quantum
computers? Thirdly, should we be capable of performing some basic image processing
tasks and realizing some high level applications using quantum computation algorithms?

Quantum information processing [30] [24] [7] is focused on information whose physical
representation is confined within the realm of quantum mechanics. Therein, the infor-

mation carrying medium (the qubit) and manipulations of such states are dictated by
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the quantum mechanical properties inherent to the medium, hence, giving birth to the
quantum computing paradigm. Some of these properties such as entanglement, super-
position and so on have no classical (conventional or non-quantum) analogues, and are
harnessed for various purposes such as unconditionally secure transmission of information,
and speeding up certain classical computations [46]. In fact, physical implementations of
the qubit and gates to manipulate it are available from different approaches.

In quantum circuit models of computation, designing such circuits is necessary to
realize and analyze any quantum algorithm. It is well known that any unitary operation
or quantum algorithm can be decomposed into a circuit consisting a succession of basic
unitary gates that act on one or two qubits only. Many elementary gates including single
qubit gates, controlled-NOT or CNOT and Toffoli gates for quantum computation was
proposed in the previous research. Physical implementations of the qubit and these gates
are available from many approaches.

In order to process image using quantum computing, the first step in quantum image
processing field involves proposals on representations to capture and store the image
on quantum computers. Many proposals on quantum image representations are also
proposed. In [5], the images are two-dimensional arrays of qubits, called the qubit lattice.
In Real Ket [51], the images are quantum states having grey levels as coefficients of
the states. The quantum lattice is proposed in [36] which color pixels are stored in
quantum system qubit by qubit. A quantum image representation called grid qubit [50]
is discussed which the geometric shapes are encoded in quantum states. The image is a
normalized quantum state that captures information about the color and position of every
point, called FRQI (Flexible Representation of Quantum Images) [27]. A multi-channel
representation for quantum images (MCQI) which encodes the R, G, B, and « channels
information concurrently by using 3 entangled color qubits is proposed in [48]. Various
strategies exploiting the above representation are proposed to process transformations that
target the geometric information, GTQI (Geometric Transformation on Quantum Images)
[28], and the color information, CTQI (Color Transformation on Quantum Images) [29].

Quantum based related to image processing such as quantum Fourier transform [37],
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quantum discrete cosine transform [23] [49], quantum Wavelet transform [12] have also
been proposed. In addition, there are some classical image processing operations that
can not be applied on quantum images, for example convolution and correlation [31],
because all operations in quantum computation must be invertible. The complexity of
the preparation of quantum images and the application of quantum transforms to process
quantum images, however, have not been studied.

The previous proposed representations treat the image’s color information as a single
channel (single component). Multi-channel (multi-component) color images, however, are
often used in various color spaces, including the standard RGB color model [I] [47] which
contains R, G, and B channels (components). Hence, a new representation for quantum
images which carries multi-channel information of images maybe requested for further
color image processing tasks on quantum computer.

In order to establish the connection between image processing and quantum com-
putation, the thesis starts with a proposal of image representation which captures two
fundamental information about images, color and position. In this representation, color
information is considered as a multi-channel information, and each channel is separated.
After representing a quantum image as a normalized state, various unitary transforma-
tions for processing the image’s content are proposed. Combining these transformations in

a specific way leads to applications of color quantum image quantum image watermarking.

1.2 Outline of the Thesis

The outline of the thesis is shown in Figure 1.1.

In Chapter 2, a multi-channel representation for quantum images (MCQI) which cap-
tures information about colors and their corresponding positions in an image into a nor-
malized quantum state is proposed. In this representation, the RGB color information is
encoded by 3 entangled qubits (¢;, ¢z, and ¢3 qubits) and the pixels’ positions of a 2" x 2"
pixels image is represented by 2n qubits is proposed.

The preparation procedure for MCQI is indicated by using Hadamard, CNOT and

controlled rotation operations. As proven by the proposed Multi-Channel Polynomial

4
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Chapter1
Introduction

Chapter2

An RGB Multi-Channel Representation for
Images on Quantum Computers [J1, C1]

Chapter3

Color Information Transformations on
Multi-Channel Quantum Images [J2, C2]

Chapter4
Quantum Measurement based Double-key

Double-domain Watermarking Strategy for
Multi-channel Quantum Images [J3]

Chapter5
Conclusion

Figure 1.1: Outline of thesis showing related publications that were realized from each chapter.

Preparation Theorem, the total number of simple operations used in the process is poly-
nomial for the number of qubits that are used to encode all positions in an image. The
measurement based method is used to retrieve the image stored in the quantum states.

In chapter 3, 4 color transformation operators are proposed using basic quantum
gates; NOT, CNOT, Toffoli, Rotation, and Controlled Rotation gates based on the multi-
channel representation for quantum images (MCQI), where the RG B color information
is encoded by 3 entangled qubits (¢1, ¢2, and ¢z qubits) and the pixels’ positions of a
2™ x 2™ pixels image is represented by 2n qubits.

After having some color information operations, a quantum measurement based double-

key, double-domain multi-channel watermarking strategy for quantum images is proposed
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in chapter 4, which can be used to find the real owner.



Chapter 2

RGB multi-channel representation for images

on quantum computers

2.1 Introduction

The first step in quantum image processing field involves proposals on representations
to capture and store the image on quantum computers. In [51], the images are two-
dimensional arrays of qubits, called the qubit lattice. The quantum lattice is proposed
in [36], which color pixels are stored in quantum system qubit by qubit. A quantum
image representation called grid qubit [50] is discussed which the geometric shapes are
encoded in quantum states. The image is a normalized quantum state that captures
information about the color and position of every point, called FRQI (Flexible Represen-
tation of Quantum Images) [27], and it has started gaining acceptability as evinced by
proposals targeting a wide range of applications that rely on it. Various strategies ex-
ploiting the FRQI representation are proposed to process transformations that target the
geometric information, GTQI (Geometric Transformation on Quantum Images) [28], and
the color information, CTQI (Color Transformation on Quantum Images) [29] using this
representation. The possibility of using the restricted versions of these representations to
watermark FRQI quantum images is studied in [20].

The FRQI representation treats the image’s color information as a single channel

(single component). Multi-channel (multi-component) color images, however, are often
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used in various color spaces, including the standard RGB color model [2] [45] [22] which
contains R, G, and B channels (components). Hence, a new representation for quantum
images which carries multi-channel information of images maybe requested for further
color image processing tasks on quantum computer.

In this chapter, an RGB multi-channel representation for images on quantum com-
puters (MCQI) where the RGB color information is encoded by 3 entangled qubits (c1,
2, and ¢3 qubits) and the pixels’ positions of a 2" x 2" pixels image is represented by 2n
qubits is proposed. Then the following computational and image processing aspects on

MCQI are developed:

e the complexity (the number of simple operations) of the preparation procedure for

MCQI,
e MCQI based image processing operations,
e the measurement based image retrieval from quantum to classical.

The preparation procedure for MCQI is indicated by using Hadamard, CNOT and con-
trolled rotation operations. And the total number of simple operations used in the process
is polynomial for the number of qubits that are used to encode all positions in an image.
Considering the structure of MCQI, color information operations can be separated into
two categories, C; and rC7. The C} category focuses on shifting the color information
of the whole image (channel of interest and channel swapping are two example operators
in this category), and the rC} category is the restrict version of C}, which changes the
color information at some specific positions, respectively. Each category has its own type
of unitary transform which can be designed in various ways to realize different image
processing tasks based on MCQI. The measurement based method is used to retrieve the
image stored in the quantum states.

Firstly, the property of quantum parallelism is used to encode the color information
and their corresponding positions, e.g., only 15 qubits are used to encode a 64 x 64 pixels’
RGB image in MCQI representation, whereas 4096 qubits are requested in qubit lattice

[51], grid qubit [50], and quantum lattice [36] representations. Especially, on classical
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computer, 12288 bits are requested to encode the same sized RGB image (64 x 64 pixels).
Secondly, as the multi-channel information (R channel, G channel, and B channel) are
stored in the first 3 qubits (entangled) (color qubits) simultaneously, the color information
operators applying on the whole image (not focussing on some specific position of an
image) can be designed by using unitary quantum gates within these 3 qubits irrespective
of the position qubits. It means that the complexity of the MCQI-based color information
operators are image size independent, namely, O(1), whereas the color information must
be shifted pixel by pixel in the case of operators on classical computers. Thirdly, combining
with the quantum measurement based key generation procedure, MCQI may be used to

design the color image watermarking algorithm.

2.2 Single channel representation for quantum im-

ages

2.2.1 Flexible representation of quantum images

We start by introducing the notations used in this thesis which has been used in a wide
range of quantum computation literature. The state of a quantum system is described
as a vector in a Hilbert space [I4] [16] [41] which is called a ket in Dirac or quantum

mechanical notation. The ket and its adjoint, bra, notations are defined as follows;

|U> - [u()?ul? "‘7U’n]T7ui S C7
i=1,2,...n, (2.1)
(ul = u)" = [ud,ul, ..., ul].

The notation for the tensor or Kronecker product, ®, is used to express the composition

of quantum systems. The tensor product of two matrices A and B is defined as follows;
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an
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The short notation for tensor product |u) ® |v) of two vectors or two kets, |u) and |v),

is |uv) or |u)|v) and we use A¥"=A® A® ... A to denote the tensor product of matrix

A for n times.

Inspired by the pixel representation for images in conventional computers, a repre-

sentation for images on quantum computers capturing information about colors and the

corresponding positions, the quantum exible representation of images (FRQI) is proposed

in [27]. This proposal integrates information about an image into a quantum state having

its formula as

10
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22n—1

10)= 5 3 le) ® ),

k=0
. (2.2)
lck) = cos0k|0) + sinby|1),
0cl0,m/2,k=0,1,..,2"" -1,

where ® is the tensor product notation, |0), |1) are 2-D computational basis quantum
states, |k), k = 0,1,...,2?" — 1 are 2?" — 1-D computational basis quantum state and
0 = (0,04, ...,002n_1) is the vector of angles encoding colors. There are two parts in the
FRQI representation of an image; |cx) and |k) which encode information about the colors
and their corresponding positions in the image, respectively.

For the 2-D images, the position information |k) includes two parts, the vertical and
horizontal co-ordinates. In 2n-qubit systems for preparing quantum images, or 2n-qubit

images, the vector |k).

Vf) = |y>\:€> = ’ynflyan-“y0>’mnflxan---:Lb)

The single channel representation form is quite flexible because of the way the posi-
tions of colors are encoded into computational basis states. In this way, the presentation
of the geometric appearance of colors will affect on the quantum representation of the
image. For example, the line by line and block based addressing methods are some of the
encoding mechanisms commonly used. The FRQI form is quite flexible because of the
way the positions of colors are encoded into computational basis states. In this way, the
presentation of the geometric appearance of colors will affect on the quantum representa-
tion of the image. For example, the line by line and block based addressing methods are
some of the encoding mechanisms commonly used. These mechanisms are shown in Fig
2.2.

The FRQI representation treats the image’s color information as a single channel
(single component). Multi-channel (multi-component) color images, however, are often
used in various color spaces, including the standard RGB color model which contains

R, G, and B channels (components). Hence, a new representation for quantum images

11
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&, 6 o, o, 6 & o, o,
a000 0001 4010 011 0000 o001 0100 0101
o | & | & | 6 g, 6 | o | o
0100 o101 o110 0111 acia aoii o110 0111
6, 0, B &, b, b, Bl &,
1000 1001 1010 1011 16000 1001 1100 1101
&, 05 6, 05 &, b5 6, 05
1100 1101 1110 1111 1010 1011 1110 1111

Figure 2.1: Two position encoding methods for colors..

which carries multi-channel information of images maybe requested for further color image

processing tasks on quantum computer.

2.3 RGB multi-channel representation for images on

quantum computer

2.3.1 RGB color model

RGB color model [40] as one of the most famous multi-channel color models specifies
colors into three primary colors (three channels or components) red (R), green (G) and
blue (B) and is an additive color model in which red, green, and blue light is added
together in various ways to reproduce a broad array of colors. For example red (255,0,0)
and green (0,255,0). The amount of each component gives the intensity of an image. If all
components are of highest intensity, then the resulting color is white. In RGB color model,
one original color image can be constructed by three grayscale value images (channels or
components) as shown in Figure 2.2. As the most widely used color space for the sensing,
representation, and display of images in electronic systems [40], RGB color model plays
very important role in the image processing field.

To process color images on quantum computers, a new representation encoding the in-

formation of R, G, B channels should be established, and these multi-channel information

12
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Figure 2.2: Color image can be constructed by three greyscale value images ((a) The original
color image; (b) greyscale image of R channel; (c) greyscale image of G channel; (d) greyscale
image of B channel).

are requested to be stored in quantum states simultaneously. Based on the pixel represen-
tation for images on classical computers, the multi-channel representation for quantum
image (MCQI) is proposed to capture RGB channels information. This is accomplished
by assigning three qubits to encode color information of images. The mathematical ex-

pression is presented as

1 22n 1 i .
[(O)me) = 51 > [Char) @ i). (2.3)
i=0

The color information |C% ) encoding the R, G, B, channels information is defined as

|Clr i) = cos 0%5]000) + cos 0|001) + cos 0%5]010)+
+ sin 0%|100) + sin 0[101) + sin §5|110)+ (2.4)
+cos 0]011) + sin 0[111),

where [000), [001), ..., [111) are 8-D computational basis; {0%, 0%, 0%} € [0, 7/2] are three

angles encoding the colors of the R, G, B, channels of the ith pixel, respectively; ® is

13
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the tensor product notation; |i) for i = 0,1,...,2?" — 1 are 2?"-D computational basis
states. Specifically, there are two parts in the MCQI quantum image: |C%,p) and [i),
which encode information about colors and their corresponding positions in the image,
respectively. In Eq.(2), the coefficients of |011) and [111) are cos 0 and sin 0. In RGB color
images, there are only three channels’ information requested to be encoded (6 coefficients
are enough), hence, we set the two coefficients be constant (cos0 and sin0) to carry no
information (these two coefficients are discussed in [48]).

As shown in Figure 2.3, the first 3 qubits (c¢;, ¢o, and c¢3 qubits ) are the color
qubits, which encode the RGB color information of an image, and the rest 2n qubits
(Yn-1,Yn—2,---,Yo and T,,_1, Ty o, ..., To) are used to encode the position information (Y-
Axis and X-Axis) of pixels of a 2" x 2™ pixels image as shown in Figure 2.3. A simple
2 x 2 pixels MCQI image and its quantum state and circuit (upper 3 qubits used for color

and lower 2 qubits used for position) are shown in Figure 2.4. Like the FRQI, the MCQI

state is also a normalized state, i.e. |||I(0))|| = 1 as given by
1
olor o
&3
-1
i —2
Y Aris
"
Tn—-1
|
XAris

Tp

Figure 2.3: General circuit of MCQL

The relationship between the grayscale value of an RGB pixel and the angle value 0%

is defined in definition 1.

Definition 1 The ith pizel’s greyscale value G% of MCQI quantum image is encoded by

14
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Chan ) ®|i)

|3
)

cl
Color ¢
606, Do o
¥ Axis ¥,
11 X Axis x,

Figure 2.4: A simple image and its MCQI state.

the angles 0%, 0%, and 0% defined as

e Case 1. Values of G% are float (ranging from 0 to 1)

' = cos O, (2:5)

where, X € {R,G, B}.
o Case 2. Values of G are 8-bit int (ranging from 0 to 255)

0% €1[0,0.75°) — G% = 0;
0% €10.75°,1.1°) — G% = 1;

0% € [1.1°,1.45°) — Gy = 2;

0% € [89.3°,89.65°) — G = 254;

0’ € [89.65°,90°] — G = 255;
2.3.2 Preparation procedure for MCQI images

Quantum computers are usually initialized in well-prepared states [27]. As a result,
the preparation process that transforms quantum computers from the initialized state
(assuming |00...0)) to the desired quantum image state is necessary. All transforms used
in quantum computation are unitary transforms described by unitary matrices. A matrix
is said to be unitary if its Hermitian conjugate or its adjoint is the same as its inverse.

Quantum mechanics ensures the existence of such unitary transforms for the preparation
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process without pointing out explicitly efficient implementation in the sense of using only
simple transforms such as Hadamard transform, rotations, etc.

The MCQI polynomial preparation theorem MC-PPT steers a MCQI quantum state
from its initialized state to the desired quantum image state, which captures all the

information about the image. Based on the results proved in Lemma 1 and Corollary 1,

the MC-PPT can be proved.

Lemma 1 Given 3 vectors of angles 0x = (0%,0%, ... ,9_%?"—1), X € {R,G, B}, where
2n is the number of qubits carrying the position information. Assume the initialized
state is |0)®?" 3 (3 is the number of qubit to encode color information) there is a unitary
transformation P that turns the quantum computers to the MCQI state, |I,,.(6)) composed

by Hadamard and controlled rotation transformations.

Proof. There are two steps to achieve the unitary transformation P as shown in Fig.
5. Hadamard transformations are used in step 1 (step H) and then controlled rotation
transformations are used in step 2 (step R) to change from |H) to |I,.(f)).

The 2-D identity matrix I and the 2-D Hadamard matrix are shown as

The tensor product of (2n + 2) Hadamard matrices is denoted by H®?"*2. Applying
the transformation H = I @ H®*"*2 = [ @ H®? @ H®*" on |0)®*"*3 = |0) ® |0)®? @ |0)®2"

to produce the state |H) given as

3 22n_1
1 1
2n+3\ _ - .
(]0) )_1|o>®2§l_0:|z>®—2n §'_D: i)
R (2.7)

2n+1’0 Z ® Z |

Remember, the rotation matrices (the rotations about y axis of Bloch sphere by the angle
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20) is given as
cosf) —sind o
sinfl  cosf

Based on the transform Eq.(7), three 8 x 8 control rotation matrices 6%, 0%, 6% are con-

structed as

Ry =1® Y 15){j] + Ry(20%) ®[0)(0],

j*l

L=1® Z V| + R, (205) @ [1)(1], (2.9)

Jj= 03#1

R Z NG+ R, (20%) © |2)(2].

J=0,372
It is evident that R%, RL, R are three qubits (C?R,(26)) gates as shown in Fig. 2.5.
Then we can obtain R, = R RLRY, and from R, the R; transform can be constructed
withi=0,1,....22" — 1 as
22n—1

Ri=I%® Y i)+ Rl (2.10)

Jj=0,j#i

It is clear that R; is a unitary matrix since RiRZT = [®?"+3 Applying R, and R,,R), on

|F) gives us 3
) = (U10) & (1°* S )
®[<Z¢ |j><j|><2:1 )+ 2.1)
HRL(0) & Z e [<|k><kr><2ji: )
RoBul ) = Ro(Ril )
— 2n1+1(\o) ® g ) ®jzoiz;¢m 1)+ (2.12)

+|Chap) @ k) + |Chizp) ® [m)),
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and
RIH) = (H Rl-) [H) = |[e(0)). (2.13)

Therefore, the unitary transform P = RH is the operation turning quantum computer
from the initialized state, |0)®*"*3 to the MCQI state I,,.(0).

In quantum circuit model, a complex transformation is broken down into simple gates,
i.e., single qubit and controlled two qubit gates, such as NOT, Hadamard, and CNOT

gates [4] [38] as shown in Figure.2.5 and Figure.2.6.

NOT gate a|0}+ A1) X A0)+al1)
Hadamard gate  «|0}+ A1) I - |“)J‘2_|l> f ﬂ|“>é| 1)

Figure 2.5: NOT gate and Hadamard gate..

Gate notation  Matrix representation

1 0 0 0

C’om‘rmfﬁz.:f—NOT TE R
gl bboi

i T

Figure 2.6: CNOT gate..

Corollary 1 The unitary transform (P), described in the Lemma 1, for three given vec-
tors of angles, 0x = ((99(,9}(,...,%(%’1) ne€{0,1,2,..}, X € {R,G, B}, can be imple-
mented using the Hadamard, CNOT and C*"**(R, (5227)) gates, where R, (522) are

22n _ 1 22n_1

the rotations about y axis by the angle 22%—911,1' =0,1,...,22» — 1.

Proof. From the proof of Lemma 1, the transform P is composed of RH. The transform

‘H can be directly implemented by one 2 x 2 identity matrix and (2n+2) Hadamard gates;
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and the R is constructed by H?:)_l R;, where R; = (I®® ® Zjino_]; 17) (7)) + R; @ |i)(il,
R, = RyRLRY, Ry = C*(R,(20%)), X € {R,G, B}.

As discussed previously, the first step to implement the unitary transform Pis H = I®
H®?"2 which contains (2n+2) Hadamard gates, and the second step (R) is constructed
by 2*" R; operations (Eq. (10)). Also, because R; is constructed by three C*"*2R, (26)
gates, and C?""?R,(20) gates can be broken down into 2*"*? — 1 simple operations (or
elementary gates) (Ry(324—), and Ry(—525—)) and 22"*2 — 2 CNOT operations (or
gates) [4](an example of C*R,(26) broken down into 3 controlled-rotation gates and 2
CNOT gates is shown in Fig. 6). Hence, in order to prepare MCQI state, (2n + 2)
Hadamard gates, 3 x 22" x (22"+2 — 1) Rotation gates (R,(524—), and Ry (—5m—)),
and 3x 22" x (2272-2) CNOT gates are used. Then, the total number of simple operations
is computed as follows

2(n 4 1) + 3 x 220 (22D 1) 4 3 x 220 x (22 HD) _ 9)
(2.14)

=24 x 21" — 9 x 2?" 42 + 2.

This number is quadratic to the total 22" angle values. This indicates the efficiency of

the preparation process.

Qy®2n+3d  _ s = )
%
/K\ /R

I
'y
H) = 510) @ Ty 1D @ iy i)

Figure 2.7: Two steps to achieve P.

Theorem 1 (Multi-Channel Polynomial Preparation Theorem) Given three vectors,

Ox = (0%, 0%, ... ,9_%{2”_1),)( € {R,G, B} of angles, there is a unitary transform P that
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LR (2605) | Ry (205) | | R, (205) |

.
() () ()

Figure 2.8: The general quantum circuit of Rﬁé, Rg, and RfB gates..

sene

R (0) R (-0) R (-0) }—

¥ ¥

— R},{Zé‘} —

Figure 2.9: C%R,(20) gates can be built from C(Ry(0)), C(Ry(—0)), and CNOT gate.

turns quantum computers from the initialized state, |0)®?" 3 to the MCQI state

22n_1
1

Imc(e) - 2n+1 Z |C;%GB> ® |7'>7
=0

composed of polynomial number of simple gates.

Proof. From Lemma 1, two unitary transforms, H and R, are introduced. The H
is built by 2n+2 Hadamard gates, and from Eq.2.7, after applying it on the initialized
quantum state, state |H) is obtained. Then from Eq. 2.11, 2.12 2.13, by applying R
on |H), the MCQI state is realized. From Eq. 2.10, it is clear that R is constructed by
three C*"2 gates, which can be broken down into simple operations proved in Corollary
1. Hence, the unitary transform P = RH turns quantum computers from the initialized

state to the MCQI state.
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2.4 Image processing operations on MCQI quantum
images and measurement based quantum image
retrieval operation

Representations for images provide the background for image processing algorithms.
The algorithms use an image as input to produce another image as output by performing
simple operations. Furthermore the output image is analyzed to obtain useful information.
This procedure in classical computers can be applied to quantum computers by using
unitary transforms as image processing operations.

In classical image processing, basic operators provide fundamental manipulations in
various algorithms for processing images. These operators include changes of colors at
some positions, geometric transformations, shifting the color information on any channel
of interest (C'ol operation), etc. These basic operations are important in constructing
and understanding the processing algorithms. In quantum image processing, however,
the primary manipulations are not obvious since they should be invertible. Meanwhile,
some classical operations are not invertible such as convolution operators [31] that means
they are physically impossible in quantum computation.

The FRQI and MCQI representations share the same method for position information
encoding (the same arrangement for position qubits), and the differences between the
two representations are the color qubits (The FRQI uses 1 qubit to encode the color
of an image. The MCQI, however, applies 3 qubits to carry the multi-channel color

information). These results bring two advantages of MCQI representation:

e all the FRQI based geometric operations G (such as two-point swapping, flip and

co-ordinate swap, etc) proposed in [28] can be directly extended to the MCQ]I,

e as the multi-channel information is stored in the three color qubits, the Channel of
Interest (C'ol) (applying operator only on one channel of interest, such as, R G or B
channel) operation and Channel Swapping operation (swapping the grayscale values

between two channels) can be realized by simple quantum operations (including
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NOT, CNOT, and SWAP gates), both of which cannot be executed using the FRQI

representation for images.

As discussed in section 2.2, images are expressed in their MCQI quantum states.
Hence, quantum image processing operations can be designed using unitary transforms
on those states. These transforms are divided into 3 categories; G, C; and rC (restricted
version of C7), applied to MCQI states dealing with only geometric, color channels, and
color channels at some specific positions, respectively. The first type of operators (G)
have been discussed in [28] based on FRQI representation. The second and the third type
operators (C7 and rCy) are focused on the color information of images and applied on
color qubits. Each category (the first category G; on MCQI is same as applying it on
the FRQI images and are hence not discussed in this paper.) has its own type of unitary

transform. The unitary transforms are in the following forms

Cr=U, @ I[®™m, (2.15)
rCr = Us ® Po+ I®* @ Po, (2.16)

where Uy, U, are 1 qubit, 2 qubits, or 3 qubits (1 qubit and 2 qubits gates are elementary
gates, and 3 qubits gates can be built by elementary gates, and an example is shown
in Fig. 5) transformations (3 color qubits in MCQI), Po and Po are matrices regarding

eligible and ineligible positions,

is the identity operator and 2n is the number of qubits encoding positions. From the
point of quantum circuit modeling, C uses a 1 qubit, 2 qubits, or 3 qubits (U;), while the
rC'r category uses an additional control from the position on the gate U;. These circuits
are shown in Figure 2.10 and 2.11, respectively.

In Figure 2.8 and 2.9, P is the quantum circuit for preparation procedure discussed in

2.2.
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)3 — U

H]} &2n +

Figure 2.10: Quantum circuit of C1 operations dealing with color channels by U;.

|“'} 23 - f,'r-]

|”>.'-er|' L &

Figure 2.11: Quantum circuit of rCy operations dealing with color channels at some positions

by U2.

2.4.1 Measurement based image retrieval operation

The measurement [53] [I8] [§] [52] of the quantum image state produces a probability
distribution that is used for the retrieval of the image. A measurement of a quantum state
based on the set of basis vectors produces only one result which is one of the basis vectors.
In quantum computation, measurements are performed on identical states instead of one
state. With only one quantum state, it is impossible to get information from that state.
Therefore, a measurement process needs many identical quantum states. For instance, in

order to retrieve information about the quantum state

[¢) = |0) + B[1), (2.17)

many identical states, 1)), are prepared. Each measurement on [¢)) gives either 0 or 1 as

result. Many measurements, however, reveal either the result 0, with probability |a|? or
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the result 1, with probability |3|?>. More complex, the color information of the ith pixel

of MCQI image is encoded in the entangled 3 qubits state

|Chap) = cos 0%]000) + cos 05]001) + cos 07|010)+
+ sin 6%]100) + sin 6%101) + sin 6%|110)+ (2.18)

+cos0|011) + sin0[111).

Hence, to retrieve the coefficients, we need to measure this state separately. And Eq.

(2.14) can be rewritten as
Cres) = ICr)I00) + |Ca)|01) + |Cp)[10) + |Co)[11), (2.19)

where
|Cr) = cos 0%,]0) + sin 6%1),
|Cq) = cos 05]0) + sin 65[1),
(2.20)
|Cg) =cos5]0) + sin O51),
|Co) =cos0|0) + sin0[1).
Then we can apply the measurement operation on |Cg) (encoding the greyscale value
of R channel), |Cg) (encoding the greyscale value of G channel), and |Cg) (encoding
the greyscale value of B channel) separately by using 2 control operation from ¢, and c3

qubits, as shown in Figure 2.12.

M M M

€3 O b
(a) (b) (c)

Figure 2.12: The general quantum circuit of measurement operations ((a) measurement on
|CRr), (b) measurement on |Cq), (c) measurement on |Cp))..

Specifically, each measurement on |Cx) (X € {R, G, B}) gives either 0 or 1 as result.
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Many measurements reveal either the result 0, with probability cos?#% or the result 1,
with probability sin? 6% . From this probability, the greyscale value of X channel can be

retrieved.

2.5 Experiments on MCQI images

The experiments reported in this section were executed using a laptop computer with
Intel Core (TM) i5 Duo 2.40 GHz CPU and 4 GB RAM. The simulations are linear
algebra based with complex vectors as quantum states and unitary matrices as unitary
transforms using MATLAB. To demonstrate the feasibility of storage and retrieval of

quantum images, experiments on storage and retrieval of MCQI images are conducted.

COLOR

Figure 2.13: The image used in experiment of storage and retrieval of MCQI quantum images..

The essential requirements for representing a classical or quantum image are the sim-
plicity and efficiency in the storage and retrieval of the image. The storage of a quantum
image is achieved by the preparation process, which is possible using the proposed MC-

PPT theorem presented earlier in section 2. A 64 x 64 colored image is used for this
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experiment shown in Figure 2.13. To represent the image on Matlab, a vector of 32768
(64 x 64 x 8) real-valued coefficients is stored for the first experiment. Hence, 15 qubits
are needed for MCQI representation (3 color qubits and 12 position qubits) which is much
lesser than the qubit lattice, grid qubit, and quantum lattice representations (4096 qubits
are requested for storing a 64 x 64 image). From Figure 2.13, the angles encoding the
gray levels of each channel (R, G, and B) and corresponding positions are extracted. The
measurement operation method introduced in 2.2 is used to image retrieval experiments.
To evaluate the quality of the retrieved images, average RGB peak-signal-to-noise ratio
(RGB-PSNR) [33] [3] [10] is used. Figure 2.14 shows the relationship between the mea-
surement times of all pixels. Figure 2.14 shows the relationship between the measurement
times of all pixels and PSNR. The PSNR of the retrieved images is shown in Table 2.1,

and it is defined as

PSNRpep = (PSNRg + PSNR: + PSNRy)/3, (2.21)
where
PSNRyx = 20lo (ﬂ> X € {R,G, B}
X gio \/M—SE ) ) T ;
1 m—1n—1 (222)
_ N .12

1

I
o
T
=)

Here, MSE is mean squared error between the original image (i, ) and the retrieved
image R(i,j). m x n are the number of pixels of the image.

Let mp denote the number of measurements performed to retrieve the value of a given
pixel in an MCQI image. Then, by performing a sufficient number of measurements (i.e.
making mp big enough) the corresponding pixel value could be retrieved with arbitrary
accuracy. Specifically, if mp > 200, the PSNR > 30dB, and if mp > 2000, the PSNR >

40dB. Hence, the total measurement time M can be computed as

M =mp x N, (2.23)

where N is the number of pixels of the image. Hence, it is clearly that the complexity of
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(h)

Figure 2.14: The retrieved images based on measurement ((a)mp = 1; (b)mp = 5; (¢)mp = 10;
(d)mp = 50; (e)mp = 100; (fJmp = 200; (g)mp = 300; (h)mp = 400; (i)mp = 500; (j)mp =
1000; (k)mp = 2000; (1)mp = 3000; (m)mp = 4000; (n)mp = 5000)..

the image retrieval procedure (C,) is O(N). Also, as discussed in 2.2, the total number
of simple operations for the preparation procedure is 24 x 24" — 9 x 22" 4+ 2n + 2 (2n
is the number of position qubit), hence the complexity of preparation procedure (C,) is
O(N?) (N = 22"). The full algorithmic complexity (C) of the both parts (preparation

and retrieval) is shown as

C =C,+C,=0(N? +O(N) = O(N?). (2.24)

From this experiment, it is easy to conclude:

e using the classical of images the proposed MC-PPT procedure allows for the prepa-

ration of quantum replicas;

e the multi-channel information (color information) can be retrieved based on mea-

surement;
e the quality of the retrieved image depends on mp (see Table 2.1);

e the number of qubit for encoding 2" x 2" pixels image is 2n + 3.
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Table 2.1: Average RGB PSNRs of the retrieved images.

Retrieved images Measurement times, mp Average RGB PSNR (dB)

Fig.11(a) 1 8.0539

Fig.11(b) 5 15.2072
Fig.11(c) 10 18.1186
Fig.11(d) 50 25.0933
Fig.11(c) 100 28.2195
Fig.11(f) 200 31.1567
Fig.11(g) 300 32.9445
Fig.11(h) 400 34.1605
Fig.11(i) 500 35.1229
Fig.11(j) 1000 38.1565
Fig.11(k) 2000 41.2268
Fig.11(1 3000 42.9893
Fig.11(m) 4000 44.1213
Fig.11(n) 5000 45.2604

As discussed in 2.2, the compare along side the qubit lattice representation (grid qubit
and quantum lattice representations using the same number of qubit with qubit lattice),
MCQI quantum image representation uses much less qubits to encode images of the same

size, as shown in Figure 2.15.

2.6 Summary of RGB multi-channel representation
for images on quantum computer

An RGB multi-channel representation for images (MCQI) is proposed in order to
provide a basis for the polynomial preparation process and quantum image processing
operations based on unitary operators where the RGB color information is encoded by 3
entangled qubits (c1, co, and c3 qubits) and the pixels’ positions of a 2" x 2" pixels image.
The MCQI captures image colors and their corresponding positions in a quantum state.

After the proposal the MCQI, the following issues are also discussed:

e the complexity (the number of simple operations) of the preparation procedure for

MCQT,

e MCQI based image processing operations,
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Original image M=1 M=5 M=10 M=5000

Figure 2.15: Measurement based image retrieval..

e the measurement based image retrieval from quantum to classical.

The proposed multi-channel polynomial preparation procedure achieves a unitary prepa-
ration process using a polynomial number of simple operators transforming quantum com-
puters from the initial state to MCQI state. Based on MCQI, all the RGB information
about the image is stored simultaneously. Firstly, the property of quantum parallelism
is used to encode the color information and their corresponding positions, e.g., only 15
qubits are used to encode a 64 x 64 pixels image in MCQI representation, whereas 4096
qubits are requested in qubit lattice, grid qubit, and quantum lattice representations.
Secondly, as the multi-channel information (R channel, G channel, and B channel) are
stored in the first 3 qubits (entangled) (color qubits) concurrently, the color information
operators applying on the whole image (not focussing on some specific position of an im-
age) can be designed by using unitary quantum gates within these 3 qubits irrespective of
the position qubits. It means that the complexity of the MCQI-based color information

operators are image size independent, namely, O(1), whereas the color information must
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Figure 2.16: Qubit number using for encoding the images in- formation..

be shifted pixel by pixel in the case of operators on classical computers. It also points out
the design of the quantum circuit using Hadamard gates and controlled rotation gates for
the transform. And the Measurement based image retrieval operation is also proposed.

The results of storage and retrieval experiment of MCQI image reveal that the classical
images can be stored in normalized quantum states simultaneously by using basic gates;
the multi-channel information (color information) can be retrieved based on measurement;
and specifically, the number of qubit for encoding a 64 x 64 pixels image is 15, which proves
the efficiency of the proposed MCQI representation for image storage. The measuremen-
t experiment is conducted. The results demonstrate that only one time measurement
(mp=1) is not sufficient to retrieve the content of an image (RGB PSNR= 8.0539dB),
and if measurement time is mp > 200, the RGB PSNR> 30dB, also mp > 2000, the RGB
PSNR> 40d B which prove that the classical information can be retrieved by measurement
and the qualities of the retrieved images are depend on measurement times mp.

In the next chapter, the results in this chapter will be extended to understand deeper
about unitary transformations on quantum images. As the discussion in section 2.4, the

image processing operators are divided into 2 types. The channel information operations
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will proposed based on the results obtained in this chapter, and the property of collapse

after measurement will also be discussed.
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Chapter 3

Color information transformations on

Multi-Channel Quantum Images

3.1 Introduction

Representations for images provide the background for image processing algorithms.
The algorithms use an image as input to produce another image as output by performing
simple operations. Furthermore the output image is analyzed to obtain useful information.
This procedure in classical computers can be applied to quantum computers by using
unitary transforms as image processing operations.

In classical image processing, basic operators provide fundamental manipulations in
various algorithms for processing images. These operators include changes of colors at
some positions, geometric transformations, shifting the color information on any channel
of interest (C'ol operation), etc. These basic operations are important in constructing
and understanding the processing algorithms. In quantum image processing, however,
the primary manipulations are not obvious since they should be invertible. Meanwhile,
some classical operations are not invertible such as convolution operators [31] that means
they are physically impossible in quantum computation.

The FRQI and MCQI representations share the same method for position information
encoding (the same arrangement for position qubits), and the differences between the

two representations are the color qubits (The FRQI uses 1 qubit to encode the color
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of an image. The MCQI, however, applies 3 qubits to carry the multi-channel color

information). These results bring two advantages of MCQI representation:

e all the FRQI based geometric operations G (such as two-point swapping, flip and

co-ordinate swap, etc) proposed in [28] can be directly extended to the MCQ],

e as the multi-channel information is stored in the three color qubits, the Channel of
Interest (Col) (applying operator only on one channel of interest, such as, R G or B
channel) operation and Channel Swapping operation (swapping the grayscale values
between two channels) can be realized by simple quantum operations (including
NOT, CNOT, and SWAP gates), both of which cannot be executed using the FRQI

representation for images.

The goal of this chapter is to extend the use of quantum circuit models using the
basic gates in the NCT library for quantum image representation and processing. In this
chapter, 4 color transformation operators are proposed using basic quantum gates; NOT,
CNOT, Toffoli, Rotation, and Controlled Rotation gates based on the multi-channel rep-
resentation for quantum images (MCQI), where the RG'Ba color information is encoded
by 3 entangled qubits (c1, ¢z, and ¢3 qubits) and the pixels’ positions of a 2" x 2™ pixels
image is represented by 2n qubits.

The Channel of Interest is the operator shifting the color information on only one
channel (R, G, B, or a channel) by applying C*-Rotation gates on ¢; qubit (The controlled
operations are applied on ¢y and ¢z qubits). The Channel Swapping operator is designed
to swap the information between two channels (R and G, R and B, or G and B) which
can be realized by CNOT and SWAP (constructed by 3 CNOT gates) gates on ¢y and
c3 qubits (no operation on ¢; qubit). A little bit more complex operator is Color Space
Transformation which transforms the color space of an image from RGB to other color
spaces such as YIQ, YUV, and XYZ, etc. The CST operator is designed by utilizing
the proposed 3 x 3 steps algorithm combined with two ancilla qubits, which are used
for preparing four identical MCQI images concurrently in the quantum state. The final
operator proposed in this paper is Alpha («) Blending which is used for combing the color

information of two different images (One is considered as original image and the other
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one is background image), and to designed the circuit, a C* Rotation gate is applied on
ancilla qubit (The controlled operations are on ¢y and c¢3 qubits).

The complexity of the proposed 4 operators are low compared with their classical
version. Firstly, as the multi-channel information (R channel, G channel, B channel,
and a channel) are stored in the 3 color qubits (c1, ¢z, and ¢3) (entangled) concurrently,
the proposed color information operators applying on the whole image (not focussing
on some specific position of an image) can be designed by using unitary quantum gates
within these 3 qubits (for CST and aB operators, operations are applied on both the
3 color qubits and ancilla qubits) irrespective of the position qubits. It means that the
complexity of the MCQI-based color information operators are image size independent,
namely, O(1) for an N-sized image, whereas the color information must be shifted pixel
by pixel in the case of operators on classical computers. Secondly, the information of «
channel is also stored (or encoded) in the MCQI quantum states, which opens the door to
design further v based operations on quantum computer (Only few of them are known as
mentioned earlier). Thirdly, all the invertible classical color information transformation
of images can be transplant into quantum computer by careful designing and combination
of the proposed 4 operators and GTQI [28] operators. Finally, the proposed operators
(especially the aB operator) can be applied for designing color version of quantum movie
QuMovie [21] and make special visual effects on it (not only the expression of motion as

mentioned in [21]).

3.2 Revised multi-channel representation for quan-
tum images

3.2.1 RGBa«a color model

The RGBa color space which is actually simply a use of the RGB color model, with
extra information. The color is RGB, and belong to RGB color space discussed in 2.1,

and « represent the a channel [I7], [43] which is normally used as an opacity channel.
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Specifically, if a pixel has a value of 0 (7,, = 0) in its alpha channel, this pixel is full
transparent (and, thus, invisible), whereas a value of 255 (7}, = 255) in the alpha channel
gives a fully opaque pixel (traditional digital images). Values between 0 and 255 make it
possible for pixels to show through a background like a glass (translucency). For example,
given two images A and B, A is the original image and B is the background image, after
a blending (assuming the size (m x n pixels) of the two images are same), the obtained

image D can be defined as

Dx(i,5) = (TaAx (i, j) + (255 — Ta) Bx(i. §)) /255, (3.1)

where Ax(i,7), Bx(i,j), and Dx(i,j) are the X channel’s grayscale value of pixels of
images A, B, and D, respectively, and X € {R, G, B}. The T, is the transparency value
(transparency parameter) of o channel. Examples of a blending images are shown in

Figure 3.1

Figure 3.1: Ezamples of o blending images ((a) The original image; (b) the back ground image;
(c) the blended image with T, = 178); (d) the blended image with T, = 128; (d) the blended
image with Ty, = T7.
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3.2.2 Multi-channel representation for quantum images with «

channel

The MCQI has already been discussed in chapter 2. In this section, we revise the MCQI
representation to make it include the information of o channel. This is accomplished by
assigning 3 qubits (23 = 8 coefficients)(2 coefficients represent 1 channel/component) to

encode the images information of colors. The mathematics expression is presented as

22n ]

1O)ne) = 3z O 1Chana) © 10 (32

1=0

The color information |Chp,) encoding the R, G, B, and « channels information is

defined as
|CtciBa) = €08 0%]000) + cos 05]001) + cos 0%5]010) + cos §7,[011)+
(3.3)
+ sin 0%]100) + sin 0;]101) + sin 6%|110) + sin 67, |111),
where [000), [001), ..., [111) are 8D computational basis; {05, 0, 0%, 0.} €[0,5] are four

angles encoding the colors of the R, G, B, and « channels of the ith pixel, respectively; ®
is the tensor product notation; |i) for i = 0,1,...,2%" — 1 are 2?"-D computational basis
states. Specifically, there are two parts in the revised MCQI quantum image: |Chsp,,)
and |7}, which encode information about colors and their corresponding positions in the
image, respectively.

A simple 2 x 2 size revised MCQI image (4 pixels with color Red (255,0,0), Green
(0,255,0), Blue (0,0,255), and Yellow (255,255,0)) and its quantum state and circuit (upper

3 qubits used for color and lower 2 qubits used for position) are shown in Figure 3.2.
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Figure 3.2: A simple image and its MCQI state ((a) the RGB color image with T,, = 255; (b)
the RGB color image with T, = 178; (c¢) the RGB color image with T,, = 128; (d) the RGB
color image with T, = T7; (e) the MCQI quantum circuit to encode 4 pixels color image; (f) the
MCQI quantum state).

3.3 Image processing operators on revised MCQI quan-
tum images based on unitary transforms

Representations of images provide the background for image processing algorithms.
The algorithms use an image as input to produce another image as output by performing
simple operations. Furthermore the output image is analyzed to obtain useful information.
This procedure in classical computers can be applied to quantum computers by using
unitary transforms as image processing operations.

In classical image processing, basic operators provide fundamental manipulations in
various algorithms for processing images. These operators include changes of colors at
some positions, geometric transformations, shifting color information on interested chan-
nel (Channel of Interest or C'ol operation), etc. These basic operations are important in
constructing and understanding the processing algorithms. In quantum images, however,
the primary manipulations are not obvious since they should be invertible. Meanwhile,
some classical operations are not invertible such as convolution operators [31] that means

they are physically impossible in quantum computation.
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The FRQI and MCQI representations share the same method for position information
encoding (the same arrangement for position qubits), and the differences between the
two representations are the color qubits (The FRQI uses 1 qubit to encode the color
of an image. The MCQI, however, applies 3 qubits to carry the multi-channel color

information). These characteristics bring two advantages of MCQI representation:

e all the FRQI based geometric operations (such as two-point swapping, flip and co-

ordinate swap, etc) proposed in [28] can be transplanted to MCQI directly,

e as the multi-channel information is stored in the three color qubits, the Channel
of Interest (Col) (applying operator only on one interested channel, such as, R
G B and « channels) operation and Channel Swapping operation (swapping the
grayscale values between two channels), can be realized by simple quantum oper-
ations (including NOT, CNOT, and SWAP gates), which are unable to fulfill on
FRQI images.

3.3.1 Channel of interest operator

The Channel of Interest (Col) operator (shifting the grayscale value of the interested
color channel(R, G, B or «a channel)), Coly (X € {R,G,B,a}, Colg, Colg, Colg,
and Col, are operators applied on R, G, B, and « channels respectively) is defined as
an operator, Colx=Ux ® I®*" by using Ux = C*R,(20) gate, where 0 is the shifting
parameter (or shifting angle). As defined in (4), by changing the angles of the coefficients
of the quantum states (from |000) to |111)), the grayscale value of pixels are changed.
The calculation produces the result |I(0)X.) of the application of Colx on |1(6),.), given

[1(0)me) = CoLx (I(O)me)).

22n—1
1 ; :
= (Ux ® I%%7) (W Y [Chepa) ® |z>) : (3.4)
i=0
2211

| i .
- 2TL+1 Z |CI{{(GB> ® ‘Z>7
1=0
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where |C%p,,) state carries the RGB color information defined in Eq.(3); |Cagg,) is the

new color state after applying Colx operator, shown as

|CRL .,) = cos(0% — 6)|000) + cos 05|001) + cos 0%010) + cos 6, |011)+
+ sin(f% — 6)[100) + sin 65]101) + sin 0%5]110) + sin 07, [111),
|CSL L) = cos 05]000) + cos(6%, — 6)[|001) + cos 05]010) + cos 6% |011)+
+ 8in 0% |100) + sin(6%, — 6)[101) + sin 05[110) + sin 6" [111), .
|CBLp.) = cos 05]000) + cos 05]001) + cos(f — 6)[010) + cos 6. |011)+ .
+ sin 0% |100) + sin 65]101) + sin(% — 6)[110) + sin 6" [111),
|C% 5.,) = cos 0%]000) + cos 05]001) + cos 0%5]010) + cos(0?, — )]011)+

+ sin 0%[100) + sin 07|101) + sin 6%]110) + sin(¢?, — 6)[111).

The quantum image |I(#)X ) has all of its colors coming from the original image |,,,.(9))
by shifting the 6 angle on R, G, B, or a channel. The quantum circuits of Ux (Ukg,
Ug, Ug, and U,) are C*R,(260) gates and shown in Figure 3.3, and the C*R,(26) can be

constructed from basic gates (controlled rotation and CNOT gates) as shown in Figure

3.4.
cr—| R,(26) | | R,(20) R,(26) | | R,(26) |
(4] {2 L L L
) - -

i -
I:r::l I:f,lfl i JI I:rf:l

Figure 3.3: The general quantum circuit of Ux operations ((a) Ug, (b) Ug, (c) Ug, (d) Uy)..

From Figure 3.3 and Figure 3.4, to construct the C'ol operator, at most 9 quantum

basic gates are requested.

3.3.2 Channel swapping operator

The Channel Swapping (C'S) operator, CSy (Y € {RG, RB,GB}, CSgq, C'Sgp, and

CSgp are operators that swap the grayscale values between R and G, R and B, and G
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| R,(26) | 1 Ry(6) |  Ry(—6) | | R,(0)
* . 4 . . f .
L ] [ ] L ] ]

Figure 3.4: C?R,(20) can be constructed from basic gates (CR,(0), CRy(—0), and CNOT
gates)..

and B channels, respectively) (no operation on a channel), C'Sy = I ® Uy ® [¥?*" by
using CNOT gate or SWAP gate (CNOT and SWAP gates are two qubits gates) on co
and c3 color qubits (there is no operation on ¢; color qubit). The calculation produces

the result [1(0)Y ) of the application of C'Sy on I(6),,., given as

|I(0)r}:w> = OSY(|]<9)7TLC>)7

22n 1

1 .

. ®2n L )

= (I eUyI°™") (W ; [CraBa) ® ’Z>> , (3.6)
1 22n_1

= on+1 Z |C§éBa> ® |Z>7
1=0

where, |CEép,) is the new color state after applying C'Sy operator, shown as

|CESL Y = cos 05,]000) + cos 0%]001) + cos 05]010) + cos 67 |011)+
+ sin 65]100) + sin 0%]101) + sin 6%]110) + sin §7,[111),
|CEBL Y = cos 05]000) + cos 65]001) + cos 6%]010) + cos 67,[011)+ .
+ sin 0%]100) + sin 0]101) + sin 0%[110) + sin &7 [111), 0
|CGEL ) = cos 0%]000) + cos 0%5]001) + cos 05]010) + cos 67,|011)+

+ sin 0% 100) + sin 0%5]101) + sin 6110) + sin 6, |111).

The quantum image |I(#)Y ) is obtained from the original image |I(0),,.) by applying

C'Sy operator, and specifically, quantum circuits of Uy (Ugrg, Urp, and Ugp) are shown

in Figure 3.5.

From Figure 3.5, at most 3 quantum basic gates are utilized to build the C'S operator.
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(5]

(a) (b) (c)

Figure 3.5: CzRy(QG) can be constructed from basic gates (he general quantum circuit of Uy
operations ((a) Ura, (b) Urp, (c) Ugg)..

3.3.3 Color space transformation

In color image processing field, one important operation is color space transform.
Different color spaces are applied for different image processing tasks. Besides RGB color
space, there are many other color spaces, such as YUV color space which is widely used
for analog television (PAL or NTSC), and YIQ for pattern recognition.

From classical image processing, it is easy to conclude that all the color space trans-
formation (CST) operations are invertible. This truth provides the theoretical foundation
to construct CST algorithms on quantum computer (in quantum computation, all trans-
formations must be invertible). Specifically, most color spaces can be obtained from RGB

color space by linear or nonlinear combination of R, G, and B components. For example,

YUV and YIQ color space can be obtained by

Y = 0.299R + 0.587G + 0.114B,
U = —0.14713R — 0.28886G + 0.436 B, (3.8)

V =0.625R — 0.51499G — 0.10001 8,

Y = 0.299R + 0.587G + 0.114B,
I = —0.595716R — 0.274453G — 0.31263B, (3.9)
Q = 0.211456R — 0.522591G + 0.311134B,

To build CST on quantum computer, the combination of R, G, and B components are
request to be constructed. Considering the structure of MCQI, 2 ancilla qubits are added

on the circuit for the preparation of 4 identical MCQI images which are utilized to build
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the combination of R, G, and B components. The circuit with ancilla qubits to carry 4

MCQI images and the corresponding quantum state are shown in Figure 3.6.

5]

Ancilla o
£
Color 3
€3
Yn-1
Yn-2
Y Arxis
o
-1
Lp—2 I I 3 2°-1 .
) P = =K
X Azxis . U (HJW'} = Snt2 Z Z |“) ?'-'|CRGH) ® |i)
= a=0 =0

Iy

Figure 3.6: The general quantum circuit to encoding 4 identical images by 2 ancilla qubits..

Where |’ (0),.) is the quantum state of MCQI images which stores 4 identical images
concurrently. Specifically, if the state of anccilla qubits (a; and ag) are |0) and |0) (or |00)),
it indicates the first image stored in |I'(6),,.) state (|01) indicates the second image, and
so on). The |Chep) in Figure 3.6. is different from |Chp,) in (3). Because in designing
CST, the information of o channel is not requested to be stored in MCQI state, we revise

the |Chap,) to obtain [Ch,p), and it is defined as

|Chpg) = cos 0%]000) + cos 05]001) + cos 0%|010) + cos 0[011)+ 3.10)
3.10
+ sin 0%]100) + sin 0;101) + sin 6%|110) + sin 0[111).

The differences between |Chp,) and |Chop) are the coefficients of the states of [011) and

|111). Specifically, we set the two coefficients be constants 1 (cos0) and 0 (sin0) to carry
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no information. The detail information of |I'(#),,.) can be expressed by

22n—1
/ 1

I (O)me) = 5255 >~ {c0s 07,]00000) + cos ;]00001) + cos 05500010) + cos 0]00011)+
=0

+ 8in 0%]00100) + sin 6},|00101) + sin 6%]00110) + cos 0]00111)+
+ c0s 0%]01000) + cos 65]01001) + cos 65]01010) + cos 0[01011)+
+ 8in 0%]01100) + sin 65]01101) + sin §%5]01110) + sin 0]01111)+
+ cos 0%10000) + cos 65]10001) + cos 6%]10010) + cos 0[10011)+
+ sin 6%]10100) + sin 6;10101) + sin #%]10110) + sin 0]10111)+
+ €08 0%|11000) + cos f;|11001) + cos f5]11010) + sin 0]11011)+

+ sin 0%[11100) + sin 05]11101) + sin §5[11110) + sin 0]11111)} ® |4).
(3.11)

By applying CS operators, we can rearrange the coefficients of |I'(8)m.) to obtained a
new quantum state | (6),,.) which is more convenient for combination of R, G, and B

components is defined as

22n_ 1
1

1 . . ,
1T (0)me) = 72 Z {cos 63]00000) + cos 0]|00001) + cos 63]/00010) + cos 0]00011)+
i=0

+ c0s 0]00100) + cos 0%5|00101) + cos 6%]00110) + cos 0]00111)+
+ c0s 0%5]01000) + cos 0%]01001) + cos 0]01010) + cos 0]01011)+
+ 8in 0%]01100) + sin 65]01101) + sin §%5]01110) + sin 0]01111)+
+ c0s 0%[10000) + cos 65[10001) + cos 6%]10010) + cos 0[10011)+
+ sin 6%]10100) + sin 6%]10101) + sin 6%]10110) + sin 0]10111)+
+ sin 0%]11000) + sin 6711001 + sin 65|11010) + sin 0]11011)+

+ sin 0% |11100) + sin 0|11101) + sin O [11110) + sin 0]11111)} ® |4).
(3.12)

The rearrangement of coefficients is very important for further constructing of the circuit,
and |I"(6) ) is as the input information for the 3 x 3 steps algorithm.

The angle 0% represents the grayscale value of X channel (or component) of the ith pix-
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el of an image. Hence, the task of CST on quantum computer is to build the combination
of the coefficients (cos 6% ) (in MCQI representation, we just consider the cos coefficients,
the sin coefficients are considered as redundances) in (14), and then the combination
results are requested to stored in the quantum state.

Specifically, we can rewrite the mathematics representation of MCQI image. Let 5

be RGB color image with a resolution of 2™ x 2", and its 3 color components (channels)

are ﬁ, 8, and E respectively, as

227L -1

X = 2% ZO X, X € {R,G,B). (3.13)

where,
R, = (cos 0,/00000) + sin 05,]01100)) @ i),
G = (cos 05/00001) + sin 6501101)) @ |3), (3.14)

— . .
B; = (cos 0%|00010) + sin 65]01110)) & |i).

The grayscale value of the ith pixel of image 5 are Q% = cos bk, QL = cosf, (ranging
from 0 to 1)(also easy to convert the grayscale value to ranging from 0 to 255), and
t, = cos 0y, respectively. The destination color space image is B which also contain 3

— = —
components (channels), Dy, Dy, and D3. The greyscale value of the ith pixel of image D

is defined as
szn = Am1 X Q% + Q2 X QZG + a3 X Qsz m € {1a273} (315)

To obtain the combination (D), the 3 x 3 steps algorithm is proposed. The first 3 steps
are shown in Figure 3.7. From the procedure in Figure 3.7, we successfully construct the
combination of Q%, Q%, and Q. Specifically, the first component D! of the destination

color space is obtained and stored in the state [00000). Where the value of a, b, ¢, a1,
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Figure 3.7: The first three steps of 3 x 3 algorithm..

a1z, and aq3 are computed as

a = cosfy; — sin by,

b = cos f15(cos f1; — sinbyy),

c= —sin ‘912,
(3.16)
a11 = COS 813 X b,
12 = — COS 813 COS 813 sin ‘912,
a3 = — sin 913.

The circuit in step 1 is utilized for combining the two coefficients of state |[00000) and
|10000) (The two coefficients are cos 0% and cos 6% (same)) to obtain the new coefficient of
state |00000), namely, a x cos 0%; the second step in Figure 3.7 combines the coefficient of
|00000) (a x cos %) and |00100) (cos b%) to get the new coefficient b X cos 0% + ¢ x cos 6%,
of state |00000); similar with the first and the second steps, the third step combines
b x cos b + ¢ x cos 0%, and cos % to obtain aj; X cos 0% + a1z X cos fg + a3 X cos O as the
latest coefficient of |00000) which is the ith pixel’s grayscale value of the first component

(D}) of image B The steps 4-6 and 7-9 are shown in Figure 3.8 to obtain the D and
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Di respectively. Where the value of d-i and ag;—as3 are computed as

d = cos fy1 — sin By,

e = cos a(cos Oy — sin by ),
f = —gsin 922,

o1 = — SiIl 923,

(99 = cOS Ba3 X €,

(93 = — COS a3 COS Bag Sin Bag,

g = COs Q31 — sin 031,

h = cos 035(cos B31 — sin fs),
[ = —sin 932,

a31 = — cos B33 cos O35 sin O35,
a3y = — sin 33,

a33 — COS 933 X h.

(3.17)

(3.18)
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Figure 3.8: The second and the third three steps of 3 x 3 algorithm..

To sum up, through the 3 x 3 algorithm, 3 linear combinations of RGB components

are built, and this 3 combination are the 3 components of the generated color space
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transformed from original RGB color space. The whole circuit for this 3 x 3 algorithm
is shown in Figure 3.9.  The first part of Figure 3.9 is preparation procedure which
The 1st 3 steps The 2nd 3 steps The 3rd 3 steps

rr. R,(260) R, (26)] i Ry(265)

Ancilla i ]
‘ a R.(280,4)} ; | Ry (26)— : L Ry (20}

R,(20)3) ! | R, (28 (204

Color = ; : ; . .

Y Awis

Preparalion

X Axis

Figure 3.9: Quantum circuit for color space transformation operation..

contains two operations: one is converting the initial quantum state (|0)®?"+5)) to the
MCQI color quantum image state (the original RGB images) (4 identical images), and
the second, third, and forth parts are the quantum circuits of 3 x 3 algorithm. It is easy

to compute that the C'ST operator can be constructed by 287 quantum basic gates.

3.3.4 The a blending operator

The « blending (aB) is defined as an operator, aBap = Uap ® 192" to blend an
image (image A) with a background (image B) to create the appearance of partial or full
transparency. It is widely used in image matte, image rendering, and watermarking in
classical image processing field. In this subsection, the circuit to realize this operation on
quantum computer is designed.

Assuming images A and B are two same sized MCQI images with 4 components (R,
G, B, and a) (A is the image to be blended, and B is the background image), to encode

the 2 images in the MCQI quantum states, 1 ancilla qubit is used accompany with the
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MCQI qubits (3 color qubits and 2n position qubits for 2" x 2" image), as shown in Figure

3.10. Where C% and C% are the color states of image A and B respectively, which are

Ancilla a
"’ Image A
Color €2
3
Yn—1
n-2
Y Axis
o
Ty—1
Tp-2 “AB(G) } . 1 2"2—'1“{]) ;'/"|C;>+||)?|CF.})"'> I)
X Axis T ) 1Ca ) |Cg)) &
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Figure 3.10: The general quantum circuit to encoding 2 images (A and B) for further aB
operation..

defined as

|C)) = cos 64 z|000) + cos 645]001) + cos 0’4 5]010) + cos §’y,,|011)+
+ sin 0% 5100) + sin 6% ;]101) + sin 6% 5[110) + sin 6%,[111), )
(3.19

|C%) = cos 051000 + cos 05,]001) + cos %5 5]010) + cos %, |011)+

+ sin 0% 5[100) + sin 0%5]101) + sin 0% 5110) + sin 0%, [111).

The 04x and Opx (X € {R, G, B, a}) are angles encoding the color information of images
A and B respectively (Because before blending, the two images are totally opaque, the
initial value of 4, and 0, are 0). Using this circuit, two images are stored concurrently.
And then, two C¥-rotation gates gates are applied on a; and color (¢, ¢, c3) qubits (the

control operations are on ay, ¢y, c3 and the rotation are on ¢; qubits). The computation
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procedure is shown as

|IaB> = O‘BAB|IAB(6)mC>

2n 1
= o 2 Uap(|0) @ |CY) + 1) @ [Cl)) @ 19°"|i) (3.20)
=
g >0y |Ch) + 1) @|Ca)) @ i),
i=0
Ancilla @ ? T
o0 — Ry8) —{Ry205 - o) —
Color C2 t
C3 *

Figure 3.11: The general quantum circuit to realize the aB operator..

By applying this 2 C*-rotation gates in Fig. 13, the transparency value (transparency
parameter) (defined in definition 1) of image A and B are, T2 = cos? and 77 = cos?(5 —
6)=sin? §. Hence, this satisfy the definition of a blending, and also, by changing the angles

(0) of the 2 C*-rotation gates, the transparency values are changed.

3.3.5 The r(; category operation

The Colx and C'Sy are operations in the C} category, that change the color informa-
tion of the whole image. In some image processing tasks, however, we want to focuss our
interest on part region of an image and apply some operators on these specific positions.
Hence the rC} category operation is proposed in this subsection. The change in a channel
of the color space at some points in an image depends on the specific positions in the im-
age. Information about the positions is used as conditions encoded in the matrix Po of the
controlled-gate rC to construct the processing operations. For instance, let us consider a
2 x 2 image and the change in color at positions |0), |2). The matrix Po = |0)(0] + |2)(2|

and Po = |1)(1| + |3)(3] are used to construct the controlled-gate rC;, given as

rCr = U (|0)(0] + [2)2[) + I © (1) (1] + [3){3])- (3.21)
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The action of this particular 7C7 on a general 2 x 2 image in MCQI form, |I(6)m.) =
3

1 ; N

1 Z |Crap) @ i), is given by

=0

rCrI(0)me) %[(U X |Crap)) @ |0) + (U x |Cap)) @ [2)+
(3.22)

+Crep)) ® 1) + |Crap)) @ [3)]-

The calculation shows that the action of operation U for changing color has affects only

on the specific positions |0), |2). U is an 1 qubit, 2 qubits, or 3 qubits operation.

3.4 Experiments on revised MCQI images

The experiments are carried out on laptop computer with Intel Core (TM) i5 Duo
2.40 GHz CPU and 4 GB RAM. The simulations are linear algebra based with complex
vectors as quantum states and unitary matrices as unitary transforms using QLIB [34] (A
Matlab package for quantum information). To demonstrate the feasibility of the proposed

4 MCQI based operators, 4 experiments are conducted:
e experiment on channel of interest operation,
e experiment on channel swapping operation,
e experiment on color space transformation,
e cxperiment on « blending operation,

e experiments on rCy category operation.

3.4.1 Experiments on channel of interest operation

The storage and retrieval of quantum images in MCQI representation is presented
in chapter 2. The experiments involved simulating the quantum images on a classical
computer. These simulations use linear algebra in which the complex vectors are the

quantum image states and the unitary matrices are the image processing operations. The
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final step in these simulations is measurement which converts the quantum information
into the classical information in form of probability distributions. Extracting and analyz-
ing the distributions gives the information for retrieving the transformed images. Using
matrix operations, however, is not practical since the size of unitary matrices increases
exponentially with the number of qubits. In addition, the main information for simu-
lation is about the images only and not about the operations. In order to increase the
size of images in the program memory we focus on the main information of the MCQI
representation; color and positions. Therefore, for every point in the simulation of M-
CQI quantum images there are two arrays, named COLOR (containing four channels)
for colors |cif) (X € {R,G, B,a}) and POS for positions |k). The performance of the
color transformations is on the COLOR array only and the new quantum image after the
transformations is obtained by combining the POS array with its corresponding COL-
OR array. The simulation-based experiments are carried out on laptop computer with
Intel Core (TM) i5 Duo 2.40 GHz CPU and 4 GB RAM. The simulations are based on
linear algebra with complex vectors as quantum states and unitary matrices as unitary
transforms using QLIB package.

In this section, the experiment on the first MCQI based operator (Col) is conducted
using a human facial image shown in Figure 3.12.

Channel of interest operator aims to change the color information on only one channel
(component) (R, G, B, or a). To realized this operation, the Toffoli gate is applied on
the first color qubit (here Toffoli gate is considered as a special case of C%R,(26) gate),
and the controlled operations are on the second and third color qubits. The result images

and quantum circuits are shown in Figure 3.13 and Figure 3.14.

3.4.2 Experiment on channel swapping operation

Channel swapping operation, C'Sy, is the operator which swaps the grayscale values
between R and G, R and B, or G and B channels. The result images obtained from Fig.
14 by applying C'Sy are shown in Figure 3.15, and the realization circuit is shown in

Figure 3.16.
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Figure 3.12: The image used in experiment of channel of interest operator..

3.4.3 Experiment on color space transformation

The color human facial image with 128 x 128 pixels is used for color space transform
operation from RGB color space to YIQ color space. The original color image and its
RGB components image are shown in Figure 3.17. The circuit to realize this transform is

shown in Figure 3.18. The angle value of the 3 x 3 C*-rotation gates can be computed as

cos 013 X cos b15(cos 11 — sinby1) = a;; = 0.299,

— cos b3 cosBiasin by = ajo = —0.595716,

— sinf3 = a3 = 0.211456;

— sin a3 = a1 = 0.587;

08 a3 X €08 Oa(cOS Bo1 — sinbay) = agy = —0.274453, (3.23)
— €08 B3 €08 099 Sin B9 = a9z = —0.522591,

— €08 33 cos B39 sin B30 = az; = 0.114,

— sinf33 = azy = —0.31263,

COs 933 X COS 932(COS 631 — sin ‘931) = a33 — 0.311134.
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Figure 3.13: The result images obtained from Figure 3.12 by applying C2-NOT (Toffoli) gates
on color qubits ((a)the result image by invert the R component of Figure 3.12, (b)the result image

by invert the G component of Fig. 13, (c)the result image by invert the B component of Figure
3.12).

3.4.4 Experiment on a blending operation

One 256 x 256 human facial image and a same sized Japanese style house image
are used in this experiment as an original (image A) and background (image B) image

respectively, as shown in Fig. 3.9.

3.4.5 Experiment on r(; operation

In this subsection the experiments on the operators which change the color information
on the part region of an image (the rC operation) are conducted by applying some control
operations on color qubits from position qubits. The first experiment on rC; category

applies the C'olx operator on the upper half of R component of Fig.3.12, and C'Sy operator

2
3

on the lower half of Fig.3.12. Specifically, the Colg operator using C*R,(27) gate is
applied on the upper half of the original image, and the C'Sgg operator is conducted on
the lower half. The result images and the realization circuit are shown in Fig.3.20.
Through the experiment, the specific positions can be decided by applying additional
control operations on Cj operations. In the next experiment, more small regions (not only
upper half or lower half shown in the first experiment in this subsection) are considered.
The same image (Fig.3.12) with the sub-blocks labeled is used as original image, and we

limit the size of each sub-block to 32 x 32, shown in Fig.3.21.

The operators of Colr, Colg, and Colg are applied on sub-blocks A, D, and E with
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Figure 3.14: Circuits to realize the operations of Figure 3.13 ((a) circuit of the color invert
operation on R component only, (b) circuit of the color invert operation on G component only,
(c) circuit of the color invert operation on B component only)..

the shifting angle § = 7/4 of C*2R,(26) gates. The operations of C'Sgg, and CSgp are
conducted on sub-blocks B, and C respectively. The NOT operation is applied on sub-
block F. The result image by this operation is shown in Fig.3.22, and the quantum circuit

to realize this operation is shown in Fig.3.23.

3.5 Summary of Color Information Transformations
on Multi-Channel Quantum Images

Color information transformations on quantum images including Channel of Interest,

Channel Swapping, Color Space Transformation, and « Blending with low complexity
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Figure 3.15: Circuits to realize the operations of Figure 3.13.

are proposed using basic gates like NOT, CNOT, rotation, controlled rotation and Toffoli
gates. This low complexity agrees with results for similar transformations which are also
fast on classical images. The proposed operations can be divided into local and global
operations according to their effect on the quantum images.

Five experiments are conducted on the four color information transformations. Firstly,
the simulation result shows that to construct channel of interest operator, one C?R,(26)
gate is requested (the rotation operation is applied on ¢; qubit and the 2 controlled
are from ¢y and ¢z qubits), and specifically, the number of basic gate to build Colg,
Colg, Colg, and Col, operators are 7, 7, 9, 5. Secondly, from the simulation, the
channel swapping operation is obtained by only 3 basic quantum gates. Thirdly, the most
complex operator in this paper, the color space transformation is simulated on MATLAB
by constructing 9 C*R,(26) gates (287 basic gates). Finally, the o blending operator
can be considered as Col,, and the simulation also proves that only 5 basic gates are
enough to realize this operation. These results prove that all the 4 operators are image
size independent (the number of basic gate is constant), namely, O(1), for an N-sized
image.

In the next chapter of the thesis, the results in this chapter will be extended toward-
s the following application. In chapter 4, using channel information transformations in
other applications of quantum image processing appears very promising, for example ap-
plications in quantum image watermarking, quantum image cryptography can be done by

hiding secret information in the design of quantum circuits. Combining with the quantum
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Figure 3.16: The result images obtained from Figure 3.12 by applying C'Sy operation on color
qubits ((a) the result image by applying C Sgra operation on Figure 3.12, (b) the result image by

applying CSgrp operation on Figure 3.12, (c) the result image by applying CScp operation on
Figure 3.12)..

measurement operation presented in chapter 4, the channel information operations can

be used as major components to build full quantum image processing applications.
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Figure 3.17: The original color human facial image and its RGB components..

Figure 3.18: The obtained YIQ image..

Image A

Figure 3.19: The obtained YIQ image..
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COLOR

(c)

Figure 3.20: The original 256 x 256 version images, the result images by applying Colgr operator
and CSgrag operator on the upper half and lower half of the original image, and the realization

circuit..

Figure 3.21: The original image with labeled sub-blocks..
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Figure 3.22: The result image after applying Colx, CSy, and NOT operations on the sub-
blocks..
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Figure 3.23: The quantum circuit to realize the operation of Fig3.22..
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Chapter 4

Quantum measurement based double-key
double-domain watermarking strategy for

multi-channel quantum images

4.1 Introduction

As with classical data on classical computers, quantum data such as images will be
susceptible to all kinds of abuse. Watermarking of digital image has found enormous suc-
cess as a method for discouraging illicit copyright and description of material on classical
computers [19] [13] [25] [39] [32]. In order to guard against their abuse extending simi-
lar techniques to quantum data appears imperative. Quantum cryptography: involving
mostly the exchange of information between the famous Alice and Bob security protocol
notations over a quantum channel, is considered as one of the most advanced areas of
quantum computation. As a result, researchers began to investigate strategies for quan-
tum watermarking to protect the copyright of the quantum images, which embeds the
specific quantum symbolic information (such as the logo representing the image’s owner)
into quantum images. The watermarking and authentication of quantum images (WaQI)
[20] is proposed, which is secure, keyless, and blind. Another quantum image water-
marking strategy using quantum Fourier transform (QFTW) is investigate in [54], which

embeds the logo information into quantum Fourier transform (QFT) coefficients.
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Quantum image processing, which utilizes the characteristic of quantum parallelism
[11] to speed up many processing tasks, is a subfield of quantum information processing.
Because the first step in quantum image processing field involves proposals on represen-
tations to capture and store the image on quantum computers, various representations
for images on quantum computer are proposed, such as qubit lattice [51], grid qubit [50],
flexible representation of quantum image (FRQI) [27], and multi-channel quantum image
(MCQI) [48]. Many image processing strategies exploiting these representations are also
developed to process transformations that target the geometric information, GTQI [28],
the color information, CTQI [29], and the multi-channel information, Channel of Interest
(Col) and Channel Swapping (CS) [48]. Because of the appearing of these representation
methods, researchers begin to investigate strategies for quantum watermarking to protect
the copyright of the quantum images, which embeds the specific quantum symbolic infor-
mation (such as the logo representing the image’s owner) into quantum images. Quantum
cryptography, which involves mostly the exchange of information between the famous Al-
ice and Bob security protocol notations over a quantum channel, is considered one of
the most advanced areas of quantum computation. Watermarking of quantum images is

expected to cover at least one or more of the three objectives listed in the sequel.
e Data hiding, for embedding information to make the images useful or easier to use;

e Integrity control, to verify that the image has not been modified without authoriza-

tion;

e Authentication, that is to verify the true ownership of an image available in the

public domain.

Before the proposal of FRQI, there is few standard for implementing watermarking on
quantum image and often there may be the need for some trade-offs especially in terms of
which of the objectives enumerated above should be accorded top priority. However, none
of the available literature deal with all of these objectives. This stems from the fact that
none of them is based on a quantum representation that encodes and stores the content

of the image and watermark signal, nor for their subsequent transformation.
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The watermarking and authentication of quantum images (WaQI) [20] is proposed,
which is secure, keyless, and blind. Another quantum image watermarking strategy us-
ing quantum Fourier transform (QFTW) is investigate in [54], which embeds the logo
information into quantum Fourier transform (QFT) coefficients.

The WaQI strategy can be used to authenticate the identity of the owner, and is com-
putationally efficient. In this method, however, only if we know the content of watermark
image, can we design the quantum circuit to authenticate the identity of the owner of the
carrier images (only if we know who the owner of the carrier images is, can we extract
the watermark image, and hence, authenticate the owner’s identity). Hence, the WaQI
can only be used to find out who the illegal user is, but can not find where the images
come from. The QFTW strategy is developed to solve this insufficiency of WaQI. With
a specified key, the watermark image (the logo) can be retrieved. The existence of the
key makes the QFTW strategy more secure that even the illegal user can extract the
watermarked information (the logo information) from the watermarked image (embed-
ded carrier image), he/she can not understand what it means. But in this strategy, the
key is fixed, and it means that if the illegal user can get the key, he/she will realize the
existence of the watermarking and will obtain the information of copyright about the
carrier image. And also, both the WaQI and the QF'TW are the strategies that deal with
greyscale quantum images only. Multi-channel (multi-component) color images, however,
are often used in various color spaces, including the standard RGB color model which con-
tains R, G, and B channels (components). Hence, a new watermarking strategy for color
(multi-channel) quantum images, which can embed the color quantum information (color
watermark image or color logo image) into color quantum carrier images (color images to
be embedded), should be developed. And this new watermarking strategy should realize
a key generation procedure (KGP) that the key can be updated in this procedure (unfixed
key), which is much more secure than the fixed key method (in the fixed method, if the
illegal user can obtain the key, he/she will extract copyright information, and hence, the
designing of attack algorithm may become much easier).

Based on MCQI presented in chapter 2, 4 color information transformations are pro-
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posed in chapter 3, and combining with the quantum measurement operation, which
provide the basis to design the color quantum image watermarking strategies, a quantum
measurement based double-key, double-domain multi-channel watermarking strategy for
quantum images (MC-WaQ]) is proposed. The proposal is adopted for the input images,
watermark signals, and as the main resources to realize the watermarked images and
their subsequent authentication. In this chapter, we shall assume that these MCQI input
images (and watermark signals) are fault-tolerant and the congenital error inherent to
the resources used to manipulate them are less than the accuracy threshold as alluded
to earlier. Hence, a quantum computer with in-built error correction is assumed. The
preparation of the MCQI quantum image state has been discussed thoroughly in previous
chapter.

In this chapter, a quantum measurement based double-key, double-domain multi-
channel watermarking strategy for quantum images (MC-WaQ]I) is proposed, which can
be used to find the real owner. Specifically, this strategy includes three parts (three

procedures):

e Preprocessing part: in MC-WaQI strategy, the copyright information is requested
to be embedded into both frequency domain and spatial domain of the carrier im-
age, hence, two logo information are requested to be generated from the original
watermark image (the logo). To transform the two meaningful logo images into
meaningless images, which is used to strengthen the power to resist invalid attack,

two keys are generated to scrabble both the position and the color information;

e Embedding part: after preprocessing procedure, the watermark images (logo im-
ages) have been transformed into two meaningless images (noise-like), and then
the two noise-like images are embedded into both the spatial (color channels) and

frequency domain (the QFT coefficients of the carrier image);

e Extracting part: using the two keys generated in preprocessing part, only the em-
bedder (owner) can extract the two watermark images (the logo images) correctly,

which ensures the security.
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In the first part (preprocessing part), two keys are used that one key is fixed (assign by
the owner) like in [54] used to scramble the pixels’ position information of the watermark
image (position information key or PIK), and the other one used to protect the color
information of the watermark image (color information key or CIK) is generated by the
quantum measurement based key generation procedure.

The second part as the main part in the MC-WaQI strategy is the embedding part,
which embeds the watermark image into spatial domain by using the alpha blending
operation, and into frequency domain by making subtle change to the QFT coefficients
of the carrier image. Same with other watermarking strategy, the extracting part should
be only available to the owner in the MC-WaQI. And in this strategy, the owner uses
PIK and CIK to recover the position information and the color information of the two

watermark images. And the main contribution of this paper are four-fold:

e The utilization of MCQI representation makes MC-WaQI strategy possible to deal

with color quantum images;

e The double-key (PIK and CIK) scheme produces the double protection on the water-
mark image, and the CIK is unfixed updated by the result image obtained through

applying quantum measurement on the watermark image;

e The watermark image is embedded into both spatial domain and frequency domain,
and hence, the copyright information can be extracted even under the condition of

attack by the illegal user;

e The alpha blending operation is used to embed the watermark image into spatial
domain of the carrier, which makes the complexity of the embedding procedure

much lower.

The multi-channel information operations with their low complexity provide the founda-
tion on which WaQI is built. The main components of these transformations consist of
the inverter NOT (N), the controlled-NOT or just CNOT (C), and the Tofolli (T)gates,

considered as the universal quantum gates.
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4.2 Multi-channel images and their transformations

4.2.1 Resources for watermarking on quantum computation

A quantum computer is a physical machine that can accept input states, which rep-
resent a coherent superposition of many different inputs and subsequently evolve them
into a corresponding superposition of outputs. Computation, i.e. a sequence of unitary
transformations, affects simultaneously each element of the superposition, generating a
massive parallel data processing albeit within one piece of hardware [I1]. The smallest
unit to facilitate such computation, the qubit, has logical properties that are inherently
different from its classical counterpart, the bit. While bits and their manipulation can be
described using two constants (0 and 1 or true and false) and the tools of Boolean algebra,
qubits, on the other hand must be discussed in terms of vectors, matrices, and other tools
of linear algebra. The state of a quantum system is described as a vector say |u) in a
complex Hilbert space, which is called a ket in the Dirac or quantum mechanical notation.
Its adjoint, (u| , is called the bra. Quantum state preparation is the first of five criteria
for realising any physical quantum system. The result is a scalable physical state with
well-characterized qubits. In addition, this state can be initialized in a way that isolates
it from the environment. Often, a quantum state can be obtained (prepared) from its
classical equivalent. A quantum state can only be manipulated using a universal set of
quantum gates. In such gates, time flows from left to right with horizontal lines, called
quantum wires representing separate qubits that comprise the quantum register [21]. In
modeling a quantum circuit, complex transformations are broken into simpler gates (i.e.
single qubit gates such as the NOT, Hadamard, or Pauli gates and controlled two-qubit
gates like the controlled NOT gates) Recently, the following set of gates have found wide
acceptance in the literature as the elementary or basic quantum gates arising from the
universality of the set and the ease with which very complex circuits can decomposed in

terms of them.

e NOT gate (N). This is a single qubit gate which inverts the content of the qubit it

operates upon.
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e Controlled-NOT or CNOT gate (C). It is a two qubit gate and the content of the

target qubit is inverted if and only if the control qubit is 1.

e Toffoli gate (T). This is a controlled-CNOT gate, thus, making it a three qubit gate
comprising two controls and a single target qubit. The target qubit is inverted if

and only if both control qubits are 1s.

Together these gates are referred to as the NCT library. [4]
Finally, qubit-specific measurements are employed in order to obtain the classical read-
out of the new manipulated state, leading to a collapse (loss) of the hitherto quantum

state. And also used as a key generator.

4.2.2 Back ground on RGB multi-channel representation for

quantum images and channel information operations

To process color images on quantum computers, a new representation encoding the in-
formation of R, G, B channels should be established, and these multi-channel information
are requested to be stored in quantum states simultaneously. Based on the pixel represen-
tation for images on classical computers, the multi-channel representation for quantum
image (MCQI) is proposed to capture RGB channels information. This is accomplished
by assigning three qubits to encode color information of images. The mathematical ex-

pression is presented as

22n—1

1O0ne) = oz O [Chan) ©1i) (4.1

=0

The color information |C%,z) encoding the R, G, B, channels information is defined as

|Clcp) = cos 0%]000) + cos 85]001) + cos 8%5]010)+
+ 5in 0%]100) + sin 65101) + sin 6%|110)+ (4.2)

+¢0s0[011) + sin 0]111),
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where [000), [001), ..., |111) are 8-D computational basis; {0%, 6%, 0%} € [0, 7/2] are three
angles encoding the colors of the R, G, B, channels of the ith pixel, respectively; & is
the tensor product notation; |i) for + = 0,1,...,2*" — 1 are 2*"-D computational basis
states. Specifically, there are two parts in the MCQI quantum image: |Ch,p) and i),
which encode information about colors and their corresponding positions in the image,
respectively. In Eq.(2), the coefficients of |011) and |111) are cos 0 and sin 0. In RGB color
images, there are only three channels’ information requested to be encoded (6 coefficients
are enough), hence, we set the two coefficients be constant (cos0 and sin0) to carry no
information (these two coefficients are discussed in [48]).

The Channel of Interest (Col) operator (shifting the grayscale value of the interested
color channel(R, G, B or « channel)), Coly (X € {R,G,B,a}, Colg, Colg, Colg,
and Col, are operators applied on R, G, B, and « channels respectively) is defined as
an operator, Colx=Ux ® I®*" by using Ux = C*R,(20) gate, where 0 is the shifting
parameter (or shifting angle). As defined in (3.4), by changing the angles of the coefficients
of the quantum states (from |000) to |111)), the grayscale value of pixels are changed.
The calculation produces the result |I(0)X.) of the application of Colx on |1(6),.), given

[1(0)me) = CoLx ((0)me)),

22n—1
1 ; .
= (Ux @ I®*") <ﬁ > Chaga) ® |Z>) ; (4.3)
=0

22n—1

1 . .
on+1 Z |CI§GB> ® |Z>7
=0

where |C%.p,) state carries the RGB color information defined in Eq.(4.3); |Cadg,) is
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the new color state after applying C'olx operator, shown as

|CHL L) = cos(6% — 6)[000) + cos 65]001) + cos 05]010) + cos 6 |011)+
+ sin(f% — 6)[100) + sin 65]101) + sin #%]110) + sin 07, [111),

|CGLp.) = cos05]000) + cos(85 — 6)[001) + cos 0%]010) 4 cos 6% |011)+
+ sin 0%[100) + sin(0 — 0)[101) + sin #%]110) + sin 07 [111),

|C Rt pa) = cos05]000) + cos 05]001) + cos(0 — 6)]010) + cos 6% |011)+
+ sin 0%[100) + sin 0|101) + sin(0% — 0)[110) + sin 07, [111),

|C%L ., = cos 05000 + cos 05]001) 4 cos 0%5]010) + cos(#?, — 6)]011)+

+ sin 0%[100) + sin 0%|101) + sin §%]110) + sin(6?, — 6)[111).

The Channel Swapping (C'S) operator, CSy (Y € {RG, RB,GB}, CSga, C'Sgp, and
C'Sgp are operators that swap the grayscale values between R and G, R and B, and G
and B channels, respectively) (no operation on « channel), CSy = I ® Uy @ I®*" by
using CNOT gate or SWAP gate (CNOT and SWAP gates are two qubits gates) on ¢y
and c3 color qubits (there is no operation on ¢; color qubit). The calculation produces

the result |1(6),,.) of the application of C'Sy on I1(0)m., given as

mc>
[1(O)me) = CSy ([1(0)me))

22n_q
1 .
. ®2n v )
= (I ® Uy ® I*") (W ; [ChraBa) @ !2>> : (4.5)
22n—1

2n+1 Z |CRGBa
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where, |CLip,) is the new color state after applying C'Sy operator, shown as

|CEGL Y = cos 05,]000) + cos 05]001) + cos 0%5]010) + cos 07, [011)+
+ sin 05]100) + sin 0%]101) + sin 6%[110) + sin §7,[111),
|CEBL Y = cos 05]000) + cos 05]001) + cos 0%]010) + cos 67,[011)+ 6
+ sin 0%]100) + sin 0]101) + sin O%[110) + sin &7 [111), o
|CGEL ) = cos 0%,]000) + cos 0%]001) + cos 65]010) + cos 67,|011)+

+ sin 0% 100) + sin O5]101) + sin 6[110) + sin 6 |111).

The C'olx and C'Sy are operations in the C} category, that change the color informa-
tion of the whole image. In some image processing tasks, however, we want to focuss our
interest on part region of an image and apply some operators on these specific positions.
Hence the rC} category operation is proposed in this subsection. The change in a channel
of the color space at some points in an image depends on the specific positions in the im-
age. Information about the positions is used as conditions encoded in the matrix Po of the
controlled-gate rC'y to construct the processing operations. For instance, let us consider a
2 x 2 image and the change in color at positions |0), |2). The matrix Po = |0)(0| + |2)(2]

and Po = |1)(1| + |3)(3] are used to construct the controlled-gate rC;, given as
rCr=U @ (|0)(0] + 2)2[) + T © (|1)(1] + [3){3])- (4.7)

The action of this particular 7C; on a general 2 x 2 image in MCQI form, [I(6).) =

3

1 ; .

7 2 [Chap) ® i), is given by
i=0

I @) ne) =11V X |Cham)) ©10) + (U % [Cha)) © 2)+
(4.8)

+|Chap)) ® 1) + 1Chap)) © |3)].

The calculation shows that the action of operation U for changing color has affects only

on the specific positions |0), |2). U is an 1 qubit, 2 qubits, or 3 qubits operation.
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4.3 Double-key, double-domain watermarking strat-

egy

The general framework for the proposed double-key, double-domain watermarking
strategy for multi-channel quantum images (MC-WaQ]) is presented in Figure 4.1. From
this figure we can see that the scheme is delineated into two broad divisions - the first,
comprising of all the data available to the copyright owner, i.e. the publisher of the
watermarked image, and the other comprising the information published (by the copyright
owner) for use by the public. Therefore, it is obvious that the pre-processing, preparation,
and watermark embedding tasks are handled by the copyright owner who alone access to
these data. Specifically, the MC-WaQI can be separated into the following algorithms (or

steps) including:

e (0) preparation procedure for MCQI images [48];

(1) two logo information (image |F'WW) and image |SW)) are prepared;
e (2) apply measurement operation on image |W?) to obtain image M;

e (3) use image M to generate the color information key (CIK);

(4) apply CIK on 4 sub-blocks of image |STW) to protect the color information of
image |W!) (image |SW’) is obtained);

e (5) resize image |F'W) to obtain image |FW');

(6) image scrabbling by applying position information key (PIK) on image |FW')
and |SW') (image |FW") and |SW") are obtained);

e (7) resize image |[FW") to get image |FW");

(8) watermark images embedding procedure step 1 (embed image |FW") into the

QFT coefficients of carrier image (image |I)) to get image |I'));

e (9) watermark images embedding procedure step 2 (embed image |SW") into the

spatial domain of image |I’) to generate image |I"”));
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e (10) watermark image’s extracting procedure.

Watermarked Image

Watermark Embedding

Copyright Owner Public Area
............................................................................................... B T S TSRS
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Figure 4.1: General schematic for MC-WaQI..

Quantum computers are usually initialized in well-prepared states [27]. As a result,
the preparation process that transforms quantum computers from the initialized state
(assuming ]00...0)) to the desired quantum image state is necessary. Hence, the first
procedure (step (0) in the above) is the operation that turns quantum computers from
the initialized state to MCQI state (this procedure has already been discussed in [48] [27],

hence, is not introduced in this paper). The steps (0) to (7) belong to the preprocessing
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part of MC-WaQ)I strategy; steps (8) and (9) are watermark embedding part; step (10) is
the watermark extracting part.

The motivation for the watermark embedding-circuit generation algorithm stems from
the fact that, quantum states such as our MCQI images and watermark signals, can only
be manipulated using appropriate quantum circuits.

The notations used in this chapter is defined as:

I: the classical carrier image;

e W' the watermark image used to generate two logo information;

W?2: the watermark image used to generate the color information protection key;

|I): the quantum version of carrier image;

|IW1'): the quantum version of W*;

|IW2): the quantum version of W?;

|W4): R component of image [W1);

|Wa): G component of image |W1);

|W}): B component of image [W1);

|SW): image |W1) with labeled sub-blocks;

M: retrieved image by applying measurement on image [WW?);

|FW): image generated by combining image |[W}3), [W}), [W1),and a same sized

black image;

|FW'): resized image |FW);

|FW"): image by applying position scramble key on image |FW');

|FW"™): resized image |FW");

|SW’): image by applying color information protection key on image |STW);
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|SW"): image by applying position scramble key on image |SW');

|I'): frequency domain embedded image;

|I"): double domain embedded image;

|REFW): recovery logo information image 1;

|RSW): recovery logo information image 2;
e REW: classical version of recovery logo information image 1;
e RSW: classical version of recovery logo information image 2;

e [": classical version of double domain embedded image;

CIK: color information protection key;

PIK: position information scramble key.

4.3.1 Preparation procedure for MCQI images

In this watermarking strategy, three images are prepared. The first image is the

carrier, and the other two images are logo information, as shown in Figure.4.2.

Carrier Image

Figure 4.2: Three classical images to be prepared..

Image I is the carrier to be embedded. Usually, it is belong to a image database which

is requested to be protected. Image W' is the logo image or watermark image, which
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is used to generated the quantum signals embedded into carrier image. The image WW?
is half sized logo image used to generate the color information protection key. All the
three images are prepared to be quantum images. The preparation procedure includes
two part: Hadamard operation P and Rotation operation R. Given 3 vectors of angles
Ox = (0%,0%, ... ,9?;"_1), X € {R,G, B}, where 2n is the number of qubits carrying the
position information. Assume the initialized state is [0)®?"™3 (3 is the number of qubit
to encode color information) there is a unitary transformation P that turns the quantum
computers to the MCQI state, |I,,.(6)) composed by Hadamard and controlled rotation
transformations.

After the preparation procedure, we can get three quantum images |I), |IW!), and

|W?2) as shown in Figure.4.3. From Fig.4.3, the image |IW!) is separated into 3 channels,

[ |7)

h“_‘-_;:—_;
|]> HRT LAB HRT LAB

Figure 4.3: Carrier image and two logo images..

|WL), [W), and |[W}). Tmage |IW?) is used to generate the CIK by measurement.

4.3.2 Measurement based CIK generation procedure

In [54], a position key is use to scrabble the watermark image. This key is proved
efficient to protect the geometric information of an image. But, the key is fixed, which is
assigned by the copyright owner, and if the illegal user can get this key, the watermarking
strategy will fail to protect the copyright. The CIK, however, is an unfixed key, which
is generated by applying quantum measurement on watermark image. A measurement

applied on a superposition «|0) + §|1) will lead to the collapse of this superposition, and
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will obtain the 0 result with probability of o2, or the 1 result with probability of /32,
where o? + 32 = 1. Hence, using this characteristic (collapse of superposition), we apply
a measurement on the watermark image to obtain a post-measurement image (image M)
(classical image), which is then used to generate the CIK. Putting measurement on a single

pixel is shown in Fig.4.4. Based on this property (state collapse), we can get 8 possible

| Post-Measurement Pixel |
P0O=0.5 0.75 0.5

P1=0.5 0.75 0.5
— i

P2=0.5 0.25 0.5
=

R=128 P3=0.5 0.25 0.5
Measurement

=
h |
. m — ==} P4=0.5 0.75 0.5
. G=64 .p
P5=0.5 u.i 0.5

rmel =
. sat P6=0.5 0.25 0.5
P7=0.5 0.25 0.5

s =

Figure 4.4: Measurement operation on a single pizel..

colors in Fig.4.4. Then we make this discussion further. We applying the measurement
operation on the whole image to generate the CIK, as shown in Fig.4.5. The whole CIK
generation procedure is shown in Fig.4.6.

This procedure includes three parts:
e (1) applying measurement operation to image |SW?);
e (2) obtaining classical image M;

e (3) according to the color information of M and the encoding rules to generate the

CIK.
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Watermark Image Post-MeasurementImage P M - M - 1 M
| & — & ti

l Yo
3
CIK generation 41

= iisr

Encoding Rule |

Figure 4.5: Measurement operation on logo image..

4.3.3 Images |SW) and |FW) generation

Because there are two logo images need to be generated which are embedded into
both spatial and frequency domains. As shown in Fig.4.3, we used logo image |W?) and
its R G B components to realize this task. The details are shown in Fig.4.7. Image
|FW) is generated by combining the R G B components of |[I#!) and plus one same sized
black image. ITmage |SW) is [W1') with sub-block labels. The image |FW) is grayscale
image which will be embedded into the frequency domain and image |SW) is color image

embedded into spatial domain of the carrier image (image |I)).

4.3.4 CIK and PIK protection

In order to strengthen the protection ability, we apply the Color Information protection
Key (CIK) on four sub-blocks of image |SW). The details are shown in Fig.4.8. In this

color protection procedure, there are four steps:
e (1) applying measurement to the image |[IW?) to obtain CIK;
e (2) applying CIK to image |STW) to obtain image |ST’).

Because the CIK is generated by measurement, this key is an unfixed key. Even
though the potential illegal can obtain this key one time, the content of the key will
change after the next measurement. And from Fig.4.8, although the CIK can protect the

color information of the logo information, we can still get some original information from
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Figure 4.6: Whole CIK generation procedure..

image |SW'). Hence, another key should be used to scramble the pixels’ position of image

|SW’) and image |FW) as shown in Fig.4.9. In this procedure, there are three steps:
e (1) double size |FW) to obtain |[FW');
e (2) applying PIK to |[FW') and |SW') to obtain [FW") and |SW");
e (3) double size image |FW") to obtain |[FW").

First, because the size of Fourier coefficients of the carrier image are four sized than
image |FW), we double size it in the first step. Second, then we apply PIK to scramble
the image |FW’) and |SW’). Finally, double size image |FW") to obtain |[FW") to
guarantee the logo information symmetry (If the logo information is not symmetry, the

coefficients of the embedded image will become not real numbers).
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Figure 4.7: Image |FW) and image |SW) generation procedure..

4.3.5 The embedding procedure

This is the last step of the embedding procedure. A color image consists of many
pixels and each pixel’s color information can be separated into three channels. According

to the MCQI, a quantum image can be rewritten as

H(O)me) = (XRI0) + Xg[1) + X5|2) + Xol3)13), (4.9)

=

~
Il
o

where, i is the position information (the ith pixel of the image), N is the pixels’ number in
the image, and X%, X%, and X} are color channel information (X is other channel, which
is not discussed in this paper (we let it is cosf0|3) + sinf0[3) to carry no information),
and in [48], it represents the « channel) (greyscale value of the ith pixel of R, G, and
B channels, respectively). Because the watermark image will be embedded into both
frequency domain (QFT coefficients) and spatial domain (color channels), we separate
the embedding procedure into two part to discuss.

Firstly, frequency domain is discussed. Considering the property of QFT, to guarantee
that the pixels’ value of the embedded carrier image (image |I’)) are still real, the revised

value of the QFT coefficients should be symmetrical [54]. Suppose the size of carrier
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|S7)

Figure 4.8: Applying the Color Information protection Key (CIK) on two sub-blocks of image
|SW)..

image is m x n, the revised value of the QFT coefficients should meet this conditions:
CEx(i,j) = CEx(m — 1 —i,n — 1 — j) (3 channels in MCQI image, X € {R,G, B}),
where C'Ex (i, 7) is the revised value of QFT coefficients of X channel of the carrier image,
and hence, the watermark image to be embedded into the carrier image should also be
symmetrical (Wax(i,7) = Wax(m —1—1i,n—1—j)), and also the image |I) and image
|FW") should be uniform-sized, which is the reason why we resized the image |F'W).
Then we embed image |FW") into the Fourier coefficients of image |I), and |[SW”) into
image |I) as shown in Fig.4.10. First, applying quantum Fourier transform on image |I),
then embed the image |FW"") into Fourier coefficients. Second, apply reverse Fourier
transform to obtain image |I’) then embed image |SW") into image |I’) to obtain image

|I"”). The image |I"”) is the embedded image.

4.3.6 The recovery procedure

The recovery procedure is easy to design if we can obtain the correct CIK and PIK as
shown in Fig.4.11. And it is clearly that user without CIK and PIK can not recover the

logo information, which guarantee the security of the proposal.

79



Chapter 4: Quantum measurement based double-key double-domain watermarking
strategy for multi-channel quantum images

mE

HRT LAB

Position Information
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Figure 4.9: Position information scrabble by using PIK..

4.4 Simulation based experiments and analysis

The experiments are carried out on laptop computer with Intel Core (TM) i5 Duo 2.40
GHz CPU and 4 GB RAM. The simulations are based on linear algebra with complex
vectors as quantum states and unitary matrices as unitary transforms using QLIB [34]
(A Matlab package for quantum information). Fifteen Japanese house images are used as
carrier image and a university logo image is the watermark image as shown in Fig. 4.12
and Fig.4.13. To evaluate the quality of the embedded images, average RGB peak-signal
to-noise ratio (RGB-PSNR) [33] [3] [10] is used, which is defined as

PSNRpep = (PSNRp + PSNRg + PSNR3)/3, (4.10)
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T 1 Coefficients
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Figure 4.10: Logo information embedding procedure..

where -
PSNRx = 20l — |, X €{R,G, B},
X 0g10 (\/M—SZ?) { }
1 m—1n—1 (411)
MSE = — I'(i,5) — I(i,§)]%
o 2 26 = 106.9)

Here, MSE is mean squared error between the carrier image I(i,j) and the embedded
image I'(7, 7). m X n are the number of pixels of the image. The size of the carrier images
in the experiments are all resized to 256 by 256. And the size of the logo is 128 by 128.
The average RGB PSNR between the embedded images and the carrier images are shown
as in table 4.1. From table 4.1, the average RGB-PSNR for all the 15 images is about
53dB, which is about 8 dB better than QFTW [54], and 3 dB better than WaQI [20]. And
also, both QFTW and WaQI can not deal with the color quantum images (only can be
applied to grayscale quantum images). The PIK rules used in this experiment is shown

in Fig.4.14 (This rules can be changed in different experiments).
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Watermarked Image

—

Watermark Recovery Circuit (1)

|7)

Watermark Recovery CIK
|RSW) Circuit (2) |

Figure 4.11: Recovery procedure of the proposed strategy.

4.5 Perspective for quantum image watermarking

Research in the field of quantum image watermarking started with proposals of the
concept of quantum image. Aiming to protect the copyright of quantum image database,
many watermarking strategies were proposed. In our strategy, we focus on the color
information transformations. Through changing the images’ color, we can hide the secrete
data into the carrier images. However, the information in an image are two parts: color
information and geometric information. Hence, if a watermarking strategy can focus on
the both part, it will enforce the protection ability of this strategy. Hence, to design the
circuit for geometric transformations on quantum images is very important for quantum
image watermarking field. Luckily, because the data structure of the position information
of MCQI is similar with FRQI, we can borrow the geometric transformations designing
methods from FRQI. Specifically, geometric transformations are the operations which are
performed based on the geometric information of images, i.e., information about position
of every point in the image. Therefore, these transformations, G;, on MCQI quantum

images can be defined as

GO = sy 3 lex) © G, (4.12)
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(13)

Figure 4.12: Carrier tmages used in this experiment.

Figure 4.13: Logo image to be embedded into carrier images.

where, G(|k) for k = 0,1, ...,2?" — 1 are the unitary transformations performing geomet-
ric exchanges based on the vertical and horizontal locations. The performance of the
geometric transformations on quantum images, G, is based on the function, G, on the
computational basis vectors. The general structure of circuits for geometric transforma-
tions on FRQI images is shown in Fig.4.15. The structure of the set of all geometric
transformations on MCQI images can be studied from the algebraic theory view point.
Each geometric transformation can be considered as a permutation of positions. There-

fore, all geometric transformations on MCQI images form a group under the operation
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Figure 4.14: PIK rules used in this experiment.

of cascading two geometric transformations. After setting the isomorphism between the
group of all geometric transformations and a subgroup of permutations, the group theory
can be applied to classify these geometric transformations. The classification is based on
the content of the set of generators, or the gate library, used in the corresponding circuits.

There are three gate libraries related to NOT, CNOT and Toffoli gates as follows
e the library, N, contains only NOT gate.
e the library, NC, contains NOT and CNOT gates.
e the library, NCT, contains NOT, CNOT, and Toffoli gates.

The circuits which contain only NOT gates perform the bit translations as follows

flx)y=2dbbe Z2, (4.13)
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Table 4.1: Average RGB PSNRs of the retrieved images.

Carrier images Logo image Average RGB PSNR (dB)
Fig.4.12(1) Fig.4.13 50.0341

Fig.4.12(2) Fig.4.13 45.3376
Fig.4.12(3) Fig.4.13 58.2286
Fig.4.12(4) Fig.4.13 55.1435
Fig.4.12(5) Fig.4.13 58.5801
Fig.4.12(6) Fig.4.13 51.3692
Fig.4.12(7) Fig.4.13 52.9246
Fig.4.12(8) Fig.4.13 54.1216
Fig.4.12(9) Fig.4.13 55.0982
Fig.4.12(10)  Fig.4.13 58.9326
Fig4.12(11)  Fig.4.13 51.9072
Fig.4.12(12)  Fig.4.13 52.0371
Fig.4.12(13)  Fig.4.13 54.2134
Fig.4.12(14)  Fig.4.13 45.2042
Fig.4.12(15)  Fig.4.13 58.9471

The circuits which contain only CNOT gates perform the linear transformations as follows

flaay) = f(z)& fy), =,y € 2, (4.14)

If we put a linear transformation, f, after a bit translation indicated by b then we produce

an affine transformation g

gx) = fx@b) = f(x)® f(b),z,b e Z2. (4.15)

These circuits comprise of CNOT and NOT to perform affine transformations. Using
the library NCT, we can generate all geometric transformations on FRQI images. The

following three parameters are usually used to analyze the complexity of quantum circuits,

C,
e the number of basic gates, —C—, used in the circuit,
e the width, W(C), of the circuit or the number of qubits involved in the circuit,

e the depth, D(C), of the circuit or the minimum number of layers that the circuit

can be partitioned into.

85



Chapter 4: Quantum measurement based double-key double-domain watermarking
strategy for multi-channel quantum images

11(8)) G(|1(9)))
Color
Yn—1
Yn—2
Y Axis
Yo
(s
Tn—1
In—2
X Axis
Ly

Figure 4.15: General circuit design for geometric transformations on quantum images..

Here, we will provide some basic geometric transformations proposed in[28].

The two-point swapping operation on FRQI quantum images between two positions i,
j is the operation, Sy, which when applied on I(#) produces the output of the following
form

22n_1
1

Si(1(0)) = 5o > lew) @ S(k)), (4.16)

where S(|k)) = |k), K #i,j and 5(|)) = |7), S(17)) = [0), L.e.,

S = [i) (il + 1) il + D k) (k- (4.17)

ki,
Fig.4.15 shows an example of two-point swapping operation in which the operation swaps

the points |110)|110) and |011)|010).
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111 110 10l g oll 0l 001 000 111 1 101 100 oll o ol 0oo
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Figure 4.16: An example of two-point swapping operation..

The flipping operations on MCQI quantum images along the X and Y axes are the

operation F¥ FY which when applied on I(#) produces the outputs of the following form;

Y= o S ) e FY(R). (1.18)
B =S ey e YR, (4.19)
where |k)=|y)|z) and
F () la)) = [Pla), (4.20)
FX()le)) = )17, (4.21)

|z) = |xn_120_2...20)

|Z/> = |yn—1yn—2--~y0>

|T) = [T 1Tn_2...

|§> = |yn—1yn—2"‘
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Ti=1—m,y,=1—y

. Examples of image flipping along X and Y axis are shown in Fig.4.16 and Fig.4.17.

111 1100 101 100 011 [ 0ol 000 111 110 101 100 1 010 001 M0

111 111

1 110

101

100 100
011 011
010 010
001 o1
000 00
Figure 4.17: An example of image flipping along X axis..
11 110 100 100 011 010 001 000 11 110 101 100 0ll 010 00l 00d
111 11
110 10
101 101
T 100
o1l 011
010 010
001 0ot
000 010

Figure 4.18: An example of image flipping along Y axis..

In the above introduction, we give two concepts of geometric transformations on quan-
tum images. We can also design other transformations by carefully design the circuit. The

designing of the geometric transformations is important, but can not apply them on image
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watermarking directly. Because, sometimes, we do not want to change all the geometric
information of one image, and we just focus our interest on some specific pixels. There-
fore, the designing of the restricted version of geometric information transformations is
very important. After some geometric transformations are well understood, it is often
that the designers of new operations would want to use smaller versions of the transfor-
mations as the main components in the larger operations. Therefore, a major strategy is
the application of a transformation to a sub-block in an image.

Luckily, the data structure allows us to design the restricted version of geometric
transformations [21I]. Therefore, we expect that we can design the new watermarking
strategy using both color information operations and geometric information transforma-
tions, which can enforce the power of protection on our image, or movie or other quantum
data. Also, the existence of a channel provide a potential possibility which allows the
background image to embed into the original image. An example of a blending is shown

in Fig.4.19.

Figure 4.19: Examples of o blending images ((a) The original image; (b) the back ground
image; (c) the blended image with T, = 178); (d) the blended image with T, = 128; (d) the
blended image with Ty, = 77.

89



Chapter 4: Quantum measurement based double-key double-domain watermarking
strategy for multi-channel quantum images

4.6 Summary of Quantum measurement based double-
key double-domain watermarking strategy for multi-
channel quantum images

A watermarking strategy for quantum images based on quantum measurement, quan-
tum Fourier transform, and multi-channel operations is proposed. The purpose of the
double-key double-domain watermarking strategy is to insert an invisible watermark sig-
nal onto a quantum image in order to produce a watermarked version of the same size as
the original image. The channel of interest, channel swapping operations are used as the
main resources to transform a specific pixel or group of pixels within an image combining
with quantum measurement operation. The resulting watermarked image shows no trace
of the watermark signal, thereby, making the proposed scheme invisible. The proposal
was evaluated using simulation experiments on a classical computer. These simulation-
based experiments demonstrated the feasibility of the proposed strategy in addition to
outperforming some select digital watermarking methods in terms of their overall water-
mark capacity and the visible quality of the watermarked images, such as 8dB better than
QFTW and 3 dB better than WaQI.

In our strategy, all the resources used for image watermarking are multi-channel infor-
mation operations. The geometric operations on quantum images [28], however, are also
the important resources. Hence, in this section, we will discuss this issue. The difference
between MCQI and FRQI is the color qubit/qubits. In FRQI representation, only 1 qubit
is used to encode the color information, hence FRQI can only carry the color information
as a single channel. MCQI, however, assigns three qubits to do this job, and provide a new
data structure, which the multi-channel information are encoded in this representation
simultaneously. Both FRQI and MCQI include two parts, the color qubit part and the
position qubit part. The color qubit part is different as discussed above. The position
qubit part, however, is same. Therefore, all the FRQI based geometric operations can be
transplanted into MCQI directly.

For the future work of this field, the watermarking resources should be extended.
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Not only considering the color information operations, but also considering the geomet-
ric transformations. Fast geometric transformations such as the two-point swapping flip,
co-ordinate swapping, orthogonal rotations and their variants for quantum images, specif-
ically those based on the FRQI representation, are proposed in [28] using the basic quan-
tum gates, NOT, CNOT and Toffoli gates. For an N-sized image, the detailed analysis
of quantum circuits show that the complexity is O(log?N) for two-point swapping and
O(logN) for the other operations. The two-point swapping operation is powerful since
it can be built by arbitrary geometric transformations, but it is slower than the others.
This fact is in contrast to their performance in classical versions but it agrees with the
parallelism characteristic of quantum computation. In terms of their effect on images,
the local transformations are slower than global ones among quantum image processing
operations. The orthogonal rotations are the first examples of applying a succession of
quantum transformations to create new applications on quantum image processing. Al-
1 these GTQI operations can be used to design quantum image watermarking strategy
combining with the operation proposed in this thesis. The GTQI operations, however,
are aiming to change the geometric information on the whole images. The restrict version
of GTQI maybe much more suitable for image watermarking task [21].

Furthermore, One of the problems in the watermarking scheme is the issue on how
to decide places in an image to applied restricted geometric transformations. In order to
improve the whole scheme, the contents of each sub-block should be analyzed more detail.
The visual complexity of images should also be considered, which can be used to improve
the pre-processing step in the watermarking scheme. Using the visual complexity, some
important and useful control parameters can be estimated in many real applications of
image processing, such as image compression, image watermarking, and image retrieval.

Another extension to the proposed scheme is its remodeling to fit in with customized
applications to safeguard other quantum data such as video sound, etc from illicit tam-
pering. Before then, representations to encode some of these data such as sound on the
quantum computing framework must be broached. In the meantime, as a consequence of

often bad correlation between the values obtained and the actual visual quality of the wa-
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termarked images, the use of the PSNR as an evaluation metric for evaluating the fidelity
of watermarked data on the quantum computing paradigm is being reviewed. The pro-
posal advances available literature geared towards safeguarding quantum resources from
unauthorise reproduction and confirmation of their proprietorship in cases of dispute

leading to commercial applications of quantum information.

92



Chapter 5

Conclusion

The speed of our computers increased double every 18 months. In order to continue
this trend, electronic transistors inside our computers are becoming smaller and smaller.
At a certain level of this process, quantum mechanics has to be used to explain the
behavior of the system. This is the observation made by Richard Feynman. Since the
pioneering work, quantum effects are considered in the development of future computing
hardware. Although the field of quantum computation has already been built 30 years
before, the connection between earlier theoretical works with practical applications is still

in a very early state. The main motivation of this research are three-fold:

e building the connection between quantum computation and the image processing

application;
e developing the quantum computation based color transformation;
e by using color transformation to solve real image processing tasks.

Quantum computation and quantum information is a very exciting field in terms of
storing, processing, and transmitting information in a new way based on principle of
quantum mechanics. Images and image processing applications are popular in our daily
life both. From a general viewpoint, images do not depend on computation devices but on
their representation in the devices. When ones store images in a representation, processing

transformations have to use the representation in order to change the images’ content.
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From the above motivations, the research started with the fundamental of image pro-
cessing on quantum computation, quantum image representation. A new proposal of
multi-channel representation for quantum images (MCQI) was proposed in chapter 2 to
allow unitary transformations to apply on quantum images. And it also solve the prob-
lem that other quantum image representations consider the color of an image as a single
channel, which is proved not convenient in the image processing field.

Considering the data structure of MCQI representation, all the FRQI based image
processing operations can be used directly. Furthermore, various transformations, which
focus on changing information about channels (components) of a color image, named
Channel of Interest (Col), Channel Swapping (CS), Color Space Transformation (CST),
and « Blending (aB) operators were proposed based on the FRQI representation of the
images as presented in chapter 3. The transformations serve as foundation blocks to build
quantum image processing. Their complexity in terms of the number of basic quantum
gates was analyzed.

Quantum measurement based double-key double-domain watermarking strategy for
multi-channel quantum images were proposed in chapter 4, which is based on the MCQI
representation and the transformations of channels’ information. In this framework, the

main contributions are three-fold:
e Solve the problem of color quantum image watermarking;
e Provide a new key generation procedure based on quantum measurement;
e The PSNR of the watermarked images are better than the chosen methods.

As discussed in the thesis, the applications of quantum image processing depend on
the three components, the MCQI representation, the channel information operations, and
the design strategies. New applications can be discovered by new contributions in each of

the three components. Therefore, the research can be extended to the following directions.

e Considering the data structure of MCQI, it can be used for capturing more images.
This idea can be applied to color qubit to improve the resolution of information

about color stored in MCQI representation;
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e The aB operator maybe used for making special effect for quantum movies;

e The CST operator provides a possibility to solve the pattern recognition tasks.
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