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Abstract

Public-key encryption is a fundamental cryptographic primitive with which we can communicate
securely over possibly insecure network without shared secret information in advance. Proxy
re-encryption (PRE) extends the traditional public-key encryption to support the delegation of
the decryption rights, in which a proxy is allowed to transform ciphertexts computed under the
public key of the delegator into other ciphertexts for the delegatee. The proxy, however, learns
nothing about the underlying messages encrypted, and has no knowledge of the secret keys of the
delegators and the delegatees.

PRE schemes have many applications in encrypted email forwarding, distributed file stor-
age systems, law enforcement, digital rights management (DRM), and outsourced filtering of
encrypted spam. For PRE schemes, security against chosen ciphertext attacks (CCA security) is
nowadays considered as a standard security notion needed in most practical applications/situations
where PRE schemes are used. There are many notions of CCA security for PRE proposed so far.
However, these notions do not capture all of the essential aspects of the CCA security. In this
thesis, we focus on CCA security notions for PRE and constructing schemes which are secure in
the sense of these security notions.

We begin with Chapter 1 providing some backgrounds and our contributions on PRE. Going
on, in Chapter 2, after introducing notations used in the whole thesis, we review the factoring
assumption, the properties of bilinear maps and the intractability assumptions that our schemes
rely on. Next, we review the definitions on public key encryption, symmetric key encryption, sig-
nature, and target-collision resistant hash function, which are the main tools in our constructions.

According to the direction of transformation, PRE can be classified into two types: unidirec-
tional and bidirectional. In unidirectional PRE, the proxy can only transform ciphertexts from the
delegator to the delegatees. While in bidirectional PRE, the proxy can transform ciphertexts in
both directions. PRE can also be categorized into multi-hop PRE, in which the ciphertexts can be
transformed from Alice to Bob and then to Charlie and so on, and single-hop PRE, in which the
ciphertexts can only be transformed once.

In Chapter 3, we first recall the concepts and the security notions of bidirectional multi-hop,
bidirectional single-hop, and unidirectional single-hop PRE. We then present new CCA secu-
rity definitions for both bidirectional single-hop, and unidirectional single-hop PRE by extending
those of the previous works. In order to point out why our security models are stronger than those
of the previous works, we present concrete PRE schemes which are secure in their model, but
are not secure in our models. In this chapter, we also review the model and security definitions
of conditional PRE (CPRE) which is a variant of proxy re-encryption, where only the ciphertext
satisfying one condition set by the delegator can be transformed by the proxy and then decrypted
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by the delegatee.

In Chapter 4, we focus on constructing PRE schemes which are based on the hardness of
the factoring problem. In particular, we present three PRE schemes. The first is a CPA-secure
bidirectional multi-hop PRE scheme. The second is a CCA-secure bidirectional single-hop PRE
scheme. The last is a CCA-secure unidirectional single-hop PRE scheme. The first is in the
standard model, and the others in the random oracle model. In order to construct the second and
the third schemes, we propose a new factoring-based strong signature scheme which is a variant
of the Schnorr signature scheme.

In Chapter 5, we first show that the PRE scheme proposed by Shao, Liu, and Zhou in the
Journal of Systems and Software 85(3) is vulnerable to chosen-ciphertext attack. We then propose
a unidirectional single-hop PRE scheme which is secure in the full CCA security model. Our
scheme relies on mild complexity assumptions in bilinear groups without random oracles.

In Chapter 6, we first show that the CPRE scheme proposed by Liang, Liu, Tan, Wong,
and Tang in ICISC2012 is vulnerable to chosen-ciphertext attack. We then propose two CPRE
schemes which are secure against the selective and adaptive condition chosen-ciphertext attack,
respectively. These schemes are extended from the CCA-secure PRE scheme proposed in Chapter
5. Our schemes are the first CPRE schemes which are secure against condition chosen-ciphertext
attack without random oracles.

We conclude the thesis and give several open problems in Chapter 7.
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Chapter 1

Introduction

Contents
1.1 Background . .. ... ... ittt e e e 1
1.2 Contributions . . . ... .. i e e e e e e e e 5
1.3 Organization . . . . . . . . o0ttt i i ittt i i e e e 8

1.1 Background

Public-key encryption (PKE) refers to a cryptographic system requiring two separate keys, one to
lock or encrypt the plaintext and one to unlock or decrypt the ciphertext. They are called pub-
lic key and secret key, respectively. Neither key will do both functions. The publicly available
encrypting-key is widely distributed, while the private decrypting-key is known only to the recip-
ient. Messages are encrypted with the recipient’s public key and can only be decrypted with the
corresponding secret key.

Proxy Re-Encryption. Proxy re-encryption (PRE), first introduced by Blaze, Bleumer, and
Strauss in [8], extends the traditional PKE to support the delegation of the decryption rights, in
which a proxy is allowed to transform ciphertexts computed under the public-key of Alice (the
delegator) into other ciphertexts for Bob (the delegatee). The proxy, however, learns nothing about
the underlying messages encrypted, and has no knowledge of the secret keys of the delegators and
the delegatees.

PRE schemes have applications in encrypted email forwarding [8], distributed file storage
systems [4], law enforcement [34], digital rights management (DRM), and outsourced filtering of
encrypted spam [4]. In all these cases, the gist is that the process of re-encryption, i.e., decrypting
under one key for encryption under another key, should not allow the re-encryptor module to
compromise the secrecy of encrypted messages.

According to the direction of transformation, PRE can be classified into two types: unidi-
rectional and bidirectional [34]. In unidirectional PRE, the proxy can only transform ciphertexts
from Alice to Bob. While in bidirectional PRE, the proxy can transform ciphertexts in both

1



directions. PRE can also be categorized into multi-hop PRE, in which the ciphertexts can be
transformed from Alice to Bob and then to Charlie and so on, and single-hop PRE, in which the
ciphertexts can only be transformed once [34].

In 1998, Blaze, Bleumer, and Strauss [8] proposed the first bidirectional PRE scheme. It is
based on a simple modification of the Elgamal encryption scheme [21]. This scheme is efficient
and semantically secure under the decisional Diffie-Hellman (DDH) assumption.

In 2005, Ateniese, Fu, Green, and Hohenberger [3, 4] showed the first examples of unidi-
rectional PRE schemes based on bilinear maps. Moreover, they obtained the master key security
property in that the proxy is unable to collude with the delegatees in order to expose the delegator’s
secret. The constructions [3, 4] are also efficient, semantically secure assuming the intractability
of decisional variants of the bilinear Diffie-Hellman problem [11]. These PRE schemes only en-
sure the chosen-plaintext (CPA) security, which seems definitely insufficient for many practical
applications.

In 2007, Canetti and Hohenberger [16] gave a definition of security against chosen ciphertext
attacks (CCA) for bidirectional PRE schemes and described an efficient construction satisfying
this definition (for bidirectional schemes but easily adaptable for the unidirectional case, as ex-
plained in [42]). Their security analysis takes place in the standard model (without the random
oracle heuristic [6]). Like the scheme in [8], their construction is bidirectional and they left as an
open problem to come up with a CCA-secure unidirectional scheme.

In 2008, Libert and Vergnaud [42] partially resolved this problem by presenting a unidirec-
tional single-hop PRE scheme without random oracles. They proved that their scheme is secure
against the replayable chosen-ciphertext attack (RCCA) [15]. Here the RCCA security is a weaker
variant of the CCA security in the sense that a harmless mauling of the challenge ciphertext is tol-
erated.

In 2010, Matsuda, Nishimaki, and Tanaka [45] proposed a bidirectional multi-hop PRE
scheme without bilinear maps, and claimed that their scheme is CCA-secure in the standard
model. However, in 2011, Weng, Zhao, and Hanaoka [67] presented a concrete attack, and in-
dicated that the scheme proposed by Matsuda, Nishimaki, and Tanaka fails to achieve the CCA-
security.

In 2011, Shao, Liu, and Zhou [55] proposed a construction of unidirectional single-hop PRE
and claimed that their scheme achieves key privacy without losing the CCA security in the stan-
dard model, which is an open problem left by Ateniese et al. [2]. In this thesis, however, we
will show that their scheme is vulnerable to chosen-ciphertext attack (see Section 5.2 for more
details).

In 2012, Hanaoka, Kawai, Kunihiro, Matsuda, Weng, Zhang, and Zhao [25] proposed a CCA
security definition for PRE, and claimed that it is stronger than all the previous works. They also
presented a unidirectional single-hop scheme which is secure in their security model. As we will
show, their model can be further strengthened (see Section 3.3.3 for more details).

Conditional Proxy Re-Encryption. The traditional PRE is too powerful since it allow the
proxy to convert all of Alice’s second-level ciphertexts, without any discrimination. Rather than
performing the conversion of all ciphertexts, in many cases, it may be sufficient for the proxy
to convert only the ciphertext with a specific keyword. To address this issue, in 2009, Weng,
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Deng, Ding, Chu, and Lai [66] introduced the concept of conditional proxy re-encryption (CPRE),
whereby Alice has a fine-grained control over the delegation. As a result, Alice can flexibly as-
sign Bob the decryption capability based on the conditions attached to the messages using a proxy.
For example, suppose Alice is on vacation. She can make Bob to read only those messages which
have the keyword “urgent” in their subject. This flexible delegation is obviously not possible with
PRE schemes. To realise a CPRE scheme, in [66], Weng et al. used bilinear pairings and random
oracles. They claimed that their scheme is secure against chosen-ciphertext attack. However, later
in 2009, Weng, Yang, Tang, Deng, and Lai [68] showed that the scheme of Weng et al. [66] fails
to achieve the CCA security. They then proposed a CPRE scheme, and proved its CCA-security
under the well-studied decisional bilinear Diffie-Hellman (DBDH) assumption in the random or-
acle model. In the same paper, they left an open question of constructing a CCA-secure CPRE
scheme without random oracles.

Recently, employing CPRE in the identity-based cryptographic setting, Liang, Liu, Tan,
Wong, and Tang [40] defined the notion of identity-based conditional proxy re-encryption
(IBCPRE) which can be seen as an extension of identity-based proxy re-encryption. They then
proposed a construction for this primitive and claimed that their scheme achieves secure against
adaptive condition and adaptive identity chosen-ciphertext attack in the standard model. One
might consider that this is an answer to the open problem left by Weng et al. [68]. However,
it is not known that IBCPRE, in general, implies CPRE. This is because these primitives are in
different settings: in the model of IBCPRE it needs a trusted private key generator to generate
all secret keys for identities, but in that of CPRE each user can generate a secret key by himself.
In addition, in this thesis, we show that the scheme proposed by Liang et al. [40] is vulnerable
even to selective condition chosen-ciphertext attack (see Section 6.2 for details). Therefore, how
to construct a CCA-secure (IB)CPRE scheme without random oracles is still an open problem so
far.

Related Works. Many papers in the literature, the first one of which being [44] by Mambo and
Okamoto, consider applications where data encrypted under a public key should eventually be
encrypted under a different key. In proxy encryption schemes [34, 35], a receiver Alice allows
a delegatee Bob to decrypt ciphertexts intended for her with the help of a proxy by providing
them with shares of her private key. This requires delegatees to store an additional secret for each
new delegation. Ivan and Dodis [34] present efficient proxy encryption schemes based on RSA,
the decision Diffie-Hellman problem as well as in an identity-based setting [11, 12, 53] under
bilinear-map-related assumptions.

Proxy re-encryption schemes are a special kind of proxy cryptosystems where delegatees only
need to store their own decryption key. They find applications in secure e-mail forwarding, digital
rights management (DRM) or distributed storage systems (e.g., [3, 4]). The signature analogue,
also suggested by Blaze et al. [8] in 1998, of PRE systems was formalized by Ateniese and Hohen-
berger [5] in 2005. The two techniques were notably combined [60] to design interoperable DRM
systems where digital content can be translated between devices from different DRM domains.

From a theoretical point of view, the first positive obfuscation result for a complex crypto-
graphic functionality was presented by Hohenberger, Rothblum, Shelat and Vaikuntanathan [30]:
they proved the existence of an efficient program obfuscator for a family of circuits implementing
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re-encryption.

In [2], Ateniese, Benson, and Hohenberger analyzed the notion of ciphertext anonymity (a.k.a.
key privacy) in proxy re-encryption. This notion demands that even the proxy performing trans-
lations be unable to infer useful information on the identities of the participants between which
it re-encrypts ciphertexts. PRE with this property can be useful in various applications such as
distributed file systems, digital rights management, credential system, and mailing lists. The first
key-private PRE was proposed by Ateniese et al. [2]. This scheme is only CPA-secure. The
first CCA-secure key-private PRE was proposed by Shao, Liu, Wei, and Ling [59]. This scheme
is proven secure under the decisional Diffie-Hellman assumption in the random oracle model.
More recently, Zheng, Zhu, Zhu, and Zhang [69] proposed an improved key-private PRE with
CCA security. The first lattice based key-private PRE was proposed by Aono, Boyen, Phong, and
Wang [1]. These two schemes are also CCA-secure in the random oracle model.

Recently, as cloud computing emerges, PRE gains much more attention as one of the key
security components to provide secure cloud services. The security against corrupted proxies is
especially important in such applications since the proxies may be out of control of honest users
and the proxies are more likely to be attacked than those in on-premise systems. In [3], Ateniese
et al. mentioned the security notion, non-transferability, with respect to the security against ma-
licious proxies, which is described as “The (malicious) proxy and a set of colluding delegatees
cannot re-delegate decryption rights.” They also note that “achieving a proxy scheme that is
non-transferable, in the sense that the only way for Bob to transfer offline decryption capabilities
to Carol is to expose his own secret key, seems to be the main open problem left for proxy re-
encryption.” Until now, some attempts for non-transferable PRE have been taken. For example,
in the scheme proposed by Libert and Vergnaud [41], a delegator can identify the malicious prox-
ies by analyzing a re-encryption key to convert ciphertexts of the delegator into some malicious
user’s generated (forged) by the colluding proxies and delegatees. Although it is one possible ap-
proach to the non-transferable PRE, it still cannot prevent colluding proxies and delegatees from
re-delegating the decryption rights. Further, the scheme is less efficient in the sense that the ci-
phertext size depends on the number of delegations and it is only proved to be secure against cho-
sen plaintext attack (CPA). In the scheme by Wang et al. [63] which is an ID-based PRE scheme,
a trusted third party (privatekey generator, PKG) takes part in generating re-encryption keys. This
approach, however, is not a complete solution to non-transferable PRE because, as pointed out by
He, Chim, Hui, and Yiu [27], it is just a transformation of “delegatee-proxy-collusion transfer-
able problem” to “PKG alone transferable problem.” In the ID-based scheme by He, Chim, Hui,
and Yiu [27], the delegator and the delegatee communicate and send some information to each
other to generate the re-encryption key (The delegator also communicates with PKG). Therefore,
colluding proxies and delegatees cannot generate a new re-encryption key without delegator’s
help. In IWSEC 2011, Hayashi, Matsushita, Yoshida, Fujii, and Okada introduced the unforge-
ability of re-encryption keys against collusion attack (UFReKey-CA), which is a relaxed notion
of the non-transferability. They also proposed a stronger security notion, the strong unforgeabil-
ity of re-encryption keys against collusion attack (sUFReKey-CA). Since sUFReKey-CA implies
UFReKey-CA and sUFReKey-CA is simpler (i.e. easier to treat) definition than UFReKey-CA,
sUFReKey-CA is useful to prove UFReKey-CA. They then proposed two concrete constructions
of PRE and claimed that they meet both replayable-CCA security and sUFReKey-CA under two
new variants of the Diffie-Hellman inversion assumption. However, in [31], Isshiki, Nguyen, and

4



Tanaka presented two concrete attacks to their PRE schemes. The first attack is to the sSUFReKey-
CA property on their two schemes. The second attack is to the assumptions employed in the
security proofs for sUFReKey-CA of their two schemes. Therefore, it is an open problem of
constructing UFReKey-CA secure PRE schemes.

In [24], Green and Ateniese studied the problem of identity-based PRE and proposed a unidi-
rectional scheme that can be made chosen-ciphertext secure. Their security results are presented
only in the random oracle model. Chu and Tzeng [18] proposed a new multi-hop unidirectional
identity-based proxy re-encryption scheme in the standard model. However, their scheme is not
chosen-ciphertext secure, Shao and Cao [54] pointed out that its transformed ciphertext can be
modified to another well-formed transformed ciphertext by anyone. In [38], Lai, Zhu, Deng,
Liu, and Kou gave new constructions on IB-PRE which are based on identity-based mediated
encryption. Luo, Hu, and Chen [43] also gave a new generic IB-PRE construction based on an
existing IBE scheme. All these schemes follow Green-Ateniese token paradigm, which makes
the decryption cost and size of ciphertext grow linearly with the re-encryption times. In addi-
tion, Matsuo [46] proposed a new proxy re-encryption system for identity-based encryption, but
his solution needs a re-encryption key generator to generate re-encryption keys. Wang, Cao, and
Wang [62] proposed the first CCA-secure IBPRE scheme in the standard model. Shao, Wei, Ling,
and Xie [56] proposed an identity-based conditional proxy re-encryption. Recently, Shao and
Cao [58] proposed a generic construction for IBPRE from non-anonymous hierarchical identity-
based encryption. However, none of the above IBPRE schemes are anonymous. The first anony-
mous IBPRE scheme was proposed by Shao [57].

1.2 Contributions
The contributions of the thesis are summarized below:

e New CCA security notions for PRE: In CT-RSA 2012, Hanaoka et al. [25] proposed a
chosen-ciphertext (CCA) security definition for unidirectional single-hop PRE, and claimed
that it is stronger than all of the previous works. However, in this work, we show that their
definition is indeed only a somewhat strengthened variant of the replayable-CCA one, and
does not fully capture the CCA security notion. We then present a new CCA security
definition which is extended from theirs. In particular, our new definition naturally extends
that of [14] by giving an adversary all the possible resources as the observation by Hanaoka
et al. [25]. Then, we point out why our security model is stronger than that of Hanaoka et
al. [25] by giving PRE schemes which are secure in the model of [25] but are not secure in
our model (See Section 3.3.3). Moreover, our security model is the strongest one to date.
By the same way, we also present a new CCA security definition for bidirectional single-
hop PRE. Finally, we extend this CCA security notion to the framework of unidirectional
single-hop CPRE and obtaining new selective and adaptive CCA security notions for CPRE,
respectively.

e Factoring-Based Proxy Re-Encryption Schemes: In this work, we propose the first PRE
schemes based on the hardness of the factoring problem. In particular, we make the follow-
ing contributions:



1. We present a CPA-secure bidirectional and multi-hop PRE scheme, under the fac-
toring assumption, in the standard model (i.e., without the random oracle idealiza-
tion). Our scheme based on the public key encryption (PKE) scheme proposed by
Wee [65] which is indistinguishable against chosen-plaintext attack (IND-CPA). (See
Section 4.3.1).

2. We present a bidirectional and single-hop PRE scheme which is secure against the
chosen-ciphertext attack, under the factoring assumption in the random oracle model.
In order to construct the scheme, we modify the IND-CPA-secure PKE [65] such that
it achieves the IND-CCA security by using Fujisaki-Okamoto transformation. We
also propose a new factoring-based strongly unforgeable signature scheme which is
a variant of the Schnorr scheme [50]. By combining these two primitives, we obtain
a CCA-secure PRE scheme. Our scheme achieves the CCA security on both second-
level and first-level (i.e., the original and transformed, respectively) ciphertext in the
random oracle model. (See Section 4.3.2).

3. We present a CCA-secure unidirectional and single-hop PRE scheme by using “token-
controlled encryption” technique to extend the above bidirectional and single-hop
PRE scheme. Hence, the security of this scheme is also proven in the random ora-
cle model, assuming the hardness of factoring. This scheme also achieves the CCA
security on both second-level and first-level ciphertext. (See Section 4.3.3).

e A Proxy Re-Encryption Scheme with Bilinear Maps: In this work, we first show that
the PRE scheme proposed by Shao et al. [55] is vulnerable to chosen-ciphertext attack, and
present a concrete attack to break the CCA security of it. We then propose a unidirectional
PRE scheme which is secure in the full CCA security model without random oracles. This
is also the first CCA-secure unidirectional PRE scheme in the standard model. Our scheme
is efficient and relies on a mild complexity assumption in bilinear groups. Additionally, our
scheme also achieves the security in the sense of master secret security which is proposed
by Ateniese et al. [4].

See Table 1 for details of the comparison on our PRE schemes with related previous works.
ROM stands for the random oracle model. “1st-CCA” means that the CCA security of
the first-level ciphertext. “<” and “—” mean “bidirectional” and “unidirectional”, respec-
tively.

e CCA-Secure Conditional Proxy Re-Encryption Schemes without Random Oracles: In
this work, we first show that the CPRE scheme proposed by Liang et al. [40] is vulnera-
ble to chosen-ciphertext attack, and present a concrete attack to break the CCA security of
it. We then propose two CPRE schemes which are secure against the selective and adap-
tive condition chosen-ciphertext attack (sCond-CCA and aCond-CCA, for short), respec-
tively. These schemes are extended from the CCA-secure PRE scheme proposed in Sec-
tion 5.3. Specifically, the first scheme is constructed by using the technique of constructing
the selective-identity secure identity-based encryption proposed by Boneh and Boyen [13].
The other one is presented by using the technique of constructing the adaptive-identity se-
cure identity-based encryption proposed by Waters [64]. Both of these two schemes can be
proved secure without random oracles, which answers the problem left by Weng et al. [68].
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Table 2: Comparison of our results with the existing CPRE schemes.

Authors Assumption Ziflflue r\l/te)l, ng 1st-CCA | Bilinear Map | ROM | Direction | Hop
BBS98 [8] DDH CPA no no no <> multi
AFGHOS [3] eDBDH CPA no yes no — single
CHO7 [16] DBDH RCCA no yes no <> multi
LVO08 [42] 3-wDBDHI RCCA no yes no — single
DWLCOS [20] CDH CCA no no yes single
CWYDI0 [17] CDH CCA no no yes — single
CDL11 [14] CDH CCA yes no yes — single
HMY+11 [26] 3-wDBDHI RCCA no yes no — single
HKK+12 [25] DBDH CCA no yes no — single
Ours(Sec. 4.3.1) Factoring CPA no no no — multi
Ours(Sec. 4.3.2) Factoring CCA yes no yes > single
Ours(Sec. 4.3.3) Factoring CCA yes no yes — single
Ours(Sec. 5.3) g-izlz]égﬁ CCA yes yes no — single
Table 1: Comparison of our PRE schemes with previous works.
Authors Assumption 2rslf1(—:ll; r\tte)ll ng Ist-CCA | ROM

WDD+09 [66] 3-QBDH not Cond-CCA no yes

WYT+09 [68] DBDH adaptive Cond-CCA yes yes

FSWO09 [22] 3-QDBDH & ¢-ABDHE | adaptive Cond-RCCA — no

CWC+09 [19] n-BDHE selective Cond-RCCA — no

VSRRI11 [61] CDH adaptive Cond-CCA — yes

LLT+12 [40] DBDH not Cond-CCA no no

LHS+13 [39] (P,Q, f)-GDDHE adaptive Cond-CCA — yes

SYL13 [51] q-wDBDHI adaptive Cond-RCCA — no

Ours (Sec. 6.3.1) 6-AmDBDH selective Cond-CCA yes no

Ours (Sec. 6.3.2) 6-AmDBDH adaptive Cond-CCA yes no




It is interesting that our schemes have the same length of a public key, a secret key, and
a ciphertext as the PRE scheme in Section 5.3. Our schemes have also almost the same
computational cost as the underlying scheme (see Section 6.3.3 for details).

See Table 2 for details of the comparison about our schemes with related previous works.
“not Cond-CCA” means that the corresponding scheme fails to achieve the condition CCA-
security. “Cond-RCCA” stands for condition replayable CCA-security. “—" means that the
CCA security of the corresponding scheme is not considered.

1.3 Organization

The rest of the thesis is structured as follows:

In Chapter 2, after introducing notations used in the whole thesis, we review the factoring
assumption, the properties of bilinear maps and the intractability assumptions that our schemes
rely on. Next, we review the models and security definitions on public key encryption, symmetric
key encryption, signature, and target-collision resistant hash function, which are the main tools in
our constructions.

In Chapter 3, we first recall the concepts and the security notions of bidirectional multi-hop
PRE. In Section 3.2, we then review the model of bidirectional single-hop PRE, and present
new CCA security notions for it. In Section 3.3, we present new CCA security definitions for
unidirectional single-hop PRE by extending that of the previous works. In order to point out
why our security models are stronger than those of the previous works, we present concrete PRE
schemes which are secure in their model, but are not secure in our models. In Section 3.4, we
review the model and present new CCA security definitions of conditional PRE.

In Chapter 4, we focus on constructing PRE schemes which are based on the hardness of
the factoring problem. In Section 4.2, we introduce a new factoring-based strongly unforgeable
signature scheme which will be used to construct our schemes. In Section 4.3, we first propose a
bidirectional multi-hop PRE scheme and show that it meets the CPA security under the factoring
assumption, in the standard model (i.e., without using random oracles). We then present our
main scheme which is CCA secure (in the random oracle model) under the factoring assumption.
Finally, we show how to extend our main scheme to achieve a unidirectional and single-hop PRE
scheme which is secure in the sense of chosen-ciphertext attack. The security proofs of these
schemes are given in Section 4.4.

In Chapter 5, we first give an overview of CCA-secure PRE in the literature. We then show
that the PRE scheme proposed by Shao et al. [55] is vulnerable to chosen-ciphertext attack in
Section 5.2. In Section 5.3, we propose a unidirectional single-hop PRE scheme which is secure
in the full CCA security model without random oracles. Our scheme is obtained by extending the
PKE scheme proposed by Lai, Deng, Liu, and Kou [37]. The security proofs of these schemes are
given in Section 5.5.

In Chapter 6, we first give introductions and backgrounds of CPRE. We then show that the
CPRE scheme proposed by Liang et al. [40] is vulnerable to chosen-ciphertext attack in Sec-
tion 6.2. In Section 6.3, we then propose two CPRE schemes which are secure against the selective
and adaptive condition chosen-ciphertext attack, respectively. These schemes are extended from
the CCA-secure PRE scheme proposed in Chapter 5. Our schemes are the first CPRE schemes
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which are secure against condition chosen-ciphertext attack without random oracles. The security
proofs of these schemes are given in Section 6.4.
Finally, we conclude in Chapter 7, and give several open problems.
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Chapter 2

Preliminaries

Contents
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2.6 Target-Collision Resistant Hash Function . . . . ... ... ........... 18

2.1 Notations

We denote by N the set of all integers, and for an integer & € N we denote by [k] the set {1,...,k}.
If Sis aset then s <—p S denotes the operation of picking an element s of S uniformly at random.
A probabilistic polynomial-time (PPT) algorithm is a randomized algorithm which runs in strict
polynomial time. For a probabilistic algorithm A, we denote y = A(x; R) the process of running
A on input x and with randomness R, and assigning y the result. We write y = A(xz; ) if the
randomness R is unknown. We write y <— A(z) for y = A(z; R) with uniformly chosen R from
the randomness space of A. By A we denote the security parameter, which indicates the “amount
of security” we desire. We use negl(n) to denote a negligible function in n, i.e., it always holds

that negl(n) < 1/n° for any 0 < ¢ € Z for sufficiently large n.

2.2 Cryptographic Assumptions

In this section, we review several cryptographic assumptions on which our schemes are based. We
start by reviewing the factoring assumption. Then, we recall the properties of bilinear maps and
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present a new assumption which is a variant of the modified decisional bilinear Diffie-Hellman
assumption (a.k.a. mDBDH assumption). Finally, we review the gap hashed Diffie-Hellman
assumption proposed by Kiltz [36].

2.2.1 Factoring Assumption

Let N = PQ be a Blum integer for safe primes P,Q, i.e., P,QQ = 3 (mod 4) where p =
(P—1)/2and g = (Q — 1)/2 are both primes. Let Jn denote the subgroup of Z%}, with Jacobi
symbol +1, and let QR denote the subgroup of quadratic residues (i.e. QRy = {z € Z} :
dy € Z} with y> = x mod N}). Following [28, 29], we work over the cyclic group of signed
quadratic residues, given by the quotient group QR}, := QR / =+ 1. QR} is a cyclic group of
order pq and is efficiently recognizable (by verifying that the Jacobi symbol is +1). In addition,
the map z +— =2 is a permutation over QR}. Furthermore, assuming that factoring Blum integers
are hard on average and that safe primes are dense, the family of permutations SQ : = — 22
(indexed by N) acting on the groups QRJJ\} is one-way.

Factoring Assumption. We assume a probabilistic polynomial time (PPT) algorithm BlumGen
that, on input a security parameter 1¥, generates two random safe \-bit primes P = 2p + 1 and
Q = 2q + 1, then outputs a Blum integer N = PQ).

Definition 1 (Factoring Assumption [29]). For an algorithm A, we define its factoring advantage
as

AdVEimGen.a(k) == Pr|N = PQ : N +- BlumGen(1*), A(N) = (P,Q)| .
We say that the (t,e)-Factoring assumption for BlumGen holds if no t-time algorithm A has
factoring advantage at least e.

Iterated Squaring. Following [65], in our constructions, we make use of (IV, g) as a part of
the public parameter, where N is a random 2\-bit Blum integer and g is chosen uniformly from
@RE. We will henceforth assume ¢ is a generator for QR,, which happens with probability
1 — O(1/+v/N). Assuming that factoring Blum integers are hard on average and that safe primes
are dense, the family of permutations I1SQ : z — 22" (indexed by N) acting on the groups QRJJ\;
is one-way. Using the Blum-Blum-Shub (BBS) pseudorandom generator [9], we may extract A
hard-core bits from x € QR} that are pseudorandom even given 22", that is:

BBSx(z) := <IsbN(x), Isby (22, .. ., |sbN(x2H)) .
The pseudorandomness of BBS is defined as follows.

Definition 2 (Pseudorandomness of BBS Generator [29]). For an algorithm A, define

AdvBBS(\) = ‘Pr[.A(N, z, BBSy(u)) =1] — Pr [.A(N, z,Upg13r) = 1]

)

where N + BlumGen(1*),u +r QRy,z = u?", and Uiy €10, 1} is independently and
uniformly chosen. We say that A (t,e)-breaks BBS if A’s running time is at most t = t(\) and
AdvEBS(X) > e = ().
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The following lemma says that any BBS-distinguisher can be used to factor Blum integers.
See [29] for the proof.

Lemma 1 (BBS-distinguisher = Factoring Algorithm [9, 29]). For every algorithm A that
(tBBS,eBBS)-breaks BBS, there is an algorithm B the (t,., € foc )-factors Blum integers, where
tfae = k4tBBS/5QBBS and € o = eppc /A

Therefore, since the factoring assumption implies the one-wayness of 1ISQ, we have the fol-
lowing trivial lemma.

Lemma 2 ([29]). ISQ is a one way function <= the factoring problem is hard.

2.2.2 Bilinear Maps and Complexity Assumptions

Groups (G, Gp) of prime order p are called bilinear map groups if there is a mapping e : GXG —
G with the following properties: (1) bilinearity: e(g?, h’) = e(g, h)® for any (g,h) € G x G
and a,b € Zj, (2) efficient computability for any input pair, (3) non-degeneracy: e(g, h) # lg,.
whenever g, h # 1g.

In this thesis, the proposed scheme shall use a variant of the modified decisional bilinear
Diffie-Hellman assumption (a.k.a. mDBDH assumption) [16, 49] named 6-augmented modified
decisional bilinear Diffie-Hellman (6-AmDBDH) assumption. The details of this assumption is
as follows.

Definition 3 (6-AmDBDH Assumption). The 6-augmented modified decisional
bilinear  Diffie-Hellman (6-AmDBDH) problem in  groups (G,Gr) is,  given
(9,9% g% g% g%, g%, g%, g, %", %" Q) € G0 x Gy, where a,b,c g Ly, decide
whether Q = e(g, g)“b/ < holds. For an adversary A, we define its advantage in solving the
6-AmDBDH problem in groups (G, Gr) as

Adv?‘A-AmDBDH def
|Pr[A(g. 9% 6", 6%, 67, g%, 9%, 9%, g g% elg, 9) ) = 1]a,b,c + R Z,)
— PrlA(g,9% 6" 9% 9%, 67 g% 97 9% g Le(9. 9)F) = La,b, e,z +p L.

We say that the (t,e)-6-AmDBDH assumption holds in (G, Gr) if no t-time adversary A has
advantage at least ¢ in solving the 6-AmDBDH problem in (G, Gr).

The hardness of the 6-AmDBDH problem is implied by that of the general Diffie-Hellman
problem in the generic bilinear group model [10]. In particular, a generic attacker’s advantage in
solving the 6-AmDBDH problem is less than 16 times of that in solving the DBDH problem. The
details are given in Section 5.4.

We also use a variant of the computational Diffie-Hellman assumption (a.k.a. CDH as-
sumption) named 2-augmented modified computational Diffie-Hellman (2-AmCDH) assumption,
which is almost identical to the CDH assumption except the introduction of the additional terms

ba® L
g, ge.
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Definition 4 (2-AmCDH Assumption). The 2-augmented modified computational Diffie-Hellman
(2-AmCDH) problem is computing g*° given (g, g%, ", gb“Q, gg) € G°, where a,b g L.
For an adversary A, we define its advantage in solving the 2-AmCDH problem in G as
AdvHAMCPH — prA(g, ¢, gb,gbGQ,gg) = g%], where the probability is taken over the ran-
dom choices of a,b and those made by A. We say that the (t,)-2-AmCDH assumption holds in
G if no t-time algorithm A has advantage at least € in solving the 2-AmCDH problem in G.

2.2.3 The Gap Hashed Diffie-Hellman Assumption

Following [36], let Gen be a parameter generation algorithm that on input 1* returns the de-
scription of a multiplicative cyclic group G of prime order p, where 2 < p < 2F*! and a
random generator g of G. Gen furthermore outputs the description of a random hash function
H : G — {0,1}*®) that outputs ¢(k) bits for a fixed polynomial £(-).

The gap hashed Diffie-Hellman (GHDH) assumption [36] states, roughly, that the two dis-
tributions (g%, g¥, H(¢g"¥)) and (¢”, ¢, R) are computationally indistinguishable when x,y are
drawn at random from Z, and R is drawn at random from {0, 1}4) . This assumption should
hold relative to an oracle that efficiently solves the DDH problem (See [36] for more details).

More formally let Gen be a parameter generation algorithm. To an adversary I3 we associate
the following experiment.

Experiment Expf.",(1%),

HG = (G, g,p, H) < Gen(1¥),

2,y <R Z Qo < r {0,1}*W), Q1 + H(g™),
v <r {0,1},

A/ ¢~ BPDHsolves (o) (1K 4G g% gV, Q).

If v # 4/ then return 0 else return 1.

Here the oracle DDHsolveg (g, g%, g%, g¢) returns 1 iff ab = ¢ mod p. Note that, since we
make use of bilinear map, e(-,-) can be used to simulate the oracle DDHsolveg. We define the
advantage of B in the above experiment as

hdh 1
Pr {Expéen,g(lk) = 1} ——.

hdh
AdVgGen,B(k) = 2

. . . hdh .
We say that the GHDH assumption relative to group generator Gen holds if Advé en,B(k:) is a
negligible function in k for all polynomial-time adversaries B.

2.3 Public Key Encryption

In this section, we introduce the notions and attack models of public-key encryption. Public-key
encryption is one of the most popular cryptographic primitives. It is used to send messages safely
from the sender to the receiver using an open channel. Here an open channel means that anyone
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can eavesdrop the communication between the sender and the receiver. Therefore, public-key en-
cryption schemes require that messages are correctly sent from the sender to the receiver, and the
messages cannot be guessed by others, even if the communication of the scheme is eavesdropped
on.

Formally, a public-key encryption is a three tuple of algorithms II = (KGen, Enc, Dec).
The key generation algorithm K Gen generates a pair (pk, sk) <—r KGen(1™), where pk is a
public key and sk is a secret key. The encryption algorithm Enc takes a public key pk and a
plaintext m, and returns a ciphertext ¢ <—r Encpyi(m). The decryption algorithm Dec takes a
secret key sk and a ciphertext ¢, and returns m or reject (denoted by ). It is required that for any
(pk, sk) <—r KGen(1™), any message m from the plaintext space, it holds that

Dec(sk, Enc(pk,m)) = m.
The chosen-plaintext attack (IND-CPA) game is defined as follows.

Definition 5 (IND-CPA attack). A public-key encryption scheme 11 = (KGen, Enc, Dec) is IND-
CPA secure if for any PPT adversary A = (Ay, Ag) it holds that

AdvIrll\fB'CPA (n) def

Pr [Expt%\fg'CPA(O) = 1} —Pr [Expt%\fg'cpA(l) = 1} ‘
is negligible in n, where Expt{{IAD'CPA(b) is defined as follows:

1. (pk,sk) + KGen(1™).

2. (mg,mq, sta,) < A1(pk) such that |mg| = |my]|.

3. C <+ Encpr(my).

4.V« Ay(C,sta,).

5. Output V.

In the a-priori chosen-ciphertext attack (IND-CCA1) game, the adversary is allowed to adap-
tively access a decryption oracle Dec(sk,-) before choosing a pair of messages and sending to
the challenger. Where, Dec(sk, ) is an algorithm that receives as input a ciphertext and outputs
a decryption using the secret key sk.

Definition 6 (IND-CCAI1 attack). A public-key encryption scheme 11 = (KGen, Enc, Dec) is
IND-CCAI secure if for any PPT adversary A = (Ay, As) it holds that

AdV{—II\jB_CCAl (TL) d;f

Pr {Expt%\fg'CCAl(O) = 1} —Pr [Expt%\fg'ccm(l) = 1] ‘
is negligible in n, where Expt{%\fAD'CCAl(b) is defined as follows:
1. (pk,sk) < KGen(1").
Dec(sk,-)
2. (mo,mq,sta,) < A (pk) such that |mg| = |my|.
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3. C <+ Encpr(my).

4.V« Ay(C,sta,).

5. Output V.

In the adaptively-chosen-ciphertext attack (IND-CCA?2) game, the adversary is allowed to
adaptively access a decryption oracle Dec(sk, -) not only before choosing a pair of messages and

sending to the challenger, but also after that. We denote by Dec_+c(sk, -) a decryption oracle that
decrypts any ciphertext other than c.

Definition 7 (IND-CCA2 attack). A public-key encryption scheme 11 = (KGen, Enc, Dec) is
IND-CCA?2 secure if for any PPT adversary A = (Ay, Ag) it holds that

Adv%\fAD-CCAz (n) def

Pr {Expt{%\fAD'CCAz(O) = 1} —Pr [Expt%\zg'ccm(l) = 1] ‘
is negligible in n, where Expt{%\fAD'CCAz(b) is defined as follows:

1. (pk,sk) « KGen(1™).

2. (mg,mq,sta,) < A?EC(Sk")(pk) such that |mg| = |mq].

3. C + Encyr(my).

4.+ AP R (o se0).

5. Output V.

2.4 Symmetric Key Encryption

We review the formal notion of symmetric key encryption and its security definition as follows.

Definition 8 (Symmetric Key Encryption [7]). Let Kp be the key space, and M be the message
space. A symmetric key encryption scheme SYM consists of the following algorithms:

1. SYM.Enc: Taking a key K € Kp and a plaintext M € M as input, this algorithm encrypts
M into a ciphertext e. We write e < SYM.Enc(K, M).

2. SYM.Dec: Tuking K € Kp and e as input, this algorithm decrypts e into M. Note that M
can be L. We write M <~ SYM.Enc(K,e).

Definition 9 (CCA Security of Symmetric Key Encryption [7]). Let SYM be a symmetric key
encryption scheme as defined in Definition 8. Consider a game played with an attacker A:

Phase 1. The game chooses K +gr Kp.

Phase 2. A issues encryption queries, each of which is denoted by M. On receiving this,
the game computes ¢ < SYM.Enc(K, M) and gives e to A. A also issues decryp-
tion queries, each of which is denoted by e. On receiving this, the game computes
M + SYM.Dec(K,e) and gives M to A.
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Challenge. A issues a challenge query (a pair of plaintexts) (mg, my) such that |mg| = |my|.
On receiving this, the game picks b < {0,1}, computes e* <+ SYM.Enc(K,m;) and
gives e* to A.

Phase 3. A continues to issue encryption and decryption queries as in Phase 2. However, a
restriction here is that A is not allowed to issue e* as decryption query. The game responds
to A’s queries in the same way as it did in Phase 2.

Guess. A outputs its guess b’ € {0,1}.

We define A’s advantage by Advé@%&CA =Pr[t/ =b] — % .

2.5 Signature

The following definitions describe the functionality of a signature scheme, and the security notion
of strong unforgeability that is used in this thesis.

Definition 10 (Signature Scheme). A signature scheme is a triplet (SigGen, Sig, Vrf) of prob-
abilistic polynomial-time algorithms such that:

1. The key generation algorithm Sig(en receives as input a security parameter 1™ and out-
puts a verification key vk and a signing key sk.

2. The signing algorithm Sig receives as input a signing key sk and a message m (in some
implicit message space), and outputs a signature o.

3. The verification algorithm Vrf receives as input a verification key vk, a message m, and a
signature o, and outputs a bit b € {0, 1}.

4. For any message m it holds that Vrf(vk, m,Sig(sk,m)) = 1 with overwhelming proba-
bility over the internal coin tosses of SigGen, Sig, and Vrf.

Definition 11 (Strong Unforgeability). A signature scheme (SigGen, Sig, Vrf) is said to be
strongly unforgeable if the success probability of any probabilistic polynomial-time adversary A
in the following interaction is negligible in the security parameter:

1. SigGen(1™) outputs (vk, sk), and A is given vk.

2. A can make signing queries by outputting messages m; and is then given in return o; =
Sig(sk, m;). If A chooses not to output any message, we set (m,o) = (L, L).

3. Aoutputs a pair (m*,c*).
We say that A succeeds if Vrf(vk, m*,c*) = 1 and (m*,c*) # (m;, 0;) for any i.
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2.6 Target-Collision Resistant Hash Function

In this section, we review the formal notion of target-collision resistant (TCR) hash function as
follows.

Definition 12 (Target-Collision Resistant Hash Function). Let H : X — Y be a hash function.
For an algorithm A, define its advantage as

Advit =Prlz + X, 2/ + A(z) 12’ #x AN H(2') = H(x)].

We say that H is target-collision resistant if for any probabilistic polynomial-time algorithm A,
its advantage Advgj} is negligible.
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3.1 Bidirectional Multi-Hop Proxy Re-Encryption

In this section, we review the concept of bidirectional multi-hop PRE.

3.1.1 Model

In this section, we first review the definition of bidirectional multi-hop PRE proposed in [16], and
then present its security model.

Definition 13 (Bidirectional Multi-Hop PRE). A bidirectional multi-hop PRE scheme is a tuple
of algorithms 11 = (Setup, KGen, RKGen, Enc, ReEnc, Dec) for message space M.:

19



1 Setup(l)‘) — PP. On input a security parameter 1*, the setup algorithm outputs a public
parameter PP.

2. KGen(PP) — (pk, sk). On input a public parameters PP, the key generation algorithm
outputs a public key pk and a secret key sk.

3. RKGen(PP, sk;, skj) — rk;j. On input public parameter PP, two secret keys sk;, and
sk, the re-encryption key generation algorithm outputs a bidirectional re-encryption key
Tkij.

4. Enc(PP,pk,m) — CT. On input public parameter PP, a public key pk, and a message
m € M, the encryption algorithm outputs a ciphertext C'T.

5. ReEnc(PP, rki;, CT;) — CT;. On input public parameter PP, a re-encryption key
rkij, and a ciphertext C'T; for i, the re-encryption algorithm outputs a ciphertext C'T'; for
J or the symbol 1.

6. Dec(PP, sk, CT) — m. On input public parameter PP, a secret key sk, and a second-
level ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol
€.

To lighten notations, from now, we will omit the public parameter PP from the inputs of the
algorithms.

For all m € M and all pair (pk;, sk;), (pk;, sk;), these algorithms should satisfy the follow-
ing conditions of correctness:

Dec(sk;, Enc(pk;,m)) = m;
Dec(sk;, ReEnc(RKGen(sk;, sk;), Enc(pk;,m))) = m.

3.1.2 Security Notions

We present the formal definition of CPA security of bidirectional multi-hop PRE, denoted by
BM-CPA. The game framework for BM-CPA security is as follows.

Definition 14 (Game Framework of BM-CPA Security).

Setup. The challenger C takes a security parameter A\ and executes the setup algorithm to get
the system parameter PP. C initializes two empty lists Ly, and Lo, then maintains it to
record all uncorrupted users and corrupted users, respectively, in the game.

Phase 1. A can adaptively query to the following oracles OunikGens OcorrKGens
ORrkGen, and O pepne:

— OunkGen takes i and returns the error symbol 1 if i € Ly, U Leow; otherwise returns

(pk;, ski) < KGen(PP) and adds i in Ly,

= OcorrkGen takes i and returns the error symbol L if i € Ly, U Loy, otherwise returns
(pk;, ski) <+ KGen(PP) and adds i in Ly
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— ORKGen takes i, j and returns rk;; < RKGen(sk;,sk;) if i # j € Lyy ori # j €
Leorr; otherwise returns the error symbol L.

— OReEne takes 1,7 and a ciphertext CT;. If i # j € Lyp or @ # j € Leopr, then
it computes rk;; < RKGen(sk;, skj), and returns CT; < ReEnc(rk;j, CT;);
otherwise returns the error symbol L.

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk,. (we re-
quire ©* € Ly, for A to win) and two equal-length plaintexts mg,my € M. The
challenger C flips a random coin o € {0,1}, and sends to A a challenge ciphertext
CT* + Enc(pk;, my).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess o’ € {0,1}.

We define A’s advantage in attacking the PRE scheme as Advgl\f{iﬂcﬁA(}\) = ‘Pr[a’ = o] —
1/2|, where the probability is taken over the random coins consumed by the challenger and the

adversary. A bidirectional and multi-hop PRE scheme is defined to be (qk, Gre; Gdec)-BM-CPA
secure, if for any PPT adversary A who makes at most q,j. re-encryption key generation queries,

at most q,. re-encryption queries and at most qq.. decryption queries, we have AdVE%ﬁCiA (N <

negl(\).

3.2 Bidirectional Single-Hop Proxy Re-Encryption

In this section, we review the concept of bidirectional single-hop PRE.

3.2.1 Model

In this section, we first review the concept of bidirectional single-hop PRE, and then present its
security model.

Definition 15 (Bidirectional Single-Hop PRE [42]). A bidirectional single-hop PRE scheme is
a tuple of algorithms 11 = (Setup, KGen, RKGen, Enc, ReEnc, Dec;, Decy) for message
space M:

1. Setup(1*) — PP. On input a security parameter 17, the setup algorithm outputs a public
parameters PP.

2. KGen(PP) — (pk,sk). On input public parameter PP, the key generation algorithm
outputs a public key pk and a secret key sk.

3. RKGen(PP, sk;, skj) — rki;j. On input public parameter PP, two secret keys sk;, and
sk, the re-encryption key generation algorithm outputs a bidirectional re-encryption key
Tkij.
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4. Enc(PP,pk,m) — CT. On input public parameter PP, a public key pk, and a message
m € M, the encryption algorithm outputs a second-level ciphertext C'T that can be re-
encrypted into a first-level one (intended for a possibly different receiver) using the suitable
re-encryption key.

5. ReEnc(PP, pk;, pkj,rkij, CT;) — CT}. On input public parameter PP, two public
keys pk;,pk;, a re-encryption key from i to j, and a second-level ciphertext for i, the re-
encryption algorithm outputs a first-level ciphertext for j or the symbol 1.

6. Decy (PP, sk, CT) — m. On input public parameter PP, a secret key sk, and a first-level
ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol 1.

7. Decy(PP, sk, CT) — m. On input public parameter PP, a secret key sk, and a second-
level ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol
1.

To lighten notations, from now, we will omit the public parameter PP as the input of the
algorithms. We also omit two public keys pk;, pk ; as the input of the algorithm ReEnc when
the context is obvious.

For all m € M and all pair (pk;, sk;), (pk;, sk ;) these algorithms should satisfy the following
conditions of correctness:

Decy(sk;, Enc(pk;, m))
Dec; (skj, ReEnc(RKGen(sk;, pk;), Enc(pk;, m)))

m;

m.

3.2.2 Security Notions

We present a CCA security (BS-CCA, for short) definition for bidirectional single-hop PRE,
which extends that of [20] by proposing a CCA security for the first-level ciphertext. In particular,
we allow the adversary to make both first and second-level decryption queries. In the challenge
phase, the adversary will challenge with either second-level ciphertex or first-level (re-encrypted)
ciphertext.

Definition 16 (Game Framework of BS-CCA Security).

Setup. The challenger C takes a security parameter A\ and executes the setup algorithm to get
the system parameter PP. C initializes two empty lists Ly, and Lo, then maintains it to
record all uncorrupted users and corrupted users, respectively, in the game.

Phase 1. A can adaptively query to the following oracles OunikGen, OcorrKGens
ORKG@TL: OReEnc: OD@CI) and ODecg-'

— OunkGen takes i and returns L if i € Ly, U Leoyrs otherwise returns (pk;, ski) <
KGen(PP) and adds i in Ly,

= OcorrKGen takes i and returns L if i € Ly, U Leopyr, otherwise returns (pk;, sk;) <
KGen(PP) and adds i in Leoy.
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ORKGen takes i,j and returns rk;; < RKGen(sk;,pk;) if i # j; otherwise returns
the error symbol 1.

— OReEne takes 1,5 and a ciphertext CT;. If © # j, then it computes rk;; <
RKGen(sk;, pk;), and returns CT; <+ ReEnc(rk;;, CT;); otherwise returns
the error symbol 1.

— Opec, takes a public key pk and a ciphertext CT, then returns m <— Decy (sk, CT).
— Opec, takes a public key pk and a ciphertext CT, then returns m < Decy(sk, CT).

Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext for the
challenge is first-level (re-encrypted) or second-level.

— In the case that the challenge ciphertext is second-level, A outputs a target public key pk ;-
(we require i* € Ly, for A to win) and two messages mg, m1 € M. Challenger C flips a
random coin o € {0, 1}, and sends A a challenge ciphertext CT* < Enc(pk;-, m.).

— In the case that the challenge ciphertext is first-level, A outputs a (corrupted or not)
public key pk;, a target public key pk;., and two second-level ciphertexts C'Ty, C'T which
can be re-encrypted from pk; to pki. Challenger C flips a random coin o € {0,1},
computes 1k < RKGen(sk;, pk;.), and sends A a challenge ciphertext CT* <+
ReEnc(rkj i+, CT,).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess o’ € {0,1}.

The precise conditions of the attacks to second and first-level ciphertexts are described separately
as follows.

The Security of Second-Level Ciphertexts. Intuitively speaking, in this model the adversary
A challengs with an untransformed ciphertext encrypted by Enc for a target user i*. In a
PRE scheme, however, A can ask for the re-encryption of many ciphertexts or even a set of
re-encryption keys. These queries are allowed as long as they would not allow A to decrypt triv-
ially. For examples, .4 should not get the re-encryption key from user ¢* to user j if the secret key
of user j has been compromised; however, A can certainly get a re-encryption of the challenge
ciphertext from user ¢* to user j as long as j is an honest user and the decryption oracle of user j
has not been queried with the resulting transformed ciphertext. This explains the intuition behind
the notion of derivative and the associated restrictions.

Definition 17 (2nd-BS-CCA Security). For the 2nd-BS-CCA security, the adversary A plays the
CCA game with the challenger C as in Definition 22, where the challenge ciphertext is formed by
CT* < Enc(pk;«,ms), and A has the following additional constraints:

1. OrkGen(i,7) is only allowed if if i # j € Luyy 0or i # j € Leopr.

2. If Aissues ORrepne(i, 4, CT;) where j € Leorr, (pk;, CT;) cannot be (pk;«, CT™).

3. Opec, is only allowed if (pk, CT) is not a derivative of (pk;-, CT*) (to be defined later).
We define A’s advantage in attacking the PRE scheme at level 2 as
Adv%ﬁi};%A(}\) = |Pr[o’ = o] — 1/ 2|, where the probability is taken over the random
coins consumed by the challenger and the adversary. A unidirectional PRE scheme is defined to
be 2nd-BS-CCA secure, if for any PPT adversary A, the advantage Adv%rﬁjé’cfA()\) is negligible.
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Definition 18 (Derivative for Chosen-Ciphertext Security [17]). Derivatives of (pk;«, CT™*)
in the CCA setting is defined as follows:

1. Reflexivity: (pk;«, CT™) is a derivative of itself.

2. Derivative by re-encryption: If A has issued a re-encryption query (i*,j, CT*) and ob-
tained the resulting re-encryption ciphertext CT';, then (pkj, CTj) is a derivative of

3. Derivative by re-encryption key: If A directly obtains the re-encryption key rk;; by issuing
a re-encryption key generation query (i*,7), or indirectly obtains the re-encryption key
rki«; from two directly obtained re-keys rk;, vk ji, in the case that the scheme meets the
transitivity between re-encryption keys, and computes C'T'j < ReEnc(rk;«;, CT™), then
(pkj, CTYy) is a derivative of (pk;«, CT™).

The Security of First-Level Ciphertexts. The above definition provides adversaries with a
second-level ciphertext in the challenge phase. A complementary definition of security captures
their inability to distinguish first-level ciphertexts as well. The definition is as follows.

Definition 19 (1st-BS-CCA Security). For the 1st-BS-CCA security, the adversary A plays the
CCA game with the challenger C as in Definition 22, where the challenge ciphertext is formed by
CT* = ReEnc(rk;«, CT,), and A has the following additional constraints:

1. OrkGen(i,7) is only allowed if i # j € Lyy ori # j € Leopr.

2. Opec, (Pki«, CT™) is not allowed.

We define A’s advantage in attacking the PRE scheme at level 1 as Advlljsﬁ'éﬁA()\) =
|Prlo’ = o] —1/2
challenger and the adversary. A unidirectional PRE scheme is defined to be 1st-BS-CCA secure,
if for any PPT adversary A, the advantage Adv%sﬁhqu(A) is negligible.

, where the probability is taken over the random coins consumed by the

Definition 20 (BS-CCA Security). We say a PRE scheme is BS-CCA secure if the scheme is
1st-BS-CCA and 2nd-BS-CCA secure.

3.3 Unidirectional Single-Hop Proxy Re-Encryption

In this section, we first review the concept of unidirectional single-hop PRE. Then, we present a
new CCA security definition for PRE, which naturally extends that of [14] by giving an adversary
all the possible resources as the observation in [25].

3.3.1 Model
In this section, we review the concept of unidirectional single-hop PRE.

Definition 21 (Unidirectional Single-Hop PRE [42]). A unidirectional single-hop PRE scheme is
a tuple of algorithms 11 = (Setup, KGen, ReKey, Ency, Enca, ReEnc, Decy, Decs) for
message space M.:

1 Setup(1>‘) — PP. On input security parameter 1*, the setup algorithm outputs a public
parameter PP.
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2. KGen(PP) — (pk,sk). On input public parameter PP, the key generation algorithm
outputs a public key pk and a secret key sk.

3. ReKey(PP, sk;,pk;) — rki_j. On input public parameter PP, a secret key sk;, and a
public key pk;, this algorithm outputs a unidirectional re-encryption key rk;_, ;.

4. Ency (PP, pk,m) — CT. On input public parameter PP, a public key pk, and a message
m € M, the encryption algorithm outputs a first-level ciphertext C'T that cannot be re-
encrypted for another party.

5. Enco(PP, pk,m) — CT. On input public parameter PP, a public key pk, and a message
m € M, the encryption algorithm outputs a second-level ciphertext C'T' that can be re-
encrypted into a first level one (intended for a possibly different receiver) using the suitable
re-encryption key.

6. ReEnc(PP, pk;,pkj,rk;_;,CT;) — CTj. On input public parameter PP, two public
keys pk;,pk;, a re-encryption key from i to j, and a second-level ciphertext for i, the re-
encryption algorithm outputs a first-level ciphertext for j or the symbol 1.

7. Decy (PP, sk, CT) — m. On input public parameter PP, a secret key sk, and a first-level
ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol 1.

8. Decy(PP, sk,CT) — m. On input public parameter PP, a secret key sk, and a second-
level ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol
1.

To lighten notations, from now, we will omit the public parameters PP as the input of the
algorithms. We also omit two public keys pk;, pk; as the input of the algorithm ReEnc when the
context is obvious.

For all m € M and all pair (pk;, sk;), (pk;, sk;) these algorithms should satisfy the following
conditions of correctness:

Deci (sk;, Ency (pk;, m)) = m;
Decy(ski, Ency(pk;, m)) = m;
Dec,(sk;, ReEnc(ReKey (sk;, pk;), Enca(pk;, m))) = m.

3.3.2 Security Notions

In this section, we present a CCA security (US-CCA, for short) definition for unidirectional
single-hop PRE, which naturally extends that of [14, 25].

Definition 22 (Game Framework of US-CCA Security). The game framework of chosen-
ciphertext security is as follows.

Setup. The challenger C takes a security parameter 1* and executes the setup algorithm to get the
public parameters PP. C executes the key generation algorithm n.,, times resulting a list
Ly of public/private keys P yn, SIKCyun for uncorrupted users. C also executes the key gen-
eration algorithm .o times resulting a list Loy of public/private keys PKcorr, SKeorr
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for corrupted users. Next, C picks a challenge key pair (pk;=, sk;) < KGen(PP). A
gets PP, PK = (PKun, PKcorr), SKcorr, and the challenge public key pk;=.

Phase 1. A adaptively queries to oracles Oy, Ore, Ogec,, and Ogec,:

O, takes (pk;, pk;) and returns a re-encryption key rk;_,; < ReKey(sk;, pk;).

Oy takes public keys pk;,pk; and a second-level ciphertext C'T;, and returns a re-
encryption of C'T; from pk; to pk;.

Odec, takes a public key pk and a first-level ciphertext C'T', and returns the decryption of
CT using the private key with respect to pk if pk € PK U {pk;-}; otherwise returns
symbol 1.

= Ogec, takes a public key pk and a second-level ciphertext CT, and returns the decryption
of C'T using the private key with respect to pk if pk € PKU{pk;~ }, otherwise returns
1.

Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext is for
the challenge: first level (encrypted by Enc; or re-encrypted by ReEnc) or second level
(encrypted by Encs).

— In the cases that the challenge ciphertext is the one encrypted by Ency or Ency, A
outputs two messages mo, m1 € M. Challenger C flips a random coin o € {0,1}, and
sends A a challenge ciphertext C'T* depending on pk;+ and m.

— In the case that the challenge ciphertext is the one re-encrypted by ReEnc, A outputs a
(corrupted or not) public key pk;:, and two second-level ciphertexts C'ly, C'Ty which can
be re-encrypted from pk; to pk;«. Challenger C flips a random coin o € {0,1}, and sends
A a challenge ciphertext CT* <— ReEnc(rk;_;,CTy).

Phase 2. A issues queries as in Phase 1.
Guess. Finally, A outputs a guess o' € {0,1}.

The precise conditions of the attacks to second and first-level ciphertexts are described separately
as follows.

CCA Security of Second-Level Ciphertext. Intuitively speaking, in this model the adversary
A challenges with an untransformed ciphertext encrypted by Encs for a target user i*. In the
game, A can ask for the re-encryption of many ciphertexts or even a set of re-encryption keys.
These queries are allowed as long as they would not allow A to decrypt trivially. For examples,
A should not get the re-encryption key from user i* to user j if the secret key of user j has
been compromised; however, A can certainly get a re-encryption of the challenge ciphertext from
user ¢* to user j as long as j is an honest user and the decryption oracle of user j has not been
queried with the resulting transformed ciphertext. This explains the intuition behind the notion of
derivative and the associated restrictions.

Definition 23 (2nd-US-CCA Security [17]). For 2nd-US-CCA security, the adversary A plays
the CCA game with the challenger C as in Definition 22, where the challenge ciphertext is formed
by CT* < Enca(pki,ms), and A has the following additional constraints:
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1. Oy (pki=, pkj) is only allowed if pk; is an uncorrupted key.
2. Ore(pki=, pkj, CT*) is only allowed if pk; is an uncorrupted key.
3. Ogee, is only allowed if (pk, CT) is not a derivative of (pk;=, CT*) (to be defined later).

We define A’s advantage in attacking the scheme at second-level ciphertext as

AdvEsRiCOA(N) = |Prlo’ = o] — 1/2|. A unidirectional single-hop scheme is defined
to be 2nd-US-CCA secure, if for any probabilistic polynomial-time algorithm adversary A, the

advantage Advspeﬁcﬁ‘jCCA()\) is negligible.
Definition 24 (Derivatives for CCA Security [17]). Derivatives of (pk;+, CT*) in the CCA setting
is defined as follows:

1. Reflexivity: (pk;=, CT™) is a derivative of itself.

2. Derivative by re-encryption query: If A has issued a re-encryption query (pk, pk;, CT™)
and obtained the resulting re-encryption ciphertext C'T}j, then (pk;, CTj) is a derivative of

3. Derivative by re-encryption key generation query: If A has issued a re-encryption key
generation query (pk;«, pkj) to obtain the re-encryption key rk;«_, j, and computes CTj <
ReEnc(rkj«_,j, CT*), then (pk;, CTj) is a derivative of (pki+, CT™).

CCA Security of First-Level Ciphertext. The above definition provides adversaries with a
second-level ciphertext in the challenge phase. A complementary definition of security captures
their inability to distinguish first-level ciphertexts as well.

For single-hop schemes, A is granted access to all the re-encryption keys in this definition.
Since first-level ciphertexts cannot be re-encrypted, there is indeed no reason to keep attackers
from obtaining all the honest-to-corrupt re-encryption keys. The re-encryption oracle becomes
useless since all the re-encryption keys are available to A.

Definition 25 (1st-US-CCA Security). For 1st-US-CCA security, the adversary A plays the CCA
game with the challenger C as in Definition 22, where the challenge ciphertext is formed as
follows.

1. Ifit is the one encrypted by Ency: CT* < Ency(pk;+, my).
2. If it is the one encrypted by ReEnc: CT* <+~ ReEnc(rk;_;«,CT,).

A has the only constraint that: Ogec, (pki=, CT*) is not allowed.

We define A’s advantage in attacking the PRE scheme at first-level ciphertext as
Adv%rﬁtE'SfA()\) = |Pr[0’ = o -1/ 2|. A unidirectional single-hop scheme is defined to
be 1st-US-CCA secure, if for any probabilistic polynomial-time adversary A, the advantage

Adv%ﬁEﬁCA(A) is negligible.

Definition 26 (US-CCA Security). We say a PRE scheme is US-CCA secure if the scheme is
1st-US-CCA and 2nd-US-CCA secure.
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Master Secret Security Master secret security is considered by Ateniese et al. [4] which cap-
tures the intuition that, even if a dishonest proxy colludes with the delegatee, they still cannot
derive the delegator’s private key in full. The attack mode is quite simple and can be covered
by the first-level ciphertext security (see e.g. [42]). The reason behind is easy to see that there is
no restriction in the re-encryption key generation queries, and that decryption is easy when the
adversary can derive the delegator’s private key in full.

3.3.3 Discussion in the Comparison with the Previous Security Models

In comparison with the security model of [14], ours is strengthened by giving an adversary all the
possible resources as the observation in [25]. In particular, we allow the adversary to make both
first and second level decryption queries.

Our security model is stronger than that of [25] by two reasons which are explained in the
next subsections, respectively.

3.3.3.1 Discussion on the Security Notion of second-level ciphertext

In this section, we will show why our security notion of second-level ciphertext is stronger than
that of [25], which we denote by w-2nd-CCA security.

First, it is not difficult to see that our security notion implies that of [25] (i.e., a scheme
which is 2nd-US-CCA secure is also w-2nd-CCA secure). Indeed, the difference between these
notions is only in the constraints on the first level decryption queries in which our notion is more
loosely than that of [25]. In particular, the difference is the response of the challenger in the case
that A has asked a re-encryption key query (pk;,pk; € PK) previously, then asks a first level
decryption query of C'T; with the public key pk;. In the notion of [25], the challenger returns the
symbol “test” whenever Dec; (skj, CT}) € {mo,m1}. Whereas, in our notion, the challenger
returns the symbol L only if C'T} is computed by re-encrypting the challenge ciphertext using the
re-encryption key rk;«_, ;; otherwise it returns Dec; (sk;, CTj).

Second, we show that our notion is strictly stronger than that of [25] by giving a scheme
which is w-2nd-CCA secure, but is not 2nd-US-CCA secure. In particular, using a secure PRE
scheme IT in the sense of the definition of [25], and a CCA-secure public key encryption scheme
PKE = (P.KGen,P.Enc, P.Dec) as two building blocks, we construct a scheme IT’ as fol-
lows.

The Construction of the Scheme IT'. Algorithms for parameters generation, re-encryption key
generation, second level encryption, and second level decryption are identical to the scheme II.
The other algorithms are as follows.

e The key generation algorithm IT". KGen runs the key generation algorithms IT. KGen and
P.KGen, obtaining two pair of keys (pk, sk) and (ek, dk), respectively. Then, it outputs
a pair of key (Pk, Sk), where Pk = (pk, ek) and Sk = (sk, dk).

e The re-encryption algorithm IT".ReEnc with input a second-level ciphertext CT" and
a re-encryption key first runs the re-encryption algorithm II.ReEnc with the same
input CT', generating a ciphertext 7CT. Then, it computes and outputs re-CT <+
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P.Enc(ek,rCT||0) (i.e., an encryption of rCT'||0 under the encryption key ek) as re-
encrypted ciphertext.

e The first level decryption algorithm IT".Dec; for IT" with input re-C'T and Sk = (sk, dk)
first computes 7CT'||a = P.Dec(dk,re-CT'). Then it runs the first level decryption algo-
rithm IT.Dec; with input #CT and sk (i.e., ignore the last bit a), and outputs the obtained
output.

Security Analysis. First, we show that the scheme IT' is w-2nd-CCA secure. Then, we show that
IT' is not secure in the sense of our notion by giving an adversary which can break its 2nd-US-
CCA security.

In more details, the w-2nd-CCA security of IT’ is guaranteed by the following theorem.

Theorem 1. The scheme I1' is w-2nd-CCA secure, assuming that the underlying scheme II is
w-2nd-CCA secure and the PKE scheme PKE is CCA-secure.

Proof. Suppose there exists an adversary .4 who can break the w-2nd-CCA security of IT’ then
we show how to construct another algorithm B that can break the w-2nd-CCA security of II. B
works with interacting with the adversary A as follows.

Setup: B initializes an empty lists L,.., then maintains it to record all re-encryption ciphertext
of the challenge ciphertext in the game. B gets the public parameter PP and PK* =
PIKC U {pk;~} from the challenger in the game of attacking the wCCA-security of IT. Next,
B generates the challenge key and the other keys (in the game with A) as follows.

— The challenge key: B generates (ek;«,dk;«) + P.KGen, and sets Pk;» = (pk;«, ek;=)
(meaning that Sk;« = (sk;«, dk;~), where B knows only dk;+).

— For the other keys: B generates (ek;,dk;) < P.KGen, and sets Pk; = (pk;,ek;)
(meaning that Sk; = (sk;, dk;), where B knows only dk;). B adds Pk; to PK'.

B provides A with public parameter PP and PK*' = PK’' U { Pk;-}.

Find stage. 5 answers the queries from A as follows.

Re-Encryption Key Generation Query. For a re-encryption key generation query (Pk; €
PK*', Pkj), where Pk; is an arbitrary public key chosen by A, B responds as follows.
If pk; = pk;» and pk; ¢ PK*, then B outputs L. Otherwise, B queries (pk;, pk;) to the
re-encryption key generation oracle in the game of attacking the w-2nd-CCA security of
IT, obtaining a re-encryption key rk;_,;. 1B returns the obtained re-encryption key to A.

Re-Encryption Query. For a re-encryption query (Pk; € PK*', Pk;, CT;), B responds as fol-
lows. If (Pk;, CT;) = (Pk;,CT*) and pk; ¢ PK*', then B outputs L. Otherwise, B first
queries (pk;, pkj, C'T;) to the re-encryption oracle in the game of attacking the wCCA-
security of II, obtaining a re-encrypted ciphertext #CT". Then B computes and outputs
re-CT «+ P.Enc(ek;, rCT||0) as the answer for A. If (Pk;, CT;) = (Pk;,CT™) holds,
then B adds (j, 7C'T) to the list L.
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First Level Decryption Query. For a first level decryption query (Pk; € PK*',CT;), if A has
asked a re-encryption query (Pk;«, Pk;, CT*) and obtained C'T; previously, then B returns
1 to A. Otherwise, B first computes rCT'||a = P.Dec(dk;, CT;). If A has not asked
the re-encryption key query (Pk;«, Pk;) previously, and (i,7CT) € L, then 3 returns L
and aborts. (We will show after the proof of Theorem 1 that the probability of this event is
negligible.) Otherwise, it queries (pk;, 7CT) to the first level decryption oracle in the game
of attacking the wCCA-security of I1I, and outputs the obtained answer.

We have the following claim (the proof of this claim will be shown after that of Theorem 1).

Claim 1. The probability of the event which BB aborts in the above case is negligible, as-
suming that PKE is CCA-secure.

Second Level Decryption Query. For a second level decryption query (Pk; € PK* CT;), B
queries (pk;, CT;) to the second decryption oracle in the game of attacking the w-2nd-CCA
security of II, and outputs the obtained answer.

Challenge. When A decides that Phase 1 is over, it outputs two equal-length messages
mg,m1 € Gp. At this stage, B gives these messages as the challenge ones to the challenger.
After receiving the output from the challenger, B returns it to .4 as the challenge ciphertext.

Guess stage. The adversary A continues to issue the rest queries. In this stage, 3 can respond
these queries for A as in the find stage.

Output. Eventually, adversary A returns a guess ¢’ € {0,1}. B output it (i.e., o) as the final
output in the game of attacking the w-2nd-CCA security of I1I.

This completes the description of the simulation.

It is easy to see that the simulation is perfect, therefore we have that if A can break the w-
2nd-CCA security of IT’, then 53 can break that of IT.

The theorem follows. U

In order to complete the proof of Theorem 1, we now present the proof of Claim 1.

Proof of Claim 1. Assume towards a contradiction that after the challenge phase is finished, there
exist an adversary A’ can output a first-level ciphertext C'T; which (i,7CT) is in the list Ly,
where 7CT||a = P.Dec(dk;, CT;). Then we show that we can use A’ to construct algorithm 5’
which can break the CCA-security of the scheme PKE.

B’ works almost the same as the algorithm /3 in the proof of Theorem 1, except that in the
setup phase instead of receiving key pairs (pk;, sk;) from the challenger, 5’ runs the key gener-
ation algorithm of IT by himself to generate them. B’ then chooses ¢ & {1,...,n} and sets the
challenge public key in the CCA-security game of PKE to be the public key ek;.

Now, since B’ knows {sk;}; and {dk; };¢, B’ can simulate re-encryption key generation, re-
encryption, and second level decryption queries perfectly. Also, B’ can simulate first decryption
queries using decryption queries on ek, and secret keys {sk; };, {dk; }; that B’ knows.

After the challenge phase is finished, when A’ queries O, (Pk;«, pky, CT*), B’ first computes
rCT + IL.ReEnc and adds (¢,7CT) to the list L,.. B’ then outputs two massages mgy =
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rCT||0,mq, where m; is randomly chosen from the message space of PKE, as the challenge
plaintext in the CCA game with the scheme PKE and receives a challenger ciphertext C*. 5’
returns C* to A’

In the first time that A" queries Ogec, (pki, CT;) such that i = ¢ and (¢, 7CT) is in the list L.,
where rCT||a = P.Dec(dk;, CT;). B outputs 0 to guess o = 0 in the CCA game of PKE, and
terminates the game with A’.

Since B’ perfectly simulates the wCCA game for A’ and the assumption that A’ can output
a first-level ciphertext C'T; as above (i.e., i = ¢ and (¢,7CT) is in the list L,., where 7CT'||a =
P.Dec(dk;, CT;)), B’ succeeds in guessing o with the probability of 1/n. In another words, B/
can break the CCA-security of the scheme PKE. U

We have shown that the scheme IT’ is w-2nd-CCA secure. We now show that IT’ is not secure in
the sense of our notion by giving an adversary .4 which can break its 2nd-US-CCA security. In
particular, A does as follows.

1. After receiving the challenge ciphertext C'T;+, A queries O, to obtain a valid re-encryption
key rk;«_,; from challenger to uncorrupted user j.

2. A first computes *CT' < ILReEnc(rks_;, CTj<). Then, it computes and outputs
re-CTj < P.Enc(ek,rCT]||1) (i.e., an encryption of »CT'||1 instead of rCT||0 as in
the algorithm IT.ReEnc) as re-encrypted ciphertext.

3. A issues a decryption oracle query under Pk; to decrypt the re-encrypted ciphertext
re-C'Tj, and the result is the message encrypted in CT;«. Note that, since re-CTj is an
encryption of rC'T’||1 (under the encryption key ek), (Pk;,re-CT}) is not a derivative of
(Pk;+,CT;+) and this decryption query is not restricted in our security model.

O

3.3.3.2 Discussion on the Security Notion of first-level ciphertext

In this section, we will show why our security notion of first-level ciphertext is stronger than that
of [25], which we denote by w-1st-CCA security.

First, it is not difficult to see that our security notion implies that of [25] (i.e., a scheme which
is 1st-US-CCA secure is also w-1st-CCA secure). Indeed, the difference between these notions is
the action of the adversary and the challenger in the challenge phase. In our model, the adversary
give the challenger a public key pk;,, and two second-level ciphertexts C'Ty, C'I7 which can be
re-encrypted from pk; to pk;«. The challenger flips a random coin o € {0, 1}, and sends .A a chal-
lenge ciphertext C'T* < ReEnc(rk; _,;,CT,). Whereas, in the model of [25], the adversary
give the challenger a public key pk;/, and two messages mg, m;. The challenger flips a random
coin o € {0,1}, and sends A a challenge ciphertext CT* +— ReEnc(rk;_,;«, Enc(pk;,ms)).
Therefore, any adversary that can distinguish the first-level ciphertexts of two challenge messages,
can also distinguish the re-encryptions of two challenge second-level ciphertexts.

Second, we show that our notion is strictly stronger than that of [25] by giving a scheme which
1s w-1st-CCA secure, but is not 1st-US-CCA secure.

Roughly speaking, different with the notion of [25], ours captures the CCA security of first-
level ciphertext, especially that of re-encrypted ciphertext. Intuitively, this guarantees that the
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re-encrypted ciphertext is still secure even the adversary compromised the delegator and also the
proxy. In particular, the compromise of rk; _,;« corresponds to the fact that the proxy, which is
designated by the delegator pk;: for the delegation to the delegatee pk;«, is compromised. Ideally,
it seems that whether the delegator pk;, is compromised or not in this situation does not affect
the security of the transformed ciphertext for pk;-. However, if the adversary .A compromised the
delegator pk; and also the proxy, A can simply ask the proxy to surrender the original cipher-
text Enc(pk;/, m,) before any actual transformation, and uses sk; to decrypt trivially. So if the
re-encrypted ciphertext contains a part of the original ciphertext, then with the original cipher-
text Enc(pk;, my), sk, and rky_,; A can easily determine the message which the challenge
ciphertext is decrypted to. It is true that if the proxy was initially honest and erased the original
ciphertexts after their transformation, the same attack does not apply; however, a ciphertext is
by definition public in nature and the adversary may have captured the ciphertext already and
decrypt it when sk;s is obtained. Therefore, to capture the sense of a stronger CCA security,
we should consider the security model where the first-level ciphertexts by the two ways satisfy
indistinguishability.

Next, following the above intuition, we give a concrete scheme IT which is w-1st-CCA secure,
but is not 1st-US-CCA secure. The construction of the scheme II is as follows.

Setup: (p,g,G,Gr) & Setup(1*), PKE = (PKGen, PEnc, PDec) is a PKE scheme of
which the message space is G x GQT. Return PP = (p, g,G, Gr).

KGen: On input PP = (p,g,G,Gr), choose x & Ly, (ek,dk) < PKGen and output
(pk, sk), where pk = (g%, ek), sk = (z,dk).

ReKey: On input a private key sk; = (sk;1,sk;2) and a public key pk; = (pk;1,pkj2), the
algorithm outputs 7k;_,; = pkjl»/lsh’l (= g¥i/®).

Ency: Given pk = (pky, pke) and a message m € Gy, choose , 1’ il Z,, and compute: C'| =
Pk, Cy = e(g,9)" - m, C3 = e(pk?,g), CT! = C1||Cy||C3; C + PEnc(pky, CT)).
Finally, output CT = (C1,C).

Encsy: Given pk = (pki, pk2) and a message m € G, choose r & Zy, and compute: C = pk{,
Cy =e(g,9)" - m. Finally, output CT = (C1, Cy).

ReEnc: On input two public keys pk;, pk;, a re-encryption key 7k;_, ;, and an original ciphertext
C'T;; this algorithm does as follows:
Compute C3 = e(C, ki j); CT] = C1||Cs||Cs; C < PEnc(ek;, CT)).

Finally, output CT; = (C,C).

Co

Decs: Given sk = (z,dk) and a ciphertext C'T', output m = g
e 1 g

Decy: Given (pkj, sk;), and a ciphertext CTj = (C, ('), do as follows.

Compute CT] = PDec(dk;, C);
Parse CT! = C1]|Cs||Cs, if Cy # C, then output L and halt.
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Co
1/x;
o/t

Else, output m =

Security Analysis. First, we show that the scheme II is w-1st-CCA secure. Then, we show that
I1 is not secure in the sense of our notion by giving an adversary which can break its 1st-US-CCA
security.

The w-1st-CCA security of IT is guaranteed by the following theorem.

Theorem 2. The above scheme is w-1st-CCA secure, assuming that the PKE scheme PKE is
CCA-secure.

Proof. Suppose there exists an adversary .A who can break the w-1st-CCA security of IT, then we
show how to construct another algorithm 5 that can break the CCA-security of PKE. 5 works
with interacting with adversary A as follows.

Setup: B gets the public parameter PP and the challenge public key ek;« from the challenger in
the game of attacking the CCA-security of PKE. Next, 3 generates the challenge key (in
the game with A) as follows. B chooses z* & Zp, and sets pk; = (gx*,eki*) (meaning
that sk;» = (z*, dk;+ ), where B knows only z*). B provides .4 with the public parameter
PP and pk;~.

Find stage. 5 answers the queries from A as follows.

Re-Encryption Key Generation Query. For a re-encryption key generation query pk =
(pk1,pk2), B computes and returns pk‘i/m to A.

First Level Decryption Query. For a first level decryption query CT = (C, C’), B responds
as follows. B first queries C to the decryption oracle in the game of attacking the CCA-
security of PKE, and receives the answer C1||Cs||Cs. If C; # C, then B outputs L.
Otherwise, B outputs m = %

Second Level Decryption Query. For a second level decryption query C'T', B queries CT' to
the decryption oracle in the game of attacking the CCA-security of PKE, and outputs the
obtained answer.

Challenge. At this stage, A outputs a public key pk4 = (pk1, pk2) and two equal-length mes-
sages mq, my1 € Grp. B first chooses & Zy, and computes C1 = pkj, Cy = e(g,9)" -my, Ch =
e(g,9)" - m1,C3 = e(g,9)* . Then, B sets CTy = C1||Co||C3,CTy = C1]|C4||C3 and
gives them as two challenge plaintexts to the challenger. After receiving the output C* <+
PEnc(ek*,CT,) from the challenger, B returns CT* = (C,C*) to A as the challenge ci-
phertext.

Guess stage. The adversary A continues to issue the rest queries. At this stage, 3 can respond
these queries for A as in the find stage.
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Output. Eventually, A returns a guess o’ € {0,1}. B outputs it (i.e., 0’) as the final output in
the game of attacking the CCA-security of PKE.

This completes the description of the simulation.

Next, we analyze the simulation.

In the challenge phase, since C1||Cs and C4||C} are the encryptions of mg and m; under
the public key pky4 (with the same randomness ), respectively, CT* = (Cq,C*) is really a
re-encrypted ciphertext of the message m,. Therefore the simulation of this phase is perfect.

It is easy to see that the other simulations are also perfect, therefore we have that if A can
break the first level security (in the sense of definition in [25]) of II, then B can break the CCA-
security of PKE.

The theorem follows. O

We have shown that the scheme II is w-1st-CCA secure. We now show that IT is not secure in
the sense of our notion by giving an adversary A which can break its 1st-US-CCA security. In
particular, A does as follows.

1. A gives the challenger a public key pk;, and two messages CTp, CTy which can be re-
encrypted from pk; to pk;+, where CTy = (C1,Cy), CTy = (C1,CY%), and Cy # C1.

2. After receiving the challenge ciphertext CT;» = (C, C’), A outputs 0 if C' = (7, else
returns 1 if C' = C. Note that, since CT;+ + ReEnc(rk;_;«,CT,), we have C' = C} if
o =0and C = C] if o = 1. Therefore, A succeeds in breaking the 1st-US-CCA security
of the scheme.

3.4 Conditional Proxy Re-Encryption

In this section, we first review the model of conditional proxy re-encryption. Then, we present
security models for CPRE, which naturally extends that of [68] as the observation in Section 3.3.
In particular, we allow the adversary to make both first and second level decryption queries in the
second level security game. Following the observation in [25], we can also show that in general
by giving the adversary the second level decryption oracle the condition CCA security will be
strictly stronger.

3.4.1 Model

In this section, we review the model of conditional PRE.

Definition 27 (Conditional Proxy Re-Encryption [68]). A CPRE scheme is a tuple of algorithms
IT = (Setup, KGen, RKGen, Ency, Ence, Decy, Decy) for message space M.:

e Setup(1™) — PP. On input security parameter 1", the setup algorithm outputs a public
parameter PP.

e KGen(PP) — (pk, sk). On input parameter PP, the key generation algorithm outputs a
public key pk and a secret key sk.
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e RKGen(PP, sk;, pkj,w) — 1ki_sj|o- On input parameter PP, a secret key ski, a pub-
lic key pkj, and a condition w, this algorithm outputs a unidirectional re-encryption key

rkz%]‘w

e Ency(PP,pk,m) — CT. On input parameter PP, a public key pk, and a message
m € M, the encryption algorithm outputs a first-level ciphertext C'T that cannot be re-
encrypted for another party.

e Ency(PP, pk,m,w) — CT. On input parameter PP, a public key pk, a message m €
M, and a condition w, the encryption algorithm outputs a second-level ciphertext C'T that
can be re-encrypted into a first level one (intended for a possibly different receiver) using
the suitable re-encryption key.

e ReEnc(PP, pk;, pkj, rki_j, CTi) — CTj. On input parameter PP, two public keys
pki, pkj, a re-encryption key rk;_, ., and an original ciphertext CT; associated with w
under public key pk;, the re-encryption algorithm outputs a first-level ciphertext for j or
the symbol 1.

e Decy(PP,sk,CT) — m. On input parameter PP, a secret key sk, and a first-level
ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol 1.

e Decy(PP, sk, CT) — m. On input parameter PP, a secret key sk, and a second-level
ciphertext C'T, the decryption algorithm outputs a message m € M or the symbol 1.

To lighten notations, from now, we will omit the public parameter PP as the input of the
algorithms. We also omit two public keys pk;, pk; as the input of the algorithm ReEnc when the
context is obvious.

Forall m € M and all pair (pk;, sk;), (pk, sk ;) these algorithms should satisfy the following
conditions of correctness:

Dec; (ski, Ency(pk;,m)) = m;
Decy(ski, Enco(pk;, m,w)) = m;
Dec; (skj, ReEnc(RKGen(sk;, pk;,w), Ency(pk;, m,w))) = m.

3.4.2 Security Notions

In this section, we present a game framework of selective and adaptive condition chosen-
ciphertext security, respectively.

The purpose of this thesis is to solve the open problem left by Weng et al. [68]. It is enough
to present a scheme which is secure in the CCA-security model proposed in [68] without random
oracles. However, recently, there are many researchs in which the CCA security model of PRE
is strengthened, refer to [14, 25, 33] for some examples. Therefore, in this thesis, we consider
how to construct conditional PRE schemes which are secure in a stronger model extended from
that of [68]. In particular, we allow the adversary to make both first and second level decryption
queries.
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3.4.2.1 Selective Condition CCA Security

In this section, we first present a game framework of selective condition chosen-ciphertext se-
curity. We then define second/first level CCA security based on this game framework. Roughly
speaking, these security models are extensions of those proposed by Weng et al. [68] as the ob-
servation in [33].

Definition 28 (Game Framework of Selective Condition CCA Security). The game framework of
selective condition chosen-ciphertext security is as follows.

Initiation. The game begins with A first outputting a condition w* that it intends to attack.

Setup. The challenger C takes a security parameter 1" and executes the setup algorithm to get the
system parameter PP. C executes the key generation algorithm n.,, times resulting a list
Ly of public/private keys PKyy, SKun and executes the key generation algorithm neopr,
times resulting a list Lo, of public/private keys PICcory, SICeorr. Next, C picks a challenge
user’s key pair (pk;=, ski+) < KGen(PP). Agets PP, PK = (PKun, PKcorr), SKcorrs
and the challenge public key pk;«.

Phase 1. A adaptively queries to oracles Oy, Ore, Ogec,, and Ogec,:

- Oy, takes (pki,pkj,w) and returns a re-encryption key Tk;_,j, —
RKGen(sk;, pkj,w).

Oy takes public keys pk;, pk;, a second-level ciphertext C'T;, and a condition w, then
returns a re-encryption of C'T; from pk; to pk;.

Odec, takes a public key pk and a first-level ciphertext C'T, then returns the decryption
of CT using the private key with respect to pk if pk € PKU{pk;+}; otherwise returns
symbol 1.

= Odec, takes a public key pk, a condition w, and a second-level ciphertext C'I', then
returns the decryption of C'I" using the private key with respect to pk if pk € PK U
{pk}; otherwise returns 1.

Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext is for
the challenge: first level (encrypted by Ency or re-encrypted by ReEnc) or second level
(encrypted by Encs).

— In the cases that the challenge ciphertext is the one encrypted by Ency or Ency, A
outputs two messages mgy, mi € M. Challenger C flips a random coin o € {0,1}, and
sends A a challenge ciphertext C'T* depending on pk;+,w*, m.

— In the case that the challenge ciphertext is the one re-encrypted by ReEnc, A outputs a
(corrupted or not) public key pk;:, and two second-level ciphertexts C'ly, C'Ty which can
be re-encrypted from pk; to pk;+. Challenger C flips a random coin o € {0,1}, and sends
A a challenge ciphertext CT* < ReEnc(rkj |+, CTy).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess o' € {0,1}.
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The precise conditions of the attacks to second and first-level ciphertexts are described separately
as follows.

Selective Condition CCA Security of Second-Level Ciphertext. Intuitively speaking, in this
model the adversary A challenges with an untransformed ciphertext C'T™* encrypted under a target
public key pk;. and a target condition w*. In a PRE scheme, however, .4 can ask for the re-
encryption of many ciphertexts or even a set of re-encryption keys. These queries are allowed
as long as they would not allow A to decrypt trivially. For examples, A should not get the re-
encryption key from user ¢* to user j under the condition w* if the secret key of user j has been
compromised.

Definition 29 (2nd-sCond-CCA Security). For 2nd-sCond-CCA security, the adversary A plays
the CCA game with the challenger C as in Definition 28, where the challenge ciphertext is formed
by CT* < Ency(pki, mg,w*), and A has the following additional constraints:

1. Oy (pki=, pkj, w*) is only allowed if pk; is an uncorrupt key.

2. If Aissues Ore(pki, pkj, CT;,w) where pk; is a corrupted key, (pk;, CT;,w) cannot be a
derivative of (pk;=, CTi»,w*) (to be defined later).

3. Odec, is only allowed if (pk, CT,w) is not a derivative of (pk;«, CTj~, w™).
We define A’s advantage in attacking the CPRE scheme at second-level ciphertext as
Adv%rgjl;fjnd()\) = |Prlo’ = o] — 1/2|. A unidirectional CPRE scheme is defined to be 2nd-
sCond-CCA secure, if for any PPT adversary A, the advantage Adv%rgjé%?jnd(A) is negligible.

Definition 30 (Derivative for Chosen-Ciphertext Security). Derivatives of (pki«, CT =, w*) in the
CCA setting is defined as follows:

1. Reflexivity: (pki,CTi+,w™) is a derivative of itself.

2. Derivative by re-encryption: If A has issued a re-encryption query (pk,pk’,CT,w)
and obtained the resulting re-encryption ciphertext CT', then (pk',CT’,w) is a derivative of
(pk,CT, w).

3. Derivative by re-encryption key: If A has issued a re-encryption key generation query
(pk, pk’,w) to obtain the re-encryption key rk, and CT' + ReEnc(rk,CT), then (pk',CT',w)
is a derivative of (pk,CT,w).

The above derivative definition is taken from Definition 34, adapted for the game framework
of condition chosen-ciphertext security.

Selective Condition CCA Security of First-Level Ciphertext. For single-hop schemes, A is
granted access to all the re-encryption keys in this definition. Since first-level ciphertexts cannot
be re-encrypted, there is indeed no reason to keep attackers from obtaining all the honest-to-
corrupt re-encryption keys. The re-encryption oracle becomes useless since all the re-encryption
keys are available to A.

Definition 31 (1st-sCond-CCA Security). For Ist-sCond-CCA security, the adversary A plays
the CCA game with the challenger C as in Definition 28, where the challenge ciphertext is formed
as follows.

1. In the case of original ciphertext, CT* < Encq(pk;, my).

2. In the case of re-encrypted ciphertext, CT* <+ ReEnc(rky_ x|+, CTy).
A has the only constraint that: Ogec, (pki=, CT*) is not allowed.
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We define A’s advantage in attacking the CPRE scheme at first-level ciphertext as
Adv(ljslgﬁgf’jd()\) = |Pr[o’ = o] — 1/2|. A unidirectional CPRE scheme is defined to be Ist-
sCond-CCA secure, if for any PPT adversary A, the advantage AdvésgngJOjd(A) is negligible.

Remark 1. The above definition (for first-level ciphertext security) is a strict extension of that
of [68], since it additionally includes the CCA security for the re-encrypted ciphertext. Intuitively,
this guarantees that the re-encrypted ciphertext is still secure even the adversary compromised the
delegator and also the proxy.

3.4.2.2 Adaptive Condition CCA Security

In this section, we first present a game framework of adaptive condition chosen-ciphertext secu-
rity. We then define second/first level CCA security based on this game framework. Roughly
speaking, these security models are extensions of those proposed by Weng et al. [68] as the ob-
servation in [33].

Intuitively, the definitions of the adaptive condition CCA security for second/first-level ci-
phertext (2nd-aCond-CCA and 1st-aCond-CCA, respectively) are almost the same as those of
2nd-sCond-CCA and 1st-sCond-CCA, respectively, except that the adversary A outputs its cho-
sen challenge condition w™ in the challenge phase instead of the initialization phase. The details
are as follows.

Definition 32 (Game Framework of Adaptive Condition CCA Security). The game framework of
adaptive condition chosen-ciphertext security is as follows.

Setup. The challenger C takes a security parameter 1" and executes the setup algorithm to get the
system parameter PP. C executes the key generation algorithm n., times resulting a list
Ly of public/private keys PK .y, SKun and executes the key generation algorithm neopr,
times resulting a list Leor of public/private keys PK corr, SKeorr. Next, C picks a challenge
user’s key pair (pk;=, ski+) < KGen(PP). Agets PP, PK = (PKun, PKcorr), SKcorrs
and the challenge public key pk;«.

Phase 1. A adaptively queries to oracles Oy, Ore, Ogec,, and Ogec,

O, takes (pk;,pk;j,w) and returns a re-encryption key ki jlw —
RKGen(sk;, pkj,w).

— O, takes public keys pk;,pk;, a second-level ciphertext C'T;, and a condition w, then

returns a re-encryption of C'T; from pk; to pk;.

= Odec, takes a public key pk and a first-level ciphertext C'T, then returns the decryption
of CT using the private key with respect to pk if pk € PKU{pk;+}; otherwise returns
symbol 1.

= Ogec, takes a public key pk, a condition w, and a second-level ciphertext C'T', then
returns the decryption of C'I" using the private key with respect to pk if pk € PK U
{pk;=}; otherwise returns L.
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Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext is for
the challenge: first level (encrypted by Ency or re-encrypted by ReEnc) or second level
(encrypted by Encs).

— In the cases that the challenge ciphertext is the one encrypted by Ency or Ency, A
outputs two messages mo, mi1 € M, and a target condition w*. Challenger C flips a
random coin o € {0, 1}, and sends A a challenge ciphertext CT* depending on pk;»,w*,

My

— In the case that the challenge ciphertext is the one re-encrypted by ReEnc, A outputs a
(corrupted or not) public key pk;:, a target condition w*, and two second-level ciphertexts
C'Ty, C'Ty which can be re-encrypted from pk; to pk;x. Challenger C flips a random coin
o € {0,1}, and sends A a challenge ciphertext CT* < ReEnc(rk; |+, CTy ).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess o' € {0,1}.

The precise conditions of the attacks to second and first-level ciphertexts are described separately
as follows.

Adaptive Condition CCA Security of Second-Level Ciphertext. Intuitively speaking, in this
model the adversary A challenges with an untransformed ciphertext C'T™* encrypted under a target
public key pk,. and a target condition w*. In a PRE scheme, however, A can ask for the re-
encryption of many ciphertexts or even a set of re-encryption keys. These queries are allowed
as long as they would not allow A to decrypt trivially. For examples, .4 should not get the re-
encryption key from user ¢* to user j under the condition w™ if the secret key of user j has been
compromised.

Definition 33 (2nd-aCond-CCA Security). For 2nd-aCond-CCA security, the adversary A plays
the CCA game with the challenger C as in Definition 32, where the challenge ciphertext is formed
by CT* < Enca(pki+, my,w"), and A has the following additional constraints:

1. O (pkix, pkj,w*) is only allowed if pk; is an uncorrupt key.

2. If Alissues Ore(pks, pkj, CT;,w) where pk; is a corrupted key, (pk;, CT;,w) cannot be a
derivative of (pk;«, CTi+,w*) (to be defined later).

3. Odee, is only allowed if (pk, CT,w) is not a derivative of (pk;, CTj+,w™).
We define A’s advantage in attacking the CPRE scheme at second-level ciphertext as
Adv%%%%?ﬁnd()\) = |Prlo’ = o] — 1/2|. A unidirectional CPRE scheme is defined to be 2nd-
aCond-CCA secure, if for any PPT adversary A, the advantage Adv%%%%?ﬁnd()\) is negligible.

Definition 34 (Derivative for Chosen-Ciphertext Security). Derivatives of (pk«, CT =, w™) in the
CCA setting is defined as follows:

1. Reflexivity: (pk;», CTi=,w*) is a derivative of itself.

2. Derivative by re-encryption: If A has issued a re-encryption query (pk,pk’,CT,w)
and obtained the resulting re-encryption ciphertext CT', then (pk!',CT',w) is a derivative of
(pk,CT,w).

3. Derivative by re-encryption key: If A has issued a re-encryption key generation query
(pk, pk',w) to obtain the re-encryption key rk, and CT' < ReEnc(rk,CT), then (pk’, CT',w)
is a derivative of (pk,CT,w).
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The above derivative definition is taken from Definition 34, adapted for the game framework
of condition chosen-ciphertext security.

Apdaptive Condition CCA Security of First-Level Ciphertext. For single-hop schemes, A is
granted access to all the re-encryption keys in this definition. Since first-level ciphertexts cannot
be re-encrypted, there is indeed no reason to keep attackers from obtaining all the honest-to-
corrupt re-encryption keys. The re-encryption oracle becomes useless since all the re-encryption
keys are available to A.

Definition 35 ( 1st-aCond-CCA Security). For Ist-aCond-CCA security, the adversary A plays
the CCA game with the challenger C as in Definition 32, where the challenge ciphertext is formed
as follows.

1. In the case of original ciphertext, CT* < Encq(pk;, my).

2. In the case of re-encrypted ciphertext, CT* < ReEnc(rk; i CTy).
A has the only constraint that: Ogec, (pkix, CT*) is not allowed.
We define A’s advantage in attacking the CPRE scheme at first-level ciphertext as
Advéslgﬁggffd()\) = |Prlo’ = o] — 1/2|. A unidirectional CPRE scheme is defined to be Ist-
aCond-CCA secure, if for any PPT adversary A, the advantage Advéslgﬁ‘ggffd()\) is negligible.

Remark 2. The above definition (for first-level ciphertext security) is a strict extension of that
of [68], since it additionally includes the CCA security for the re-encrypted ciphertext. Intuitively,
this guarantees that the re-encrypted ciphertext is still secure even the adversary compromised the
delegator and also the proxy.
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Schemes Based on Factoring
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4.1 Introduction

Proxy re-encryption introduced by Blaze, Bleumer, and Strauss [8], is a cryptosystem which
allows the proxy to re-encrypt a cirphertext without accessing the underlying message. This
process allows the proxy to manage distributed encryption by using a digital certificate or a re-
encryption key from the sender.

In [8], Blaze et al. proposed the first bidirectional PRE scheme. Ateniese, Fu,
Green, and Hohenberger [3, 4] presented unidirectional PRE schemes from bilinear maps in
2005. All of these schemes are only secure against chosen-plaintext attack (CPA). Canetti
and Hohenberger [16] presented the first bidirectional multi-hop PRE scheme that is se-
cure against replayable chosen-ciphertext attack (RCCA) in the standard model. Libert and
Vergnaud [42] proposed a unidirectional single-hop PRE scheme, which is also RCCA-secure
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in the standard model. The above schemes all rely on bilinear maps. In 2012, Hanaoka, Kawali,
Kunihiro, Matsuda, Weng, Zhang, and Zhao [25] proposed the first generic construction of CCA-
secure unidirectional single-hop PRE. However, since they only gave a concrete example which
also uses bilinear maps, it is unknown whether there is an instantiation without bilinear maps.

All of the above PRE schemes inherently rely on decisional assumptions, e.g., the decisional
Diffie-Hellman (DDH) or the decisional bilinear Diffie-Hellman (DBDH) assumption. In general,
decisional assumptions are a much stronger class of assumptions than computational assumptions
based on search problems, such as factoring, finding shortest vectors in lattices, or even the com-
putational Diffie-Hellman (CDH) problem. Indeed, there are groups, such as certain elliptic curve
groups with bilinear pairing map, where the DDH assumption does not hold, but the CDH prob-
lem appears to be hard. As such, schemes based on search problems are generally preferred to
those based on decisional assumptions. However, such schemes seem to be very hard to obtain.

In 2010, Deng, Weng, Liu, and Chen [20] proposed the first PRE scheme based on a compu-
tational assumption, namely the CDH assumption (in the random oracle model). Since then, there
are several works that show how to base CCA-secure PRE on the same assumption [17, 14].

In this chapter, we propose the first PRE schemes based on the hardness of the factoring
problem. In particular, we present three PRE schemes. The first is a CPA-secure bidirectional
multi-hop PRE scheme. The second is a CCA-secure bidirectional single-hop PRE scheme. The
last is a CCA-secure unidirectional single-hop PRE scheme. The former is in the standard model,
and the others in the random oracle model. In order to construct the second and the third schemes,
we propose a new factoring-based strong signature scheme which is a variant of the Schnorr
signature scheme.

4.2 A Strongly Unforgeable Signature Scheme from Factoring

In this section, we present a new factoring-based strongly unforgeable signature scheme.

4.2.1 Construction

The proposed signature scheme is a variant of the Schnorr signature [50]. Its strong unforgeability
is based on the hardness of the factoring problem. We call the scheme factoring-based Schnorr
(FB-Schnorr, for short) signature.

Let param = (1M N, @R;{,, g,H) be the public parameter, where N <+
BlumGen(1"),g +r QRY,and H : {0,1}* — Z3, is a hash function.

The FB-Schnorr signature scheme is as follows:

SigGen(param): Choose = <—p [(N — 1)/4]. Set sk := ¢, vk := g2,
Output (vk, sk).

Sign(sk, m): Choose r <5 [(N — 1)/4]. Compute ¢ = ¢>'",t = H(m,c),and s = g" - sk'.
Output 0 = (c, s).

Vrf(vk,o,m): Parse o = (c,s). Compute t = H(m,c).
If s2* = ¢ - vk! holds, then return 1, else return 0.

Correctness of the scheme is straight-forward.
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4.2.2 Security Analysis
The strong unforgeability of the above scheme is guaranteed by the following theorem.

Theorem 3. The FB-Schnorr signature scheme is strongly unforgeable in the random oracle
model, if the factoring assumption holds.

Before starting to prove, we state the following well-known lemma (a.k.a. the forking lemma),
which explicitly appeared in [48].

Lemma 3 (the forking lemma [48]). Let A be a probabilistic polynomial time Turing machine,
given only the public data as input. If A can find, with non-negligible probability, a valid signature
(m,c,t,s), then, with non-negligible probability, a replay of this machine, with the same random
tape and a different oracle, outputs two valid signatures (m,c,t,s) and (m,c,t',s") such that

t£t.

Remark. Probabilities are taken over random tapes, random oracles, and in some cases, over
messages and keys.
We now return to the theorem.

Proof. We will prove that, if there exists an algorithm .A that breaks the strong unforgeability of
the scheme with non-negligible probability e, then there is an algorithm B that breaks the one-
wayness of the permutation 1SQ (i.e., the permutation: x — 2% acting on the groups @R}) with
non-negligible probability.

To construct B, we make use of .4 as an internal algorithm we are using, in which we are able
to dive into the code of the algorithm and take snapshots of its state after every step. This way,
we can backtrack to any state that the attacker was in at any point during its execution.

Without the loss of generality we assume that:

— A makes at most ¢z random oracle queries.
— A never makes the same random oracle query twice.
— If A outputs (m, ¢, s) then it had previously queried H (m, c).

We build an algorithm B which is, given an instance (N, h), computing an iterated square
root of A (i.e. computing hzﬂ), using the adversary A. Algorithm B is defined as:

1. Pick ¢* <R {1,2,... 7(]H}.

2. Choose a generator g < QR and set vk := h. B provides .A the public parameter
PP := (N, g, H) and the verify key vk, where H is a random oracle simulated by B as
follows.

Random Oracle Simulation. 3 maintains a hash list A" which is initially empty, and
simulates H as follow:

— H(m, c): If there is a tuple (m, c,t) in H"' then return ¢, otherwise choose ¢ <—p Zox,
add the tuple (m, ¢, t) to H'" and return .

3. Simulate A:

43



e When A makes its ith oracle query then response by using the above simulation of
H. In addition, if ¢ = *, then B records this state as st; = (m;, ¢;=, t1).

e When A requests to sign a message m, choose s < QR},t <R Zy, compute
c=s- vk~ add the tuple (m, c,t) to H'"" and return a signature (c, s).

4. After A finishes, it outputs (m*,c*,s1). If (m*,¢*) # (m;=,c;+), then B outputs L and
halts. Otherwise, it rewinds A from the point that A queries the i*th oracle query. B now
chooses to <R Zyx, add the tuple (m,c,t2) to H list and returns ¢o. Then B records this
state as sto = (my«, ¢;=, t2). B proceeds exactly the same as above to simulate .4. From the
forking lemma (Lemma 3), after a polynomial replay of the attacker .4, 3 obtains one more
valid signature (m*, c*, s5) such that ¢; # to. Now, since s%A CokTH = o = s%A cok 2
and vk = h, B obtains

(th—tl)Q_/\ =5 - 551.
Using Shamir’s GCD in the exponent algorithm [52], B recovers z = K2~ as follows:

(a) Let 0 = ty — t;. Since |ty — t1] < 2* we have that GCD(§,2}) = 1. By Euclid’s
algorithm, B computes integers a, b such that ad + b2* = 1.

(b) B obtains
Y 27 Y
L2 = (ha6+b2 > = 102 pb = (51 s31)0 - b

Finally, B outputs z as the answer.

This completes the description of the simulation.

Analysis. The index ¢* chosen by B in the first step represents a guess that A will forge on
its i*th oracle query (i.e. (my«,c;+)). Since, A queries at most ¢ random oracle queries, the
probability that 5 success in breaking the strong unforgeability of the scheme is at least £/q.
This is non-negligible if ¢ is non-negligible. The theorem follows. U

4.3 The Proposed Schemes

In this section, we first propose a bidirectional multi-hop PRE scheme and show that it meets
the BM-CPA security under the factoring assumption, in the standard model (i.e., without using
random oracles). We then present our main scheme which is BS-CCA secure (in the random
oracle model) under the factoring assumption. Finally, we show how to extend our main scheme
to achieve a unidirectional and single-hop PRE scheme which is secure in the sense of chosen-
ciphertext attack.

4.3.1 The BM-CPA-Secure Scheme

In this section, we first review the IND-CPA secure PKE scheme proposed by Wee [65]. We then
show the construction of our BM-CPA secure PRE scheme.
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Wee Encryption Scheme [65]. We make use of a public parameter PP = (NN, g) for the scheme,
where N is a random 2\-bit Blum integer and g is chosen uniformly from QR}. The Wee
encryption scheme for A-bit message is as follows.

KGen(PP): Choose x < [(N — 1)/4]. Set sk := z, pk := ¢%'*. Output (pk, sk).
Enc(PP, pk,m): Choose r < [(N — 1)/4]. Output (¢*'", (pk - g)", BBS N (g") & m).
Dec(PP, sk, CT): Parse CT = (c1, ¢z, ¢3). Output BBS n (¢ - ¢ %) @ cs.

As shown in [65], the above scheme is IND-CPA secure under the factoring assumption in the
standard model.

Construction. Our PRE scheme is an extension of the Wee encryption, in which the algorithms
KGen, Enc, and Dec are exactly the same as that of the Wee encryption, the other are as
follows:

Setup(1*): Output a public parameter PP = (N, g, h), where N < BlumGen(1?),g < g
QRY, and h := g?.

RKGen(PP, sk, skj): Output rk;; := sk; — sk;.

ReEnc(PP, rki;j, CT;): Parse CT; = (c1,¢2,¢3). Set ¢y := ¢y - czk”. Output (cq, ¢, c3).
Security Analysis. The security of the scheme is guaranteed by the following theorem.
Theorem 4. The above PRE scheme is BM-CPA secure under the factoring assumption.

The detailed proof is given in Section 4.4.1. The proof is quite simple, and follows that of the
IND-CPA security of the underlying encryption (i.e., the Wee encryption).

4.3.2 The BS-CCA-Secure Scheme

Idea of the Construction. We first observe that the Wee encryption scheme can be made IND-
CCA secure, in the random oracle, thanks to Fujisaki-Okamoto’s technique [23] (we call it here
the modified Wee encryption scheme). We then follow the idea of constructing bidirectional
single-hop PRE proposed by Deng et al. [20]. In particular, we propose a new (and the first)
CCA-secure factoring-based PRE scheme by using the FB-Schnorr signature scheme as an one-
time strong signature and integrating it with the modified Wee encryption scheme. Since both
the underlying signature and encryption schemes are secure under the factoring assumption (See
Section 4.2), our scheme achieves the highest security level (i.e. the BS-CCA security) under the
same assumption in the random oracle model.

Description of the Construction. The proposed scheme PRE = (Setup, KGen, RKGen,
Enc, ReEnc, Dec;, Decy) is as follows:

Setup(1*): Generate N « BlumGen(1}),g +pr QR};, and set h := ¢%". Choose four
hash function H; : {0,1}* x {0,1}* — [(N — 1)/4], Hy : QRY, — {0,1}+0 Hy -
{0,1}* — Z3,, Hy : {0,1}* — QRY x QR}; x {0, 1}f0+2% Output a public parameter
PP = (N7ga h7 H17H27H37H4)-
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KGen(PP): Choose z < [(N — 1)/4]. Set sk := z, pk := h”. Output (pk, sk).
RKGen(PP, sk;, skj): Output the re-encryption key rk;; = sk; — sk;.
Enc(PP, pk,m): this algorithm works as follows:

1. Pick v +p [(N —1)/4],w g {0,1}%, and compute u = H1(m,w).

2. Compute ¢y = h¥,c; = h%, ca = (pk - g)*, c3 = Ho(g") ® (m||w), and s = gV,
where t = Hg(Co,Cl, Co, 03).

3. Output the ciphertext CT = (cg, 1, C2, €3, S).

ReEnc(PP, rk;j, CT;): this algorithm works as follows:

p—

. Parse CTZ as CTZ = (60,61,62,63,8).

[\

. Compute t = H3(cg, ¢1, 2, c3) and check whether s = co - ¢4 holds. If not, output
1.

3. Otherwise, compute ¢}, = ¢ - czkij. Let m := (c1, ch, c3).
4. Pick wy g {0,1}%, and compute r = Hy (1, ws).
5. Compute A = h",B = (pk; - g)", and C = Hy(g") @ (m||wz), and output the
first-level ciphertext CT'; = (A, B, C).
Decy (PP, sk, CT): this algorithm works as follows:

1. Parse CT as CT = (cg,c1,C2,¢3,8).

2. Compute ¢t = H3(cy, c1, 2, c3) and check whether 2 = co - cﬁ holds. If not, output
1.

3. Compute m||w = c3 @ Ha(cz - ¢ *F), and return m if ¢; = h1(™%) holds, and L
otherwise.

Dec, (PP, sk, CT): this algorithm works as follows:

1. Parse OT as CT—(A, B,C), and compute m||lws = C @& Hy(B - A~**). Check

whether A = Rh1(7:w2) holds. If not, output L. Otherwise, parse 7m as m :=
(c1,ch,c3).

2. Compute m||lw = c3 @ Ha(c) - ¢5¥), and return m if ¢; = A1) holds, and |
otherwise.

Security Analysis. The intuition of CCA security of the proposed scheme can be seen from the
following properties.

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the
proxy; otherwise, it will suffer from an attack as illustrated in [20, 45]. For our scheme, we
integrate the FB-Schnorr signature scheme with the CCA-secure PKE, that is how we get
public verifiability. More precisely, the ciphertext component cy, s in the original ciphertext
CT = (cp,c1,c2,c3,5) can be viewed as a signature signing the message (co, c2, ¢3).
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2. It should be impossible for the adversary to transform the second-level ciphertext to the
first-level one without knowledge of the delegator’s secret key or re-encryption key; oth-
erwise, it only yields the RCCA security. In our scheme, the component ¢, = c5 - cIk”

is computed using re-encryption key and completely hidden in C, so the adversary cannot

transform the second-level ciphertext to a ciphertext re-encrypted by ReEnc if he has no

knowledge of the re-encryption key.

3. It should be impossible for the adversary to compute the re-encryption key from the target
user ¢* to itself (i.e., rk;+_;+), otherwise it will suffer from an attack as illustrated in [33].
In our scheme, it is clear since the re-encryption key rk;_,; = sk; — sk; = 0 for all 4.

4. For a first-level ciphertext C'T; re-encrypted from a second-level ciphertext CT;, C'T;
should not exhibit any component of C'7;; otherwise, it will fail in achieving CCA-security
of ReEnc (i.e., Ist-level-CCA security). In our scheme, all of the components from the
original ciphertext are hidden in C'. Furthermore, we use a CCA-secure PKE in the re-
encryption algorithm to guarantee the CCA security of re-encrypted ciphertext.

5. In our scheme, ReEnc and Decy use the same algorithm of checking the validity of
the second-level ciphertext C'T;. So in the security game, providing the adversary with a
second-level decryption oracle is useless. Indeed, ciphertexts encrypted under public keys
from L., can be re-encrypted for corrupted users by using re-encryption oracle. Besides,
second-level ciphertext under pk;- can be translated for other honest users by using rk;-;
(where 7 € L,,,) and the resulting ciphertext can be queried for decryption at the first-level
by using Opec, . This does not contradict the observation of Hanaoka et al. [25].

Theorem 5. The above PRE scheme is BS-CCA secure in the random oracle model, if the factor-
ing assumption holds.

The proof of the above theorem is given in Section 4.4.2.

4.3.3 Extension to a Unidirectional Single-Hop Scheme

In this section, we show that our BS-CCA-secure PRE scheme can be extended to achieve a
unidirectional and single-hop PRE (US-PRE, for short) scheme which is secure in the sense of
chosen-ciphertext attack. Following [17], by using the “token-controlled encryption” technique,
we obtain the first factoring-based unidirectional and single-hop PRE scheme. In particular, the
scheme is as follows:

Setup(1*): This algorithm is almost the same at that of the original PRE scheme, except that the
domain of the hash function H, is modified to agree with the new re-encryption algorithm,
and that it has an additional hash function Hs. Concretely, the hash function H4 now
becomes Hy : {0,1}* — QR} x QR}, x {0, 1}0T4 x QRY, x QRY, x {0,1}*1, and the
additional hash function Hj : {0,1}* — Z3,.

KGen(PP): Choose x1,72 < [(N — 1)/4]. Set sk := (x1,22), pk := (h*', h*?). Output
(pk, sk).
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RKGen(PP, sk;, pkj): Output the re-encryption key rk;—; = (Ri, R, R3,R4), where
R1, Rs, R3, and R, are computed as follows:
1. Pick a ¢ [(N —1)/4], w1 g {0,1}*1, and compute 7; = H; (v, wy).
2. Compute R = a — (Ski,1H5(pki72) + Ski,Q).
3. Compute Ry = h"™, R3 = (pk; 1 - 9)™, and Ry = Ha(g") @ (af|w).
Ency (PP, pk,m): this algorithm works as follows:
1. Pick o, u < [(N — 1)/4],w,w; < g {0,1}*1, and compute r = Hy(m,w),r =
Hl (Oé, wl)‘

2. Compute ¢; = h¥, ¢y = g“h"*, c3 = Ha(g") @ (m||lw), Ry = h™, R3 = (pky - g)",
and R4 = HQ(grl) D (a||w1). Letm = (Cl, 6,2,63, Ry, Rs3, R4)

3. Pick wy <—p {0,1}*1, and compute r = Hy(1m, ws).
4. Compute A = h",B = (pky-g)", and C = Hy(g") ® (m||w2), and output the
first-level ciphertext CT'; = (A, B, C).
Ency (PP, pk,m): this algorithm works as follows:

1. Pick v < [(N —1)/4],w g {0,1}%, and compute u = H{(m,w).
2. Compute ¢y = h¥,c; = h', ¢y = (pk{is(pkg)ka -g)", c3 = Ha(g") & (m||w), and
s = g't" where t = H3(cg,c1,co,c3).

3. Output the ciphertext CT = (cg, 1, C2, €3, S).

ReEnc(PP,rk;_;, CT;): this algorithm works as follows:

1. Parse CTZ‘ as CTZ‘ = (CQ, C1,C2,C3, 8) and rki—)j as Tki_”‘ = (Rl,RQ,
Rs, Ry).

2. Compute ¢t = H3(cy, c1, 2, c3) and check whether 2 = co - cﬁ holds. If not, output
L.

3. Otherwise, compute ¢, = ¢ - cfl. Let m := (c1, ¢, ¢3, Ra, R3, Ry).
4. Pick wy < g {0,1}*1, and compute r = Hy(m, wo).
5. Compute A = h",B = (pk;5-g)", and C' = Hy(g") ® (m||wz), and output the
first-level ciphertext CT; = (A, B, C).
Decy (PP, sk, CT): this algorithm works as follows:

1. Parse CT as CT = (cg,c1, 2,3, 8).

2. Compute ¢t = H3(cy, c1, 2, c3) and check whether §2 = co cﬁ holds. If not, output
1.

—(Sk1H5(pk2)+8k2))
1

3. Compute m|lw = ¢35 ® Ha(ca - ¢ , and return m if ¢; = A1 (Mw)

holds, and _L otherwise.

Dec; (PP, sk, CT): this algorithm works as follows:
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1. Parse CT as CT—(A, B,C), and compute m/|jws = C @ Hy(B - A=%%2). Check
whether A = h1(mw2) holds. If not, output L. Otherwise, parse m as m :=
(c1, ¢, c3, Ra, R3, Ry).

2. Compute a||lw; = Ry @ Hy(Rs - Ry **). Check whether Ry = hH1(@«1) If not,
output L.

3. Compute m||w = c3 @ Ha(c) - ¢;®), and return m if ¢; = A1) holds, and L
otherwise.

We have the following theorem.

Theorem 6. The above PRE scheme is US-CCA secure in the random oracle model, if the factor-
ing assumption holds.

The proof of the above theorem is given in Section 4.4.3.

4.4 Proofs

4.4.1 Proof of Theorem 4

We build an algorithm B which is, given a factoring instance (IV, g, gQA“, @), deciding whether
@ = BBSn(g®), using the BM-CPA adversary .A. BB runs the adversary A simulating its view as
in the BM-CPA security game as follows:

Setup. B sets h := gQA, then provides A the public parameter PP := (N, g, h). B initializes two
empty lists L, and L., then maintains it to record the indices of all uncorrupted and
corrupted users, respectively, in the game.

Phase 1. B simulates the oracles O,k Gens OcorrkGen» ORKGen» and O gepne to answer the ques-
tions issued by A as follows:

— OunkGen(1): B returns the symbol L if ¢ € Ly, U Loy otherwise B chooses randomly
z; g [(N — 1)/4], sets and returns pk; := h% - g~! (meaning that sk; = x; —
5x Mo . b adds 1 to L,y,. Note that, oes not need to know sk;.
s~ mod |QRY[). B adds i to Lyy,. Note that, Bd dtok k

O corriGen (1): B returns the symbol L if i € Ly, U Lor; otherwise B chooses randomly
x; <—r [(N — 1)/4], and returns (pk;, sk;), where pk; := h®, sk; :== z;. B adds i to

LCOTT'

ORrKGen(1,7): if @ # j € Lyn ori # j € Leoyr B returns 7k, := x; — x;; otherwise
returns the symbol L.

OReEnc(i,ja CT@) B parses C'T'; = (61,02,63). If i # j € Ly ori 7& J € Leorr, then
it computes rk;; = x; — x;, and returns CT'; < ReEnc(rk;;, CT;) (i.e. CT; =

(c1,¢h,c3), where ¢ := ¢ - ¢| 7). Otherwise, it returns the symbol L.

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk;. and two
equal-length plaintexts mg, m; € {0,1}*. At this stage, BB flips a random coin o € {0, 1}
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‘Ti*
and defines: ¢; := gQA“,CQ = (gQA“> ,c3 = @ @ my. Finally, B returns CT* =
(c1,c2,c3) as the challenge ciphertext to A.

Observe the following to see that, CT™ is indeed a valid challenge ciphertext under the
public key pk;~ with the random exponent r = a if Q = BBS n(g%).

T;% sk — 5 a
o= g2 = BT ey = (92xa> _ (92Aa> X _ (ngskﬁ -g) = (pkys - g)",
c3=0Q dmg.

In contrast, if @ is random in {0, 1}*, O'T* perfectly hides m,, and .A cannot guess o with
better probability than 1/2.

Phase 2. B does exactly as in Phase 1.
Guess. Finally, A outputs a guess o’ € {0,1}.

Output. If o’ = o, B outputs 1 to guess Q = BBS n(g®); else B outputs 0 to guess that @ is a
random element in {0, 1}

This completes the description of the simulation.

Next, we analyze the simulation. It is obviously that the simulation of B is perfect from the
view of A. Therefore B can deciding whether @) = BBS (g*) with probability at least that of A
in breaking the BM-CPA security of the proposed scheme.

This concludes the proof of Theorem 4.

4.4.2 Proof of Theorem 5

We split up the proof of Theorem 5 into two parts: we prove that our scheme is 2nd-BS-CCA
secure and 1st-BS-CCA secure in Section 4.4.2.1 and Section 4.4.2.2, respectively. Combining
both parts yields Theorem 5.

4.4.2.1 2nd-BS-CCA Security

Since the permutation ISQ (i.e., the permutation : x +—> 22 acting on the groups QR}) is one-
way function if and only if the factoring problem is hard (Theorem 2), it is sufficient to prove
that if there exists an adversary A that breaks the 2nd-BS-CCA security of the scheme with non-
negligible probability, then there exists an adversary B that breaks the one-wayness of 1ISQ with
overwhelming probability. Let AdvlgQ (M) denote the advantage of 5 in breaking the one-wayness
of ISQ.

Since the fact that the FB-Schnorr scheme is one-time strongly unforgeable under the factor-
ing assumption, we can assume that the signature scheme used to sign the challenge ciphertext
CT;7 (i.e. the scheme with the verify/sign keys pair are (7, g"")) is one-time strongly unforge-
able.

We build an algorithm B which is, given a factoring instance (NN, g, gQA“), computing (g“),
using the 2nd-BS-CCA adversary A. B runs the adversary A simulating its view as in the 2nd-
BS-CCA security game as follows:
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Setup. B initializes two empty lists L., and L., then maintains it to record the indices of all
uncorrupted and corrupted users, respectively, in the game. B sets h := gQA, then provides
A the public parameter PP := (N, g, h, Hy, Ho, H3, Hy), where Hy, Hy, H3, and H, are
the random oracles simulated by B as follows.

Hash Oracles Simulation. At any time A can issue the random oracle queries
Hy, Hs, H3,and Hy. B maintains four hash lists H1st, Hist flist and H}s which are
initially empty, and respond as follow:

— Hi(m,w): If there is a tuple (m,w,r) in H}*" then return r, otherwise choose 7 < g
[(N — 1)/4], add the tuple (m,w,r) to H}*" and return 7.

Hy(X): If there is a tuple (X, /) in HgSt then return [, otherwise choose 5 <« g
{0,1}*0+41 add the tuple (X, 3) to His* and return 3.

Hs(co,c1,c9,c3): If there is a tuple (co,c1,c2,c3,t) in HéiSt then return ¢, otherwise
*

choose t <~ Zj,, add the tuple (co, c1, c2, c3,t) to H:I))iSt, and return ¢.

Hy(f): If there is a tuple (f,~) in H}*t then return -, otherwise choose y < p QR} X
QR x {0,1}%0+24 add the tuple (f,7) to H}* and return 7.

Find stage (i.e. Phases 1 and 2). 5 simulates the oracles Ounxgen, OcorrkGens ORKGen
OReEncs Opecy» and Ope, to answer the questions issued by A as follows:

= OunkGen(t): Breturns L if i € Ly, U Legyy; otherwise B chooses randomly z; g
[(N — 1)/4], sets and returns pk; := h% - g~! (meaning that sk; = z; — 2% mod
|QRE|). B adds i to L,,. Note that, 3 does not need to know sk;.

= OcorrkGen(1): Breturns L if i € Ly, U Legyy; otherwise B chooses randomly x; g
[(N —1)/4], and returns (pk;, sk;), where pk; := h*, sk; := x;. B adds i to Loy

ORrKGen(1,7): if @ # j € Lyn ori # j € Loy B returns 7k, := x; — x;; otherwise
returns the symbol L.

ORegne (i, j, CT;): B parses CT; = (co, c1, ¢2, 3, 5), and does as follows:
1. If ¢+ = 7, then return L.
2.ifi # j € Ly, ori # j € Leor B computes the re-encryption key rk;; =

xj — x;. Next, B follows the algorithm ReEnc to compute the ciphtertext C'T';

by using rk;; and simulating the hash oracles Hy, H3, Hy as follows:

(a) Search in the list H il))iSt to see whether there exists (ag,aq,
ag,as,t) € HY such that (ag = o) A (a1 = ¢1) A (a2 = ¢2) A (ag = c3).
If there exists no such tuple, then return L. (This corresponds to the event
ReEncErr; to be explained).

(b) Check whether s2 = co - c’f1 holds. If not, then return L.

(c) Search in the list HIS' to see whether there exists (m,w,r)
€ HI** such that k" = ¢y, (pk; - )" = co. If there exists no such
tuple, then return 1. (This corresponds to the event ReEncErrs to be
explained).

ki _
(d) Compute ¢y = ¢y - ¢} 7. Letm := (c1,ch, c3).
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(e) Pick wy < {0,1},r) +pr [(N —1)/4], and add (1m,ws, 1) to the list
Hist,

(f) Compute A = h™, B = (pk; - g)",

(g) Search in the list H }fSt to see whether there exists (f,~y) such that f = ¢g".
If there exists no such tuple, then pick v < QR} X QR} x {0, 1}fo+20,
add the tuple (f,~) to HJst,

(h) Compute C' = v & (m||wz), and output the first-level ciphertext CT; =
(A, B,C).

3. If (i =@*) A(j € Leorr) A (1 =€), then return L. Since ¢ is the verify key of
the one-time strong signature scheme SIG used to sign the challenge ciphertext
CT*, CT; is indeed the challenge ciphertext CT*. Therefore, B should return
1.

4. Ifi € Leopryj € Lyp 011 € Lyy,j € Leorr, then B does as follows:

(a) Search in the list H:I)fSt to see whether there exists (ag,as,
ag,as,t) € HY such that (ag = cp) A (a1 = ¢1) A (a2 = ¢2) A (ag = c3).
If there exists no such tuple, then return L.

(b) Check whether s2 = co - c’f1 holds. If not, then return L.

(c) Search whether there exists a tuple (m, w,r) € H}* such that h" = ¢y, (pk;-
g)". If there exists no such tuple, then return L.

(d) Compute ¢, = (pk; - g)"). Letm := (c1, ¢, c3).

(e) Pick wy < {0,1},r) +pr [(N —1)/4], and add (1m,ws, 1) to the list
HJst,

(f) Compute A = h™, B = (pk; - g)",

(g) Search in the list H.®! to see whether there exists (f,~) such that f = g"'.
If there exists no such tuple, then pick v < g QR} X QR} x {0, 1}fo+20,
add the tuple (f,~) to HJs".

(h) Compute C' = v & (m||wz), and output the first-level ciphertext CT; =
(A, B,C).

= Opec, (i, CT;): If i € Loy, then B does as the algorithm Dec; to decrypt the ciphertext
CT; by using sk; = x; and hash lists H's*, FJst, Flist and H}*. Otherwise 13 parses
CT;as CT; = (A, B,C), and does as follows:

1. Search in the list H{'*' and H}*' to see whether there exist (m,w,r) € H{" and

(f,7) € H}** such that

h" = A, (pk;-g9)" = B,y ® (m||lw) = C,and f = g¢". 4.1

If there exists no such tuple, then return L. (This corresponds to the event DErr;
to be explained).

2. Parse m as m := (c1, ch, c3).

3. Search in the list H1*' to see whether there exists (m,w,r) € H}' such that
h" = c1,(pk; - g)" = c5. If there exists no such tuple, then return L. (This
corresponds to the event DErro to be explained).
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4. Compute m||lw = c3 ® Ha(g"), and returns m if ¢; = R (™) holds, and L
otherwise.

= Opec, (i, CT;): second-level ciphertexts encrypted under public keys from L,,, can be

re-encrypted for corrupted users by using re-encryption oracle Ogepn.. Besides,
second-level ciphertexts under pk;« can be translated for other honest users by using
rk;+j (where j € L,;,) which can be computed as in simulating of the re-encryption
key oracle ORrigen, and the resulting ciphertexts are decrypted by using O pec, -

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk;. and two
equal-length plaintexts mg, m; € {0, 1})‘. If i* € L¢orr, then B outputs | and halts, since
we require i* € Ly, for A to win the game. Otherwise, B flips a random coin o € {0, 1}
and does as follows:

1.

ook wee

6.

Pick s* < QRY, t* ¢ Zy», and compute ¢, = (s*)2" - (g2 *)~"".
Define ¢} = gQA“ (meaning that u* = a).

Compute ¢ = (g2 %)%

Pick c§ g {0, 1}%+4 and define H3(cj, ct,ch, c5) = t*.

Pick w* <p {0,1}%, and implicitly define Hs(g%) = ¢ @ (mg||lw*) and
Hi(mg||lw*) = a (note that B does not know a and g*).

Return CT* = (cfj, ¢, ¢5, ¢5, s*) as the challenge ciphertext to A.

Observe the following to see that, C'I™* is identically distributed as the real one from the

construction. Let ¢*" := s

1.
2.
3.

5.8 =s"-¢g g™ =g

_ *
*. g% and u* := a. We have

*

CS — (S>n<)2A . (92>‘a)7t* — (S* . gfat*)?‘ — g2>‘v* = hv".

CT — 92>‘a — 92>‘u* — hu*

= (gQAa)xi* = (gQAfi* )@ = (gQASki*JFl)U* = (pk; - 9)" . (Note that sk =
Tix — 2% mod ]@RJJ\H since i* € Ly,.)

¢ = Ha(g") ® (mo||w*) = Ha(g"") & (mo||w™).

* * —at* at* v*futt* v*4+u* Hz(cf,ci,ch,c5)

= g .

Guess. Finally, A outputs a guess ¢’ € {0, 1}.

Output. If ¢/ = o, then B searches (X, 8) from the list HYt such that X2" = ¢, and output
X as the solution; otherwise 5 outputs | and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set ¢ := |QR}|, and assume that .4 issues at most
qH, QHys QHs, H, > Gre, and qq queries to Hy, Ho, H3, Hy, Opepne, and Opee, , respectively.

The main idea of the analysis is borrowed from [20]. We first evaluate the simulations of the
random oracles. It is clear that the simulation of H, is perfect. Let AskH] be the event that A
queried (m,,w*) to Hy, where w* is chosen by B in the challenge phase. It is obvious that the
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simulation of Hj is perfect if AskH} did not occur. Since B picks w* <—x {0, 1}** which is hidden
by the “one-time pad” given by H,, we have

qH,
20

Pr{AskH]| <

Let AskH3, and AskH; be the event that A queried g* to Hs and (cf), ¢}, ¢, ¢5) to H3, respec-
tively. The simulation of Hy and H3 are also perfect, as long as AskH; and AskH3 did not occur.
Similarly, since B picks ¢ < {0, 1}%+4 which is hidden by the “one-time pad” given by Ha,
we have

Pr[AskH]] < QZﬁzl.

As argued before, the challenged ciphertext provided for A is identically distributed as the
real one from the construction. From the description of the simulation, it can be seen that the
responses to A’s re-encryption key queries are also perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-
encryption queries are perfect, unless A can submit valid second-level ciphertexts without query-
ing hash functions H3 and H; (i.e. the events ReEncErr; and ReEncErrs, respectively). Let
ReEncErr be the event that ReEncErr; VReEncErry happens during the entire simulation. Since
H; and Hj act as random oracles and A issues at most ¢, re-encryption queries, we have

Pr[ReEncErr| = Pr[ReEncErr; V ReEncErr;]

< Pr[ReEncErr;| + Pr[ReEncErry| < dre
q

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption
oracle is perfect, with the exception that simulation errors may occur in rejecting some valid ci-
phertexts. However, these errors are not significant as shown as follows: Suppose that (pk,;, CT;)
has been issued as a valid first-level ciphertext. Even C'T'; is valid, there are the three following
cases that C'T'; can be produced without querying to the random oracles:

e A did not query (m,w) to Hy or f to Hy such that (4.4) holds (i.e. the event DErr; occurs).
Let Valid be the event that C'T' is valid. Let AskH;and AskH, respectively be events that
(m,w) has been queried to H; and f has been queried to Hy in the event DecErr;. We have

Pr[valid|DErr;] = Pr[Valid|(—AskH; V —AskHy)]
< Pr[valid|—-AskH;| + Pr[Valid|—-AskHy].

On the other hand, observe that

Pr[Valid|—-AskH;] = Pr[Valid A AskHy|-AskH;]+ Pr[Valid A —AskH4|-AskH;]
< Pr[AskHy|-AskH;| + Pr[Valid|(—AskH; A —AskHy)]
< qH, 1

q2 . 2£0+241 q
Similarly, we have

. 4H, 1
Pr[Va11d|—|AskH4] S T + m
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Therefore, we have

Pr[valid|DErr;] < Pr[Valid|-AskH;|+ Pr[Valid|-AskHy]

qu, +1 qu, +1

<

Let DecErry be the event that Valid|DErr; happens during the entire simulation. Then,
since at most gy decryption oracles are issued, we have

1 1
Pr[DecErri] < ¢4 < qH, + qm, + > .

q2 . 240 +201 q

e A did not query (m,w) to Hy such that h1(m«) — ¢ and (pk; - g)t™ (mw) — ¢ holds
(i.e. the event DErry occurs). It is clear that Pr[Valid|DErry] = %. Let DecErry be the
event that Valid|DErry happens during the entire simulation. We have

Pr[DecErrg] < dd.
q

Let DecErr be the event that Valid|DErr; V DErry happens during the entire simulation. Then,
we have

Pr[DecErr] = Pr[Valid|DErr; V DErrs]
Pr[valid|DErrq] + Pr[Valid|DErrs]
Pr[DecErr;] 4+ Pr[DecErrs]

qi(qr, +1)  qalqm, +2)
q2 . 240"‘241 q

IN

Now, let Error denote the event AskH] V AskH} \V AskH3 VReEncErrV DecErr. If the event Error
does not happen, it is clear that .A cannot gain any advantage greater than % in guessing o due to
the randomness of the output of the random oracle Hy. Namely, we have Pr[¢’ = o|-Error| =
%. Hence, by splitting P[0’ = o], we have

Pr[o’ = 0] = Prlo’ = o|-Error|Pr[-Error| + Pr[o’ = o|Error] Pr[Error]

1
< 3 Pr[—Error| + Pr[Error]

1 1
= 3 + 3 Pr[Error],
and
, , 1 1
Prlo" = 0] > Prlo’ = o|-Error|Pr[-Error| = 373 Pr[Error].

Then we have




By definition of the advantage for the 2nd-BS-CCA adversary, then we have

1
€= Advl%rﬁi];%A()\) = |Pr[o’ =0] - 5‘
1
< 5 Pr[Error]
1
= 3 Pr[AskH] V AskH; V AskH; V ReEncErr V DecErr]
1
< 5 (Pr[AskH]]| + Pr[AskH;] + Pr[AskH3| + Pr[ReEncErr| 4+ Pr[DecErr]) .
Since Pr[AskHj] < ‘12%, Pr{AskH;] < 2210%, Pr[ReEncErr] < < and Pr[DecErr] <
Z‘é?gg‘gﬁf + qd(q[zl +2), we obtain

Pr[AskH;] > 2¢ — (Pr[AskH]| + Pr[AskH;] + Pr[ReEncErr] + Pr[DecErr])
qm  _qEs e qa(gm +1)  qalgm +2)

> 2e-— % o 2o+ o 7 o q2 . olo+24 o q
— 9 _ Qre + Qd(QHl + 2) B % _ qH, _ Qd(QH4 + 1)
- q 201 2lo+01 q2 L 9lo+261 T

Meanwhile, if event AskH3 happens, the algorithm B will be able to compute g“, and conse-
quently, we obtain

_ Qre + Qd(QH1 + 2) _ qH, o qHs o Qd(QH4 + 1)
q 26 2+ q2 . 9lo+201

AdvE(N\) = PriAskH)] > 2
From the description of the simulation, the running time of the algorithm B can be bounded by

<t + (qu, +qm, + 9 + Qu+ 9e + Gk + Gre + qa)O(1)
+ (QU +qc + (QQHl + QH4)QT6 + 5QH1Qd)temp7

where t.., denotes the running time of an exponentiation in group QRE.
This completes the proof of the 2nd-BS-CCA security of the scheme.

4.4.2.2 1st-BS-CCA Security

We build an algorithm B which is, given a factoring instance (NN, g, ng“), computing (g*), using
the 1st-BS-CCA adversary A. B runs the adversary .A simulating its view as in the 1st-BS-CCA
security game as follows:

Setup. B initializes two empty lists L, and L., then maintains it to record all uncorrupted
users and corrupted users, respectively, in the game. B sets h := g2k, then provides A
the public parameter PP := (N,g,h, Hy, Hy, Hs, Hy), where Hy, Hy, H3,and H, are
the random oracles simulated by B as shown for the proof of the 2nd-BS-CCA security
(See 4.4.2.1).

Find stage (i.e. Phases 1 and 2). B simulates the oracles Ou.xgen, OcorrkGens ORKGens
OReEncs Opec,» and Opec, to answer the questions issued by A as follows:
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= OunkGen(i): Breturns L if i € Ly, U Leoy; otherwise B chooses randomly x; <p
[(N —1)/4], sets and returns pk; := h® - g~ (meaning that sk; = z; — 55 mod
]@R;{,\). B adds i to L,,. Note that, B does not need to know sk;.

= OcorrkGen(1): Breturns L if i € Ly, U Legyy; otherwise B chooses randomly x; g
[(N —1)/4], and returns (pk;, sk;), where pk; := h™*, sk; := x;. B adds i to Loy

ORrKGen(1,7): if @ # j € Lyn ori # j € Loy B returns 7k, := x; — x;; otherwise
returns the symbol L.

ORekne (i, j, CT;): B parses CT; = (co, c1, ¢2, 3, s), and does as follows:
1. If i = 7, then return L.
2.if i # j € Lyp ori # j € Lo B computes the re-encryption key rk;; =
xj — x;. Next, B follows the algorithm ReEnc to compute the ciphtertext C'T';
by using 7k;; and simulating the hash oracles H1, H3, H as follows:
(a) Search in the list H:I)fSt to see whether there exists (ag,ai,
as, az,t) € HYt such that (ag = cp) A (a1 = ¢1) A (a2 = ¢2) A (ag = c3).
If there exists no such tuple, then return L. (This corresponds to the event
ReEncErr; to be explained).
(b) Check whether 2 = co - c’i holds. If not, then return L.

(c) Search in the list H}" to see whether there exists (m,w,r) € H{' such that
h" = ¢y, (pk; - g)7 = co. If there exists no such tuple, then return L. (This
corresponds to the event ReEncErrs to be explained).

(d) Compute ¢ = ¢ - c;k“. Let m := (c1, ch, c3).

(e) Pick wy <p {0,1}**,r1 +px [(N — 1)/4], and add (m,ws,71) to the list
His,

(f) Compute A = h™, B = (pk; - g)",

(g) Search in the list H }fSt to see whether there exists (f,~y) such that f = ¢g".
If there exists no such tuple, then pick v < QR x QR x {0, 1}fot+20,
add the tuple (f,~) to H}s*,

(h) Compute C' = v @ (m||wz), and output the first-level ciphertext CT'; =
(A, B,C).

3. If i € Legyryj € Lyp ori € Lyy, 7 € Leor, then B does as follows:

(a) Search in the list H:I)fSt to see whether there exists (ap,ai,
as, az,t) € HYt such that (ag = cp) A (a1 = ¢1) A (a2 = ¢2) A (ag = c3).
If there exists no such tuple, then return L.

(b) Check whether s2 = co - c’f1 holds. If not, then return L.

(c) Search whether there exists a tuple (m, w,r) € H}* such that h" = ¢y, (pk;-
g)" = co. If there no such tuple, then return L.

(d) Compute ¢, = (pk; - g)"). Let m := (c1, ¢, c3).

(e) Pick wy < {0,1},r) +pr [(N —1)/4], and add (1m,ws, 1) to the list
HiiSt.

(f) Compute A = ™, B = (pk; - g)".
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(g) Search in the list H}fSt to see whether there exists (f,~y) such that f = ¢g".
If there exists no such tuple, then pick v < QRY, x QR x {0, 1}fo+20,
add the tuple (f,~) to H}s*.
(h) Compute C' = v @ (m||wz), and output the first-level ciphertext CT'; =
(4,B,0).
= Opec, (i, CT;): If i € Leopr, then B does as the algorithm Dec; to decrypt the ciphertext
CT; by using sk; = x; and hash lists H1s*, Hst, H1st and H}. Otherwise 3 parses
CT;as CT; = (A, B,C), and does as follows:
1. Search in the list H1* and H}*" to see whether there exist (m,w,r) € H'' and
(f,~) € H}** such that

W' =A, (pk;-g9)" =B,y @ (m|lw) =C,and f = g". 4.2)

If there exists no such tuple, then return L. (This corresponds to the event DErr;
to be explained).

2. Parse m as m := (c1,ch, c3).

3. Search in the list H1 to see whether there exists (m,w,r) € His' such that
h" = c1, (pk; - g)" = c. If there exists no such tuple, then return L. (This
corresponds to the event DErrs to be explained).

4. Compute m||w = c3 @ Ho(g"), and returns m if ¢; = hH1(™) holds, and L
otherwise.

— Opec, (i, CT;): second-level ciphertexts encrypted under public keys from L,,, can be
re-encrypted for corrupted users by using re-encryption oracle Orepn.. Besides,
second-level ciphertexts under pk;« can be translated for other honest users by using
rk;i«; (where j € Lyy) which can be computed as in simulating of the re-encryption
key oracle Ogkgen, and the resulting ciphertexts are decrypted by using Opec, -

Challenge. When A decides that Phase 1 is over, a (corrupted or not) public key pk;, a target
public key pk;-, and two “good messages” C'Ty, C'T7. If i* € Loy, then B outputs L and
halts, since we require i* € L,,, for A to win the game. Otherwise, 3 flips a random coin
o € {0,1} and does as follows:

1. Bparses CT, = (cg,c1,c2,3,8).

2. Search in the list H* to see whether there exists (ag, a1, az,as,t) € H such that
ag = cg) N (a1 = c1) A (as = c2) A (a3 = c3). If there exists no such tuple, then
P
return .

3. Check whether 52" = ¢ - ¢t holds. If not, then return L.

4. Search whether there exists a tuple (m,w,r) € HP* such that h" = ¢y, (pk; - 9)" =
cy. If there no such tuple, then return L.

5. Compute ¢y = (pk; - g)"). Let m := (c1, ¢h, c3).

6. Pick C* «p {0,1}fo+4,

7. Pick w* «pr {0,1}%, and implicitly define Hy(¢%) = C* @ (CT,||w*) and
H,(CTs||w*) = a (note that B does not know a and ¢g%).
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8. Define A* = gZA“ (meaning that r* = a).
9. Compute B* = (g2 @)%
10. Return CT™* = (A*, B*,C*) as the challenge ciphertext to A.

Observe the following to see that, C'I™* is identically distributed as the real one from the
construction. Let r* := a. We have

1. A* = 92Aa — 92/\7’* — hr*.

2. B* = (nga)%’* = (gQAfi* )@ = (gQASki*Jrl)T* = (pk; - g)" . (Note that sk =

Tix — 2% mod ]@RJJ\H since i* € Ly,.)
3. C* = Hy(g") & (CT,|lw") = Halg™) @ (CT,][w).

Guess. Finally, A outputs a guess ¢’ € {0, 1}.

Output. If o’ = o, then B searches (X, 3) from the list HYst such that X2" = 42", and output
X as the solution; otherwise B outputs L and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set ¢ := |QR}|, and assume that A issues at most
qH, QHys QHs, H, > Gre, and qq queries to Hy, Ho, H3, Hy, Opepne, and Opee, , respectively.

Let AskHj be the event that A queried (CT,,w*) to Hy, where w* is chosen by B in the
challenge phase. It is obvious that the simulation of H; is perfect if AskH] did not occur. Since B
picks w* < {0, 1}** which is hidden by the “one-time pad” given by Hy, we have

qH,
20

Pr{AskH]| <

Let AskH} be the event that A queried g“ to H4. The simulation of H, is also perfect, as long as
AskH} did not occur. It is clear that the simulations of H5 and H3 are perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-
encryption queries are perfect, unless .A can submit valid second-level ciphertexts without query-
ing hash functions H3 and H; (i.e. the events ReEncErr; and ReEncErro, respectively). Let
ReEncErr be the event that ReEncErr; V ReEncErr, happens during the entire simulation. Since
Hy and Hj act as random oracles and A issues at most ¢, re-encryption queries, we have

Pr[ReEncErr| = Pr[ReEncErr; V ReEncErr;]
< Pr[ReEncErr] + Pr[ReEncErrsy] < dre
q

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption
oracle is perfect, with the exception that simulation errors may occur in rejecting some valid
ciphertexts. In the similar way of analysis in the proof of the 2nd-BS-CCA security, we obtain

qi(qr, +1)  qalqm, +2)

Pr[DecErr] < 2. 2i0v2h . ,

where DecErr denotes the event that the decryption oracle rejects some valid ciphertexts.
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Now, let Error denote the event AskH] VAskH} VReEncErrV DecErr. If the event Error does

not happen, it is clear that A cannot gain any advantage greater than % in guessing o due to the
randomness of the output of the random oracle Hy. Namely, we have Pr[o’ = o|-Error] = 1.

Following the proof in Apdendix 4.4.2.1, we have

Prlo’ = 0] — =

1
< —Pr[Error].
2 2

|
By definition of the advantage for the 1st-BS-CCA adversary, then we have

1
€= AdVIIDSI{EC’fiA(A) = ‘Pr[a' =o]|— 5‘

—_

< —Pr[Error]

=N

= — Pr[AskH] V AskH} V ReEncErr V DecErr]

=N

< 3 (Pr[AskH]| + Pr[AskH}] + Pr[ReEncErr| + Pr[DecErr]) .

qa(qm, +2)
q 7

. 1
Since Pr[AskH}] < 211 Pr[ReEncErr| < <, and Pr[DecErr] < ‘;‘;Fgg)gel) 4

o0 we

obtain

Pr[AskH;] > 2¢ — (Pr[AskH]]| + Pr[ReEncErr| + Pr[DecErr])
g, Gre  qalqu, +1)  qa(qm, +2)

2 TG Ty T2 et g
- 9 _ Qre + Qd(QHl + 2) _9H Qd(QH4 + 1)
- q 201 q2 . lo+26, T

Meanwhile, if event AskH}; happens, the algorithm B will be able to compute g“, and conse-
quently, we obtain

et qalgm +2)  qm qalqm, +1)
q 261 q2 . 9bo+24

AdvEQ(A):Pr[AskHZ] > 2

From the description of the simulation, the running time of the algorithm 3 can be bounded by

t' <t (qr, + Gy + Qs + Qu + Qe + Gk + Gre + 2)O(1)

4
+ (QU +qc + (2QH1 + QH4)QTe + 5QH1 Qd)tempa

where t.,,, denotes the running time of an exponentiation in group @R}.
This completes the proof of the 1st-BS-CCA security of the scheme.

4.4.3 Proof of Theorem 6

We split up the proof of Theorem 5 into two parts: we prove that our scheme is 2nd-US-CCA
secure and 1st-US-CCA secure in Section 4.4.3.1 and Section 4.4.3.2, respectively. Combining
both parts yields Theorem 6.
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4.4.3.1 2nd-US-CCA Security

Since the permutation ISQ (i.e., the permutation : x 22" acting on the groups QR}) is one-
way function if and only if the factoring problem is hard (Theorem 2), it is sufficient to prove
that if there exists an adversary A that breaks the 2nd-BS-CCA security of the scheme with non-
negligible probability, then there exists an adversary B that breaks the one-wayness of ISQ with
overwhelming probability. Let AdvgQ (M) denote the advantage of B in breaking the one-wayness
of ISQ.

Since the fact that the FB-Schnorr scheme is one-time strongly unforgeable under the factor-
ing assumption, we can assume that the signature scheme used to sign the challenge ciphertext
CT7 (i.e. the scheme with the verify/sign keys pair are (c7, g“*)) is one-time strongly unforge-
able.

We build an algorithm B which is, given a factoring instance (NN, g, gQA“), computing (g“),
using the 2nd-US-CCA adversary A. I3 runs the adversary A simulating its view as in the 2nd-
US-CCA security game as follows:

Setup. B initializes two empty lists L., and L., then maintains it to record all uncorrupted
users and corrupted users, respectively, in the game. B sets h := g2k, then provides A
the public parameter PP := (N, g, h, Hy, Hy, H3, Hy), where Hy, Hy, Hs,and H, are the
random oracles simulated by B as follows.

Hash Oracles Simulation. At any time A can issue the random oracle queries
Hy, Hs, H3,and Hy. B maintains four hash lists H1st, Hist flist and H}s which are
initially empty, and respond as follow:

— Hi(m,w): If there is a tuple (m,w,r) in H}*" then return r, otherwise choose 7 < g
[(N — 1)/4], add the tuple (m,w,r) to H}*" and return 7.

Hy(X): If there is a tuple (X, /) in HéiSt then return [, otherwise choose 5 <« g
{0,1}*0+41 add the tuple (X, 3) to His* and return 3.

Hs(co,c1,c9,c3): If there is a tuple (co,c1,c2,c3,t) in H:I))iSt then return ¢, otherwise

choose t <—pg Z3,, add the tuple (co, 1, c2, c3,t) to H.s, and return t.

Hy(f): If there is a tuple (f,~) in HJ*t then return -, otherwise choose -y “R QR} X
QRJ x {0,1}0+4 x QRY, x QR x {0, 1}, add the tuple (f,v) to H}** and return
.

Find stage (i.e. Phases 1 and 2). B simulates the oracles Ou.xgen, OcorrkGens ORKGens
OReEnes ODecy» and O pec, to answer the questions issued by A as follows:

= OunkGen(1): Breturns Lifi € Ly, ULco; otherwise BB chooses randomly z; 1, xi 2 <R
[(N — 1)/4], sets and returns pk; := (k%1 h%2 . g~!) (meaning that sk; =
(g, @2 — 2% mod ]@R}])). B adds i to L,,. Note that, B does not need to know
Skl'.

= OcorrkGen(i): B returns L if i@ € Ly, U Leyy; otherwise B chooses randomly
xi1, T2 < g [(N — 1)/4], and returns (pk;, sk;), where pk; := (h"1, h¥2), sk; =
(1‘2‘71, 1‘2‘72). B adds i to L.y
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— ORkGen(i,J): B does as follows:
o Ifi=1" 7€ Ley: return L.
e If i € L.y: B does exactly the same as the RKGen algorithm.
1. Pick a, 71 <—g [(N —1)/4],w; <g {0,1}*1, define r; = H;(,wi), and
add (o, wy,71) to the list Ht.
2. Compute Ry = o — (ski1 H5(pk; o) + ski2).
3. Compute Ry = h"™, Ry = (pk;; - g)", and Ry = H(g9™) @ (af|wr).
4. Return Tki_”‘ = (Rl, Ry, R3, R4).
® | £ "€ Lyy:
1. Pickry < [(N —1)/4],w; <5 {0,1}%, and add (“ —",wy,71) to the list
His,

2. Pick Ry <R {xi,lHSPki,Q + zi2,. .. ,1‘2‘71H5p]€i72 + 22 + (N — 1)/4}
(meaning that o« = Ry + (ki1 Hs(pk; 5) + ski2) € [(N —1)/4]). Note that,
B does not need to know «.

3. Compute Ry = h™, R3 = (pk;, - g)™, and Ry g {0, 1}f0+41 (meaning
that Hy(¢g™ = R4 @ («||w1), where « is defined as in Step 2).

4. Return Tki_”‘ = (Rl, Rs, R3, R4).

— ORepneli, j, CT;): Bparses CT; = (¢, c1,¢2,c3,5), and does as follows:

1. If ¢+ = 7, then return L.

2. If (i =3") A (j € Leorr) N (€1 = ¢}), then return L. Since ¢ is the verify key of
the one-time strong signature scheme SIG used to sign the challenge ciphertext
CT*, CT; is indeed the challenge ciphertext C'T*. Therefore, B should return
L.

3. Otherwise B computes the re-encryption key rk;; as in the oracle O g g gen- Next,
B follows the algorithm ReEnc to compute the ciphtertext C'T'; by using rk;;
and simulating the hash oracles H1, H3, H4 as follows:

(a) Search in the list HéiSt to see whether there exists (ag,aq,
ag,ag,t) € HéiSt such that (CL() = CQ) A (a1 = Cl) A (CLQ = 62) A (a3 = 63).
If there exists no such tuple, then return L. (This corresponds to the event
ReEncErr; to be explained).

(b) Check whether 2 = co - c’i holds. If not, then return L.

(c) Search in the list HI' to see whether there exists (m,w,r)
€ HI** such that k" = ¢y, (pk; - )" = co. If there exists no such
tuple, then return L. (This corresponds to the event ReEncErrs to be
explained).

(d) Compute ¢, = ¢ - cf/l. Let m := (c1,ch, ¢3, Ra, R3, Ry).

(e) Pick wy <p {0,1}**,71 +px [(N — 1)/4], and add (m,ws,71) to the list
HJst,

(f) Compute A = h", B = (pk;5-9)™,

(g) Search in the list H }fSt to see whether there exists (f,~y) such that f = ¢g".
If there exists no such tuple, then pick v < g QR} X QR} x {0,1}foth
QR x QR x {0,1}%, add the tuple (f,~) to Hst.
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(h) Compute C' = v @ (m||wz), and output the first-level ciphertext CT'; =
(A, B,C).

= Opecy (i, CT;): If i € Loy, then B does as the algorithm Dec; to decrypt the ciphertext
CT; by using sk; = (x;1,7;2) and hash lists H{s*, {1t [t and H¥st. Otherwise
B parses CT; as CT; = (A, B,C'), and does as follows:

1. Search in the list H1** and H}*! to see whether there exist (m,w,r) € H'' and
(f,7) € H}** such that

h" = A, (pk;2-9)" = B,y® (m|lw) = C,and f = g". (4.3)

If there exists no such tuple, then return L. (This corresponds to the event DErr;
to be explained).

2. Parse mas m := (Cl, 0/2, c3, R, R3, R4).

3. Search in the list H1 to see whether there exists (m,w,r) € His' such that
h" = ec1,(pkj, - g)" = cy. If there exists no such tuple, then return L. (This
corresponds to the event DErrs to be explained).

4. Compute m|lw = c3 ® Hy(g"), and return m if ¢; = h1(™%) holds, and L
otherwise.

— Opec, (i, CT;): second-level ciphertexts encrypted under public keys from L,, can be
re-encrypted for corrupted users by using re-encryption oracle Orepn.. Besides,
second-level ciphertexts under pk;+ can be translated for other honest users by using
rk;i«; (where j € Lyy) which can be computed as in simulating of the re-encryption
key oracle Ogkgen, and the resulting ciphertexts are decrypted by using Opec, -

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk;. and two
equal-length plaintexts mg, m; € {0, 1})‘. If ¢* € Leorr, then B outputs | and halts, since
we require i* € L, for A to win the game. Otherwise, 5 flips a random coin o € {0,1}
and does as follows:

1. Pick s* < g QRy,t* <R Zy», and compute ¢, = (s)2" - (g¥ o).

Define ¢} = gQA“ (meaning that u* = a).
Compute C§ = (nga)wi*,1H5(pki*,2)+$i*,2‘

Pick ¢} < {0, 1} and define Hs(c}, ¢}, cb, ) = t*.

Pick w* <p {0,1}%, and implicitly define Ha(g%) = ¢ @ (mg||lw*) and
Hi(ms||w*) = a (note that B does not know @ and g%).

ok v

6. Return CT™ = (¢}, cj, ¢5, ¢5, s*) as the challenge ciphertext to A.

Observe the following to see that, C'I™* is identically distributed as the real one from the

* —aQ

construction. Let ¢*" := s* - ¢~  and u* := a. We have

= ()7 (g7 ) = (g ) = g =

(s
g

=% O%

22 u* — hU

. ¢
2. ¢ A“:g
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3. CE _ (g2Aa)mi*71H5(Pki*’2)+mi*’2 _ (g2>‘ski*+1)u* _ (pkg?fpki*’2)pki*,z . g)u*. (Note
that Ski*71H5(p]€Z-*72) + Ski*,Q = CEi*71H5(p]€i*72) + X 90 — 2% mod |QRE| since
1" € Lypn.)
4. ¢ = Ha(g") ® (mo|lw*) = Ha(g"") & (mo||w*).
=49

* —at* at v*urt*

5. 8" =s*9g g™ =y

v*+u H(cf,c5.¢5.05)

Guess. Finally, A outputs a guess ¢’ € {0, 1}.

Output. If o/ = o, then B searches (X, 3) from the list HYst such that X2" = 42", and output
X as the solution; otherwise B outputs L and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set ¢ := \QR} , and assume that 4 issues at most
qH, > QHy > QHs» QHy > Gre> and qq queries to Hy, Ha, H3, Hy, ORepne, and Opec, , respectively.
The main idea of the analysis is borrowed from [20]. We first evaluate the simulations of the

random oracles. It is clear that the simulation of H, is perfect. Let AskH] be the event that A
queried (m,,w*) to Hy, where w* is chosen by B in the challenge phase. It is obvious that the
simulation of Hj is perfect if AskH} did not occur. Since B picks w* < {0, 1}** which is hidden
by the “one-time pad” given by H», we have

qH
Pr[AskH]] < 2761

Let AskH;, and AskH} be the event that A queried ¢ to Hy and (¢, ¢}, ¢35, ¢5) to H3, respec-
tively. The simulation of Ho and H3 are also perfect, as long as AskH; and AskH3 did not occur.
Similarly, since B picks ¢ < {0, 1}+% which is hidden by the “one-time pad” given by H.,
we have

* 4H;
Pr[AskH;] < S0t r

As argued before, the challenged ciphertext provided for A is identically distributed as the
real one from the construction. From the description of the simulation, it can be seen that the
responses to A’s re-encryption key queries are also perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-
encryption queries are perfect, unless .A can submit valid second-level ciphertexts without query-
ing hash functions H3 and H; (i.e. the events ReEncErr; and ReEncErrs, respectively). Let
ReEncErr be the event that ReEncErr; VReEncErry happens during the entire simulation. Since
Hy and Hj act as random oracles and A issues at most g, re-encryption queries, we have

Pr[ReEncErr| = Pr[ReEncErr; V ReEncErr;]

< Pr[ReEncErr;| + Pr[ReEncErry| < dre,
q

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption
oracle is perfect, with the exception that simulation errors may occur in rejecting some valid ci-
phertexts. However, these errors are not significant as shown as follows: Suppose that (pk;, CT);)
has been issued as a valid first-level ciphertext. Even C'T'; is valid, there are the three following
cases that C'T'; can be produced without querying to the random oracles:
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e A did not query (m,w) to Hy or f to Hy such that the equation 4.4 holds (i.e. the event
DErry occurs). Let Valid be the event that C'T'; is valid. Let AskHyand AskHy respectively
be events that (m,w) has been queried to H; and f has been queried to Hy in the event
DecErri. We have

Pr[valid|DErr;] = Pr[Valid|(—AskH; V —AskHy)]
< Pr[valid|—-AskH;| + Pr[Valid|—-AskHy].

On the other hand, observe that

Pr[Valid|-AskH;] = Pr[Valid A AskHy|—-AskH;]|+ Pr[Valid A —AskH4|-AskH;]
< Pr[AskHy|-AskH;| + Pr[Valid|(—AskH; A —AskHy)]
< qH, 1

q4 . 2£0+241 q
Similarly, we have

qmH, 1
+ q4 . obo+261 "

Pr[valid|-AskHy] <

Therefore, we have

Pr[valid|DErry] < Pr[Valid|—-AskH;|+ Pr[Valid|-AskH,]

qm, +1 qm, +1
q4 . 250“1’2[1 q :

<

Let DecErry be the event that Valid|DErr; happens during the entire simulation. Then,
since at most gy decryption oracles are issued, we have

1 1
Pr[DecErri] < qq ( qHs + g + ) .

q4 . 250“1’2[1 q

e A did not query (m,w) to Hy such that h1(™%) = ¢ and (Pk; - )1 mw) — ¢ hold (i.e.
the event DErry occurs). It is clear that Pr[Valid|DErry] = %. Let DecErrg be the event
that Valid|DErry happens during the entire simulation. We have

Pr[DecErrg] < dd.
q

Let DecErr be the event that Valid|DErry V DErry happens during the entire simulation. Then,
we have

Pr[DecErr] = Pr[Valid|DErr; V DErrs]
Pr[valid|DErri| 4+ Pr[Valid|DErr;]
Pr[DecErr;] 4 Pr[DecErrs]

qalqm, +1) | qalqm, +2)

IN
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Now, let Error denote the event AskH] V AskH3 V AskH; VVReEncErrV DecErr. If the event Error
does not happen, it is clear that A can not gain any advantage greater than % in guessing o due to
the randomness of the output of the random oracle Hy. Namely, we have Pr[o’ = o|-Error| =
1. Hence, by splitting Pr[o’ = o], we have

Prlo’ = 0] = Pr[o’ = o|-Error|Pr[-Error| + Pr[¢’ = o|Error| Pr[Error]

1
< 5 Pr[—Error| + Pr[Error]

1 1
= 5+5 Pr[Error],
and
, , 1 1
Prlo" = 0] > Prlo’ = o|-Error|Pr[-Error| = 373 Pr[Error].
Then we have
, 1 1
Prlo' =0] — =| < =Pr[Error].
2 2
By definition of the advantage for the 2nd-BS-CCA adversary, we then have
1
€= Advl%rﬁi];%A()\) = |Pr[o’ = 0] - 5‘
1
< 5 Pr[Error]
1
= 3 Pr[AskH] V AskH; V AskH; V ReEncErr V DecErr]
1
< 5 (Pr[AskH]]| + Pr[AskH;] + Pr[AskH3| + Pr[ReEncErr| 4+ Pr[DecErr]) .
Since Pr[AskHj] < qQ%, PriAskH;] < 230%, Pr[ReEncErr] < < and Pr[DecErr] <
qa(qu,+1) | qalqm, +2)’ we obtain

g42l0 20 +

Pr[AskH;] > 2¢ — (Pr[AskH]| + Pr[AskH;] + Pr[ReEncErr| + Pr[DecErr])
qH,  qHs  Gre  9a(qm, +1)  qalqm, +2)

Z ETOn Tohrh T g g2l
- 9 Gre + Qd(QH1 + 2) _ qH, _ qHs . Qd(QH4 + 1)
o q 24 2+ q4 L bo+261

Meanwhile, if event AskH: happens, the algorithm B will be able to compute g, and conse-
quently, we obtain

_ Qre + Qd(QH1 + 2) o qH, qHs Qd(QH4 + 1)

I1SQ _ *
Advp (\) = Pr[AskH;] > 2¢ . 50 S0t 6y - 2lotan

From the description of the simulation, the running time of the algorithm 3 can be bounded by
¢ <t + (qu +qm, + qHs + Qu + 9e + @k + Qre + Qd)o(l)
+ (QU +qc + (QQHl + QH4)QT6 + 5QH1Qd)temp7
where t.,, denotes the running time of an exponentiation in group QRE.

This completes the proof of the 2nd-US-CCA security of the scheme.
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4.4.3.2 1st-US-CCA Security

We build an algorithm B which is, given a factoring instance (N, g, g?“), computing (g%), using
the 1st-US-CCA adversary A. B runs the adversary A simulating its view as in the 1st-US-CCA
security game as follows:

Setup. B initializes two empty lists L., and L., then maintains it to record all uncorrupted
users and corrupted users, respectively, in the game. B sets h := g?, then provides A
the public parameter PP := (N,g,h, Hy, Hy, H3, Hy), where Hy, Hy, H3,and H, are
the random oracles simulated by B as shown in the proof of the 2nd-US-CCA security

(See 4.4.3.1).

Find stage (i.e. Phases 1 and 2). B simulates the oracles Ou.xgen, OcorrkGens ORKGens
OReEnes ODecy» and Opec, to answer the questions issued by A as follows:

= OunkGen(1): Breturns Lifi € Ly, UL,y ; otherwise BB chooses randomly z; 1, xi 2 <R
[(N — 1)/4], sets and returns pk; := (h%i1 h%:2 . g~!) (meaning that sk; =
(g, @i — 2% mod ]@R}])). B adds i to L,,. Note that, B does not need to know

Ski.

= OcorrkGen(1): B returns L if @ € Ly, U Leyy; otherwise B chooses randomly
xi1, %2 < g [(N — 1)/4], and returns (pk;, sk;), where pk; := (h"1, h¥2), sk; =
(CCZ'J, CE@Q). B adds i to Loy

— ORkGen(i,J): B does as follows:

e Ifi € L.y: B does exactly the same as the RKGen algorithm.

1.

Pick o, 71 g [(N — 1)/4],w; +r {0,1}%, define r; = Hi(a,wy), and
add (o, wy,71) to the list A}t

2. Compute Ry = o — (sk; 1 H5(pk; o) + ski2).

3. Compute Ry = h"™, R3 = (pk; 1 -g)", and Ry = H(g™) @ (af|wr).

4. Return Tkl'%j = (Rl, Ry, Rs3, R4).

® i € Lyy:

1. Pickry g [(N —1)/4],w; <& {0,1}*, and add (“ —”,wy,71) to the list
Hiist,

2. Pick Ry <R {xi,1H5pki72 + zi2,. .. ,1‘2‘71H5p]€i72 + 22 + (N — 1)/4}
(meaning that o« = Ry + (ki1 Hs(pk; 5) + ski2) € [(N —1)/4]). Note that,
B does not need to know a.

3. Compute Ry = h™, R3 = (pk;, - g)™, and Ry g {0, 1}f0+41 (meaning
that Hy(¢g™ = R4 @ («||w1), where « is defined as in Step 2).

4. Return rki—)j = (Rl, Ry, R3, R4).

— ORepneli, j, CT;): Bparses CT; = (¢, c1,¢2,c3,5), and does as follows:

1. If i = 7, then return L.

2. If (i =@*) A(j € Leorr) A (1 =€), then return L. Since ¢ is the verify key of
the one-time strong signature scheme SIG used to sign the challenge ciphertext
CT*, CT; is indeed the challenge ciphertext C'T*. Therefore, B should return

1.
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3. Otherwise B computes the re-encryption key rk;; as in the oracle Ogggen- Next,
B follows the algorithm ReEnc to compute the ciphtertext C'T'; by using rk;;
and simulating the hash oracles H1, H3, H4 as follows:

(a) Search in the list H éiSt to see whether there exists (ag,aq,
ag,as,t) € HY such that (ag = o) A (a1 = ¢1) A (a2 = ¢2) A (ag = c3).
If there exists no such tuple, then return L. (This corresponds to the event
ReEncErr; to be explained).

(b) Check whether s2 = co - c’f1 holds. If not, then return L.

(c) Search in the list H®' to see whether there exists (m,w,7)
€ HI** such that k" = ¢y, (pk; - )" = co. If there exists no such
tuple, then return L. (This corresponds to the event ReEncErrs to be
explained).

(d) Compute ¢}, = ¢3 - cfh. Let m := (c1,ch, ¢3, Ra, R3, Ry).

(e) Pick wy <—p {0,1},r) +pr [(N —1)/4], and add (1m,ws, 1) to the list
His,

(f) Compute A = h", B = (pk;5-9)"™,

(g) Search in the list H }fSt to see whether there exists (f,~y) such that f = ¢g".
If there exists no such tuple, then pick v +—r QR}, x QR x {0, 1}ot+e1 x
QR} x QRY, x {0,1}*1, add the tuple (f,v) to Hist.

(h) Compute C' = v @ (m||wz), and output the first-level ciphertext CT'; =
(A, B,C).

= Opec, (i, CT;): If i € Leopr, then B does as the algorithm Dec; to decrypt the ciphertext
CT; by using sk; = (x;1,7;2) and hash lists H1s*, Hlst, [7list and Hst. Otherwise
B parses CT'; as CT; = (A, B,C'), and does as follows:

1. Search in the list H15* and H}*' to see whether there exist (m,w,r) € H{'' and

(f,7) € H}** such that

h" = A, (pk;5-9)" = B,y ® (m||w) = C,and f = ¢". 4.4

If there exists no such tuple, then return L. (This corresponds to the event DErr;
to be explained).

2. Parse mas m := (Cl, 0/2, c3, Ro, R3, R4).

3. Search in the list H1' to see whether there exists (m,w,r) € H}' such that
h" = c1,(pkj1 - 9)" = cy. If there exists no such tuple, then return L. (This
corresponds to the event DErrs to be explained).

4. Compute m||lw = c3 ® Ha(g"), and returns m if ¢; = R (™) holds, and L
otherwise.

— Opec, (i, CT;): second-level ciphertexts encrypted under public keys from L,,, can be
re-encrypted for corrupted users by using re-encryption oracle Opepn.. Besides,
second-level ciphertexts under pk;« can be translated for other honest users by using
rk;i«; (where j € Lyy) which can be computed as in simulating of the re-encryption
key oracle Origen, and the resulting ciphertexts are decrypted by using O pec, -
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Challenge. When A decides that Phase 1 is over, a (corrupted or not) public key pk;/, a target
public key pk;., and two “good messages” C'I, CT. If i* € Loy, then B outputs | and
halts, since we require i* € L, for A to win the game. Otherwise, B flips a random coin
o € {0,1} and does as follows:

1.

B computes re-encryption key rk;_;« = (Ry, Re, R3, Ry) as in the Ogggen algo-
rithm.

B parses CT, = (cg, c1,¢2,C3,5).

3. Search in the list " to see whether there exists (ag, a1, az,az,t) € H* such that

9.
10.
11.

(ap = co) A (a1 = c1) A (a2 = ¢2) A (a3 = c3). If there exists no such tuple, then
return L.

Check whether s2° = ¢ - ¢t holds. If not, then return L.

Search whether there exists a tuple (m,w, r) € H{" such that h" = c1, (pky ;- g)" =
cy. If there no such tuple, then return L.

Otherwise, compute ¢, = ¢ - c{%l. Letm := (c1,c, ¢3, Ra, R3, Ry).
Pick C* < g {0, 1}fot1,

Pick w* «pg {0,1}%, and implicitly define Hy(¢*) = C* & (CT,||w*) and
H,(CT,||w*) = a (note that B does not know a and ¢g%).

Define A* = gZA“ (meaning that r* = a).
Compute B* = (¢2"@)%i".2.
Return CT* = (A*, B*, C*) as the challenge ciphertext to A.

Observe the following to see that, C'I™* is identically distributed as the real one from the
construction. Let r* := a. We have

1.
2.

3.

A* = g2>‘a — 92>‘r* _ hr*‘

B = (g7 0)m2 = (g7 o 2)0 = (g7 k2t ) = (phy. ). (Note that sk« o =
Tix g — 2% mod |QR}| since 1* € Lyy.)

C* = Hy(g") ® (CT,||w*) = Ha(g"™ ) & (CTo|lw").

Guess. Finally, A outputs a guess o’ € {0,1}.

Output. If ¢’ = o, then B searches (X, 3) from the list HéiSt such that X2* = gQA“, and output
X as the solution; otherwise B outputs L and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set ¢ := |QR}|, and assume that A issues at most
qH, QHys QHs, H, > Ore, and gq queries to Hy, Ho, H3, Hy, Opepne, and Opee, , respectively.

Let AskH] be the event that A queried (CT,,w*) to Hy, where w* is chosen by B in the
challenge phase. It is obvious that the simulation of H is perfect if AskH] did not occur. Since B
picks w* < {0, 1}** which is hidden by the “one-time pad” given by Hy, we have

qan
Pr[AskH]]| < 2711
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Let AskH} be the event that A queried g“ to H,. The simulation of Hy is also perfect, as long as
AskH} did not occur. It is clear that the simulations of Hs and H3 are perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-
encryption queries are perfect, unless .A can submit valid second-level ciphertexts without query-
ing hash functions H3 and H; (i.e. the events ReEncErr; and ReEncErrs, respectively). Let
ReEncErr be the event that ReEncErr; V ReEncErr, happens during the entire simulation. Since
Hy and Hj act as random oracles and A issues at most g, re-encryption queries, we have

Pr[ReEncErr| = Pr[ReEncErr; V ReEncErry)]
< Pr[ReEncErr] + Pr[ReEncErrsy] < dre,
q

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption
oracle is perfect, with the exception that simulation errors may occur in rejecting some valid
ciphertexts. In the similar way of analysis in the proof of the 2nd-US-CCA security, we obtain

qa(qm, +1) | qalqm, +2)

Pr[DecErr] < - 200+ . ,

where DecErr denotes the event that the decryption oracle rejects some valid ciphertexts.

Now, let Error denote the event AskH] VAskH} VReEncErrV DecErr. If the event Error does
not happen, it is clear that .4 can not gain any advantage greater than % in guessing o due to the
randomness of the output of the random oracle H>. Namely, we have Pr[o’ = o|-Error| = 1.
Following the proof in Section 4.4.2.1, we have
1

1
Prlo’ = o] — 5‘ < 5 Pr[Error].

By definition of the advantage for the 1st-BS-CCA adversary, we then have

1
£:= Adv}fﬁfﬁA(}\) = ‘Pr[a' =0 — 5‘
1
< 3 Pr[Error]
1
= 3 Pr[AskH] V AskH) V ReEncErr V DecErr]
1
< 5 (Pr[AskH]] + Pr[AskH}] + Pr[ReEncErr| + Pr[DecErr]).
Since Pr[AskH]] < (12%’ Pr[ReEncErr| < qf, and Pr[DecErr] < Zigg){;jl) + qd(q}élw), we

obtain

Pr[AskH)] > 2¢ — (Pr[AskH]] + Pr[ReEncErr| + Pr[DecErr|)
qmy  Gre  9d(qa, +1)  qa(qm, +2)

2 TN Ty T gt oleth J
_ o Gretdalgm +2)  am  galam, +1)
- q 241 q4 . 9bo+261
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Meanwhile, if event AskH}; happens, the algorithm B will be able to compute g“, and conse-
quently, we obtain

 Gretqilgm, +2)  qm qalgm, +1)

q 201 q4 . 9bo+26

AdvgQ(\) = PrAskH]] > 2¢

From the description of the simulation, the running time of the algorithm 3 can be bounded by

t' <t (qr, + g, + qHs + Qu + Qe + Gk + Gre + q2)O(1)

+
+ (QU +qc + (QQHl + QH4)QT6 + 5QH1Qd)temp7
where t.,,, denotes the running time of an exponentiation in group @R}.

This completes the proof of the 1st-US-CCA security of the scheme.

4.5 Summary

In this chapter, we have proposed the first factoring-based PRE schemes. In particular, we have
presented three PRE schemes. The first is a CPA-secure bidirectional and multi-hop PRE scheme.
The second is a CCA-secure bidirectional and single-hop PRE scheme. The last is a CCA-
secure unidirectional and single-hop PRE scheme extended from the second by using the “token-
controlled encryption” technique. The former is in the standard model, and the others are in the
random oracle model. In order to construct the second and the third schemes, we have proposed a
new factoring-based strong signature scheme which is a variant of the Schnorr signature scheme.
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Chapter 5

A Scheme with Bilinear Maps
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5.1 Introduction

After the first PRE scheme proposed by Blaze et al. [8] which is secure against chosen-plaintext
attack, there have been a lot of works trying to achieve chosen-ciphertext (CCA) security for
PRE. We mention [20, 17, 14, 32] achieving CCA security in the random oracle model. As we
have seen in the previous sections, it seems very difficult to achieve PRE schemes with the CCA
security in the standard model (i.e. without the random oracle idealization). In 2011, Shao, Liu,
and Zhou [55] proposed a construction of PRE and claimed that their scheme achieves key privacy
without losing the CCA security in the standard model, which is an open problem left by Ateniese
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et al. [2]. In this chapter, however, we will show that their scheme is vulnerable to the chosen-
ciphertext attack, and present a concrete attack to break the CCA security of it (see Section 5.2
for more details).

In 2012, Hanaoka, Kawai, Kunihiro, Matsuda, Weng, Zhang, and Zhao [25] proposed a CCA
security definition for PRE, and claimed that it is stronger than all the previous works. They also
presented a unidirectional single-hop scheme which is secure in their security model. As we have
shown in Section 3.3.3, their model can be further strengthened by presenting a new CCA security
definition which is extended from theirs. In this chapter, we propose the first scheme with this
security in the standard model. Our scheme is efficient and relies on mild complexity assumptions
in bilinear groups.

5.2 Analysis of the Shao-Liu-Zhou Scheme

Shao, Liu, and Zhou [55] proposed a construction of PRE and claimed that their scheme achieves
key privacy without losing CCA security, which is an open problem left by Ateniese et al. [2].
Unfortunately, this scheme is actually not CCA secure. In this section, we present a concrete
attack to break its CCA security, where the CCA security is in the sense of our definition. This
attack can also be applied in their CCA security model or that of other previous works as [54, 17,
14].

5.2.1 Review of the Shao-Liu-Zhou Scheme

Now we describe the Shao-Liu-Zhou scheme in [55].

PRE.Setup: The system parameters are: (g, h,h', g2, 93, P1, P2,p,e,G,Gp,SIG,SKE,
F(),F(),xF(),H; ()i = 1’2a3)’H]()(] = 1,2)), where (9,p,G,Gr,e) <
BSetup(1*), (h, W, g2, g3) are random numbers from G, P; and P, are random numbers
from Gr,SIG = (G, S,V) is a strongly unforgeable one-time signature scheme, SKE

is a CCA-secure one-time symmetric key encryption scheme, F'(-), F'(-), F'(-) are pseudo-
random bit generators (PRBG), and H;(-)(i = 1,2,3), H;(-)(i = 1,2) are hash functions.
We denote [ and /o as the bit lengths of the private key of SK F and the verifying key of

S1G, respectively. C'is the ciphertext space of SKE.

PRE.KeyGen: The user sets his public key as pk = (X1,X9,71,20,73) =
(g%, h}/®, P pr2 p¥s pra Ps) for random sk = (x,x1, o, T3, T4, T5) <R Zy. If the
values (Xo, 71,75, Z3) are presented, which signifies that the user is willing to accept

delegations.
PRE.ReKeyGen: On input a public key pk' = (X1, X5, 21,725, Z8) =
(g¥,hY/v, Py py2 PYy3spys PYs) and a private key sk = (z,z1, 2,23, 24, T5), it

outputs a unidirectional re-encryption key 7k, o = (rkﬁ)pk,, rkﬁ)pk” rkﬁ)pk,), which
is computed as follows.

1. Choose random numbers 7, 7, k < g Lip.

2. Set Tkz()zpk’ = (X4)*T = pe/v)T,
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3. Set Tkl(i‘),pk’ = (Q1,Qa. 11, Ty, Ts) = (P], Py, (24) 00 (Zh) 1207 (Z4)7).

4. Compute rkﬁ{pki = (A, B,C, D) as follows.

A=PF B=PFC=F(Z)*)@ra=H(A|B||C),D = (Z)*(Z)*4.

PRE.Enc: On input a public key pk = (X1, X9, 21, Zo, Z3) =
(g, hM/=, PP Py PP PY4 PP5) and a message m € {0,1}", the encryptor does
the following steps:

1. Choose a random number k <—g Z,,.

2. Run the key generation algorithm STG.G(11) to get a signing and verifying key pair
(ssk, svk).

3.8t A = sok,B = g¢5C = (g™ . gk D = WrE =
SKE.Enc(F(A||C||D||le(X1,h)*),m), S = SIG.S(ssk, (B,C, D, E)).

4. Output the ciphertext K = (A, B,C, D, E, S).

PRE.ReEnc: On input a re-encryption key rkpj prr = (rk})}g{pk,, rkﬁg{pk,, rkﬁ{pk,) and a ci-

phertext K = (A, B,C, D, E, S) for public key pk;. The proxy does the following steps.

ol «(Bg"Y ) = eO)eBI) = elgD), and
SIGV(A,(B,C,D,FE),S) = 1, all hold, go to the next step; otherwise, out-
put L and halt.

e Choose a random number & R ZLip.

e Set ¢ = A||C||DI|E||A||B||C||D.

e Compute B' = e(B,rkI()}g)pk,),A = QV,B = Q5,C = F(TF) @ (B')|¢),a =
Hy(A||BI|IC), D = TF T8,

e Output the re-encrypted ciphertext K = (A, B,C, D).

PRE.Dec: We have two cases in this algorithm.

e If K is an original ciphertext, such that K = (A, B,C, D, E, S), the decryptor does
the following steps. In this case, the private key is (z, 1, z2, €3, 4, T5).

LIf e(Bagé;IQ(A) : 93) = 6(97 C),G(B,h/) = e(ga D)7 and SIGV(Aa
(B,C,D,FE),S) = 1, all hold, go to the next step; otherwise, output | and
halt.

2. Output m = SK E.Dec(F(A||C||D||e(B,h)*), E). Note that m may be L.

o If Kisa re-encrypted ciphertext, such that K = (A, B,C, D) The decryptor does
the following steps. In this case, the private key is (v, y1, Y2, Y3, Y4, Y5)-

1. Compute m’ = F(-A%) @ C , if m’ = (B'||A||C||D||E||A||B||C||D) does not
satisfy the format G x {0,1}2 x G2 x C x G% x Z, x G, then output L and
halt; otherwise, do the following steps.

2. If Avitysapy2tya® — [ does not hold, where & = H;(A||B||C), then output
1 and halt; otherwise, compute r = F(A%) @ C.
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3. If AvHi()+ysHa(r)a BuaHi(r)+yaf2(r)&  — D does not hold, where
& = Hi(A||B||C), then output | and halt; otherwise, compute m =
SK E.Dec(F(A||C||D||B"/), E). Note that m may be L.

5.2.2 Our Attack

Before describing our attack, we briefly explain how the re-encryption key is generated in the
Shao-Liu-Zhou scheme. There are three components in the re-encryption key, where only the
first component (rkﬁ)pk,) is computed using the secret key of the delegator (in particular x € sk).

The second component (rk:z()?’ k) is computed using the parameter, the public key of the delegatee,

and the randomness chosen by the proxy. The third component (rkﬁ{pk,) is computed almost the
same as that in the Cramer-Shoup scheme with the public key (Py, P, Z, Z3, Z3), except that C'
is computed as F'((Z4)*) @ m instead of (Z4)* - m.

It is easy to see that, everyone can compute the re-encryption key from delegator to itself
(i.e. Tkpi pr) without any knowledge of delegator’s secret key. In particular, the adversary first
chooses randomness 7,7,k g Z,, then computes the first component as h" (because h" =
h(#/%)T) The two latter do not depend on delegator’s secret key, so it is easily computed as in
PRE.ReKeyGen. Using the computed re-encryption key, the adversary can re-encrypt the
challenge ciphertext, then invokes the re-encrypted cihertext to decryption oracle O, to obtain
the plaintext (note that, this is not restricted in the CCA security model).

From the above observation, we build the following efficient attacker .A which aims to decrypt
challenge ciphertext K* = (A*, B*,C*, D*, E*, S*) encrypted for pk* = (X}, X3, Z{, Z5, Z3).

1. After obtaining the challenge ciphertext K from the challenger, A chooses random num-
bers 7,7, k <r Zy,. Then A computes re-encryption key 7k« pi+ as follows:

1 r z*[x*)r
o Setrkl}. .= (X})(= h@/*)T),
* Set 7nkl(jc)",pk* = (Q17 Q2, 11,13, T3) = (Plfv PQFv (Zik)f{l(r)?v (ZS)HQ(T)Fv (Zg’f)fd)
e Compute rkﬁ)ﬁpk* =( D) as follows.

_7 B? é?
A=P,B=Pf,C=F((Z)F) @r,a=H(A|B|IC),D = (Z})"(Z3)".
2. A himself re-encrypts the challenge ciphertext C'T™* using PRE.ReEnc with the above
re-encryption key as the following:
e Choose a random number k < p L.
o Set € = A*[|C¥||D*||E*|| || BI|C|| D,
e Compute B’ = e(B*,rkI()?* o) A= Q’f, B = Qé, C = F(Tgf“) ® (B'||€),a =
Hy(A||B||C), D = T T3,
e Output the re-encrypted ciphertext K = (A, B,C, D).
3. Aissues a decryption oracle query under pk* to decrypt the re-encrypted ciphertext K (this
is not restricted in the CCA security model), and the result is the message encrypted in K*.
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5.3 The Proposed Scheme

In this section, we first describe a new scheme for PRE, and then show that it meets the 1st-
US-CCA and the 2nd-US-CCA security. Our scheme is obtained by extending the PKE scheme
proposed by Lai, Deng, Liu, and Kou [37].

5.3.1 Construction

To achieve our CCA security given in Section 3.3, we start from the following observations which
are important and necessary principles for designing CCA-secure schemes:

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the
proxy; otherwise, it will suffer from the attack as illustrated in [20].

2. It should also be impossible for the adversary to transform the second-level ciphertext to
the first level one without knowledge of the delegator’s secret key or re-encryption key; oth-
erwise, it will suffer from an attack as applied to the Shao-Liu-Zhou scheme in Section 5.2.

3. For the first-level ciphertext C'T; re-encrypted from the second-level ciphertext C'T;, it
should not exhibit any component of C'T;; otherwise, it will fail in achieving the 1st-US-
CCA security.

We now describe our scheme. In Section 5.3.2, we will explain how our scheme follows the above
principles in the following description of our scheme.

Setup: On input a security parameter 1%, run Gen(1") in Section 2.2.3 to obtain (G, g, p, H).
Let Gy be a multiplicative group of prime order p. Lete : G x G — Grp be
a bilinear map. Choose ¢1,h,u,v,d € G, and two collision-resistant hash functions
TCR : G x Gy — Z,, TCR' : G — Z,. SYM is a symmetric encryption scheme
of which the key space is {0,1}“™), where ¢(n) is the bit-length of the output of the
hash function H. Output a public parameter PP = (p,G,Gp,g,h,g1,u,v,d, e, H,
TCR, TCR').

KGen: On input a public parameter PP = (p,G,Gr,g,h,g1,u,v,d,e, H, TCR, TCR'),
choose =,y <pr Z,, and output a pair (pk, sk) of a public key and a private key, where
2
pk = (9%, 91, 9"), sk = (z,).

ReKey: Oninput a private key sk; = (sk; 1, sk; 2) and a public key pk; = (pk;1,pk; 2, pkj3).

output a re-encryption key rk;_,; = pki/;ki’l

Enc;: On input a public key pk; = (pki1,pkiz2,pki3) and a message m € Gr, choose
r,R,r",s <pr Z,, and compute Co = h", C3 = e(g,91)" - m, t = TCR(Cy,Cs),
Cy = (uhvd)", C5 = s, Cs = pkiH, C7 = pkF,, Cs = g%, CT] = C||Cs]...||Cs.
A=g" t' =TCR(A), B = (pkl’y- h)", C < SYM.Enc(H (pk}s), CT}), D = pk;3.
Finally, output a ciphertext CT; = (A, B,C, D).
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Ency: Oninput a public key pk; = (pk; 1, pki 2, pki3) and a message m € G, choose 7, s <
Zp, and compute Ci = p/{?;-:l, Cy =h", O3 = e(g,gl)r -m, t = TCR(CQ,Cg), Cy =
(utv*d)", C5 = s. Finally, output a ciphertext CT = (C1, Cy, C3,Cy, Cs).

ReEnc: On input two public keys pk;, pk; a re-encryption key rk;_, ;, a second-level ciphertext
CT; = (Cy,Cq,C3,Cy, Cs) do as follows:
Compute t = TCR(C3, C3), and check the validity of the ciphertext C'T; by testing whether
the following equalities hold (if both hold, we write C'heck(CT;) = 1):

e(h,C1) = e(Capkin) (5.1)
e(h,Cy) = e(Cy,uv’d). (5.2)

If one of the above equations does not hold, output L indicating an invalid cipher-
text. Otherwise, choose R,r’ < Z,, and compute Cs = Cf%; C; = pkiRl; Cy =

k!l CT) = Gof|Cy]].][Css A = g7, ' = TCRI(A), B = (pkily - h)", C «

i—7°

SYM.Enc(H (pk}3), CT}), D = pk; 3. Finally, output a ciphertext CT; = (A, B,C, D).

Decz: On input a private key sk; and a ciphertext CT = (Cy, Cy, Cs, Cy, Cs), do as follows:
Compute t = TCR(C3, C3), and check the validity of the ciphertext C'T by testing whether
Check(CT) = 1 holds. If not, output L and halt. Otherwise, output m = W

Decy: Oninput a private key sk; and a ciphertext CT; = (A, B, C, D), do as follows:
Compute ¢’ = TCR(A), if e(A, D' - h) # e(g, B) then output L indicating an invalid
ciphertext. Otherwise, do the following.

Compute CT} = SYM.Dec(H (A%%35:2),C). Parse CT! = Cs]|C3]|...||Cs, if this is not
the case, output L and halt; else, compute ¢ = TCR(C2, C3) and check the validity of the
ciphertext C'T} by testing whether the following equalities hold:

e(h,Cy) = e(Couv“5d) (5.3)
e(Cr7,Cs) = e(pkj2,9) (5.4)
e(h, CG) = 6(02,07). (55)

If one of the above equations does not hold, output L indicating an invalid ciphertext.
C3

e(Cs,Cg)

Otherwise, output m = A

5.3.2 Security Analysis

The intuition of the CCA security of our scheme can be seen from the following properties.

1. The validity of the original ciphertexts can be publicly verifiable by everyone including
the proxy; otherwise, it will suffer from the attack as illustrated in [20]. For our scheme,
the ciphertext components Cy, C5 in the original ciphertext C'T" = (Cy,Cq,C3,Cy, Cs)
can be viewed as a signature signing the “message” C', Cy, C3, that is how we get public
verifiability.
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2. It should be impossible for the adversary to transform the second-level ciphertext to the first
level one without knowledge of the delegator’s secret key or re-encryption key; otherwise,
it only yields the RCCA security. In our scheme, the component Cg = rkl-l ﬁj is computed
using the re-encryption key and completely hidden in C, so the adversary cannot transform
the second-level ciphertext to a ciphertext re-encrypted by ReEnc if he has no knowledge
of the re-encryption key. The adversary also cannot transform the second-level ciphertext
to a ciphertext encrypted by Enc; without any knowledge of random component 7 used in
the original ciphertext, because the component Cs = pkag is independent of a ciphertext
encrypted by Encs, and completely hidden in C.

3. It should be impossible for the adversary to compute the re-encryption key from the target
user ¢* to itself (i.e., rk;x_,;=), otherwise it will suffer from an attack as applied to the
Shao-Liu-Zhou scheme [33]. This follows from Lemma 4.

4. For the first-level ciphertext C'T; re-encrypted from a second-level ciphertext C'T5, it should
not exhibit any component of C'I;; otherwise, it will fail in achieving the CCA-security of
ReEnc. In our scheme, all of the components from the original ciphertext are hidden in C'.
Furthermore, we use the KEM/DEM scheme of Kiltz [36] in the re-encryption algorithm to
guarantee the CCA security of the re-encrypted ciphertext.

Lemma 4. A cannot make rk;i« i« = gfki*’l without knowledge of the secret key sk;~ 1, assuming
the 2-AmCDH problem is hard.

Proof. Suppose there exists an adversary A who can compute rk;_,;+ = gfki*’l then we show
how to construct another algorithm 5 that can break the 2-AmCDH assumption in G. Given a
2-AmCDH instance (g, g%, ¢°, gb“2 , 92) € G® with unknown a,b € Zy, B’s goal is to compute
g®. B works with interacting with the adversary A as follows:

Setup: B chooses w,u,v,d <pr Zp, sets g1 := ¢, and computes h = g¢“. The other
parameters are chosen as in the algorithm Setup. The public parameter is PP =
(p,G,Gr,g,h,g1,u,v,d,e, H, TCR, TCR’). Next, B generates the challenge key, the
uncorrupted-keys, and the corrupted-keys as follows.

— The challenge key. B chooses <,y <—r Zp, and sets pki = ((g%)%",
(g°°)™% g% ) (meaning that sky- = (az+, yy-)).

— Uncorrupted-key generation. B chooses w;,y; <-pr 7Z,, and defines pk; =
(g™, (gb)x?,gyi), (meaning that sk; = (x;,y;)). B adds pk; to PKy,.

— Corrupted-key generation. B chooses x;,y; <r Zp, and defines pk; =
(g™, (gb)x?,gyi), sk; = (x4, y;). B adds pk; to PKcopr and sk; to SKeopr-

B provides A with the public parameter PP, two sets of key PK = (PKun, PKcorr)s
SKcorr» and the challenge public key pk;«.

Find stage. The adversary .4 issues a series of questions as in the 2nd-US-CCA game, which is
the CCA game as in Definition 22 with the additional constraints from Definition 23. 3 answers
these queries for A by simulating the oracles as follows.
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Re-Encryption Key Generation Oracle O, (pk;, pk;): B does as follows.

m?/mi

I (pki, pkj € PRcorr) or (pki, pk;j € PKyp), then return rk;,; = g,

p—

x?/xi

2. If pk; € PKyy, and pk; € PKcopp, then return rk;_,; = g,

3. If pk; € PKcorr and pkj € PKyp U {pk;-}, then return rk;_,; = pkjl/;l
k2 k;x

4. If pk; = pk;- and pk; € PKyy, then return rk;«_,; = (gg)x?/xi*(: ok 1/ sk ).
k2, /sk;

5. If pk; € PKyy and pk;j = pk;«, then return rk;_;+ = (gb“2)$z2* /“(: gi wafs ’1).

6. If pk; = pk;+ and pk; € PK o, then return L.

First Level Decryption Oracle O, (pk;, CT;): If i # i*, B does as the algorithm Dec; to
decrypt the ciphertext C'T; using the secret key sk; = (x;,y;). Otherwise, B does as
follows. B parses CT; = (A, B,C, D), computes t' = TCR'(A), and checks whether the
following equality holds: e(A, D' - h) = e(g, B). If not, output _ indicating an invalid
ciphertext. Otherwise, it does as follows.

Compute C'T] = SYM.Dec(H (A%),C);
Parse CT! = Cs||C3]|...||Cs, if this is not the case, output L and halt.
Else, B computes t = TCR(C4, C3) and does as follows:
1. Check the validity of the ciphertext C'T; as the equations 5.3 — 5.5 in the algorithm
Dec;.
2. Check whether (Cy, C3) = (C5,C5) and t # t* hold. If so, 13 aborts and outputs
arandom bit.
If all of these verifications pass, then there exists r € Z, such that Co, = h",Cy =
(utvsd)". If (Co, C3,Cy, C5) = (C3,C%,C5,C2), B outputs | which deems CT;
as a derivative of the challenge pair (pk;«, CT™); otherwise, since Co = h" = ¢g*",

we have 021 /o = g". Therefore B can compute m = %, then returns it to A.

Second Level Decryption Oracle O, (pk;, CT;): B does as follows.

1. If i # ¥, then do as the algorithm Decy to decrypt the ciphertext C'T; using the secret
key sk; = (z4,v;), and return the obtained result to .A.

2. If ¢ = 4" and C'T; # CT*, then B first computes a re-encryption key rk;«_,; =
(gg)m?/ “* where pk; € PK,,. B then re-encrypts the ciphertext C'T; by using
Tk« to obtain C'T; < ReEnc(rk;_,;,CT;). Finally, B does as in First Level
Decryption Oracle O, to decrypt the ciphertext C'T};, and returns the obtained
result to A.

Re-Encryption Oracle O, (pk;, pk;, CT;): B parses CT; = (Cy,Cy, Cs3, Cy, Cs). If this is not
the case, then 55 outputs L and halts. Otherwise, B computes ¢t = TCR(C, C3) and checks
whether Check(CT;) = 1 holds. If not, then B outputs L and halts; else B works according
to the following cases:
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1. If pk; # pki or pk; ¢ PKcorr: B executes the algorithm ReEnc with the re-
encryption key computed as in O, (pk;, pk;) and ciphertext C'T;, then returns CT;
ReEnc(rk;_,;, CT;) to A.

2. If pk; = pki«,pk; € PKcoprr (meaning that sk;« = ax;« and sk; = x;): B chooses
R',r" < Z, and computes ¢" as in First Decryption Oracle Og,. Using ¢", B
computes:

Cs = (gr)xi*R’(: (gaxi*r)R’/a — Cf%), where R = R’/a;
07 — gl‘l* R’(: (gaxi* )R//a — pkﬁ,l)’
Cy — (gf?/$i*)1/R/(: (gESk?’l/Ski*’l)a/Rl _ r/{?l/R )

i*—j/
CT). = Cy||Cs]|..|[Cs; A = g",#' = TCR(A),B = (pkly - h)",C +
SYM.Enc(H (pk7'3), CT}.), D = pk; 3. Then, B outputs CT; = (A, B,C, D).

Challenge. At this stage, .4 outputs two messages mg, m; € Gp. B flips a coin o < {0,1}
and encrypts m,, using the algorithm Encs under the public key pk;-.

Guess stage. The adversary A continues to issue the rest queries. In this stage, B can respond
these queries for A as in the find stage.

abx;x

Whenever, A outputs 7k« _;+ = gf ! (meaning that rk;_,;+ = ¢ ), then B outputs
1

g™ = k... .. as the answer to the 2-AmCDH problem.
This completes the description of the simulation.
It is easy to see that the simulation is perfect, therefore we have the probability that 4 can
compute 7k;«_;+ is bound by Adv%’AmCDH()\).

The lemma follows. O

Theorem 7. The scheme meets the 2nd-US-CCA security, assuming the hash function TCR is tar-
get collision resistant, the 6-AmDBDH assumption holds in groups (G, Gr), and the 2-AmCDH
problem is hard.

The proof of Theorem 7 is given in Section 5.5.1.

Theorem 8. The scheme meets the 1st-US-CCA security, assuming TCR' is a target collision
resistant hash function, the GHDH problem is hard, and SYM is CCA-secure.

Remark. In the algorithms Enc; and ReEnc, we make use of the encryption algorithm of Kiltz’s
KEM/DEM scheme [36] to mask all of the computed components including the second-level
ciphertext. Therefore, the 1st-US-CCA security of our scheme is implied by the CCA security of
Kiltz’s KEM/DEM scheme.

The proof of Theorem 8§ is given in Section 5.5.2.

We have the following theorem which is immediately implied from Theorems 7 and 8.

Theorem 9. The scheme meets the US-CCA security, assuming the hash functions TCR and TCR/
are target collision resistant, the 6-AmDBDH assumption holds in groups (G, Gr), the 2-AmCDH
problem and the GHDH problem are hard, and SYM is CCA-secure.
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5.4 On the Hardness of the 6-AmDBDH Problem

In this section, we review Boneh et al.’s results [10] on the general Diffie-Hellman problem in the
generic bilinear group model, and analyze the relative hardness of the 6-AmDBDH problem in
the generic bilinear group model.

5.4.1 The DBDH Problem and Its Variant

We shall assume the intractability of a variant, introduced for the first time in [10], of the deci-
sional bilinear Diffie-Hellman (DBDH) problem which is, given (g“, q°, g°) with a, b, ¢ <—p Zy,
to distinguish e(g, g)?*¢ from random elements of G-

Definition 36 (mDBDH Problem) [16, 49]). The modified decisional bilinear Diffie-Hellman

(mDBDH) problem in groups (G, Gr) is, given (g,9% ¢°, g¢,Q) € G* x G, where a,b,c < g
Z,, decide whether Q = e(g, g)®/¢ holds.

5.4.2 Equivalent Definitions of the 6-AmDBDH Problem

For an easy analysis of the relative hardness of the 6-AmDBDH problem in the generic bilinear
group model, we here first describe a variant of the 6-AmDBDH problem named 7-AmDBDH,
which is almost identical to the 6-AmDBDH problem except introducing the additional term ¢*/¢.
Definition 37 (7-AmDBDH Problem). The 7-augmented modified decisional bi-
linear  Diffie-Hellman ~ (7-AmDBDH)  problem in  groups (G,Gp) is,  given
(9:9"°,9% g%, 9% 9/, 9%, 9%, 9", g%, 9", Q) € G x Gr, where a,bc g 7,
decide whether Q) = e(g, g)“b/ * holds. For an adversary A, we define its advantage in solving
the 7-AmDBDH problem in groups (G, Gr) as
AdVZ{AmDBDH def

Pr[A(g, 9", g% 6", g% 9%, 6 9%, 9%, g% g% Lelg, 9)™/F") = L|a,b, ¢ <R Z,)]

— [PrlA(g, 9", 9% 0", 0%, 97 0% 9%, 9% 9% g% e(g,9)7) = La,b, e,z <R L))
Since the 7-AmDBDH problem is almost identical to the 6-AmDBDH problem except intro-

ducing the additional term ¢'/¢, we have the following trivial lemma.

Lemma 5. For any probabilistic polynomial-time adversary A we have

AdVE{AmDBDH g AdVZ{AmDBDH.

Next we describe an equivalent variant of the 7-AmDBDH problem.

Proposition 1. The 7-AmDBDH problem in groups (G,Gr) is equivalent to given
(9,95 9% 9%, 9", 9, 9, g% %", g°° Q) € G x G with unknown a,b, ¢ < g 7, decide
whether Q = e(g, g)® holds.

Proof. Given input (g,g% g%, g, g%, gc2, g“c2, g“‘cg7 g“‘347 g“ch) we can construct a 7-
AmDBDH instance by setting (h = g¢ hte = g he = g% b = gbc he = gCQ,h“C =
gacQ,hac2 _ gac?’,hac?’ _ gac4,hac4 _ gac5). Then, we have e(h, h)ab/02 _ e(gc’gc)ab/c2 _
e(g,9)?%. The converse implication is easily established and demonstrates the equivalence be-
tween both problems. O
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5.4.3 The General Diffie-Hellman Problem

Before giving the definition of the general Diffie-Hellman problem, we review some notations
used in [10]. Let p be an integer and let s,n be positive integers. Let P,Q € Fp[Xq,..., X,,]*
be two s-tuples of n-variate polynomials over F,, and let f € [F,[X,.., X,]. We write
P = (p1,p2,...,ps) and Q = (q1,92,...,qs). It is required that both p; and ¢; are constant
polynomial 1. For a set €2, a function & : F, — €, and a vector (z1, ..., y) € Fg, we write

hMP(x1,..xy)) = (h(pr(x1,.ceyzp))y s h(ps(z1, .oy 0))) € QF,
MQ(x1y.yxy)) = (h(qr(z1, s xn)), oy h(gs (21, ..y ) € Q°.

For a polynomial f € F,[Xi,...,X,], we let d; denote the total degree of f. For a set
P CTF,[Xq,...,X,]°, welet dp = max{dy|f € P}.

Let Gg, Gy be groups of order p and let e : Gy x Gy — G be a non-degenerate bilinear map.
Let g be a generator of G and set g1 = e(g,9) € Gy.

Now the (P, @, f)-Diffie-Hellman problem in (G, G1) is depicted as below: given the vector

H(m1, ) = (gFE0mm0) gQ@0m)y o g8 o G,

compute g{(ml""’x”) € Gy.

Example 1. Many problems, including the DBDH problem and the computational version of
the 7-AmDBDH problem, fall in the (P, @), f)-Diffie-Hellman problem.

e The DBDH problem: Set P = (1,z,y,2),Q = (1), f = xyz. Here s = 4,n = 3,dp =
1,dg =0, and dy = 3.

e The 7-AmDBDH problem: Set P = (1, 2,22, y2, 2%, 022, 223 224 225),
Q=(1),f=axy. Heres =9,n=3,dp = 6,dg =0, and dy = 2.

To obtain the most general result, Boneh et al. [10] considered the decisional version of
(P, Q, f)- Diffie-Hellman problem. It is said that an algorithm 5 that outputs b € {0,1} has
advantage ¢ in solving the decisional the (P, @, f)-Diffie-Hellman problem if

Pr[B(H (z1, ...,xn),g{(m"”’x”)) =0] —Pr[B(H(z1,....; ), T) = 0] > ¢,

where the probability is over the random choice of generator g € (g, the random choice of
Z1,..., Tp in Fp, the random choice of 7' € G, and the random bits consumed by B.

5.4.4 Complexity Lower Bounds in Generic Bilinear Groups

We first review what is a generic bilinear group. Consider two random encodings &g, & of the
additive group Z,, , i.e. injective maps &y,&; : Z, — {0,1}". For i = 0,1, denote G; =
{&(x)|x € Zy}. We are given oracles to compute the induced group action on Gy, Gy, and an
oracle to compute a non-degenerate bilinear map e : Gg X Gg — Gy. Group Gy is called a generic
bilinear group.

Before giving the complexity lower bound for the decisional (P, @, f)-Diffie-Hellman prob-
lem in generic bilinear groups, we review the following useful definitions, which are used in [10].
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Let P,Q € F,[Xy,...,X,]® be two s-tuples of n-variate polynomials over F,. We write
P = (p1,p2,...,ps) and @ = (q1, 42, ..., qs) Where p; = q; = 1. We say that a polynomial f €
Fp[X1, ..., X,,] is dependent on the sets (P, Q) if there exists s>+ s constants {aij}i j—1, bk }i—y
such that f = 377 . a; jpip; + D71 brqr. We say that f is independent of (P, Q) if f is not
dependent on (P, Q). It can be verified that, as to the assumption listed in Example 1, polynomial
f is indeed independent of (P, Q).

Boneh et al. [10] gave the following theorem, which gives a lower bound on the advantage of
a generic algorithm in solving the decisional (P, @, f)-Diffie-Hellman problem.

Theorem 10 ([10]). Let P,Q € F,[X1,..., X;,|® be two s-tuples of n-variate polynomials over
F, and let f € F,[X1, ..., X,]. Let d = max(2dp,dq,dy). Let &y, &1 and Go, Gy be defined as
above. If fis independent of (P, Q), then for any A that makes a total of at most q queries to the
oracles computing the group operation in G, Gy and the bilinear pairing e : Gg x Gg — Gy,

we have
P, &o(P(x1, .y y)), Ty Ty, Y <R Fp, 2
Pr Al &(Q@1, .. 2n)), | =b: b r {01}, _% < (g+2s+2) 'd.
6 (to), (1), by fan, ), %
tlfb —y

Table 3 gives the complexity lower bound for the decisional version of the problems listed in
Example 1 (i.e., the DBDH and the 7-AmDBDH problems).

| Assumptions DBDH | 7-AmDBDH
Complexity lower bound 3(‘1;;0)2 12(‘1;; 20)°

Table 3: Complexity lower bounds of the DBDH and the 7-AmDBDH problems in the generic
bilinear group model

From the results in Table 3 and Lemma 5 we obtain the complexity lower bound of the 6-
AmDBDH problem, on which our CCA-secure PRE scheme is based, in the generic bilinear
2

group is %. Hence, a generic attacker’s advantage in solving the 6-AmDBDH problem is

less than 16 times of that in solving the DBDH problem.

5.5 Proofs

5.5.1 Proof of Theorem 7

We prove that the proposed scheme is 2nd-US-CCA secure under the 6-AmDBDH
assumption. We build an algorithm B which is, given a 6-AmDBDH instance
(g,ga’gb’ q°, ga/c’ 902"9(10’ g(LCQ’gacS,gac‘l’ Q) c G0 « G, deciding whether Q = e(g,g)ab/c2
holds, using the 2nd-US-CCA adversary A. The algorithm B runs the adversary .A simulating its
view as in the 2nd-US-CCA security experiment as follows:
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Setup: B chooses w, Ty, Tq; Yu, Yv: Yd <R Ly, sets g1 := g*, and computes h = (gCQ)w, u=gq-
(gc2)y“ ,U = g™ -(gCQ)y” ,d = gd- (gCQ)yd. The other parameters are chosen as in the algo-
rithm Setup. The public parameter is PP = (p, G, Gr, g, h, g1,u,v,d,e, H, TCR, TCR').

Next, B generates the challenge key, uncorrupted-keys, and corrupted-keys as follows.

— Challenge-key generation. B chooses x;x, y; & Zy, and defines pk;« =

()", (g°")™, g¥*) (meaning that sk;+ = (e, yiv)).

— Uncorrupted-key generation. B chooses x;,; & Zp,, and defines pk; =
2

((g°)*, (g°< )%, g¥) (meaning that sk; = (cz, y;)). B adds pk; to PKyn.

— Corrupted-key generation. B chooses x;,y; & Zp, and defines pk; =
(g™, (g“)m%,gyi), sk; = (x4, y;). B adds pk; to PK o and sk; to SKeopr.

B provides A with the public parameter PP, two sets of key PK = (PKun, PKcorr)s
SKcorr» and the challenge public key pk;«.

Find stage. Adversary A issues a series of questions as in the 2nd-US-CCA game. 5 answers
these queries for A by simulating the oracles as follows.

Re-Encryption Key Generation Oracle O, (pk;, pk;): B does as follows.

1. If pk;, pkj € PKcorr, then return rk;_,; = gfi/mi.

2. If pk;, pk;j € PKup, then return 7k;_,; = (g°¢)=3/%

3. If pk; € PKyy and pk; € PKcorr, then return rk;_,; = (ga/C)xf/xi.

4. If pk; € PKeorr and pkj € PKyp U {pk;- }, then return rk;_,; = pkjl/zm
5. If pk; = pk;= and pk; € Py, then return rk;«_, ; = (gac)mi/xi*‘

6. If pk; € PKy, and pk; = pk;«, then return rk;_,;+ = ( gocyehe fi,

7. If pk; = pk;+ and pk; € PK o, then return L.

First Level Decryption Oracle O, (pk;, CT;): If pk; € PK or, B does as Dec; to decrypt
ciphertext C'T; using secret key sk;. Otherwise, B does as follows. B parses C'T; =
(A, B,C, D), computes t' = TCR'(A), and checks whether the following equality holds:
e(A,D" - h) = e(g, B). If not, output L indicating an invalid ciphertext. Otherwise, it
does the following.

Compute C'T] = SYM.Dec(H (A%),C);
Parse CT! = C5||C3]|...||Cs, if this is not the case, output L and halt.

Else, B computes t = TCR(C4, C3) and does as follows:

1. Check the validity of the ciphertext C'T7 as the equations 5.3 — 5.5 in Dec;.

2. Check whether (Cq,C3) = (C5,C3) and t # t*. If so, BB aborts and outputs a
random bit.
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If all of these verifications pass, then there exists 7 € Z, such that Co, = h",Cy =
(utvsd)". If (Co, C3,Cy, C5) = (C3,C%,C5,C2), B outputs | which deems CT;
as a derivative of the challenge pair (pk;~, CT™) by the following claim (the proof of
this claim will be shown after that of Theorem 7).

Claim 2. If (Cy,C5,C4,C5) = (C3,C5,Cy, CF) and CT! is valid (i.e., it passes the
verifications the equations 5.3 — 5.5), then C'T; is a derivative of the challenge pair
(pki=, CT™).

We now assume (Csq,Cs3,C4,C5) # (C5,C5,CF,C2E). Using the technique used
in [37, 47], we can decrypt the above ciphertext as follows. B checks whether ¢ +
STy + xg = 0. If so, B aborts and outputs a random bit. Otherwise, since Cy = h" =
g<*“T | we have 021/ “ = ¢¢°T. Therefore B can compute o := Céty““y”yd)/ “ by
computing ¢ "(#Wutsvtva) | Since Cy = (ufv®d)” = g"(tTszvtaa) . ge*r(tyutsyotya)
we have g" = (Cy/a)/(tHs7v+2a)  Therefore, B can compute g by computing
(Cy/a)V/(trszotea) B computes m = %, then returns it to A.

Second Level Decryption Oracle O, (pk;, CT;): B does as follows.

1. If pk; € PKcorr, then do as the algorithm Dec, to decrypt the ciphertext C'T; using
the secret key sk; = (x;,y;), and return the obtained result to A.

2. If pk; € PKun, then B first computes a re-encryption key rk;_,; = (g% C)”’?/ i
where pk; € PK orr. B then re-encrypts the ciphertext C'I; by using rk;_, ; to obtain
CT; < ReEnc(rk;_,;,CT;). Finally, B does as the algorithm Dec; to decrypt the
ciphertext C'T; using the secret key sk; = (z;,y;), and returns the obtained result to

A.

3. If ¢ = 4" and C'T; # CT*, then B first computes a re-encryption key rk;«_; =
(g“C)JC? /%= where pk; € PKy,. B then re-encrypts the ciphertext C'T; by using
ki to obtain C'T; < ReEnc(rk;-_,;, CT;). Finally, B does as in First Decryp-
tion Oracle Oy, to decrypt the ciphertext CT}, and returns the obtained result to

A.

Re-Encryption Oracle O, (pk;, pk;, CT;): B parses CT; = (C1,Cy,C3,Cy, Cs). If this is not
the case, output | and halt. Otherwise, B computes ¢ = TCR(C4, C3) and check whether
Check(CT;) = 1 holds. If not, output L and halt; else B works according to the following
cases:

1. If pk; # pki or pkj ¢ PKcor: B executes the algorithm ReEnc with a re-
encryption key computed as in O, (pk;, pk;) and the ciphertext C'T;, then returns
CT]' — ReEnc(rkiﬁj, CTZ) to A.

2. If pk; = pki-,pkj € PKcopr (meaning that sk;+ = z;+ and sk; = x;): B chooses
R v & Z,, and computes g" as in the simulation of First Level Decryption Oracle
Odec, - Using g", B computes:

Cs = (g7)" 7 (= (¢"me) B/ = OfF), where R = R/ /¢,
Cr = ghit R’(: (gc2mi* )R//c2 = pkﬁ71);
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a:z/azi* / (skz /skix )CQ/R/
Cs = (g (= (T T =kl

=3/
CT]. = Co||Cs]]..[|Cs; A = gt = TCR(A),B = (pkly - h)",C «
SYM.Enc(H (pk}s), CT/.), D = pk; 3. Then, B outputs CT; = (A, B,C, D).

Challenge. At this stage, A outputs two messages mg, m1; € Gp. B flips a coin o & {0,1}
and defines: C7 = (¢")%*,C5 = (¢")*,C5 = Q - m,,C¢ = s* = —(t* + x4)/z, where
t* = TCR(C3,C%), and Cf = (g°)F'vuts™votva, Return CT* = (Cf,C5,C%,C5, C%) as the
challenge ciphertext to .A.

Observe the following to see that, if Q = e(g, ) , then C'T™* is indeed a valid challenge
ciphertext under the public key pk;- with the random exponent r = b/c?.

ab/c?

Cik _ (gb):vl* _ (gCQZL'i* )b/02 _ pkr*J; C; _ (gb)w _ (902w)b/02 N

C;=Q my;t" =TCR(C5,C3); CF = s* = —(t" + zq)/z0;

C* = (gb)t*yu—l—s*yv—l—yd _ (gcz(t*yu+s*yv+yd))b/c2 . (gt*+s*xv+ard)b/c2 — (ut*vs*d)r.
In contrast, if () is random in G, then C'T™* perfectly hides m, and A cannot guess o with
better probability than 1/2.

Guess stage. The adversary A continues to issue the rest queries. In this stage, 3 can respond
these queries for A as in the find stage.

Output. Eventually, the adversary A returns a guess o’ € {0,1}. If o/ = o, B outputs 1 to
guess Q = e(g, g)%/ <*: else BB outputs 0 to guess that @ is a random element in G-

This completes the description of the simulation.

Next, we analyze the simulation.

In the simulation of the first level decryption oracle Oge,, B aborts in two cases. In the first
case (i.e., checking whether (Cy, C3) = (C5,C5) and ¢ # t*) the probability that 3 aborts is at
most Adv$g§ 4- In the second case (i.e., checking whether ¢ + sz, + x4 = 0), the probability that
B aborts is at most gg../p by the following reason. For the challenge ciphertext, the adversary
could obtain the information that t* 4+ s*x, + x4 = 0. However, there are exactly p possible
(x4, xq) pairs that satisfy this equation and each of them are equally likely. Thus, information-
theoretically, the probability that ¢ + sx,, + x4 = 0 is at most 1/p.

Therefore, the probability that B aborts during the simulation of the oracle Og., is at most
Adv$gFl§,A + Qdec/p~

Observe that, if 5 does not abort during the simulation and Q@ = e(g, g , then the sim-
ulation of B is perfect from the view of .A. On the other hand, if B does not abort during
the simulation and () is distributed uniformly and independently over G then the advantage
that A wins the attack game is 1/2. Since the simulations for O,., O, are perfect, we have
AdvgAmPEPI()) > L AdvisspdOOA () — AdvIER 4 — uee/p.

This concludes the proof of Theorem 7.

We now present the proof of Claim 2.

)ab/02
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Proof of Claim 2. Assume towards a contradiction that after the challenge phase is finished,
there exists an adversary A" can compute a valid ciphertext CT} = C5||C5||C5||CZ]|Cs||C7||Cs
(i.e., it passes the verifications the equations 5.3 — 5.5) for an index ¢ € {1,...,ny,} with-
out using the re-encryption key rk;=_,; or querying the re-encryption oracle. Then we show
that we can use A’ to construct an algorithm B’ which is, given a 6-AmDBDH instance
(9,9% g% g% 9%, g%, g, g, g%, g*" | Q) € G x G, deciding whether Q = e(g, g)®/".

B’ works almost the same as the algorithm 3 in the proof of Theorem 7, except that in the
uncorrupted-key generation phase, B’ chooses ¢ & {1,...,nyn} and generates a pair of key
(pky, sky) as in the corrupted-key generation phase.

After the challenge phase is finished, whenever A’ queries O, (pk;, CT;) such that i = ¢
and CT! = C3||C5||C}||C%||Cs||C7||Cs is valid (i.e., it passes the verifications the equations 5.3
—5.5), where C'T} is computed by B’ as in the simulation of the first decryption oracle in the proof
of Theorem 7, then B’ computes Q' = e(Cg, Cs)'/** = e(g,9)™/* and succeeds in deciding
whether Q = e(g, g)®/¢” by checking if Q = Q' holds. It is easy to see that B’ succeeds with the
probability of 1/n,,,.

In order to conclude the proof of Claim 2, we show that e(C, Cs)'/ = e(g, g)*/<* holds.
Since CT] passes the verifications the equation 5.5, i.e., e(h, Cs) = e(C3,Cy), and C} = h¥/<’,
we have Cs = C2/°. Therefore e(Cs, Cg) /7 = e(Cb/CQ Cs) /% = (e(pkya, g)t/< )Y/ =

7 ’ ) 7 2
e(g, 9)"". O

5.5.2 Proof of Theorem 8

We will prove the theorem using a sequences of game transitions.

Game GO: This is the original 1st-US-CCA game, which is the CCA game as in Definition
22 with the additional constraints from Definition 25. The adversary .4 has access to the re-

encryption key oracle O, and the decryption oracle Og..,, gets a target ciphertext CT™* =
(A*, B*,C*, D*), where C'T™* is computed as follows:

1. If the challenge ciphertext is the original one: CT* < Ency (pk;, my).

2. If the challenge ciphertext is the re-encrypted one: CT* < ReEnc(rk;_;+, CT,), where
CT, = (C1,...,C5) is a second-level ciphertext which can be re-encrypted from pk; to

p/{?i* .

Let o’ € {0, 1} denote the output of A, and let Tj be the event that ¢’ = & in GO0, so that

Advgﬁg%A(A) = |Pr[Ty] — 1/2]. (5.6)

Game G1: Now we define a modified game G1. This game behaves just like game G0, except
that we use a completely random symmetric key KT in place of the key K* = H (pk:l’;/’l) in both
the encryption and decryption oracles. Let 77 be the event that ¢’ = ¢ in game G1.

Now, we show that there is an oracle query machine B, whose running time is essentially the
same as that of A, such that

| Pr(T1] — Pr(Tp]| < AdvEi's(A) + Advish OR () (5.7)
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B runs the adversary .4 as a subroutine to solve a random instance of the GHDH problem.

We now give the description of the adversary 3. The adversary 3 inputs an instance of the
GHDH problem, i.e. B inputs the values (1%, g, g%, ¢°, Q). B’ goal is to determine whether
Q = H(g®)or Q € {0,1}¢ is a random bit string. The adversary B runs the adversary A
simulating its view as in the original 1st-US-CCA security experiment as follows:

Setup: B chooses collision-resistant hash function TCR : G x Gy — Z, and TCR" : G — Z,,.
To generate the challenge key, B chooses randomly x;« & Ly 91 & G, and defines
pky = (g”ﬁi*,gf?*,g“),A* = ¢® (meaning that sk;« = (z4,a),r* = b). B computes
t* = TCR'(A*). B chooses o, u,v,d il L, sets h := pk:;t; - g%. B sets public parameter
PP = (p,G,Gr,g,h,q1,u,v,d,e, H, TCR, TCR’). Next, B generates the uncorrupted-
keys and corrupted-keys as follows.

— Uncorrupted-key generation. B chooses randomly z;, y; & Z, and defines pk; =
2
(g”ﬁi,gfi , g¥") (meaning that sk; = (x;,y;)). B adds pk; to PICy,.

- Corrupted;key generation. B chooses randomly z;,y; & Zy, and defines pk; =
(9%, 91", g¥), ski = (i, ;). B adds pk; to PK copr and sk; to SKeopy.

B provides A with the public parameter PP, two sets of public key PK =
(PR uns PKcorr)s SKeorr» and the challenge public key pk;«.

Find stage The adversary .A issues a series of questions as in 1st-US-CCA game. Note that,
since BB knows all of the secret keys except sk« o(= a), he can exactly answer every queries of
A. In particular, B answers these queries as follows:

ReKey Oracle O, (pk;, pk;): B runs the algorithm ReKey using sk; 1, pk;.

First Decryption Oracle O, (pk;, CT;): If i # i* BB does as Dec; to decrypt the ciphertext
C'T; using the secret key sk;. Otherwise, I3 does as follows.

Let CT = (A, B,C, D) be an arbitrary ciphertext submitted to the decapsulation oracle
Olec,- B computes t = TCR(A), if e(A, D' - h) # e(g, B) then output L indicating an
invalid ciphertext. Otherwise, do the following.

Case 1: ¢ = t* and A = A*: B rejects the query. In this case B = (pkf*73 ~h)" =
(pkf:g ~g¥)" = A% = (A*)® = B* and hence C' = C* and the query made by A is
illegal. Therefore it may be rejected by B.

Case 2: t = t* and A # A* : B finds a collision A # A* in TCR with TCR'(4) =
TCR'(A*). In that case B returns the collision and aborts.

Case 3: t # t* : adversary B computes the correct session key by K <«

H((B/(A*)t=t)7") " B using this session key computes CT; = SYM.Dec(K,CT),
then using sk;« 1 = x;+ computes m as the decryption algorithm.
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We have shown that unless B finds a collision in TCR’ (Case 2) the simulation of the de-
cryption oracle is always perfect, i.e. the output of the simulated oracle Oy, is identically
distributed as the output of Dec;.

Second Decryption Oracle O, (pk;, CT;): B does as the algorithm Dec, to decrypt the ci-
phertext C'T; using the secret key sk; 1 = x;, and returns the obtained result to A.

Challenge

1. If A decides that the challenge ciphertext is the original one: A outputs two equal-length

messages mg, m; € Gr. B flips a coin o & {0, 1}, randomly chooses 7, R, s & Zy, and
does as follows:

02 = hr; 03 = e(g,gl) cMey t = TCR(CQ,Cg) 04 = ( tvsd)r; 05 = 53 06 = pki;*}?z;
Cr = pkl 5 Cs = gMB; CT). = Cy||C5]|...[|Cs: A* = g¥(= g""). t* = TCR/(A%),
B* = (¢")%(= (pkf:,3 ~h)™), C* + SYM.Enc(Q,CT},), D* = pk; 3 Return CT* =
(A*, B*,C*, D*).

2. If A decides that the challenge ciphertext is the re-encrypted one:

A outputs two CTy, CTy which can be re-encrypted from pk;: to pk;. B flips a coin
o & {0,1}, chooses R & Zy, and does as follows:

Parse CT, = (Cy,...,Cs), and compute: rk;y_,;« + ReKey(sky,pki+), Cg = CF,
Cr = pkff): Cs = k/%, CT!, = Co||Cs]]...||Cs, A* = gb(= g""), t* = TCR/(A%),

B* = (¢")%(= (pkf;?, h)™), C* + SYM.Enc(Q,CT},), D* = pk;» 3. Return CT* =
(A*, B*,C*, D).

Guess stage Eventually, A outputs a guess o’ € {0,1}, where 0/ = 1 means that K* is the
correct key. Algorithm B concludes its own game by outputting v = ¢’ where v/ = 1 means that
Q = H(g™) and 4/ = 0 means that @ is random.

ANALYSIS. We have shown that as long as there is no hash collision in TCR’ found by B, A’s
view in the simulation is identically distributed to its view in the real attack game.

Note that A* is a random element from G (provided from outside of 5’s view), therefore
finding a value A # A* with TCR'(A) = TCR'(A*) really contradicts to the security property
of the target collision resistant hash function. The probability that B finds a collision in the hash
function TCR' is bounded by AdvieR; 57 (N).

Assume there was no hash collision found by B. On the one hand, if () is uniform and
independent in {0, 1}" then the game is exactly the same as the game G1. On the other hand,
if Q = H(g), then the game is exactly the same as the game GO0. Therefore, 3’s advantage
in the GHDH game is Adv%hei}?lg()\) > | Pr[Ty] — Pr[Tp]| — Adv}%acsg, TCR()\), which proves the
equation 5.7.

Lastly, we observe that there is an oracle query machine A, whose running time is essentially
the same as that of .4, such that

| Pr[T1] — 1/2| = Advyng.a, (M) (5.8)
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To see this, note that in game G1, the ciphertext C* is produced using the random symmetric
encryption key KT , and also that some other ciphertexts C' # C* are decrypted using KT, but
that the key KT plays no other role in game G1. Thus, in game G1, the adversary A essentially
just carries out an adaptive chosen ciphertext attack against SYY M.

The theorem now follows immediately from the equations 5.6 — 5.8.

5.6 Summary

In this chapter, we first have shown that the scheme proposed by Shao, Liu, and Zhou [55] is
vulnerable to chosen-ciphertext attack. We then have presented the first unidirectional single-
hop PRE scheme which is secure in the full CCA security model. The scheme is obtained by
extending the PKE scheme proposed by Lai, Deng, Liu, and Kou [37]. Our scheme relies on mild
complexity assumptions in bilinear groups without random oracles.
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Chapter 6

CCA-Secure Conditional Schemes
without Random Oracles
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6.1 Introduction

Conditional proxy re-encryption (CPRE) is a variant of proxy re-encryption, where only the ci-
phertext satisfying one condition set by the delegator can be transformed by the proxy and then

decrypted by the delegatee.

In 2009, Weng, Deng, Ding, Chu, and Lai [66] proposed an efficient CPRE scheme which
is chosen-ciphertext (CCA) secure in the random oracle model, and left an open question of
constructing a CCA-secure CPRE scheme without random oracles. Recently, employing CPRE in
the identity-based cryptographic setting, Liang, Liu, Tan, Wong, and Tang [40] defined the notion
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of identity-based conditional proxy re-encryption (IBCPRE) which can be seen as an extension
of identity-based proxy re-encryption. They then proposed a construction for this primitive and
claimed that their scheme achieves the security against adaptive condition and adaptive identity
chosen-ciphertext attack in the standard model. One might consider that this is an answer to the
open problem left by Weng et al. [68]. However, it is not known that IBCPRE, in general, implies
CPRE. This is because these primitives are in different settings: in the model of IBCPRE it needs
a trusted private key generator to generate all the secret keys for identities, but in that of CPRE
each user can generate a secret key by himself. In addition, in this chapter, we show that the
scheme proposed by Liang et al. [40] is vulnerable even to selective condition chosen-ciphertext
attack (see Section 6.2 for details).

As the main goal of this chapter, we propose two CPRE schemes which are secure against
the selective and adaptive condition chosen-ciphertext attack (sCond-CCA and aCond-CCA, for
short), respectively. These schemes are extended from the CCA-secure PRE scheme proposed in
Section 5.3. (See also [33]). Specifically, the first scheme is constructed by using the technique
of constructing the selective-identity secure identity-based encryption proposed by Boneh and
Boyen [13]. The other one is presented by using the technique of constructing the adaptive-
identity secure identity-based encryption proposed by Waters [64]. Both of these two schemes
can be proved secure without random oracles, which answers the problem left by Weng et al. [68]

6.2 Analysis of the Liang-Liu-Tan-Wong-Tang Scheme

Liang, Liu, Tan, Wong, and Tang [40] proposed a construction of identity-based CPRE and
claimed that their scheme achieves secure against adaptive condition and adaptive identity chosen-
ciphertext attack in the standard model. Unfortunately, this scheme is not secure even in the sense
of selective condition CCA. In this section, we describe our attack to break its selective condition
CCA security. See [40] for more details of the models in which the scheme is proven to be secure
(we do not show them here). Note that, the difference between the selective and the adaptive
condition CCA security is in the timing of choosing the challenge condition. Specifically, in the
model of the selective condition CCA security the adversary has to submit the challenge condi-
tion in the beginning of the security game, but in that of the adaptive condition CCA security the
adversary can submit it in the challenge phase. It is obvious that the selective condition CCA
security is weaker than the adaptive condition CCA security.

6.2.1 Review of the Liang-Liu-Tan-Wong-Tang Scheme

Now we describe the Liang-Liu-Tan-Wong-Tang scheme [40].

Let BSetup(1}) be an algorithm that on input the security parameter 1%, outputs the param-
eters of a bilinear map as (q, g, G1, Go, ), where G and G, are multiplicative cyclic groups of
prime order ¢, |¢| = A, and g is a random generator of G.

Setup(1*): On input a security parameter 1%, (q,9,Gi,Go,e) < BSetup(1}). Let
w € {0,1}" be an n-bit condition string. Choose a € Z;, g2, u’, uy, us, uzo €r G
three random n-length sets U; = {ui;|l < i < n},Us = {ugll < i <
n},Us = {us;|l < i < n}uiguz,u3; €r Gy, a pseudorandom function
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PRF : Gy x Gy — {0,1}™, and a TCR hash function H; : Gy — Gy, where n; is a
security parameter. The master secret key is msk = g5, the master public key is mpk =
(n,n1,9,91,92,u}, ub, ul, us 0, U1, Us, Us, PRF, Hy, (Sign.KeyGen, Sign, Verify)),
where g1 = g%.

KeyGen(msk,ID): On input a master secret key and an identity /D, the algorithm outputs
skip = (Skjpl, Sk]DQ) = (gS‘ . (u/l HiEVID)T’ gr), where r € ZZ, ID e {O, 1}", and let
Vb be the set of all ¢ for which the i-bit of 1D is set to 1.

Enc(ID;,w,m): On input an identity /D;, a condition w, and a message m, the algorithm
runs (Kg, Ky) + Sign.KeyGen(1"), chooses t € Zy,0 €r Ga, generates the ci-
phertext: Cy = [PRF(O’, CQ)]AI*AH[PRF(U, CQ)])\ ® m,Ch7 = e(gl,gg)t co0,Cy =
g',C3 = (U HieVIDi)taC4 = (uy[Lice, u24)",C5 = (ujuzg [lic:p, ug;)t, Cs =
Sign(Kg, (Cy,Cy,C5,Cy,C5)), and outputs C’ﬁ%w = (Ky,Cy,C1,C,C5,Cy,C5),
where ID; € {0,1}",m € 0,17, let &,, Xk, Vip, be the sets of all ¢ for which the
1-bit of w, Ky, I D; is set to 1, respectively.

ReKeyGen(skrp,,/D;,w): On input a secret key skyp,, an identity /D;, and a condi-
tion w, the algorithm chooses p,t' €g Lq,0 €r Ga, computes rkg = skip, -
(u’QHiegw ugi)’,rk1 = ¢°,rky = sk;DiQ,rkzg = e(gl,QQ)t/ -0,rky = gt/,rkz5 =
(u} Hievmi)tl’rkﬁ = (uéuionie){mi U3,i)t/,7’k37 = Sign(Ky, (rks, rka, rks, rke)),
and outputs 7k, rp, rp;, = (Ky, ko, rk1,7ko, vks, ke, rks, ke, 7k7), Where ID; €
{0,1}", (K%, K{,) «+ Sign.KeyGen(1").

ReEnc(rky1p, s1p;, 1 Di, w, C’ﬁ;i )¢ On input a re-encrytption key rk,,rp, 1p,, an identity

ID;, a condition w, and a ciphertext C}%i » the algorithm does as follows.

1. Verify

e(g’ C3) = 6(02,u,1 H ul,i)ae(g’ 04) = e(c2aul2 H u2,i),

iEV[Di €€,
e(g.Cs) = e(Co,upuzg [ usa),
iEXIDi

Verify (Ky, Cg, (Co, C2,C3,C4,C5)) = 1.

If all of the above equations do not hold, output _L. Otherwise, proceed.

2. Compute Cf = - (Tk(’;,lé()’" /%(ﬁi), ot and output the first level ciphertext C’}wa =

(Kv,Cy,Cy,C,C3,C4,Cs5,Ce, Ky, 7k3, ks, mks, 7k, k7).

Decy(ID;, skip,,w, Cg))i w): On input an identity I .D;, a secret key skrp,, a condition w, and

a ciphertext Cﬁ%w’ the algorithm does as follows.

1. Verify the equation in the algorithm ReEnc. If it does not hold, output L. Otherwise,
proceed.
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e(skrp, ,Cs3) .
2. Compute g = Clm, and output m = [CQ])\ D [PRF(O’, CQ)])\ if
i1’

[PRF (0, Cy)]*~* = [Cp]*~* holds. Otherwise, output L.

Decy(ID;, IDj, skip,,w, C}Bi )+ On input identities /D;, ID;, a secret key skp,, a condi-

tion w, and a ciphertext C}Bi .- the algorithm does as follows.

1. Verify

e(g,rks) = e(rka, vy ] wia),elg,rke) = e(rka,uhuso [ s,

1€VID,; €7D,
Verify (K, rkr, (rks, rka, 7ks, 7kg)) = 1.

If all of the above equations do not hold, output _L. Otherwise, proceed.
e(skIDj ;rks)
2. Compute 0= Tk3e(sTZ,rk4)'
3. Verify the equation in the algorithm ReEnc. If it does not hold, output L. Otherwise,
proceed.

4. Compute 0 = C7/e(H1(0),C3), and output m = [Cyly @ [PRF(o,Cs)]y if
[PRF (0, Cy)]M~* = [Co]*~* holds. Otherwise, output L.

6.2.2 Our Attack

Before describing our attack, we first identify the potential weakness in the above scheme:
for a ciphertext C'T; = (Ky,Cy,Cy,Cs,Cs,Cy, C5,Cs), where (Kg, Ky) is a pair of sign
key and verify key which is generated by the algorithm Sign.KeyGen(1}) and Cy =
Sign(Kg, (Cy, Co,C5,Cy, C5)), their ReEnc algorithm transforms ciphertext component C
into O] without verifying the validity of C; (it only verifies the validity of the other com-
ponents, i.e. Ky, Cy,Co, Cs,Cy,C5,Cg). Then there exists an adversary who can break
the CCA-security of their scheme as follows: Given the challenge ciphertext CT* =
(Ky,Co, Ct,Cq,C5,Cy, C5, Cy), the adversary can first modify the ciphertext component C}
to obtain a new ciphertext C'T”, and then asks the re-encryption oracle to re-encrypt C'T” into
another ciphertext C’T]( for a corrupted user j; next, the adversary can modify C’T]( to obtain the
right re-encrypted ciphertext C'T; of the challenge ciphertext, and thus he can derive the underly-
ing plaintext by decrypting C'T; with the secret key of user j.

Attack Details. The adversary works as follows to break the selective condition CCA-security of
the Liang-Liu-Tan-Wong-Tang scheme.

1. The adversary submits a condition w* to the challenger.
2. The adversary obtains a master public key mpk.
3. The adversary obtains a secret key sk D; of user j from the extract oracle.

4. The adversary submits (I D*, mg,mq) to the challenger, and then is given the challenge
ciphertext CT™* = (K3, Cy, Ct,C5,C5,Cx, Cx, CF).
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5. The adversary computes C’f = C7 - B, where 8 < G2, and modifies the challenge
ciphertext CT™* to obtain a new ciphertext CT" = (K;;,Cg,éf,cg,cg,cz,cg,cg).
Then the adversary submits (/D*,ID;,w*,CT") to the re-encryption oracle. Note
that, it is legal for the adversary to issue this query, since (ID*, ID; w*, CT') #
(ID*,IDj,w*,CT™*). Note that the re-encryption algorithm ReEnc cannot check the
validity of the ciphertext component C. So, it will return the re-encrypted ciphertext
CTj = ReEnc(rk,+|1p«1p,, [ D*,w*, CT").

According to the re-encryption algorithm, we get CT]( = (K‘*,,Cg,(f'll,Cg‘, ey Tk7),

C#-e(rks,C3)
e(rko,C5)/e(rk1,Cy) "
C’ //,3 . C-e(rk2,C3) . é* — . 5 It i ¢ that OT: —

1 = SkoCh)jelhncpye Sinee O = (] . is easy to see tha o=
(K}, C§,Cy',C5, ..., rky) is indeed the result of ReEnc(rky«|1p+1p,, ID*,w*,CT"),
which is an encryption of my. Now, the adversary can obtain the underlying plaintext 1,
by decrypting the re-encrypted ciphertext C'T; using the secret key skip,, and can break

the CCA-security of the Liang-Liu-Tan-Wong-Tang scheme.

~ ! ~ !
where C; = Now, from C;, the adversary can compute C] =

6.3 The Proposed Schemes

In this section, we propose two CPRE scheme which are 2nd-sCond-CCA-secure and 2nd-aCond-
CCA-secure, respectively. Both of these two schemes meet the 1st-aCond-CCA security. Finally,
we show the comparison of our results with the scheme in Section 5.3.

6.3.1 The 2nd-sCond-CCA-Secure Scheme

In this section, we first propose a CPRE scheme, and then show that it meets the 2nd-sCond-CCA
and the 1st-aCond-CCA security.

Construction. Following [33], in order to achieve the CCA security given in Section 3.4.2.1, we
start from the following observations which are important and necessary principles for designing
CCA-secure schemes:

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the
proxy; otherwise, it will suffer from an attack as illustrated in [20].

2. It should be impossible for the adversary to compute the re-encryption key from the target
user ¢* to itself (i.e., rk ;x| ,+), otherwise it will suffer from an attack as applied to the
Shao-Liu-Zhou scheme in Section 5.2.

3. For the first level ciphertext C'T); re-encrypted from the second level ciphertext CT;, it
should not exhibit any component of C'T;; otherwise, it will fail in achieving the 1st-level-
CCA security.

We now describe our scheme. Our scheme is extended from the Isshiki-Nguyen-Tanaka
scheme [33] by using the technique of constructing the selective-identity secure identity-based
encryption proposed by Boneh and Boyen [13]. The construction is as follows.
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Setup: On input a security parameter 1", run Gen(1"™) in Section 2.2.3 to obtain (G, g, p, H).
Let G be a multiplicative group of prime order p. Let e : G x G — G be a bilinear map.
Choose g1, h, u,v,d € G, and two collision-resistant hash functions TCR : G x G — Z,,
TCR : G — Z,. Define F(w) = h{hs. SYM is a symmetric key encryption scheme of
which the key space is {0, 1}¥(™). Output a public parameters PP = (g, g1, h1, ha,u, v, d).

KGen: Oninput a public parameter PP = (g, g1, h1, ha, u, v, d), choose z,y & Zy, and output
a pair (pk, sk) of a public key and a secret key, where pk = (g, 9f2a9y), sk = (z,y).

RKGen: On input a secret key sk; = (sk; 1, ski2), a public key pk; = (pk; 1, pk; 2, Pk} 3),

. R ) 1/sk;
and a condition w, choose a «— Z, and output a re-encryption key 7&;_, ., = (pk jg L

F(w)®, pkiy).

Ency: On input a public key pk, = (pki71,pki72,pki73), and a message M € Gr choose
r, R, 1 s, « & Zy, and compute Cy = F(0)", C3 = e(g,91)" - M, t = TCR(C>,C3),
Cy = (u'v'd)", Cs = s, Cs = pk[§, C7 = pkl%y. Cs = (g - F(w)*)YE, Cy = pky,
CT] = Cof|Cs]|.-[ICslIColl0, A = g7, ¢ = TCR'(A), B = (pkf5 - g1)", C +
SYM.Enc(H(pk{lg), CT). Finally, output a ciphertext CT; = (A, B, C).

Ency: On input a public key pk, = (pk; 1, pk; 2, pk; 3), a message M € Gr, and a condition
w choose r, s & Zp, and compute: Cy = pki,, Co» = F(w)", C3 = e(g,q1)" - M,
t = TCR(Cy,C3), Cy = (u'v®d)", C5 = s. Finally, output a ciphertext CT =
(C1,C,C5,Cy, Cs).

ReEnc: On input two public keys pk;, pk;, a re-encryption key rk; ., = (rk1,7k2), an origi-
nal ciphertext C'T';, and a condition w, this algorithm does as follows:
Compute t = TCR(C, C3), and check the validity of the ciphertext C'T; by testing whether
the following equalities hold (if both hold, we write Check(CT;) = 1):

e(F(w),C1) = e(Cy,pkiy) 6.1)
e(F(w),Cy) = e(Cou'vd). (6.2)

If one of the above equations does not hold, output L indicating an invalid cipher-
text. Otherwise, choose R, 1’ <E Zy, and compute Cpg = C’f%; Cr; = pkfl; Cy =
k™ OT) = Col|Cs]]...|[Csllrkallws A = ¢, ' = TCR(A), B = (pk!5 - g1)",
C « SYM.Enc(H(pkls), CT}), D = pkjs. Finally, output a ciphertext C'T; =
(A,B,C, D).

Decs: On input a secret key sk; and a ciphertext CT = (C1, Cs, Cs3, Cy, C5), do as follows:
Compute ¢t = TCR(Cy, C3), and check the validity of the ciphertext C'T by testing whether
Check(CT) = 1. If the verifications fail, output L and halt. Otherwise, output M =

C3
e(Cy,g1) /it

Dec;: On input a secret key sk; and a ciphertext CT'; = (A, B, C, D), do as follows:

Compute t' = TCR(A), if e(A, D" - g1) # e(g, B) then output L indicating an invalid
ciphertext. Otherwise, do the following.
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Compute CT’, = SYM.Dec(H (A%i2),C),
Parse CT} = Co||Cs]|...||Cs||rk2||w, if this is not the case, output L and halt.

Else, compute ¢ = TCR(C, C3) and check the validity of the ciphertext C'T'; by testing
whether the following equalities hold:

e(F(w),Cy) = e(Coulv®d) (6.3)
e(F(w), CG) = e(CQ, 07) (64)
e(C7,C3) = el(g,pk;o)e(rks, F'(w)). (6.5)

If one of the above equations does not hold, output L indicating an invalid ciphertext.
Otherwise, output

C3

|: 9(06708) ] 1/814:]2,71 .
e(Ca,rk2)

M:

(6.6)

Next, we see the correctness of the scheme.

Correctness. For any condition w and any message m, we can see that

— for Decsy:

Cs _ Cy _ Cs G
e(C1,g1)1/5ki’1 e(pk;:l’ 91)1/8]“'91 e(g’"'Ski’l,gl)l/Ski’l e(g,gl)r )

— for Dec;: if we consider X = %, then equation (6.6) becomes to M = Cg/Xl/SkJQ',l.

Now we can see that,

r sk, a
o _ elCoCy) _e(CRrky/®)  elhiy pk)y™  Flo))
e(Ca, 1k3) e(Cy, rk2) e(F(w)", pkiy)
r 1/ski, r o
e(pkil-71,p/€j7/2 DR e(pki,pF(W) ) 1/sk; 1

- — e(pk?, pk; _
e(F(w)", pkiy) e(pki 1, pkiy ') = e(g,91)

Cs _ _Cs _
Thus, we have e T gy M.

2
r~8kj’1‘

Security Analysis. The intuition of the CCA security of our scheme can be seen from the follow-
ing properties.

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the
proxy; otherwise, it will suffer from an attack as illustrated in [20]. For our scheme, the
ciphertext components Cy, C5 in the original ciphertext CT = (Cy, Cq, C3, Cy, C5) can be
viewed as a signature signing the messageC', Cs, C'3, that is how we get public verifiability.

2. It should be impossible for the adversary to compute the re-encryption key from the target
user ¢* to itself (i.e., 7K« ;+|,,+), otherwise it will suffer from an attack as applied to the
Shao-Liu-Zhou scheme in Section 5.2. This follows from Lemma 4.
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3. For the first level ciphertext C'T}; re-encrypted from a second level ciphertext C'T;, it should
not exhibit any component of C'T;; otherwise, it will fail in achieving the CCA-security of
ReEnc. In our scheme, all of the components from the original ciphertext are hidden in
C.

The security of the above scheme is guaranteed by the following theorems.

Theorem 11. The above scheme meets the 2nd-sCond-CCA security, assuming the hash function
TCR is target-collision resistant and the 6-AmDBDH assumption holds in groups (G, Gr).

The proof of Theorem 11 is given in Section 6.4.1.

Theorem 12. Qur scheme meets the 1st-aCond-CCA security, assuming TCR' is a target-collision
resistant hash function, the GHDH problem is hard, and SYM is CCA-secure.

Remark 3. In the algorithms Enc; and ReEnc, we make use of the encryption algorithm of
Kiltz’s KEM/DEM scheme [36] to mask all of computed components including the second-level
ciphertext. Therefore, the 1st-aCond-CCA security of our scheme is implied by the CCA security
of Kiltz’s KEM/DEM scheme.

The proof of Theorem 12 is given in Section 6.4.2.

6.3.2 The 2nd-aCond-CCA-Secure Scheme

In this section, we present a CPRE scheme which is adaptive condition CCA-secure. This scheme
is almost the same as the scheme in the previous section, except that the function F'(w) is replaced
by the Waters hash [64]. In particular, all algorithms of the scheme except the setup algorithm are
exactly the same as those of the CPRE scheme in Section 6.3.1. The setup algorithm is as follows.

Setup: (p,g9,G,Gr,e, H) < Setup(1™), where (G, g, p, H) is random parameters obtained
by running the parameter algorithm Gen(1*), and H : G — {0,1}(™ is a random in-
stance of a hash function such that the GHDH assumptions holds relative to Gen. Choose
g1,u,v,d €g G, and collision-resistant hash functions TCR : G x Gy — Z,, TCR": G —
Zy. Define F'(w) = u'[[;cq ui» where v’  uy, ..., uy, €r G, and Q C {1,2,...,n} be the
set of all ¢ for which the ith bit of w is equal 1. SYM is a symmetric encryption scheme of
which the key space is {0, 1}*("). Return PP = (g, g1, u, v, d, ', uy, ..., uy).

Security Analysis. The security of the above scheme is guaranteed by the following theorems.

Theorem 13. The above scheme meets the 2nd-aCond-CCA security, assuming the hash function
TCR is target-collision resistant and the 6-AmDBDH assumption holds in groups (G, Gr).

The proof of Theorem 13 is given in Section 6.4.3.

Theorem 14. Our scheme meets the 1st-aCond-CCA security, assuming TCR' is a target-collision
resistant hash function, the GHDH problem is hard, and SYM is CCA-secure.

The proof of Theorem 14 is almost the same as that of Theorem 12, where the 1st-aCond-
CCA security of the scheme is implied by the CCA security of Kiltz’s KEM/DEM scheme. The
details are given in Section 6.4.3.
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6.3.3 Comparisons

In Table 4, we compare our schemes with the scheme in Section 5.3. We first explain some nota-
tions used in the table. By n we denote the security parameter. |G|, |G|, and |SYM]| denote the
bit-length of an element in groups G, G and a ciphertext output by SYM.Enc, respectively. We
use tp, te, tSY M.Ene, tSy M. Dec 10 TEpresent the computational cost of a bilinear pairing, an expo-
nentiation, an encryption and a decryption in the symmetric key encryption SY M, respectively.
“—"" means that the condition CCA security of the corresponding scheme is not considered.

The comparison results indicate that our schemes have almost the same computational cost as
the scheme in Section 5.3. It means that our schemes are efficient as the underlying scheme. Our
schemes have also the same length of a public key, a secret key, and a ciphertext as the scheme in
Section 5.3. In comparison on the length of the parameter, that of the first scheme (i.e. the one in
Section 6.3.1) is little bit longer than that of the underlying PRE scheme; whereas the other one
is quite longer than that of the underlying PRE scheme, since we make use of the Waters hash in
the construction.

Schemes Ours (Sec. 6.3.1) ‘ Ours (Sec. 6.3.2) ‘ Ours (Sec. 5.3)
parameter 7|G] (6 +n)|G| 6|G|
public key 3|G| 3|G| 3|G]
secret key 2|Z 2|7 2|7
Length re-encryption key Q‘I(Gf ]‘ 2’\(@? \’ 1’]([5 ]’
2nd-level ciphertext | 3|G|+ 1|Gr| + 1|Zy| | 3|G| + 1|Gr| + 1|Zy| | 3|G|+ 1|Gr| + 1|Z,)|
Ist-level ciphertext 2[G| + 1|SYM]| 2|G[ + 1|SYM] 2|G[ + 1|SYM]
Enc, 1t, + Tte 1t, + Tte 1t, + 6t
Enc, 1ty + 12te + tsym.pne | 1tp + 12te + tsym.pne | 1tp + 11te + tsy M. Ene
Cost ReEnc 4tp + 9. +tsym.Enc 4tp + 9te + tsy M. Enc 4tp + 8te + tsy M.Enc
Dec, 1t, + 1. 1t, + 1, 1t, + 1,
Dec; 9ty + Ste +tsym.pec | tp + Ste +tsym.pec | Vtp + Ste + tsy M. Dec
Condition CCA Security selective adaptive —

Table 4: Comparison of our CPRE scheme with the PRE scheme in Section 5.3.

6.4 Proofs

6.4.1 Proof of Theorem 11

We prove that our proposed scheme is 2nd-sCond-CCA secure under the 6-AmDBDH
assumption. We build an algorithm B which is, given a 6-AmDBDH instance
(g’ga’gb’gc’ga/c’gc2’gac’gacz’gace”gac‘l’ Q) c GO % Gr, deciding whether Q= e(g’g)ab/cz’
using a 2nd-sCond-CCA adversary A. B runs the adversary A simulating its view as in the 2nd-
sCond-CCA security experiment as follows:

Initiation: The game begins with 4 first outputting a condition w* that it intends to attack.

C

Setup: B chooses Ty, T4, Yu, Yv, Yd il L, sets g1 = g%, h1 = g hy = hf“*g ?and com-

putes u = g - (gcz)y“,v = g% - (gcz)y”,d = g% . (gc2)yd. The other parameters are
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chosen as in the algorithm Setup. The public parameter is PP = (g, g1, h1, ho, u,v,d).
As before, we define Fi(w) = h{hy = ™% ¢°°. Next, B generates the challenge key,
uncorrupted-keys, and corrupted-keys as follows.

— Challenge-key generation. B chooses =, 1+ il Zy,, and defines pk;. =
((g°" )", (9“04)“”?* , g% ) (meaning that sk« = (22, ;).

- Uncorrupted-ker §enemtion. B chooses x;,y; & Zp, and defines pk; =
((g°)™, (g™ )",
¢¥") (meaning that sk; = (cx;,y;)). B adds pk; to PICy,.

— Corrupted-key generation. B chooses x;,y; & Zyp, and defines pk; =
(g™, (g“)ng,gyi), sk; = (x;,y;). B adds pk; to P orr and sk; to SKcopp

B provides A with the public parameter PP, two sets of public key PKX = (PKyn,
PKcorr)s SKeorr», and the challenge public key pk ;.

Find stage. The adversary A issues a series of questions as in the 2nd-sCond-CCA game. B
answers these queries for .4 by simulating the oracles as follows.

Re-Encryption Key Generation Oracle O, (pk;, pk s w): B chooses « & Z.,, and does as fol-
lows.

e If w = w* (meaning that F(w) = ¢):

p—

. If pk; = pk;« and pk; € PKcopr, then return L.
2
/i
If pk;, pk; € PKcorr, then return 7k;_, ;. = (gf] o F(w)®, pkiy).
If pk;, pk; € PKun, then return rk;_, ), = ((g‘w)x?/xi - F(w)*, pkity).
If pk; € PKypandpk; € PKeor, then return rk; ., = ((g“/c)m?/mi .
F(w)®, pkiy).
5. If pk; € PKeorr and pk; € PKyp U {pk;-}, then return Thisjlw = (pk]l/;’ .
F(w)aapka{l)'
6. If pk; = pk;-and pk; € PKuy, then return rks_, ., = ((g“c)x?/xi* .
F(w)®, pkiy).
7. If pk; € PKupnand pk; = pk;., then return rk; 3, = ((g“cs)m?*/mi .
F(w)®, pkiy).

Eal A

o Ifw # w™:

1. If pk; = pk;« and pk; € PK o, then return the re-encryption key as

hisgo = (R B2) = | ()77 F@)") ™ (g7 g7 )
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x?

Leta = (a - C(le)> - —L and note that F'(w) = ™" ¢°°. Then we have

Ti*

Additionally, we have

2
*j

o= c2a :1:3 R\ O o\ Ty a
Ry = ((g9)77 g ) 7 = (¢ )" ) = gt .
Thus, we get 7k« jj, = (pk;/;ki*’l CF(w)?, pkfyl) . Note that, B will be able
to generate this re-encryption key iff F'(w) # 0 mod p.
2. Otherwise, BB does as the above cases in which w = w*.

First Decryption Oracle O, (pk;, CT;): If pk; € PKcorr, B does as the Dec; to decrypt
the ciphertext C'T; using secret key sk;. Otherwise, B3 does as follows. B parses C'T; =
(A, B,C, D), B computes t' = TCR(A), and checks whether the following equality hold:
e(A, D" . g)) = e(g, B). If this verification fails, output L indicating an invalid ciphertext.
Otherwise, it does the following.

Compute C'T] = SYM.Dec(H (A%),C);
Parse CT! = C5||Cs]|...]|Cs||rk2||w, if this is not the case, output L and halt.
Else, B computes t = TCR(C4, C3) and does as follows:

1. Check the validity of the ciphertext C'T; as the equations 6.3 — 6.5 in Dec;.

2. Check whether (Cq, C3) = (C5,C3) and t # t*. If so, abort and output a random
bit.

3. Check whether ¢ + sz, + x4 = 0. If so, abort and output a random bit.

If all of these verifications pass, then there exists r € Z, such that C; = pki 4, Cy =
(u'vid)",s = Cs. If (Ca,C3,C4,C5) = (C3,C5,C;,C%), B outputs L which
deems CT; as a derivative of the challenge pair (pk;=, CT*). We now assume
Cs # C3. If w # w*, then B computes re-encryption key 7k;_,;|,, as in Re-
Encryption Key Generation Oracle O,;, where i’ € PK,,.. Using this re-
encryption key, B computes C's, C7, Cs as in the re-encryption algorithm, then com-
putes m as the equation 6.6. Otherwise (w = w*), since F(w*) = gCQ, we have
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Cs = ¢¢°. Therefore B can compute X := Céty”sy”yd) = g’ r(tyutsyotya) | Since
Cy = (utusd)r _ gr(tJrsvar:vd) .gCQT(tqursvaryd) we have ¢" = (C4/X)1/(t+smv+:vd)‘
Therefore, B can compute ¢g" by computing (Cy/X)'/(t+s7v+2a) - Finally, B com-
putes M = %, returns it to A.

Second Level Decryption Oracle O, (pk;,w, CT;): B does as follows.

e If w = w* (meaning that F(w) = ¢°):

1. If pk; € PKcorr, then do as the algorithm Decs to decrypt the ciphertext C'T;
using the secret key sk; = (x;,y;), and return the obtained result to A.

2. If pk; € PKyun, then B first computes a re-encryption key rk‘i_,j‘w =
(g% C)xf e (w)*, pkiy), where pk; € PKcopr. B then re-encrypts the cipher-
text C'T; by using 7k;_, ;) to obtain C'T}; < ReEnc(rk;_,j|,, CT;). Finally, B
does as the algorithm Dec; to decrypt the ciphertext C'T; using the secret key
skj = (x,v;), and returns the obtained result to A.

3. Ifi =4 and C'T; # CT™, then B first computes a re-encryption key 7k _, i, =
((g“c)”C? /@i F(w)®, pki'y), where pk; € PKyp. B then re-encrypts the cipher-
text CT; by using rk;«_,; to obtain C'T; <— ReEnc(rk;-_,;, C'T;). Finally, B
does as in First Decryption Oracle Oy, to decrypt the ciphertext C'T;, and
returns the obtained result to A.

o If w # w*: B first computes rk;_, |, as in Re-Encryption Key Generation Oracle
Oyk, where pkj € PKcorr. B then re-encrypts the ciphertext C'T; by using rk; ;).
to obtain CT; < ReEnc(rk;_, ., CT;). Finally, B does as the algorithm Dec
to decrypt the ciphertext C'T; using the secret key sk; = (xj,y;), and returns the
obtained result to A.

Re-Encryption Oracle O,.(pk;, pk;, CT;): B parses CT; = (C1,C5,Cs,Cy,Cs). If this is
not the case, output | and halt. Otherwise, B computes t = TCR(C3, C3) and check if
Check(CT;) = 1. If this is not the case, output L and halt; else B works according to the
following cases:

1. If pk; = pkiy,pk; € PKeprr,w = w* (meaning that sky = c*z;+ and
sk; = xz;): B chooses R',7’ o/ il Z, and computes ¢g" as in First Decryp-
tion Oracle Og.,. Using ¢", B computes: Cg = (g")%F (= (g&mr)RB/e* =
Cf), where R = R'/c* C; = g"vl(= (¢7=)R/¢ = pkli)); Gy =

22 /2% / / sk2 | sk« /
(07 "R F@) (= (7R = o), where o = o/ R
! DI o' R /c? a
and ki = (rh1,7he); Co = g™ (= pki*f/ = pkixq = 7k2);
CT}. = Cb]|Cy|...||Cs]|Collw*s A = g7, ' = TCR(A), B = (pkt 5 - 1),

C + SYM.Enc(H (pkl. 3), CT}.), D = pk;» 5. Output CT; = (A, B,C, D).

2. Otherwise, B executes the algorithm ReEnc with the re-encryption key computed as
in Oy, (pki, pkj,w), then returns CT}; < ReEnc(rk;_,;.,, CT;) to A.
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Challenge. At this stage, A outputs two messages My, M7 € G and a condition w*. B flips a
coin o - {0,1} and defines: Cf = (¢°)%*,C5 = ¢*,C5 = Q - M,,C¢ = s* = —(t* + x4) /7y
where t* = TCR(C3,C%), and Cf = (g°)! vuts"votva, Return CT* = (O, C3,C3, CF, C2) as
the challenge ciphertext to A.

Observe the following to see that, if Q = e(g, g) , then C'T™ is indeed a valid challenge
ciphertext under public key pk;« with the random exponent 7 = b/c?.
Cr = (gb)xi* _ (gc%i* )b/c2 _ pk;‘;J; Cy = gb _ (gc2)b/c2 = F(w*)"; C; = Q- My t* =
TCR(C3,C5); Cf = s* = —(t* + 14)/xy; CF = (gb)t vets"votva — (g€ yuts yutya) b/c? .
(gt"Jrs*:z:er:vd)b/c2 _ (ut*vs*d)r‘

ab/c?

In contrast, if @) is random in G, then CT™ perfectly hides m, and A cannot guess o with
better probability than 1/2.

Guess stage. Adversary A continues to issue the rest queries. In this stage, 3 can respond these
queries for A as in the find stage.

Output. Eventually, adversary A returns a guess o’ € {0,1}. If ¢/ = o, B outputs 1 to guess
Q=e(g,g)™ < else B outputs 0 to guess that @ is a random element in G.

This completes the description of the simulation.

Next, we analyze the simulation.

In the simulation of the first level decryption oracle Oy, , B aborts in two cases, those are in
the second and third conditions. The probability that B aborts in the second condition of Oge,,
is at most Adv$8§ 4. For the challenge ciphertext, the adversary could obtain the information
that t* + s*x, + x4 = 0. However, there are exactly p possible (z,,z,) pairs that satisfy this
equation and each of them are equally likely. Thus, information-theoretically, the probability that
t + sz, + x4 = 0 is at most 1/p. Hence, the probability that 3 aborts in the third condition of
Oldee, 1s at most gge./p. Therefore, the probability that B aborts during the simulation of oracle
Odec, 1s at most Adv?%% A+ Qdec/D-

Observe that, if 3 does not abort during the simulation and @ = e(g, g)“b/ 62, then the sim-
ulation of B is perfect from the view of .A. On the other hand, if B does not abort during the
simulation and () is distributed uniformly and independently over G then the advantage that
A wins the game is 1/2. Since the simulation for O,., Ok, we have Adv%’AmDBDH(n) >
5 - AVESRER (n) — AdVIER 4 — daec/P-

This concludes the proof of Theorem 11.

6.4.2 Proof of Theorem 12

We will prove the theorem using a sequences of game transitions.

Game GO: This is the original 1st-aCond-CCA game, which is the CCA game as in Def-
inition 22 with the additional constraints from Definition 31. The adversary A has access

to the re-encryption key oracle O, and the decryption oracle Og..,, gets a target ciphertext
CT* = (A*, B*,C*), where CT* is computed as follows:

1. If the challenge ciphertext is the original one: CT™ <— Enc; (pk;, ms).
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2. If the challenge ciphertext is the re-encrypted one: CT* < ReEnc(rk; _;«, CT,), where
CT, = (Ch,...,C5) is a “good message” which can be re-encrypted from pk;/ to pk;«.

Let o’ € {0, 1} denote the output of A, and let Tj be the event that ¢’ = ¢ in GO0, so that

AdvEEEERT R (N) = [Pr([To] — 1/2). (6.7)

Game G1: Now we define a modified game G1. This game behaves just like game GO0, except
that we use a completely random symmetric key KT in place of the key K* = H (pk:z’“ll) in both
the encryption and decryption oracles. Let 77 be the event that ¢’ = o in game G1.

Now, we show that there is an oracle query machine B, whose running time is essentially the
same as that of A, such that

| Pr[T1] — Pr[Tp]| < Advie's(A) + Advieh TOR (). (6.8)

B runs the adversary 4 as a subroutine to solve a random instance of the GHDH problem.

We now give the description of the adversary 3. The adversary 3 inputs an instance of the
GHDH problem, i.e. B inputs the values (1%, g, g%, ¢°, Q). B’ goal is to determine whether
Q = H(g™) or @ € {0,1} is a random bit string. The adversary B runs adversary A simulating
its view as in the original 1st-aCond-CCA security experiment as follows:

Setup: B chooses collision-resistant hash functions TCR : G x Gy — Z, and TCR' : G — Z,,.
To generate challenge key, BB chooses randomly x;«, cv, u, v, d <—pg Zy, sets g1 := pk;g g%,

2
and defines pk;x = (g:”i*,gf"*,g“),A* = g% (meaning that sky = (x4+,a),r7* = b). B
computes t* = TCR'(A4*).

The other parameters are chosen as in the algorithm Setup. The public parameter is PP =
(p,G,Gr,g,91,u,v,d,e, H TCR, TCR', F). Next, B generates the uncorrupted-keys and
corrupted-keys as follows.

— Uncorrupted-key generation. B chooses randomly x;,vy; <gr Z,, and defines pk; =
2
(g™, gfi , g¥") (meaning that sk; = (z;,v;)). B adds pk; to PICy,.
- Corrupted;key generation. B chooses randomly x;,y; <gr 7Z,, and defines pk; =
(9%, 91", g¥), ski = (i, ;). B adds pk; to PK copr and sk; to SKeopy

B provides A with the public parameter PP, two sets of public key PKX =
(PEuns PKcorr)s SKeorr» and the challenge public key pk;«.

Find stage. The adversary A issues a series of questions as in 1st-Cond-CCA game. Note that,
since BB knows all of the secret keys except sk (= a), he can exactly answer every queries of
A. In particular, 3 answers these queries for A as follows:

ReKey Oracle O, (pk;, pk;,w): B runs the algorithm RKGen using sk; 1, pk;.
Second Level Decryption Oracle O, (pk;,w,CT;): B runs the algorithm KGen using

Sk‘i,l.
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First Level Decryption Oracle O, (pk;, CT;): If i # i* B does as Dec; to decrypt the ci-
phertext C'T; using secret key sk;. Otherwise, B does as follows.

Let CT = (A, B, C) be an arbitrary ciphertext submitted to the decapsulation oracle Oge., .
B computes t = TCR(A), if e(A, pkj. 5-g1) # e(g, B) then output | indicating an invalid
ciphertext. Otherwise, do the following.

Case 1: t = t" and A = A*: B rejects the query. In this case B = (pk:f*,3 ) =
(pkffg - gY)" = A% = (A*)* = B* and hence C = C* and the query made by A is
illegal. Therefore it may be rejected by B.

Case 2: t = t* and A # A* : B finds a collision A # A* in TCR with TCR'(4) =
TCR'(A*). In that case B returns the collision and aborts.

Case 3: t # t* : the adversary B computes the correct session key by K <+
H((B/(A*)#=t)7") " B using this session key computes CT; = SYM.Dec(K,CT),
then using sk;« 1 = x; computes M as the decryption algorithm.

We have shown that unless B finds a collision in TCR’ (Case 2) the simulation of the de-
cryption oracle is always perfect, i.e. the output of the simulated oracle Oy, is identically
distributed as the output of Dec;.

Challenge.

1. If A decides that the challenge ciphertext is the original one: A outputs two equal-length
messages My, My € G and a condition w*. B flips a coin o < {0, 1}, randomly chooses
r, R, s,a <~ Z, and does as follows:
Co = F(w*)";C3 =e(g,91)" - My; t = TCR(Cy, C3); Cy = (utvsd)"; Cs = s;

Co = pkifyy Cr = pklly; Cs = (9 Fw))YR Co = pkf CT. =
Co||C3]1...]|Cs||Cy|w*; A* = g*(= ¢ ), t* = TCR'(A*), B* = (¢")*(= (pk}<5-
g1)"), C* + SYM.Enc(Q, CT)).

Return CT* = (A*, B*,C*).

2. If A decides that the challenge ciphertext is the re-encrypted one:

A outputs two “good messages” C'Tp, C'T7 which can be re-encrypted from pk; to pk;«
and a condition w*. B flips a coin o <— {0,1}, chooses R < Z,, and does as follows:

Parse C'T, = (C1, ..., Cs), and compute: 7k x|+ < RKGen(sky, pkix, w*),

Ce = COF, C7 = pkﬁ,l; Cy = rk:i/R’ where 1k = (rki,rk); CT), =
Col|C]|...||Ch Irkollw”, A" = g'(= ¢7), t* = TCR(A"), B* = (¢")*(=
(pk§:73 -g1)" ), C* <~ SYM.Enc(Q, CT}).

Return CT* = (A*, B*,C*).
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Guess stage. Eventually, A outputs a guess o’ € {0, 1}, where ¢/ = 1 means that K* is the
correct key. Algorithm B concludes its own game by outputting v = ¢’ where 7/ = 1 means that
Q = H(g*) and 7' = 0 means that () is random.

ANALYSIS. We have shown that as long as there is no hash collision in TCR’ found by B,
adversary 4’s view in the simulation is identically distributed to its view in the real attack game.

Note that A* is a random element from G (provided from outside of 5’s view), therefore
finding a value A # A* with TCR'(A) = TCR/(A*) really contradicts to the security property
of the target-collision resistant hash function. The probability that B finds a collision in the hash
function TCR' is bounded by Adv}%a”csg/'ECR()\).

Assume there was no hash collision found by B. On the one hand, if () is uniform and
independent in {0, 1}* then the game is exactly the same as the game G1. On the other hand,
if Q = H(g), then the game is exactly the same as the game G0. Therefore, adversary B’s
advantage in the GHDH game is Adv%heihg()\) > | Pr[Ty] — Pr[Tp]| — Adv}%acsgf gCR()\), which
proves Eqn. 5.7. 7 ’

Lastly, we observe that there is an oracle query machine A, whose running time is essentially
the same as that of A, such that

| Pr[T1] — 1/2] = Adv§g.a, (V) (6.9)

To see this, note that in game G1, the ciphertext C* is produced using the random symmetric
encryption key KT, and also that some other ciphertexts C' # C* are decrypted using K, but
that the key KT plays no other role in game G1. Thus, in game G1, the adversary A essentially
just carries out an adaptive chosen ciphertext attack against SY M.

The theorem now follows immediately from the equations 6.10 — 6.12.

6.4.3 Proof of Theorem 13

We prove that our proposed scheme is 2nd-aCond-CCA secure under the 6-AmDBDH
problem. We build an algorithm B which is, given a modified 6-AmDBDH instance
(g,ga,gb’ q°, ga/c’ 902,9110’ ga02’gac3,gac4, Q) c GO % Gr, deciding whether Q= e(g’ g)ab/CQ’
using a 2nd-aCond-CCA adversary A. Adversary B runs adversary A simulating its view as in
the 2nd-aCond-CCA security experiment as follows:

Setup: B first sets an integer, m = 4q, and chooses an integer, k, uniformly at random between
0 and 7. It then chooses a random n-length vector, 2 = (Z;), where the elements of 7 are
chosen uniformly at random from the integers between 0 and m — 1, and a value z’ chosen
uniformly at random between 0 and m — 1. Additionally, the simulator chooses a random
y' € Z, and an n-length vector, 7 = (y;), where the elements of 7 are chosen uniformly
at random from Z,,.

Again, for a condition w we will let Q@ C {1,2,...,n} be the set of all ¢ for which the
ith bit of w is equal 1. For ease of analysis we define three functions. We define G(w) =
(p —mk) + 2" + 3 ;.o T; and define J(w) = §' + >, ¥ Finally, we define a binary
function K (w) as

{ 0 ifz'+> .z =0 (modm)

K =
(@) 1 otherwise
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B chooses =, Td, Yu, Yv,Yd <R ZLp, sets g1 := g%, and computes u = g - (gCQ)yu,v =
g% - (¢ d = g¥a - (¢°°)va, ol = h’ffkm*i/hg/, and u; = h1'hY', where hy = g/ and
hy = gCQ. The other parameters are chosen as in the algorithm Setup. The public parameter
is PP = (p,G,Gr,g,91,u,v,d,e, H, TCR, TCR', F).

Next, B generates the challenge key, uncorrupted-keys, and corrupted-keys as follows.
— Challenge-key generation. B chooses randomly x;«,y;« <—pr Z,, and defines pk;. =
((902)931-*7 (9004)93?*,9%*) (meaning that sk = (c2xi«, yi+)).

— Uncorrupted-key generation. B chooses randomly x;,y; <r Zp, and defines pk; =
((g%)™, (9002)93?,9%) (meaning that sk; = (cx;,y;)). B adds pk; to PICy,.

— Corrupted-key generation. B chooses randomly x;,y; <r Zp, and defines pk; =
(g™, (ga)m?,gyi), sk; = (x4, ;). B adds pk; to PKcorr and sk; to SKeopr-

B provides .4 with public parameter PP, two sets of public key PKX = (PKyn,
PKcorr)s SKeorr» and the challenge public key pk;«.

Find stage. Adversary A issues a series of questions as in the 2nd-aCond-CCA game. B an-
swers these queries for A as follows:

ReKey Oracle O, (pk;, pk;,w): B chooses o < Zj, and does as follows.

e If w = w* (meaning that F'(w) = 902):
1. If pk; = pk;. and pk; € PK oy, then return L.
2. If pk;, pk; € PKcopr, then return vk, ,, = (QT?/% - F(w)®, pkiy).
3. If pk;, pk; € PKun, then return rk;_, ), = ((g‘w)x?/“ - F(w)®, pkiy).
4. If pk; € PKunand pk; € PKeopr, then return 7k, j, = ((g“/c)mi/mi .
F(w)®, pkiy).-
| pk; € PKeorr and pk; € PKypn U {pk;«}, then return rk;_, ;, = (pkjl/;“ .
F(w)e, pk(i)fl)'
6. If pk; = pk;and pk; € PKuy, then return 7k, = ((¢%)
F(w)®, pkiy).
. If pk; € PKuyypandpk; = pk;., then return 7k;_;+, = ((g
F(w)e, pkﬁl)-
o Ifw # w™:
- If pk; = pk;«,pk; € PKcorr, then B does as follows.

If K(w) = 0, then B aborts and randomly chooses its guess 5 € {0,1}. Other-
wise, it returns the re-encryption key, 7k _, ;.. as

W

~J

2
ac® )mi* Jxi |

c —J(w) o) % c;l o o
Phi o = (Br Ro) = | (6999 )™ )™, (9@ h)
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2
Let & = (a — ) - =L, and note that iy = g%/, hy = g°". Then we have

Ti*

Additionally, we have

2

- 2
Ry = ((997718) " = (0" @) 7 = (o) =)™ = gt

Thus, we get

1/ sk & 16
K s jlw = (pk‘j,/zs " 'F(W)a,pk%,l) .
Note that, B will be able to generate this re-encryption key iff F'(w) # 0 mod p.
— Otherwise, B does as the above cases in which w = w*.

First Level Decryption Oracle O, (pk;, CT;): If pk; € PK orr, B does as the Dec; to de-
crypt the ciphertext C'T; using secret key sk;. Otherwise, B does as follows. B computes
t' = TCR(A), and checks whether the following equality hold: e(A, pk:?:?) -q1) = e(g, B).

1
If this verification fails, output L indicating an invalid ciphertext. Otherwise, it does the

following.
Compute C'T} = SYM.Dec(H (AY),C);
Parse C'T! = Cs||C3]|...||Cs||rk2]|w, if this is not the case, output L and halt.
Else, B computes t = TCR(C4, C3) and does as follows:

1. Check the validity of the ciphertext C'T; as the equations 6.3 — 6.5 in Dec;.

2. Checks whether (Cy,C3) = (C5,C5) and t # t*. If so, BB aborts and outputs a
random bit.
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3. Checks whether t + sz, + x4 = 0. If so, B aborts and outputs a random bit.

If all of these verifications pass, then there exists r € Zj, such that | = pk:;: 1,C1 =
(u'vid)", s = C5. If (C2, C3, Cy, C5) = (C3,C%, C5, C¥), Boutputs | which deems
CT; as a derivative of the challenge pair (pk;«, CT*). We now assume C3 # C5.
If w # w*, then B computes re-encryption key 7k;_, ;. as in ReKey Oracle O,
where i € PKorr. Using this re-encryption key, B computes Cg, C7, Cy as in the
re-encryption algorithm, then computes m as the equation 6.6. Otherwise (w = w*),
we have F(w*) = hi“) = (¢°)7@). Since Cy = F(w*)" = ¢=/@Ir we
have C3/7“") = ¢&°r Therefore B can compute X := ¥ tsvwtva/ 7]
gCQT‘(tyu—f—syv-i-yd). Since Cy = (utvsd)r — gr(t-l—sxv—i—md) . QCQT(tyu—l—Syv‘f'yd) we
have g" = (Cy/X)V/(t+szvtza)  Therefore, B can compute g" by computing

(Cy/ X )1/ (tFszotza) Finally, B computes M = %, and returns it to .A.

Second Level Decryption Oracle O, (pk;,w, CT;): B does as follows.

e If w = w* (meaning that F(w) = ¢):

1. If pk; € PKcorr, then do as the algorithm Decs to decrypt the ciphertext C'T;
using the secret key sk; = (x;,y;), and return the obtained result to A.

2. If pk; € PKupn, then B first computes a re-encryption key rk;_,;,
(g% C)xf e (w)*, pkiy), where pk; € PKcopr. B then re-encrypts the cipher-
text C'T; by using 7k;_, ;). to obtain C'T}; < ReEnc(rk;_,j|,, CT;). Finally, B
does as the algorithm Dec; to decrypt the ciphertext C'T; using the secret key
skj = (x,;), and returns the obtained result to A.

3. Ifi =" and C'T; # CT™, then B first computes a re-encryption key 7k, |, =
((g“c)m? /2 F(w)®, pki'y), where pk; € PICyp. B then re-encrypts the cipher-
text C'T; by using rk;=_,; to obtain CT; < ReEnc(rks_,;, CT;). Finally, B
does as in First Decryption Oracle O, to decrypt the ciphertext C'T;, and
returns the obtained result to A.

o If w # w™: B first computes rk;_, |, as in Re-Encryption Key Generation Oracle
Oyk, where pkj € PKcorr. B then re-encrypts the ciphertext C'T; by using rk;_, ).,
to obtain CTj + ReEnc(rk;_, ., CT;). Finally, B does as the algorithm Dec;
to decrypt the ciphertext C'T; using the secret key sk; = (xj,y;), and returns the
obtained result to A.

Re Encryption Oracle O,..(7k;_,j.,, CTi): B parses CT; = (C1,C2, C3,Cy, Cs). If this is not
the case, outputs | and halts. Otherwise, 3 computes t = TCR(C5, C3) and check whether
Check(CT;) = 1. If this is not the case, outputs L and halts; else B works according to
the following cases:

1. If pk; = pk;«,pk; € PKeorr,w = w* (meaning that sk;+ = 2z« and skj = x;):
B chooses R',r’, o/ < Z, and computes ¢" as in First Decryption Oracle O, .
Using ¢, B computes:

Cs = (gr):vi*R’(: (gc2mi*r)R’/cz _ C{%)’ where R = R//C2;
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R 2 - ! /.2 .
Cr = g™ T (= (g m )1/ = pkl )

2 % / / k‘2 k.« /
Cs = (9" VR F@) (= (g7 /™ P/ ™ = rk}/™), where o =
o' R'/c® and 1k ji e = (rh1, rh2):
_ wpd R @R e . o *.
Co = g™ (= Pki*,1 _pki*,l = rka); CT}. = Co|Cs]...||Cs || Cy|w™;

A=g" t =TCR(A), B = (pkl 5-g1)". C + SYM.Enc(H (pkl. 5),CT}.).
Output CTj = (A, B, C).

2. Otherwise, B executes the algorithm ReEnc with re-encryption key computed as in
Ori(pki, pkj,w), then returns CT); < ReEnc(rk;_, ., CT;) to A.

Challenge. When A decides that Phase 1 is over, it outputs two equal-length messages
My, M; € Grp and a condition w*. At this stage, B flips a coin o <p {0,1} and de-
fines: CF = (¢")%*,C5 = (¢*)’/@),Cs = Q- M,,C¢ = s* = —(t* + 24)/x, where
t* = TCR(C3,C%), and Cf = (gb)!vuts"vetva, Return CT* = (Cf,C3,C%,C,CZ) as the
challenge ciphertext to A.

Observe the following to see that, C'T™ is indeed a valid challenge ciphertext under public key
pk;+ with the random exponent r = b/c? if Q = e(g, g)*/<".

Cr = (gb)xi* _ (gc%i* )b/c2 _ pkzr*,l; s = (gb)J(w*) _ (gc2J(w*))b/c2 _ F(w*)r;
C;=Q My t" = TCR(C;,C;:); C:=s"= —(t* + xq)/Ty;

C:lk _ (gb)t*qurs*varyd _ (902(25"qurs*varyd))b/c2 . (gt*Jrs*:vermd)b/cQ _ (ut*vs*d)r;

In contrast, if ) is random in Gp, CT™* perfectly hides m, and A cannot guess o with better
probability than 1/2.

Guess stage. Adversary A continues to issue the rest queries. In this stage, 3 can respond these
queries for A as in the Find stage. Eventually, adversary A returns a guess o’ € {0, 1}.

Artificial abort. This step is done in exactly the same way as that of Waters [64, Section 5].

At this point, we have to also use the technique of “artificial abort” employed by Waters [64].
The idea is that the probability of aborting up to this is not independent of the adversarial queries.
The idea of the artificial abort technique is to allow the simulator to sample the transcript of
queries it obtained from the adversary and on certain conditions abort and output a random bit.
This increases the total probability of abort and makes it almost equal for all adversarial inputs.
This helps in the probability analysis. The effect of sampling the transcript is to increase the
runtime of the simulator. See [64] for the details.

Output. If the B has not aborted at this point it will take check to see if the adversary’s guess,
o' = 0. 1f ¢’ = o then B outputs 1 to guess Q = e(g, g)??/<*; else B outputs 0 to guess that Q is
a random element in Gp.

This completes the description of the simulation.

Next, we analyze the simulation.
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In the simulation of Decryption Oracle, 3 aborts in two cases, those are in the second
and third conditions. The probability that B aborts in the second condition of Oy, is at
most Adv$8§7 4 For the challenge ciphertext, the adversary could obtain the information that
t* + s*x, + x4 = 0. However, there are exactly p possible (z,, z4) pairs that satisfy this equa-
tion and each of them are equally likely. Thus, information-theoretically, the probability that
t + sz, + x4 = 0 is at most 1/p. Hence, the probability that 3 aborts in the third condition of
Olec, 1s at most gge./p. Therefore, the probability that B aborts during the simulation of oracle
Odec, 1s at most Adv?%% A+ Qdec/D-

Assuming that 3 doesn’t abort in the simulation of Decryption Oracle. Then, in the sim-

ulation of ReKey Oracle, using exactly the same analysis method of Waters [64], we have the
probability of the simulation not aborting by the guess phase is at least m.
Observe that, if 3 does not abort during the simulation and Q@ = e(g, g)“b/ 62, then the sim-
ulation of B is perfect from the view of .A. On the other hand, if B does not abort during the
simulation and () is distributed uniformly and independently over G then the advantage that
A wins the attack game is 1/2. Since the simulation for O,., O,, and using exactly the same
analysis method of Waters [64], we have Adv%AmPBDH()) > m - Adv?%% A — Qdec/D-

This concludes the proof of the theorem.

6.4.4 Proof of Theorem 14

We will prove the theorem using a sequences of game transitions.

Game GO: This is the original 1st-aCond-CCA game, which is the CCA game as in Def-
inition 22 with the additional constraints from Definition 31. The adversary A has access
to the re-encryption key oracle O, and the decryption oracle Og..,, gets a target ciphertext
CT* = (A*, B*,C*), where C'T™* is computed as follows:

1. If the challenge ciphertext is the original one: CT™ < Ency (pk;«, my).

2. If the challenge ciphertext is the re-encrypted one: CT* < ReEnc(rk;_;+, CT,), where
CT, = (C4,...,Cs) is a “good message” which can be re-encrypted from pk;/ to pk;».

Let o’ € {0,1} denote the output of A, and let T be the event that ¢’ = o in GO, so that

Advglgggggd'CCA(A) = |Pr[Tp] — 1/2|. (6.10)

Game G1: Now we define a modified game G1. This game behaves just like game G0, except
that we use a completely random symmetric key KT in place of the key K* = H (Pkf*/g) in both
the encryption and decryption oracles. Let T} be the event that ¢’ = ¢ in game G1.

Now, we show that there is an oracle query machine B, whose running time is essentially the
same as that of A, such that

| Pr[T1] — Pr[Tp]| < Adves(A) + Advieh 70" (). (6.11)

B runs the adversary .4 as a subroutine to solve a random instance of the GHDH problem.
We now give the description of the adversary 3. The adversary 3 inputs an instance of the
GHDH problem, i.e. B inputs the values (1%, g, 9%, ¢*, Q). B’ goal is to determine whether
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Q = H(g™®) or Q € {0,1}* is a random bit string. The adversary B runs adversary .A simulating
its view as in the original 1st-aCond-CCA security experiment as follows:

Setup: B chooses collision-resistant hash functions TCR : G x Gy — Z, and TCR' : G — Z,,.
To generate challenge key, BB chooses randomly x;+, o, w, v, d <—pg Zy, sets g1 := pk;t; g%,
2
and defines pk;» = (g%, g‘f"* ,9%), A* = ¢ (meaning that sk;» = (2;+,a),7* = b). B
computes t* = TCR'(A*).
The other parameters are chosen as in the algorithm Setup. The public parameter is PP =

(p,G,Gr,g,91,u,v,d,e, H TCR, TCR', F). Next, B generates the uncorrupted-keys and
corrupted-keys as follows.

— Uncorrupted-key generation. B chooses randomly x;,y; <—gr Zp, and defines pk; =
2
(g™, gfi , g¥") (meaning that sk; = (z;,v;)). B adds pk; to PICy,.
- Corrupted;key generation. B chooses randomly x;,y; <gr 7Z,, and defines pk; =
(9%, 91", g¥), ski = (i, ;). B adds pk; to PK copr and sk; to SKeopy.

B provides A with the public parameter PP, two sets of public key PK =
(PKun, PKcorr)s SKeorr, and the challenge public key pk;«.

Find stage. The adversary A issues a series of questions as in 1st-Cond-CCA game. Note that,
since B knows all of the secret keys except sk;« 2(= a), he can exactly answer every queries of
A. In particular, 5 answers these queries for A as follows:

ReKey Oracle O, (pk;, pk;,w): B runs the algorithm RKGen using sk; 1, pk;.

Second Level Decryption Oracle Oy, (pk;,w,CT;): B runs the algorithm KGen using
Ski71.

First Level Decryption Oracle O, (pki, CT;): If i # i* B does as Dec; to decrypt the ci-
phertext C'T; using secret key sk;. Otherwise, B does as follows.

Let CT = (A, B, C) be an arbitrary ciphertext submitted to the decapsulation oracle Oge., .
B computes t = TCR(A), if e(A, pkj. 5-g1) # e(g, B) then output | indicating an invalid
ciphertext. Otherwise, do the following.

Case 1: t = t" and A = A*: B rejects the query. In this case B = (pkf*,3 ) =
(pkffg* - gY)" = A% = (A*)* = B* and hence C' = C* and the query made by A is
illegal. Therefore it may be rejected by B.

Case 2: t = t* and A # A* : B finds a collision A # A* in TCR' with TCR'(A) =
TCR/(A*). In that case B returns the collision and aborts.

Case 3: t # t* : the adversary B computes the correct session key by K <

H((B/(A*)t=t)7") " B using this session key computes CT; = SYM.Dec(K,CT),
then using sk;« 1 = x;+ computes M as the decryption algorithm.
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We have shown that unless B finds a collision in TCR’ (Case 2) the simulation of the de-
cryption oracle is always perfect, i.e. the output of the simulated oracle Oy, is identically
distributed as the output of Dec;.

Challenge.

1. If A decides that the challenge ciphertext is the original one: A outputs two equal-length
messages My, M; € G and a condition w*. B flips a coin o < {0, 1}, randomly chooses
r,R,s,a < Z, and does as follows:

02 = F(UJ*)T; Cg == e(g,gl)r . Mo; t= TCR(CQ, 03); C4 = (utvsd)’"; 05 = S,

Co = pkify; Cr = pkfiy Cs = (g F(w))YE Cy = pky, CT.. =
Ca||Cs]..-||Cs[[Colw: A* = gP(= g7 ). t* = TCR/(A*), B* = (¢")*(= (pkl 4
g1)" ), C* + SYM.Enc(Q, CT)).

Return CT* = (A*, B*,C*).

2. If A decides that the challenge ciphertext is the re-encrypted one:

A outputs two “good messages” C'Tp, C'T7 which can be re-encrypted from pk; to pk;«
and a condition w*. B flips a coin o <—p {0, 1}, chooses R < Z,, and does as follows:

Parse C'T, = (C1, ..., Cs), and compute: 7k x|+ < RKGen(sky, pkix, w*),

CG - CR? C7 - Pkﬁl; CS = rki/R, where Tki’—)i*‘w* = (rkl,rkg) CT/ _
CollCall-|[Cillrksllo, A = = g™ £ = TCRI(A"), B = (¢")°(=
(pkf:,s -q1)"), C* < SYM.Enc(Q, CT)).

Return CT* = (A*, B*,C*).

Guess stage. Eventually, A outputs a guess o’ € {0, 1}, where ¢/ = 1 means that K* is the
correct key. Algorithm B concludes its own game by outputting v’ = ¢’ where ' = 1 means that
Q = H(g®) and 7' = 0 means that () is random.

ANALYSIS. We have shown that as long as there is no hash collision in TCR’ found by B,
adversary 4’s view in the simulation is identically distributed to its view in the real attack game.

Note that A* is a random element from G (provided from outside of B’s view), therefore
finding a value A # A* with TCR'(A) = TCR'(A*) really contradicts to the security property
of the target-collision resistant hash function. The probability that 5 finds a collision in the hash
function TCR' is bounded by Advier, 57 (N).

Assume there was no hash collision found by B. On the one hand, if @ is uniform and
independent in {0, 1} then the game is exactly the same as the game G1. On the other hand,
if Q = H(g), then the game is exactly the same as the game G0. Therefore, adversary B’s
advantage in the GHDH game is Adv%hei}?lg()\) > | Pr[Th] — Pr[Tp)| — Advieshs TCR(A), which
proves Eqn. 5.7.

Lastly, we observe that there is an oracle query machine .4, whose running time is essentially
the same as that of A, such that

| Pr[T1] — 1/2] = Adv§y.a, (M) (6.12)
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To see this, note that in game G1, the ciphertext C* is produced using the random symmetric
encryption key KT , and also that some other ciphertexts C' # C* are decrypted using KT, but
that the key KT plays no other role in game G1. Thus, in game G1, the adversary A essentially
just carries out an adaptive chosen ciphertext attack against SYY M.

The theorem now follows immediately from the equations 6.10-6.12.

6.5 Summary

In this chapter, we have presented the CPRE schemes that are secure against the selective and
adaptive condition chosen-ciphertext attack, respectively. These schemes are extended from the
CCA-secure PRE scheme proposed in Section 5.3. Our schemes rely on mild complexity as-
sumptions in bilinear groups without random oracles. We have also shown that the CPRE scheme
proposed by Liang et al. [40] is vulnerable to chosen-ciphertext attack, and presented a concrete
attack to break the CCA security of it. Therefore, our schemes are the first CPRE schemes secure
against condition chosen-ciphertext attack, and these are answers to the problem left by Weng et
al. [68].
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Chapter 7

Conclusion

In this thesis, we have focused on constructing CCA-secure PRE schemes, and made the following
contributions:

e In Chapter 3, we have proposed new CCA security definitions for both bidirectional single-
hop, and unidirectional single-hop PRE by extending those of the previous works. In order
to point out why our security models are stronger than those of the previous works, we have
presented concrete PRE schemes which are secure in their model, but are not secure in our
models. We have also proposed new condition CCA security definitions for unidirectional
single-hop CPRE.

e In Chapter 4, we have proposed the first factoring-based PRE schemes. In particular, we
have presented three PRE schemes. The first is a CPA-secure bidirectional multi-hop PRE
scheme. The second is a CCA-secure bidirectional single-hop PRE scheme. The last is
a CCA-secure unidirectional single-hop PRE scheme. The first is in the standard model,
and the others are in the random oracle model. In order to construct the second and the
third schemes, we have proposed a new factoring-based strong signature scheme which is
a variant of the Schnorr signature scheme.

e In Chapter 5, we first have shown that the scheme proposed by Shao, Liu, and Zhou [55]
is vulnerable to chosen-ciphertext attack. We then have presented the first unidirectional
single-hop PRE scheme which is secure in the full CCA security model. The scheme is
obtained by extending the PKE scheme proposed by Lai, Deng, Liu, and Kou [37]. Our
scheme relies on mild complexity assumptions in bilinear groups without random oracles.

e In Chapter 6, we have presented the CPRE schemes that are secure against the selective
and adaptive condition chosen-ciphertext attack, respectively. These schemes are extended
from the CCA-secure PRE scheme proposed in Section 5.3. Our schemes rely on mild
complexity assumptions in bilinear groups without random oracles. We have also shown
that the CPRE scheme proposed by Liang et al. [40] is vulnerable to chosen-ciphertext
attack, and presented a concrete attack to break the CCA security of it. Therefore, our
schemes are the first CPRE schemes secure against condition chosen-ciphertext attack, and
these are answers to the problem left by Weng et al. [68].
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Future Works. We propose several future works as follows.

Firstly, there are two future works on constructing factoring-based PRE schemes. In this the-
sis, we have given only a bidirectional multi-hop scheme which is CPA secure. It is an interesting
problem of constructing a CCA-secure bidirectional multi-hop scheme, even in the random ora-
cle model. The other is to construct a CCA-secure factoring-based PRE scheme without random
oracles.

Secondly, it would be interesting to construct a PRE scheme without bilinear maps in the
standard model. All of the existing CCA-secure schemes in the standard model have used bilinear
maps.

Finally, it is still an open problem of constructing conditional schemes without bilinear maps,
even in the random oracle model.
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