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Abstract

Public-key encryption is a fundamental cryptographic primitive with which we can communicate

securely over possibly insecure network without shared secret information in advance. Proxy

re-encryption (PRE) extends the traditional public-key encryption to support the delegation of

the decryption rights, in which a proxy is allowed to transform ciphertexts computed under the

public key of the delegator into other ciphertexts for the delegatee. The proxy, however, learns

nothing about the underlying messages encrypted, and has no knowledge of the secret keys of the

delegators and the delegatees.

PRE schemes have many applications in encrypted email forwarding, distributed file stor-

age systems, law enforcement, digital rights management (DRM), and outsourced filtering of

encrypted spam. For PRE schemes, security against chosen ciphertext attacks (CCA security) is

nowadays considered as a standard security notion needed in most practical applications/situations

where PRE schemes are used. There are many notions of CCA security for PRE proposed so far.

However, these notions do not capture all of the essential aspects of the CCA security. In this

thesis, we focus on CCA security notions for PRE and constructing schemes which are secure in

the sense of these security notions.

We begin with Chapter 1 providing some backgrounds and our contributions on PRE. Going

on, in Chapter 2, after introducing notations used in the whole thesis, we review the factoring

assumption, the properties of bilinear maps and the intractability assumptions that our schemes

rely on. Next, we review the definitions on public key encryption, symmetric key encryption, sig-

nature, and target-collision resistant hash function, which are the main tools in our constructions.

According to the direction of transformation, PRE can be classified into two types: unidirec-

tional and bidirectional. In unidirectional PRE, the proxy can only transform ciphertexts from the

delegator to the delegatees. While in bidirectional PRE, the proxy can transform ciphertexts in

both directions. PRE can also be categorized into multi-hop PRE, in which the ciphertexts can be

transformed from Alice to Bob and then to Charlie and so on, and single-hop PRE, in which the

ciphertexts can only be transformed once.

In Chapter 3, we first recall the concepts and the security notions of bidirectional multi-hop,

bidirectional single-hop, and unidirectional single-hop PRE. We then present new CCA secu-

rity definitions for both bidirectional single-hop, and unidirectional single-hop PRE by extending

those of the previous works. In order to point out why our security models are stronger than those

of the previous works, we present concrete PRE schemes which are secure in their model, but

are not secure in our models. In this chapter, we also review the model and security definitions

of conditional PRE (CPRE) which is a variant of proxy re-encryption, where only the ciphertext

satisfying one condition set by the delegator can be transformed by the proxy and then decrypted
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by the delegatee.

In Chapter 4, we focus on constructing PRE schemes which are based on the hardness of

the factoring problem. In particular, we present three PRE schemes. The first is a CPA-secure

bidirectional multi-hop PRE scheme. The second is a CCA-secure bidirectional single-hop PRE

scheme. The last is a CCA-secure unidirectional single-hop PRE scheme. The first is in the

standard model, and the others in the random oracle model. In order to construct the second and

the third schemes, we propose a new factoring-based strong signature scheme which is a variant

of the Schnorr signature scheme.

In Chapter 5, we first show that the PRE scheme proposed by Shao, Liu, and Zhou in the

Journal of Systems and Software 85(3) is vulnerable to chosen-ciphertext attack. We then propose

a unidirectional single-hop PRE scheme which is secure in the full CCA security model. Our

scheme relies on mild complexity assumptions in bilinear groups without random oracles.

In Chapter 6, we first show that the CPRE scheme proposed by Liang, Liu, Tan, Wong,

and Tang in ICISC2012 is vulnerable to chosen-ciphertext attack. We then propose two CPRE

schemes which are secure against the selective and adaptive condition chosen-ciphertext attack,

respectively. These schemes are extended from the CCA-secure PRE scheme proposed in Chapter

5. Our schemes are the first CPRE schemes which are secure against condition chosen-ciphertext

attack without random oracles.

We conclude the thesis and give several open problems in Chapter 7.
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Chapter 1

Introduction

Contents

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.3 Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

1.1 Background

Public-key encryption (PKE) refers to a cryptographic system requiring two separate keys, one to

lock or encrypt the plaintext and one to unlock or decrypt the ciphertext. They are called pub-

lic key and secret key, respectively. Neither key will do both functions. The publicly available

encrypting-key is widely distributed, while the private decrypting-key is known only to the recip-

ient. Messages are encrypted with the recipient’s public key and can only be decrypted with the

corresponding secret key.

Proxy Re-Encryption. Proxy re-encryption (PRE), first introduced by Blaze, Bleumer, and

Strauss in [8], extends the traditional PKE to support the delegation of the decryption rights, in

which a proxy is allowed to transform ciphertexts computed under the public-key of Alice (the

delegator) into other ciphertexts for Bob (the delegatee). The proxy, however, learns nothing about

the underlying messages encrypted, and has no knowledge of the secret keys of the delegators and

the delegatees.

PRE schemes have applications in encrypted email forwarding [8], distributed file storage

systems [4], law enforcement [34], digital rights management (DRM), and outsourced filtering of

encrypted spam [4]. In all these cases, the gist is that the process of re-encryption, i.e., decrypting

under one key for encryption under another key, should not allow the re-encryptor module to

compromise the secrecy of encrypted messages.

According to the direction of transformation, PRE can be classified into two types: unidi-

rectional and bidirectional [34]. In unidirectional PRE, the proxy can only transform ciphertexts

from Alice to Bob. While in bidirectional PRE, the proxy can transform ciphertexts in both
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directions. PRE can also be categorized into multi-hop PRE, in which the ciphertexts can be

transformed from Alice to Bob and then to Charlie and so on, and single-hop PRE, in which the

ciphertexts can only be transformed once [34].

In 1998, Blaze, Bleumer, and Strauss [8] proposed the first bidirectional PRE scheme. It is

based on a simple modification of the Elgamal encryption scheme [21]. This scheme is efficient

and semantically secure under the decisional Diffie-Hellman (DDH) assumption.

In 2005, Ateniese, Fu, Green, and Hohenberger [3, 4] showed the first examples of unidi-

rectional PRE schemes based on bilinear maps. Moreover, they obtained the master key security

property in that the proxy is unable to collude with the delegatees in order to expose the delegator’s

secret. The constructions [3, 4] are also efficient, semantically secure assuming the intractability

of decisional variants of the bilinear Diffie-Hellman problem [11]. These PRE schemes only en-

sure the chosen-plaintext (CPA) security, which seems definitely insufficient for many practical

applications.

In 2007, Canetti and Hohenberger [16] gave a definition of security against chosen ciphertext

attacks (CCA) for bidirectional PRE schemes and described an efficient construction satisfying

this definition (for bidirectional schemes but easily adaptable for the unidirectional case, as ex-

plained in [42]). Their security analysis takes place in the standard model (without the random

oracle heuristic [6]). Like the scheme in [8], their construction is bidirectional and they left as an

open problem to come up with a CCA-secure unidirectional scheme.

In 2008, Libert and Vergnaud [42] partially resolved this problem by presenting a unidirec-

tional single-hop PRE scheme without random oracles. They proved that their scheme is secure

against the replayable chosen-ciphertext attack (RCCA) [15]. Here the RCCA security is a weaker

variant of the CCA security in the sense that a harmless mauling of the challenge ciphertext is tol-

erated.

In 2010, Matsuda, Nishimaki, and Tanaka [45] proposed a bidirectional multi-hop PRE

scheme without bilinear maps, and claimed that their scheme is CCA-secure in the standard

model. However, in 2011, Weng, Zhao, and Hanaoka [67] presented a concrete attack, and in-

dicated that the scheme proposed by Matsuda, Nishimaki, and Tanaka fails to achieve the CCA-

security.

In 2011, Shao, Liu, and Zhou [55] proposed a construction of unidirectional single-hop PRE

and claimed that their scheme achieves key privacy without losing the CCA security in the stan-

dard model, which is an open problem left by Ateniese et al. [2]. In this thesis, however, we

will show that their scheme is vulnerable to chosen-ciphertext attack (see Section 5.2 for more

details).

In 2012, Hanaoka, Kawai, Kunihiro, Matsuda, Weng, Zhang, and Zhao [25] proposed a CCA

security definition for PRE, and claimed that it is stronger than all the previous works. They also

presented a unidirectional single-hop scheme which is secure in their security model. As we will

show, their model can be further strengthened (see Section 3.3.3 for more details).

Conditional Proxy Re-Encryption. The traditional PRE is too powerful since it allow the

proxy to convert all of Alice’s second-level ciphertexts, without any discrimination. Rather than

performing the conversion of all ciphertexts, in many cases, it may be sufficient for the proxy

to convert only the ciphertext with a specific keyword. To address this issue, in 2009, Weng,

2



Deng, Ding, Chu, and Lai [66] introduced the concept of conditional proxy re-encryption (CPRE),

whereby Alice has a fine-grained control over the delegation. As a result, Alice can flexibly as-

sign Bob the decryption capability based on the conditions attached to the messages using a proxy.

For example, suppose Alice is on vacation. She can make Bob to read only those messages which

have the keyword “urgent” in their subject. This flexible delegation is obviously not possible with

PRE schemes. To realise a CPRE scheme, in [66], Weng et al. used bilinear pairings and random

oracles. They claimed that their scheme is secure against chosen-ciphertext attack. However, later

in 2009, Weng, Yang, Tang, Deng, and Lai [68] showed that the scheme of Weng et al. [66] fails

to achieve the CCA security. They then proposed a CPRE scheme, and proved its CCA-security

under the well-studied decisional bilinear Diffie-Hellman (DBDH) assumption in the random or-

acle model. In the same paper, they left an open question of constructing a CCA-secure CPRE

scheme without random oracles.

Recently, employing CPRE in the identity-based cryptographic setting, Liang, Liu, Tan,

Wong, and Tang [40] defined the notion of identity-based conditional proxy re-encryption

(IBCPRE) which can be seen as an extension of identity-based proxy re-encryption. They then

proposed a construction for this primitive and claimed that their scheme achieves secure against

adaptive condition and adaptive identity chosen-ciphertext attack in the standard model. One

might consider that this is an answer to the open problem left by Weng et al. [68]. However,

it is not known that IBCPRE, in general, implies CPRE. This is because these primitives are in

different settings: in the model of IBCPRE it needs a trusted private key generator to generate

all secret keys for identities, but in that of CPRE each user can generate a secret key by himself.

In addition, in this thesis, we show that the scheme proposed by Liang et al. [40] is vulnerable

even to selective condition chosen-ciphertext attack (see Section 6.2 for details). Therefore, how

to construct a CCA-secure (IB)CPRE scheme without random oracles is still an open problem so

far.

Related Works. Many papers in the literature, the first one of which being [44] by Mambo and

Okamoto, consider applications where data encrypted under a public key should eventually be

encrypted under a different key. In proxy encryption schemes [34, 35], a receiver Alice allows

a delegatee Bob to decrypt ciphertexts intended for her with the help of a proxy by providing

them with shares of her private key. This requires delegatees to store an additional secret for each

new delegation. Ivan and Dodis [34] present efficient proxy encryption schemes based on RSA,

the decision Diffie-Hellman problem as well as in an identity-based setting [11, 12, 53] under

bilinear-map-related assumptions.

Proxy re-encryption schemes are a special kind of proxy cryptosystems where delegatees only

need to store their own decryption key. They find applications in secure e-mail forwarding, digital

rights management (DRM) or distributed storage systems (e.g., [3, 4]). The signature analogue,

also suggested by Blaze et al. [8] in 1998, of PRE systems was formalized by Ateniese and Hohen-

berger [5] in 2005. The two techniques were notably combined [60] to design interoperable DRM

systems where digital content can be translated between devices from different DRM domains.

From a theoretical point of view, the first positive obfuscation result for a complex crypto-

graphic functionality was presented by Hohenberger, Rothblum, Shelat and Vaikuntanathan [30]:

they proved the existence of an efficient program obfuscator for a family of circuits implementing
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re-encryption.

In [2], Ateniese, Benson, and Hohenberger analyzed the notion of ciphertext anonymity (a.k.a.

key privacy) in proxy re-encryption. This notion demands that even the proxy performing trans-

lations be unable to infer useful information on the identities of the participants between which

it re-encrypts ciphertexts. PRE with this property can be useful in various applications such as

distributed file systems, digital rights management, credential system, and mailing lists. The first

key-private PRE was proposed by Ateniese et al. [2]. This scheme is only CPA-secure. The

first CCA-secure key-private PRE was proposed by Shao, Liu, Wei, and Ling [59]. This scheme

is proven secure under the decisional Diffie-Hellman assumption in the random oracle model.

More recently, Zheng, Zhu, Zhu, and Zhang [69] proposed an improved key-private PRE with

CCA security. The first lattice based key-private PRE was proposed by Aono, Boyen, Phong, and

Wang [1]. These two schemes are also CCA-secure in the random oracle model.

Recently, as cloud computing emerges, PRE gains much more attention as one of the key

security components to provide secure cloud services. The security against corrupted proxies is

especially important in such applications since the proxies may be out of control of honest users

and the proxies are more likely to be attacked than those in on-premise systems. In [3], Ateniese

et al. mentioned the security notion, non-transferability, with respect to the security against ma-

licious proxies, which is described as “The (malicious) proxy and a set of colluding delegatees

cannot re-delegate decryption rights.” They also note that “achieving a proxy scheme that is

non-transferable, in the sense that the only way for Bob to transfer offline decryption capabilities

to Carol is to expose his own secret key, seems to be the main open problem left for proxy re-

encryption.” Until now, some attempts for non-transferable PRE have been taken. For example,

in the scheme proposed by Libert and Vergnaud [41], a delegator can identify the malicious prox-

ies by analyzing a re-encryption key to convert ciphertexts of the delegator into some malicious

user’s generated (forged) by the colluding proxies and delegatees. Although it is one possible ap-

proach to the non-transferable PRE, it still cannot prevent colluding proxies and delegatees from

re-delegating the decryption rights. Further, the scheme is less efficient in the sense that the ci-

phertext size depends on the number of delegations and it is only proved to be secure against cho-

sen plaintext attack (CPA). In the scheme by Wang et al. [63] which is an ID-based PRE scheme,

a trusted third party (privatekey generator, PKG) takes part in generating re-encryption keys. This

approach, however, is not a complete solution to non-transferable PRE because, as pointed out by

He, Chim, Hui, and Yiu [27], it is just a transformation of “delegatee-proxy-collusion transfer-

able problem” to “PKG alone transferable problem.” In the ID-based scheme by He, Chim, Hui,

and Yiu [27], the delegator and the delegatee communicate and send some information to each

other to generate the re-encryption key (The delegator also communicates with PKG). Therefore,

colluding proxies and delegatees cannot generate a new re-encryption key without delegator’s

help. In IWSEC 2011, Hayashi, Matsushita, Yoshida, Fujii, and Okada introduced the unforge-

ability of re-encryption keys against collusion attack (UFReKey-CA), which is a relaxed notion

of the non-transferability. They also proposed a stronger security notion, the strong unforgeabil-

ity of re-encryption keys against collusion attack (sUFReKey-CA). Since sUFReKey-CA implies

UFReKey-CA and sUFReKey-CA is simpler (i.e. easier to treat) definition than UFReKey-CA,

sUFReKey-CA is useful to prove UFReKey-CA. They then proposed two concrete constructions

of PRE and claimed that they meet both replayable-CCA security and sUFReKey-CA under two

new variants of the Diffie-Hellman inversion assumption. However, in [31], Isshiki, Nguyen, and
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Tanaka presented two concrete attacks to their PRE schemes. The first attack is to the sUFReKey-

CA property on their two schemes. The second attack is to the assumptions employed in the

security proofs for sUFReKey-CA of their two schemes. Therefore, it is an open problem of

constructing UFReKey-CA secure PRE schemes.

In [24] , Green and Ateniese studied the problem of identity-based PRE and proposed a unidi-

rectional scheme that can be made chosen-ciphertext secure. Their security results are presented

only in the random oracle model. Chu and Tzeng [18] proposed a new multi-hop unidirectional

identity-based proxy re-encryption scheme in the standard model. However, their scheme is not

chosen-ciphertext secure, Shao and Cao [54] pointed out that its transformed ciphertext can be

modified to another well-formed transformed ciphertext by anyone. In [38], Lai, Zhu, Deng,

Liu, and Kou gave new constructions on IB-PRE which are based on identity-based mediated

encryption. Luo, Hu, and Chen [43] also gave a new generic IB-PRE construction based on an

existing IBE scheme. All these schemes follow Green-Ateniese token paradigm, which makes

the decryption cost and size of ciphertext grow linearly with the re-encryption times. In addi-

tion, Matsuo [46] proposed a new proxy re-encryption system for identity-based encryption, but

his solution needs a re-encryption key generator to generate re-encryption keys. Wang, Cao, and

Wang [62] proposed the first CCA-secure IBPRE scheme in the standard model. Shao, Wei, Ling,

and Xie [56] proposed an identity-based conditional proxy re-encryption. Recently, Shao and

Cao [58] proposed a generic construction for IBPRE from non-anonymous hierarchical identity-

based encryption. However, none of the above IBPRE schemes are anonymous. The first anony-

mous IBPRE scheme was proposed by Shao [57].

1.2 Contributions

The contributions of the thesis are summarized below:

• New CCA security notions for PRE: In CT-RSA 2012, Hanaoka et al. [25] proposed a

chosen-ciphertext (CCA) security definition for unidirectional single-hop PRE, and claimed

that it is stronger than all of the previous works. However, in this work, we show that their

definition is indeed only a somewhat strengthened variant of the replayable-CCA one, and

does not fully capture the CCA security notion. We then present a new CCA security

definition which is extended from theirs. In particular, our new definition naturally extends

that of [14] by giving an adversary all the possible resources as the observation by Hanaoka

et al. [25]. Then, we point out why our security model is stronger than that of Hanaoka et

al. [25] by giving PRE schemes which are secure in the model of [25] but are not secure in

our model (See Section 3.3.3). Moreover, our security model is the strongest one to date.

By the same way, we also present a new CCA security definition for bidirectional single-

hop PRE. Finally, we extend this CCA security notion to the framework of unidirectional

single-hop CPRE and obtaining new selective and adaptive CCA security notions for CPRE,

respectively.

• Factoring-Based Proxy Re-Encryption Schemes: In this work, we propose the first PRE

schemes based on the hardness of the factoring problem. In particular, we make the follow-

ing contributions:
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1. We present a CPA-secure bidirectional and multi-hop PRE scheme, under the fac-

toring assumption, in the standard model (i.e., without the random oracle idealiza-

tion). Our scheme based on the public key encryption (PKE) scheme proposed by

Wee [65] which is indistinguishable against chosen-plaintext attack (IND-CPA). (See

Section 4.3.1).

2. We present a bidirectional and single-hop PRE scheme which is secure against the

chosen-ciphertext attack, under the factoring assumption in the random oracle model.

In order to construct the scheme, we modify the IND-CPA-secure PKE [65] such that

it achieves the IND-CCA security by using Fujisaki-Okamoto transformation. We

also propose a new factoring-based strongly unforgeable signature scheme which is

a variant of the Schnorr scheme [50]. By combining these two primitives, we obtain

a CCA-secure PRE scheme. Our scheme achieves the CCA security on both second-

level and first-level (i.e., the original and transformed, respectively) ciphertext in the

random oracle model. (See Section 4.3.2).

3. We present a CCA-secure unidirectional and single-hop PRE scheme by using “token-

controlled encryption” technique to extend the above bidirectional and single-hop

PRE scheme. Hence, the security of this scheme is also proven in the random ora-

cle model, assuming the hardness of factoring. This scheme also achieves the CCA

security on both second-level and first-level ciphertext. (See Section 4.3.3).

• A Proxy Re-Encryption Scheme with Bilinear Maps: In this work, we first show that

the PRE scheme proposed by Shao et al. [55] is vulnerable to chosen-ciphertext attack, and

present a concrete attack to break the CCA security of it. We then propose a unidirectional

PRE scheme which is secure in the full CCA security model without random oracles. This

is also the first CCA-secure unidirectional PRE scheme in the standard model. Our scheme

is efficient and relies on a mild complexity assumption in bilinear groups. Additionally, our

scheme also achieves the security in the sense of master secret security which is proposed

by Ateniese et al. [4].

See Table 1 for details of the comparison on our PRE schemes with related previous works.

ROM stands for the random oracle model. “1st-CCA” means that the CCA security of

the first-level ciphertext. “↔” and “→” mean “bidirectional” and “unidirectional”, respec-

tively.

• CCA-Secure Conditional Proxy Re-Encryption Schemes without Random Oracles: In

this work, we first show that the CPRE scheme proposed by Liang et al. [40] is vulnera-

ble to chosen-ciphertext attack, and present a concrete attack to break the CCA security of

it. We then propose two CPRE schemes which are secure against the selective and adap-

tive condition chosen-ciphertext attack (sCond-CCA and aCond-CCA, for short), respec-

tively. These schemes are extended from the CCA-secure PRE scheme proposed in Sec-

tion 5.3. Specifically, the first scheme is constructed by using the technique of constructing

the selective-identity secure identity-based encryption proposed by Boneh and Boyen [13].

The other one is presented by using the technique of constructing the adaptive-identity se-

cure identity-based encryption proposed by Waters [64]. Both of these two schemes can be

proved secure without random oracles, which answers the problem left by Weng et al. [68].
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Authors Assumption
Security of

1st-CCA Bilinear Map ROM Direction Hop
2nd-level CT

BBS98 [8] DDH CPA no no no ↔ multi

AFGH05 [3] eDBDH CPA no yes no → single

CH07 [16] DBDH RCCA no yes no ↔ multi

LV08 [42] 3-wDBDHI RCCA no yes no → single

DWLC08 [20] CDH CCA no no yes ↔ single

CWYD10 [17] CDH CCA no no yes → single

CDL11 [14] CDH CCA yes no yes → single

HMY+11 [26] 3-wDBDHI RCCA no yes no → single

HKK+12 [25] DBDH CCA no yes no → single

Ours(Sec. 4.3.1) Factoring CPA no no no ↔ multi

Ours(Sec. 4.3.2) Factoring CCA yes no yes ↔ single

Ours(Sec. 4.3.3) Factoring CCA yes no yes → single

Ours(Sec. 5.3)
6-AmDBDH

CCA yes yes no → single
& 2-AmCDH

Table 1: Comparison of our PRE schemes with previous works.

Authors Assumption
Security of

1st-CCA ROM
2nd-level CT

WDD+09 [66] 3-QBDH not Cond-CCA no yes

WYT+09 [68] DBDH adaptive Cond-CCA yes yes

FSW09 [22] 3-QDBDH & q-ABDHE adaptive Cond-RCCA — no

CWC+09 [19] n-BDHE selective Cond-RCCA — no

VSRR11 [61] CDH adaptive Cond-CCA — yes

LLT+12 [40] DBDH not Cond-CCA no no

LHS+13 [39] (P,Q, f)-GDDHE adaptive Cond-CCA — yes

SYL13 [51] q-wDBDHI adaptive Cond-RCCA — no

Ours (Sec. 6.3.1) 6-AmDBDH selective Cond-CCA yes no

Ours (Sec. 6.3.2) 6-AmDBDH adaptive Cond-CCA yes no

Table 2: Comparison of our results with the existing CPRE schemes.
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It is interesting that our schemes have the same length of a public key, a secret key, and

a ciphertext as the PRE scheme in Section 5.3. Our schemes have also almost the same

computational cost as the underlying scheme (see Section 6.3.3 for details).

See Table 2 for details of the comparison about our schemes with related previous works.

“not Cond-CCA” means that the corresponding scheme fails to achieve the condition CCA-

security. “Cond-RCCA” stands for condition replayable CCA-security. “—” means that the

CCA security of the corresponding scheme is not considered.

1.3 Organization

The rest of the thesis is structured as follows:

In Chapter 2, after introducing notations used in the whole thesis, we review the factoring

assumption, the properties of bilinear maps and the intractability assumptions that our schemes

rely on. Next, we review the models and security definitions on public key encryption, symmetric

key encryption, signature, and target-collision resistant hash function, which are the main tools in

our constructions.

In Chapter 3, we first recall the concepts and the security notions of bidirectional multi-hop

PRE. In Section 3.2, we then review the model of bidirectional single-hop PRE, and present

new CCA security notions for it. In Section 3.3, we present new CCA security definitions for

unidirectional single-hop PRE by extending that of the previous works. In order to point out

why our security models are stronger than those of the previous works, we present concrete PRE

schemes which are secure in their model, but are not secure in our models. In Section 3.4, we

review the model and present new CCA security definitions of conditional PRE.

In Chapter 4, we focus on constructing PRE schemes which are based on the hardness of

the factoring problem. In Section 4.2, we introduce a new factoring-based strongly unforgeable

signature scheme which will be used to construct our schemes. In Section 4.3, we first propose a

bidirectional multi-hop PRE scheme and show that it meets the CPA security under the factoring

assumption, in the standard model (i.e., without using random oracles). We then present our

main scheme which is CCA secure (in the random oracle model) under the factoring assumption.

Finally, we show how to extend our main scheme to achieve a unidirectional and single-hop PRE

scheme which is secure in the sense of chosen-ciphertext attack. The security proofs of these

schemes are given in Section 4.4.

In Chapter 5, we first give an overview of CCA-secure PRE in the literature. We then show

that the PRE scheme proposed by Shao et al. [55] is vulnerable to chosen-ciphertext attack in

Section 5.2. In Section 5.3, we propose a unidirectional single-hop PRE scheme which is secure

in the full CCA security model without random oracles. Our scheme is obtained by extending the

PKE scheme proposed by Lai, Deng, Liu, and Kou [37]. The security proofs of these schemes are

given in Section 5.5.

In Chapter 6, we first give introductions and backgrounds of CPRE. We then show that the

CPRE scheme proposed by Liang et al. [40] is vulnerable to chosen-ciphertext attack in Sec-

tion 6.2. In Section 6.3, we then propose two CPRE schemes which are secure against the selective

and adaptive condition chosen-ciphertext attack, respectively. These schemes are extended from

the CCA-secure PRE scheme proposed in Chapter 5. Our schemes are the first CPRE schemes
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which are secure against condition chosen-ciphertext attack without random oracles. The security

proofs of these schemes are given in Section 6.4.

Finally, we conclude in Chapter 7, and give several open problems.
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Chapter 2

Preliminaries

Contents

2.1 Notations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.2 Cryptographic Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.2.1 Factoring Assumption . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.2.2 Bilinear Maps and Complexity Assumptions . . . . . . . . . . . . . . . . 13

2.2.3 The Gap Hashed Diffie-Hellman Assumption . . . . . . . . . . . . . . . . 14

2.3 Public Key Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.4 Symmetric Key Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.5 Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.6 Target-Collision Resistant Hash Function . . . . . . . . . . . . . . . . . . . . . 18

2.1 Notations

We denote by N the set of all integers, and for an integer k ∈ N we denote by [k] the set {1, . . . , k}.
If S is a set then s←R S denotes the operation of picking an element s of S uniformly at random.

A probabilistic polynomial-time (PPT) algorithm is a randomized algorithm which runs in strict

polynomial time. For a probabilistic algorithm A, we denote y = A(x;R) the process of running

A on input x and with randomness R, and assigning y the result. We write y = A(x; ·) if the

randomness R is unknown. We write y ← A(x) for y = A(x;R) with uniformly chosen R from

the randomness space of A. By λ we denote the security parameter, which indicates the “amount

of security” we desire. We use negl(n) to denote a negligible function in n, i.e., it always holds

that negl(n) < 1/nc for any 0 < c ∈ Z for sufficiently large n.

2.2 Cryptographic Assumptions

In this section, we review several cryptographic assumptions on which our schemes are based. We

start by reviewing the factoring assumption. Then, we recall the properties of bilinear maps and
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present a new assumption which is a variant of the modified decisional bilinear Diffie-Hellman

assumption (a.k.a. mDBDH assumption). Finally, we review the gap hashed Diffie-Hellman

assumption proposed by Kiltz [36].

2.2.1 Factoring Assumption

Let N = PQ be a Blum integer for safe primes P,Q, i.e., P,Q ≡ 3 (mod 4) where p =

(P − 1)/2 and q = (Q − 1)/2 are both primes. Let JN denote the subgroup of Z∗
N with Jacobi

symbol +1, and let QRN denote the subgroup of quadratic residues (i.e. QRN := {x ∈ Z∗
N :

∃y ∈ Z∗
N with y2 = x mod N}). Following [28, 29], we work over the cyclic group of signed

quadratic residues, given by the quotient group QR+
N := QRN/ ± 1. QR+

N is a cyclic group of

order pq and is efficiently recognizable (by verifying that the Jacobi symbol is +1). In addition,

the map x 7→ x2 is a permutation over QR+
N . Furthermore, assuming that factoring Blum integers

are hard on average and that safe primes are dense, the family of permutations SQ : x 7→ x2

(indexed by N) acting on the groups QR+
N is one-way.

Factoring Assumption. We assume a probabilistic polynomial time (PPT) algorithm BlumGen

that, on input a security parameter 1k, generates two random safe λ-bit primes P = 2p + 1 and

Q = 2q + 1, then outputs a Blum integer N = PQ.

Definition 1 (Factoring Assumption [29]). For an algorithm A, we define its factoring advantage

as

AdvFac
BlumGen,A(k) := Pr

[

N = PQ : N ← BlumGen(1k),A(N) = (P,Q)
]

.

We say that the (t, ε)-Factoring assumption for BlumGen holds if no t-time algorithm A has

factoring advantage at least ε.

Iterated Squaring. Following [65], in our constructions, we make use of (N, g) as a part of

the public parameter, where N is a random 2λ-bit Blum integer and g is chosen uniformly from

QR+
N . We will henceforth assume g is a generator for QR+

N , which happens with probability

1 − O(1/
√
N). Assuming that factoring Blum integers are hard on average and that safe primes

are dense, the family of permutations ISQ : x 7→ x2
λ

(indexed by N) acting on the groups QR+
N

is one-way. Using the Blum-Blum-Shub (BBS) pseudorandom generator [9], we may extract λ

hard-core bits from x ∈ QR+
N that are pseudorandom even given x2

λ
, that is:

BBSN(x) :=
(

lsbN (x), lsbN (x2), . . . , lsbN (x2
λ−1

)
)

.

The pseudorandomness of BBS is defined as follows.

Definition 2 (Pseudorandomness of BBS Generator [29]). For an algorithm A, define

AdvBBS
A (λ) =

∣

∣

∣
Pr[A(N, z,BBSN (u)) = 1]− Pr

[

A(N, z, U{0,1}λ) = 1
]∣

∣

∣
,

where N ← BlumGen(1λ), u←R QRN , z = u2
λ

, and U{0,1}λ ∈ {0, 1}λ is independently and

uniformly chosen. We say that A (t, ε)-breaks BBS if A’s running time is at most t = t(λ) and

AdvBBS
A (λ) ≥ ε = ε(λ).
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The following lemma says that any BBS -distinguisher can be used to factor Blum integers.

See [29] for the proof.

Lemma 1 (BBS -distinguisher ⇒ Factoring Algorithm [9, 29]). For every algorithm A that

(tBBS , εBBS )-breaks BBS , there is an algorithm B the (tfac , εfac)-factors Blum integers, where

tfac ≈ k4tBBS/ε
2
BBS and εfac = εBBC/λ.

Therefore, since the factoring assumption implies the one-wayness of ISQ, we have the fol-

lowing trivial lemma.

Lemma 2 ([29]). ISQ is a one way function⇐⇒ the factoring problem is hard.

2.2.2 Bilinear Maps and Complexity Assumptions

Groups (G,GT ) of prime order p are called bilinear map groups if there is a mapping e : G×G→
GT with the following properties: (1) bilinearity: e(ga, hb) = e(g, h)ab for any (g, h) ∈ G × G

and a, b ∈ Zp, (2) efficient computability for any input pair, (3) non-degeneracy: e(g, h) 6= 1GT

whenever g, h 6= 1G.

In this thesis, the proposed scheme shall use a variant of the modified decisional bilinear

Diffie-Hellman assumption (a.k.a. mDBDH assumption) [16, 49] named 6-augmented modified

decisional bilinear Diffie-Hellman (6-AmDBDH) assumption. The details of this assumption is

as follows.

Definition 3 (6-AmDBDH Assumption). The 6-augmented modified decisional

bilinear Diffie-Hellman (6-AmDBDH) problem in groups (G,GT ) is, given

(g, ga, gb, gc, ga/c, gc
2
, gac, gac

2
, gac

3
, gac

4
, Q) ∈ G10 × GT , where a, b, c ←R Zp, decide

whether Q = e(g, g)ab/c
2

holds. For an adversary A, we define its advantage in solving the

6-AmDBDH problem in groups (G,GT ) as

Adv6-AmDBDH
A

def
=

∣

∣Pr[A(g, ga, gb, gc, ga/c, gc2 , gac, gac2 , gac3 , gac4 , e(g, g)ab/c2 ) = 1|a, b, c←R Zp]

− Pr[A(g, ga, gb, gc, ga/c, gc2 , gac, gac2 , gac3 , gac4 , e(g, g)z) = 1|a, b, c, z ←R Zp]
∣

∣.

We say that the (t, ε)-6-AmDBDH assumption holds in (G,GT ) if no t-time adversary A has

advantage at least ε in solving the 6-AmDBDH problem in (G,GT ).

The hardness of the 6-AmDBDH problem is implied by that of the general Diffie-Hellman

problem in the generic bilinear group model [10]. In particular, a generic attacker’s advantage in

solving the 6-AmDBDH problem is less than 16 times of that in solving the DBDH problem. The

details are given in Section 5.4.

We also use a variant of the computational Diffie-Hellman assumption (a.k.a. CDH as-

sumption) named 2-augmented modified computational Diffie-Hellman (2-AmCDH) assumption,

which is almost identical to the CDH assumption except the introduction of the additional terms

gba
2
, g

b
a .
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Definition 4 (2-AmCDH Assumption). The 2-augmented modified computational Diffie-Hellman

(2-AmCDH) problem is computing gab given (g, ga, gb, gba
2
, g

b
a ) ∈ G5, where a, b ←R Zp.

For an adversary A, we define its advantage in solving the 2-AmCDH problem in G as

Adv2-AmCDH
A = Pr[A(g, ga, gb, gba2 , g b

a ) = gab], where the probability is taken over the ran-

dom choices of a, b and those made by A. We say that the (t, ε)-2-AmCDH assumption holds in

G if no t-time algorithm A has advantage at least ε in solving the 2-AmCDH problem in G.

2.2.3 The Gap Hashed Diffie-Hellman Assumption

Following [36], let Gen be a parameter generation algorithm that on input 1k returns the de-

scription of a multiplicative cyclic group G of prime order p, where 2k < p < 2k+1, and a

random generator g of G. Gen furthermore outputs the description of a random hash function

H : G→ {0, 1}ℓ(k) that outputs ℓ(k) bits for a fixed polynomial ℓ(·).
The gap hashed Diffie-Hellman (GHDH) assumption [36] states, roughly, that the two dis-

tributions (gx, gy ,H(gxy)) and (gx, gy, R) are computationally indistinguishable when x, y are

drawn at random from Zp and R is drawn at random from {0, 1}ℓ(k). This assumption should

hold relative to an oracle that efficiently solves the DDH problem (See [36] for more details).

More formally let Gen be a parameter generation algorithm. To an adversary B we associate

the following experiment.

Experiment Exp
ghdh
Gen,B(1

k),

HG = (G, g, p,H)← Gen(1k),

x, y ←R Z∗
p, Q0 ←R {0, 1}ℓ(k), Q1 ← H(gxy),

γ ←R {0, 1},

γ′ ← BDDHsolveG(·,·,·,·)(1k,HG, gx, gy, Qγ),

If γ 6= γ′ then return 0 else return 1.

Here the oracle DDHsolveG(g, g
a, gb, gc) returns 1 iff ab = c mod p. Note that, since we

make use of bilinear map, e(·, ·) can be used to simulate the oracle DDHsolveG. We define the

advantage of B in the above experiment as

AdvghdhGen,B(k) =

∣

∣

∣

∣

Pr
[

Exp
ghdh
Gen,B(1

k) = 1
]

− 1

2

∣

∣

∣

∣

.

We say that the GHDH assumption relative to group generator Gen holds if AdvghdhGen,B(k) is a

negligible function in k for all polynomial-time adversaries B.

2.3 Public Key Encryption

In this section, we introduce the notions and attack models of public-key encryption. Public-key

encryption is one of the most popular cryptographic primitives. It is used to send messages safely

from the sender to the receiver using an open channel. Here an open channel means that anyone
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can eavesdrop the communication between the sender and the receiver. Therefore, public-key en-

cryption schemes require that messages are correctly sent from the sender to the receiver, and the

messages cannot be guessed by others, even if the communication of the scheme is eavesdropped

on.

Formally, a public-key encryption is a three tuple of algorithms Π = (KGen,Enc,Dec).

The key generation algorithm KGen generates a pair (pk, sk) ←R KGen(1n), where pk is a

public key and sk is a secret key. The encryption algorithm Enc takes a public key pk and a

plaintext m, and returns a ciphertext c ←R Encpk(m). The decryption algorithm Dec takes a

secret key sk and a ciphertext c, and returns m or reject (denoted by ⊥). It is required that for any

(pk, sk)←R KGen(1n), any message m from the plaintext space, it holds that

Dec(sk,Enc(pk,m)) = m.

The chosen-plaintext attack (IND-CPA) game is defined as follows.

Definition 5 (IND-CPA attack). A public-key encryption scheme Π = (KGen, Enc, Dec) is IND-

CPA secure if for any PPT adversary A = (A1, A2) it holds that

AdvIND-CPA
Π,A (n)

def
=

∣

∣

∣
Pr

[

ExptIND-CPA
Π,A (0) = 1

]

− Pr
[

ExptIND-CPA
Π,A (1) = 1

]∣

∣

∣

is negligible in n, where ExptIND-CPA
Π,A (b) is defined as follows:

1. (pk, sk)← KGen(1n).

2. (m0,m1, stA1)← A1(pk) such that |m0| = |m1|.

3. C ← Encpk(mb).

4. b′ ← A2(C, stA1).

5. Output b′.

In the a-priori chosen-ciphertext attack (IND-CCA1) game, the adversary is allowed to adap-

tively access a decryption oracle Dec(sk, ·) before choosing a pair of messages and sending to

the challenger. Where, Dec(sk, ·) is an algorithm that receives as input a ciphertext and outputs

a decryption using the secret key sk.

Definition 6 (IND-CCA1 attack). A public-key encryption scheme Π = (KGen, Enc, Dec) is

IND-CCA1 secure if for any PPT adversary A = (A1, A2) it holds that

AdvIND-CCA1
Π,A (n)

def
=

∣

∣

∣
Pr

[

ExptIND-CCA1
Π,A (0) = 1

]

− Pr
[

ExptIND-CCA1
Π,A (1) = 1

]∣

∣

∣

is negligible in n, where ExptIND-CCA1
Π,A (b) is defined as follows:

1. (pk, sk)← KGen(1n).

2. (m0,m1, stA1)← A
Dec(sk,·)
1 (pk) such that |m0| = |m1|.
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3. C ← Encpk(mb).

4. b′ ← A2(C, stA1).

5. Output b′.

In the adaptively-chosen-ciphertext attack (IND-CCA2) game, the adversary is allowed to

adaptively access a decryption oracle Dec(sk, ·) not only before choosing a pair of messages and

sending to the challenger, but also after that. We denote by Dec 6=C(sk, ·) a decryption oracle that

decrypts any ciphertext other than c.

Definition 7 (IND-CCA2 attack). A public-key encryption scheme Π = (KGen, Enc, Dec) is

IND-CCA2 secure if for any PPT adversary A = (A1, A2) it holds that

AdvIND-CCA2
Π,A (n)

def
=

∣

∣

∣Pr
[

ExptIND-CCA2
Π,A (0) = 1

]

− Pr
[

ExptIND-CCA2
Π,A (1) = 1

]∣

∣

∣

is negligible in n, where ExptIND-CCA2
Π,A (b) is defined as follows:

1. (pk, sk)← KGen(1n).

2. (m0,m1, stA1)← A
Dec(sk,·)
1 (pk) such that |m0| = |m1|.

3. C ← Encpk(mb).

4. b′ ← A
Dec 6=C(sk,·)
2 (C, stA1).

5. Output b′.

2.4 Symmetric Key Encryption

We review the formal notion of symmetric key encryption and its security definition as follows.

Definition 8 (Symmetric Key Encryption [7]). Let KD be the key space, andM be the message

space. A symmetric key encryption scheme SYM consists of the following algorithms:

1. SYM.Enc: Taking a key K ∈ KD and a plaintext M ∈ M as input, this algorithm encrypts

M into a ciphertext e. We write e← SYM.Enc(K,M).

2. SYM.Dec: Taking K ∈ KD and e as input, this algorithm decrypts e into M . Note that M

can be ⊥. We write M ← SYM.Enc(K, e).

Definition 9 (CCA Security of Symmetric Key Encryption [7]). Let SYM be a symmetric key

encryption scheme as defined in Definition 8. Consider a game played with an attacker A:

Phase 1. The game chooses K ←R KD.

Phase 2. A issues encryption queries, each of which is denoted by M . On receiving this,

the game computes e ← SYM.Enc(K,M) and gives e to A. A also issues decryp-

tion queries, each of which is denoted by e. On receiving this, the game computes

M ← SYM.Dec(K, e) and gives M to A.
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Challenge. A issues a challenge query (a pair of plaintexts) (m0,m1) such that |m0| = |m1|.
On receiving this, the game picks b ←R {0, 1}, computes e∗ ← SYM.Enc(K,mb) and

gives e∗ to A.

Phase 3. A continues to issue encryption and decryption queries as in Phase 2. However, a

restriction here is thatA is not allowed to issue e∗ as decryption query. The game responds

to A’s queries in the same way as it did in Phase 2.

Guess. A outputs its guess b′ ∈ {0, 1}.

We define A’s advantage by AdvIND-CCA
SYM,A =

∣

∣

∣Pr[b′ = b]− 1
2

∣

∣

∣.

2.5 Signature

The following definitions describe the functionality of a signature scheme, and the security notion

of strong unforgeability that is used in this thesis.

Definition 10 (Signature Scheme). A signature scheme is a triplet (SigGen,Sig,Vrf ) of prob-

abilistic polynomial-time algorithms such that:

1. The key generation algorithm SigGen receives as input a security parameter 1n and out-

puts a verification key vk and a signing key sk.

2. The signing algorithm Sig receives as input a signing key sk and a message m (in some

implicit message space), and outputs a signature σ.

3. The verification algorithm Vrf receives as input a verification key vk, a message m, and a

signature σ, and outputs a bit b ∈ {0, 1}.

4. For any message m it holds that Vrf(vk,m,Sig(sk,m)) = 1 with overwhelming proba-

bility over the internal coin tosses of SigGen, Sig, and Vrf .

Definition 11 (Strong Unforgeability). A signature scheme (SigGen,Sig,Vrf) is said to be

strongly unforgeable if the success probability of any probabilistic polynomial-time adversary A
in the following interaction is negligible in the security parameter:

1. SigGen(1n) outputs (vk , sk), and A is given vk .

2. A can make signing queries by outputting messages mi and is then given in return σi =

Sig(sk ,mi). If A chooses not to output any message, we set (m,σ) = (⊥,⊥).

3. A outputs a pair (m∗, σ∗).

We say that A succeeds if Vrf(vk,m∗, σ∗) = 1 and (m∗, σ∗) 6= (mi, σi) for any i.
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2.6 Target-Collision Resistant Hash Function

In this section, we review the formal notion of target-collision resistant (TCR) hash function as

follows.

Definition 12 (Target-Collision Resistant Hash Function). Let H : X → Y be a hash function.

For an algorithm A, define its advantage as

AdvTCR
H,A = Pr[x← X,x′ ← A(x) : x′ 6= x ∧H(x′) = H(x)].

We say that H is target-collision resistant if for any probabilistic polynomial-time algorithm A,

its advantage AdvTCR
H,A is negligible.
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Chapter 3

Models and Security Notions
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3.1 Bidirectional Multi-Hop Proxy Re-Encryption

In this section, we review the concept of bidirectional multi-hop PRE.

3.1.1 Model

In this section, we first review the definition of bidirectional multi-hop PRE proposed in [16], and

then present its security model.

Definition 13 (Bidirectional Multi-Hop PRE). A bidirectional multi-hop PRE scheme is a tuple

of algorithms Π = (Setup,KGen,RKGen,Enc,ReEnc,Dec) for message spaceM:
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1. Setup(1λ)→ PP . On input a security parameter 1λ, the setup algorithm outputs a public

parameter PP .

2. KGen(PP)→ (pk , sk ). On input a public parameters PP , the key generation algorithm

outputs a public key pk and a secret key sk .

3. RKGen(PP , sk i, sk j) → rk ij . On input public parameter PP , two secret keys sk i, and

sk j , the re-encryption key generation algorithm outputs a bidirectional re-encryption key

rk ij .

4. Enc(PP , pk ,m)→ CT . On input public parameter PP , a public key pk , and a message

m ∈ M, the encryption algorithm outputs a ciphertext CT .

5. ReEnc(PP , rk ij ,CT i) → CT j . On input public parameter PP , a re-encryption key

rk ij , and a ciphertext CT i for i, the re-encryption algorithm outputs a ciphertext CT j for

j or the symbol ⊥.

6. Dec(PP , sk ,CT ) → m. On input public parameter PP , a secret key sk , and a second-

level ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol

⊥.

To lighten notations, from now, we will omit the public parameter PP from the inputs of the

algorithms.

For all m ∈ M and all pair (pk i, sk i), (pk j , sk j), these algorithms should satisfy the follow-

ing conditions of correctness:

Dec(sk i,Enc(pk i,m)) = m;

Dec(sk j ,ReEnc(RKGen(sk i, sk j),Enc(pk i,m))) = m.

3.1.2 Security Notions

We present the formal definition of CPA security of bidirectional multi-hop PRE, denoted by

BM-CPA. The game framework for BM-CPA security is as follows.

Definition 14 (Game Framework of BM-CPA Security).

Setup. The challenger C takes a security parameter λ and executes the setup algorithm to get

the system parameter PP . C initializes two empty lists Lun and Lcorr , then maintains it to

record all uncorrupted users and corrupted users, respectively, in the game.

Phase 1. A can adaptively query to the following oracles OunKGen , OcorrKGen ,

ORKGen , and OReEnc:

– OunKGen takes i and returns the error symbol ⊥ if i ∈ Lun ∪ Lcorr ; otherwise returns

(pk i, sk i)← KGen(PP) and adds i in Lun .

– OcorrKGen takes i and returns the error symbol ⊥ if i ∈ Lun ∪ Lcorr , otherwise returns

(pk i, sk i)← KGen(PP) and adds i in Lcorr .
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– ORKGen takes i, j and returns rkij ← RKGen(ski, skj) if i 6= j ∈ Lun or i 6= j ∈
Lcorr ; otherwise returns the error symbol ⊥.

– OReEnc takes i, j and a ciphertext CT i. If i 6= j ∈ Lun or i 6= j ∈ Lcorr , then

it computes rk ij ← RKGen(sk i, sk j), and returns CT j ← ReEnc(rk ij,CT i);

otherwise returns the error symbol ⊥.

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk i∗ (we re-

quire i∗ ∈ Lun for A to win) and two equal-length plaintexts m0,m1 ∈ M. The

challenger C flips a random coin σ ∈ {0, 1}, and sends to A a challenge ciphertext

CT ∗ ← Enc(pk i∗ ,mσ).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

We define A’s advantage in attacking the PRE scheme as AdvBM-CPA
PRE,A (λ) =

∣

∣Pr[σ′ = σ] −
1/2

∣

∣, where the probability is taken over the random coins consumed by the challenger and the

adversary. A bidirectional and multi-hop PRE scheme is defined to be (qrk, qre, qdec)-BM-CPA

secure, if for any PPT adversary A who makes at most qrk re-encryption key generation queries,

at most qre re-encryption queries and at most qdec decryption queries, we have AdvBM-CPA
PRE,A (λ) ≤

negl(λ).

3.2 Bidirectional Single-Hop Proxy Re-Encryption

In this section, we review the concept of bidirectional single-hop PRE.

3.2.1 Model

In this section, we first review the concept of bidirectional single-hop PRE, and then present its

security model.

Definition 15 (Bidirectional Single-Hop PRE [42]). A bidirectional single-hop PRE scheme is

a tuple of algorithms Π = (Setup,KGen,RKGen,Enc,ReEnc,Dec1,Dec2) for message

spaceM:

1. Setup(1λ)→ PP . On input a security parameter 1λ, the setup algorithm outputs a public

parameters PP .

2. KGen(PP) → (pk , sk). On input public parameter PP , the key generation algorithm

outputs a public key pk and a secret key sk .

3. RKGen(PP , sk i, sk j) → rk ij . On input public parameter PP , two secret keys sk i, and

sk j , the re-encryption key generation algorithm outputs a bidirectional re-encryption key

rk ij .
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4. Enc(PP , pk ,m)→ CT . On input public parameter PP , a public key pk , and a message

m ∈ M, the encryption algorithm outputs a second-level ciphertext CT that can be re-

encrypted into a first-level one (intended for a possibly different receiver) using the suitable

re-encryption key.

5. ReEnc(PP , pk i, pk j, rk i→j,CT i) → CT j . On input public parameter PP , two public

keys pki, pkj , a re-encryption key from i to j, and a second-level ciphertext for i, the re-

encryption algorithm outputs a first-level ciphertext for j or the symbol ⊥.

6. Dec1(PP , sk ,CT )→ m. On input public parameter PP , a secret key sk , and a first-level

ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol ⊥.

7. Dec2(PP , sk ,CT ) → m. On input public parameter PP , a secret key sk , and a second-

level ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol

⊥.

To lighten notations, from now, we will omit the public parameter PP as the input of the

algorithms. We also omit two public keys pk i, pk j as the input of the algorithm ReEnc when

the context is obvious.

For all m ∈ M and all pair (pk i, sk i), (pk j, sk j) these algorithms should satisfy the following

conditions of correctness:

Dec2(sk i,Enc(pk i,m)) = m;

Dec1(sk j ,ReEnc(RKGen(sk i, pk j),Enc(pk i,m))) = m.

3.2.2 Security Notions

We present a CCA security (BS-CCA, for short) definition for bidirectional single-hop PRE,

which extends that of [20] by proposing a CCA security for the first-level ciphertext. In particular,

we allow the adversary to make both first and second-level decryption queries. In the challenge

phase, the adversary will challenge with either second-level ciphertex or first-level (re-encrypted)

ciphertext.

Definition 16 (Game Framework of BS-CCA Security).

Setup. The challenger C takes a security parameter λ and executes the setup algorithm to get

the system parameter PP . C initializes two empty lists Lun and Lcorr , then maintains it to

record all uncorrupted users and corrupted users, respectively, in the game.

Phase 1. A can adaptively query to the following oracles OunKGen , OcorrKGen ,

ORKGen , OReEnc , ODec1 , and ODec2:

– OunKGen takes i and returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise returns (pk i, sk i) ←
KGen(PP) and adds i in Lun .

– OcorrKGen takes i and returns ⊥ if i ∈ Lun ∪ Lcorr , otherwise returns (pk i, sk i) ←
KGen(PP) and adds i in Lcorr .
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– ORKGen takes i, j and returns rkij ← RKGen(ski, pkj) if i 6= j; otherwise returns

the error symbol ⊥.

– OReEnc takes i, j and a ciphertext CT i. If i 6= j, then it computes rk ij ←
RKGen(sk i, pk j), and returns CT j ← ReEnc(rk i→j,CT i); otherwise returns

the error symbol ⊥.

– ODec1 takes a public key pk and a ciphertext CT , then returns m← Dec1(sk ,CT ).

– ODec2 takes a public key pk and a ciphertext CT , then returns m← Dec2(sk ,CT ).

Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext for the

challenge is first-level (re-encrypted) or second-level.

– In the case that the challenge ciphertext is second-level, A outputs a target public key pk i∗

(we require i∗ ∈ Lun for A to win) and two messages m0,m1 ∈ M. Challenger C flips a

random coin σ ∈ {0, 1}, and sends A a challenge ciphertext CT ∗ ← Enc(pk i∗ ,mσ).

– In the case that the challenge ciphertext is first-level, A outputs a (corrupted or not)

public key pki′ , a target public key pk i∗ , and two second-level ciphertexts CT0, CT1 which

can be re-encrypted from pki′ to pki∗ . Challenger C flips a random coin σ ∈ {0, 1},
computes rk i′→i∗ ← RKGen(sk i′ , pk i∗), and sends A a challenge ciphertext CT ∗ ←
ReEnc(rki′→i∗ , CTσ).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.
The precise conditions of the attacks to second and first-level ciphertexts are described separately

as follows.

The Security of Second-Level Ciphertexts. Intuitively speaking, in this model the adversary

A challengs with an untransformed ciphertext encrypted by Enc for a target user i∗. In a

PRE scheme, however, A can ask for the re-encryption of many ciphertexts or even a set of

re-encryption keys. These queries are allowed as long as they would not allow A to decrypt triv-

ially. For examples, A should not get the re-encryption key from user i∗ to user j if the secret key

of user j has been compromised; however, A can certainly get a re-encryption of the challenge

ciphertext from user i∗ to user j as long as j is an honest user and the decryption oracle of user j

has not been queried with the resulting transformed ciphertext. This explains the intuition behind

the notion of derivative and the associated restrictions.

Definition 17 (2nd-BS-CCA Security). For the 2nd-BS-CCA security, the adversary A plays the

CCA game with the challenger C as in Definition 22, where the challenge ciphertext is formed by

CT ∗ ← Enc(pk i∗ ,mσ), and A has the following additional constraints:

1. ORKGen(i, j) is only allowed if if i 6= j ∈ Lun or i 6= j ∈ Lcorr .

2. If A issues OReEnc(i, j,CT i) where j ∈ Lcorr , (pk i,CT i) cannot be (pk i∗ ,CT
∗).

3. ODec1 is only allowed if (pk ,CT ) is not a derivative of (pk i∗ ,CT
∗) (to be defined later).

We define A’s advantage in attacking the PRE scheme at level 2 as

Adv2nd-CCA
PRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣, where the probability is taken over the random

coins consumed by the challenger and the adversary. A unidirectional PRE scheme is defined to

be 2nd-BS-CCA secure, if for any PPT adversary A, the advantage Adv2nd-CCA
PRE,A (λ) is negligible.
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Definition 18 (Derivative for Chosen-Ciphertext Security [17]). Derivatives of (pk i∗ ,CT
∗)

in the CCA setting is defined as follows:

1. Reflexivity: (pk i∗ ,CT
∗) is a derivative of itself.

2. Derivative by re-encryption: If A has issued a re-encryption query (i∗, j,CT ∗) and ob-

tained the resulting re-encryption ciphertext CT j , then (pk j ,CT j) is a derivative of

(pk i∗ ,CT
∗).

3. Derivative by re-encryption key: If A directly obtains the re-encryption key rk ij by issuing

a re-encryption key generation query (i∗, j), or indirectly obtains the re-encryption key

rk i∗j from two directly obtained re-keys rk i∗k, rk jk in the case that the scheme meets the

transitivity between re-encryption keys, and computes CT j ← ReEnc(rk i∗j,CT
∗), then

(pk j,CT j) is a derivative of (pk i∗ ,CT
∗).

The Security of First-Level Ciphertexts. The above definition provides adversaries with a

second-level ciphertext in the challenge phase. A complementary definition of security captures

their inability to distinguish first-level ciphertexts as well. The definition is as follows.

Definition 19 (1st-BS-CCA Security). For the 1st-BS-CCA security, the adversary A plays the

CCA game with the challenger C as in Definition 22, where the challenge ciphertext is formed by

CT ∗ = ReEnc(rk i′i∗ ,CT σ), and A has the following additional constraints:

1. ORKGen(i, j) is only allowed if i 6= j ∈ Lun or i 6= j ∈ Lcorr .

2. ODec1(pk i∗ , CT ∗) is not allowed.

We define A’s advantage in attacking the PRE scheme at level 1 as Adv1st-CCA
PRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣, where the probability is taken over the random coins consumed by the

challenger and the adversary. A unidirectional PRE scheme is defined to be 1st-BS-CCA secure,

if for any PPT adversary A, the advantage Adv1st-CCA
PRE,A (λ) is negligible.

Definition 20 (BS-CCA Security). We say a PRE scheme is BS-CCA secure if the scheme is

1st-BS-CCA and 2nd-BS-CCA secure.

3.3 Unidirectional Single-Hop Proxy Re-Encryption

In this section, we first review the concept of unidirectional single-hop PRE. Then, we present a

new CCA security definition for PRE, which naturally extends that of [14] by giving an adversary

all the possible resources as the observation in [25].

3.3.1 Model

In this section, we review the concept of unidirectional single-hop PRE.

Definition 21 (Unidirectional Single-Hop PRE [42]). A unidirectional single-hop PRE scheme is

a tuple of algorithms Π = (Setup,KGen,ReKey, Enc1,Enc2,ReEnc,Dec1,Dec2) for

message spaceM:

1. Setup(1λ) → PP . On input security parameter 1λ, the setup algorithm outputs a public

parameter PP .
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2. KGen(PP ) → (pk, sk). On input public parameter PP , the key generation algorithm

outputs a public key pk and a secret key sk.

3. ReKey(PP, ski, pkj) → rki→j . On input public parameter PP , a secret key ski, and a

public key pkj , this algorithm outputs a unidirectional re-encryption key rki→j .

4. Enc1(PP, pk,m)→ CT . On input public parameter PP , a public key pk, and a message

m ∈ M, the encryption algorithm outputs a first-level ciphertext CT that cannot be re-

encrypted for another party.

5. Enc2(PP, pk,m)→ CT . On input public parameter PP , a public key pk, and a message

m ∈ M, the encryption algorithm outputs a second-level ciphertext CT that can be re-

encrypted into a first level one (intended for a possibly different receiver) using the suitable

re-encryption key.

6. ReEnc(PP, pki, pkj , rki→j, CTi) → CTj . On input public parameter PP , two public

keys pki, pkj , a re-encryption key from i to j, and a second-level ciphertext for i, the re-

encryption algorithm outputs a first-level ciphertext for j or the symbol ⊥.

7. Dec1(PP, sk,CT )→ m. On input public parameter PP , a secret key sk, and a first-level

ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol ⊥.

8. Dec2(PP, sk,CT ) → m. On input public parameter PP , a secret key sk, and a second-

level ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol

⊥.

To lighten notations, from now, we will omit the public parameters PP as the input of the

algorithms. We also omit two public keys pki, pkj as the input of the algorithm ReEnc when the

context is obvious.

For all m ∈ M and all pair (pki, ski), (pkj , skj) these algorithms should satisfy the following

conditions of correctness:

Dec1(ski,Enc1(pki,m)) = m;

Dec2(ski,Enc2(pki,m)) = m;

Dec1(skj ,ReEnc(ReKey(ski, pkj),Enc2(pki,m))) = m.

3.3.2 Security Notions

In this section, we present a CCA security (US-CCA, for short) definition for unidirectional

single-hop PRE, which naturally extends that of [14, 25].

Definition 22 (Game Framework of US-CCA Security). The game framework of chosen-

ciphertext security is as follows.

Setup. The challenger C takes a security parameter 1λ and executes the setup algorithm to get the

public parameters PP . C executes the key generation algorithm nun times resulting a list

Lun of public/private keys PKun,SKun for uncorrupted users. C also executes the key gen-

eration algorithm ncorr times resulting a list Lcorr of public/private keys PKcorr,SKcorr
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for corrupted users. Next, C picks a challenge key pair (pki∗ , ski∗) ← KGen(PP ). A
gets PP , PK = (PKun,PKcorr), SKcorr, and the challenge public key pki∗ .

Phase 1. A adaptively queries to oracles Ork,Ore, Odec1 , and Odec2:

– Ork takes (pki, pkj) and returns a re-encryption key rki→j ← ReKey(ski, pkj).

– Ore takes public keys pki, pkj and a second-level ciphertext CTi, and returns a re-

encryption of CTi from pki to pkj .

– Odec1 takes a public key pk and a first-level ciphertext CT , and returns the decryption of

CT using the private key with respect to pk if pk ∈ PK ∪ {pki∗}; otherwise returns

symbol ⊥.

– Odec2 takes a public key pk and a second-level ciphertext CT , and returns the decryption

of CT using the private key with respect to pk if pk ∈ PK∪{pki∗}; otherwise returns

⊥.

Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext is for

the challenge: first level (encrypted by Enc1 or re-encrypted by ReEnc) or second level

(encrypted by Enc2).

– In the cases that the challenge ciphertext is the one encrypted by Enc1 or Enc2, A
outputs two messages m0,m1 ∈ M. Challenger C flips a random coin σ ∈ {0, 1}, and

sends A a challenge ciphertext CT ∗ depending on pki∗ and mσ.

– In the case that the challenge ciphertext is the one re-encrypted by ReEnc, A outputs a

(corrupted or not) public key pki′ , and two second-level ciphertexts CT0, CT1 which can

be re-encrypted from pki′ to pki∗ . Challenger C flips a random coin σ ∈ {0, 1}, and sends

A a challenge ciphertext CT ∗ ← ReEnc(rki′→i∗ , CTσ).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

The precise conditions of the attacks to second and first-level ciphertexts are described separately

as follows.

CCA Security of Second-Level Ciphertext. Intuitively speaking, in this model the adversary

A challenges with an untransformed ciphertext encrypted by Enc2 for a target user i∗. In the

game, A can ask for the re-encryption of many ciphertexts or even a set of re-encryption keys.

These queries are allowed as long as they would not allow A to decrypt trivially. For examples,

A should not get the re-encryption key from user i∗ to user j if the secret key of user j has

been compromised; however, A can certainly get a re-encryption of the challenge ciphertext from

user i∗ to user j as long as j is an honest user and the decryption oracle of user j has not been

queried with the resulting transformed ciphertext. This explains the intuition behind the notion of

derivative and the associated restrictions.

Definition 23 (2nd-US-CCA Security [17]). For 2nd-US-CCA security, the adversary A plays

the CCA game with the challenger C as in Definition 22, where the challenge ciphertext is formed

by CT ∗ ← Enc2(pki∗ ,mσ), and A has the following additional constraints:
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1. Ork(pki∗ , pkj) is only allowed if pkj is an uncorrupted key.

2. Ore(pki∗ , pkj , CT ∗) is only allowed if pkj is an uncorrupted key.

3. Odec1 is only allowed if (pk,CT ) is not a derivative of (pki∗ , CT ∗) (to be defined later).

We define A’s advantage in attacking the scheme at second-level ciphertext as

Advsecond-CCA
PRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣. A unidirectional single-hop scheme is defined

to be 2nd-US-CCA secure, if for any probabilistic polynomial-time algorithm adversary A, the

advantage Advsecond-CCA
PRE,A (λ) is negligible.

Definition 24 (Derivatives for CCA Security [17]). Derivatives of (pki∗ , CT ∗) in the CCA setting

is defined as follows:

1. Reflexivity: (pki∗ , CT ∗) is a derivative of itself.

2. Derivative by re-encryption query: If A has issued a re-encryption query (pki∗ , pkj , CT ∗)

and obtained the resulting re-encryption ciphertext CTj , then (pkj , CTj) is a derivative of

(pki∗ , CT ∗).

3. Derivative by re-encryption key generation query: If A has issued a re-encryption key

generation query (pki∗ , pkj) to obtain the re-encryption key rki∗→j , and computes CTj ←
ReEnc(rki∗→j, CT ∗), then (pkj , CTj) is a derivative of (pki∗ , CT ∗).

CCA Security of First-Level Ciphertext. The above definition provides adversaries with a

second-level ciphertext in the challenge phase. A complementary definition of security captures

their inability to distinguish first-level ciphertexts as well.

For single-hop schemes, A is granted access to all the re-encryption keys in this definition.

Since first-level ciphertexts cannot be re-encrypted, there is indeed no reason to keep attackers

from obtaining all the honest-to-corrupt re-encryption keys. The re-encryption oracle becomes

useless since all the re-encryption keys are available to A.

Definition 25 (1st-US-CCA Security). For 1st-US-CCA security, the adversaryA plays the CCA

game with the challenger C as in Definition 22, where the challenge ciphertext is formed as

follows.

1. If it is the one encrypted by Enc1: CT ∗ ← Enc1(pki∗ ,mσ).

2. If it is the one encrypted by ReEnc: CT ∗ ← ReEnc(rki′→i∗ , CTσ).

A has the only constraint that: Odec1(pki∗ , CT ∗) is not allowed.

We define A’s advantage in attacking the PRE scheme at first-level ciphertext as

Advfirst-CCA
PRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣. A unidirectional single-hop scheme is defined to

be 1st-US-CCA secure, if for any probabilistic polynomial-time adversary A, the advantage

Advfirst-CCA
PRE,A (λ) is negligible.

Definition 26 (US-CCA Security). We say a PRE scheme is US-CCA secure if the scheme is

1st-US-CCA and 2nd-US-CCA secure.
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Master Secret Security Master secret security is considered by Ateniese et al. [4] which cap-

tures the intuition that, even if a dishonest proxy colludes with the delegatee, they still cannot

derive the delegator’s private key in full. The attack mode is quite simple and can be covered

by the first-level ciphertext security (see e.g. [42]). The reason behind is easy to see that there is

no restriction in the re-encryption key generation queries, and that decryption is easy when the

adversary can derive the delegator’s private key in full.

3.3.3 Discussion in the Comparison with the Previous Security Models

In comparison with the security model of [14], ours is strengthened by giving an adversary all the

possible resources as the observation in [25]. In particular, we allow the adversary to make both

first and second level decryption queries.

Our security model is stronger than that of [25] by two reasons which are explained in the

next subsections, respectively.

3.3.3.1 Discussion on the Security Notion of second-level ciphertext

In this section, we will show why our security notion of second-level ciphertext is stronger than

that of [25], which we denote by w-2nd-CCA security.

First, it is not difficult to see that our security notion implies that of [25] (i.e., a scheme

which is 2nd-US-CCA secure is also w-2nd-CCA secure). Indeed, the difference between these

notions is only in the constraints on the first level decryption queries in which our notion is more

loosely than that of [25]. In particular, the difference is the response of the challenger in the case

that A has asked a re-encryption key query (pki∗ , pkj ∈ PK) previously, then asks a first level

decryption query of CTj with the public key pkj . In the notion of [25], the challenger returns the

symbol “test” whenever Dec1(skj , CTj) ∈ {m0,m1}. Whereas, in our notion, the challenger

returns the symbol ⊥ only if CTj is computed by re-encrypting the challenge ciphertext using the

re-encryption key rki∗→j; otherwise it returns Dec1(skj , CTj).

Second, we show that our notion is strictly stronger than that of [25] by giving a scheme

which is w-2nd-CCA secure, but is not 2nd-US-CCA secure. In particular, using a secure PRE

scheme Π in the sense of the definition of [25], and a CCA-secure public key encryption scheme

PKE = (P.KGen,P.Enc,P.Dec) as two building blocks, we construct a scheme Π′ as fol-

lows.

The Construction of the Scheme Π′. Algorithms for parameters generation, re-encryption key

generation, second level encryption, and second level decryption are identical to the scheme Π.

The other algorithms are as follows.

• The key generation algorithm Π′.KGen runs the key generation algorithms Π.KGen and

P.KGen, obtaining two pair of keys (pk, sk) and (ek, dk), respectively. Then, it outputs

a pair of key (Pk, Sk), where Pk = (pk, ek) and Sk = (sk, dk).

• The re-encryption algorithm Π′.ReEnc with input a second-level ciphertext CT and

a re-encryption key first runs the re-encryption algorithm Π.ReEnc with the same

input CT , generating a ciphertext rCT . Then, it computes and outputs re-CT ←
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P.Enc(ek, rCT ||0) (i.e., an encryption of rCT ||0 under the encryption key ek) as re-

encrypted ciphertext.

• The first level decryption algorithm Π′.Dec1 for Π′ with input re-CT and Sk = (sk, dk)

first computes rCT ||a = P.Dec(dk, re-CT ). Then it runs the first level decryption algo-

rithm Π.Dec1 with input rCT and sk (i.e., ignore the last bit a), and outputs the obtained

output.

Security Analysis. First, we show that the scheme Π′ is w-2nd-CCA secure. Then, we show that

Π′ is not secure in the sense of our notion by giving an adversary which can break its 2nd-US-

CCA security.

In more details, the w-2nd-CCA security of Π′ is guaranteed by the following theorem.

Theorem 1. The scheme Π′ is w-2nd-CCA secure, assuming that the underlying scheme Π is

w-2nd-CCA secure and the PKE scheme PKE is CCA-secure.

Proof. Suppose there exists an adversary A who can break the w-2nd-CCA security of Π′ then

we show how to construct another algorithm B that can break the w-2nd-CCA security of Π. B
works with interacting with the adversary A as follows.

Setup: B initializes an empty lists Lre, then maintains it to record all re-encryption ciphertext

of the challenge ciphertext in the game. B gets the public parameter PP and PK∗ =

PK ∪ {pki∗} from the challenger in the game of attacking the wCCA-security of Π. Next,

B generates the challenge key and the other keys (in the game with A) as follows.

– The challenge key: B generates (eki∗ , dki∗) ← P.KGen, and sets Pki∗ = (pki∗ , eki∗)

(meaning that Ski∗ = (ski∗ , dki∗), where B knows only dki∗ ).

– For the other keys: B generates (eki, dki) ← P.KGen, and sets Pki = (pki, eki)

(meaning that Ski = (ski, dki), where B knows only dki). B adds Pki to PK′.

B provides A with public parameter PP and PK∗′ = PK′ ∪ {Pki∗}.

Find stage. B answers the queries from A as follows.

Re-Encryption Key Generation Query. For a re-encryption key generation query (Pki ∈
PK∗′, Pkj), where Pkj is an arbitrary public key chosen by A, B responds as follows.

If pki = pki∗ and pkj /∈ PK∗′, then B outputs ⊥. Otherwise, B queries (pki, pkj) to the

re-encryption key generation oracle in the game of attacking the w-2nd-CCA security of

Π, obtaining a re-encryption key rki→j . B returns the obtained re-encryption key to A.

Re-Encryption Query. For a re-encryption query (Pki ∈ PK∗′, Pkj , CTi), B responds as fol-

lows. If (Pki, CTi) = (Pki∗ , CT ∗) and pkj /∈ PK∗′, then B outputs ⊥. Otherwise, B first

queries (pki, pkj , CTi) to the re-encryption oracle in the game of attacking the wCCA-

security of Π, obtaining a re-encrypted ciphertext rCT . Then B computes and outputs

re-CT ← P.Enc(ekj , rCT ||0) as the answer for A. If (Pki, CTi) = (Pki∗ , CT ∗) holds,

then B adds (j, rCT ) to the list Lre.
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First Level Decryption Query. For a first level decryption query (Pki ∈ PK∗′, CTi), if A has

asked a re-encryption query (Pki∗ , Pki, CT ∗) and obtained CTi previously, then B returns

⊥ to A. Otherwise, B first computes rCT ||a = P.Dec(dki, CTi). If A has not asked

the re-encryption key query (Pki∗ , Pki) previously, and (i, rCT ) ∈ Lre then B returns ⊥
and aborts. (We will show after the proof of Theorem 1 that the probability of this event is

negligible.) Otherwise, it queries (pki, rCT ) to the first level decryption oracle in the game

of attacking the wCCA-security of Π, and outputs the obtained answer.

We have the following claim (the proof of this claim will be shown after that of Theorem 1).

Claim 1. The probability of the event which B aborts in the above case is negligible, as-

suming that PKE is CCA-secure.

Second Level Decryption Query. For a second level decryption query (Pki ∈ PK∗′, CTi), B
queries (pki, CTi) to the second decryption oracle in the game of attacking the w-2nd-CCA

security of Π, and outputs the obtained answer.

Challenge. When A decides that Phase 1 is over, it outputs two equal-length messages

m0,m1 ∈ GT . At this stage, B gives these messages as the challenge ones to the challenger.

After receiving the output from the challenger, B returns it to A as the challenge ciphertext.

Guess stage. The adversary A continues to issue the rest queries. In this stage, B can respond

these queries for A as in the find stage.

Output. Eventually, adversary A returns a guess σ′ ∈ {0, 1}. B output it (i.e., σ′) as the final

output in the game of attacking the w-2nd-CCA security of Π.

This completes the description of the simulation.

It is easy to see that the simulation is perfect, therefore we have that if A can break the w-

2nd-CCA security of Π′, then B can break that of Π.

The theorem follows.

In order to complete the proof of Theorem 1, we now present the proof of Claim 1.

Proof of Claim 1. Assume towards a contradiction that after the challenge phase is finished, there

exist an adversary A′ can output a first-level ciphertext CTi which (i, rCT ) is in the list Lre,

where rCT ||a = P.Dec(dki, CTi). Then we show that we can use A′ to construct algorithm B′
which can break the CCA-security of the scheme PKE.

B′ works almost the same as the algorithm B in the proof of Theorem 1, except that in the

setup phase instead of receiving key pairs (pki, ski) from the challenger, B′ runs the key gener-

ation algorithm of Π by himself to generate them. B′ then chooses t
R←− {1, ..., n} and sets the

challenge public key in the CCA-security game of PKE to be the public key ekt.

Now, since B′ knows {ski}i and {dki}i 6=t, B′ can simulate re-encryption key generation, re-

encryption, and second level decryption queries perfectly. Also, B′ can simulate first decryption

queries using decryption queries on ekt, and secret keys {ski}i, {dki}i 6=t that B′ knows.

After the challenge phase is finished, whenA′ queriesOre(Pki∗ , pkt, CT ∗), B′ first computes

rCT ← Π.ReEnc and adds (t, rCT ) to the list Lre. B′ then outputs two massages m0 =
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rCT ||0,m1, where m1 is randomly chosen from the message space of PKE, as the challenge

plaintext in the CCA game with the scheme PKE and receives a challenger ciphertext C∗. B′
returns C∗ to A′.

In the first time thatA′ queries Odec1(pki, CTi) such that i = t and (i, rCT ) is in the list Lre,

where rCT ||a = P.Dec(dki, CTi). B′ outputs 0 to guess σ = 0 in the CCA game of PKE, and

terminates the game with A′.

Since B′ perfectly simulates the wCCA game for A′ and the assumption that A′ can output

a first-level ciphertext CTi as above (i.e., i = t and (i, rCT ) is in the list Lre, where rCT ||a =

P.Dec(dki, CTi)), B′ succeeds in guessing σ with the probability of 1/n. In another words, B′
can break the CCA-security of the scheme PKE.

We have shown that the scheme Π′ is w-2nd-CCA secure. We now show that Π′ is not secure in

the sense of our notion by giving an adversary A which can break its 2nd-US-CCA security. In

particular, A does as follows.

1. After receiving the challenge ciphertext CTi∗ ,A queriesOrk to obtain a valid re-encryption

key rki∗→j from challenger to uncorrupted user j.

2. A first computes rCT ← Π.ReEnc(rki∗→j, CTi∗). Then, it computes and outputs

re-CTj ← P.Enc(ek, rCT ||1) (i.e., an encryption of rCT ||1 instead of rCT ||0 as in

the algorithm Π′.ReEnc) as re-encrypted ciphertext.

3. A issues a decryption oracle query under Pkj to decrypt the re-encrypted ciphertext

re-CTj , and the result is the message encrypted in CTi∗ . Note that, since re-CTj is an

encryption of rCT ||1 (under the encryption key ek), (Pkj , re-CTj) is not a derivative of

(Pki∗ , CTi∗) and this decryption query is not restricted in our security model.

3.3.3.2 Discussion on the Security Notion of first-level ciphertext

In this section, we will show why our security notion of first-level ciphertext is stronger than that

of [25], which we denote by w-1st-CCA security.

First, it is not difficult to see that our security notion implies that of [25] (i.e., a scheme which

is 1st-US-CCA secure is also w-1st-CCA secure). Indeed, the difference between these notions is

the action of the adversary and the challenger in the challenge phase. In our model, the adversary

give the challenger a public key pki′ , and two second-level ciphertexts CT0, CT1 which can be

re-encrypted from pki′ to pki∗ . The challenger flips a random coin σ ∈ {0, 1}, and sendsA a chal-

lenge ciphertext CT ∗ ← ReEnc(rki′→i∗ , CTσ). Whereas, in the model of [25], the adversary

give the challenger a public key pki′ , and two messages m0,m1. The challenger flips a random

coin σ ∈ {0, 1}, and sends A a challenge ciphertext CT ∗ ← ReEnc(rki′→i∗ ,Enc(pki′ ,mσ)).

Therefore, any adversary that can distinguish the first-level ciphertexts of two challenge messages,

can also distinguish the re-encryptions of two challenge second-level ciphertexts.

Second, we show that our notion is strictly stronger than that of [25] by giving a scheme which

is w-1st-CCA secure, but is not 1st-US-CCA secure.

Roughly speaking, different with the notion of [25], ours captures the CCA security of first-

level ciphertext, especially that of re-encrypted ciphertext. Intuitively, this guarantees that the
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re-encrypted ciphertext is still secure even the adversary compromised the delegator and also the

proxy. In particular, the compromise of rki′→i∗ corresponds to the fact that the proxy, which is

designated by the delegator pki′ for the delegation to the delegatee pki∗ , is compromised. Ideally,

it seems that whether the delegator pki′ is compromised or not in this situation does not affect

the security of the transformed ciphertext for pki∗ . However, if the adversary A compromised the

delegator pki′ and also the proxy, A can simply ask the proxy to surrender the original cipher-

text Enc(pki′ ,mσ) before any actual transformation, and uses ski′ to decrypt trivially. So if the

re-encrypted ciphertext contains a part of the original ciphertext, then with the original cipher-

text Enc(pki′ ,mσ), ski′ , and rki′→i∗ A can easily determine the message which the challenge

ciphertext is decrypted to. It is true that if the proxy was initially honest and erased the original

ciphertexts after their transformation, the same attack does not apply; however, a ciphertext is

by definition public in nature and the adversary may have captured the ciphertext already and

decrypt it when ski′ is obtained. Therefore, to capture the sense of a stronger CCA security,

we should consider the security model where the first-level ciphertexts by the two ways satisfy

indistinguishability.

Next, following the above intuition, we give a concrete scheme Π which is w-1st-CCA secure,

but is not 1st-US-CCA secure. The construction of the scheme Π is as follows.

Setup: (p, g,G,GT )
R←− Setup(1λ), PKE = (PKGen,PEnc,PDec) is a PKE scheme of

which the message space is G×G2
T . Return PP = (p, g,G,GT ).

KGen: On input PP = (p, g,G,GT ), choose x
R←− Zp, (ek, dk) ← PKGen and output

(pk, sk), where pk = (gx, ek), sk = (x, dk).

ReKey: On input a private key ski = (ski,1, ski,2) and a public key pkj = (pkj,1, pkj,2), the

algorithm outputs rki→j = pk
1/ski,1
j,1 (= gxj/xi).

Enc1: Given pk = (pk1, pk2) and a message m ∈ GT , choose r, r′
R←− Zp and compute: C1 =

pkr
′r

1 , C2 = e(g, g)r · m, C3 = e(pkr1, g), CT ′
i = C1||C2||C3; Ĉ ← PEnc(pk2, CT ′

i ).

Finally, output CT = (C1, Ĉ).

Enc2: Given pk = (pk1, pk2) and a message m ∈ G, choose r
R←− Zp and compute: C1 = pkr1,

C2 = e(g, g)r ·m. Finally, output CT = (C1, C2).

ReEnc: On input two public keys pki, pkj , a re-encryption key rki→j , and an original ciphertext

CTi this algorithm does as follows:

Compute C3 = e(C1, rki→j); CT ′
i = C1||C2||C3; Ĉ ← PEnc(ekj , CT ′

i ).

Finally, output CTj = (C1, Ĉ).

Dec2: Given sk = (x, dk) and a ciphertext CT , output m = C2

e(C
1/x
1 ,g)

.

Dec1: Given (pkj , skj), and a ciphertext CTj = (C, Ĉ), do as follows.

Compute CT ′
i = PDec(dkj , Ĉ);

Parse CT ′
i = C1||C2||C3, if C1 6= C , then output ⊥ and halt.
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Else, output m = C2

C
1/xj
3

.

Security Analysis. First, we show that the scheme Π is w-1st-CCA secure. Then, we show that

Π is not secure in the sense of our notion by giving an adversary which can break its 1st-US-CCA

security.

The w-1st-CCA security of Π is guaranteed by the following theorem.

Theorem 2. The above scheme is w-1st-CCA secure, assuming that the PKE scheme PKE is

CCA-secure.

Proof. Suppose there exists an adversary Awho can break the w-1st-CCA security of Π, then we

show how to construct another algorithm B that can break the CCA-security of PKE. B works

with interacting with adversary A as follows.

Setup: B gets the public parameter PP and the challenge public key eki∗ from the challenger in

the game of attacking the CCA-security of PKE. Next, B generates the challenge key (in

the game with A) as follows. B chooses x∗
R←− Zp, and sets pki∗ = (gx

∗
, eki∗) (meaning

that ski∗ = (x∗, dki∗), where B knows only x∗). B provides A with the public parameter

PP and pki∗ .

Find stage. B answers the queries from A as follows.

Re-Encryption Key Generation Query. For a re-encryption key generation query pk =

(pk1, pk2), B computes and returns pk
1/x∗

1 to A.

First Level Decryption Query. For a first level decryption query CT = (C, Ĉ), B responds

as follows. B first queries Ĉ to the decryption oracle in the game of attacking the CCA-

security of PKE, and receives the answer C1||C2||C3. If C1 6= C , then B outputs ⊥.

Otherwise, B outputs m = C2

C
1/x∗

3

.

Second Level Decryption Query. For a second level decryption query CT , B queries CT to

the decryption oracle in the game of attacking the CCA-security of PKE, and outputs the

obtained answer.

Challenge. At this stage, A outputs a public key pkA = (pk1, pk2) and two equal-length mes-

sages m0,m1 ∈ GT . B first chooses r
R←− Zp, and computes C1 = pkr1, C2 = e(g, g)r ·m0, C

′
2 =

e(g, g)r · m1, C3 = e(g, g)x
∗r. Then, B sets CT0 = C1||C2||C3, CT1 = C1||C ′

2||C3 and

gives them as two challenge plaintexts to the challenger. After receiving the output C∗ ←
PEnc(ek∗, CTσ) from the challenger, B returns CT ∗ = (C1, C

∗) to A as the challenge ci-

phertext.

Guess stage. The adversary A continues to issue the rest queries. At this stage, B can respond

these queries for A as in the find stage.
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Output. Eventually, A returns a guess σ′ ∈ {0, 1}. B outputs it (i.e., σ′) as the final output in

the game of attacking the CCA-security of PKE.

This completes the description of the simulation.

Next, we analyze the simulation.

In the challenge phase, since C1||C2 and C1||C ′
2 are the encryptions of m0 and m1 under

the public key pkA (with the same randomness r), respectively, CT ∗ = (C1, C
∗) is really a

re-encrypted ciphertext of the message mσ. Therefore the simulation of this phase is perfect.

It is easy to see that the other simulations are also perfect, therefore we have that if A can

break the first level security (in the sense of definition in [25]) of Π, then B can break the CCA-

security of PKE.

The theorem follows.

We have shown that the scheme Π is w-1st-CCA secure. We now show that Π is not secure in

the sense of our notion by giving an adversary Â which can break its 1st-US-CCA security. In

particular, Â does as follows.

1. Â gives the challenger a public key pki, and two messages CT0, CT1 which can be re-

encrypted from pki′ to pki∗ , where CT0 = (C1, C2), CT1 = (C ′
1, C

′
2), and C1 6= C ′

1.

2. After receiving the challenge ciphertext CTi∗ = (C, Ĉ), Â outputs 0 if C = C1, else

returns 1 if C = C ′
1. Note that, since CTi∗ ← ReEnc(rki→i∗ , CTσ), we have C = C1 if

σ = 0 and C = C ′
1 if σ = 1. Therefore, Â succeeds in breaking the 1st-US-CCA security

of the scheme.

3.4 Conditional Proxy Re-Encryption

In this section, we first review the model of conditional proxy re-encryption. Then, we present

security models for CPRE, which naturally extends that of [68] as the observation in Section 3.3.

In particular, we allow the adversary to make both first and second level decryption queries in the

second level security game. Following the observation in [25], we can also show that in general

by giving the adversary the second level decryption oracle the condition CCA security will be

strictly stronger.

3.4.1 Model

In this section, we review the model of conditional PRE.

Definition 27 (Conditional Proxy Re-Encryption [68]). A CPRE scheme is a tuple of algorithms

Π = (Setup,KGen,RKGen,Enc1,Enc2,Dec1,Dec2) for message spaceM:

• Setup(1n) → PP . On input security parameter 1n, the setup algorithm outputs a public

parameter PP .

• KGen(PP )→ (pk , sk). On input parameter PP , the key generation algorithm outputs a

public key pk and a secret key sk .
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• RKGen(PP , sk i, pk j, ω) → rk i→j|ω. On input parameter PP , a secret key sk i, a pub-

lic key pk j , and a condition ω, this algorithm outputs a unidirectional re-encryption key

rk i→j|ω.

• Enc1(PP , pk ,m) → CT . On input parameter PP , a public key pk , and a message

m ∈ M, the encryption algorithm outputs a first-level ciphertext CT that cannot be re-

encrypted for another party.

• Enc2(PP , pk ,m, ω) → CT . On input parameter PP , a public key pk , a message m ∈
M, and a condition ω, the encryption algorithm outputs a second-level ciphertext CT that

can be re-encrypted into a first level one (intended for a possibly different receiver) using

the suitable re-encryption key.

• ReEnc(PP , pki, pkj , rk i→j|ω,CT i) → CT j . On input parameter PP , two public keys

pki, pkj , a re-encryption key rk i→j|ω, and an original ciphertext CT i associated with ω

under public key pk i, the re-encryption algorithm outputs a first-level ciphertext for j or

the symbol ⊥.

• Dec1(PP , sk ,CT ) → m. On input parameter PP , a secret key sk , and a first-level

ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol ⊥.

• Dec2(PP , sk ,CT ) → m. On input parameter PP , a secret key sk , and a second-level

ciphertext CT , the decryption algorithm outputs a message m ∈ M or the symbol ⊥.

To lighten notations, from now, we will omit the public parameter PP as the input of the

algorithms. We also omit two public keys pki, pkj as the input of the algorithm ReEnc when the

context is obvious.

For all m ∈ M and all pair (pk i, sk i), (pk j, sk j) these algorithms should satisfy the following

conditions of correctness:

Dec1(sk i,Enc1(pk i,m)) = m;

Dec2(sk i,Enc2(pk i,m, ω)) = m;

Dec1(sk j ,ReEnc(RKGen(sk i, pk j, ω),Enc2(pk i,m, ω))) = m.

3.4.2 Security Notions

In this section, we present a game framework of selective and adaptive condition chosen-

ciphertext security, respectively.

The purpose of this thesis is to solve the open problem left by Weng et al. [68]. It is enough

to present a scheme which is secure in the CCA-security model proposed in [68] without random

oracles. However, recently, there are many researchs in which the CCA security model of PRE

is strengthened, refer to [14, 25, 33] for some examples. Therefore, in this thesis, we consider

how to construct conditional PRE schemes which are secure in a stronger model extended from

that of [68]. In particular, we allow the adversary to make both first and second level decryption

queries.
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3.4.2.1 Selective Condition CCA Security

In this section, we first present a game framework of selective condition chosen-ciphertext se-

curity. We then define second/first level CCA security based on this game framework. Roughly

speaking, these security models are extensions of those proposed by Weng et al. [68] as the ob-

servation in [33].

Definition 28 (Game Framework of Selective Condition CCA Security). The game framework of

selective condition chosen-ciphertext security is as follows.

Initiation. The game begins with A first outputting a condition ω∗ that it intends to attack.

Setup. The challenger C takes a security parameter 1n and executes the setup algorithm to get the

system parameter PP . C executes the key generation algorithm nun times resulting a list

Lun of public/private keys PKun,SKun and executes the key generation algorithm ncorr

times resulting a list Lcorr of public/private keys PKcorr,SKcorr. Next, C picks a challenge

user’s key pair (pki∗ , ski∗)← KGen(PP ). A gets PP , PK = (PKun,PKcorr), SKcorr,

and the challenge public key pki∗ .

Phase 1. A adaptively queries to oracles Ork,Ore, Odec1 , and Odec2:

– Ork takes (pki, pkj , ω) and returns a re-encryption key rki→j|ω ←
RKGen(ski, pkj , ω).

– Ore takes public keys pki, pkj , a second-level ciphertext CTi, and a condition ω, then

returns a re-encryption of CTi from pki to pkj .

– Odec1 takes a public key pk and a first-level ciphertext CT , then returns the decryption

of CT using the private key with respect to pk if pk ∈ PK∪{pki∗}; otherwise returns

symbol ⊥.

– Odec2 takes a public key pk, a condition ω, and a second-level ciphertext CT , then

returns the decryption of CT using the private key with respect to pk if pk ∈ PK ∪
{pki∗}; otherwise returns ⊥.

Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext is for

the challenge: first level (encrypted by Enc1 or re-encrypted by ReEnc) or second level

(encrypted by Enc2).

– In the cases that the challenge ciphertext is the one encrypted by Enc1 or Enc2, A
outputs two messages m0,m1 ∈ M. Challenger C flips a random coin σ ∈ {0, 1}, and

sends A a challenge ciphertext CT ∗ depending on pki∗ , ω
∗, mσ.

– In the case that the challenge ciphertext is the one re-encrypted by ReEnc, A outputs a

(corrupted or not) public key pki′ , and two second-level ciphertexts CT0, CT1 which can

be re-encrypted from pki′ to pki∗ . Challenger C flips a random coin σ ∈ {0, 1}, and sends

A a challenge ciphertext CT ∗ ← ReEnc(rki′→i∗|ω∗ , CTσ).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.
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The precise conditions of the attacks to second and first-level ciphertexts are described separately

as follows.

Selective Condition CCA Security of Second-Level Ciphertext. Intuitively speaking, in this

model the adversaryA challenges with an untransformed ciphertext CT ∗ encrypted under a target

public key pk i∗ and a target condition ω∗. In a PRE scheme, however, A can ask for the re-

encryption of many ciphertexts or even a set of re-encryption keys. These queries are allowed

as long as they would not allow A to decrypt trivially. For examples, A should not get the re-

encryption key from user i∗ to user j under the condition ω∗ if the secret key of user j has been

compromised.

Definition 29 (2nd-sCond-CCA Security). For 2nd-sCond-CCA security, the adversary A plays

the CCA game with the challenger C as in Definition 28, where the challenge ciphertext is formed

by CT ∗ ← Enc2(pki∗ ,mσ, ω
∗), and A has the following additional constraints:

1. Ork(pki∗ , pkj , ω
∗) is only allowed if pkj is an uncorrupt key.

2. If A issues Ore(pki, pkj , CTi, ω) where pkj is a corrupted key, (pki, CTi, ω) cannot be a

derivative of (pki∗ , CTi∗ , ω
∗) (to be defined later).

3. Odec1 is only allowed if (pk,CT, ω) is not a derivative of (pki∗ , CTi∗ , ω
∗).

We define A’s advantage in attacking the CPRE scheme at second-level ciphertext as

Adv2nd-sCond
CPRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣. A unidirectional CPRE scheme is defined to be 2nd-

sCond-CCA secure, if for any PPT adversary A, the advantage Adv2nd-sCond
CPRE,A (λ) is negligible.

Definition 30 (Derivative for Chosen-Ciphertext Security). Derivatives of (pki∗ ,CT i∗ , ω
∗) in the

CCA setting is defined as follows:

1. Reflexivity: (pki∗ , CTi∗ , ω
∗) is a derivative of itself.

2. Derivative by re-encryption: If A has issued a re-encryption query (pk, pk′, CT, ω)

and obtained the resulting re-encryption ciphertext CT ′, then (pk′, CT ′, ω) is a derivative of

(pk,CT, ω).

3. Derivative by re-encryption key: If A has issued a re-encryption key generation query

(pk, pk′, ω) to obtain the re-encryption key rk, and CT ′ ← ReEnc(rk,CT ), then (pk′, CT ′, ω)

is a derivative of (pk,CT, ω).

The above derivative definition is taken from Definition 34, adapted for the game framework

of condition chosen-ciphertext security.

Selective Condition CCA Security of First-Level Ciphertext. For single-hop schemes, A is

granted access to all the re-encryption keys in this definition. Since first-level ciphertexts cannot

be re-encrypted, there is indeed no reason to keep attackers from obtaining all the honest-to-

corrupt re-encryption keys. The re-encryption oracle becomes useless since all the re-encryption

keys are available to A.

Definition 31 (1st-sCond-CCA Security). For 1st-sCond-CCA security, the adversary A plays

the CCA game with the challenger C as in Definition 28, where the challenge ciphertext is formed

as follows.

1. In the case of original ciphertext, CT ∗ ← Enc1(pki∗ ,mσ).

2. In the case of re-encrypted ciphertext, CT ∗ ← ReEnc(rki′→i∗|ω∗ , CTσ).

A has the only constraint that: Odec1(pki∗ , CT ∗) is not allowed.
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We define A’s advantage in attacking the CPRE scheme at first-level ciphertext as

Adv1st-sCond
CPRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣. A unidirectional CPRE scheme is defined to be 1st-

sCond-CCA secure, if for any PPT adversary A, the advantage Adv1st-sCond
CPRE,A (λ) is negligible.

Remark 1. The above definition (for first-level ciphertext security) is a strict extension of that

of [68], since it additionally includes the CCA security for the re-encrypted ciphertext. Intuitively,

this guarantees that the re-encrypted ciphertext is still secure even the adversary compromised the

delegator and also the proxy.

3.4.2.2 Adaptive Condition CCA Security

In this section, we first present a game framework of adaptive condition chosen-ciphertext secu-

rity. We then define second/first level CCA security based on this game framework. Roughly

speaking, these security models are extensions of those proposed by Weng et al. [68] as the ob-

servation in [33].

Intuitively, the definitions of the adaptive condition CCA security for second/first-level ci-

phertext (2nd-aCond-CCA and 1st-aCond-CCA, respectively) are almost the same as those of

2nd-sCond-CCA and 1st-sCond-CCA, respectively, except that the adversary A outputs its cho-

sen challenge condition ω∗ in the challenge phase instead of the initialization phase. The details

are as follows.

Definition 32 (Game Framework of Adaptive Condition CCA Security). The game framework of

adaptive condition chosen-ciphertext security is as follows.

Setup. The challenger C takes a security parameter 1n and executes the setup algorithm to get the

system parameter PP . C executes the key generation algorithm nun times resulting a list

Lun of public/private keys PKun,SKun and executes the key generation algorithm ncorr

times resulting a list Lcorr of public/private keys PKcorr,SKcorr. Next, C picks a challenge

user’s key pair (pki∗ , ski∗)← KGen(PP ). A gets PP , PK = (PKun,PKcorr), SKcorr,

and the challenge public key pki∗ .

Phase 1. A adaptively queries to oracles Ork,Ore, Odec1 , and Odec2:

– Ork takes (pki, pkj , ω) and returns a re-encryption key rki→j|ω ←
RKGen(ski, pkj , ω).

– Ore takes public keys pki, pkj , a second-level ciphertext CTi, and a condition ω, then

returns a re-encryption of CTi from pki to pkj .

– Odec1 takes a public key pk and a first-level ciphertext CT , then returns the decryption

of CT using the private key with respect to pk if pk ∈ PK∪{pki∗}; otherwise returns

symbol ⊥.

– Odec2 takes a public key pk, a condition ω, and a second-level ciphertext CT , then

returns the decryption of CT using the private key with respect to pk if pk ∈ PK ∪
{pki∗}; otherwise returns ⊥.
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Challenge. When A decides that Phase 1 is over, it also decides which type of ciphertext is for

the challenge: first level (encrypted by Enc1 or re-encrypted by ReEnc) or second level

(encrypted by Enc2).

– In the cases that the challenge ciphertext is the one encrypted by Enc1 or Enc2, A
outputs two messages m0,m1 ∈ M, and a target condition ω∗. Challenger C flips a

random coin σ ∈ {0, 1}, and sends A a challenge ciphertext CT ∗ depending on pki∗ , ω
∗,

mσ.

– In the case that the challenge ciphertext is the one re-encrypted by ReEnc, A outputs a

(corrupted or not) public key pki′ , a target condition ω∗, and two second-level ciphertexts

CT0, CT1 which can be re-encrypted from pki′ to pki∗ . Challenger C flips a random coin

σ ∈ {0, 1}, and sends A a challenge ciphertext CT ∗ ← ReEnc(rki′→i∗|ω∗ , CTσ).

Phase 2. A issues queries as in Phase 1.

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.
The precise conditions of the attacks to second and first-level ciphertexts are described separately

as follows.

Adaptive Condition CCA Security of Second-Level Ciphertext. Intuitively speaking, in this

model the adversaryA challenges with an untransformed ciphertext CT ∗ encrypted under a target

public key pk i∗ and a target condition ω∗. In a PRE scheme, however, A can ask for the re-

encryption of many ciphertexts or even a set of re-encryption keys. These queries are allowed

as long as they would not allow A to decrypt trivially. For examples, A should not get the re-

encryption key from user i∗ to user j under the condition ω∗ if the secret key of user j has been

compromised.

Definition 33 (2nd-aCond-CCA Security). For 2nd-aCond-CCA security, the adversary A plays

the CCA game with the challenger C as in Definition 32, where the challenge ciphertext is formed

by CT ∗ ← Enc2(pki∗ ,mσ, ω
∗), and A has the following additional constraints:

1. Ork(pki∗ , pkj , ω
∗) is only allowed if pkj is an uncorrupt key.

2. If A issues Ore(pki, pkj , CTi, ω) where pkj is a corrupted key, (pki, CTi, ω) cannot be a

derivative of (pki∗ , CTi∗ , ω
∗) (to be defined later).

3. Odec1 is only allowed if (pk,CT, ω) is not a derivative of (pki∗ , CTi∗ , ω
∗).

We define A’s advantage in attacking the CPRE scheme at second-level ciphertext as

Adv2nd-aCond
CPRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣. A unidirectional CPRE scheme is defined to be 2nd-

aCond-CCA secure, if for any PPT adversary A, the advantage Adv2nd-aCond
CPRE,A (λ) is negligible.

Definition 34 (Derivative for Chosen-Ciphertext Security). Derivatives of (pki∗ ,CT i∗ , ω
∗) in the

CCA setting is defined as follows:

1. Reflexivity: (pki∗ , CTi∗ , ω
∗) is a derivative of itself.

2. Derivative by re-encryption: If A has issued a re-encryption query (pk, pk′, CT, ω)

and obtained the resulting re-encryption ciphertext CT ′, then (pk′, CT ′, ω) is a derivative of

(pk,CT, ω).

3. Derivative by re-encryption key: If A has issued a re-encryption key generation query

(pk, pk′, ω) to obtain the re-encryption key rk, and CT ′ ← ReEnc(rk,CT ), then (pk′, CT ′, ω)

is a derivative of (pk,CT, ω).
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The above derivative definition is taken from Definition 34, adapted for the game framework

of condition chosen-ciphertext security.

Apdaptive Condition CCA Security of First-Level Ciphertext. For single-hop schemes, A is

granted access to all the re-encryption keys in this definition. Since first-level ciphertexts cannot

be re-encrypted, there is indeed no reason to keep attackers from obtaining all the honest-to-

corrupt re-encryption keys. The re-encryption oracle becomes useless since all the re-encryption

keys are available to A.

Definition 35 ( 1st-aCond-CCA Security). For 1st-aCond-CCA security, the adversary A plays

the CCA game with the challenger C as in Definition 32, where the challenge ciphertext is formed

as follows.

1. In the case of original ciphertext, CT ∗ ← Enc1(pki∗ ,mσ).

2. In the case of re-encrypted ciphertext, CT ∗ ← ReEnc(rki′→i∗|ω∗ , CTσ).

A has the only constraint that: Odec1(pki∗ , CT ∗) is not allowed.

We define A’s advantage in attacking the CPRE scheme at first-level ciphertext as

Adv1st-aCond
CPRE,A (λ) =

∣

∣Pr[σ′ = σ] − 1/2
∣

∣. A unidirectional CPRE scheme is defined to be 1st-

aCond-CCA secure, if for any PPT adversary A, the advantage Adv1st-aCond
CPRE,A (λ) is negligible.

Remark 2. The above definition (for first-level ciphertext security) is a strict extension of that

of [68], since it additionally includes the CCA security for the re-encrypted ciphertext. Intuitively,

this guarantees that the re-encrypted ciphertext is still secure even the adversary compromised the

delegator and also the proxy.

40



Chapter 4

Schemes Based on Factoring
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4.1 Introduction

Proxy re-encryption introduced by Blaze, Bleumer, and Strauss [8], is a cryptosystem which

allows the proxy to re-encrypt a cirphertext without accessing the underlying message. This

process allows the proxy to manage distributed encryption by using a digital certificate or a re-

encryption key from the sender.

In [8], Blaze et al. proposed the first bidirectional PRE scheme. Ateniese, Fu,

Green, and Hohenberger [3, 4] presented unidirectional PRE schemes from bilinear maps in

2005. All of these schemes are only secure against chosen-plaintext attack (CPA). Canetti

and Hohenberger [16] presented the first bidirectional multi-hop PRE scheme that is se-

cure against replayable chosen-ciphertext attack (RCCA) in the standard model. Libert and

Vergnaud [42] proposed a unidirectional single-hop PRE scheme, which is also RCCA-secure
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in the standard model. The above schemes all rely on bilinear maps. In 2012, Hanaoka, Kawai,

Kunihiro, Matsuda, Weng, Zhang, and Zhao [25] proposed the first generic construction of CCA-

secure unidirectional single-hop PRE. However, since they only gave a concrete example which

also uses bilinear maps, it is unknown whether there is an instantiation without bilinear maps.

All of the above PRE schemes inherently rely on decisional assumptions, e.g., the decisional

Diffie-Hellman (DDH) or the decisional bilinear Diffie-Hellman (DBDH) assumption. In general,

decisional assumptions are a much stronger class of assumptions than computational assumptions

based on search problems, such as factoring, finding shortest vectors in lattices, or even the com-

putational Diffie-Hellman (CDH) problem. Indeed, there are groups, such as certain elliptic curve

groups with bilinear pairing map, where the DDH assumption does not hold, but the CDH prob-

lem appears to be hard. As such, schemes based on search problems are generally preferred to

those based on decisional assumptions. However, such schemes seem to be very hard to obtain.

In 2010, Deng, Weng, Liu, and Chen [20] proposed the first PRE scheme based on a compu-

tational assumption, namely the CDH assumption (in the random oracle model). Since then, there

are several works that show how to base CCA-secure PRE on the same assumption [17, 14].

In this chapter, we propose the first PRE schemes based on the hardness of the factoring

problem. In particular, we present three PRE schemes. The first is a CPA-secure bidirectional

multi-hop PRE scheme. The second is a CCA-secure bidirectional single-hop PRE scheme. The

last is a CCA-secure unidirectional single-hop PRE scheme. The former is in the standard model,

and the others in the random oracle model. In order to construct the second and the third schemes,

we propose a new factoring-based strong signature scheme which is a variant of the Schnorr

signature scheme.

4.2 A Strongly Unforgeable Signature Scheme from Factoring

In this section, we present a new factoring-based strongly unforgeable signature scheme.

4.2.1 Construction

The proposed signature scheme is a variant of the Schnorr signature [50]. Its strong unforgeability

is based on the hardness of the factoring problem. We call the scheme factoring-based Schnorr

(FB-Schnorr, for short) signature.

Let param = (1λ, N,QR+
N , g,H) be the public parameter, where N ←

BlumGen(1λ), g ←R QR+
N , and H : {0, 1}∗ → Z∗

2λ
is a hash function.

The FB-Schnorr signature scheme is as follows:

SigGen(param): Choose x←R [(N − 1)/4]. Set sk := gx, vk := g2
λx.

Output (vk , sk).

Sign(sk ,m): Choose r ←R [(N − 1)/4]. Compute c = g2
λr, t = H(m, c), and s = gr · sk t.

Output σ = (c, s).

Vrf(vk , σ,m): Parse σ = (c, s). Compute t = H(m, c).

If s2
λ
= c · vk t holds, then return 1, else return 0.

Correctness of the scheme is straight-forward.
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4.2.2 Security Analysis

The strong unforgeability of the above scheme is guaranteed by the following theorem.

Theorem 3. The FB-Schnorr signature scheme is strongly unforgeable in the random oracle

model, if the factoring assumption holds.

Before starting to prove, we state the following well-known lemma (a.k.a. the forking lemma),

which explicitly appeared in [48].

Lemma 3 (the forking lemma [48]). Let A be a probabilistic polynomial time Turing machine,

given only the public data as input. IfA can find, with non-negligible probability, a valid signature

(m, c, t, s), then, with non-negligible probability, a replay of this machine, with the same random

tape and a different oracle, outputs two valid signatures (m, c, t, s) and (m, c, t′, s′) such that

t 6= t′.

Remark. Probabilities are taken over random tapes, random oracles, and in some cases, over

messages and keys.

We now return to the theorem.

Proof. We will prove that, if there exists an algorithm A that breaks the strong unforgeability of

the scheme with non-negligible probability ε, then there is an algorithm B that breaks the one-

wayness of the permutation ISQ (i.e., the permutation: x 7→ x2
λ
acting on the groups QR+

N ) with

non-negligible probability.

To construct B, we make use ofA as an internal algorithm we are using, in which we are able

to dive into the code of the algorithm and take snapshots of its state after every step. This way,

we can backtrack to any state that the attacker was in at any point during its execution.

Without the loss of generality we assume that:

– A makes at most qH random oracle queries.

– A never makes the same random oracle query twice.

– If A outputs (m, c, s) then it had previously queried H(m, c).

We build an algorithm B which is, given an instance (N,h), computing an iterated square

root of h (i.e. computing h2
−λ

), using the adversary A. Algorithm B is defined as:

1. Pick i∗ ←R {1, 2, . . . , qH}.

2. Choose a generator g ←R QR+
N , and set vk := h. B provides A the public parameter

PP := (N, g,H) and the verify key vk , where H is a random oracle simulated by B as

follows.

Random Oracle Simulation. B maintains a hash list H list which is initially empty, and

simulates H as follow:

– H(m, c): If there is a tuple (m, c, t) in H list then return t, otherwise choose t ←R Z2λ ,

add the tuple (m, c, t) to H list and return t.

3. Simulate A:
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• When A makes its ith oracle query then response by using the above simulation of

H . In addition, if i = i∗, then B records this state as st1 = (mi∗ , ci∗ , t1).

• When A requests to sign a message m, choose s ←R QR+
N , t ←R Z2λ , compute

c = s · vk−t, add the tuple (m, c, t) to H list and return a signature (c, s).

4. After A finishes, it outputs (m∗, c∗, s1). If (m∗, c∗) 6= (mi∗ , ci∗), then B outputs ⊥ and

halts. Otherwise, it rewinds A from the point that A queries the i∗th oracle query. B now

chooses t2 ←R Z2λ , add the tuple (m, c, t2) to H list and returns t2. Then B records this

state as st2 = (mi∗ , ci∗ , t2). B proceeds exactly the same as above to simulate A. From the

forking lemma (Lemma 3), after a polynomial replay of the attacker A, B obtains one more

valid signature (m∗, c∗, s2) such that t1 6= t2. Now, since s2
λ

1 · vk−t1 = c∗ = s2
λ

2 · vk−t2

and vk = h, B obtains

(

ht2−t1
)2−λ

= s1 · s−1
2 .

Using Shamir’s GCD in the exponent algorithm [52], B recovers z = h2
−λ

as follows:

(a) Let δ = t2 − t1. Since |t2 − t1| < 2λ we have that GCD(δ, 2λ) = 1. By Euclid’s

algorithm, B computes integers a, b such that aδ + b2λ = 1.

(b) B obtains

z = h2
−λ

=
(

haδ+b2λ
)2−λ

= haδ2
−λ · hb = (s1 · s−1

2 )a · hb

Finally, B outputs z as the answer.

This completes the description of the simulation.

Analysis. The index i∗ chosen by B in the first step represents a guess that A will forge on

its i∗th oracle query (i.e. (mi∗ , ci∗)). Since, A queries at most qH random oracle queries, the

probability that B success in breaking the strong unforgeability of the scheme is at least ε/qH .

This is non-negligible if ε is non-negligible. The theorem follows.

4.3 The Proposed Schemes

In this section, we first propose a bidirectional multi-hop PRE scheme and show that it meets

the BM-CPA security under the factoring assumption, in the standard model (i.e., without using

random oracles). We then present our main scheme which is BS-CCA secure (in the random

oracle model) under the factoring assumption. Finally, we show how to extend our main scheme

to achieve a unidirectional and single-hop PRE scheme which is secure in the sense of chosen-

ciphertext attack.

4.3.1 The BM-CPA-Secure Scheme

In this section, we first review the IND-CPA secure PKE scheme proposed by Wee [65]. We then

show the construction of our BM-CPA secure PRE scheme.
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Wee Encryption Scheme [65]. We make use of a public parameter PP = (N, g) for the scheme,

where N is a random 2λ-bit Blum integer and g is chosen uniformly from QR+
N . The Wee

encryption scheme for λ-bit message is as follows.

KGen(PP): Choose x←R [(N − 1)/4]. Set sk := x, pk := g2
λx. Output (pk , sk).

Enc(PP , pk ,m): Choose r ←R [(N − 1)/4]. Output (g2
λr, (pk · g)r,BBSN (gr)⊕m).

Dec(PP , sk ,CT ): Parse CT = (c1, c2, c3). Output BBSN (c2 · c−sk
1 )⊕ c3.

As shown in [65], the above scheme is IND-CPA secure under the factoring assumption in the

standard model.

Construction. Our PRE scheme is an extension of the Wee encryption, in which the algorithms

KGen, Enc, and Dec are exactly the same as that of the Wee encryption, the other are as

follows:

Setup(1λ): Output a public parameter PP = (N, g, h), where N ← BlumGen(1λ), g ←R

QR+
N , and h := g2

λ
.

RKGen(PP , sk i, sk j): Output rk ij := sk i − sk j .

ReEnc(PP , rk ij,CT i): Parse CT i = (c1, c2, c3). Set c′2 := c2 · crk ij

1 . Output (c1, c
′
2, c3).

Security Analysis. The security of the scheme is guaranteed by the following theorem.

Theorem 4. The above PRE scheme is BM-CPA secure under the factoring assumption.

The detailed proof is given in Section 4.4.1. The proof is quite simple, and follows that of the

IND-CPA security of the underlying encryption (i.e., the Wee encryption).

4.3.2 The BS-CCA-Secure Scheme

Idea of the Construction. We first observe that the Wee encryption scheme can be made IND-

CCA secure, in the random oracle, thanks to Fujisaki-Okamoto’s technique [23] (we call it here

the modified Wee encryption scheme). We then follow the idea of constructing bidirectional

single-hop PRE proposed by Deng et al. [20]. In particular, we propose a new (and the first)

CCA-secure factoring-based PRE scheme by using the FB-Schnorr signature scheme as an one-

time strong signature and integrating it with the modified Wee encryption scheme. Since both

the underlying signature and encryption schemes are secure under the factoring assumption (See

Section 4.2), our scheme achieves the highest security level (i.e. the BS-CCA security) under the

same assumption in the random oracle model.

Description of the Construction. The proposed scheme PRE = (Setup,KGen,RKGen,

Enc,ReEnc,Dec1,Dec2) is as follows:

Setup(1λ): Generate N ← BlumGen(1λ), g ←R QR+
N , and set h := g2

λ
. Choose four

hash function H1 : {0, 1}∗ × {0, 1}ℓ1 → [(N − 1)/4],H2 : QR+
N → {0, 1}ℓ0+ℓ1 ,H3 :

{0, 1}∗ → Z∗
2λ
,H4 : {0, 1}∗ → QR+

N × QR+
N × {0, 1}ℓ0+2ℓ1 . Output a public parameter

PP = (N, g, h,H1,H2,H3,H4).
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KGen(PP): Choose x←R [(N − 1)/4]. Set sk := x, pk := hx. Output (pk , sk).

RKGen(PP , sk i, sk j): Output the re-encryption key rk ij = sk j − sk i.

Enc(PP , pk ,m): this algorithm works as follows:

1. Pick v ←R [(N − 1)/4], ω ←R {0, 1}ℓ1 , and compute u = H1(m,ω).

2. Compute c0 = hv , c1 = hu, c2 = (pk · g)u, c3 = H2(g
u) ⊕ (m||ω), and s = gv+ut,

where t = H3(c0, c1, c2, c3).

3. Output the ciphertext CT = (c0, c1, c2, c3, s).

ReEnc(PP , rk ij,CT i): this algorithm works as follows:

1. Parse CT i as CT i = (c0, c1, c2, c3, s).

2. Compute t = H3(c0, c1, c2, c3) and check whether s2
λ
= c0 · ct1 holds. If not, output

⊥.

3. Otherwise, compute c′2 = c2 · crk ij

1 . Let m̄ := (c1, c
′
2, c3).

4. Pick ω2 ←R {0, 1}ℓ1 , and compute r = H1(m̄, ω2).

5. Compute A = hr, B = (pk j · g)r, and C = H4(g
r) ⊕ (m̄||ω2), and output the

first-level ciphertext CT j = (A,B,C).

Dec2(PP , sk ,CT ): this algorithm works as follows:

1. Parse CT as CT = (c0, c1, c2, c3, s).

2. Compute t = H3(c0, c1, c2, c3) and check whether s2
λ
= c0 · ct1 holds. If not, output

⊥.

3. Compute m||ω = c3 ⊕ H2(c2 · c−sk
1 ), and return m if c1 = hH1(m,ω) holds, and ⊥

otherwise.

Dec1(PP , sk ,CT ): this algorithm works as follows:

1. Parse CT as CT=(A,B,C), and compute m̄||ω2 = C ⊕ H4(B · A−sk ). Check

whether A = hH1(m̄,ω2) holds. If not, output ⊥. Otherwise, parse m̄ as m̄ :=

(c1, c
′
2, c3).

2. Compute m||ω = c3 ⊕ H2(c
′
2 · csk1 ), and return m if c1 = hH1(m,ω) holds, and ⊥

otherwise.

Security Analysis. The intuition of CCA security of the proposed scheme can be seen from the

following properties.

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the

proxy; otherwise, it will suffer from an attack as illustrated in [20, 45]. For our scheme, we

integrate the FB-Schnorr signature scheme with the CCA-secure PKE, that is how we get

public verifiability. More precisely, the ciphertext component c1, s in the original ciphertext

CT = (c0, c1, c2, c3, s) can be viewed as a signature signing the message (c0, c2, c3).
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2. It should be impossible for the adversary to transform the second-level ciphertext to the

first-level one without knowledge of the delegator’s secret key or re-encryption key; oth-

erwise, it only yields the RCCA security. In our scheme, the component c′2 = c2 · crk ij

1

is computed using re-encryption key and completely hidden in C , so the adversary cannot

transform the second-level ciphertext to a ciphertext re-encrypted by ReEnc if he has no

knowledge of the re-encryption key.

3. It should be impossible for the adversary to compute the re-encryption key from the target

user i∗ to itself (i.e., rki∗→i∗), otherwise it will suffer from an attack as illustrated in [33].

In our scheme, it is clear since the re-encryption key rk i→i = sk i − sk i = 0 for all i.

4. For a first-level ciphertext CTj re-encrypted from a second-level ciphertext CTi, CTj

should not exhibit any component of CTi; otherwise, it will fail in achieving CCA-security

of ReEnc (i.e., 1st-level-CCA security). In our scheme, all of the components from the

original ciphertext are hidden in C . Furthermore, we use a CCA-secure PKE in the re-

encryption algorithm to guarantee the CCA security of re-encrypted ciphertext.

5. In our scheme, ReEnc and Dec2 use the same algorithm of checking the validity of

the second-level ciphertext CTi. So in the security game, providing the adversary with a

second-level decryption oracle is useless. Indeed, ciphertexts encrypted under public keys

from Lun can be re-encrypted for corrupted users by using re-encryption oracle. Besides,

second-level ciphertext under pki∗ can be translated for other honest users by using rki∗j
(where j ∈ Lun ) and the resulting ciphertext can be queried for decryption at the first-level

by using ODec1 . This does not contradict the observation of Hanaoka et al. [25].

Theorem 5. The above PRE scheme is BS-CCA secure in the random oracle model, if the factor-

ing assumption holds.

The proof of the above theorem is given in Section 4.4.2.

4.3.3 Extension to a Unidirectional Single-Hop Scheme

In this section, we show that our BS-CCA-secure PRE scheme can be extended to achieve a

unidirectional and single-hop PRE (US-PRE, for short) scheme which is secure in the sense of

chosen-ciphertext attack. Following [17], by using the “token-controlled encryption” technique,

we obtain the first factoring-based unidirectional and single-hop PRE scheme. In particular, the

scheme is as follows:

Setup(1λ): This algorithm is almost the same at that of the original PRE scheme, except that the

domain of the hash function H4 is modified to agree with the new re-encryption algorithm,

and that it has an additional hash function H5. Concretely, the hash function H4 now

becomes H4 : {0, 1}∗ → QR+
N ×QR+

N × {0, 1}ℓ0+ℓ1 ×QR+
N ×QR+

N × {0, 1}ℓ1 , and the

additional hash function H5 : {0, 1}∗ → Z∗
2λ

.

KGen(PP): Choose x1, x2 ←R [(N − 1)/4]. Set sk := (x1, x2), pk := (hx1 , hx2). Output

(pk , sk).
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RKGen(PP , sk i, pk j): Output the re-encryption key rk i→j = (R1, R2, R3, R4), where

R1, R2, R3, and R4 are computed as follows:

1. Pick α←R [(N − 1)/4], ω1 ←R {0, 1}ℓ1 , and compute r1 = H1(α, ω1).

2. Compute R1 = α− (sk i,1H5(pk i,2) + sk i,2).

3. Compute R2 = hr1 , R3 = (pk j,1 · g)r1 , and R4 = H2(g
r1)⊕ (α||ω1).

Enc1(PP , pk ,m): this algorithm works as follows:

1. Pick α, u ←R [(N − 1)/4], ω, ω1 ←R {0, 1}ℓ1 , and compute r = H1(m,ω), r1 =

H1(α, ω1).

2. Compute c1 = hu, c′2 = guhuα, c3 = H2(g
u)⊕ (m||ω), R2 = hr1 , R3 = (pk 1 · g)r1 ,

and R4 = H2(g
r1)⊕ (α||ω1). Let m̄ := (c1, c

′
2, c3, R2, R3, R4).

3. Pick ω2 ←R {0, 1}ℓ1 , and compute r = H1(m̄, ω2).

4. Compute A = hr, B = (pk 2 · g)r, and C = H4(g
r) ⊕ (m̄||ω2), and output the

first-level ciphertext CT j = (A,B,C).

Enc2(PP , pk ,m): this algorithm works as follows:

1. Pick v ←R [(N − 1)/4], ω ←R {0, 1}ℓ1 , and compute u = H1(m,ω).

2. Compute c0 = hv, c1 = hu, c2 = (pk
H5(pk2)
1 pk2 · g)u, c3 = H2(g

u) ⊕ (m||ω), and

s = gv+ut, where t = H3(c0, c1, c2, c3).

3. Output the ciphertext CT = (c0, c1, c2, c3, s).

ReEnc(PP , rk i→j,CT i): this algorithm works as follows:

1. Parse CT i as CT i = (c0, c1, c2, c3, s) and rk i→j as rk i→j = (R1, R2,

R3, R4).

2. Compute t = H3(c0, c1, c2, c3) and check whether s2
λ
= c0 · ct1 holds. If not, output

⊥.

3. Otherwise, compute c′2 = c2 · cR1
1 . Let m̄ := (c1, c

′
2, c3, R2, R3, R4).

4. Pick ω2 ←R {0, 1}ℓ1 , and compute r = H1(m̄, ω2).

5. Compute A = hr, B = (pk j,2 · g)r, and C = H4(g
r) ⊕ (m̄||ω2), and output the

first-level ciphertext CT j = (A,B,C).

Dec2(PP , sk ,CT ): this algorithm works as follows:

1. Parse CT as CT = (c0, c1, c2, c3, s).

2. Compute t = H3(c0, c1, c2, c3) and check whether s2
λ
= c0 · ct1 holds. If not, output

⊥.

3. Compute m||ω = c3 ⊕ H2(c2 · c−(sk1H5(pk2)+sk2)
1 ), and return m if c1 = hH1(m,ω)

holds, and ⊥ otherwise.

Dec1(PP , sk ,CT ): this algorithm works as follows:
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1. Parse CT as CT=(A,B,C), and compute m̄||ω2 = C ⊕ H4(B · A−sk2). Check

whether A = hH1(m̄,ω2) holds. If not, output ⊥. Otherwise, parse m̄ as m̄ :=

(c1, c
′
2, c3, R2, R3, R4).

2. Compute α||ω1 = R4 ⊕ H2(R3 · R−sk1
2 ). Check whether R2 = hH1(α,ω1) If not,

output ⊥.

3. Compute m||ω = c3 ⊕ H2(c
′
2 · c−α

1 ), and return m if c1 = hH1(m,ω) holds, and ⊥
otherwise.

We have the following theorem.

Theorem 6. The above PRE scheme is US-CCA secure in the random oracle model, if the factor-

ing assumption holds.

The proof of the above theorem is given in Section 4.4.3.

4.4 Proofs

4.4.1 Proof of Theorem 4

We build an algorithm B which is, given a factoring instance (N, g, g2
λa, Q), deciding whether

Q = BBSN (ga), using the BM-CPA adversary A. B runs the adversary A simulating its view as

in the BM-CPA security game as follows:

Setup. B sets h := g2
λ

, then provides A the public parameter PP := (N, g, h). B initializes two

empty lists Lun and Lcorr , then maintains it to record the indices of all uncorrupted and

corrupted users, respectively, in the game.

Phase 1. B simulates the oraclesOunKGen ,OcorrKGen ,ORKGen , andOReEnc to answer the ques-

tions issued by A as follows:

– OunKGen(i): B returns the symbol ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly

xi ←R [(N − 1)/4], sets and returns pk i := hxi · g−1 (meaning that sk i = xi −
1
2λ

mod |QR+
N |). B adds i to Lun . Note that, B does not need to know sk i.

– OcorrKGen (i): B returns the symbol⊥ if i ∈ Lun ∪Lcorr ; otherwise B chooses randomly

xi ←R [(N − 1)/4], and returns (pk i, sk i), where pk i := hxi , sk i := xi. B adds i to

Lcorr .

– ORKGen(i, j): if i 6= j ∈ Lun or i 6= j ∈ Lcorr B returns rk ij := xj − xi; otherwise

returns the symbol ⊥.

– OReEnc(i, j,CT i): B parses CT i = (c1, c2, c3). If i 6= j ∈ Lun or i 6= j ∈ Lcorr , then

it computes rk ij = xj − xi, and returns CT j ← ReEnc(rk ij ,CT i) (i.e. CT j =

(c1, c
′
2, c3), where c′2 := c2 · crk ij

1 ). Otherwise, it returns the symbol ⊥.

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk i∗ and two

equal-length plaintexts m0,m1 ∈ {0, 1}λ. At this stage, B flips a random coin σ ∈ {0, 1}
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and defines: c1 := g2
λa, c2 :=

(

g2
λa
)xi∗

, c3 := Q ⊕ mσ. Finally, B returns CT ∗ =

(c1, c2, c3) as the challenge ciphertext to A.

Observe the following to see that, CT ∗ is indeed a valid challenge ciphertext under the

public key pki∗ with the random exponent r = a if Q = BBSN (ga).

c1 = g2
λa = hr, c2 =

(

g2
λa
)xi∗

=
(

g2
λa
)sk i∗−

1

2λ =
(

g2
λsk i∗ · g

)a
= (pk i∗ · g)r,

c3 = Q⊕mσ.

In contrast, if Q is random in {0, 1}λ, CT ∗ perfectly hides mσ and A cannot guess σ with

better probability than 1/2.

Phase 2. B does exactly as in Phase 1.

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

Output. If σ′ = σ, B outputs 1 to guess Q = BBSN (ga); else B outputs 0 to guess that Q is a

random element in {0, 1}λ.

This completes the description of the simulation.

Next, we analyze the simulation. It is obviously that the simulation of B is perfect from the

view of A. Therefore B can deciding whether Q = BBSN (ga) with probability at least that of A
in breaking the BM-CPA security of the proposed scheme.

This concludes the proof of Theorem 4.

4.4.2 Proof of Theorem 5

We split up the proof of Theorem 5 into two parts: we prove that our scheme is 2nd-BS-CCA

secure and 1st-BS-CCA secure in Section 4.4.2.1 and Section 4.4.2.2, respectively. Combining

both parts yields Theorem 5.

4.4.2.1 2nd-BS-CCA Security

Since the permutation ISQ (i.e., the permutation : x 7→ x2
λ
acting on the groups QR+

N ) is one-

way function if and only if the factoring problem is hard (Theorem 2), it is sufficient to prove

that if there exists an adversary A that breaks the 2nd-BS-CCA security of the scheme with non-

negligible probability, then there exists an adversary B that breaks the one-wayness of ISQ with

overwhelming probability. Let AdvISQB (λ) denote the advantage of B in breaking the one-wayness

of ISQ.

Since the fact that the FB-Schnorr scheme is one-time strongly unforgeable under the factor-

ing assumption, we can assume that the signature scheme used to sign the challenge ciphertext

CT ∗
i (i.e. the scheme with the verify/sign keys pair are (c∗1, g

u∗
)) is one-time strongly unforge-

able.

We build an algorithm B which is, given a factoring instance (N, g, g2
λa), computing (ga),

using the 2nd-BS-CCA adversary A. B runs the adversary A simulating its view as in the 2nd-

BS-CCA security game as follows:
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Setup. B initializes two empty lists Lun and Lcorr , then maintains it to record the indices of all

uncorrupted and corrupted users, respectively, in the game. B sets h := g2
λ

, then provides

A the public parameter PP := (N, g, h,H1,H2,H3,H4), where H1,H2,H3, and H4 are

the random oracles simulated by B as follows.

Hash Oracles Simulation. At any time A can issue the random oracle queries

H1,H2,H3, and H4. B maintains four hash lists H list
1 ,H list

2 ,H list
3 , and H list

4 which are

initially empty, and respond as follow:

– H1(m,ω): If there is a tuple (m,ω, r) in H list
1 then return r, otherwise choose r ←R

[(N − 1)/4], add the tuple (m,ω, r) to H list
1 and return r.

– H2(X): If there is a tuple (X,β) in H list
2 then return β, otherwise choose β ←R

{0, 1}ℓ0+ℓ1 , add the tuple (X,β) to H list
2 and return β.

– H3(c0, c1, c2, c3): If there is a tuple (c0, c1, c2, c3, t) in H list
3 then return t, otherwise

choose t←R Z∗
2λ

, add the tuple (c0, c1, c2, c3, t) to H list
3 , and return t.

– H4(f): If there is a tuple (f, γ) in H list
4 then return γ, otherwise choose γ ←R QR+

N ×
QR+

N × {0, 1}ℓ0+2ℓ1 , add the tuple (f, γ) to H list
4 and return γ.

Find stage (i.e. Phases 1 and 2). B simulates the oracles OunKGen , OcorrKGen , ORKGen ,

OReEnc , ODec1 , and ODec2 to answer the questions issued by A as follows:

– OunKGen(i): B returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly xi ←R

[(N − 1)/4], sets and returns pk i := hxi · g−1 (meaning that sk i = xi − 1
2λ

mod

|QR+
N |). B adds i to Lun . Note that, B does not need to know sk i.

– OcorrKGen (i): B returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly xi ←R

[(N − 1)/4], and returns (pk i, sk i), where pk i := hxi , sk i := xi. B adds i to Lcorr .

– ORKGen(i, j): if i 6= j ∈ Lun or i 6= j ∈ Lcorr B returns rk ij := xj − xi; otherwise

returns the symbol ⊥.

– OReEnc(i, j,CT i): B parses CT i = (c0, c1, c2, c3, s), and does as follows:

1. If i = j, then return ⊥.

2. if i 6= j ∈ Lun or i 6= j ∈ Lcorr B computes the re-encryption key rk ij :=

xj − xi. Next, B follows the algorithm ReEnc to compute the ciphtertext CT j

by using rk ij and simulating the hash oracles H1,H3,H4 as follows:

(a) Search in the list H list
3 to see whether there exists (a0, a1,

a2, a3, t) ∈ H list
3 such that (a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3).

If there exists no such tuple, then return ⊥. (This corresponds to the event

ReEncErr1 to be explained).

(b) Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

(c) Search in the list H list
1 to see whether there exists (m,ω, r)

∈ H list
1 such that hr = c1, (pk i · g)r = c2. If there exists no such

tuple, then return ⊥. (This corresponds to the event ReEncErr2 to be

explained).

(d) Compute c′2 = c2 · crk ij

1 . Let m̄ := (c1, c
′
2, c3).
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(e) Pick ω2 ←R {0, 1}ℓ1 , r1 ←R [(N − 1)/4], and add (m̄, ω2, r1) to the list

H list
1 .

(f) Compute A = hr1 , B = (pk j · g)r1 ,
(g) Search in the list H list

4 to see whether there exists (f, γ) such that f = gr1 .

If there exists no such tuple, then pick γ ←R QR+
N × QR+

N × {0, 1}ℓ0+2ℓ1 ,

add the tuple (f, γ) to H list
4 .

(h) Compute C = γ ⊕ (m̄||ω2), and output the first-level ciphertext CT j =

(A,B,C).

3. If (i = i∗)∧ (j ∈ Lcorr )∧ (c1 = c∗1), then return ⊥. Since c∗1 is the verify key of

the one-time strong signature scheme SIG used to sign the challenge ciphertext

CT ∗, CT i is indeed the challenge ciphertext CT ∗. Therefore, B should return

⊥.

4. If i ∈ Lcorr , j ∈ Lun or i ∈ Lun , j ∈ Lcorr , then B does as follows:

(a) Search in the list H list
3 to see whether there exists (a0, a1,

a2, a3, t) ∈ H list
3 such that (a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3).

If there exists no such tuple, then return ⊥.

(b) Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

(c) Search whether there exists a tuple (m,ω, r) ∈ H list
1 such that hr = c1, (pk i ·

g)r . If there exists no such tuple, then return ⊥.

(d) Compute c′2 = (pk j · g)r). Let m̄ := (c1, c
′
2, c3).

(e) Pick ω2 ←R {0, 1}ℓ1 , r1 ←R [(N − 1)/4], and add (m̄, ω2, r1) to the list

H list
1 .

(f) Compute A = hr1 , B = (pk j · g)r1 ,
(g) Search in the list H list

4 to see whether there exists (f, γ) such that f = gr1 .

If there exists no such tuple, then pick γ ←R QR+
N × QR+

N × {0, 1}ℓ0+2ℓ1 ,

add the tuple (f, γ) to H list
4 .

(h) Compute C = γ ⊕ (m̄||ω2), and output the first-level ciphertext CT j =

(A,B,C).

– ODec1(i,CT i): If i ∈ Lcorr , then B does as the algorithm Dec1 to decrypt the ciphertext

CT i by using sk i = xi and hash lists H list
1 ,H list

2 ,H list
3 , and H list

4 . Otherwise B parses

CT i as CT i = (A,B,C), and does as follows:

1. Search in the list H list
1 and H list

4 to see whether there exist (m,ω, r) ∈ H list
1 and

(f, γ) ∈ H list
4 such that

hr = A, (pk i · g)r = B, γ ⊕ (m||ω) = C, and f = gr. (4.1)

If there exists no such tuple, then return ⊥. (This corresponds to the event DErr1

to be explained).

2. Parse m̄ as m̄ := (c1, c
′
2, c3).

3. Search in the list H list
1 to see whether there exists (m,ω, r) ∈ H list

1 such that

hr = c1, (pk j · g)r = c′2. If there exists no such tuple, then return ⊥. (This

corresponds to the event DErr2 to be explained).
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4. Compute m||ω = c3 ⊕ H2(g
r), and returns m if c1 = hH1(m,ω) holds, and ⊥

otherwise.

– ODec2(i,CT i): second-level ciphertexts encrypted under public keys from Lun can be

re-encrypted for corrupted users by using re-encryption oracle OReEnc . Besides,

second-level ciphertexts under pki∗ can be translated for other honest users by using

rki∗j (where j ∈ Lun ) which can be computed as in simulating of the re-encryption

key oracle ORKGen , and the resulting ciphertexts are decrypted by using ODec1 .

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk i∗ and two

equal-length plaintexts m0,m1 ∈ {0, 1}λ . If i∗ ∈ Lcorr , then B outputs ⊥ and halts, since

we require i∗ ∈ Lun for A to win the game. Otherwise, B flips a random coin σ ∈ {0, 1}
and does as follows:

1. Pick s∗ ←R QR+
N , t∗ ←R Z2λ , and compute c∗0 = (s∗)2

λ · (g2λa)−t∗ .

2. Define c∗1 = g2
λa (meaning that u∗ = a).

3. Compute c∗2 = (g2
λa)xi∗ .

4. Pick c∗3 ←R {0, 1}ℓ0+ℓ1 and define H3(c
∗
0, c

∗
1, c

∗
2, c

∗
3) = t∗.

5. Pick ω∗ ←R {0, 1}ℓ1 , and implicitly define H2(g
a) = c∗3 ⊕ (mσ||ω∗) and

H1(mσ||ω∗) = a (note that B does not know a and ga).

6. Return CT ∗ = (c∗0, c
∗
1, c

∗
2, c

∗
3, s

∗) as the challenge ciphertext to A.

Observe the following to see that, CT ∗ is identically distributed as the real one from the

construction. Let gv
∗
:= s∗ · g−at∗ and u∗ := a. We have

1. c∗0 = (s∗)2
λ · (g2λa)−t∗ = (s∗ · g−at∗)2

λ
= g2

λv∗ = hv
∗
.

2. c∗1 = g2
λa = g2

λu∗
= hu

∗
.

3. c∗2 = (g2
λa)xi∗ = (g2

λxi∗ )a = (g2
λsk i∗+1)u

∗
= (pk i∗ · g)u

∗
. (Note that sk i∗ =

xi∗ − 1
2λ

mod |QR+
N | since i∗ ∈ Lun .)

4. c∗3 = H2(g
a)⊕ (mσ||ω∗) = H2(g

u∗
)⊕ (mσ||ω∗).

5. s∗ = s∗ · g−at∗ · gat∗ = gv
∗+u∗t∗ = gv

∗+u∗H3(c∗0,c
∗
1,c

∗
2,c

∗
3).

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

Output. If σ′ = σ, then B searches (X,β) from the list H list
2 such that X2λ = g2

λa, and output

X as the solution; otherwise B outputs ⊥ and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set q := |QR+
N |, and assume that A issues at most

qH1 , qH2 , qH3 , qH4 , qre, and qd queries to H1,H2,H3,H4,OReEnc , and ODec1 , respectively.

The main idea of the analysis is borrowed from [20]. We first evaluate the simulations of the

random oracles. It is clear that the simulation of H4 is perfect. Let AskH∗1 be the event that A
queried (mσ, ω

∗) to H1, where ω∗ is chosen by B in the challenge phase. It is obvious that the
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simulation of H1 is perfect if AskH∗1 did not occur. Since B picks ω∗ ←R {0, 1}ℓ1 which is hidden

by the “one-time pad” given by H2, we have

Pr[AskH∗1] ≤
qH1

2ℓ1
.

Let AskH∗2, and AskH
∗
3 be the event that A queried ga to H2 and (c∗0, c

∗
1, c

∗
2, c

∗
3) to H3, respec-

tively. The simulation of H2 and H3 are also perfect, as long as AskH∗2 and AskH
∗
3 did not occur.

Similarly, since B picks c∗3 ←R {0, 1}ℓ0+ℓ1 which is hidden by the “one-time pad” given by H2,

we have

Pr[AskH∗3] ≤
qH3

2ℓ0+ℓ1
.

As argued before, the challenged ciphertext provided for A is identically distributed as the

real one from the construction. From the description of the simulation, it can be seen that the

responses to A’s re-encryption key queries are also perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-

encryption queries are perfect, unless A can submit valid second-level ciphertexts without query-

ing hash functions H3 and H1 (i.e. the events ReEncErr1 and ReEncErr2, respectively). Let

ReEncErr be the event that ReEncErr1∨ReEncErr2 happens during the entire simulation. Since

H1 and H3 act as random oracles and A issues at most qre re-encryption queries, we have

Pr[ReEncErr] = Pr[ReEncErr1 ∨ ReEncErr2]
≤ Pr[ReEncErr1] + Pr[ReEncErr2] ≤

qre
q
.

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption

oracle is perfect, with the exception that simulation errors may occur in rejecting some valid ci-

phertexts. However, these errors are not significant as shown as follows: Suppose that (pk i,CT i)

has been issued as a valid first-level ciphertext. Even CT i is valid, there are the three following

cases that CT i can be produced without querying to the random oracles:

• A did not query (m,ω) to H1 or f to H4 such that (4.4) holds (i.e. the event DErr1 occurs).

Let Valid be the event that CT 1 is valid. Let AskH1and AskH4 respectively be events that

(m,ω) has been queried to H1 and f has been queried to H4 in the event DecErr1. We have

Pr[Valid|DErr1] = Pr[Valid|(¬AskH1 ∨ ¬AskH4)]
≤ Pr[Valid|¬AskH1] + Pr[Valid|¬AskH4].

On the other hand, observe that

Pr[Valid|¬AskH1] = Pr[Valid ∧ AskH4|¬AskH1] + Pr[Valid ∧ ¬AskH4|¬AskH1]
≤ Pr[AskH4|¬AskH1] + Pr[Valid|(¬AskH1 ∧ ¬AskH4)]

≤ qH4

q2 · 2ℓ0+2ℓ1
+

1

q
.

Similarly, we have

Pr[Valid|¬AskH4] ≤
qH1

q
+

1

q2 · 2ℓ0+2ℓ1
.
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Therefore, we have

Pr[Valid|DErr1] ≤ Pr[Valid|¬AskH1] + Pr[Valid|¬AskH4]

≤ qH4 + 1

q2 · 2ℓ0+2ℓ1
+

qH1 + 1

q
.

Let DecErr1 be the event that Valid|DErr1 happens during the entire simulation. Then,

since at most qd decryption oracles are issued, we have

Pr[DecErr1] ≤ qd

(

qH4 + 1

q2 · 2ℓ0+2ℓ1
+

qH1 + 1

q

)

.

• A did not query (m,ω) to H1 such that hH1(m,ω) = c1 and (pk j · g)H1(m,ω) = c′2 holds

(i.e. the event DErr2 occurs). It is clear that Pr[Valid|DErr2] = 1
q . Let DecErr2 be the

event that Valid|DErr2 happens during the entire simulation. We have

Pr[DecErr2] ≤
qd
q
.

Let DecErr be the event that Valid|DErr1 ∨ DErr2 happens during the entire simulation. Then,

we have

Pr[DecErr] = Pr[Valid|DErr1 ∨ DErr2]

≤ Pr[Valid|DErr1] + Pr[Valid|DErr2]
= Pr[DecErr1] + Pr[DecErr2]

≤ qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
+

qd(qH1 + 2)

q
.

Now, let Error denote the event AskH∗1∨AskH∗2∨AskH∗3∨ReEncErr∨DecErr. If the event Error

does not happen, it is clear that A cannot gain any advantage greater than 1
2 in guessing σ due to

the randomness of the output of the random oracle H2. Namely, we have Pr[σ′ = σ|¬Error] =
1
2 . Hence, by splitting Pr[σ′ = σ], we have

Pr[σ′ = σ] = Pr[σ′ = σ|¬Error] Pr[¬Error] + Pr[σ′ = σ|Error] Pr[Error]

≤ 1

2
Pr[¬Error] + Pr[Error]

=
1

2
+

1

2
Pr[Error],

and

Pr[σ′ = σ] ≥ Pr[σ′ = σ|¬Error] Pr[¬Error] = 1

2
− 1

2
Pr[Error].

Then we have

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error].
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By definition of the advantage for the 2nd-BS-CCA adversary, then we have

ε := Adv2nd-CCA
PRE,A (λ) =

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error]

=
1

2
Pr[AskH∗1 ∨ AskH∗2 ∨ AskH∗3 ∨ ReEncErr ∨DecErr]

≤ 1

2
(Pr[AskH∗1] + Pr[AskH∗2] + Pr[AskH∗3] + Pr[ReEncErr] + Pr[DecErr]) .

Since Pr[AskH∗1] ≤
qH1

2ℓ1
,Pr[AskH∗3] ≤

qH3

2ℓ0+ℓ1
,Pr[ReEncErr] ≤ qre

q , and Pr[DecErr] ≤
qd(qH4

+1)

q2·2ℓ0+2ℓ1
+

qd(qH1
+2)

q , we obtain

Pr[AskH∗2] ≥ 2ε − (Pr[AskH∗1] + Pr[AskH∗3] + Pr[ReEncErr] + Pr[DecErr])

≥ 2ε − qH1

2ℓ1
− qH3

2ℓ0+ℓ1
− qre

q
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
− qd(qH1 + 2)

q

= 2ε − qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qH3

2ℓ0+ℓ1
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
.

Meanwhile, if event AskH∗2 happens, the algorithm B will be able to compute ga, and conse-

quently, we obtain

AdvISQB (λ) = Pr[AskH∗2] ≥ 2ε− qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qH3

2ℓ0+ℓ1
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
.

From the description of the simulation, the running time of the algorithm B can be bounded by

t′ ≤ t + (qH1 + qH2 + qH3 + qu + qc + qrk + qre + qd)O(1)
+ (qu + qc + (2qH1 + qH4)qre + 5qH1qd)texp,

where texp denotes the running time of an exponentiation in group QR+
N .

This completes the proof of the 2nd-BS-CCA security of the scheme.

4.4.2.2 1st-BS-CCA Security

We build an algorithm B which is, given a factoring instance (N, g, g2
λa), computing (ga), using

the 1st-BS-CCA adversary A. B runs the adversary A simulating its view as in the 1st-BS-CCA

security game as follows:

Setup. B initializes two empty lists Lun and Lcorr , then maintains it to record all uncorrupted

users and corrupted users, respectively, in the game. B sets h := g2
λ

, then provides A
the public parameter PP := (N, g, h,H1,H2,H3,H4), where H1,H2,H3, and H4 are

the random oracles simulated by B as shown for the proof of the 2nd-BS-CCA security

(See 4.4.2.1).

Find stage (i.e. Phases 1 and 2). B simulates the oracles OunKGen , OcorrKGen , ORKGen ,

OReEnc , ODec1 , and ODec2 to answer the questions issued by A as follows:
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– OunKGen(i): B returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly xi ←R

[(N − 1)/4], sets and returns pk i := hxi · g−1 (meaning that sk i = xi − 1
2λ

mod

|QR+
N |). B adds i to Lun . Note that, B does not need to know sk i.

– OcorrKGen (i): B returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly xi ←R

[(N − 1)/4], and returns (pk i, sk i), where pk i := hxi , sk i := xi. B adds i to Lcorr .

– ORKGen(i, j): if i 6= j ∈ Lun or i 6= j ∈ Lcorr B returns rk ij := xj − xi; otherwise

returns the symbol ⊥.

– OReEnc(i, j,CT i): B parses CT i = (c0, c1, c2, c3, s), and does as follows:

1. If i = j, then return ⊥.

2. if i 6= j ∈ Lun or i 6= j ∈ Lcorr B computes the re-encryption key rk ij :=

xj − xi. Next, B follows the algorithm ReEnc to compute the ciphtertext CT j

by using rk ij and simulating the hash oracles H1,H3,H4 as follows:

(a) Search in the list H list
3 to see whether there exists (a0, a1,

a2, a3, t) ∈ H list
3 such that (a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3).

If there exists no such tuple, then return ⊥. (This corresponds to the event

ReEncErr1 to be explained).

(b) Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

(c) Search in the list H list
1 to see whether there exists (m,ω, r) ∈ H list

1 such that

hr = c1, (pk i · g)r = c2. If there exists no such tuple, then return ⊥. (This

corresponds to the event ReEncErr2 to be explained).

(d) Compute c′2 = c2 · crk ij

1 . Let m̄ := (c1, c
′
2, c3).

(e) Pick ω2 ←R {0, 1}ℓ1 , r1 ←R [(N − 1)/4], and add (m̄, ω2, r1) to the list

H list
1 .

(f) Compute A = hr1 , B = (pk j · g)r1 ,
(g) Search in the list H list

4 to see whether there exists (f, γ) such that f = gr1 .

If there exists no such tuple, then pick γ ←R QR+
N × QR+

N × {0, 1}ℓ0+2ℓ1 ,

add the tuple (f, γ) to H list
4 .

(h) Compute C = γ ⊕ (m̄||ω2), and output the first-level ciphertext CT j =

(A,B,C).

3. If i ∈ Lcorr , j ∈ Lun or i ∈ Lun , j ∈ Lcorr , then B does as follows:

(a) Search in the list H list
3 to see whether there exists (a0, a1,

a2, a3, t) ∈ H list
3 such that (a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3).

If there exists no such tuple, then return ⊥.

(b) Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

(c) Search whether there exists a tuple (m,ω, r) ∈ H list
1 such that hr = c1, (pk i ·

g)r = c2. If there no such tuple, then return ⊥.

(d) Compute c′2 = (pk j · g)r). Let m̄ := (c1, c
′
2, c3).

(e) Pick ω2 ←R {0, 1}ℓ1 , r1 ←R [(N − 1)/4], and add (m̄, ω2, r1) to the list

H list
1 .

(f) Compute A = hr1 , B = (pk j · g)r1 .
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(g) Search in the list H list
4 to see whether there exists (f, γ) such that f = gr1 .

If there exists no such tuple, then pick γ ←R QR+
N × QR+

N × {0, 1}ℓ0+2ℓ1 ,

add the tuple (f, γ) to H list
4 .

(h) Compute C = γ ⊕ (m̄||ω2), and output the first-level ciphertext CT j =

(A,B,C).

– ODec1(i,CT i): If i ∈ Lcorr , then B does as the algorithm Dec1 to decrypt the ciphertext

CT i by using sk i = xi and hash lists H list
1 ,H list

2 ,H list
3 , and H list

4 . Otherwise B parses

CT i as CT i = (A,B,C), and does as follows:

1. Search in the list H list
1 and H list

4 to see whether there exist (m,ω, r) ∈ H list
1 and

(f, γ) ∈ H list
4 such that

hr = A, (pk i · g)r = B, γ ⊕ (m||ω) = C, and f = gr. (4.2)

If there exists no such tuple, then return ⊥. (This corresponds to the event DErr1

to be explained).

2. Parse m̄ as m̄ := (c1, c
′
2, c3).

3. Search in the list H list
1 to see whether there exists (m,ω, r) ∈ H list

1 such that

hr = c1, (pk j · g)r = c′2. If there exists no such tuple, then return ⊥. (This

corresponds to the event DErr2 to be explained).

4. Compute m||ω = c3 ⊕ H2(g
r), and returns m if c1 = hH1(m,ω) holds, and ⊥

otherwise.

– ODec2(i,CT i): second-level ciphertexts encrypted under public keys from Lun can be

re-encrypted for corrupted users by using re-encryption oracle OReEnc . Besides,

second-level ciphertexts under pki∗ can be translated for other honest users by using

rki∗j (where j ∈ Lun ) which can be computed as in simulating of the re-encryption

key oracle ORKGen , and the resulting ciphertexts are decrypted by using ODec1 .

Challenge. When A decides that Phase 1 is over, a (corrupted or not) public key pki′ , a target

public key pk i∗ , and two “good messages” CT0, CT1. If i∗ ∈ Lcorr , then B outputs ⊥ and

halts, since we require i∗ ∈ Lun for A to win the game. Otherwise, B flips a random coin

σ ∈ {0, 1} and does as follows:

1. B parses CT σ = (c0, c1, c2, c3, s).

2. Search in the list H list
3 to see whether there exists (a0, a1, a2, a3, t) ∈ H list

3 such that

(a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3). If there exists no such tuple, then

return ⊥.

3. Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

4. Search whether there exists a tuple (m,ω, r) ∈ H list
1 such that hr = c1, (pk i · g)r =

c2. If there no such tuple, then return ⊥.

5. Compute c′2 = (pk j · g)r). Let m̄ := (c1, c
′
2, c3).

6. Pick C∗ ←R {0, 1}ℓ0+ℓ1 .

7. Pick ω∗ ←R {0, 1}ℓ1 , and implicitly define H4(g
a) = C∗ ⊕ (CT σ||ω∗) and

H1(CT σ||ω∗) = a (note that B does not know a and ga).
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8. Define A∗ = g2
λa (meaning that r∗ = a).

9. Compute B∗ = (g2
λa)xi∗ .

10. Return CT ∗ = (A∗, B∗, C∗) as the challenge ciphertext to A.

Observe the following to see that, CT ∗ is identically distributed as the real one from the

construction. Let r∗ := a. We have

1. A∗ = g2
λa = g2

λr∗ = hr
∗
.

2. B∗ = (g2
λa)xi∗ = (g2

λxi∗ )a = (g2
λsk i∗+1)r

∗
= (pk i∗ · g)r

∗
. (Note that sk i∗ =

xi∗ − 1
2λ

mod |QR+
N | since i∗ ∈ Lun .)

3. C∗ = H4(g
a)⊕ (CT σ||ω∗) = H4(g

r∗)⊕ (CTσ||ω∗).

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

Output. If σ′ = σ, then B searches (X,β) from the list H list
2 such that X2λ = g2

λa, and output

X as the solution; otherwise B outputs ⊥ and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set q := |QR+
N |, and assume that A issues at most

qH1 , qH2 , qH3 , qH4 , qre, and qd queries to H1,H2,H3,H4,OReEnc , and ODec1 , respectively.

Let AskH∗1 be the event that A queried (CTσ, ω
∗) to H1, where ω∗ is chosen by B in the

challenge phase. It is obvious that the simulation of H1 is perfect if AskH∗1 did not occur. Since B
picks ω∗ ←R {0, 1}ℓ1 which is hidden by the “one-time pad” given by H2, we have

Pr[AskH∗1] ≤
qH1

2ℓ1
.

Let AskH∗4 be the event that A queried ga to H4. The simulation of H4 is also perfect, as long as

AskH
∗
4 did not occur. It is clear that the simulations of H2 and H3 are perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-

encryption queries are perfect, unless A can submit valid second-level ciphertexts without query-

ing hash functions H3 and H1 (i.e. the events ReEncErr1 and ReEncErr2, respectively). Let

ReEncErr be the event that ReEncErr1∨ReEncErr2 happens during the entire simulation. Since

H1 and H3 act as random oracles and A issues at most qre re-encryption queries, we have

Pr[ReEncErr] = Pr[ReEncErr1 ∨ ReEncErr2]
≤ Pr[ReEncErr1] + Pr[ReEncErr2] ≤

qre
q
.

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption

oracle is perfect, with the exception that simulation errors may occur in rejecting some valid

ciphertexts. In the similar way of analysis in the proof of the 2nd-BS-CCA security, we obtain

Pr[DecErr] ≤ qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
+

qd(qH1 + 2)

q
,

where DecErr denotes the event that the decryption oracle rejects some valid ciphertexts.
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Now, let Error denote the event AskH∗1∨AskH∗4∨ReEncErr∨DecErr. If the event Error does

not happen, it is clear that A cannot gain any advantage greater than 1
2 in guessing σ due to the

randomness of the output of the random oracle H2. Namely, we have Pr[σ′ = σ|¬Error] = 1
2 .

Following the proof in Apdendix 4.4.2.1, we have

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error].

By definition of the advantage for the 1st-BS-CCA adversary, then we have

ε := Adv1st-CCA
PRE,A (λ) =

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error]

=
1

2
Pr[AskH∗1 ∨ AskH∗4 ∨ ReEncErr ∨ DecErr]

≤ 1

2
(Pr[AskH∗1] + Pr[AskH∗4] + Pr[ReEncErr] + Pr[DecErr]) .

Since Pr[AskH∗1] ≤
qH1

2ℓ1
,Pr[ReEncErr] ≤ qre

q , and Pr[DecErr] ≤ qd(qH4
+1)

q2·2ℓ0+2ℓ1
+

qd(qH1
+2)

q , we

obtain

Pr[AskH∗4] ≥ 2ε− (Pr[AskH∗1] + Pr[ReEncErr] + Pr[DecErr])

≥ 2ε− qH1

2ℓ1
− qre

q
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
− qd(qH1 + 2)

q

= 2ε− qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
.

Meanwhile, if event AskH∗4 happens, the algorithm B will be able to compute ga, and conse-

quently, we obtain

AdvISQB (λ) = Pr[AskH∗4] ≥ 2ε− qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
.

From the description of the simulation, the running time of the algorithm B can be bounded by

t′ ≤ t + (qH1 + qH2 + qH3 + qu + qc + qrk + qre + qd)O(1)
+ (qu + qc + (2qH1 + qH4)qre + 5qH1qd)texp,

where texp denotes the running time of an exponentiation in group QR+
N .

This completes the proof of the 1st-BS-CCA security of the scheme.

4.4.3 Proof of Theorem 6

We split up the proof of Theorem 5 into two parts: we prove that our scheme is 2nd-US-CCA

secure and 1st-US-CCA secure in Section 4.4.3.1 and Section 4.4.3.2, respectively. Combining

both parts yields Theorem 6.
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4.4.3.1 2nd-US-CCA Security

Since the permutation ISQ (i.e., the permutation : x 7→ x2
λ
acting on the groups QR+

N ) is one-

way function if and only if the factoring problem is hard (Theorem 2), it is sufficient to prove

that if there exists an adversary A that breaks the 2nd-BS-CCA security of the scheme with non-

negligible probability, then there exists an adversary B that breaks the one-wayness of ISQ with

overwhelming probability. Let AdvISQB (λ) denote the advantage of B in breaking the one-wayness

of ISQ.

Since the fact that the FB-Schnorr scheme is one-time strongly unforgeable under the factor-

ing assumption, we can assume that the signature scheme used to sign the challenge ciphertext

CT ∗
i (i.e. the scheme with the verify/sign keys pair are (c∗1, g

u∗
)) is one-time strongly unforge-

able.

We build an algorithm B which is, given a factoring instance (N, g, g2
λa), computing (ga),

using the 2nd-US-CCA adversary A. B runs the adversary A simulating its view as in the 2nd-

US-CCA security game as follows:

Setup. B initializes two empty lists Lun and Lcorr , then maintains it to record all uncorrupted

users and corrupted users, respectively, in the game. B sets h := g2
λ

, then provides A
the public parameter PP := (N, g, h,H1,H2,H3,H4), where H1,H2,H3, and H4 are the

random oracles simulated by B as follows.

Hash Oracles Simulation. At any time A can issue the random oracle queries

H1,H2,H3, and H4. B maintains four hash lists H list
1 ,H list

2 ,H list
3 , and H list

4 which are

initially empty, and respond as follow:

– H1(m,ω): If there is a tuple (m,ω, r) in H list
1 then return r, otherwise choose r ←R

[(N − 1)/4], add the tuple (m,ω, r) to H list
1 and return r.

– H2(X): If there is a tuple (X,β) in H list
2 then return β, otherwise choose β ←R

{0, 1}ℓ0+ℓ1 , add the tuple (X,β) to H list
2 and return β.

– H3(c0, c1, c2, c3): If there is a tuple (c0, c1, c2, c3, t) in H list
3 then return t, otherwise

choose t←R Z∗
2λ

, add the tuple (c0, c1, c2, c3, t) to H list
3 , and return t.

– H4(f): If there is a tuple (f, γ) in H list
4 then return γ, otherwise choose γ ←R QR+

N ×
QR+

N×{0, 1}ℓ0+ℓ1×QR+
N ×QR+

N×{0, 1}ℓ1 , add the tuple (f, γ) to H list
4 and return

γ.

Find stage (i.e. Phases 1 and 2). B simulates the oracles OunKGen , OcorrKGen , ORKGen ,

OReEnc , ODec1 , and ODec2 to answer the questions issued by A as follows:

– OunKGen(i): B returns⊥ if i ∈ Lun∪Lcorr ; otherwise B chooses randomly xi,1, xi,2 ←R

[(N − 1)/4], sets and returns pk i := (hxi,1 , hxi,2 · g−1) (meaning that ski =

(xi,1, xi,2 − 1
2λ

mod |QR+
N |)). B adds i to Lun . Note that, B does not need to know

sk i.

– OcorrKGen (i): B returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly

xi,1, xi,2 ←R [(N − 1)/4], and returns (pk i, sk i), where pk i := (hxi,1 , hxi,2), sk i :=

(xi,1, xi,2). B adds i to Lcorr .
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– ORKGen(i, j): B does as follows:

• If i = i∗, j ∈ Lcorr : return ⊥.

• If i ∈ Lcorr : B does exactly the same as the RKGen algorithm.

1. Pick α, r1 ←R [(N − 1)/4], ω1 ←R {0, 1}ℓ1 , define r1 = H1(α, ω1), and

add (α, ω1, r1) to the list H list
1 .

2. Compute R1 = α− (sk i,1H5(pk i,2) + sk i,2).

3. Compute R2 = hr1 , R3 = (pk j,1 · g)r1 , and R4 = H2(g
r1)⊕ (α||ω1).

4. Return rk i→j = (R1, R2, R3, R4).

• i 6= i∗ ∈ Lun :

1. Pick r1 ←R [(N − 1)/4], ω1 ←R {0, 1}ℓ1 , and add (“− ”, ω1, r1) to the list

H list
1 .

2. Pick R1 ←R {xi,1H5pk i,2 + xi,2, . . . , xi,1H5pk i,2 + xi,2 + (N − 1)/4}
(meaning that α = R1+(sk i,1H5(pk i,2)+ sk i,2) ∈ [(N −1)/4]). Note that,

B does not need to know α.

3. Compute R2 = hr1 , R3 = (pk j,1 · g)r1 , and R4 ←R {0, 1}ℓ0+ℓ1 (meaning

that H2(g
r1 = R4 ⊕ (α||ω1), where α is defined as in Step 2).

4. Return rk i→j = (R1, R2, R3, R4).

– OReEnc(i, j,CT i): B parses CT i = (c0, c1, c2, c3, s), and does as follows:

1. If i = j, then return ⊥.

2. If (i = i∗)∧ (j ∈ Lcorr )∧ (c1 = c∗1), then return ⊥. Since c∗1 is the verify key of

the one-time strong signature scheme SIG used to sign the challenge ciphertext

CT ∗, CT i is indeed the challenge ciphertext CT ∗. Therefore, B should return

⊥.

3. Otherwise B computes the re-encryption key rk ij as in the oracleORKGen . Next,

B follows the algorithm ReEnc to compute the ciphtertext CT j by using rk ij

and simulating the hash oracles H1,H3,H4 as follows:

(a) Search in the list H list
3 to see whether there exists (a0, a1,

a2, a3, t) ∈ H list
3 such that (a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3).

If there exists no such tuple, then return ⊥. (This corresponds to the event

ReEncErr1 to be explained).

(b) Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

(c) Search in the list H list
1 to see whether there exists (m,ω, r)

∈ H list
1 such that hr = c1, (pk i · g)r = c2. If there exists no such

tuple, then return ⊥. (This corresponds to the event ReEncErr2 to be

explained).

(d) Compute c′2 = c2 · cR1
1 . Let m̄ := (c1, c

′
2, c3, R2, R3, R4).

(e) Pick ω2 ←R {0, 1}ℓ1 , r1 ←R [(N − 1)/4], and add (m̄, ω2, r1) to the list

H list
1 .

(f) Compute A = hr1 , B = (pk j,2 · g)r1 ,
(g) Search in the list H list

4 to see whether there exists (f, γ) such that f = gr1 .

If there exists no such tuple, then pick γ ←R QR+
N ×QR+

N × {0, 1}ℓ0+ℓ1 ×
QR+

N ×QR+
N × {0, 1}ℓ1 , add the tuple (f, γ) to H list

4 .
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(h) Compute C = γ ⊕ (m̄||ω2), and output the first-level ciphertext CT j =

(A,B,C).

– ODec1(i,CT i): If i ∈ Lcorr , then B does as the algorithm Dec1 to decrypt the ciphertext

CT i by using sk i = (xi,1, xi,2) and hash lists H list
1 ,H list

2 ,H list
3 , and H list

4 . Otherwise

B parses CT i as CT i = (A,B,C), and does as follows:

1. Search in the list H list
1 and H list

4 to see whether there exist (m,ω, r) ∈ H list
1 and

(f, γ) ∈ H list
4 such that

hr = A, (pk i,2 · g)r = B, γ ⊕ (m||ω) = C, and f = gr. (4.3)

If there exists no such tuple, then return ⊥. (This corresponds to the event DErr1

to be explained).

2. Parse m̄ as m̄ := (c1, c
′
2, c3, R2, R3, R4).

3. Search in the list H list
1 to see whether there exists (m,ω, r) ∈ H list

1 such that

hr = c1, (pk j,1 · g)r = c′2. If there exists no such tuple, then return ⊥. (This

corresponds to the event DErr2 to be explained).

4. Compute m||ω = c3 ⊕ H2(g
r), and return m if c1 = hH1(m,ω) holds, and ⊥

otherwise.

– ODec2(i,CT i): second-level ciphertexts encrypted under public keys from Lun can be

re-encrypted for corrupted users by using re-encryption oracle OReEnc . Besides,

second-level ciphertexts under pki∗ can be translated for other honest users by using

rki∗j (where j ∈ Lun ) which can be computed as in simulating of the re-encryption

key oracle ORKGen , and the resulting ciphertexts are decrypted by using ODec1 .

Challenge. When A decides that Phase 1 is over, it outputs a target public key pk i∗ and two

equal-length plaintexts m0,m1 ∈ {0, 1}λ . If i∗ ∈ Lcorr , then B outputs ⊥ and halts, since

we require i∗ ∈ Lun for A to win the game. Otherwise, B flips a random coin σ ∈ {0, 1}
and does as follows:

1. Pick s∗ ←R QR+
N , t∗ ←R Z2λ , and compute c∗0 = (s∗)2

λ · (g2λa)−t∗ .

2. Define c∗1 = g2
λa (meaning that u∗ = a).

3. Compute c∗2 = (g2
λa)xi∗,1H5(pk i∗,2)+xi∗,2 .

4. Pick c∗3 ←R {0, 1}ℓ0+ℓ1 and define H3(c
∗
0, c

∗
1, c

∗
2, c

∗
3) = t∗.

5. Pick ω∗ ←R {0, 1}ℓ1 , and implicitly define H2(g
a) = c∗3 ⊕ (mσ||ω∗) and

H1(mσ||ω∗) = a (note that B does not know a and ga).

6. Return CT ∗ = (c∗0, c
∗
1, c

∗
2, c

∗
3, s

∗) as the challenge ciphertext to A.

Observe the following to see that, CT ∗ is identically distributed as the real one from the

construction. Let gv
∗
:= s∗ · g−at∗ and u∗ := a. We have

1. c∗0 = (s∗)2
λ · (g2λa)−t∗ = (s∗ · g−at∗)2

λ
= g2

λv∗ = hv
∗
.

2. c∗1 = g2
λa = g2

λu∗
= hu

∗
.
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3. c∗2 = (g2
λa)xi∗,1H5(pk i∗,2)+xi∗,2 = (g2

λsk i∗+1)u
∗
= (pk

H5(pk i∗,2)

i∗,1 pk i∗,2 · g)u
∗
. (Note

that sk i∗,1H5(pk i∗,2) + sk i∗,2 = xi∗,1H5(pk i∗,2) + xi∗,2 − 1
2λ

mod |QR+
N | since

i∗ ∈ Lun .)

4. c∗3 = H2(g
a)⊕ (mσ||ω∗) = H2(g

u∗
)⊕ (mσ||ω∗).

5. s∗ = s∗ · g−at∗ · gat∗ = gv
∗+u∗t∗ = gv

∗+u∗H3(c∗0,c
∗
1,c

∗
2,c

∗
3).

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

Output. If σ′ = σ, then B searches (X,β) from the list H list
2 such that X2λ = g2

λa, and output

X as the solution; otherwise B outputs ⊥ and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set q := |QR+
N |, and assume that A issues at most

qH1 , qH2 , qH3 , qH4 , qre, and qd queries to H1,H2,H3,H4,OReEnc , and ODec1 , respectively.

The main idea of the analysis is borrowed from [20]. We first evaluate the simulations of the

random oracles. It is clear that the simulation of H4 is perfect. Let AskH∗1 be the event that A
queried (mσ, ω

∗) to H1, where ω∗ is chosen by B in the challenge phase. It is obvious that the

simulation of H1 is perfect if AskH∗1 did not occur. Since B picks ω∗ ←R {0, 1}ℓ1 which is hidden

by the “one-time pad” given by H2, we have

Pr[AskH∗1] ≤
qH1

2ℓ1
.

Let AskH∗2, and AskH
∗
3 be the event that A queried ga to H2 and (c∗0, c

∗
1, c

∗
2, c

∗
3) to H3, respec-

tively. The simulation of H2 and H3 are also perfect, as long as AskH∗2 and AskH
∗
3 did not occur.

Similarly, since B picks c∗3 ←R {0, 1}ℓ0+ℓ1 which is hidden by the “one-time pad” given by H2,

we have

Pr[AskH∗3] ≤
qH3

2ℓ0+ℓ1
.

As argued before, the challenged ciphertext provided for A is identically distributed as the

real one from the construction. From the description of the simulation, it can be seen that the

responses to A’s re-encryption key queries are also perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-

encryption queries are perfect, unless A can submit valid second-level ciphertexts without query-

ing hash functions H3 and H1 (i.e. the events ReEncErr1 and ReEncErr2, respectively). Let

ReEncErr be the event that ReEncErr1∨ReEncErr2 happens during the entire simulation. Since

H1 and H3 act as random oracles and A issues at most qre re-encryption queries, we have

Pr[ReEncErr] = Pr[ReEncErr1 ∨ ReEncErr2]
≤ Pr[ReEncErr1] + Pr[ReEncErr2] ≤

qre
q
.

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption

oracle is perfect, with the exception that simulation errors may occur in rejecting some valid ci-

phertexts. However, these errors are not significant as shown as follows: Suppose that (pk i,CT i)

has been issued as a valid first-level ciphertext. Even CT i is valid, there are the three following

cases that CT i can be produced without querying to the random oracles:
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• A did not query (m,ω) to H1 or f to H4 such that the equation 4.4 holds (i.e. the event

DErr1 occurs). Let Valid be the event that CT 1 is valid. Let AskH1and AskH4 respectively

be events that (m,ω) has been queried to H1 and f has been queried to H4 in the event

DecErr1. We have

Pr[Valid|DErr1] = Pr[Valid|(¬AskH1 ∨ ¬AskH4)]
≤ Pr[Valid|¬AskH1] + Pr[Valid|¬AskH4].

On the other hand, observe that

Pr[Valid|¬AskH1] = Pr[Valid ∧ AskH4|¬AskH1] + Pr[Valid ∧ ¬AskH4|¬AskH1]
≤ Pr[AskH4|¬AskH1] + Pr[Valid|(¬AskH1 ∧ ¬AskH4)]

≤ qH4

q4 · 2ℓ0+2ℓ1
+

1

q
.

Similarly, we have

Pr[Valid|¬AskH4] ≤
qH1

q
+

1

q4 · 2ℓ0+2ℓ1
.

Therefore, we have

Pr[Valid|DErr1] ≤ Pr[Valid|¬AskH1] + Pr[Valid|¬AskH4]

≤ qH4 + 1

q4 · 2ℓ0+2ℓ1
+

qH1 + 1

q
.

Let DecErr1 be the event that Valid|DErr1 happens during the entire simulation. Then,

since at most qd decryption oracles are issued, we have

Pr[DecErr1] ≤ qd

(

qH4 + 1

q4 · 2ℓ0+2ℓ1
+

qH1 + 1

q

)

.

• A did not query (m,ω) to H1 such that hH1(m,ω) = c1 and (pk j · g)H1(m,ω) = c′2 hold (i.e.

the event DErr2 occurs). It is clear that Pr[Valid|DErr2] = 1
q . Let DecErr2 be the event

that Valid|DErr2 happens during the entire simulation. We have

Pr[DecErr2] ≤
qd
q
.

Let DecErr be the event that Valid|DErr1 ∨ DErr2 happens during the entire simulation. Then,

we have

Pr[DecErr] = Pr[Valid|DErr1 ∨ DErr2]

≤ Pr[Valid|DErr1] + Pr[Valid|DErr2]
= Pr[DecErr1] + Pr[DecErr2]

≤ qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
+

qd(qH1 + 2)

q
.
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Now, let Error denote the event AskH∗1∨AskH∗2∨AskH∗3∨ReEncErr∨DecErr. If the event Error

does not happen, it is clear that A can not gain any advantage greater than 1
2 in guessing σ due to

the randomness of the output of the random oracle H2. Namely, we have Pr[σ′ = σ|¬Error] =
1
2 . Hence, by splitting Pr[σ′ = σ], we have

Pr[σ′ = σ] = Pr[σ′ = σ|¬Error] Pr[¬Error] + Pr[σ′ = σ|Error] Pr[Error]

≤ 1

2
Pr[¬Error] + Pr[Error]

=
1

2
+

1

2
Pr[Error],

and

Pr[σ′ = σ] ≥ Pr[σ′ = σ|¬Error] Pr[¬Error] = 1

2
− 1

2
Pr[Error].

Then we have
∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error].

By definition of the advantage for the 2nd-BS-CCA adversary, we then have

ε := Adv2nd-CCA
PRE,A (λ) =

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error]

=
1

2
Pr[AskH∗1 ∨ AskH∗2 ∨ AskH∗3 ∨ ReEncErr ∨DecErr]

≤ 1

2
(Pr[AskH∗1] + Pr[AskH∗2] + Pr[AskH∗3] + Pr[ReEncErr] + Pr[DecErr]) .

Since Pr[AskH∗1] ≤
qH1

2ℓ1
,Pr[AskH∗3] ≤

qH3

2ℓ0+ℓ1
,Pr[ReEncErr] ≤ qre

q , and Pr[DecErr] ≤
qd(qH4

+1)

q4·2ℓ0+2ℓ1
+

qd(qH1
+2)

q , we obtain

Pr[AskH∗2] ≥ 2ε − (Pr[AskH∗1] + Pr[AskH∗3] + Pr[ReEncErr] + Pr[DecErr])

≥ 2ε − qH1

2ℓ1
− qH3

2ℓ0+ℓ1
− qre

q
− qd(qH4 + 1)

q2 · 2ℓ0+2ℓ1
− qd(qH1 + 2)

q

= 2ε − qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qH3

2ℓ0+ℓ1
− qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
.

Meanwhile, if event AskH∗2 happens, the algorithm B will be able to compute ga, and conse-

quently, we obtain

AdvISQB (λ) = Pr[AskH∗2] ≥ 2ε− qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qH3

2ℓ0+ℓ1
− qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
.

From the description of the simulation, the running time of the algorithm B can be bounded by

t′ ≤ t + (qH1 + qH2 + qH3 + qu + qc + qrk + qre + qd)O(1)
+ (qu + qc + (2qH1 + qH4)qre + 5qH1qd)texp,

where texp denotes the running time of an exponentiation in group QR+
N .

This completes the proof of the 2nd-US-CCA security of the scheme.
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4.4.3.2 1st-US-CCA Security

We build an algorithm B which is, given a factoring instance (N, g, g2
λa), computing (ga), using

the 1st-US-CCA adversary A. B runs the adversary A simulating its view as in the 1st-US-CCA

security game as follows:

Setup. B initializes two empty lists Lun and Lcorr , then maintains it to record all uncorrupted

users and corrupted users, respectively, in the game. B sets h := g2
λ

, then provides A
the public parameter PP := (N, g, h,H1,H2,H3,H4), where H1,H2,H3, and H4 are

the random oracles simulated by B as shown in the proof of the 2nd-US-CCA security

(See 4.4.3.1).

Find stage (i.e. Phases 1 and 2). B simulates the oracles OunKGen , OcorrKGen , ORKGen ,

OReEnc , ODec1 , and ODec2 to answer the questions issued by A as follows:

– OunKGen(i): B returns⊥ if i ∈ Lun∪Lcorr ; otherwise B chooses randomly xi,1, xi,2 ←R

[(N − 1)/4], sets and returns pk i := (hxi,1 , hxi,2 · g−1) (meaning that ski =

(xi,1, xi,2 − 1
2λ

mod |QR+
N |)). B adds i to Lun . Note that, B does not need to know

sk i.

– OcorrKGen (i): B returns ⊥ if i ∈ Lun ∪ Lcorr ; otherwise B chooses randomly

xi,1, xi,2 ←R [(N − 1)/4], and returns (pk i, sk i), where pk i := (hxi,1 , hxi,2), sk i :=

(xi,1, xi,2). B adds i to Lcorr .

– ORKGen(i, j): B does as follows:

• If i ∈ Lcorr : B does exactly the same as the RKGen algorithm.

1. Pick α, r1 ←R [(N − 1)/4], ω1 ←R {0, 1}ℓ1 , define r1 = H1(α, ω1), and

add (α, ω1, r1) to the list H list
1 .

2. Compute R1 = α− (sk i,1H5(pk i,2) + sk i,2).

3. Compute R2 = hr1 , R3 = (pk j,1 · g)r1 , and R4 = H2(g
r1)⊕ (α||ω1).

4. Return rk i→j = (R1, R2, R3, R4).

• i ∈ Lun :

1. Pick r1 ←R [(N − 1)/4], ω1 ←R {0, 1}ℓ1 , and add (“− ”, ω1, r1) to the list

H list
1 .

2. Pick R1 ←R {xi,1H5pk i,2 + xi,2, . . . , xi,1H5pk i,2 + xi,2 + (N − 1)/4}
(meaning that α = R1+(sk i,1H5(pk i,2)+ sk i,2) ∈ [(N −1)/4]). Note that,

B does not need to know α.

3. Compute R2 = hr1 , R3 = (pk j,1 · g)r1 , and R4 ←R {0, 1}ℓ0+ℓ1 (meaning

that H2(g
r1 = R4 ⊕ (α||ω1), where α is defined as in Step 2).

4. Return rk i→j = (R1, R2, R3, R4).

– OReEnc(i, j,CT i): B parses CT i = (c0, c1, c2, c3, s), and does as follows:

1. If i = j, then return ⊥.

2. If (i = i∗)∧ (j ∈ Lcorr )∧ (c1 = c∗1), then return ⊥. Since c∗1 is the verify key of

the one-time strong signature scheme SIG used to sign the challenge ciphertext

CT ∗, CT i is indeed the challenge ciphertext CT ∗. Therefore, B should return

⊥.
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3. Otherwise B computes the re-encryption key rk ij as in the oracleORKGen . Next,

B follows the algorithm ReEnc to compute the ciphtertext CT j by using rk ij

and simulating the hash oracles H1,H3,H4 as follows:

(a) Search in the list H list
3 to see whether there exists (a0, a1,

a2, a3, t) ∈ H list
3 such that (a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3).

If there exists no such tuple, then return ⊥. (This corresponds to the event

ReEncErr1 to be explained).

(b) Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

(c) Search in the list H list
1 to see whether there exists (m,ω, r)

∈ H list
1 such that hr = c1, (pk i · g)r = c2. If there exists no such

tuple, then return ⊥. (This corresponds to the event ReEncErr2 to be

explained).

(d) Compute c′2 = c2 · cR1
1 . Let m̄ := (c1, c

′
2, c3, R2, R3, R4).

(e) Pick ω2 ←R {0, 1}ℓ1 , r1 ←R [(N − 1)/4], and add (m̄, ω2, r1) to the list

H list
1 .

(f) Compute A = hr1 , B = (pk j,2 · g)r1 ,
(g) Search in the list H list

4 to see whether there exists (f, γ) such that f = gr1 .

If there exists no such tuple, then pick γ ←R QR+
N ×QR+

N × {0, 1}ℓ0+ℓ1 ×
QR+

N ×QR+
N × {0, 1}ℓ1 , add the tuple (f, γ) to H list

4 .

(h) Compute C = γ ⊕ (m̄||ω2), and output the first-level ciphertext CT j =

(A,B,C).

– ODec1(i,CT i): If i ∈ Lcorr , then B does as the algorithm Dec1 to decrypt the ciphertext

CT i by using sk i = (xi,1, xi,2) and hash lists H list
1 ,H list

2 ,H list
3 , and H list

4 . Otherwise

B parses CT i as CT i = (A,B,C), and does as follows:

1. Search in the list H list
1 and H list

4 to see whether there exist (m,ω, r) ∈ H list
1 and

(f, γ) ∈ H list
4 such that

hr = A, (pk i,2 · g)r = B, γ ⊕ (m||ω) = C, and f = gr. (4.4)

If there exists no such tuple, then return ⊥. (This corresponds to the event DErr1

to be explained).

2. Parse m̄ as m̄ := (c1, c
′
2, c3, R2, R3, R4).

3. Search in the list H list
1 to see whether there exists (m,ω, r) ∈ H list

1 such that

hr = c1, (pk j,1 · g)r = c′2. If there exists no such tuple, then return ⊥. (This

corresponds to the event DErr2 to be explained).

4. Compute m||ω = c3 ⊕ H2(g
r), and returns m if c1 = hH1(m,ω) holds, and ⊥

otherwise.

– ODec2(i,CT i): second-level ciphertexts encrypted under public keys from Lun can be

re-encrypted for corrupted users by using re-encryption oracle OReEnc . Besides,

second-level ciphertexts under pki∗ can be translated for other honest users by using

rki∗j (where j ∈ Lun ) which can be computed as in simulating of the re-encryption

key oracle ORKGen , and the resulting ciphertexts are decrypted by using ODec1 .

68



Challenge. When A decides that Phase 1 is over, a (corrupted or not) public key pki′ , a target

public key pk i∗ , and two “good messages” CT0, CT1. If i∗ ∈ Lcorr , then B outputs ⊥ and

halts, since we require i∗ ∈ Lun for A to win the game. Otherwise, B flips a random coin

σ ∈ {0, 1} and does as follows:

1. B computes re-encryption key rk i′→i∗ = (R1, R2, R3, R4) as in the ORKGen algo-

rithm.

2. B parses CT σ = (c0, c1, c2, c3, s).

3. Search in the list H list
3 to see whether there exists (a0, a1, a2, a3, t) ∈ H list

3 such that

(a0 = c0) ∧ (a1 = c1) ∧ (a2 = c2) ∧ (a3 = c3). If there exists no such tuple, then

return ⊥.

4. Check whether s2
λ
= c0 · ct1 holds. If not, then return ⊥.

5. Search whether there exists a tuple (m,ω, r) ∈ H list
1 such that hr = c1, (pk i′,1 ·g)r =

c2. If there no such tuple, then return ⊥.

6. Otherwise, compute c′2 = c2 · cR1
1 . Let m̄ := (c1, c

′
2, c3, R2, R3, R4).

7. Pick C∗ ←R {0, 1}ℓ0+ℓ1 .

8. Pick ω∗ ←R {0, 1}ℓ1 , and implicitly define H4(g
a) = C∗ ⊕ (CT σ||ω∗) and

H1(CT σ||ω∗) = a (note that B does not know a and ga).

9. Define A∗ = g2
λa (meaning that r∗ = a).

10. Compute B∗ = (g2
λa)xi∗,2 .

11. Return CT ∗ = (A∗, B∗, C∗) as the challenge ciphertext to A.

Observe the following to see that, CT ∗ is identically distributed as the real one from the

construction. Let r∗ := a. We have

1. A∗ = g2
λa = g2

λr∗ = hr
∗
.

2. B∗ = (g2
λa)xi∗,2 = (g2

λxi∗,2)a = (g2
λsk i∗,2+1)r

∗
= (pk i∗,2·g)r

∗
. (Note that sk i∗,2 =

xi∗,2 − 1
2λ

mod |QR+
N | since i∗ ∈ Lun .)

3. C∗ = H4(g
a)⊕ (CT σ||ω∗) = H4(g

r∗)⊕ (CTσ||ω∗).

Guess. Finally, A outputs a guess σ′ ∈ {0, 1}.

Output. If σ′ = σ, then B searches (X,β) from the list H list
2 such that X2λ = g2

λa, and output

X as the solution; otherwise B outputs ⊥ and halts.

This completes the description of the simulation.

Analysis. Before analyzing the simulation we set q := |QR+
N |, and assume that A issues at most

qH1 , qH2 , qH3 , qH4 , qre, and qd queries to H1,H2,H3,H4,OReEnc , and ODec1 , respectively.

Let AskH∗1 be the event that A queried (CTσ, ω
∗) to H1, where ω∗ is chosen by B in the

challenge phase. It is obvious that the simulation of H1 is perfect if AskH∗1 did not occur. Since B
picks ω∗ ←R {0, 1}ℓ1 which is hidden by the “one-time pad” given by H2, we have

Pr[AskH∗1] ≤
qH1

2ℓ1
.
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Let AskH∗4 be the event that A queried ga to H4. The simulation of H4 is also perfect, as long as

AskH
∗
4 did not occur. It is clear that the simulations of H2 and H3 are perfect.

Next, we evaluate the simulation of the re-encryption oracle. The responses to A’s re-

encryption queries are perfect, unless A can submit valid second-level ciphertexts without query-

ing hash functions H3 and H1 (i.e. the events ReEncErr1 and ReEncErr2, respectively). Let

ReEncErr be the event that ReEncErr1∨ReEncErr2 happens during the entire simulation. Since

H1 and H3 act as random oracles and A issues at most qre re-encryption queries, we have

Pr[ReEncErr] = Pr[ReEncErr1 ∨ ReEncErr2]
≤ Pr[ReEncErr1] + Pr[ReEncErr2] ≤

qre
q
.

Now, we analyze the simulation of the decryption oracle. The simulation of the decryption

oracle is perfect, with the exception that simulation errors may occur in rejecting some valid

ciphertexts. In the similar way of analysis in the proof of the 2nd-US-CCA security, we obtain

Pr[DecErr] ≤ qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
+

qd(qH1 + 2)

q
,

where DecErr denotes the event that the decryption oracle rejects some valid ciphertexts.

Now, let Error denote the event AskH∗1∨AskH∗4∨ReEncErr∨DecErr. If the event Error does

not happen, it is clear that A can not gain any advantage greater than 1
2 in guessing σ due to the

randomness of the output of the random oracle H2. Namely, we have Pr[σ′ = σ|¬Error] = 1
2 .

Following the proof in Section 4.4.2.1, we have

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error].

By definition of the advantage for the 1st-BS-CCA adversary, we then have

ε := Adv1st-CCA
PRE,A (λ) =

∣

∣

∣

∣

Pr[σ′ = σ]− 1

2

∣

∣

∣

∣

≤ 1

2
Pr[Error]

=
1

2
Pr[AskH∗1 ∨ AskH∗4 ∨ ReEncErr ∨ DecErr]

≤ 1

2
(Pr[AskH∗1] + Pr[AskH∗4] + Pr[ReEncErr] + Pr[DecErr]) .

Since Pr[AskH∗1] ≤
qH1

2ℓ1
,Pr[ReEncErr] ≤ qre

q , and Pr[DecErr] ≤ qd(qH4
+1)

q4·2ℓ0+2ℓ1
+

qd(qH1
+2)

q , we

obtain

Pr[AskH∗4] ≥ 2ε− (Pr[AskH∗1] + Pr[ReEncErr] + Pr[DecErr])

≥ 2ε− qH1

2ℓ1
− qre

q
− qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
− qd(qH1 + 2)

q

= 2ε− qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
.

70



Meanwhile, if event AskH∗4 happens, the algorithm B will be able to compute ga, and conse-

quently, we obtain

AdvISQB (λ) = Pr[AskH∗4] ≥ 2ε− qre + qd(qH1 + 2)

q
− qH1

2ℓ1
− qd(qH4 + 1)

q4 · 2ℓ0+2ℓ1
.

From the description of the simulation, the running time of the algorithm B can be bounded by

t′ ≤ t + (qH1 + qH2 + qH3 + qu + qc + qrk + qre + qd)O(1)
+ (qu + qc + (2qH1 + qH4)qre + 5qH1qd)texp,

where texp denotes the running time of an exponentiation in group QR+
N .

This completes the proof of the 1st-US-CCA security of the scheme.

4.5 Summary

In this chapter, we have proposed the first factoring-based PRE schemes. In particular, we have

presented three PRE schemes. The first is a CPA-secure bidirectional and multi-hop PRE scheme.

The second is a CCA-secure bidirectional and single-hop PRE scheme. The last is a CCA-

secure unidirectional and single-hop PRE scheme extended from the second by using the “token-

controlled encryption” technique. The former is in the standard model, and the others are in the

random oracle model. In order to construct the second and the third schemes, we have proposed a

new factoring-based strong signature scheme which is a variant of the Schnorr signature scheme.
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Chapter 5

A Scheme with Bilinear Maps
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5.1 Introduction

After the first PRE scheme proposed by Blaze et al. [8] which is secure against chosen-plaintext

attack, there have been a lot of works trying to achieve chosen-ciphertext (CCA) security for

PRE. We mention [20, 17, 14, 32] achieving CCA security in the random oracle model. As we

have seen in the previous sections, it seems very difficult to achieve PRE schemes with the CCA

security in the standard model (i.e. without the random oracle idealization). In 2011, Shao, Liu,

and Zhou [55] proposed a construction of PRE and claimed that their scheme achieves key privacy

without losing the CCA security in the standard model, which is an open problem left by Ateniese
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et al. [2]. In this chapter, however, we will show that their scheme is vulnerable to the chosen-

ciphertext attack, and present a concrete attack to break the CCA security of it (see Section 5.2

for more details).

In 2012, Hanaoka, Kawai, Kunihiro, Matsuda, Weng, Zhang, and Zhao [25] proposed a CCA

security definition for PRE, and claimed that it is stronger than all the previous works. They also

presented a unidirectional single-hop scheme which is secure in their security model. As we have

shown in Section 3.3.3, their model can be further strengthened by presenting a new CCA security

definition which is extended from theirs. In this chapter, we propose the first scheme with this

security in the standard model. Our scheme is efficient and relies on mild complexity assumptions

in bilinear groups.

5.2 Analysis of the Shao-Liu-Zhou Scheme

Shao, Liu, and Zhou [55] proposed a construction of PRE and claimed that their scheme achieves

key privacy without losing CCA security, which is an open problem left by Ateniese et al. [2].

Unfortunately, this scheme is actually not CCA secure. In this section, we present a concrete

attack to break its CCA security, where the CCA security is in the sense of our definition. This

attack can also be applied in their CCA security model or that of other previous works as [54, 17,

14].

5.2.1 Review of the Shao-Liu-Zhou Scheme

Now we describe the Shao-Liu-Zhou scheme in [55].

PRE.Setup: The system parameters are: (g, h, h′, g2, g3, P1, P2, p, e,G,GT , SIG, SKE,

F (·), Ḟ (·),×F̄ (·),Hi(·)(i = 1, 2, 3), H̄j(·)(j = 1, 2)), where (g, p,G,GT , e) ←
BSetup(1λ), (h, h′, g2, g3) are random numbers from G, P1 and P2 are random numbers

from GT , SIG = (G,S, V ) is a strongly unforgeable one-time signature scheme, SKE

is a CCA-secure one-time symmetric key encryption scheme, F (·), Ḟ (·), F̄ (·) are pseudo-

random bit generators (PRBG), and Hi(·)(i = 1, 2, 3), H̄i(·)(i = 1, 2) are hash functions.

We denote l1 and l2 as the bit lengths of the private key of SKE and the verifying key of

SIG, respectively. C is the ciphertext space of SKE.

PRE.KeyGen: The user sets his public key as pk = (X1,X2, Z1, Z2, Z3) =

(gx, h1/x, P x1P x2 , P x3P x4 , P x5) for random sk = (x, x1, x2, x3, x4, x5) ←R Zp. If the

values (X2, Z1, Z2, Z3) are presented, which signifies that the user is willing to accept

delegations.

PRE.ReKeyGen: On input a public key pk′ = (X ′
1,X

′
2, Z

′
1, Z

′
2, Z

′
3) =

(gy , h1/y, P y1P y2 , P y3P y4 , P y5), and a private key sk = (x, x1, x2, x3, x4, x5), it

outputs a unidirectional re-encryption key rkpk,pk′ = (rk
(1)
pk,pk′, rk

(2)
pk,pk′, rk

(3)
pk,pk′), which

is computed as follows.

1. Choose random numbers r, r̄, k̄ ←R Zp.

2. Set rk
(1)
pk,pk′ = (X ′

2)
x·r = h(x/y)·r .
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3. Set rk
(2)
pk,pk′ = (Q1, Q2, T1, T2, T3) = (P r̄

1 , P
r̄
2 , (Z

′
1)

H̄1(r)r̄, (Z ′
2)

H̄2(r)r̄, (Z ′
3)

r̄).

4. Compute rk
(3)
pk,pk′ = (Ā, B̄, C̄, D̄) as follows.

Ā = P k̄
1 , B̄ = P k̄

2 , C̄ = F̄ ((Z ′
3)

k̄)⊕ r, ᾱ = H1(Ā||B̄||C̄), D̄ = (Z ′
1)

k̄(Z ′
2)

k̄·ᾱ.

PRE.Enc: On input a public key pk = (X1,X2, Z1, Z2, Z3) =

(gx, h1/x, P x1
1 P x2

2 , P x3
1 P x4

2 , P x5
1 ) and a message m ∈ {0, 1}n, the encryptor does

the following steps:

1. Choose a random number k ←R Zp.

2. Run the key generation algorithm SIG.G(1λ) to get a signing and verifying key pair

(ssk, svk).

3. Set A = svk,B = gk, C = (g
H2(A)
2 · g3)

k,D = h′k, E =

SKE.Enc(F (A||C||D||e(X1 , h)
k),m), S = SIG.S(ssk, (B,C,D,E)).

4. Output the ciphertext K = (A,B,C,D,E, S).

PRE.ReEnc: On input a re-encryption key rkpk,pk′ = (rk
(1)
pk,pk′, rk

(2)
pk,pk′, rk

(3)
pk,pk′) and a ci-

phertext K = (A,B,C,D,E, S) for public key pk1. The proxy does the following steps.

• If e(B, g
H2(A)
2 · g3) = e(g,C), e(B,h′) = e(g,D), and

SIG.V(A, (B,C,D,E), S) = 1, all hold, go to the next step; otherwise, out-

put ⊥ and halt.

• Choose a random number k̇ ←R Zp.

• Set C = A||C||D||E||Ā||B̄||C̄||D̄.

• Compute B′ = e(B, rk
(1)
pk,pk′), Ȧ = Qk̇

1 , Ḃ = Qk̇
2 , Ċ = Ḟ (T k̇

3 ) ⊕ (B′||C), α̇ =

H3(Ȧ||Ḃ||Ċ), Ḋ = T k̇
1 T

k̇·α
2 .

• Output the re-encrypted ciphertext K̇ = (Ȧ, Ḃ, Ċ, Ḋ).

PRE.Dec: We have two cases in this algorithm.

• If K is an original ciphertext, such that K = (A,B,C,D,E, S), the decryptor does

the following steps. In this case, the private key is (x, x1, x2, x3, x4, x5).

1. If e(B, g
H2(A)
2 · g3) = e(g,C), e(B,h′) = e(g,D), and SIG.V(A,

(B,C,D,E), S) = 1, all hold, go to the next step; otherwise, output ⊥ and

halt.

2. Output m = SKE.Dec(F (A||C||D||e(B,h)x), E). Note that m may be ⊥.

• If K̇ is a re-encrypted ciphertext, such that K̇ = (Ȧ, Ḃ, Ċ, Ḋ). The decryptor does

the following steps. In this case, the private key is (y, y1, y2, y3, y4, y5).

1. Compute m′ = Ḟ (·Ay5)⊕ Ċ , if m′ = (B′||A||C||D||E||Ā||B̄||C̄||D̄) does not

satisfy the format GT × {0, 1}l2 × G2 × C × G2
T × Zp × G, then output ⊥ and

halt; otherwise, do the following steps.

2. If Āy1+y3·αBy2+y4·ᾱ = D̄ does not hold, where ᾱ = H1(Ā||B̄||C̄), then output

⊥ and halt; otherwise, compute r = F̄ (Āy5)⊕ C̄.
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3. If Ȧy1H̄1(r)+y3H̄2(r)·α̇Ḃy2H̄1(r)+y4H̄2(r)·α̇ = Ḋ does not hold, where

α̇ = H1(Ȧ||Ḃ||Ċ), then output ⊥ and halt; otherwise, compute m =

SKE.Dec(F (A||C||D||B′y/r), E). Note that m may be ⊥.

5.2.2 Our Attack

Before describing our attack, we briefly explain how the re-encryption key is generated in the

Shao-Liu-Zhou scheme. There are three components in the re-encryption key, where only the

first component (rk
(1)
pk,pk′) is computed using the secret key of the delegator (in particular x ∈ sk).

The second component (rk
(2)
pk,pk′) is computed using the parameter, the public key of the delegatee,

and the randomness chosen by the proxy. The third component (rk
(3)
pk,pk′) is computed almost the

same as that in the Cramer-Shoup scheme with the public key (P1, P2, Z
′
1, Z

′
2, Z

′
3), except that C̄

is computed as F̄ ((Z ′
3)

k̄)⊕m instead of (Z ′
3)

k̄ ·m.

It is easy to see that, everyone can compute the re-encryption key from delegator to itself

(i.e. rkpk,pk) without any knowledge of delegator’s secret key. In particular, the adversary first

chooses randomness r, r̄, k̄ ←R Zp then computes the first component as hr (because hr =

h(x/x)·r). The two latter do not depend on delegator’s secret key, so it is easily computed as in

PRE.ReKeyGen. Using the computed re-encryption key, the adversary can re-encrypt the

challenge ciphertext, then invokes the re-encrypted cihertext to decryption oracle Odec1 to obtain

the plaintext (note that, this is not restricted in the CCA security model).

From the above observation, we build the following efficient attackerAwhich aims to decrypt

challenge ciphertext K∗ = (A∗, B∗, C∗,D∗, E∗, S∗) encrypted for pk∗ = (X∗
1 ,X

∗
2 , Z

∗
1 , Z

∗
2 , Z

∗
3 ).

1. After obtaining the challenge ciphertext K∗ from the challenger, A chooses random num-

bers r, r̄, k̄ ←R Zp. Then A computes re-encryption key rkpk∗,pk∗ as follows:

• Set rk
(1)
pk∗,pk∗ = (X ′

2)
r(= h(x

∗/x∗)·r).

• Set rk
(2)
pk∗,pk∗ = (Q1, Q2, T1, T2, T3) = (P r̄

1 , P
r̄
2 , (Z

∗
1 )

H̄1(r)r̄, (Z∗
2 )

H̄2(r)r̄, (Z∗
3 )

r̄).

• Compute rk
(3)
pk∗,pk∗ = (Ā, B̄, C̄, D̄) as follows.

Ā = P k̄
1 , B̄ = P k̄

2 , C̄ = F̄ ((Z∗
3 )

k̄)⊕ r, ᾱ = H1(Ā||B̄||C̄), D̄ = (Z∗
1 )

k̄(Z∗
2 )

k̄·ᾱ.

2. A himself re-encrypts the challenge ciphertext CT ∗ using PRE.ReEnc with the above

re-encryption key as the following:

• Choose a random number k̇ ←R Zp.

• Set C = A∗||C∗||D∗||E∗||Ā||B̄||C̄||D̄.

• Compute B′ = e(B∗, rk
(1)
pk∗,pk∗), Ȧ = Qk̇

1 , Ḃ = Qk̇
2, Ċ = Ḟ (T k̇

3 ) ⊕ (B′||C), α̇ =

H3(Ȧ||Ḃ||Ċ), Ḋ = T k̇
1 T

k̇·α
2 .

• Output the re-encrypted ciphertext K̇ = (Ȧ, Ḃ, Ċ, Ḋ).

3. A issues a decryption oracle query under pk∗ to decrypt the re-encrypted ciphertext K̇ (this

is not restricted in the CCA security model), and the result is the message encrypted in K∗.
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5.3 The Proposed Scheme

In this section, we first describe a new scheme for PRE, and then show that it meets the 1st-

US-CCA and the 2nd-US-CCA security. Our scheme is obtained by extending the PKE scheme

proposed by Lai, Deng, Liu, and Kou [37].

5.3.1 Construction

To achieve our CCA security given in Section 3.3, we start from the following observations which

are important and necessary principles for designing CCA-secure schemes:

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the

proxy; otherwise, it will suffer from the attack as illustrated in [20].

2. It should also be impossible for the adversary to transform the second-level ciphertext to

the first level one without knowledge of the delegator’s secret key or re-encryption key; oth-

erwise, it will suffer from an attack as applied to the Shao-Liu-Zhou scheme in Section 5.2.

3. For the first-level ciphertext CTj re-encrypted from the second-level ciphertext CTi, it

should not exhibit any component of CTi; otherwise, it will fail in achieving the 1st-US-

CCA security.

We now describe our scheme. In Section 5.3.2, we will explain how our scheme follows the above

principles in the following description of our scheme.

Setup: On input a security parameter 1λ, run Gen(1λ) in Section 2.2.3 to obtain (G, g, p,H).

Let GT be a multiplicative group of prime order p. Let e : G × G → GT be

a bilinear map. Choose g1, h, u, v, d ∈ G, and two collision-resistant hash functions

TCR : G × GT → Zp, TCR′ : G → Zp. SYM is a symmetric encryption scheme

of which the key space is {0, 1}ℓ(n), where ℓ(n) is the bit-length of the output of the

hash function H . Output a public parameter PP = (p,G,GT , g, h, g1, u, v, d, e,H,

TCR,TCR′).

KGen: On input a public parameter PP = (p,G,GT , g, h, g1, u, v, d, e,H,TCR,TCR′),

choose x, y ←R Zp, and output a pair (pk, sk) of a public key and a private key, where

pk = (gx, gx
2

1 , gy), sk = (x, y).

ReKey: On input a private key ski = (ski,1, ski,2) and a public key pkj = (pkj,1, pkj,2, pkj,3),

output a re-encryption key rki→j = pk
1/ski,1
j,2 .

Enc1: On input a public key pki = (pki,1, pki,2, pki,3) and a message m ∈ GT, choose

r,R, r′, s ←R Zp, and compute C2 = hr, C3 = e(g, g1)
r · m, t = TCR(C2, C3),

C4 = (utvsd)r, C5 = s, C6 = pkrRi,2 , C7 = pkRi,2, C8 = g1/R, CT ′
i = C2||C3||...||C8,

A = gr
′
, t′ = TCR′(A), B = (pkt

′

i,3 · h)r
′
, C ← SYM.Enc(H(pkr

′

i,3), CT ′
i ), D = pki,3.

Finally, output a ciphertext CTi = (A,B,C,D).
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Enc2: On input a public key pki = (pki,1, pki,2, pki,3) and a message m ∈ GT, choose r, s←R

Zp, and compute C1 = pkri,1, C2 = hr , C3 = e(g, g1)
r · m, t = TCR(C2, C3), C4 =

(utvsd)r , C5 = s. Finally, output a ciphertext CT = (C1, C2, C3, C4, C5).

ReEnc: On input two public keys pki, pkj a re-encryption key rki→j , a second-level ciphertext

CTi = (C1, C2, C3, C4, C5) do as follows:

Compute t = TCR(C2, C3), and check the validity of the ciphertext CTi by testing whether

the following equalities hold (if both hold, we write Check(CTi) = 1):

e(h,C1) = e(C2, pki,1) (5.1)

e(h,C4) = e(C2, u
tvsd). (5.2)

If one of the above equations does not hold, output ⊥ indicating an invalid cipher-

text. Otherwise, choose R, r′ ←R Zp, and compute C6 = CR
1 ; C7 = pkRi,1; C8 =

rk
1/R
i→j; CT ′

i = C2||C3||...||C8; A = gr
′
, t′ = TCR′(A), B = (pkt

′

j,3 · h)r
′
, C ←

SYM.Enc(H(pkr
′

j,3), CT ′
i ), D = pkj,3. Finally, output a ciphertext CTj = (A,B,C,D).

Dec2: On input a private key ski and a ciphertext CT = (C1, C2, C3, C4, C5), do as follows:

Compute t = TCR(C2, C3), and check the validity of the ciphertext CT by testing whether

Check(CT ) = 1 holds. If not, output ⊥ and halt. Otherwise, output m = C3

e(C1,g1)
1/ski,1

.

Dec1: On input a private key skj and a ciphertext CTj = (A,B,C,D), do as follows:

Compute t′ = TCR(A), if e(A,Dt′ · h) 6= e(g,B) then output ⊥ indicating an invalid

ciphertext. Otherwise, do the following.

Compute CT ′
i = SYM.Dec(H(Askj,2), C). Parse CT ′

i = C2||C3||...||C8, if this is not

the case, output ⊥ and halt; else, compute t = TCR(C2, C3) and check the validity of the

ciphertext CT ′
i by testing whether the following equalities hold:

e(h,C4) = e(C2, u
tvC5d) (5.3)

e(C7, C8) = e(pkj,2, g) (5.4)

e(h,C6) = e(C2, C7). (5.5)

If one of the above equations does not hold, output ⊥ indicating an invalid ciphertext.

Otherwise, output m = C3

e(C6,C8)
1/sk2

j,1
.

5.3.2 Security Analysis

The intuition of the CCA security of our scheme can be seen from the following properties.

1. The validity of the original ciphertexts can be publicly verifiable by everyone including

the proxy; otherwise, it will suffer from the attack as illustrated in [20]. For our scheme,

the ciphertext components C4, C5 in the original ciphertext CT = (C1, C2, C3, C4, C5)

can be viewed as a signature signing the “message” C1, C2, C3, that is how we get public

verifiability.
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2. It should be impossible for the adversary to transform the second-level ciphertext to the first

level one without knowledge of the delegator’s secret key or re-encryption key; otherwise,

it only yields the RCCA security. In our scheme, the component C8 = rk
1/R
i→j is computed

using the re-encryption key and completely hidden in C , so the adversary cannot transform

the second-level ciphertext to a ciphertext re-encrypted by ReEnc if he has no knowledge

of the re-encryption key. The adversary also cannot transform the second-level ciphertext

to a ciphertext encrypted by Enc1 without any knowledge of random component r used in

the original ciphertext, because the component C6 = pkrRi,2 is independent of a ciphertext

encrypted by Enc2, and completely hidden in C .

3. It should be impossible for the adversary to compute the re-encryption key from the target

user i∗ to itself (i.e., rki∗→i∗), otherwise it will suffer from an attack as applied to the

Shao-Liu-Zhou scheme [33]. This follows from Lemma 4.

4. For the first-level ciphertext CTj re-encrypted from a second-level ciphertext CTi, it should

not exhibit any component of CTi; otherwise, it will fail in achieving the CCA-security of

ReEnc. In our scheme, all of the components from the original ciphertext are hidden in C .

Furthermore, we use the KEM/DEM scheme of Kiltz [36] in the re-encryption algorithm to

guarantee the CCA security of the re-encrypted ciphertext.

Lemma 4. A cannot make rki∗→i∗ = g
ski∗,1
1 without knowledge of the secret key ski∗,1, assuming

the 2-AmCDH problem is hard.

Proof. Suppose there exists an adversary A who can compute rki∗→i∗ = g
ski∗,1
1 then we show

how to construct another algorithm B that can break the 2-AmCDH assumption in G. Given a

2-AmCDH instance (g, ga, gb, gba
2
, g

b
a ) ∈ G5 with unknown a, b ∈ Zp, B’s goal is to compute

gab. B works with interacting with the adversary A as follows:

Setup: B chooses ω, u, v, d ←R Zp, sets g1 := gb, and computes h = gω . The other

parameters are chosen as in the algorithm Setup. The public parameter is PP =

(p,G,GT , g, h, g1, u, v, d, e,H,TCR,TCR′). Next, B generates the challenge key, the

uncorrupted-keys, and the corrupted-keys as follows.

– The challenge key. B chooses xi∗ , yi∗ ←R Zp, and sets pki∗ = ((ga)xi∗ ,

(gba
2
)x

2
i∗ , gyi∗ ) (meaning that ski∗ = (axi∗ , yi∗)).

– Uncorrupted-key generation. B chooses xi, yi ←R Zp, and defines pki =

(gxi , (gb)x
2
i , gyi), (meaning that ski = (xi, yi)). B adds pki to PKun.

– Corrupted-key generation. B chooses xi, yi ←R Zp, and defines pki =

(gxi , (gb)x
2
i , gyi), ski = (xi, yi). B adds pki to PKcorr and ski to SKcorr.

B provides A with the public parameter PP , two sets of key PK = (PKun,PKcorr),

SKcorr, and the challenge public key pki∗ .

Find stage. The adversary A issues a series of questions as in the 2nd-US-CCA game, which is

the CCA game as in Definition 22 with the additional constraints from Definition 23. B answers

these queries for A by simulating the oracles as follows.
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Re-Encryption Key Generation Oracle Ork(pki, pkj): B does as follows.

1. If (pki, pkj ∈ PKcorr) or (pki, pkj ∈ PKun), then return rki→j = g
x2
j/xi

1 .

2. If pki ∈ PKun and pkj ∈ PKcorr, then return rki→j = g
x2
j/xi

1 .

3. If pki ∈ PKcorr and pkj ∈ PKun ∪ {pki∗}, then return rki→j = pk
1/xi

j,2 .

4. If pki = pki∗ and pkj ∈ PKun, then return rki∗→j = (g
b
a )x

2
j/xi∗ (= g

sk2j,1/ski∗,1
1 ).

5. If pki ∈ PKun and pkj = pki∗ , then return rki→i∗ = (gba
2
)x

2
i∗
/xi(= g

sk2
i∗,1

/ski,1
1 ).

6. If pki = pki∗ and pkj ∈ PKcorr, then return ⊥.

First Level Decryption Oracle Odec1(pki, CTi): If i 6= i∗, B does as the algorithm Dec1 to

decrypt the ciphertext CTi using the secret key ski = (xi, yi). Otherwise, B does as

follows. B parses CTi = (A,B,C,D), computes t′ = TCR′(A), and checks whether the

following equality holds: e(A,Dt′ · h) = e(g,B). If not, output ⊥ indicating an invalid

ciphertext. Otherwise, it does as follows.

Compute CT ′
i = SYM.Dec(H(Ayi), C);

Parse CT ′
i = C2||C3||...||C8, if this is not the case, output ⊥ and halt.

Else, B computes t = TCR(C2, C3) and does as follows:

1. Check the validity of the ciphertext CTi as the equations 5.3 – 5.5 in the algorithm

Dec1.

2. Check whether (C2, C3) = (C∗
2 , C

∗
3 ) and t 6= t∗ hold. If so, B aborts and outputs

a random bit.

If all of these verifications pass, then there exists r ∈ Zp such that C2 = hr, C4 =

(utvC5d)r. If (C2, C3, C4, C5) = (C∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ), B outputs ⊥ which deems CTi

as a derivative of the challenge pair (pki∗ , CT ∗); otherwise, since C2 = hr = gωr ,

we have C
1/ω
2 = gr. Therefore B can compute m = C3

e(gr ,g1)
, then returns it to A.

Second Level Decryption Oracle Odec2(pki, CTi): B does as follows.

1. If i 6= i∗, then do as the algorithm Dec2 to decrypt the ciphertext CTi using the secret

key ski = (xi, yi), and return the obtained result to A.

2. If i = i∗ and CTi 6= CT ∗, then B first computes a re-encryption key rki∗→j =

(g
b
a )x

2
j/xi∗ , where pkj ∈ PKun. B then re-encrypts the ciphertext CTi by using

rki∗→j to obtain CTj ← ReEnc(rki∗→j, CTi). Finally, B does as in First Level

Decryption Oracle Odec1 to decrypt the ciphertext CTj , and returns the obtained

result to A.

Re-Encryption Oracle Ore(pki, pkj , CTi): B parses CTi = (C1, C2, C3, C4, C5). If this is not

the case, then B outputs ⊥ and halts. Otherwise, B computes t = TCR(C2, C3) and checks

whether Check(CTi) = 1 holds. If not, then B outputs⊥ and halts; else B works according

to the following cases:
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1. If pki 6= pki∗ or pkj /∈ PKcorr: B executes the algorithm ReEnc with the re-

encryption key computed as inOrk(pki, pkj) and ciphertext CTi, then returns CTj ←
ReEnc(rki→j, CTi) to A.

2. If pki = pki∗ , pkj ∈ PKcorr (meaning that ski∗ = axi∗ and skj = xj): B chooses

R′, r′ ←R Zp and computes gr as in First Decryption Oracle Odec1 . Using gr , B
computes:

C6 = (gr)xi∗R
′
(= (gaxi∗r)R

′/a = CR
1 ), where R = R′/a;

C7 = gxi∗R
′
(= (gaxi∗ )R

′/a = pkRi∗,1);

C8 = (g
x2
j/xi∗

1 )1/R
′
(= (g

(sk2j,1/ski∗,1)
a/R′

1 = rk
1/R
i∗→j);

CT ′
i∗ = C2||C3||...||C8; A = gr

′
, t′ = TCR′(A), B = (pkt

′

j,3 · h)r
′
, C ←

SYM.Enc(H(pkr
′

j,3), CT ′
i∗), D = pkj,3. Then, B outputs CTj = (A,B,C,D).

Challenge. At this stage, A outputs two messages m0,m1 ∈ GT . B flips a coin σ ←R {0, 1}
and encrypts mσ using the algorithm Enc2 under the public key pki∗ .

Guess stage. The adversary A continues to issue the rest queries. In this stage, B can respond

these queries for A as in the find stage.

Whenever, A outputs rki∗→i∗ = g
ski∗,1
1 (meaning that rki∗→i∗ = gabxi∗ ), then B outputs

gab = k
1

xi∗

i∗→i∗ as the answer to the 2-AmCDH problem.

This completes the description of the simulation.

It is easy to see that the simulation is perfect, therefore we have the probability that A can

compute rki∗→i∗ is bound by Adv2-AmCDH
B (λ).

The lemma follows.

Theorem 7. The scheme meets the 2nd-US-CCA security, assuming the hash function TCR is tar-

get collision resistant, the 6-AmDBDH assumption holds in groups (G,GT ), and the 2-AmCDH

problem is hard.

The proof of Theorem 7 is given in Section 5.5.1.

Theorem 8. The scheme meets the 1st-US-CCA security, assuming TCR′ is a target collision

resistant hash function, the GHDH problem is hard, and SYM is CCA-secure.

Remark. In the algorithms Enc1 and ReEnc, we make use of the encryption algorithm of Kiltz’s

KEM/DEM scheme [36] to mask all of the computed components including the second-level

ciphertext. Therefore, the 1st-US-CCA security of our scheme is implied by the CCA security of

Kiltz’s KEM/DEM scheme.

The proof of Theorem 8 is given in Section 5.5.2.

We have the following theorem which is immediately implied from Theorems 7 and 8.

Theorem 9. The scheme meets the US-CCA security, assuming the hash functions TCR and TCR′

are target collision resistant, the 6-AmDBDH assumption holds in groups (G,GT ), the 2-AmCDH

problem and the GHDH problem are hard, and SYM is CCA-secure.

81



5.4 On the Hardness of the 6-AmDBDH Problem

In this section, we review Boneh et al.’s results [10] on the general Diffie-Hellman problem in the

generic bilinear group model, and analyze the relative hardness of the 6-AmDBDH problem in

the generic bilinear group model.

5.4.1 The DBDH Problem and Its Variant

We shall assume the intractability of a variant, introduced for the first time in [10], of the deci-

sional bilinear Diffie-Hellman (DBDH) problem which is, given (ga, gb, gc) with a, b, c ←R Zp,

to distinguish e(g, g)abc from random elements of GT .

Definition 36 (mDBDH Problem) [16, 49]). The modified decisional bilinear Diffie-Hellman

(mDBDH) problem in groups (G,GT ) is, given (g, ga, gb, gc, Q) ∈ G4 × GT , where a, b, c ←R

Zp, decide whether Q = e(g, g)ab/c holds.

5.4.2 Equivalent Definitions of the 6-AmDBDH Problem

For an easy analysis of the relative hardness of the 6-AmDBDH problem in the generic bilinear

group model, we here first describe a variant of the 6-AmDBDH problem named 7-AmDBDH,

which is almost identical to the 6-AmDBDH problem except introducing the additional term g1/c.

Definition 37 (7-AmDBDH Problem). The 7-augmented modified decisional bi-

linear Diffie-Hellman (7-AmDBDH) problem in groups (G,GT ) is, given

(g, g1/c, ga, gb, gc, ga/c, gc
2
, gac, gac

2
, gac

3
, gac

4
, Q) ∈ G11 × GT , where a, b, c ←R Zp,

decide whether Q = e(g, g)ab/c
2

holds. For an adversary A, we define its advantage in solving

the 7-AmDBDH problem in groups (G,GT ) as

Adv7-AmDBDH
A

def
=

∣

∣Pr[A(g, g1/c, ga, gb, gc, ga/c, gc2 , gac, gac2 , gac3 , gac4 , e(g, g)ab/c2 ) = 1|a, b, c←R Zp]
∣

∣

−
∣

∣Pr[A(g, g1/c, ga, gb, gc, ga/c, gc2 , gac, gac2 , gac3 , gac4 , e(g, g)z) = 1|a, b, c, z ←R Zp]
∣

∣.

Since the 7-AmDBDH problem is almost identical to the 6-AmDBDH problem except intro-

ducing the additional term g1/c, we have the following trivial lemma.

Lemma 5. For any probabilistic polynomial-time adversary A we have

Adv6-AmDBDH
A ≦ Adv7-AmDBDH

A .

Next we describe an equivalent variant of the 7-AmDBDH problem.

Proposition 1. The 7-AmDBDH problem in groups (G,GT ) is equivalent to given

(g, gc, ga, gac, gbc, gc
2
, gac

2
, gac

3
, gac

4
, gac

5
Q) ∈ G11 × GT with unknown a, b, c ←R Zp decide

whether Q = e(g, g)ab holds.

Proof. Given input (g, gc, ga, gac, gbc, gc
2
, gac

2
, gac

3
, gac

4
, gac

5
Q) we can construct a 7-

AmDBDH instance by setting (h = gc, h1/c = g, ha = gac, hb = gbc, hc = gc
2
, hac =

gac
2
, hac

2
= gac

3
, hac

3
= gac

4
, hac

4
= gac

5
). Then, we have e(h, h)ab/c

2
= e(gc, gc)ab/c

2
=

e(g, g)ab . The converse implication is easily established and demonstrates the equivalence be-

tween both problems.
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5.4.3 The General Diffie-Hellman Problem

Before giving the definition of the general Diffie-Hellman problem, we review some notations

used in [10]. Let p be an integer and let s, n be positive integers. Let P,Q ∈ Fp[X1, ...,Xn]
s

be two s-tuples of n-variate polynomials over Fp and let f ∈ Fp[X1, ...,Xn]. We write

P = (p1, p2, ..., ps) and Q = (q1, q2, ..., qs). It is required that both p1 and q1 are constant

polynomial 1. For a set Ω, a function h : Fp → Ω, and a vector (x1, ..., xn) ∈ Fn
p , we write

h(P (x1, ..., xn)) = (h(p1(x1, ..., xn)), ..., h(ps(x1, ..., xn))) ∈ Ωs,

h(Q(x1, ..., xn)) = (h(q1(x1, ..., xn)), ..., h(qs(x1, ..., xn))) ∈ Ωs.

For a polynomial f ∈ Fp[X1, ...,Xn], we let df denote the total degree of f . For a set

P ⊆ Fp[X1, ...,Xn]
s, we let dP = max{df |f ∈ P}.

Let G0,G1 be groups of order p and let e : G0×G0 → G1 be a non-degenerate bilinear map.

Let g be a generator of G0 and set g1 = e(g, g) ∈ G1.

Now the (P,Q, f)-Diffie-Hellman problem in (G0,G1) is depicted as below: given the vector

H(x1, ..., xn) = (gP (x1,...,xn), g
Q(x1,...,xn)
1 ) ∈ Gs

0 ×Gs
1,

compute g
f(x1,...,xn)
1 ∈ G1.

Example 1. Many problems, including the DBDH problem and the computational version of

the 7-AmDBDH problem, fall in the (P,Q, f)-Diffie-Hellman problem.

• The DBDH problem: Set P = (1, x, y, z), Q = (1), f = xyz. Here s = 4, n = 3, dP =

1, dQ = 0, and df = 3.

• The 7-AmDBDH problem: Set P = (1, z, xz, yz, z2 , xz2, xz3, xz4, xz5),

Q = (1), f = xy. Here s = 9, n = 3, dP = 6, dQ = 0, and df = 2.

To obtain the most general result, Boneh et al. [10] considered the decisional version of

(P,Q, f)- Diffie-Hellman problem. It is said that an algorithm B that outputs b ∈ {0, 1} has

advantage ε in solving the decisional the (P,Q, f)-Diffie-Hellman problem if

Pr
[

B(H(x1, ..., xn), g
f(x1,...,xn)
1 ) = 0

]

− Pr
[

B(H(x1, ..., xn), T ) = 0
]

> ε,

where the probability is over the random choice of generator g ∈ G0, the random choice of

x1, ..., xn in Fp, the random choice of T ∈ G1, and the random bits consumed by B.

5.4.4 Complexity Lower Bounds in Generic Bilinear Groups

We first review what is a generic bilinear group. Consider two random encodings ξ0, ξ1 of the

additive group Zp , i.e. injective maps ξ0, ξ1 : Zp → {0, 1}m. For i = 0, 1, denote Gi =

{ξi(x)|x ∈ Zp}. We are given oracles to compute the induced group action on G0,G1, and an

oracle to compute a non-degenerate bilinear map e : G0×G0 → G1. Group G0 is called a generic

bilinear group.

Before giving the complexity lower bound for the decisional (P,Q, f)-Diffie-Hellman prob-

lem in generic bilinear groups, we review the following useful definitions, which are used in [10].
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Let P,Q ∈ Fp[X1, ...,Xn]
s be two s-tuples of n-variate polynomials over Fp. We write

P = (p1, p2, ..., ps) and Q = (q1, q2, ..., qs) where p1 = q1 = 1. We say that a polynomial f ∈
Fp[X1, ...,Xn] is dependent on the sets (P,Q) if there exists s2+s constants {ai,j}si,j=1, {bk}sk=1

such that f =
∑s

i,j=1 ai,jpipj +
∑s

k=1 bkqk. We say that f is independent of (P,Q) if f is not

dependent on (P,Q). It can be verified that, as to the assumption listed in Example 1, polynomial

f is indeed independent of (P,Q).

Boneh et al. [10] gave the following theorem, which gives a lower bound on the advantage of

a generic algorithm in solving the decisional (P,Q, f)-Diffie-Hellman problem.

Theorem 10 ([10]). Let P,Q ∈ Fp[X1, ...,Xn]
s be two s-tuples of n-variate polynomials over

Fp and let f ∈ Fp[X1, ...,Xn]. Let d = max(2dP , dQ, df ). Let ξ0, ξ1 and G0,G1 be defined as

above. If f is independent of (P,Q), then for any A that makes a total of at most q queries to the

oracles computing the group operation in G0,G1 and the bilinear pairing e : G0 × G0 → G1,

we have

∣

∣

∣

∣

∣

∣

∣

∣

∣

Pr











x1, ..., xn, y ←R Fp,

b←R {0, 1},A





p, ξ0(P (x1, ..., xn)),

ξ1(Q(x1, ..., xn)),

ξ1(t0), ξ1(t1),



 = b :

tb ← f(x1, ..., xn),

t1−b ← y











− 1
2

∣

∣

∣

∣

∣

∣

∣

∣

∣

≤ (q + 2s+ 2)2 · d
2p

.

Table 3 gives the complexity lower bound for the decisional version of the problems listed in

Example 1 (i.e., the DBDH and the 7-AmDBDH problems).

Assumptions DBDH 7-AmDBDH

Complexity lower bound
3(q+10)2

2p
12(q+20)2

2p

Table 3: Complexity lower bounds of the DBDH and the 7-AmDBDH problems in the generic

bilinear group model

From the results in Table 3 and Lemma 5 we obtain the complexity lower bound of the 6-

AmDBDH problem, on which our CCA-secure PRE scheme is based, in the generic bilinear

group is
12(q+20)2

2p . Hence, a generic attacker’s advantage in solving the 6-AmDBDH problem is

less than 16 times of that in solving the DBDH problem.

5.5 Proofs

5.5.1 Proof of Theorem 7

We prove that the proposed scheme is 2nd-US-CCA secure under the 6-AmDBDH

assumption. We build an algorithm B which is, given a 6-AmDBDH instance

(g, ga, gb, gc, ga/c, gc
2
, gac, gac

2
, gac

3
, gac

4
, Q) ∈ G10 × GT , deciding whether Q = e(g, g)ab/c

2

holds, using the 2nd-US-CCA adversary A. The algorithm B runs the adversary A simulating its

view as in the 2nd-US-CCA security experiment as follows:
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Setup: B chooses ω, xv, xd, yu, yv, yd ←R Zp, sets g1 := ga, and computes h = (gc
2
)ω, u = g ·

(gc
2
)yu , v = gxv ·(gc2)yv , d = gxd ·(gc2)yd . The other parameters are chosen as in the algo-

rithm Setup. The public parameter is PP = (p,G,GT , g, h, g1, u, v, d, e,H,TCR,TCR′).

Next, B generates the challenge key, uncorrupted-keys, and corrupted-keys as follows.

– Challenge-key generation. B chooses xi∗ , yi∗
R←− Zp, and defines pki∗ =

((gc
2
)xi∗ , (gac

4
)x

2
i∗ , gyi∗ ) (meaning that ski∗ = (c2xi∗ , yi∗)).

– Uncorrupted-key generation. B chooses xi, yi
R←− Zp, and defines pki =

((gc)xi , (gac
2
)x

2
i , gyi) (meaning that ski = (cxi, yi)). B adds pki to PKun.

– Corrupted-key generation. B chooses xi, yi
R←− Zp, and defines pki =

(gxi , (ga)x
2
i , gyi), ski = (xi, yi). B adds pki to PKcorr and ski to SKcorr.

B provides A with the public parameter PP , two sets of key PK = (PKun,PKcorr),

SKcorr, and the challenge public key pki∗ .

Find stage. Adversary A issues a series of questions as in the 2nd-US-CCA game. B answers

these queries for A by simulating the oracles as follows.

Re-Encryption Key Generation Oracle Ork(pki, pkj): B does as follows.

1. If pki, pkj ∈ PKcorr, then return rki→j = g
x2
j/xi

1 .

2. If pki, pkj ∈ PKun, then return rki→j = (gac)x
2
j/xi .

3. If pki ∈ PKun and pkj ∈ PKcorr, then return rki→j = (ga/c)x
2
j/xi .

4. If pki ∈ PKcorr and pkj ∈ PKun ∪ {pki∗}, then return rki→j = pk
1/xi

j,2 .

5. If pki = pki∗ and pkj ∈ PKun, then return rki∗→j = (gac)x
2
j/xi∗ .

6. If pki ∈ PKun and pkj = pki∗ , then return rki→i∗ = (gac
3
)x

2
i∗
/xi .

7. If pki = pki∗ and pkj ∈ PKcorr, then return ⊥.

First Level Decryption Oracle Odec1(pki, CTi): If pki ∈ PKcorr, B does as Dec1 to decrypt

ciphertext CTi using secret key ski. Otherwise, B does as follows. B parses CTi =

(A,B,C,D), computes t′ = TCR′(A), and checks whether the following equality holds:

e(A,Dt′ · h) = e(g,B). If not, output ⊥ indicating an invalid ciphertext. Otherwise, it

does the following.

Compute CT ′
i = SYM.Dec(H(Ayi), C);

Parse CT ′
i = C2||C3||...||C8, if this is not the case, output ⊥ and halt.

Else, B computes t = TCR(C2, C3) and does as follows:

1. Check the validity of the ciphertext CT ′
i as the equations 5.3 – 5.5 in Dec1.

2. Check whether (C2, C3) = (C∗
2 , C

∗
3 ) and t 6= t∗. If so, B aborts and outputs a

random bit.
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If all of these verifications pass, then there exists r ∈ Zp such that C2 = hr, C4 =

(utvC5d)r. If (C2, C3, C4, C5) = (C∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ), B outputs ⊥ which deems CTi

as a derivative of the challenge pair (pki∗ , CT ∗) by the following claim (the proof of

this claim will be shown after that of Theorem 7).

Claim 2. If (C2, C3, C4, C5) = (C∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ) and CT ′

i is valid (i.e., it passes the

verifications the equations 5.3 – 5.5), then CTi is a derivative of the challenge pair

(pki∗ , CT ∗).

We now assume (C2, C3, C4, C5) 6= (C∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ). Using the technique used

in [37, 47], we can decrypt the above ciphertext as follows. B checks whether t +

sxv + xd = 0. If so, B aborts and outputs a random bit. Otherwise, since C2 = hr =

gc
2ωr, we have C

1/ω
2 = gc

2r. Therefore B can compute α := C
(tyu+syv+yd)/ω
2 by

computing gc
2r(tyu+syv+yd). Since C4 = (utvsd)r = gr(t+sxv+xd) · gc2r(tyu+syv+yd)

we have gr = (C4/α)
1/(t+sxv+xd). Therefore, B can compute gr by computing

(C4/α)
1/(t+sxv+xd). B computes m = C3

e(gr ,g1)
, then returns it to A.

Second Level Decryption Oracle Odec2(pki, CTi): B does as follows.

1. If pki ∈ PKcorr, then do as the algorithm Dec2 to decrypt the ciphertext CTi using

the secret key ski = (xi, yi), and return the obtained result to A.

2. If pki ∈ PKun, then B first computes a re-encryption key rki→j = (ga/c)x
2
j/xi ,

where pkj ∈ PKcorr. B then re-encrypts the ciphertext CTi by using rki→j to obtain

CTj ← ReEnc(rki→j, CTi). Finally, B does as the algorithm Dec1 to decrypt the

ciphertext CTj using the secret key skj = (xj , yj), and returns the obtained result to

A.

3. If i = i∗ and CTi 6= CT ∗, then B first computes a re-encryption key rki∗→j =

(gac)x
2
j/xi∗ , where pkj ∈ PKun. B then re-encrypts the ciphertext CTi by using

rki∗→j to obtain CTj ← ReEnc(rki∗→j, CTi). Finally, B does as in First Decryp-

tion Oracle Odec1 to decrypt the ciphertext CTj , and returns the obtained result to

A.

Re-Encryption Oracle Ore(pki, pkj , CTi): B parses CTi = (C1, C2, C3, C4, C5). If this is not

the case, output ⊥ and halt. Otherwise, B computes t = TCR(C2, C3) and check whether

Check(CTi) = 1 holds. If not, output ⊥ and halt; else B works according to the following

cases:

1. If pki 6= pki∗ or pkj /∈ PKcorr: B executes the algorithm ReEnc with a re-

encryption key computed as in Ork(pki, pkj) and the ciphertext CTi, then returns

CTj ← ReEnc(rki→j , CTi) to A.

2. If pki = pki∗ , pkj ∈ PKcorr (meaning that ski∗ = c2xi∗ and skj = xj): B chooses

R′, r′
R←− Zp and computes gr as in the simulation of First Level Decryption Oracle

Odec1 . Using gr, B computes:

C6 = (gr)xi∗R
′
(= (gc

2xi∗r)R
′/c2 = CR

1 ), where R = R′/c2;

C7 = gxi∗R
′
(= (gc

2xi∗ )R
′/c2 = pkRi∗,1);
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C8 = (g
x2
j/xi∗

1 )1/R
′
(= (g

(sk2j,1/ski∗,1)
c2/R′

1 = rk
1/R
i∗→j);

CT ′
i∗ = C2||C3||...||C8; A = gr

′
, t′ = TCR′(A), B = (pkt

′

j3 · h)r
′
, C ←

SYM.Enc(H(pkr
′

j,3), CT ′
i∗), D = pkj,3. Then, B outputs CTj = (A,B,C,D).

Challenge. At this stage, A outputs two messages m0,m1 ∈ GT . B flips a coin σ
R←− {0, 1}

and defines: C∗
1 = (gb)xi∗ , C∗

2 = (gb)ω, C∗
3 = Q · mσ, C

∗
5 = s∗ = −(t∗ + xd)/xv where

t∗ = TCR(C∗
2 , C

∗
3 ), and C∗

4 = (gb)t
∗yu+s∗yv+yd . Return CT ∗ = (C∗

1 , C
∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ) as the

challenge ciphertext to A.

Observe the following to see that, if Q = e(g, g)ab/c
2
, then CT ∗ is indeed a valid challenge

ciphertext under the public key pki∗ with the random exponent r = b/c2.

C∗
1 = (gb)xi∗ = (gc

2xi∗ )b/c
2
= pkri∗,1; C∗

2 = (gb)ω = (gc
2ω)b/c

2
= hr;

C∗
3 = Q ·mσ; t

∗ = TCR(C∗
2 , C

∗
3 ); C

∗
5 = s∗ = −(t∗ + xd)/xv;

C∗
4 = (gb)t

∗yu+s∗yv+yd = (gc
2(t∗yu+s∗yv+yd))b/c

2 · (gt∗+s∗xv+xd)b/c
2
= (ut

∗
vs

∗
d)r.

In contrast, if Q is random in GT , then CT ∗ perfectly hides mσ and A cannot guess σ with

better probability than 1/2.

Guess stage. The adversary A continues to issue the rest queries. In this stage, B can respond

these queries for A as in the find stage.

Output. Eventually, the adversary A returns a guess σ′ ∈ {0, 1}. If σ′ = σ, B outputs 1 to

guess Q = e(g, g)ab/c
2
; else B outputs 0 to guess that Q is a random element in GT .

This completes the description of the simulation.

Next, we analyze the simulation.

In the simulation of the first level decryption oracle Odec1 , B aborts in two cases. In the first

case (i.e., checking whether (C2, C3) = (C∗
2 , C

∗
3 ) and t 6= t∗) the probability that B aborts is at

most AdvTCR
TCR,A. In the second case (i.e., checking whether t+sxv+xd = 0), the probability that

B aborts is at most qdec/p by the following reason. For the challenge ciphertext, the adversary

could obtain the information that t∗ + s∗xv + xd = 0. However, there are exactly p possible

(xv, xd) pairs that satisfy this equation and each of them are equally likely. Thus, information-

theoretically, the probability that t+ sxv + xd = 0 is at most 1/p.

Therefore, the probability that B aborts during the simulation of the oracle Odec1 is at most

AdvTCR
TCR,A + qdec/p.

Observe that, if B does not abort during the simulation and Q = e(g, g)ab/c
2
, then the sim-

ulation of B is perfect from the view of A. On the other hand, if B does not abort during

the simulation and Q is distributed uniformly and independently over GT then the advantage

that A wins the attack game is 1/2. Since the simulations for Ore,Ork are perfect, we have

Adv6-AmDBDH
B (λ) ≥ 1

2 · Advsecond-CCA
PRE,A (λ)−AdvTCR

TCR,A − qdec/p.

This concludes the proof of Theorem 7.

We now present the proof of Claim 2.
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Proof of Claim 2. Assume towards a contradiction that after the challenge phase is finished,

there exists an adversary A′ can compute a valid ciphertext CT ′
t = C∗

2 ||C∗
3 ||C∗

4 ||C∗
5 ||C6||C7||C8

(i.e., it passes the verifications the equations 5.3 – 5.5) for an index t ∈ {1, ..., nun} with-

out using the re-encryption key rki∗→t or querying the re-encryption oracle. Then we show

that we can use A′ to construct an algorithm B′ which is, given a 6-AmDBDH instance

(g, ga, gb, gc, ga/c, gc
2
, gac, gac

2
, gac

3
, gac

4
, Q) ∈ G10 ×GT , deciding whether Q = e(g, g)ab/c

2
.

B′ works almost the same as the algorithm B in the proof of Theorem 7, except that in the

uncorrupted-key generation phase, B′ chooses t
R←− {1, ..., nun} and generates a pair of key

(pkt, skt) as in the corrupted-key generation phase.

After the challenge phase is finished, whenever A′ queries Odec1(pki, CTi) such that i = t

and CT ′
i = C∗

2 ||C∗
3 ||C∗

4 ||C∗
5 ||C6||C7||C8 is valid (i.e., it passes the verifications the equations 5.3

– 5.5), where CT ′
i is computed by B′ as in the simulation of the first decryption oracle in the proof

of Theorem 7, then B′ computes Q′ = e(C6, C8)
1/x2

t = e(g, g)ab/c
2

and succeeds in deciding

whether Q = e(g, g)ab/c
2

by checking if Q = Q′ holds. It is easy to see that B′ succeeds with the

probability of 1/nun.

In order to conclude the proof of Claim 2, we show that e(C6, C8)
1/x2

t = e(g, g)ab/c
2

holds.

Since CT ′
t passes the verifications the equation 5.5, i.e., e(h,C6) = e(C∗

2 , C7), and C∗
2 = hb/c

2
,

we have C6 = C
b/c2

7 . Therefore, e(C6, C8)
1/x2

t = e(C
b/c2

7 , C8)
1/x2

t = (e(pkt,2, g)
b/c2)1/x

2
t =

e(g, g)ab/c
2
.

5.5.2 Proof of Theorem 8

We will prove the theorem using a sequences of game transitions.

Game G0: This is the original 1st-US-CCA game, which is the CCA game as in Definition

22 with the additional constraints from Definition 25. The adversary A has access to the re-

encryption key oracle Ork and the decryption oracle Odec1 , gets a target ciphertext CT ∗ =

(A∗, B∗, C∗,D∗), where CT ∗ is computed as follows:

1. If the challenge ciphertext is the original one: CT ∗ ← Enc1(pki∗ ,mσ).

2. If the challenge ciphertext is the re-encrypted one: CT ∗ ← ReEnc(rki′→i∗ , CTσ), where

CTσ = (C1, ..., C5) is a second-level ciphertext which can be re-encrypted from pki′ to

pki∗ .

Let σ′ ∈ {0, 1} denote the output of A, and let T0 be the event that σ′ = σ in G0, so that

Advfirst-CCA
PRE,A (λ) = |Pr[T0]− 1/2|. (5.6)

Game G1: Now we define a modified game G1. This game behaves just like game G0, except

that we use a completely random symmetric key K† in place of the key K∗ = H(pkr
′

i∗,1) in both

the encryption and decryption oracles. Let T1 be the event that σ′ = σ in game G1.

Now, we show that there is an oracle query machine B, whose running time is essentially the

same as that of A, such that

|Pr[T1]− Pr[T0]| ≤ AdvghdhGen,B(λ) + Advhash-TCR
TCR′,B (λ) (5.7)
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B runs the adversary A as a subroutine to solve a random instance of the GHDH problem.

We now give the description of the adversary B. The adversary B inputs an instance of the

GHDH problem, i.e. B inputs the values (1k, g, ga, gb, Q). B’ goal is to determine whether

Q = H(gab) or Q ∈ {0, 1}ℓ is a random bit string. The adversary B runs the adversary A
simulating its view as in the original 1st-US-CCA security experiment as follows:

Setup: B chooses collision-resistant hash function TCR : G × GT → Zp and TCR′ : G → Zp.

To generate the challenge key, B chooses randomly xi∗
R←− Zp, g1

R←− G, and defines

pki∗ = (gxi∗ , g
x2
i∗

1 , ga), A∗ = gb (meaning that ski∗ = (xi∗ , a), r
∗ = b). B computes

t∗ = TCR′(A∗). B chooses α, u, v, d
R←− Zp, sets h := pk−t∗

i∗,3 · gα. B sets public parameter

PP = (p,G,GT , g, h, g1, u, v, d, e,H,TCR,TCR′). Next, B generates the uncorrupted-

keys and corrupted-keys as follows.

– Uncorrupted-key generation. B chooses randomly xi, yi
R←− Zp, and defines pki =

(gxi , g
x2
i

1 , gyi) (meaning that ski = (xi, yi)). B adds pki to PKun.

– Corrupted-key generation. B chooses randomly xi, yi
R←− Zp, and defines pki =

(gxi , g
x2
i

1 , gyi), ski = (xi, yi). B adds pki to PKcorr and ski to SKcorr.

B provides A with the public parameter PP , two sets of public key PK =

(PKun,PKcorr), SKcorr, and the challenge public key pki∗ .

Find stage The adversary A issues a series of questions as in 1st-US-CCA game. Note that,

since B knows all of the secret keys except ski∗,2(= a), he can exactly answer every queries of

A. In particular, B answers these queries as follows:

ReKey Oracle Ork(pki, pkj): B runs the algorithm ReKey using ski,1, pkj .

First Decryption Oracle Odec1(pki, CTi): If i 6= i∗ B does as Dec1 to decrypt the ciphertext

CTi using the secret key ski. Otherwise, B does as follows.

Let CT = (A,B,C,D) be an arbitrary ciphertext submitted to the decapsulation oracle

Odec1 . B computes t = TCR(A), if e(A,Dt · h) 6= e(g,B) then output ⊥ indicating an

invalid ciphertext. Otherwise, do the following.

Case 1: t = t∗ and A = A∗: B rejects the query. In this case B = (pkti∗,3 · h)r =

(pkt−t∗

i∗,3 · gα)r = Aα = (A∗)α = B∗ and hence C = C∗ and the query made by A is

illegal. Therefore it may be rejected by B.

Case 2: t = t∗ and A 6= A∗ : B finds a collision A 6= A∗ in TCR′ with TCR′(A) =

TCR′(A∗). In that case B returns the collision and aborts.

Case 3: t 6= t∗ : adversary B computes the correct session key by K ←
H((B/(Aα)(t−t∗)−1

). B using this session key computes CTi = SYM.Dec(K,CT ),

then using ski∗,1 = xi∗ computes m as the decryption algorithm.
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We have shown that unless B finds a collision in TCR′ (Case 2) the simulation of the de-

cryption oracle is always perfect, i.e. the output of the simulated oracle Odec1 is identically

distributed as the output of Dec1.

Second Decryption Oracle Odec2(pki, CTi): B does as the algorithm Dec2 to decrypt the ci-

phertext CTi using the secret key ski,1 = xi, and returns the obtained result to A.

Challenge

1. If A decides that the challenge ciphertext is the original one: A outputs two equal-length

messages m0,m1 ∈ GT . B flips a coin σ
R←− {0, 1}, randomly chooses r,R, s

R←− Zp and

does as follows:

C2 = hr; C3 = e(g, g1)
r ·mσ; t = TCR(C2, C3); C4 = (utvsd)r; C5 = s; C6 = pkrRi∗,2;

C7 = pkRi∗,2; C8 = g1/R; CT ′
i∗ = C2||C3||...||C8; A∗ = gb(= gr

∗
), t∗ = TCR′(A∗),

B∗ = (gb)α(= (pkt
∗

i∗,3 · h)r
∗
), C∗ ← SYM.Enc(Q,CT ′

i′), D
∗ = pki∗,3 Return CT ∗ =

(A∗, B∗, C∗,D∗).

2. If A decides that the challenge ciphertext is the re-encrypted one:

A outputs two CT0, CT1 which can be re-encrypted from pki′ to pki∗ . B flips a coin

σ
R←− {0, 1}, chooses R

R←− Zp, and does as follows:

Parse CTσ = (C1, ..., C5), and compute: rki′→i∗ ← ReKey(ski′ , pki∗), C6 = CR
1 ,

C7 = pkRi′,1; C8 = rk
1/R
i′→i∗ , CT ′

i′ = C2||C3||...||C8, A∗ = gb(= gr
∗
), t∗ = TCR′(A∗),

B∗ = (gb)α(= (pkt
∗

i∗,3 · h)r
∗
), C∗ ← SYM.Enc(Q,CT ′

i′), D
∗ = pki∗,3. Return CT ∗ =

(A∗, B∗, C∗,D∗).

Guess stage Eventually, A outputs a guess σ′ ∈ {0, 1}, where σ′ = 1 means that K∗ is the

correct key. Algorithm B concludes its own game by outputting γ′ = σ′ where γ′ = 1 means that

Q = H(gab) and γ′ = 0 means that Q is random.

ANALYSIS. We have shown that as long as there is no hash collision in TCR′ found by B, A’s

view in the simulation is identically distributed to its view in the real attack game.

Note that A∗ is a random element from G (provided from outside of B’s view), therefore

finding a value A 6= A∗ with TCR′(A) = TCR′(A∗) really contradicts to the security property

of the target collision resistant hash function. The probability that B finds a collision in the hash

function TCR′ is bounded by Advhash-TCR
TCR′,B (λ).

Assume there was no hash collision found by B. On the one hand, if Q is uniform and

independent in {0, 1}ℓ then the game is exactly the same as the game G1. On the other hand,

if Q = H(gab), then the game is exactly the same as the game G0. Therefore, B’s advantage

in the GHDH game is AdvghdhGen,B(λ) ≥ |Pr[T1] − Pr[T0]| − Advhash-TCR
TCR′,B (λ), which proves the

equation 5.7.

Lastly, we observe that there is an oracle query machineA1, whose running time is essentially

the same as that of A, such that

|Pr[T1]− 1/2| = AdvCCA
SYM,A1

(λ) (5.8)
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To see this, note that in game G1, the ciphertext C∗ is produced using the random symmetric

encryption key K† , and also that some other ciphertexts C 6= C∗ are decrypted using K†, but

that the key K† plays no other role in game G1. Thus, in game G1, the adversary A essentially

just carries out an adaptive chosen ciphertext attack against SYM.

The theorem now follows immediately from the equations 5.6 – 5.8.

5.6 Summary

In this chapter, we first have shown that the scheme proposed by Shao, Liu, and Zhou [55] is

vulnerable to chosen-ciphertext attack. We then have presented the first unidirectional single-

hop PRE scheme which is secure in the full CCA security model. The scheme is obtained by

extending the PKE scheme proposed by Lai, Deng, Liu, and Kou [37]. Our scheme relies on mild

complexity assumptions in bilinear groups without random oracles.

91



92



Chapter 6

CCA-Secure Conditional Schemes

without Random Oracles
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6.1 Introduction

Conditional proxy re-encryption (CPRE) is a variant of proxy re-encryption, where only the ci-

phertext satisfying one condition set by the delegator can be transformed by the proxy and then

decrypted by the delegatee.

In 2009, Weng, Deng, Ding, Chu, and Lai [66] proposed an efficient CPRE scheme which

is chosen-ciphertext (CCA) secure in the random oracle model, and left an open question of

constructing a CCA-secure CPRE scheme without random oracles. Recently, employing CPRE in

the identity-based cryptographic setting, Liang, Liu, Tan, Wong, and Tang [40] defined the notion
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of identity-based conditional proxy re-encryption (IBCPRE) which can be seen as an extension

of identity-based proxy re-encryption. They then proposed a construction for this primitive and

claimed that their scheme achieves the security against adaptive condition and adaptive identity

chosen-ciphertext attack in the standard model. One might consider that this is an answer to the

open problem left by Weng et al. [68]. However, it is not known that IBCPRE, in general, implies

CPRE. This is because these primitives are in different settings: in the model of IBCPRE it needs

a trusted private key generator to generate all the secret keys for identities, but in that of CPRE

each user can generate a secret key by himself. In addition, in this chapter, we show that the

scheme proposed by Liang et al. [40] is vulnerable even to selective condition chosen-ciphertext

attack (see Section 6.2 for details).

As the main goal of this chapter, we propose two CPRE schemes which are secure against

the selective and adaptive condition chosen-ciphertext attack (sCond-CCA and aCond-CCA, for

short), respectively. These schemes are extended from the CCA-secure PRE scheme proposed in

Section 5.3. (See also [33]). Specifically, the first scheme is constructed by using the technique

of constructing the selective-identity secure identity-based encryption proposed by Boneh and

Boyen [13]. The other one is presented by using the technique of constructing the adaptive-

identity secure identity-based encryption proposed by Waters [64]. Both of these two schemes

can be proved secure without random oracles, which answers the problem left by Weng et al. [68]

6.2 Analysis of the Liang-Liu-Tan-Wong-Tang Scheme

Liang, Liu, Tan, Wong, and Tang [40] proposed a construction of identity-based CPRE and

claimed that their scheme achieves secure against adaptive condition and adaptive identity chosen-

ciphertext attack in the standard model. Unfortunately, this scheme is not secure even in the sense

of selective condition CCA. In this section, we describe our attack to break its selective condition

CCA security. See [40] for more details of the models in which the scheme is proven to be secure

(we do not show them here). Note that, the difference between the selective and the adaptive

condition CCA security is in the timing of choosing the challenge condition. Specifically, in the

model of the selective condition CCA security the adversary has to submit the challenge condi-

tion in the beginning of the security game, but in that of the adaptive condition CCA security the

adversary can submit it in the challenge phase. It is obvious that the selective condition CCA

security is weaker than the adaptive condition CCA security.

6.2.1 Review of the Liang-Liu-Tan-Wong-Tang Scheme

Now we describe the Liang-Liu-Tan-Wong-Tang scheme [40].

Let BSetup(1λ) be an algorithm that on input the security parameter 1λ, outputs the param-

eters of a bilinear map as (q, g,G1,G2, e), where G1 and G2 are multiplicative cyclic groups of

prime order q, |q| = λ, and g is a random generator of G1.

Setup(1λ): On input a security parameter 1λ, (q, g,G1,G2, e) ← BSetup(1λ). Let

ω ∈ {0, 1}n be an n-bit condition string. Choose α ∈ Z∗
q, g2, u

′
1, u

′
2, u

′
3, u3,0 ∈R G1

three random n-length sets U1 = {u1,i|1 ≤ i ≤ n}, U2 = {u2,i|1 ≤ i ≤
n}, U3 = {u3,i|1 ≤ i ≤ n}, u1,i, u2,i, u3,i ∈R G1, a pseudorandom function
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PRF : G2 × G1 → {0, 1}n1 , and a TCR hash function H1 : G2 → G1, where n1 is a

security parameter. The master secret key is msk = gα2 , the master public key is mpk =

(n, n1, g, g1, g2, u
′
1, u

′
2, u

′
3, u3,0, U1, U2, U3, PRF,H1, (Sign.KeyGen,Sign,Verify)),

where g1 = gα.

KeyGen(msk, ID): On input a master secret key and an identity ID, the algorithm outputs

sk ID = (sk ID1 , sk ID2) = (gα2 · (u′1
∏

i∈VID
)r, gr), where r ∈R Z∗

q, ID ∈ {0, 1}n , and let

VID be the set of all i for which the i-bit of ID is set to 1.

Enc(IDi, ω,m): On input an identity IDi, a condition ω, and a message m, the algorithm

runs (KS ,KV ) ← Sign.KeyGen(1λ), chooses t ∈R Z∗
q, σ ∈R G2, generates the ci-

phertext: C0 = [PRF (σ,C2)]
λ1−λ||[PRF (σ,C2)]λ ⊕ m,C1 = e(g1, g2)

t · σ,C2 =

gt, C3 = (u′1
∏

i∈VIDi
)t, C4 = (u′2

∏

i∈ξω
u2,i)

t, C5 = (u′3u3,0
∏

i∈XIDi
u3,i)

t, C6 =

Sign(KS , (C0, C2, C3, C4, C5)), and outputs C
(2)
IDi,ω

= (KV , C0, C1, C2, C3, C4, C5),

where IDi ∈ {0, 1}n,m ∈ 0, 1n, let ξω,XKV
,VIDi be the sets of all i for which the

i-bit of ω,KV , IDi is set to 1, respectively.

ReKeyGen(sk IDi , IDj , ω): On input a secret key sk IDi , an identity IDj , and a condi-

tion ω, the algorithm chooses ρ, t′ ∈R Z∗
q, θ ∈R G2, computes rk0 = sk IDi1

·
(u′2

∏

i∈ξω
u2,i)

ρ, rk1 = gρ, rk2 = sk IDi2
, rk3 = e(g1, g2)

t′ · θ, rk4 = gt
′
, rk5 =

(u′1
∏

i∈VIDi
)t

′
, rk6 = (u′3u3,0

∏

i∈XIDi
u3,i)

t′ , rk7 = Sign(K ′
S , (rk3, rk4, rk5, rk6)),

and outputs rkω|IDi→IDj
= (K ′

V , rk0, rk1, rk2, rk3, rk4, rk5, rk6, rk7), where IDj ∈
{0, 1}n, (K ′

S ,K
′
V )← Sign.KeyGen(1λ).

ReEnc(rkω|IDi→IDj
, IDi, ω, C

(2)
IDi,ω

): On input a re-encrytption key rkω|IDi→IDj
, an identity

IDi, a condition ω, and a ciphertext C
(2)
IDi,ω

, the algorithm does as follows.

1. Verify

e(g,C3) = e(C2, u
′
1

∏

i∈VIDi

u1,i), e(g,C4) = e(C2, u
′
2

∏

i∈ξω

u2,i),

e(g,C5) = e(C2, u
′
3u3,0

∏

i∈XIDi

u3,i),

Verify(KV , C6, (C0, C2, C3, C4, C5)) = 1.

If all of the above equations do not hold, output ⊥. Otherwise, proceed.

2. Compute C ′
1 = C1·e(rk2,C3)

e(rk0,C2)/e(rk1,C4)
, and output the first level ciphertext C

(1)
IDj ,ω

=

(KV , C0, C1, C2, C3, C4, C5, C6,K
′
V , rk3, rk4, rk5, rk6, rk7).

Dec2(IDi, sk IDi , ω, C
(2)
IDi,ω

): On input an identity IDi, a secret key sk IDi , a condition ω, and

a ciphertext C
(2)
IDi,ω

, the algorithm does as follows.

1. Verify the equation in the algorithm ReEnc. If it does not hold, output ⊥. Otherwise,

proceed.
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2. Compute σ = C1

e(skIDi2
,C3)

e(skIDi1
,C2

, and output m = [C0]λ ⊕ [PRF (σ,C2)]λ if

[PRF (σ,C2)]
λ1−λ = [C0]

λ1−λ holds. Otherwise, output ⊥.

Dec1(IDi, IDj , sk IDj , ω, C
(1)
IDi,ω

): On input identities IDi, IDj , a secret key sk IDi , a condi-

tion ω, and a ciphertext C
(1)
IDi,ω

, the algorithm does as follows.

1. Verify

e(g, rk5) = e(rk4, u
′
1

∏

i∈VIDi

u1,i), e(g, rk6) = e(rk4, u
′
3u3,0

∏

i∈XIDi

u3,i),

Verify(K ′
V , rk7, (rk3, rk4, rk5, rk6)) = 1.

If all of the above equations do not hold, output ⊥. Otherwise, proceed.

2. Compute θ = rk3
e(skIDj2

,rk5)

e(skIDj1
,rk4)

.

3. Verify the equation in the algorithm ReEnc. If it does not hold, output ⊥. Otherwise,

proceed.

4. Compute σ = C ′
1/e(H1(θ), C3), and output m = [C0]λ ⊕ [PRF (σ,C2)]λ if

[PRF (σ,C2)]
λ1−λ = [C0]

λ1−λ holds. Otherwise, output ⊥.

6.2.2 Our Attack

Before describing our attack, we first identify the potential weakness in the above scheme:

for a ciphertext CTi = (KV , C0, C1, C2, C3, C4, C5, C6), where (KS ,KV ) is a pair of sign

key and verify key which is generated by the algorithm Sign.KeyGen(1λ) and C6 =

Sign(KS , (C0, C2, C3, C4, C5)), their ReEnc algorithm transforms ciphertext component C1

into C ′
1 without verifying the validity of C1 (it only verifies the validity of the other com-

ponents, i.e. KV , C0, C2, C3, C4, C5, C6). Then there exists an adversary who can break

the CCA-security of their scheme as follows: Given the challenge ciphertext CT ∗ =

(KV , C0, C
∗
1 , C2, C3, C4, C5, C6), the adversary can first modify the ciphertext component C∗

1

to obtain a new ciphertext CT ′, and then asks the re-encryption oracle to re-encrypt CT ′ into

another ciphertext CT ′
j for a corrupted user j; next, the adversary can modify CT ′

j to obtain the

right re-encrypted ciphertext CTj of the challenge ciphertext, and thus he can derive the underly-

ing plaintext by decrypting CTj with the secret key of user j.

Attack Details. The adversary works as follows to break the selective condition CCA-security of

the Liang-Liu-Tan-Wong-Tang scheme.

1. The adversary submits a condition ω∗ to the challenger.

2. The adversary obtains a master public key mpk.

3. The adversary obtains a secret key sk IDj of user j from the extract oracle.

4. The adversary submits (ID∗,m0,m1) to the challenger, and then is given the challenge

ciphertext CT ∗ = (K∗
V , C

∗
0 , C

∗
1 , C

∗
2 , C

∗
3 , C

∗
4 , C

∗
5 , C

∗
6 ).
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5. The adversary computes Ĉ∗
1 = C∗

1 · β, where β ← G2, and modifies the challenge

ciphertext CT ∗ to obtain a new ciphertext CT ′ = (K∗
V , C

∗
0 , Ĉ

∗
1 , C

∗
2 , C

∗
3 , C

∗
4 , C

∗
5 , C

∗
6 ).

Then the adversary submits (ID∗, IDj , ω
∗, CT ′) to the re-encryption oracle. Note

that, it is legal for the adversary to issue this query, since (ID∗, IDj , ω
∗, CT ′) 6=

(ID∗, IDj , ω
∗, CT ∗). Note that the re-encryption algorithm ReEnc cannot check the

validity of the ciphertext component C ′
1. So, it will return the re-encrypted ciphertext

CT ′
j = ReEnc(rkω∗|ID∗→IDj

, ID∗, ω∗, CT ′).

According to the re-encryption algorithm, we get CT ′
j = (K∗

V , C
∗
0 , Ĉ1

′
, C∗

2 , ..., rk7),

where Ĉ1
′
=

Ĉ∗
1 ·e(rk2,C

∗
3 )

e(rk0,C∗
2 )/e(rk1,C

∗
4 )

. Now, from Ĉ1
′
, the adversary can compute C ′

1 =

Ĉ1
′
/β =

C∗
1 ·e(rk2,C

∗
3 )

e(rk0,C∗
2 )/e(rk1,C

∗
4 )

, since Ĉ∗
1 = C∗

1 · β. It is easy to see that CTj =

(K∗
V , C

∗
0 , C1

′, C∗
2 , ..., rk7) is indeed the result of ReEnc(rkω∗|ID∗→IDj

, ID∗, ω∗, CT ∗),

which is an encryption of mb. Now, the adversary can obtain the underlying plaintext mb

by decrypting the re-encrypted ciphertext CTj using the secret key sk IDj , and can break

the CCA-security of the Liang-Liu-Tan-Wong-Tang scheme.

6.3 The Proposed Schemes

In this section, we propose two CPRE scheme which are 2nd-sCond-CCA-secure and 2nd-aCond-

CCA-secure, respectively. Both of these two schemes meet the 1st-aCond-CCA security. Finally,

we show the comparison of our results with the scheme in Section 5.3.

6.3.1 The 2nd-sCond-CCA-Secure Scheme

In this section, we first propose a CPRE scheme, and then show that it meets the 2nd-sCond-CCA

and the 1st-aCond-CCA security.

Construction. Following [33], in order to achieve the CCA security given in Section 3.4.2.1, we

start from the following observations which are important and necessary principles for designing

CCA-secure schemes:

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the

proxy; otherwise, it will suffer from an attack as illustrated in [20].

2. It should be impossible for the adversary to compute the re-encryption key from the target

user i∗ to itself (i.e., rki∗→i∗|ω∗), otherwise it will suffer from an attack as applied to the

Shao-Liu-Zhou scheme in Section 5.2.

3. For the first level ciphertext CTj re-encrypted from the second level ciphertext CTi, it

should not exhibit any component of CTi; otherwise, it will fail in achieving the 1st-level-

CCA security.

We now describe our scheme. Our scheme is extended from the Isshiki-Nguyen-Tanaka

scheme [33] by using the technique of constructing the selective-identity secure identity-based

encryption proposed by Boneh and Boyen [13]. The construction is as follows.
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Setup: On input a security parameter 1n, run Gen(1n) in Section 2.2.3 to obtain (G, g, p,H).

Let GT be a multiplicative group of prime order p. Let e : G×G→ GT be a bilinear map.

Choose g1, h, u, v, d ∈ G, and two collision-resistant hash functions TCR : G×GT → Zp,

TCR′ : G → Zp. Define F (ω) = hω1 h2. SYM is a symmetric key encryption scheme of

which the key space is {0, 1}ℓ(n). Output a public parameters PP = (g, g1, h1, h2, u, v, d).

KGen: On input a public parameter PP = (g, g1, h1, h2, u, v, d), choose x, y
R←− Zp, and output

a pair (pk, sk) of a public key and a secret key, where pk = (gx, gx
2

1 , gy), sk = (x, y).

RKGen: On input a secret key sk i = (sk i,1, sk i,2), a public key pk j = (pk j,1, pk j,2, pk j,3),

and a condition ω, choose α
R←− Zp and output a re-encryption key rk i→j|ω = (pk

1/ski,1
j,2 ·

F (ω)α, pkα
i,1).

Enc1: On input a public key pk i = (pk i,1, pk i,2, pk i,3), and a message M ∈ GT choose

r,R, r′, s, α
R←− Zp and compute C2 = F (0)r , C3 = e(g, g1)

r ·M , t = TCR(C2, C3),

C4 = (utvsd)r, C5 = s, C6 = pkrRi,2 , C7 = pkRi,2, C8 = (g · F (ω)α)1/R, C9 = pkαi,1,

CT ′
i = C2||C3||...||C8||C9||0, A = gr

′
, t′ = TCR′(A), B = (pkt

′

i,3 · g1)r
′
, C ←

SYM.Enc(H(pkr
′

i,3), CT ′
i ). Finally, output a ciphertext CTi = (A,B,C).

Enc2: On input a public key pk i = (pk i,1, pk i,2, pk i,3), a message M ∈ GT, and a condition

ω choose r, s
R←− Zp, and compute: C1 = pkri,1, C2 = F (ω)r , C3 = e(g, g1)

r · M ,

t = TCR(C2, C3), C4 = (utvsd)r, C5 = s. Finally, output a ciphertext CT =

(C1, C2, C3, C4, C5).

ReEnc: On input two public keys pki, pkj , a re-encryption key rk i→j|ω = (rk1, rk2), an origi-

nal ciphertext CT i, and a condition ω, this algorithm does as follows:

Compute t = TCR(C2, C3), and check the validity of the ciphertext CTi by testing whether

the following equalities hold (if both hold, we write Check(CT i) = 1):

e(F (ω), C1) = e(C2, pki,1) (6.1)

e(F (ω), C4) = e(C2, u
tvsd). (6.2)

If one of the above equations does not hold, output ⊥ indicating an invalid cipher-

text. Otherwise, choose R, r′
R←− Zp, and compute C6 = CR

1 ; C7 = pkRi,1; C8 =

rk
1/R
1 ; CT ′

i = C2||C3||...||C8||rk2||ω; A = gr
′
, t′ = TCR′(A), B = (pk t

′

j,3 · g1)r
′
,

C ← SYM.Enc(H(pk r′
j,3),CT

′
i), D = pkj,3. Finally, output a ciphertext CT j =

(A,B,C,D).

Dec2: On input a secret key sk i and a ciphertext CT = (C1, C2, C3, C4, C5), do as follows:

Compute t = TCR(C2, C3), and check the validity of the ciphertext CT by testing whether

Check(CT ) = 1. If the verifications fail, output ⊥ and halt. Otherwise, output M =
C3

e(C1,g1)
1/ski,1

.

Dec1: On input a secret key sk j and a ciphertext CT j = (A,B,C,D), do as follows:

Compute t′ = TCR(A), if e(A,Dt′ · g1) 6= e(g,B) then output ⊥ indicating an invalid

ciphertext. Otherwise, do the following.
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Compute CT ′
i = SYM.Dec(H(Ask j,2), C);

Parse CT ′
i = C2||C3||...||C8||rk 2||ω, if this is not the case, output ⊥ and halt.

Else, compute t = TCR(C2, C3) and check the validity of the ciphertext CT i by testing

whether the following equalities hold:

e(F (ω), C4) = e(C2, u
tvC5d) (6.3)

e(F (ω), C6) = e(C2, C7) (6.4)

e(C7, C8) = e(g, pk j,2)e(rk 2, F (ω)). (6.5)

If one of the above equations does not hold, output ⊥ indicating an invalid ciphertext.

Otherwise, output

M =
C3

[

e(C6,C8)
e(C2,rk2)

]1/sk2j,1
. (6.6)

Next, we see the correctness of the scheme.

Correctness. For any condition ω and any message m, we can see that

– for Dec2:

C3

e(C1, g1)1/sk i,1
=

C3

e(pkri,1, g1)
1/sk i,1

=
C3

e(gr·sk i,1 , g1)1/sk i,1
=

C3

e(g, g1)r
= M,

– for Dec1: if we consider X = e(C6,C8)
e(C2,rk2)

, then equation (6.6) becomes to M = C3/X
1/sk2j,1 .

Now we can see that,

X =
e(C6, C8)

e(C2, rk2)
=

e(CR
1 , rk

1/R
1 )

e(C2, rk 2)
=

e(pkri,1, pk
1/ski,1
j,2 · F (ω)α)

e(F (ω)r, pkα
i,1)

=
e(pkri,1, pk

1/ski,1
j,2 ) · e(pkri,1, F (ω)α)

e(F (ω)r, pkα
i,1)

= e(pkri,1, pk
1/ski,1
j,2 ) = e(g, g1)

r·sk2
j,1 .

Thus, we have C3

X
1/sk2

j,1
= C3

e(g,g1)r
= M .

Security Analysis. The intuition of the CCA security of our scheme can be seen from the follow-

ing properties.

1. The validity of the original ciphertexts can be publicly verifiable by everyone including the

proxy; otherwise, it will suffer from an attack as illustrated in [20]. For our scheme, the

ciphertext components C4, C5 in the original ciphertext CT = (C1, C2, C3, C4, C5) can be

viewed as a signature signing the messageC1, C2, C3, that is how we get public verifiability.

2. It should be impossible for the adversary to compute the re-encryption key from the target

user i∗ to itself (i.e., rki∗→i∗|ω∗), otherwise it will suffer from an attack as applied to the

Shao-Liu-Zhou scheme in Section 5.2. This follows from Lemma 4.
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3. For the first level ciphertext CTj re-encrypted from a second level ciphertext CTi, it should

not exhibit any component of CTi; otherwise, it will fail in achieving the CCA-security of

ReEnc. In our scheme, all of the components from the original ciphertext are hidden in

C .

The security of the above scheme is guaranteed by the following theorems.

Theorem 11. The above scheme meets the 2nd-sCond-CCA security, assuming the hash function

TCR is target-collision resistant and the 6-AmDBDH assumption holds in groups (G,GT ).

The proof of Theorem 11 is given in Section 6.4.1.

Theorem 12. Our scheme meets the 1st-aCond-CCA security, assuming TCR′ is a target-collision

resistant hash function, the GHDH problem is hard, and SYM is CCA-secure.

Remark 3. In the algorithms Enc1 and ReEnc, we make use of the encryption algorithm of

Kiltz’s KEM/DEM scheme [36] to mask all of computed components including the second-level

ciphertext. Therefore, the 1st-aCond-CCA security of our scheme is implied by the CCA security

of Kiltz’s KEM/DEM scheme.

The proof of Theorem 12 is given in Section 6.4.2.

6.3.2 The 2nd-aCond-CCA-Secure Scheme

In this section, we present a CPRE scheme which is adaptive condition CCA-secure. This scheme

is almost the same as the scheme in the previous section, except that the function F (ω) is replaced

by the Waters hash [64]. In particular, all algorithms of the scheme except the setup algorithm are

exactly the same as those of the CPRE scheme in Section 6.3.1. The setup algorithm is as follows.

Setup: (p, g,G,GT , e,H) ←R Setup(1n), where (G, g, p,H) is random parameters obtained

by running the parameter algorithm Gen(1λ), and H : G → {0, 1}ℓ(n) is a random in-

stance of a hash function such that the GHDH assumptions holds relative to Gen. Choose

g1, u, v, d ∈R G, and collision-resistant hash functions TCR : G×GT → Zp, TCR′ : G→
Zp. Define F (ω) = u′

∏

i∈Ω ui, where u′, u1, . . . , un ∈R G, and Ω ⊆ {1, 2, . . . , n} be the

set of all i for which the ith bit of ω is equal 1. SYM is a symmetric encryption scheme of

which the key space is {0, 1}ℓ(n). Return PP = (g, g1, u, v, d, u
′, u1, . . . , un).

Security Analysis. The security of the above scheme is guaranteed by the following theorems.

Theorem 13. The above scheme meets the 2nd-aCond-CCA security, assuming the hash function

TCR is target-collision resistant and the 6-AmDBDH assumption holds in groups (G,GT ).

The proof of Theorem 13 is given in Section 6.4.3.

Theorem 14. Our scheme meets the 1st-aCond-CCA security, assuming TCR′ is a target-collision

resistant hash function, the GHDH problem is hard, and SYM is CCA-secure.

The proof of Theorem 14 is almost the same as that of Theorem 12, where the 1st-aCond-

CCA security of the scheme is implied by the CCA security of Kiltz’s KEM/DEM scheme. The

details are given in Section 6.4.3.
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6.3.3 Comparisons

In Table 4, we compare our schemes with the scheme in Section 5.3. We first explain some nota-

tions used in the table. By n we denote the security parameter. |G|, |GT |, and |SYM| denote the

bit-length of an element in groups G, GT and a ciphertext output by SYM.Enc, respectively. We

use tp, te, tSYM.Enc, tSYM.Dec to represent the computational cost of a bilinear pairing, an expo-

nentiation, an encryption and a decryption in the symmetric key encryption SYM, respectively.

“—” means that the condition CCA security of the corresponding scheme is not considered.

The comparison results indicate that our schemes have almost the same computational cost as

the scheme in Section 5.3. It means that our schemes are efficient as the underlying scheme. Our

schemes have also the same length of a public key, a secret key, and a ciphertext as the scheme in

Section 5.3. In comparison on the length of the parameter, that of the first scheme (i.e. the one in

Section 6.3.1) is little bit longer than that of the underlying PRE scheme; whereas the other one

is quite longer than that of the underlying PRE scheme, since we make use of the Waters hash in

the construction.

Schemes Ours (Sec. 6.3.1) Ours (Sec. 6.3.2) Ours (Sec. 5.3)

Length

parameter 7|G| (6 + n)|G| 6|G|
public key 3|G| 3|G| 3|G|
secret key 2|Zp| 2|Zp| 2|Zp|

re-encryption key 2|G| 2|G| 1|G|
2nd-level ciphertext 3|G|+ 1|GT |+ 1|Zp| 3|G|+ 1|GT |+ 1|Zp| 3|G|+ 1|GT |+ 1|Zp|
1st-level ciphertext 2|G|+ 1|SYM| 2|G|+ 1|SYM| 2|G|+ 1|SYM|

Cost

Enc2 1tp + 7te 1tp + 7te 1tp + 6te
Enc1 1tp + 12te + tSYM.Enc 1tp + 12te + tSYM.Enc 1tp + 11te + tSYM.Enc

ReEnc 4tp + 9te + tSYM.Enc 4tp + 9te + tSYM.Enc 4tp + 8te + tSYM.Enc

Dec2 1tp + 1te 1tp + 1te 1tp + 1te
Dec1 9tp + 5te + tSYM.Dec 9tp + 5te + tSYM.Dec 9tp + 5te + tSYM.Dec

Condition CCA Security selective adaptive —

Table 4: Comparison of our CPRE scheme with the PRE scheme in Section 5.3.

6.4 Proofs

6.4.1 Proof of Theorem 11

We prove that our proposed scheme is 2nd-sCond-CCA secure under the 6-AmDBDH

assumption. We build an algorithm B which is, given a 6-AmDBDH instance

(g, ga, gb, gc, ga/c, gc
2
, gac, gac

2
, gac

3
, gac

4
, Q) ∈ G10 ×GT , deciding whether Q = e(g, g)ab/c

2
,

using a 2nd-sCond-CCA adversary A. B runs the adversary A simulating its view as in the 2nd-

sCond-CCA security experiment as follows:

Initiation: The game begins with A first outputting a condition ω∗ that it intends to attack.

Setup: B chooses xv, xd, yu, yv, yd
R←− Zp, sets g1 := ga, h1 = ga/c, h2 = h−ω∗

1 gc
2
, and com-

putes u = g · (gc2)yu , v = gxv · (gc2)yv , d = gxd · (gc2)yd . The other parameters are
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chosen as in the algorithm Setup. The public parameter is PP = (g, g1, h1, h2, u, v, d).

As before, we define F (ω) = hω1 h2 = hω−ω∗

1 gc
2
. Next, B generates the challenge key,

uncorrupted-keys, and corrupted-keys as follows.

– Challenge-key generation. B chooses xi∗ , yi∗
R←− Zp, and defines pk i∗ =

((gc
2
)xi∗ , (gac

4
)x

2
i∗ , gyi∗ ) (meaning that sk i∗ = (c2xi∗ , yi∗)).

– Uncorrupted-key generation. B chooses xi, yi
R←− Zp, and defines pk i =

((gc)xi , (gac
2
)x

2
i ,

gyi) (meaning that sk i = (cxi, yi)). B adds pk i to PKun.

– Corrupted-key generation. B chooses xi, yi
R←− Zp, and defines pki =

(gxi , (ga)x
2
i , gyi), ski = (xi, yi). B adds pk i to PKcorr and sk i to SKcorr.

B provides A with the public parameter PP , two sets of public key PK = (PKun,

PKcorr), SKcorr, and the challenge public key pk i∗ .

Find stage. The adversary A issues a series of questions as in the 2nd-sCond-CCA game. B
answers these queries for A by simulating the oracles as follows.

Re-Encryption Key Generation Oracle Ork (pk i, pk j , ω): B chooses α
R←− Zp and does as fol-

lows.

• If ω = ω∗ (meaning that F (ω) = gc
2
):

1. If pk i = pk i∗ and pkj ∈ PKcorr, then return ⊥.

2. If pk i, pk j ∈ PKcorr, then return rk i→j|ω = (g
x2
j/xi

1 · F (ω)α, pkαi,1).

3. If pk i, pk j ∈ PKun, then return rk i→j|ω = ((gac)x
2
j/xi · F (ω)α, pkα

i,1).

4. If pk i ∈ PKun and pk j ∈ PKcorr, then return rk i→j|ω = ((ga/c)x
2
j/xi ·

F (ω)α, pkα
i,1).

5. If pk i ∈ PKcorr and pk j ∈ PKun ∪ {pk i∗}, then return rk i→j|ω = (pk
1/xi

j,2 ·
F (ω)α, pkα

i,1).

6. If pk i = pk i∗ and pk j ∈ PKun, then return rk i∗→j|ω = ((gac)x
2
j/xi∗ ·

F (ω)α, pkα
i,1).

7. If pk i ∈ PKun and pk j = pk i∗ , then return rk i→i∗|ω = ((gac
3
)x

2
i∗
/xi ·

F (ω)α, pkα
i,1).

• If ω 6= ω∗:

1. If pk i = pk i∗ and pkj ∈ PKcorr, then return the re-encryption key as

rk i∗→j|ω = (R1, R2) =





(

(gc)
−1

ω−ω∗F (ω)α
)

x2j
xi∗ ,

(

(gc)
−1

ω−ω∗ gc
2α
)x2

j



 .
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Let α̃ =
(

α− 1
c(ω−ω∗)

)

· x2
j

xi∗
, and note that F (ω) = hω−ω∗

1 gc
2
. Then we have

R1 =
(

(gc)
−1

ω−ω∗ F (ω)α
)

x2j
xi∗

=

(

h
1
c
1

(

hω−ω∗

1 gc
2
)− 1

c(ω−ω∗)
F (ω)α

)

x2j
xi∗

=

(

h
1
c
1 F (ω)

α− 1
c(ω−ω∗)

)

x2j
xi∗

= g
a

x2j

c2xi∗ F (ω)α̃

= pk
1/ski∗,1
j,2 · F (ω)α̃.

Additionally, we have

R2 =
(

(gc)
−1

ω−ω∗ gc
2α
)x2

j
=

(

(gc
2xi∗ )

α− 1
c(ω−ω∗)

)

x2j
xi∗ = pk α̃i∗,1.

Thus, we get rk i∗→j|ω =
(

pk
1/ski∗,1
j,2 · F (ω)α̃, pk α̃i∗,1

)

. Note that, B will be able

to generate this re-encryption key iff F (ω) 6= 0 mod p.

2. Otherwise, B does as the above cases in which ω = ω∗.

First Decryption Oracle Odec1(pki, CTi): If pki ∈ PKcorr, B does as the Dec1 to decrypt

the ciphertext CTi using secret key ski. Otherwise, B does as follows. B parses CTi =

(A,B,C,D), B computes t′ = TCR(A), and checks whether the following equality hold:

e(A,Dt′ ·g1) = e(g,B). If this verification fails, output ⊥ indicating an invalid ciphertext.

Otherwise, it does the following.

Compute CT ′
i = SYM.Dec(H(Ayi), C);

Parse CT ′
i = C2||C3||...||C8||rk 2||ω, if this is not the case, output ⊥ and halt.

Else, B computes t = TCR(C2, C3) and does as follows:

1. Check the validity of the ciphertext CTi as the equations 6.3 – 6.5 in Dec1.

2. Check whether (C2, C3) = (C∗
2 , C

∗
3 ) and t 6= t∗. If so, abort and output a random

bit.

3. Check whether t+ sxv + xd = 0. If so, abort and output a random bit.

If all of these verifications pass, then there exists r ∈ Zp such that C1 = pkri,1, C4 =

(utvsd)r, s = C5. If (C2, C3, C4, C5) = (C∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ), B outputs ⊥ which

deems CTi as a derivative of the challenge pair (pki∗ , CT ∗). We now assume

C3 6= C∗
3 . If ω 6= ω∗, then B computes re-encryption key rk j→i′|ω as in Re-

Encryption Key Generation Oracle Ork , where i′ ∈ PKcorr. Using this re-

encryption key, B computes C6, C7, C8 as in the re-encryption algorithm, then com-

putes m as the equation 6.6. Otherwise (ω = ω∗), since F (ω∗) = gc
2
, we have
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C2 = gc
2r. Therefore B can compute X := C

(tyu+syv+yd)
2 = gc

2r(tyu+syv+yd). Since

C4 = (utvsd)r = gr(t+sxv+xd) · gc2r(tyu+syv+yd) we have gr = (C4/X)1/(t+sxv+xd).

Therefore, B can compute gr by computing (C4/X)1/(t+sxv+xd). Finally, B com-

putes M = C3
e(gr ,g1)

, returns it to A.

Second Level Decryption Oracle Odec2(pki, ω, CTi): B does as follows.

• If ω = ω∗ (meaning that F (ω) = gc
2
):

1. If pki ∈ PKcorr, then do as the algorithm Dec2 to decrypt the ciphertext CTi

using the secret key ski = (xi, yi), and return the obtained result to A.

2. If pki ∈ PKun, then B first computes a re-encryption key rk i→j|ω =

((ga/c)x
2
j/xi ·F (ω)α, pkαi,1), where pkj ∈ PKcorr. B then re-encrypts the cipher-

text CTi by using rk i→j|ω to obtain CTj ← ReEnc(rk i→j|ω, CTi). Finally, B
does as the algorithm Dec1 to decrypt the ciphertext CTj using the secret key

skj = (xj , yj), and returns the obtained result to A.

3. If i = i∗ and CTi 6= CT ∗, then B first computes a re-encryption key rk i∗→j|ω =

((gac)x
2
j/xi∗ · F (ω)α, pkαi,1), where pkj ∈ PKun. B then re-encrypts the cipher-

text CTi by using rki∗→j to obtain CTj ← ReEnc(rki∗→j, CTi). Finally, B
does as in First Decryption Oracle Odec1 to decrypt the ciphertext CTj , and

returns the obtained result to A.

• If ω 6= ω∗: B first computes rk i→j|ω as in Re-Encryption Key Generation Oracle

Ork , where pkj ∈ PKcorr. B then re-encrypts the ciphertext CTi by using rk i→j|ω

to obtain CTj ← ReEnc(rk i→j|ω, CTi). Finally, B does as the algorithm Dec1

to decrypt the ciphertext CTj using the secret key skj = (xj , yj), and returns the

obtained result to A.

Re-Encryption Oracle Ore(pki, pkj , CTi): B parses CTi = (C1, C2, C3, C4, C5). If this is

not the case, output ⊥ and halt. Otherwise, B computes t = TCR(C2, C3) and check if

Check(CTi) = 1. If this is not the case, output ⊥ and halt; else B works according to the

following cases:

1. If pki = pki∗ , pkj ∈ PKcorr, ω = ω∗ (meaning that ski∗ = c2xi∗ and

skj = xj): B chooses R′, r′, α′ R←− Zp and computes gr as in First Decryp-

tion Oracle Odec1 . Using gr, B computes: C6 = (gr)xi∗R
′
(= (gc

2xi∗r)R
′/c2 =

CR
1 ), where R = R′/c2; C7 = gxi∗R

′
(= (gc

2xi∗ )R
′/c2 = pkRi∗,1); C8 =

(g
x2
j/xi∗

1 )1/R
′
F (ω∗)α

′
(= (g

sk2j,1/ski∗,1
1 F (ω∗)α)c

2/R′
= rk

1/R
1 ), where α = α′R′/c2

and rk i∗→j|ω∗ = (rk1, rk 2); C9 = gxi∗α
′R′

(= pk
α′R′/c2

i∗,1 = pkαi∗,1 = rk2);

CT ′
i∗ = C2||C3||...||C8||C9||ω∗; A = gr

′
, t′ = TCR′(A), B = (pkt

′

i∗,3 · g1)r
′
,

C ← SYM.Enc(H(pkr
′

i∗,3), CT ′
i∗), D = pki∗,3. Output CTj = (A,B,C,D).

2. Otherwise, B executes the algorithm ReEnc with the re-encryption key computed as

in Ork(pki, pkj , ω), then returns CTj ← ReEnc(rk i→j|ω, CTi) to A.
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Challenge. At this stage, A outputs two messages M0,M1 ∈ GT and a condition ω∗. B flips a

coin σ
R←− {0, 1} and defines: C∗

1 = (gb)xi∗ , C∗
2 = gb, C∗

3 = Q ·Mσ, C
∗
5 = s∗ = −(t∗ + xd)/xv

where t∗ = TCR(C∗
2 , C

∗
3 ), and C∗

4 = (gb)t
∗yu+s∗yv+yd . Return CT ∗ = (C∗

1 , C
∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ) as

the challenge ciphertext to A.

Observe the following to see that, if Q = e(g, g)ab/c
2
, then CT ∗ is indeed a valid challenge

ciphertext under public key pki∗ with the random exponent r = b/c2.

C∗
1 = (gb)xi∗ = (gc

2xi∗ )b/c
2
= pkri∗,1; C∗

2 = gb = (gc
2
)b/c

2
= F (ω∗)r; C∗

3 = Q ·Mσ; t∗ =

TCR(C∗
2 , C

∗
3 ); C

∗
5 = s∗ = −(t∗ + xd)/xv ; C∗

4 = (gb)t
∗yu+s∗yv+yd = (gc

2(t∗yu+s∗yv+yd))b/c
2 ·

(gt
∗+s∗xv+xd)b/c

2
= (ut

∗
vs

∗
d)r .

In contrast, if Q is random in GT , then CT ∗ perfectly hides mσ and A cannot guess σ with

better probability than 1/2.

Guess stage. Adversary A continues to issue the rest queries. In this stage, B can respond these

queries for A as in the find stage.

Output. Eventually, adversary A returns a guess σ′ ∈ {0, 1}. If σ′ = σ, B outputs 1 to guess

Q = e(g, g)ab/c
2
; else B outputs 0 to guess that Q is a random element in GT .

This completes the description of the simulation.

Next, we analyze the simulation.

In the simulation of the first level decryption oracle Odec1 , B aborts in two cases, those are in

the second and third conditions. The probability that B aborts in the second condition of Odec1

is at most AdvTCR
TCR,A. For the challenge ciphertext, the adversary could obtain the information

that t∗ + s∗xv + xd = 0. However, there are exactly p possible (xv, xd) pairs that satisfy this

equation and each of them are equally likely. Thus, information-theoretically, the probability that

t + sxv + xd = 0 is at most 1/p. Hence, the probability that B aborts in the third condition of

Odec1 is at most qdec/p. Therefore, the probability that B aborts during the simulation of oracle

Odec1 is at most AdvTCR
TCR,A + qdec/p.

Observe that, if B does not abort during the simulation and Q = e(g, g)ab/c
2
, then the sim-

ulation of B is perfect from the view of A. On the other hand, if B does not abort during the

simulation and Q is distributed uniformly and independently over GT then the advantage that

A wins the game is 1/2. Since the simulation for Ore,Ork, we have Adv6-AmDBDH
B (n) ≥

1
2 · Adv2nd-sCond

CPRE,A (n)−AdvTCR
TCR,A − qdec/p.

This concludes the proof of Theorem 11.

6.4.2 Proof of Theorem 12

We will prove the theorem using a sequences of game transitions.

Game G0: This is the original 1st-aCond-CCA game, which is the CCA game as in Def-

inition 22 with the additional constraints from Definition 31. The adversary A has access

to the re-encryption key oracle Ork and the decryption oracle Odec1 , gets a target ciphertext

CT ∗ = (A∗, B∗, C∗), where CT ∗ is computed as follows:

1. If the challenge ciphertext is the original one: CT ∗ ← Enc1(pki∗ ,mσ).
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2. If the challenge ciphertext is the re-encrypted one: CT ∗ ← ReEnc(rki′→i∗ , CTσ), where

CTσ = (C1, ..., C5) is a “good message” which can be re-encrypted from pki′ to pki∗ .

Let σ′ ∈ {0, 1} denote the output of A, and let T0 be the event that σ′ = σ in G0, so that

Adv1st-aCond-CCA
CPRE,A (λ) = |Pr[T0]− 1/2|. (6.7)

Game G1: Now we define a modified game G1. This game behaves just like game G0, except

that we use a completely random symmetric key K† in place of the key K∗ = H(pkr
′

i∗,1) in both

the encryption and decryption oracles. Let T1 be the event that σ′ = σ in game G1.

Now, we show that there is an oracle query machine B, whose running time is essentially the

same as that of A, such that

|Pr[T1]− Pr[T0]| ≤ AdvghdhGen,B(λ) + Advhash-TCR
TCR′,B (λ). (6.8)

B runs the adversary A as a subroutine to solve a random instance of the GHDH problem.

We now give the description of the adversary B. The adversary B inputs an instance of the

GHDH problem, i.e. B inputs the values (1k, g, ga, gb, Q). B’ goal is to determine whether

Q = H(gab) or Q ∈ {0, 1}ℓ is a random bit string. The adversary B runs adversary A simulating

its view as in the original 1st-aCond-CCA security experiment as follows:

Setup: B chooses collision-resistant hash functions TCR : G× GT → Zp and TCR′ : G→ Zp.

To generate challenge key, B chooses randomly xi∗ , α, u, v, d ←R Zp, sets g1 := pk−t∗

i∗,3 ·gα,

and defines pki∗ = (gxi∗ , g
x2
i∗

1 , ga), A∗ = gb (meaning that ski∗ = (xi∗ , a), r
∗ = b). B

computes t∗ = TCR′(A∗).

The other parameters are chosen as in the algorithm Setup. The public parameter is PP =

(p,G,GT , g, g1, u, v, d, e,H,TCR,TCR′, F ). Next, B generates the uncorrupted-keys and

corrupted-keys as follows.

– Uncorrupted-key generation. B chooses randomly xi, yi ←R Zp, and defines pki =

(gxi , g
x2
i

1 , gyi) (meaning that ski = (xi, yi)). B adds pki to PKun.

– Corrupted-key generation. B chooses randomly xi, yi ←R Zp, and defines pki =

(gxi , g
x2
i

1 , gyi), ski = (xi, yi). B adds pki to PKcorr and ski to SKcorr.

B provides A with the public parameter PP , two sets of public key PK =

(PKun,PKcorr), SKcorr, and the challenge public key pki∗ .

Find stage. The adversary A issues a series of questions as in 1st-Cond-CCA game. Note that,

since B knows all of the secret keys except ski∗,2(= a), he can exactly answer every queries of

A. In particular, B answers these queries for A as follows:

ReKey Oracle Ork(pki, pkj , ω): B runs the algorithm RKGen using ski,1, pkj .

Second Level Decryption Oracle Odec2(pki, ω, CTi): B runs the algorithm KGen using

ski,1.
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First Level Decryption Oracle Odec1(pki, CTi): If i 6= i∗ B does as Dec1 to decrypt the ci-

phertext CTi using secret key ski. Otherwise, B does as follows.

Let CT = (A,B,C) be an arbitrary ciphertext submitted to the decapsulation oracleOdec1 .

B computes t = TCR(A), if e(A, pkti∗,3 ·g1) 6= e(g,B) then output ⊥ indicating an invalid

ciphertext. Otherwise, do the following.

Case 1: t = t∗ and A = A∗: B rejects the query. In this case B = (pkti∗,3 · g1)r =

(pkt−t∗

i∗,3 · gα)r = Aα = (A∗)α = B∗ and hence C = C∗ and the query made by A is

illegal. Therefore it may be rejected by B.

Case 2: t = t∗ and A 6= A∗ : B finds a collision A 6= A∗ in TCR′ with TCR′(A) =

TCR′(A∗). In that case B returns the collision and aborts.

Case 3: t 6= t∗ : the adversary B computes the correct session key by K ←
H((B/(Aα)(t−t∗)−1

). B using this session key computes CTi = SYM.Dec(K,CT ),

then using ski∗,1 = xi∗ computes M as the decryption algorithm.

We have shown that unless B finds a collision in TCR′ (Case 2) the simulation of the de-

cryption oracle is always perfect, i.e. the output of the simulated oracle Odec1 is identically

distributed as the output of Dec1.

Challenge.

1. If A decides that the challenge ciphertext is the original one: A outputs two equal-length

messages M0,M1 ∈ GT and a condition ω∗. B flips a coin σ ←R {0, 1}, randomly chooses

r,R, s, α←R Zp and does as follows:

C2 = F (ω∗)r; C3 = e(g, g1)
r ·Mσ; t = TCR(C2, C3); C4 = (utvsd)r; C5 = s;

C6 = pkrRi∗,2; C7 = pkRi∗,2; C8 = (g · F (ω∗)α)1/R; C9 = pkαi,1 CT ′
i∗ =

C2||C3||...||C8||C9||ω∗; A∗ = gb(= gr
∗
), t∗ = TCR′(A∗), B∗ = (gb)α(= (pkt

∗

i∗,3 ·
g1)

r∗), C∗ ← SYM.Enc(Q,CT ′
i′).

Return CT ∗ = (A∗, B∗, C∗).

2. If A decides that the challenge ciphertext is the re-encrypted one:

A outputs two “good messages” CT0, CT1 which can be re-encrypted from pki′ to pki∗

and a condition ω∗. B flips a coin σ ←R {0, 1}, chooses R←R Zp, and does as follows:

Parse CTσ = (C1, ..., C5), and compute: rki′→i∗|ω∗ ← RKGen(ski′ , pki∗ , ω
∗),

C6 = CR
1 , C7 = pkRi′,1; C8 = rk

1/R
1 , where rki′→i∗|ω∗ = (rk1, rk2); CT ′

i′ =

C2||C3||...||C8||rk2||ω∗, A∗ = gb(= gr
∗
), t∗ = TCR′(A∗), B∗ = (gb)α(=

(pkt
∗

i∗,3 · g1)r
∗
), C∗ ← SYM.Enc(Q,CT ′

i′).

Return CT ∗ = (A∗, B∗, C∗).
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Guess stage. Eventually, A outputs a guess σ′ ∈ {0, 1}, where σ′ = 1 means that K∗ is the

correct key. Algorithm B concludes its own game by outputting γ′ = σ′ where γ′ = 1 means that

Q = H(gab) and γ′ = 0 means that Q is random.

ANALYSIS. We have shown that as long as there is no hash collision in TCR′ found by B,

adversary A’s view in the simulation is identically distributed to its view in the real attack game.

Note that A∗ is a random element from G (provided from outside of B’s view), therefore

finding a value A 6= A∗ with TCR′(A) = TCR′(A∗) really contradicts to the security property

of the target-collision resistant hash function. The probability that B finds a collision in the hash

function TCR′ is bounded by Advhash-TCR
TCR′,B (λ).

Assume there was no hash collision found by B. On the one hand, if Q is uniform and

independent in {0, 1}ℓ then the game is exactly the same as the game G1. On the other hand,

if Q = H(gab), then the game is exactly the same as the game G0. Therefore, adversary B’s

advantage in the GHDH game is AdvghdhGen,B(λ) ≥ |Pr[T1] − Pr[T0]| − Advhash-TCR
TCR′,B (λ), which

proves Eqn. 5.7.

Lastly, we observe that there is an oracle query machineA1, whose running time is essentially

the same as that of A, such that

|Pr[T1]− 1/2| = AdvCCA
SYM,A1

(λ). (6.9)

To see this, note that in game G1, the ciphertext C∗ is produced using the random symmetric

encryption key K† , and also that some other ciphertexts C 6= C∗ are decrypted using K†, but

that the key K† plays no other role in game G1. Thus, in game G1, the adversary A essentially

just carries out an adaptive chosen ciphertext attack against SYM.

The theorem now follows immediately from the equations 6.10 – 6.12.

6.4.3 Proof of Theorem 13

We prove that our proposed scheme is 2nd-aCond-CCA secure under the 6-AmDBDH

problem. We build an algorithm B which is, given a modified 6-AmDBDH instance

(g, ga, gb, gc, ga/c, gc
2
, gac, gac

2
, gac

3
, gac

4
, Q) ∈ G10 ×GT , deciding whether Q = e(g, g)ab/c

2
,

using a 2nd-aCond-CCA adversary A. Adversary B runs adversary A simulating its view as in

the 2nd-aCond-CCA security experiment as follows:

Setup: B first sets an integer, m = 4q, and chooses an integer, k, uniformly at random between

0 and n. It then chooses a random n-length vector, −→x = (x̄i), where the elements of −→x are

chosen uniformly at random from the integers between 0 and m− 1, and a value x̄′ chosen

uniformly at random between 0 and m− 1. Additionally, the simulator chooses a random

ȳ′ ∈ Zp and an n-length vector, −→y = (ȳi), where the elements of −→y are chosen uniformly

at random from Zp.

Again, for a condition ω we will let Ω ⊆ {1, 2, . . . , n} be the set of all i for which the

ith bit of ω is equal 1. For ease of analysis we define three functions. We define G(ω) =

(p −mk) + x̄′ +
∑

i∈Ω x̄i and define J(ω) = ȳ′ +
∑

i∈Ω ȳi. Finally, we define a binary

function K(ω) as

K(ω) =

{

0 if x̄′ +
∑

i∈Ω x̄i ≡ 0 (mod m)

1 otherwise
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B chooses xv, xd, yu, yv, yd ←R Zp, sets g1 := ga, and computes u = g · (gc2)yu , v =

gxv · (gc2)yv , d = gxd · (gc2)yd , u′ = hp−km+x̄′

1 hȳ
′

2 , and ui = hx̄i
1 hȳi2 , where h1 = ga/c and

h2 = gc
2
. The other parameters are chosen as in the algorithm Setup. The public parameter

is PP = (p,G,GT , g, g1, u, v, d, e,H,TCR,TCR′, F ).

Next, B generates the challenge key, uncorrupted-keys, and corrupted-keys as follows.

– Challenge-key generation. B chooses randomly xi∗ , yi∗ ←R Zp, and defines pk i∗ =

((gc
2
)xi∗ , (gac

4
)x

2
i∗ , gyi∗ ) (meaning that sk i∗ = (c2xi∗ , yi∗)).

– Uncorrupted-key generation. B chooses randomly xi, yi ←R Zp, and defines pk i =

((gc)xi , (gac
2
)x

2
i , gyi) (meaning that sk i = (cxi, yi)). B adds pk i to PKun.

– Corrupted-key generation. B chooses randomly xi, yi ←R Zp, and defines pki =

(gxi , (ga)x
2
i , gyi), ski = (xi, yi). B adds pk i to PKcorr and sk i to SKcorr.

B provides A with public parameter PP , two sets of public key PK = (PKun,

PKcorr), SKcorr, and the challenge public key pk i∗ .

Find stage. Adversary A issues a series of questions as in the 2nd-aCond-CCA game. B an-

swers these queries for A as follows:

ReKey Oracle Ork (pk i, pk j, ω): B chooses α←R Zp and does as follows.

• If ω = ω∗ (meaning that F (ω) = gc
2
):

1. If pk i = pk i∗ and pkj ∈ PKcorr, then return ⊥.

2. If pk i, pk j ∈ PKcorr, then return rk i→j|ω = (g
x2
j/xi

1 · F (ω)α, pkαi,1).

3. If pk i, pk j ∈ PKun, then return rk i→j|ω = ((gac)x
2
j/xi · F (ω)α, pkα

i,1).

4. If pk i ∈ PKun and pk j ∈ PKcorr, then return rk i→j|ω = ((ga/c)x
2
j/xi ·

F (ω)α, pkα
i,1).

5. If pk i ∈ PKcorr and pk j ∈ PKun ∪ {pk i∗}, then return rk i→j|ω = (pk
1/xi

j,2 ·
F (ω)α, pkα

i,1).

6. If pk i = pk i∗ and pk j ∈ PKun, then return rk i∗→j|ω = ((gac)x
2
j/xi∗ ·

F (ω)α, pkα
i,1).

7. If pk i ∈ PKun and pk j = pk i∗ , then return rk i→i∗|ω = ((gac
3
)x

2
i∗
/xi ·

F (ω)α, pkα
i,1).

• If ω 6= ω∗:

– If pk i = pk i∗ , pkj ∈ PKcorr, then B does as follows.

If K(ω) = 0, then B aborts and randomly chooses its guess β ∈ {0, 1}. Other-

wise, it returns the re-encryption key, rk i∗→j|ω, as

rk i∗→j|ω = (R1, R2) =







(

(gc)
−J(ω)
G(ω) F (ω)α

)

x2j
xi∗

,
(

(gc)
−1

G(ω)hα2

)x2
j






.
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Let α̃ =
(

α− 1
cG(ω)

)

· x2
j

xi∗
, and note that h1 = ga/c, h2 = gc

2
. Then we have

R1 =

(

(gc)
−J(ω)
G(ω) F (ω)α

)

x2j
xi∗

=

(

(gc)
−J(ω)
G(ω)

(

h
G(ω)
1 h

J(ω)
2

)α
)

x2j
xi∗

=

(

h
1
c
1

(

h
G(ω)
1 h

J(ω)
2

)− 1
cG(ω)

(

h
G(ω)
1 h

J(ω)
2

)α
)

x2j
xi∗

=

(

h
1
c
1

(

h
G(ω)
1 h

J(ω)
2

)α− 1
cG(ω)

)

x2j
xi∗

=

(

h
1
c
1 F (ω)α

)

x2j
xi∗

= g
a

x2j

c2xi∗ F (ω)α̃

= pk
1/ski∗,1
j,2 · F (ω)α̃.

Additionally, we have

R2 =
(

(gc)
−1

G(ω)hα2

)x2
j
=

(

(gc
2
)
α− 1

cG(ω)

)x2
j
=

(

(gc
2xi∗ )

α− 1
cG(ω)

)

x2j
xi∗ = pk α̃i∗,1.

Thus, we get

rk i∗→j|ω =
(

pk
1/ski∗,1
j,2 · F (ω)α̃, pk α̃i∗,1

)

.

Note that, B will be able to generate this re-encryption key iff F (ω) 6= 0 mod p.

– Otherwise, B does as the above cases in which ω = ω∗.

First Level Decryption Oracle Odec1(pki, CTi): If pki ∈ PKcorr, B does as the Dec1 to de-

crypt the ciphertext CTi using secret key ski. Otherwise, B does as follows. B computes

t′ = TCR(A), and checks whether the following equality hold: e(A, pkt
′

i,3 · g1) = e(g,B).

If this verification fails, output ⊥ indicating an invalid ciphertext. Otherwise, it does the

following.

Compute CT ′
i = SYM.Dec(H(Ayi), C);

Parse CT ′
i = C2||C3||...||C8||rk 2||ω, if this is not the case, output ⊥ and halt.

Else, B computes t = TCR(C2, C3) and does as follows:

1. Check the validity of the ciphertext CTi as the equations 6.3 – 6.5 in Dec1.

2. Checks whether (C2, C3) = (C∗
2 , C

∗
3 ) and t 6= t∗. If so, B aborts and outputs a

random bit.
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3. Checks whether t+ sxv + xd = 0. If so, B aborts and outputs a random bit.

If all of these verifications pass, then there exists r ∈ Zp such that C1 = pkri,1, C4 =

(utvsd)r, s = C5. If (C2, C3, C4, C5) = (C∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ), B outputs⊥which deems

CTi as a derivative of the challenge pair (pki∗ , CT ∗). We now assume C3 6= C∗
3 .

If ω 6= ω∗, then B computes re-encryption key rk j→i′|ω as in ReKey Oracle Ork ,

where i′ ∈ PKcorr. Using this re-encryption key, B computes C6, C7, C8 as in the

re-encryption algorithm, then computes m as the equation 6.6. Otherwise (ω = ω∗),

we have F (ω∗) = h
J(ω∗)
2 = (gc

2
)J(ω

∗). Since C2 = F (ω∗)r = gc
2J(ω∗)r , we

have C
1/J(ω∗)
2 = gc

2r. Therefore B can compute X := C
(tyu+syv+yd)/J(ω

∗)
2 =

gc
2r(tyu+syv+yd). Since C4 = (utvsd)r = gr(t+sxv+xd) · gc2r(tyu+syv+yd) we

have gr = (C4/X)1/(t+sxv+xd). Therefore, B can compute gr by computing

(C4/X)1/(t+sxv+xd). Finally, B computes M = C3
e(gr ,g1)

, and returns it to A.

Second Level Decryption Oracle Odec2(pki, ω, CTi): B does as follows.

• If ω = ω∗ (meaning that F (ω) = gc
2
):

1. If pki ∈ PKcorr, then do as the algorithm Dec2 to decrypt the ciphertext CTi

using the secret key ski = (xi, yi), and return the obtained result to A.

2. If pki ∈ PKun, then B first computes a re-encryption key rk i→j|ω =

((ga/c)x
2
j/xi ·F (ω)α, pkαi,1), where pkj ∈ PKcorr. B then re-encrypts the cipher-

text CTi by using rk i→j|ω to obtain CTj ← ReEnc(rk i→j|ω, CTi). Finally, B
does as the algorithm Dec1 to decrypt the ciphertext CTj using the secret key

skj = (xj , yj), and returns the obtained result to A.

3. If i = i∗ and CTi 6= CT ∗, then B first computes a re-encryption key rk i∗→j|ω =

((gac)x
2
j/xi∗ · F (ω)α, pkαi,1), where pkj ∈ PKun. B then re-encrypts the cipher-

text CTi by using rki∗→j to obtain CTj ← ReEnc(rki∗→j, CTi). Finally, B
does as in First Decryption Oracle Odec1 to decrypt the ciphertext CTj , and

returns the obtained result to A.

• If ω 6= ω∗: B first computes rk i→j|ω as in Re-Encryption Key Generation Oracle

Ork , where pkj ∈ PKcorr. B then re-encrypts the ciphertext CTi by using rk i→j|ω

to obtain CTj ← ReEnc(rk i→j|ω, CTi). Finally, B does as the algorithm Dec1

to decrypt the ciphertext CTj using the secret key skj = (xj , yj), and returns the

obtained result to A.

Re Encryption Oracle Ore(rk i→j|ω, CTi): B parses CTi = (C1, C2, C3, C4, C5). If this is not

the case, outputs ⊥ and halts. Otherwise, B computes t = TCR(C2, C3) and check whether

Check(CTi) = 1. If this is not the case, outputs ⊥ and halts; else B works according to

the following cases:

1. If pki = pki∗ , pkj ∈ PKcorr, ω = ω∗ (meaning that ski∗ = c2xi∗ and skj = xj):

B chooses R′, r′, α′ ←R Zp and computes gr as in First Decryption Oracle Odec1 .

Using gr , B computes:

C6 = (gr)xi∗R
′
(= (gc

2xi∗r)R
′/c2 = CR

1 ), where R = R′/c2;

111



C7 = gxi∗R
′
(= (gc

2xi∗ )R
′/c2 = pkRi∗,1);

C8 = (g
x2
j/xi∗

1 )1/R
′
F (ω∗)α

′
(= (g

sk2j,1/ski∗,1
1 F (ω∗)α)c

2/R′
= rk

1/R
1 ), where α =

α′R′/c2 and rk i∗→j|ω∗ = (rk1, rk2);

C9 = gxi∗α
′R′

(= pk
α′R′/c2

i∗,1 = pkαi∗,1 = rk2); CT ′
i∗ = C2||C3||...||C8||C9||ω∗;

A = gr
′
, t′ = TCR′(A), B = (pkt

′

i∗,3 · g1)r
′
, C ← SYM.Enc(H(pkr

′

i∗,3), CT ′
i∗).

Output CTj = (A,B,C).

2. Otherwise, B executes the algorithm ReEnc with re-encryption key computed as in

Ork(pki, pkj , ω), then returns CTj ← ReEnc(rk i→j|ω, CTi) to A.

Challenge. When A decides that Phase 1 is over, it outputs two equal-length messages

M0,M1 ∈ GT and a condition ω∗. At this stage, B flips a coin σ ←R {0, 1} and de-

fines: C∗
1 = (gb)xi∗ , C∗

2 = (gb)J(ω
∗), C∗

3 = Q · Mσ, C
∗
5 = s∗ = −(t∗ + xd)/xv where

t∗ = TCR(C∗
2 , C

∗
3 ), and C∗

4 = (gb)t
∗yu+s∗yv+yd . Return CT ∗ = (C∗

1 , C
∗
2 , C

∗
3 , C

∗
4 , C

∗
5 ) as the

challenge ciphertext to A.

Observe the following to see that, CT ∗ is indeed a valid challenge ciphertext under public key

pki∗ with the random exponent r = b/c2 if Q = e(g, g)ab/c
2
.

C∗
1 = (gb)xi∗ = (gc

2xi∗ )b/c
2
= pkri∗,1; C∗

2 = (gb)J(ω
∗) = (gc

2J(ω∗))b/c
2
= F (ω∗)r;

C∗
3 = Q ·Mσ; t∗ = TCR(C∗

2 , C
∗
3 ); C

∗
5 = s∗ = −(t∗ + xd)/xv ;

C∗
4 = (gb)t

∗yu+s∗yv+yd = (gc
2(t∗yu+s∗yv+yd))b/c

2 · (gt∗+s∗xv+xd)b/c
2
= (ut

∗
vs

∗
d)r;

In contrast, if Q is random in GT , CT ∗ perfectly hides mσ and A cannot guess σ with better

probability than 1/2.

Guess stage. Adversary A continues to issue the rest queries. In this stage, B can respond these

queries for A as in the Find stage. Eventually, adversary A returns a guess σ′ ∈ {0, 1}.

Artificial abort. This step is done in exactly the same way as that of Waters [64, Section 5].

At this point, we have to also use the technique of “artificial abort” employed by Waters [64].

The idea is that the probability of aborting up to this is not independent of the adversarial queries.

The idea of the artificial abort technique is to allow the simulator to sample the transcript of

queries it obtained from the adversary and on certain conditions abort and output a random bit.

This increases the total probability of abort and makes it almost equal for all adversarial inputs.

This helps in the probability analysis. The effect of sampling the transcript is to increase the

runtime of the simulator. See [64] for the details.

Output. If the B has not aborted at this point it will take check to see if the adversary’s guess,

σ′ = σ. If σ′ = σ then B outputs 1 to guess Q = e(g, g)ab/c
2
; else B outputs 0 to guess that Q is

a random element in GT .

This completes the description of the simulation.

Next, we analyze the simulation.
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In the simulation of Decryption Oracle, B aborts in two cases, those are in the second

and third conditions. The probability that B aborts in the second condition of Odec1 is at

most AdvTCR
TCR,A. For the challenge ciphertext, the adversary could obtain the information that

t∗ + s∗xv + xd = 0. However, there are exactly p possible (xv, xd) pairs that satisfy this equa-

tion and each of them are equally likely. Thus, information-theoretically, the probability that

t + sxv + xd = 0 is at most 1/p. Hence, the probability that B aborts in the third condition of

Odec1 is at most qdec/p. Therefore, the probability that B aborts during the simulation of oracle

Odec1 is at most AdvTCR
TCR,A + qdec/p.

Assuming that B doesn’t abort in the simulation of Decryption Oracle. Then, in the sim-

ulation of ReKey Oracle, using exactly the same analysis method of Waters [64], we have the

probability of the simulation not aborting by the guess phase is at least ε
8(n+1)q .

Observe that, if B does not abort during the simulation and Q = e(g, g)ab/c
2
, then the sim-

ulation of B is perfect from the view of A. On the other hand, if B does not abort during the

simulation and Q is distributed uniformly and independently over GT then the advantage that

A wins the attack game is 1/2. Since the simulation for Ore,Ork, and using exactly the same

analysis method of Waters [64], we have Adv6-AmDBDH
B (λ) ≥ ε

32(n+1)q −AdvTCR
TCR,A − qdec/p.

This concludes the proof of the theorem.

6.4.4 Proof of Theorem 14

We will prove the theorem using a sequences of game transitions.

Game G0: This is the original 1st-aCond-CCA game, which is the CCA game as in Def-

inition 22 with the additional constraints from Definition 31. The adversary A has access

to the re-encryption key oracle Ork and the decryption oracle Odec1 , gets a target ciphertext

CT ∗ = (A∗, B∗, C∗), where CT ∗ is computed as follows:

1. If the challenge ciphertext is the original one: CT ∗ ← Enc1(pki∗ ,mσ).

2. If the challenge ciphertext is the re-encrypted one: CT ∗ ← ReEnc(rki′→i∗ , CTσ), where

CTσ = (C1, ..., C5) is a “good message” which can be re-encrypted from pki′ to pki∗ .

Let σ′ ∈ {0, 1} denote the output of A, and let T0 be the event that σ′ = σ in G0, so that

Adv1st-aCond-CCA
CPRE,A (λ) = |Pr[T0]− 1/2|. (6.10)

Game G1: Now we define a modified game G1. This game behaves just like game G0, except

that we use a completely random symmetric key K† in place of the key K∗ = H(pkr
′

i∗,1) in both

the encryption and decryption oracles. Let T1 be the event that σ′ = σ in game G1.

Now, we show that there is an oracle query machine B, whose running time is essentially the

same as that of A, such that

|Pr[T1]− Pr[T0]| ≤ AdvghdhGen,B(λ) + Advhash-TCR
TCR′,B (λ). (6.11)

B runs the adversary A as a subroutine to solve a random instance of the GHDH problem.

We now give the description of the adversary B. The adversary B inputs an instance of the

GHDH problem, i.e. B inputs the values (1k, g, ga, gb, Q). B’ goal is to determine whether
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Q = H(gab) or Q ∈ {0, 1}ℓ is a random bit string. The adversary B runs adversary A simulating

its view as in the original 1st-aCond-CCA security experiment as follows:

Setup: B chooses collision-resistant hash functions TCR : G× GT → Zp and TCR′ : G→ Zp.

To generate challenge key, B chooses randomly xi∗ , α, u, v, d ←R Zp, sets g1 := pk−t∗

i∗,3 ·gα,

and defines pki∗ = (gxi∗ , g
x2
i∗

1 , ga), A∗ = gb (meaning that ski∗ = (xi∗ , a), r
∗ = b). B

computes t∗ = TCR′(A∗).

The other parameters are chosen as in the algorithm Setup. The public parameter is PP =

(p,G,GT , g, g1, u, v, d, e,H,TCR,TCR′, F ). Next, B generates the uncorrupted-keys and

corrupted-keys as follows.

– Uncorrupted-key generation. B chooses randomly xi, yi ←R Zp, and defines pki =

(gxi , g
x2
i

1 , gyi) (meaning that ski = (xi, yi)). B adds pki to PKun.

– Corrupted-key generation. B chooses randomly xi, yi ←R Zp, and defines pki =

(gxi , g
x2
i

1 , gyi), ski = (xi, yi). B adds pki to PKcorr and ski to SKcorr.

B provides A with the public parameter PP , two sets of public key PK =

(PKun,PKcorr), SKcorr, and the challenge public key pki∗ .

Find stage. The adversary A issues a series of questions as in 1st-Cond-CCA game. Note that,

since B knows all of the secret keys except ski∗,2(= a), he can exactly answer every queries of

A. In particular, B answers these queries for A as follows:

ReKey Oracle Ork(pki, pkj , ω): B runs the algorithm RKGen using ski,1, pkj .

Second Level Decryption Oracle Odec2(pki, ω, CTi): B runs the algorithm KGen using

ski,1.

First Level Decryption Oracle Odec1(pki, CTi): If i 6= i∗ B does as Dec1 to decrypt the ci-

phertext CTi using secret key ski. Otherwise, B does as follows.

Let CT = (A,B,C) be an arbitrary ciphertext submitted to the decapsulation oracleOdec1 .

B computes t = TCR(A), if e(A, pkti∗,3 ·g1) 6= e(g,B) then output ⊥ indicating an invalid

ciphertext. Otherwise, do the following.

Case 1: t = t∗ and A = A∗: B rejects the query. In this case B = (pkti∗,3 · g1)r =

(pkt−t∗

i∗,3 · gα)r = Aα = (A∗)α = B∗ and hence C = C∗ and the query made by A is

illegal. Therefore it may be rejected by B.

Case 2: t = t∗ and A 6= A∗ : B finds a collision A 6= A∗ in TCR′ with TCR′(A) =

TCR′(A∗). In that case B returns the collision and aborts.

Case 3: t 6= t∗ : the adversary B computes the correct session key by K ←
H((B/(Aα)(t−t∗)−1

). B using this session key computes CTi = SYM.Dec(K,CT ),

then using ski∗,1 = xi∗ computes M as the decryption algorithm.
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We have shown that unless B finds a collision in TCR′ (Case 2) the simulation of the de-

cryption oracle is always perfect, i.e. the output of the simulated oracle Odec1 is identically

distributed as the output of Dec1.

Challenge.

1. If A decides that the challenge ciphertext is the original one: A outputs two equal-length

messages M0,M1 ∈ GT and a condition ω∗. B flips a coin σ ←R {0, 1}, randomly chooses

r,R, s, α←R Zp and does as follows:

C2 = F (ω∗)r; C3 = e(g, g1)
r ·Mσ; t = TCR(C2, C3); C4 = (utvsd)r; C5 = s;

C6 = pkrRi∗,2; C7 = pkRi∗,2; C8 = (g · F (ω∗)α)1/R; C9 = pkαi,1 CT ′
i∗ =

C2||C3||...||C8||C9||ω∗; A∗ = gb(= gr
∗
), t∗ = TCR′(A∗), B∗ = (gb)α(= (pkt

∗

i∗,3 ·
g1)

r∗), C∗ ← SYM.Enc(Q,CT ′
i′).

Return CT ∗ = (A∗, B∗, C∗).

2. If A decides that the challenge ciphertext is the re-encrypted one:

A outputs two “good messages” CT0, CT1 which can be re-encrypted from pki′ to pki∗

and a condition ω∗. B flips a coin σ ←R {0, 1}, chooses R←R Zp, and does as follows:

Parse CTσ = (C1, ..., C5), and compute: rki′→i∗|ω∗ ← RKGen(ski′ , pki∗ , ω
∗),

C6 = CR
1 , C7 = pkRi′,1; C8 = rk

1/R
1 , where rki′→i∗|ω∗ = (rk1, rk2); CT ′

i′ =

C2||C3||...||C8||rk2||ω∗, A∗ = gb(= gr
∗
), t∗ = TCR′(A∗), B∗ = (gb)α(=

(pkt
∗

i∗,3 · g1)r
∗
), C∗ ← SYM.Enc(Q,CT ′

i′).

Return CT ∗ = (A∗, B∗, C∗).

Guess stage. Eventually, A outputs a guess σ′ ∈ {0, 1}, where σ′ = 1 means that K∗ is the

correct key. Algorithm B concludes its own game by outputting γ′ = σ′ where γ′ = 1 means that

Q = H(gab) and γ′ = 0 means that Q is random.

ANALYSIS. We have shown that as long as there is no hash collision in TCR′ found by B,

adversary A’s view in the simulation is identically distributed to its view in the real attack game.

Note that A∗ is a random element from G (provided from outside of B’s view), therefore

finding a value A 6= A∗ with TCR′(A) = TCR′(A∗) really contradicts to the security property

of the target-collision resistant hash function. The probability that B finds a collision in the hash

function TCR′ is bounded by Advhash-TCR
TCR′,B (λ).

Assume there was no hash collision found by B. On the one hand, if Q is uniform and

independent in {0, 1}ℓ then the game is exactly the same as the game G1. On the other hand,

if Q = H(gab), then the game is exactly the same as the game G0. Therefore, adversary B’s

advantage in the GHDH game is AdvghdhGen,B(λ) ≥ |Pr[T1] − Pr[T0]| − Advhash-TCR
TCR′,B (λ), which

proves Eqn. 5.7.

Lastly, we observe that there is an oracle query machineA1, whose running time is essentially

the same as that of A, such that

|Pr[T1]− 1/2| = AdvCCA
SYM,A1

(λ). (6.12)
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To see this, note that in game G1, the ciphertext C∗ is produced using the random symmetric

encryption key K† , and also that some other ciphertexts C 6= C∗ are decrypted using K†, but

that the key K† plays no other role in game G1. Thus, in game G1, the adversary A essentially

just carries out an adaptive chosen ciphertext attack against SYM.

The theorem now follows immediately from the equations 6.10–6.12.

6.5 Summary

In this chapter, we have presented the CPRE schemes that are secure against the selective and

adaptive condition chosen-ciphertext attack, respectively. These schemes are extended from the

CCA-secure PRE scheme proposed in Section 5.3. Our schemes rely on mild complexity as-

sumptions in bilinear groups without random oracles. We have also shown that the CPRE scheme

proposed by Liang et al. [40] is vulnerable to chosen-ciphertext attack, and presented a concrete

attack to break the CCA security of it. Therefore, our schemes are the first CPRE schemes secure

against condition chosen-ciphertext attack, and these are answers to the problem left by Weng et

al. [68].

116



Chapter 7

Conclusion

In this thesis, we have focused on constructing CCA-secure PRE schemes, and made the following

contributions:

• In Chapter 3, we have proposed new CCA security definitions for both bidirectional single-

hop, and unidirectional single-hop PRE by extending those of the previous works. In order

to point out why our security models are stronger than those of the previous works, we have

presented concrete PRE schemes which are secure in their model, but are not secure in our

models. We have also proposed new condition CCA security definitions for unidirectional

single-hop CPRE.

• In Chapter 4, we have proposed the first factoring-based PRE schemes. In particular, we

have presented three PRE schemes. The first is a CPA-secure bidirectional multi-hop PRE

scheme. The second is a CCA-secure bidirectional single-hop PRE scheme. The last is

a CCA-secure unidirectional single-hop PRE scheme. The first is in the standard model,

and the others are in the random oracle model. In order to construct the second and the

third schemes, we have proposed a new factoring-based strong signature scheme which is

a variant of the Schnorr signature scheme.

• In Chapter 5, we first have shown that the scheme proposed by Shao, Liu, and Zhou [55]

is vulnerable to chosen-ciphertext attack. We then have presented the first unidirectional

single-hop PRE scheme which is secure in the full CCA security model. The scheme is

obtained by extending the PKE scheme proposed by Lai, Deng, Liu, and Kou [37]. Our

scheme relies on mild complexity assumptions in bilinear groups without random oracles.

• In Chapter 6, we have presented the CPRE schemes that are secure against the selective

and adaptive condition chosen-ciphertext attack, respectively. These schemes are extended

from the CCA-secure PRE scheme proposed in Section 5.3. Our schemes rely on mild

complexity assumptions in bilinear groups without random oracles. We have also shown

that the CPRE scheme proposed by Liang et al. [40] is vulnerable to chosen-ciphertext

attack, and presented a concrete attack to break the CCA security of it. Therefore, our

schemes are the first CPRE schemes secure against condition chosen-ciphertext attack, and

these are answers to the problem left by Weng et al. [68].
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Future Works. We propose several future works as follows.

Firstly, there are two future works on constructing factoring-based PRE schemes. In this the-

sis, we have given only a bidirectional multi-hop scheme which is CPA secure. It is an interesting

problem of constructing a CCA-secure bidirectional multi-hop scheme, even in the random ora-

cle model. The other is to construct a CCA-secure factoring-based PRE scheme without random

oracles.

Secondly, it would be interesting to construct a PRE scheme without bilinear maps in the

standard model. All of the existing CCA-secure schemes in the standard model have used bilinear

maps.

Finally, it is still an open problem of constructing conditional schemes without bilinear maps,

even in the random oracle model.
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