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The growing computational power of high performance computing (HPC) systems enables increasingly larger scientific
simulations. However, as the number of system components increase, the overall failure rate of systems increases. Further,
the mean time between failures (MTBF) of future systems is projected to be on the order of tens of minutes or hours. In fact,
an earlier failure analysis on Hera, Atlas and Coastal clusters at Lawrence Livermore National Laboratory (LLNL) showed
that a production application, the pF3D laser-plasma interaction code, experienced 191 failures out of 5-million node-hours.
If we simply scale out the system while keeping the failure rate constant, the estimated MTBF is about 1.2 days for a
1,000-node cluster, 2.9 hours for a 10,000-node cluster, and 17 minutes for a 100,000-node cluster. Without fault tolerant
techniques and more reliable hardware, applications will be unable to run continuously for even one day on such a larger
system. Therefore, as we look towards extreme scale systems, fault tolerance is becoming more important.

Checkpointing is one of indispensable fault tolerance techniques, commonly used by HPC applications that run
continuously for hours or days at a time. A checkpoint is a snapshot of application state that can be used to restart execution
if a failure occurs. However, when checkpointing large-scale systems, tens of thousands of compute nodes write checkpoints
to a parallel file system (PFS) concurrently, and the low I/O throughput becomes a bottleneck. Although simple, this
straightforward checkpointing scheme can impose huge overheads on application run times.

To solve the problems, we develop asynchronous checkpointing system for light-weight checkpointing to PFS, explore
multi-tier storage design with burst buffer for reliable checkpointing, and propose fault tolerant messaging interface (FMI)
for fast and transparent recovery.

First, we develop an asynchronous checkpointing system to minimize checkpointing overhead/workload to PFS. The
asynchronous checkpointing system solves the problem through agents running on additional nodes that asynchronously
transfer checkpoints from the compute nodes to the PFS. Our approach has two key advantages. It lowers application
checkpoint overhead by overlapping computation and writing checkpoints to the PFS. Also, it reduces PFS load by using
fewer concurrent writers and moderating the rate of PFS I/O operations. In particular, our asynchronous checkpointing
system coupled with a multi-level checkpoint/restart technique maintains a given application efficiency with significantly
lower PFS requirements than simple synchronous checkpointing, which write checkpoints such that all processes write their
own checkpoints concurrently, and are blocked until the checkpoint operation completes.

Second, we explore multi-tier storage design for resilient architecture using burst buffers. Burst buffers have been proposed
to alleviate the problems of I/O operations to a shared PFS. A Burst buffer is a new tier in the storage hierarchy to fill the
performance gap between node-local storage and the PFS, and is shared by a subset of compute nodes. The new tire can
absorb the bursty I/O requests from applications and thus can reduce the effective load on the PFS. We consider using burst
buffers from different viewpoint, and try to improve system resiliency with burst buffer storage design. With burst buffers,
an application can store checkpoints on a smaller number of dedicated burst buffer nodes, so the probability of lost
checkpoints is decreased. We explore how burst buffers can improve efficiency and resiliency compared to using node-local
storage instead of burst buffers based on a performance model combined with our multi-level asynchronous
checkpoint/restart model. From our exploration, we found that burst buffers are indeed beneficial for checkpoint/restart on
future systems, increasing reliability and efficiency.

Third, we propose FMI for fast and transparent recovery. FMI is a survivable messaging interface that uses fast, transparent
in-memory checkpoint/restart and dynamic node allocation. With FMI, a developer writes an application using semantics
similar to Message Passing Interface (MPI). The FMI runtime ensures that the application runs through failures by handling
the activities needed for fault tolerance, such as checkpointing, failure detections, and recoveries. All of this motivates the
need for a survivable messaging runtime system. Such a system should be able to maintain processes and connections that
are unaffected by the failure while starting and integrating replacement processes as needed. Our implementation of FMI has
performance comparable to MPI. Our experiments with a Poisson equation solver show that running with FMI incurs only a
28% overhead with a very high MTBF of 1 minute. By defining a simplified programming model and custom runtime, we
find that FMI significantly improves resilience overheads compared to similar existing multi-level checkpointing methods
and MPI implementations.

As a whole, these approaches enable fast, scalable and transparent checkpoint and restart. Our systems are expected to be
indispensible for extreme scale systems.
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