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Chapter 1

Introduction

1.1 Background

Cryptography is the study of techniques for achieving secure communication channels

in the presence of third parties. The goal of this study is constructing protocols which

provide security functions such as confidentiality, integrity, authenticity, non-repudiation,

and anonymity. In modern society, cryptographic protocols are nowadays essential in our

lives since they are used in various electronic systems (e.g., mobile phones, e-mail, web

browsers, smart cards, online shopping, and online banking).

Digital signature is one of the most important primitives in public key cryptography.

Intuitively, it has the same role for digital messages that physical signature has for paper

documents. Concretely, digital signature is a useful tool for providing integrity, authen-

ticity, and non-repudiation. Digital signature schemes have been used for stand-alone

applications such as certifying contracts, documents, and authenticating individuals and

also for a building block in the design of other primitives.

Although a signer’s privacy is not originally considered in digital signature, it needs

to protect a user information in some applications. For such applications, special types of

digital signature which take into account signer’s privacy were proposed, e.g., group sig-

nature [39], ring signature [97], direct anonymous attestation [32], and list signature [38].

This type of digital signature allows users to anonymously sign a message, but still has

the functionality that only legitimate users can generate a valid signature. Due to such

a functionality, these digital signature schemes help to realize many more attractive sys-

tems such as e-voting and e-bidding [9, 73, 41], privacy-preserving attestation [32, 19],

and vehicle safety communication [40] in practice.

Especially, group signature introduced by Chaum and van Heyst [39] is the most

classical digital signature considering users’ privacy. By using a group signature scheme,

a user can sign a message on behalf of the group without revealing his identity. However,
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in the case of disputes, the group manager can identify the signer from a signature. In

the following, we look back on the brief history of group signature.

History of Standard Group Signature. As mentioned, the notion of group signature

was introduced by Chaum and van Heyst [39], and they also proposed the first schemes.

After their work, the first provably coalition-resistant group signature scheme was pro-

posed by Ateniese, Camenisch, Joye, and Tsudik [9] through some proposals [33, 37, 11].

At the time, however, there was no proper formalization of the security requirements that

can be naturally expected from group signature.

Bellare, Micciancio, and Warinschi [14] proceeded to this problem for static group

signature schemes, in which the number of members is fixed in the setup phase, and a

member cannot join after the setup. More precisely, they introduced formal definitions

for the core requirements of anonymity and traceability, and showed that these imply the

existing informal requirements in the literature. The Boneh-Boyen-Shacham scheme [27]

is an efficient group signature in (a relaxation of) this model. This scheme was proved

to be secure by using the random oracle model methodology [15].

Later on, group signature in the dynamic setting was independently formalized by

Bellare, Shi, and Zhang [17] and Kiayias and Yung [75]. In the dynamic setting, neither

the number nor the identities of members are fixed or known in the setup phase. The

Nguyen-Safavi-Naini scheme [94], the Furukawa-Imai scheme [54], and the Delerablée-

Pointcheval scheme [46] are given as examples of efficient schemes in these dynamic

models, and all of them are secure in the random oracle model.

The efficient schemes that is provably secure without random oracles also have been

investigated. In the static setting, Boyen and Waters [29] presented the first efficient

scheme in the standard model with a novel adaptation of the Groth-Ostrovsky-Sahai non-

interactive zero-knowledge proof system [62]. They subsequently proposed the scheme

with constant-size signatures by the adaptation of q-type assumption [30]. In the dynamic

setting, Groth [60] proposed the first group signature scheme without random oracles

where the size of a signature is constant. However, this constant is enormous, and thus

the scheme is not practical. Thereafter, Groth [61] gave a group signature scheme where

all parts of the scheme are constant, and these constants are reasonable for practical use.

Most recently, in both the static and the dynamic settings, Libert, Peters, and Yung [82]

proposed short group signature schemes based on simple assumptions via a structure-

preserving signature scheme (its notion is proposed in the paper [8]). For the currently

recommended 128-bit security level, the signature sizes of the Libert-Peters-Yung schemes

are 1 kilobytes and 1.8 kilobytes in the static and the dynamic settings, respectively.
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History of Revocable Group Signature. One of important research topics in group

signature is membership revocation, and this has been widely investigated so far [31, 102,

10, 36, 103, 27, 28, 87, 88, 86, 80, 81, 50, 51].

When a member cheats, he must lose his rights to sign. Moreover, there are more

rational reasons that a user is revoked prematurely: the loss of a signing key, the with-

drawal from the group, and the change of an affiliation. The simplest solution is that the

group manager generates a new group public key and user signing keys, and sends them

to non-revoked members. However, this solution is not desirable since it is inconvenient

to re-distribute user signing keys especially in large groups.

Bresson and Stern [31] proposed the first non-trivial approach that a signer proves that

his membership certificate is not included in the list of revoked certificates. Subsequently,

Song [102] and Ateniese, Song, and Tsudik [10] presented solutions for revocation in group

signatures. However, signing and/or verification requires a computation that is linear in

the number of removed members in all of these schemes.

Camenisch and Lysyanskaya [36] suggested an elegant approach by using accumula-

tors [18], and this approach leads O(1) costs for both signing and verifying with respect

to the group size N and the number of removed users r. Their technique was also used

by Tsudik and Xu [103] and Camenisch, Kohlweiss, and Soriente [35]. However, in the

Camenisch-Lysyanskaya scheme [36], a signer has to modify his signing key with a com-

putation of O(N) when a revocation occurs. Although this computation was relaxed into

O(r) by Boneh, Boyen, and Shacham [27] and Camenisch and Groth [34], group members

still had to update their signing keys.

Boneh and Shacham [28] proposed the notion of another revocable group signature

called group signature with verifier-local revocation (VLR-GS). In a VLR-GS scheme,

verifiers need to download the up-to-date information of the revoked users to verify sig-

natures but signers are not required to do so. This means that a user can sign massages

without referring information regarding revoked users, that is, not only the signing cost is

completely independent of the number of removed users, but also group members do not

need to update their signing keys. However, in contrast, the verification cost is inevitably

linear in the number of removed users.

Nakanishi, Fuji, Hira, and Funabiki [86] proposed a revocable group signature scheme

where the computational costs of signing and verifying are O(1), and updates of secret

keys are not required. Unfortunately, this scheme suffers from a linear-size group public

key in the number of group members. If we impose signing and verifying on constant

extra costs, the group public key size is reduced to O(
√
N), but this is still large.

The first scalable scheme was proposed by Libert, Peters, and Yung [81] where they

used a technique based on the Naor-Naor-Lotspiech broadcast encryption framework [90].

Although their scheme has membership certificates with poly-logarithmic size in the group

3



size, constant size signing keys were subsequently achieved by the same authors [80].

1.2 Contributions of the Thesis

This thesis has four contributions in the field of group signature: to discuss the minimal

assumptions of group signature, to overcome the barriers of full anonymity in VLR-GS,

to introduce new useful functionality of group signature, and to give a cryptanalysis of

the standardized group signature scheme. We outline each contribution in the following.

Discussion of the Minimal Assumptions of Group Signature. We discuss the

minimum assumptions for the existence of group signature. Specifically, we point out

that these minimal assumptions are depends on whether the target group signature is

fully anonymous or selfless anonymous.

The previous works [6, 95, 48, 49] showed that a public key encryption (PKE) scheme

(and its extended schemes [44, 57, 26]) can be constructed from a group signature scheme

that satisfies full anonymity. Therefore, it is unlikely to construct a fully anonymous

group signature scheme only from a one-way function (OWF). This is because, if a fully

anonymous group signature scheme can be constructed from a OWF, this fact contradicts

to the impossibility result by Impagliazzo and Rudich [67]. On the other hand, there still

remains a possibility that a group signature scheme which satisfies selfless anonymity [28]

can be constructed without a PKE scheme since a conversion from a selfless anonymous

group signature scheme to a PKE scheme is not known.

In this thesis, we give a construction of a selfless anonymous group signature scheme

without any PKE scheme. Concretely, we construct a selfless anonymous group signa-

ture scheme from a symmetric key encryption scheme, a commitment scheme, a digital

signature scheme, and a non-interactive zero-knowledge (NIZK) proof system. This re-

sult indicates that a selfless anonymous group signature scheme can be constructed from

a OWF and a NIZK proof system. Moreover, from the result, we discuss the gap be-

tween fully anonymous group signature and selfless anonymous group signature from the

practical and theoretical aspects.

The Realization of a Fully Anonymous VLR-GS Scheme. We propose the first

VLR-GS scheme that satisfies full anonymity, which is considered to be the de-facto

standard security notion.

As mentioned, VLR-GS is a special type of revocable group signature which enables

a user to sign massages without referring information regarding revoked users. After

the first scheme was given by Boneh and Shacham [28] in 2004, there have been several

proposals of VLR-GS schemes [28, 87, 88, 106, 83, 78]. However, all of these schemes only
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achieve a weak security notion, selfless anonymity. This security notion is strictly weaker

than the de-facto standard security notion, full anonymity. Therefore, for more than a

decade, it has been an open problem whether a fully anonymous VLR-GS scheme can be

achieved since it is known that there is a big theoretical gap between selfless anonymous

group signature and fully anonymous group signature.

In this thesis, we give an affirmative answer to this problem. Concretely, we show a

construction of a fully anonymous VLR-GS scheme from a digital signature scheme, a

PKE scheme, and a non-interactive zero-knowledge proof system. Although the building

blocks are essentially the same as those of a standard group signature scheme [14], we

additionally require the underlying PKE scheme to satisfy key privacy [13] which is

essential to ensure that the VLR-GS scheme is fully anonymous. Moreover, we give

VLR-GS schemes with backward unlinkability [87], which ensures that even after a user

is revoked, signatures produced by the user before the revocation remain anonymous.

New Functionality of Group signature: Deniability. We propose new function-

ality of group signature, deniability. This functionality allows the opener to generate a

proof showing that the specified user is not the signer without revealing the actual signer.

By using a group signature scheme, a user can sign a message on behalf of a specific

group without revealing his identity, but in the case of a dispute, the opener can expose the

identity of the signer. Although such a functionality seems to be quite useful for protecting

users’ anonymity and tracing a malicious user simultaneously, this is insufficient for some

situations in which a user wants to only show that he is not the signer of a signature.

In this thesis, we introduce the notion of deniable group signature, which allows an

authority to prove that the specified user is not the signer. More precisely, in addition to

all the functionalities of standard group signature, deniable group signature provides an-

other functionality that the opener can generate a denial proof that proves non-ownership

of a signature for a user. Moreover, we propose a method for designing a deniable group

signature scheme and a concrete instantiation.

Cryptanalysis of the Standardized Group Signature Scheme. We give a crypt-

analysis of the scheme denoted as Mechanism 6 in the ISO/IEC 20008-2 standard [2].

Mechanism 6 is the only standardized group signature scheme that does not aim at pro-

viding additional functionalities.

In this thesis, we firstly break the anonymity of Mechanism 6 in the standard security

model, i.e., the Bellare-Shi-Zhang model [17]. We then discuss possible countermeasures

against our attack. Consequently, we provide a detailed analysis of the security properties

offered by Mechanism 6 and characterize the conditions under which its anonymity is

preserved. From this analysis, we also derive a simple patch for Mechanism 6.
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1.3 Organization

In Chapter 2, we review bilinear map and complexity assumptions. Moreover, models and

security requirements of cryptographic primitives used in this thesis (pseudorandom func-

tion, commitment, digital signature, symmetric key encryption, public key encryption,

identity-based encryption, and non-interactive proof) are given in this chapter.

In Chapter 3, we review the model of static group signature. Here, we introduce

the model given by Bellare, Micciancio, and Warinschi [14]. The syntax of the Bellare-

Micciancio-Warinschi model is described in Section 3.1, and its security requirements are

defined in Section 3.2. Furthermore, in Section 3.3, we introduce the construction of a

static group signature scheme by Bellare et al. [14].

In Chapter 4, we review the model of group signature in the dynamic setting. We re-

view the model by Sakai, Schuldt, Emura, Hanaoka, and Ohta [100], which is an extended

model based on the Bellare-Shi-Zhang model [17]. As in Chapter 3, we review both the

syntax and the security requirements in Section 4.1 and 4.2, respectively. In Section 4.3,

we introduce the modified Groth scheme [100], which is one of efficient schemes secure in

this dynamic setting.

In Chapter 5, we discuss the minimum assumptions for the existence of group signa-

ture. Firstly, we review results of some previous works and recall the minimal assumptions

of fully anonymous group signature in Section 5.1. Secondly, we give a construction of

a selfless anonymous group signature scheme via an SKE scheme satisfies the two prop-

erties: ciphertext-pseudorandomness and key-robustness in Section 5.2. Lastly, from the

results of previous sections, we consider the gap between fully anonymous group signa-

ture and selfless anonymous group signature from the practical and theoretical aspects

in Section 5.3.

In Chapter 6, we focus on group signature with verifier-local revocation (VLR-

GS) [28]. Especially, here, we show the first construction of a fully anonymous VLR-GS

scheme. We firstly review the syntax of VLR-GS in Section 6.1 and then give the defini-

tion of the security requirements for VLR-GS schemes in Section 6.2. Finally, we provide

constructions of fully anonymous VLR-GS schemes in Section 6.3.

In Chapter 7, we introduce the notion of deniable group signature. Firstly, we formal-

ize its syntax and security requirements in Section 7.1 and 7.2, respectively. Secondly,

we show a generic construction of deniable group signature scheme and explain the dif-

ficulty of instantiating an efficient scheme even though a generic construction is given

in Section 7.3. Then, in Section 7.4, we give a fairly practical deniable group signature

scheme with security proofs. Lastly, we introduce some primitives similar to deniable

group signature as related works in Section 7.5.

In Chapter 8, we give a cryptanalysis of the scheme denoted as Mechanism 6 in
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the ISO/IEC 20008-2 standard. Firstly, a description of Mechanism 6 is provided in

Section 8.1. Then, in Section 8.2, we give a cryptanalysis of Mechanism 6 and show that

the scheme does not satisfies the expected security level. Moreover, we discuss possible

countermeasures against our attack in this section. After that, in Section 8.3, we provide

a detailed analysis of the security properties offered by Mechanism 6 and characterize the

conditions under which its anonymity is preserved. Finally, we provide a simple patched

scheme which achieves the expected security level in Section 8.4.

Lastly, in Chapter 9, we conclude this thesis and leave future works.
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Chapter 2

Preliminaries

In this chapter, we review bilinear map and some complexity assumptions, and models

and security requirements of several cryptographic primitives used in this thesis. First of

all, we define some notations.

Notations. x
$←− X denotes choosing an element from a finite set X uniformly at

random. If A is a probabilistic algorithm, y ← A(x; r) denotes the operation of running A

on an input x and a randomness r, and letting y be the output. When it is not necessary

to specify the randomness, we omit it and simply write y ← A(x). If we describe the

statement that the output of A(x) is y, then we denote A(x) = y. If O is a function or

an algorithm, AO denotes that A has oracle access to O. λ denotes a security parameter.

PPT stands for probabilistic polynomial time. A function f(λ) is called negligible and

denoted as negl(λ) if for any c > 0, there exists an integer Λ such that f(λ) < 1
λc for all

λ > Λ.

2.1 Bilinear Map and Complexity Assumptions

Let G1 and G2 be multiplicative cyclic groups of order p where p is a λ-bit prime. Let

G1 and G2 be a generator of G1 and G2, respectively. Let e be a computable map

e : G1 × G2 → GT with bilinearity: for all a, b ∈ Z, e(G1
a, G2

b) = e(G1, G2)
ab, and

non-degeneracy: e(G1, G2) ̸= 1. We say that groups (G1,G2) are a bilinear group pair if

there exists the bilinear map e as above, and the group operations in G1 and G2 and the

bilinear map e are efficiently computable. If G1 = G2, we use a notation G to denote G1

and G2 and say that e is a type-I pairing. If G1 ̸= G2 and there exists an isomorphism Ψ

from G2 to G1 with Ψ(G2) = G1, we say that e is a type-II pairing. Otherwise, we say

that e is a type-III pairing. In this thesis, we consider bilinear maps e : G1 × G2 → GT

where G1, G2, and GT are groups of prime order p.
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We introduce the several assumptions which are used in this thesis.

Definition 2.1.1 (Discrete Logarithm (DL) Assumption). We say that the DL assump-

tion holds in G1 if for any PPT adversary A, the advantage AdvDL
A (λ) := Pr[H = G1

x|x←
A(G1, G2, H)] is negligible, where the probability is taken over the random choices of a

generator G2 ∈ G2 with G1 = Ψ(G2), of an element H ∈ G1, and a random coin of A.

Definition 2.1.2 (Decisional Linear Assumption (DLIN) Assumption [27]). We say

that the DLIN assumption holds in G1 if for any PPT adversary A, the advantage

AdvDLIN
A (λ) := |Pr[1 ← A(G1, f, g, h, f

a, gb, ha+b)] − Pr[1 ← A(G1, f, g, h, f
a, gb, hc)]| is

negligible, where the probability is taken over the random choices of a generator G1 ∈ G1

and of elements a, b, c ∈ Zp, and a random coin of A.

Definition 2.1.3 (External Diffie-Hellman (XDH) Assumption). We say that the XDH

assumption holds in G1 if for any PPT adversary A, the advantage AdvXDH
A (λ) :=

|Pr[1← A(G1, G2, G1
a, G1

b, G1
ab)]−Pr[1← A(G1, G2, G1

a, G1
b,W )]| is negligible, where

the probability is taken over the random choices of a generator G2 ∈ G2 with G1 = Ψ(G2),

of elements a, b ∈ Zp, and of an element W ∈ G1, and a random coin of A.

Definition 2.1.4 (q-Strong Diffie-Hellman (q-SDH) Assumption [24, 25]). We say that

the q-SDH assumption holds in (G1,G2) if for any PPT adversary A, the advantage

Advq-SDH
A (λ) := Pr[e(C,G2

γ · G2
x) = e(G1, G2)|(C, x) ← A(G1, G2, G2

γ, G2
γ2

, . . . , G2
γq

)]

is negligible, where the probability is taken over the random choices of a generator G2 ∈ G2

with G1 = Ψ(G2) and of a value γ ∈ Z∗
p, and a random coin of A.

In this thesis, we introduce the simplified q-strong Diffie-Hellman (simplified q-SDH)

assumption to simplify the proof.

Definition 2.1.5 (Simplified q-Strong Diffie-Hellman Assumption [24]). We say that

the simplified q-SDH assumption holds in (G1,G2) if for any PPT adversary A, the

advantage Advsim-q-SDH
A (λ) := Pr[x ̸= xi ∧ e(C,G2

γ · G2
x) = e(G1, G2)|(C, x) ←

A(G1, G2, G2
γ, {G1

1
γ+xi , xi}qi=1)] is negligible, where the probability is taken over the ran-

dom choices of a generator G2 ∈ G2 with G1 = Ψ(G2), of a value γ ∈ Z∗
p, and of

values xi ∈ Zp, and a random coin of A.

The following theorem is known between the q-SDH assumption and the simplified

(q−1)-SDH assumption. Therefore, we use the simplified (q−1)-SDH assumption instead

of the q-SDH assumption in our security proof.

Theorem 2.1.1 ([24]). For any PPT adversary A and any integer q > 0, it holds that

Adv
sim-(q − 1)-SDH
A (λ) ≤ Advq-SDH

A (λ). That is, if the q-SDH assumption holds, the simplified

(q − 1)-SDH assumption also holds.

9



Definition 2.1.6 (q-Unfakeability (q-U) Assumption [61]). We say that the q-U as-

sumption holds in (G1,G2) if for any PPT adversary A, the advantage Advq-UA (λ) :=

Pr[V ̸∈ {G2
x1 , . . . , G2

xq(λ)} ∧ e(A, hV )e(f,B) = T ∧ e(S, V · G1
m) = e(G1, G2)|x1,

r1, . . . , xq(λ), rq(λ) ← Z∗
p; f, h, z ← G1;T = e(f, x); ai = f ri ; bi = hriG1

xiriz; (V,A,B,

m, S) ← A(G1, G2, f, h, T, x1, a1, b1, . . . , xq(λ), aq(λ), bq(λ))] is negligible, where the proba-

bility is taken over the random choices of a generator G2 ∈ G2 with G1 = Ψ(G2) and of

values x1, r1, . . . , xq(λ), rq(λ) ∈ Z∗
p and f, h, z ∈ G1, and a random coin of A.

Furthermore, we consider a multiplicative cyclic group G of order p in which the

decisional Diffie-Hellman assumption holds and define this assumption in the following.

Definition 2.1.7 (Decisional Diffie-Hellman (DDH) Assumption). We say that the DDH

assumption holds in G if for any PPT adversary A, the advantage AdvDDH
A (λ) := |Pr[1←

A(G,Ga, Gb, Gab)]−Pr[1← A(G,Ga, Gb,W )]| is negligible, where the probability is taken

over the random choices of a generator G ∈ G, of elements a, b ∈ Zp, and of an ele-

ment W ∈ G, and a random coin of A.

2.2 Pseudorandom Function Family

A function family PRF = {PRF(K, ·) : {0, 1}ℓ(λ) → {0, 1}L(λ)}K∈{0,1}λ is called a pseudo-

random function (PRF) family if for all K ∈ {0, 1}λ, PRF(K , ·) is computable in polyno-

mial time, and for any PPT adversaryA, the advantage AdvprfPRF,A(λ) = |Pr[APRF(K ,·)(λ) =

1|K $←− {0, 1}λ] − Pr[ARand(·)(λ) = 1|Rand $←− F(ℓ, L)]| is negligible. Here, F(ℓ, L) is the
set of all the possible functions F : {0, 1}ℓ → {0, 1}L.

2.3 Commitment

A commitment scheme COM consists of two algorithms (COM.Setup,Commit). The setup

algorithm COM.Setup takes 1λ and outputs a committing key ck. The committing algo-

rithm Commit takes ck and a message m, and returns a commitment c← Commitck(m; r)

where r is a randomness. We say that a commitment scheme is secure if it satisfies hiding

and binding. In this thesis, we use a commitment scheme with computational hiding and

statistical binding. These security notions are defined as follows.

Definition 2.3.1 (Computational Hiding). Let A = (A1,A2) be an adversary for a

commitment scheme COM. We define an experiment ExphidingCOM,A(λ) as follows.

ExphidingCOM,A(λ) : ck← COM.Setup(1λ); (m0,m1, st)← A1(ck)

b
$←− {0, 1}; r $←− {0, 1}λ; c∗ ← Commitck(mb; r); b̃← A2(st, c

∗)
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Return 1 if b = b̃, otherwise return 0

We say that COM is computational hiding if the advantage

AdvhidingCOM,A(λ) =
∣∣ Pr[ ExphidingCOM,A(λ) = 1 ]− 1/2

∣∣
is negligible for any PPT adversary A.

Definition 2.3.2 (Statistical Binding). Let A be an adversary for a commitment scheme

COM. We define an experiment ExpbindingCOM,A(λ) as follows.

ExpbindingCOM,A(λ) : ck← COM.Setup(1λ); (m, r, m̂, r̂)← A(ck);

c← Commitck(m; r); ĉ← Commitck(m̂; r̂)

Return 1 if c = ĉ ∧ m ̸= m̂, otherwise return 0

We say that COM is statistical binding if the advantage

AdvbindingCOM,A(λ) = Pr[ ExpbindingCOM,A(λ) = 1 ]

is negligible for any unbounded adversary A.

2.4 Digital Signature

A signature scheme SIG consists of three algorithms (SIG.Gen, SIG.Sign, SIG.Verify). The

key generation algorithm SIG.Gen takes 1λ and outputs a verification/signing key pair

(vk, sk). The signing algorithm SIG.Sign takes sk and a message msg ∈ MSIG, and

outputs a signature σ on msg whereMSIG is the message space of SIG. The verification
algorithm SIG.Verify takes vk, msg, and σ, and outputs 1 or 0. We say that a signature

scheme is correct if for all the messages msg ∈MSIG, it holds that

Pr[ SIG.Verify(vk, (msg, σ)) = 1 | (vk, sk)← SIG.Gen(1λ); σ ← SIG.Sign(sk,msg) ] = 1.

In the following, we define existential unforgeability against chosen message attacks

(EUF-CMA security) for signature schemes.

Definition 2.4.1 (EUF-CMA Security). Let A be an adversary for a signature scheme

SIG. We define an experiment Expeuf-cma
SIG,A (λ) as follows.

Expeuf-cma
SIG,A (λ) : ML← ∅; (vk, sk)← SIG.Gen(1λ); (msg∗, σ∗)← ASign(sk,·)(vk)

Return 1 if SIG.Verify(vk, (msg∗, σ∗)) = 1 ∧ msg∗ ̸∈ ML

11



else return 0

In this experiment, the oracle Sign takes a message msg, computes σ ← SIG.Sign(sk,msg),

adds msg to the list ML, and returns σ.

We say that SIG satisfies EUF-CMA security if the advantage

Adveuf-cma
SIG,A (λ) = Pr[ Expeuf-cma

SIG,A (λ) = 1 ]

is negligible for any PPT adversary A.

2.5 Symmetric Key Encryption

A symmetric key encryption (SKE) scheme SKE consists of three algorithms (SKE.Gen,

SKE.Enc, SKE.Dec). The key generation algorithm SKE.Gen takes 1λ, and outputs a

secret key k. The encryption algorithm SKE.Enc takes k and a message msg ∈ MSKE ,

and outputs a ciphertext ct whereMSKE is the message space of SKE . In this thesis, if

necessary, we explicitly mention a randomness r ∈ RSKE used in the encryption and write

ct ← SKE.Enc(k,msg; r) where RSKE is the randomness space of SKE . The decryption

algorithm SKE.Dec takes k and ct, and outputs a message msg or a special symbol ⊥
that indicates failure of decryption. We say that a SKE scheme is correct if for all

plaintexts msg and all the randomness r, it holds that

Pr[msg = m̃sg | k ← SKE.Gen(1λ); m̃sg← SKE.Dec(k, SKE.Enc(k,msg; r))] = 1.

In the following, we define ciphertext-pseudorandomness and key-robustness for SKE

schemes which we use in this thesis.

Firstly, we define ciphertext-pseudorandomness. Intuitively, this security notion en-

sures that an adversary without a secret key cannot distinguish between a ciphertext

generated by the SKE.Enc algorithm and a random value over the ciphertext space.

Definition 2.5.1 (Ciphertext-pseudorandomness). Let A be an adversary for a SKE

scheme SKE . We define experiments ExprealSKE,A(λ) and Expsimulate
SKE,A (λ) as follows.

ExprealSKE,A(λ) : k ← SKE.Gen(1λ) Expsimulate
SKE,A (λ) : b← ACRand(·)(λ)

ExprealSKE,A(λ) : b← AEnc(k,·)(λ) Expsimulate
SKE,A (λ) : Return b

ExprealSKE,A(λ) : Return b Expsimulate
SKE,A (λ) :

In this experiment, the oracle Enc takes msg, computes ct ← SKE.Enc(k,msg), and

returns ct．The oracle CRand takes a message msg, samples a value ct from the ciphertext

space at random, and outputs ct as a response.
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We say that SKE satisfies ciphertext-pseudorandomness if the advantage

AdvrandomSKE,A (λ) =
∣∣∣ Pr[ ExprealSKE,A(λ) = 1 ]− Pr[ Expsimulate

SKE,A (λ) = 1 ]
∣∣∣

is negligible for any PPT adversary A.

Next, we give the definition of key-robustness for SKE schemes. Intuitively, key-

robustness ensures that for any two random keys it is hard to find a ciphertext that is

not decrypted to ⊥ under both keys. Our definition can be regarded as an analogue

of robustness in the public-key setting defined by Abdalla, Bellare, and Neven [5]. We

note that key-robustness we define is different from robustness for SKE schemes that was

introduced by Hoang, Krovetz, and Rogaway [65].

Definition 2.5.2 (Key-robustness). Let A be an adversary for a SKE scheme SKE . We

define an experiment Expkey-robustSKE,A (λ) as follows.

Expkey-robustSKE,A (λ) : k, k̃ ← SKE.Gen(1λ); ct∗ ← A(k, k̃)

Return 1 if SKE.Dec(k, ct∗) ̸= ⊥ ∧ SKE.Dec(k̃, ct∗) ̸= ⊥

else return 0

We say that SKE satisfies key-robustness if the advantage

Advkey-robustSKE,A (λ) = Pr[ Expkey-robustSKE,A (λ) = 1 ]

is negligible for any PPT adversary A.

2.6 Public Key Encryption

A public key encryption (PKE) scheme PKE consists of three algorithms (PKE.Gen,

PKE.Enc,PKE.Dec). The key generation algorithm PKE.Gen takes 1λ and outputs an

encryption/decryption key pair (ek, dk). The encryption algorithm PKE.Enc takes ek and

a plaintext msg ∈MPKE , and outputs a ciphertext ct whereMPKE is the message space

of PKE . In this thesis, if necessary, we explicitly mention a randomness r ∈ RPKE used

in the encryption and write ct ← PKE.Enc(ek,msg; r) where RPKE is the randomness

space of PKE . The decryption algorithm PKE.Dec takes dk and ct, and outputs msg or

a special symbol ⊥ that indicates failure of decryption. We say that a PKE scheme is

correct if for all plaintexts msg and all the randomness r, it holds that

Pr[msg = m̃sg | (ek, dk)← PKE.Gen(1λ); m̃sg← PKE.Dec(dk,PKE.Enc(ek,msg; r))] = 1.

13



In the following, we define indistinguishability against chosen plaintext attacks (IND-

CPA security) and key privacy for PKE schemes.

Definition 2.6.1 (IND-CPA Security). Let A = (A1,A2) be an adversary for a PKE

scheme PKE . We define an experiment Expind-cpaPKE,A(λ) as follows.

Expind-cpaPKE,A(λ) : (ek, dk)← PKE.Gen(1λ); (st,msg0,msg1)← A1(ek)

b
$←− {0, 1}; ct∗ ← PKE.Enc(ek,msgb); b̃← A2(st, ct

∗)

Return 1 if b = b̃, otherwise return 0

We say that PKE satisfies IND-CPA security if the advantage

Advind-cpaPKE,A(λ) =
∣∣ Pr[ Expind-cpaPKE,A(λ) = 1 ]− 1/2

∣∣
is negligible for any PPT adversary A.

Definition 2.6.2 (Key Privacy). Let A = (A1,A2) be an adversary for a PKE scheme

PKE . We define an experiment Expkey-privPKE,A (λ) as follows.

Expkey-privPKE,A (λ) : (ek0, dk0)← PKE.Gen(1λ); (ek1, dk1)← PKE.Gen(1λ)

(st,msg∗)← A1(ek0, ek1); b
$←− {0, 1}

ct∗ ← PKE.Enc(ekb,msg∗); b̃← A2(st, ct
∗)

Return 1 if b = b̃, otherwise return 0

We say that PKE satisfies key privacy if the advantage

Advkey-privPKE,A (λ) =
∣∣ Pr[ Expkey-privPKE,A (λ) = 1 ]− 1/2

∣∣
is negligible for any PPT adversary A.

2.7 Identity-based Encryption

An identity-based encryption (IBE) scheme IBE consists of four algorithms (IBE.Gen,

IBE.Ext, IBE.Enc, IBE.Dec). The key generation algorithm IBE.Gen takes 1λ and outputs

system parameters params and a master secret key msk. The key extraction algorithm

IBE.Ext takes params, msk, and an arbitrary string ID ∈ {0, 1}∗, and outputs a decryption

key dk that is the corresponding decryption key with the public key ID. The encryption

algorithm IBE.Enc takes params, ID, and a plaintext msg ∈ MIBE , and outputs a ci-

phertext ct where MIBE is the message space of IBE . As the case of PKE schemes,
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if necessary, we explicitly mention a randomness r ∈ RIBE used in the encryption and

write ct← IBE.Enc(params, ID,msg; r) where RIBE is the randomness space of IBE . The
decryption algorithm IBE.Dec takes params, dk, and ct, and outputs msg. We say that an

IBE scheme is correct if for all strings ID, all the plaintexts msg, and all the randomness

r, it holds that

Pr[ msg = m̃sg | (params,msk)← IBE.Gen(1λ); dk← IBE.Ext(params,msk, ID);

m̃sg← IBE.Dec(dk, IBE.Enc(params, ID,msg; r)) ] = 1.

Definition 2.7.1 (IND-ID-CPA Security). Let A = (A1,A2) be an adversary for an IBE

scheme IBE. We define an experiment Expind-id-cpaIBE,A (λ) as follows.

Expind-id-cpaIBE,A (λ) : IDSet← ∅; (params,msk)← IBE.Gen(1λ)

(st, ID∗,msg0,msg1)← A
Extract(·)
1 (params)

If ID∗ ∈ IDSet, return 0

b
$←− {0, 1}; ct∗ ← IBE.Enc(params, ID∗,msgb)

b̃← AExtract(·)
2 (st, ct∗)

Return 1 if b = b̃, otherwise return 0

In this experiment, the oracle Extract takes ID, computes dk← IBE.Ext(params,msk, ID),

adds ID to the list IDSet, and returns dk. We note that it is not allowed to query the

identity ID∗ to the Extract oracle.

We say that IBE satisfies IND-ID-CPA security if the advantage

Advind-id-cpaIBE,A (λ) =
∣∣ Pr[ Expind-id-cpaIBE,A (λ) = 1 ]− 1/2

∣∣
is negligible for any PPT adversary A.

Definition 2.7.2 (Key Privacy). Let A = (A1,A2) be an adversary for an IBE scheme

IBE. We define an experiment Expkey-privIBE,A (λ) as follows.

Expkey-privIBE,A (λ) : IDSet← ∅; (params,msk)← IBE.Gen(1λ)

(st, ID0, ID1,msg∗)← AExtract(·)
1 (params)

If {ID0, ID1} ∩ IDSet ̸= ∅, return 0

b
$←− {0, 1}; ct∗ ← IBE.Enc(params, IDb,msg∗)

b̃← AExtract(·)
2 (st, ct∗)

Return 1 if b = b̃, otherwise return 0
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In this experiment, the oracle Extract takes ID, computes dk← IBE.Ext(params,msk, ID),

adds ID to the list IDSet, and returns dk. We note that it is not allowed to query the

identities ID0 and ID1 to the Extract oracle.

We say that IBE satisfies key privacy if the advantage

Advkey-privIBE,A (λ) =
∣∣ Pr[ Expkey-privIBE,A (λ) = 1 ]− 1/2

∣∣
is negligible for any PPT adversary A.

2.8 Non-interactive Proof

Let RL be an efficiently computable binary relation. For a pair (x,w) ∈ RL, we call x

a statement and w a witness. Let L be the language consisting of statements in RL. A

non-interactive proof system PL for a language L consists of three algorithms (ZK.Gen,

ZK.Prove,ZK.Verify). The key generation algorithm ZK.Gen takes 1λ and outputs a com-

mon reference string crs. The prove algorithm ZK.Prove takes crs, a statement x, and a

witness w, and outputs a proof π. The verification algorithm ZK.Verify takes crs, x, and

π, and outputs either 1 or 0. A non-interactive proof system is required the following two

conditions:

Completeness: For all (x,w) ∈ RL and all crs ← ZK.Gen(1λ), it holds that

Pr[ ZK.Verify(crs, x, π) = 1 | π ← ZK.Prove(crs, x, w) ] = 1.

Soundness: For any PPT adversary A, the advantage AdvsoundPL,A (λ) = Pr[x∗ ̸∈ L ∧
ZK.Verify(crs, x∗, π∗) = 1 | crs← ZK.Gen(1λ); (x∗, π∗)← A(crs)] is negligible.

In the following, we define zero-knowledge for non-interactive proof systems.

Definition 2.8.1 (Zero-knowledge). Let A be an adversary and S = (Sim1, Sim2) be a

simulator for a non-interactive proof system PL. We define experiments ExpproofPL,A(λ) and

Expsim-proof
PL,A (λ) as follows.

ExpproofPL,A(λ) : crs← ZK.Gen(1λ) Expsim-proof
PL,A (λ) : (crs, td)← Sim1(1

λ)

ExpproofPL,A(λ) : b← AProve(·,·)(crs) Expsim-proof
PL,A (λ) : b← ASimProve(·,·)(crs)

ExpproofPL,A(λ) : Return b Expsim-proof
PL,A (λ) : Return b

In this experiment, the oracle Prove takes (x,w), computes π ← ZK.Prove(crs, x, w),

and returns π．The oracle SimProve takes (x,w), computes π ← Sim2(crs, td, x), and

returns π. If (x,w) ̸∈ RL, then SimProve returns ⊥.
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We say that PL is zero-knowledge if for any PPT adversary A there exists a simulator

S = (Sim1, Sim2) such that the advantage

AdvzkPL,A(λ) =
∣∣∣ Pr[ ExpproofPL,A(λ) = 1 ]− Pr[ Expsim-proof

PL,A (λ) = 1 ]
∣∣∣

is negligible.

The Groth-Sahai Proof System. Groth and Sahai [63] introduced a framework for

very efficient non-interactive proof for the satisfiability of relations in bilinear groups,

including pairing product equations [63]. The proof system consists of algorithms (KNI,

P,V,X). The algorithm KNI takes a group parameter gk = (p,G,GT , e, G) as input

and outputs a common reference string crs = (F,H,U, V,W,U ′, V ′,W ′) ∈ G8 with an

extraction key xk, which can extract a witness from a proof. The algorithm P takes crs,

an equation description x, and its witness w as input and outputs a proof π. This proof

can be verified by running V(crs, x, π). The algorithm Xxk(crs, x, π) extracts a witness w

from the proof π.

There are two types of the Groth-Sahai proof systems, the algorithms (KNI,PNIWI,

VNIWI,XNIWI) provides witness-indistinguishability and the algorithms (KNI,PNIZK,VNIZK,

XNIZK) provides zero-knowledge. The two types of proof can share a single common ref-

erence string. (Thus, multiple systems can use a common KNI.) There exists a sim-

ulator that outputs a simulated common reference string crs and a trapdoor key tk.

These simulated common reference strings are computationally indistinguishable from

the common reference strings produced by K. We say a proof system is perfect witness-

indistinguishable, if, on a simulated common reference string, the proof π does not reveal

anything about which witness was used by the prover when creating the proof. We say a

proof system is perfect zero-knowledge, if there exists a simulator that produces a sim-

ulated proof and the simulated proof is perfectly indistinguishable from the proof which

is produced by using a witness and a simulated common reference string.

In the Groth-Sahai proof system, to prove that committed variables satisfy a set

of relations, the prover computes one commitment per variable and one proof element

per relation. The non-interactive zero-knowledge (NIZK) proofs are available for pairing

product equations, which are relations of the type

n∏
i=1

e(Ai,Xi) ·
n∏

i=1

n∏
j=1

e(Xi,Xj)
aij = tT

with tT = 1 for variables X1, . . . ,Xn ∈ G, and constants A1, . . . ,An ∈ G and aij for i, j ∈
{1, . . . n}. Even if tT ̸= 1, still we can construct NIZK proofs if tT can be decomposed to

known base group elements G̃, Ĝ ∈ G such that tT = e(G̃, Ĝ). NIZK proofs also can be
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constructed for multi-scalar multiplication equations, which are of the form

m∏
i=1

Ayi
i ·

n∏
j=1

X bj
j ·

m∏
i=1

n∏
j=1

X yiγij
j = T

for variables X1, . . . ,Xn ∈ G, y1, . . . , ym ∈ Zp and constants T,A1, . . . ,Am ∈ G, b1, . . . ,
bm ∈ Zp, and γij ∈ G, for i ∈ {1, . . . ,m} and j ∈ {1, . . . , n}.
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Chapter 3

Static Group Signature

In this chapter, we review the model of static group signature by Bellare, Micciancio, and

Warinschi [14]. In the static setting, the number of members is fixed in the setup phase,

and a member cannot join after the setup.

We firstly review the syntax of the Bellare-Micciancio-Warinschi (BMW) model in

Section 3.1. Then, we define some security notions for static group signature in Sec-

tion 3.2. Lastly, in Section 3.3, we introduce the construction by Bellare et al. [14],

which shows that a static group signature scheme can be constructed from a trapdoor

permutation.

3.1 Syntax

A group signature scheme GS consists of the following four algorithms (GS.Gen,GS.Sign,

GS.Verify,GS.Open).

GS.Gen: The key generation algorithm takes 1λ and 1n where n is the number of users,

and outputs a group public key gpk, an opening key ok, and a collection of user

signing keys gsk = {gsk1, . . . , gskn} where gski indicates a signing key of user i.

GS.Sign: The signing algorithm takes gski and a message msg ∈ MGS and outputs a

group signature Σ whereMGS is the message space of GS.

GS.Verify: The verification algorithm takes gpk, msg, and Σ, and outputs 1 or 0.

GS.Open: The opening algorithm takes gpk, ok, msg, and Σ, and outputs a user ID i or ∅
or ⊥. The symbol ∅ indicates that the group signature Σ is invalid and the symbol

⊥ indicates failure of opening.
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We say that a group signature scheme is correct if for all the user identities i and all the

messages msg ∈MGS , it holds that

Pr[ GS.Verify(gpk, (msg,Σ)) = 0 ∨ i ̸= ĩ | (gpk, ok,gsk)← GS.Gen(1λ, 1n)

Σ← GS.Sign(gski,msg)

ĩ← GS.Open(gpk, ok, (msg,Σ)) ]

is negligible.

3.2 Security

In this section, we define security requirements for static group signature schemes: full

anonymity, selfless anonymity, and traceability. The definitions of full anonymity and

traceability are identical to those in the BMW model (strictly speaking, traceability in

this thesis corresponds to full traceability in Bellare et al.’s paper [14]). Selfless anonymity

is a strictly weaker security notion than full anonymity.

Firstly, we give the definition of full anonymity. Intuitively, anonymity requires that

no one can extract the signer’s information from a signature except for the opener. Espe-

cially, full anonymity ensures that anonymity holds under the condition that an adversary

possesses all the user signing keys. In the following definition, an adversary is also allowed

to access the opening oracle, which returns the opening result for a signature.

Definition 3.2.1 (Full Anonymity). Let A = (A1,A2) be an adversary for a group

signature scheme GS. We define an experiment Expfull-anonGS,A (λ, n) as follows.

Expfull-anonGS,A (λ, n) : (gpk, ok,gsk)← GS.Gen(1λ, 1n)

(st, i0, i1,msg∗)← AOpen(·,·)
1 (gpk,gsk)

b
$←− {0, 1}; Σ∗ ← GS.Sign(gskib ,msg∗)

b̃← AOpen(·)
2 (st,Σ∗)

Return 1 if b = b̃, otherwise return 0

In this experiment, the oracle Open takes a message msg and a signature Σ, computes

i← GS.Open(ok,msg,Σ), and returns i.

We say that GS satisfies selfless anonymity if the advantage

Advfull-anonGS,A (λ, n) =
∣∣∣ Pr[ Expfull-anonGS,A (λ, n) = 1 ]− 1/2

∣∣∣
is negligible for any polynomial n = n(λ) and any PPT adversary A.

20



Secondly, we define selfless anonymity. Selfless anonymity is originally introduced by

Boneh and Shacham [28] as the security notion for group signature with verifier-local re-

vocation. Selfless anonymity is a strictly weaker security notion than full anonymity, and

ensures that the anonymity of a signature only against an adversary who does not possess

the user signing key which was used in the generation of the corresponding signature. In

the following definition, an adversary is not allowed to even access the opening oracle.

Definition 3.2.2 (Selfless Anonymity). Let A = (A1,A2,A3) be an adversary for a group

signature scheme GS. We define an experiment Expself-anonGS,A (λ, n) as follows.

Expself-anonGS,A (λ, n) : (i0, i1, st1)← A1(1
λ, 1n)

(gpk, ok,gsk)← GS.Gen(1λ, 1n); gsk− ← {gski}i ̸∈{i0,i1}
(st2,msg∗)← ASign0(·),Sign1(·)

2 (st1, gpk,gsk
−)

b
$←− {0, 1}; Σ∗ ← GS.Sign(gskib ,msg∗);

b̃← ASign0(·),Sign1(·)
3 (st2,Σ

∗)

Return 1 if b = b̃, otherwise return 0

In this experiment, the oracle Signb takes a message msg, computes Σ ← GS.Sign(gskib ,

msg), and returns Σ.

We say that GS satisfies selfless anonymity if the advantage

Advself-anonGS,A (λ, n) =
∣∣∣ Pr[ Expself-anonGS,A (λ, n) = 1 ]− 1/2

∣∣∣
is negligible for any polynomial n = n(λ) and any PPT adversary A.

Lastly, we define traceability. Traceability ensures that no colluding set of group

members (even consisting of the entire group) can create a signature whose opening

result is invalid, or a signature which is traced back to a member outside of the coalition.

Formally, traceability is defined as follows.

Definition 3.2.3 (Traceability). Let A be an adversary for a group signature scheme GS.
We define an experiment ExptraceGS,A(λ, n) as follows.

ExptraceGS,A(λ, n) : CU← ∅; QL← ∅; (gpk, ok,gsk)← GS.Gen(1λ, 1n)

(msg∗,Σ∗)← ASign(·,·),Corrupt(·)(gpk, ok)

i∗ ← GS.Open(gpk, ok, (msg∗,Σ∗))

If GS.Verify(gpk, (msg∗,Σ∗)) = 0, then return 0

If i∗ = ⊥, then return 1
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Return 1 if i∗ ̸∈ CU ∧ (i∗,msg∗) ̸∈ QL, else return 0

In this experiment, the oracle Sign takes (i,msg), computes Σ← GS.Sign(gski,msg), adds

(i,msg) to the list QL, and returns Σ. The oracle Corrupt takes i ∈ [1, n], adds i to the

list CU, and returns gsk[i].

We say that GS satisfies traceability if the advantage

AdvtraceGS,A(λ, n) = Pr[ ExptraceGS,A(λ, n) = 1 ]

is negligible for any polynomial n = n(λ) and any PPT adversary A.

3.3 The Bellare-Micciancio-Warinschi Construction

In this section, we review the BMW construction [14], which allows to construct a group

signature scheme from a PKE scheme, a signature scheme, and a non-interactive zero-

knowledge (NIZK) proof system. The resulting group signature scheme satisfies full

anonymity and traceability defined in Section 3.2.

In the BMW construction, the group manager possesses a key pair of a signature

scheme (vk, sk) and a key pair of a PKE scheme (PK, SK). Each user i possesses a key

pair of a signature scheme (vki, ski). Each pair of user ID i and his verification key vki

are certified by the group manager who computes a signature certi on the message ⟨i, vki⟩
using sk as a certificate. To produce a group signature for a message m, a user i firstly

computes a signature s on m under his signing key ski. Secondly, the user i encrypts the

message ⟨i, vki, certi, s⟩ to a ciphertext C under PK. Also, the user i makes a proof π that

the signature s and the ciphertext C are honestly generated, and outputs σ = (C, π) as a

group signature. More precisely, for a statement x = ⟨PK, vk,m,C⟩ and a witness w = ⟨i,
vki, certi, s, R⟩, the user i proves the equations (a) PKE.Enc(PK, ⟨i, vki, certi, s⟩;R) = C,

(b) SIG.Verify(vk, (⟨i, vki⟩, certi)) = 1, and (c) SIG.Verify(vki, (m, s)) = 1 by the NIZK

proof system. The group signature σ is accepted if the proof π is accepted. When the

opener needs to identify the signer of the group signature σ = (C, π), he can extract the

signer’s ID i by decrypting the ciphertext C using SK.

Intuitively, the scheme is anonymous because of the security of the PKE scheme

and the zero-knowledge property of the NIZK proof system. Moreover, since a signing

key (i, ski, certi) is independent of the PKE scheme and the NIZK proof system, the

scheme is still anonymous even if an adversary has all the user signing keys. Therefore,

group signature schemes constructed by the BMW construction satisfy full anonymity.

In addition, the traceability comes from the soundness of the NIZK proof system and the

EUF-CMA security of the signature scheme.

22



Chapter 4

Dynamic Group Signature

Compared to the static setting, in the dynamic setting, neither the number nor the

identities of members are fixed or known in the setup phase. Bellare, Shi, and Zhang [17]

and Kiayias and Yung [74] independently developed security models for dynamic group

signatures. After that, Sakai, Schuldt, Emura, Hanaoka, and Ohta [100] showed that

there is a room for improving the Bellare-Shi-Zhang (BSZ) model and considered a new

security notion called opening soundness to prevent a signature hijacking attack.

In this chapter, we review the model by Sakai et al. [100] (but we also call this “the

Bellare-Shi-Zhang model” since this is based on the BSZ model [17]). This security model

considers the strong security model. More precisely, the authority is separated into two

roles: the opener, who identifies the signer of a signature and the issuer, who generates

user signing keys. This separation provides the strong security level in the face of the

possibility that authorities can be dishonest. Furthermore, in order to be protected

against a fully corrupt opener, the opener is required to generate a publicly verifiable

proof attached to an opening result. This proof ensures the validity of the opening result.

We firstly review the syntax of the BSZ model [17, 100] in Section 4.1. Secondly,

we give the definitions of security notions in Section 4.2. Finally, in Section 4.3, we

introduce the modified Groth scheme [100], which is one of efficient schemes secure in the

BSZ model.

4.1 Syntax

A group signature scheme GS consists of the following algorithms (GS.GGen,GS.UGen,

GS.Join/GS.Issue,GS.Sign,GS.Verify,GS.Open,GS.Judge).

GS.GGen: The group key generation algorithm takes a security parameter 1λ (λ ∈ N),
and outputs a group public key gpk, an issuing key ik, and an opening key ok.
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GS.UGen: The user key generation algorithm, which is run by a user i, takes as input 1λ

and gpk, and returns a public and secret key pair (upki, uski).

GS.Join/GS.Issue: The pair of (interactive) algorithms are run by a user i and the issuer,

and takes gpk, upki, and uski from the user i, and gpk, upki, and ik from the issuer,

respectively. If it is successful, the issuer stores the registration information of the

user i in reg[i] and the user obtains the corresponding signing key gski. We denote

reg = {reg[i]}i.

GS.Sign: The signing algorithm takes gpk, gski, and a message msg, and returns a group

signature Σ.

GS.Verify: The verification algorithm takes gpk, Σ, and msg, and returns either 1 or 0.

GS.Open: The opening algorithm takes gpk, ok, msg, Σ, and reg, and returns either (i, τ)

or ⊥ where i is a user identity and τ is a proof that the user i computed Σ. The

symbol ⊥ indicates that the opening procedure is failure.

GS.Judge: The judge algorithm takes as input gpk, i, upki, msg, Σ, and τ , and returns

either 1 or 0.

4.2 Security

Firstly, we give the definitions of some oracles. The SndToI and SndToU oracle are

interactive oracles. Also, HU and CU are the set of honest users and corrupted users,

respectively.

AddU(·): The add-user oracle takes a user identity i, and runs the GS.UGen algorithm

and GS.Join/GS.Issue protocol to add an honest user i to the group. The oracle

returns upki and adds i to HU.

Corrupt(·, ·): The corrupt-user oracle takes as input a user identity i and upk. This oracle

sets upki ← upk and adds i to CU.

SndToI(·): The send-to-issuer oracle takes as input a user identity i and interacts with

the adversary who corrupts the user i by running GS.Issue(gpk, upki, ik). The user

i needs to be in the set CU. If i ̸∈ CU, the oracle outputs ⊥.

SndToU(·): The send-to-user oracle takes as input a user identity i. At first, the oracle

produces a user public and secret key pair (upki, uski)← GS.UGen(1λ, gpk) and adds

i to HU. Then he interacts with the adversary who corrupts the issuer by running
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GS.Join(gpk, upki, uski). The user i needs to be neither in the set HU nor the set

CU. If so, the oracle outputs ⊥.

USK(·): The user secret keys oracle takes as input i, and returns the secret keys uski and

gski if i ∈ HU. If not, the oracle returns ⊥.

RReg(·): The read-registration-table oracle takes as input i, and returns reg[i].

WReg(·, ·): The write-registration-table oracle takes as input i and a value r̂eg, and writes

or modifies the contents of reg by setting reg[i]← r̂eg.

Sign(·, ·): The signing oracle takes as input i and a message msg, and returns Σ ←
GS.Sign(gpk, gski,msg) if i ∈ HU. Otherwise, the oracle returns ⊥.

Ch(·, ·, ·, ·): The challenge oracle takes as input a bit b, two identities i0, i1, and a message

msg∗, and returns Σ∗ ← GS.Sign(gpk, gskib ,msg∗) if both i0 ∈ HU and i1 ∈ HU. If

not, the oracle returns ⊥. Here, we call b a challenge bit, m∗ a challenge message,

Σ∗ a challenge signature, and i0, i1 challenge users.

Open(·, ·): The opening oracle takes as input msg and Σ, and returns (i, τ) ←
GS.Open(gpk, ok,msg,Σ, reg) if (msg,Σ) ̸∈ (msg∗,Σ∗). If not, the oracle returns ⊥.

Now, we define the security requirements for dynamic group signatures: correctness,

anonymity, traceability, non-frameability, and opening soundness.

Firstly, we define correctness. Intuitively, correctness ensures that any honestly gen-

erated group signature is valid (i.e., it is accepted by the verification algorithm), and the

opening algorithm correctly identifies its signer and the generated proof is accepted by

the judge algorithm. Formally, correctness is defined as follows.

Definition 4.2.1 (Correctness). Let A be an adversary for a group signature scheme GS.
We define an experiment ExpcorrGS,A(λ) as follows.

ExpcorrGS,A(λ) : (gpk, ik, ok)← GS.GGen(1λ); HU← ∅; CU← ∅

(i,msg)← AAddU(·),RReg(·)(gpk)

If i /∈ HU, return 0

Σ← GS.Sign(gpk, gski,msg)

(̃i, τ)← GS.Open(gpk, ok,msg,Σ, reg)

Output 1 if the following holds :

GS.Verify(gpk,msg,Σ) = 0 ∨ i ̸= ĩ

∨ GS.Judge(gpk, i, upki,msg,Σ, τ) = 0
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Otherwise return 0

We say that GS is correct if the advantage

AdvcorrGS,A(λ) = Pr[ ExpcorrGS,A(λ) = 1 ]

is negligible for any PPT adversary A.

Secondly, we define anonymity. Intuitively, anonymity ensures that an adversary who

can corrupt the issuer and malicious users cannot extract any user information from a

signature in the case when the adversary is able to access the opening oracle.

Definition 4.2.2 (Anonymity). Let A be an adversary for a group signature scheme GS.
We define an experiment ExpanonGS,A(λ) as follows.

ExpanonGS,A(λ) : b
$←− {0, 1}; (gpk, ik, ok)← GS.GGen(1λ); CU← ∅; HU← ∅

b̃← ACorrupt(·,·),SndToU(·),WReg(·,·),USK(·),Open(·,·),Ch(b,·,·,·)(gpk, ik)

Return 1 if b = b̃, otherwise return 0

We say that GS satisfies anonymity if the advantage

AdvanonGS,A =
∣∣∣ Pr[ ExpanonGS,A(λ) = 1 ]− 1/2

∣∣∣
is negligible for any PPT adversary A.

Thirdly, we define traceability. Intuitively, this security notion ensures that an ad-

versary who can corrupt the opener and malicious users cannot produce a valid group

signature whose opening result is not valid (i.e., an invalid identity) or opening proof is

not accepted by the judge algorithm. In the following, we give the formal definition of

traceability.

Definition 4.2.3 (Traceability). Let A be an adversary for a group signature scheme GS.
We define an experiment ExptraceGS,A(λ) as follows.

ExptraceGS,A(λ) : (gpk, ik, ok)← GS.GGen(1λ); CU← ∅; HU← ∅

(msg,Σ)← ACorrupt(·,·),SndToI(·),AddU(·),RReg(·),USK(·)(gpk, ok)

(i, τ)← GS.Open(gpk, ok,msg,Σ, reg)

Return 1 if the following two conditions hold :

GS.Verify(gpk,msg,Σ) = 1

i = 0 ∨ GS.Judge(gpk, i, upki,msg,Σ, τ) = 0
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Otherwise return 0

We say that GS satisfies traceability if the advantage

AdvtraceGS,A(λ) = Pr[ ExptraceGS,A(λ) = 1 ]

is negligible for any PPT adversary A.

Next, we give the definition of non-frameability. Non-frameability ensures that an

adversary who can corrupt the issuer, the opener, and malicious users except one honest

user cannot produce a valid signature of this honest user and the corresponding opening

proof, which is accepted by the judge algorithm.

Definition 4.2.4 (Non-Frameability). Let A be an adversary for a group signature

scheme GS. We define an experiment Expnon-frame
GS,A (λ) as follows.

Expnon-frame
GS,A (λ) : (gpk, ik, ok)← GS.GGen(1λ); CU← ∅; HU← ∅

(msg,Σ, j, τ)← ASndToU(·),Sign(·,·),WReg(·,·),USK(·),Corrupt(·,·)(gpk, ik, ok)

Return 1 if all of the following hold :

j ∈ HU

GS.Verify(gpk,msg,Σ) = 1

GS.Judge(gpk, j, upkj,m,Σ, τ) = 1

A did not query USK(j) and Sign(j,msg)

Otherwise return 0

We say that GS satisfies non-frameability if the advantage

Advnon-frame
GS,A (λ) = Pr[ Expnon-frame

GS,A (λ) = 1 ]

is negligible for any PPT adversary A.

Finally, we define opening soundness. Intuitively, opening soundness ensures that an

adversary who can corrupt the issuer, the opener, and malicious users cannot produce a

valid group signature and the corresponding opening proofs for i and j which are both

accepted by the judge algorithm. Formal definition is as follows.

Definition 4.2.5 (Opening Soundness). Let A be an adversary for a group signature

scheme GS. We define an experiment Expopen-soundGS,A (λ) as follows.

Expopen-soundGS,A (λ) : (gpk, ik, ok)← GS.GGen(1λ)
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(i, j, τi, τj,msg,Σ)← ACorrupt(·),WReg(·,·)(gpk, ok, ik)

Return 1 if all of the following hold :

GS.Verify(gpk,msg,Σ) = 1

GS.Judge(gpk, i, upki,msg,Σ, τi) = 1

i ̸= j ∧ GS.Judge(gpk, j, upkj,msg,Σ, τj) = 1

Otherwise return 0

We say that GS satisfies opening soundness if the advantage

Advopen-soundGS,A (λ) = Pr[ Expopen-soundGS,A (λ) = 1 ]

is negligible for any PPT adversary A.

4.3 The Modified Groth Scheme

In this section, we introduce the modified Groth scheme [100], which is one of efficient

schemes with opening soundness. The original scheme is proposed by Groth [61]. Firstly,

we give building blocks using in the modified Groth scheme in Section 4.3.1. Then,

description of the modified Groth scheme is provided in Section 4.3.2.

4.3.1 Building Blocks

Here, we review the Kiltz tag-based encryption scheme [76] and the Groth certified sig-

nature scheme [61], which are used in the modified Groth scheme as building blocks.

The Kiltz Tag-based Encryption Scheme [76]. Let gk = (p,G,GT , e, G) be a

group description. The key generation algorithm PKE.Gen(1λ) chooses random integers

ζ, η ← Zp and random elements K,L ← G, and sets a public key ek = (F,H,K,L)

where F = Gζ and H = Gη and a decryption key dk = (ζ, η). The encryption algorithm

PKE.Enc(ek, t,m) outputs y = (y1, y2, y3, y4, y5) = (F r, Hs,mGr+s, (GtK)r, (GtL)s) where

m is a plaintext, t is a tag, and r, s are randomness. The validity of a ciphertext y for

a tag t is publicly verifiable by checking the two equations e(F, y4) = e(y1, G
tK) and

e(H, y5) = e(y2, G
tL). Let ValidCiphertextek be an algorithm verifying the validity of a

ciphertext indexed a public key ek. The decryption algorithm PKE.Dec(dk, t, y) outputs

m = y3/(y
−ζ
1 y−η

2 ) if the above two equations hold, otherwise outputs ⊥.
The Kiltz tag-based encryption scheme is secure against selective-tag weak chosen

ciphertext attack under the DLIN assumption. In the modified Groth scheme, the same

F,H are used as in the common reference string of non-interactive proofs.
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The Groth Certified Signature Scheme [61]. A certified signature scheme [23] is

a combined scheme for signing messages and producing certificates of verification keys.

In the following, we give a formal definition given by Groth [61]. The key generation al-

gorithm CertKeyGen takes a group parameter gk as input and outputs a public authority

key ak and a certification key ck. CertJoin/CertIss is the pair of (interactive) algorithms.

CertJoin takes gk and ak as input whereas CertIss takes gk and ck as input. If success-

ful CertJoin outputs a tuple (vk, sk, cert) whereas CertIss outputs (vk, cert). The signing

algorithm CertSign takes sk and a message m as input and outputs a signature σ. The

verification algorithm CertVer takes gk, ak, vk, cert,m, and σ as input and outputs 1 or 0.

We say that a certified signature scheme is secure if it satisfies unfakeability and existen-

tial unforgeability against weak chosen message attack. See the paper [61] for definitions

of unfakeability and EUF-wCMA.

Groth [61] constructed an efficient certified signature scheme secure under the q-SDH

assumption and q-U assumption, and this scheme is used in the modified Groth group

signature scheme. For certification, there are two steps in the Groth certified signature

scheme. In the first step, the protocol [61] generates a random v = Gx such that the

issuer learns v but only the user learns x. In the second step, a variant of the signature

scheme of Zhou and Lin [106] is used to certify a verification key v. To set up the certified

signature scheme, the authority picks random group elements f, h, z ∈ G, and sets the

authority key (f, h, T ) and the secret certification key z where T = e(f, z). When the

authority certifies a key v, he picks random r ∈ Zp and sets (a, b) = (f−r, (hv)rz) as the

certificate. The certificate is verified by checking e(a, hv) · e(f, b) = T .

4.3.2 Description

We give a description of the modified Groth scheme in Figure 4.1. Before giving the

intuition of the scheme, we note that the modified Groth scheme slightly diverge from

the BSZ model described in Section 4.1. More precisely, in the BSZ model, it is assumed

that a user generate a public and secret key pair (upki, uski), and then afterwards obtain

a signing key gski by interacting with the issuer in the GS.Join/GS.Issue protocol. On

the other hand, in the modified Groth scheme, a user generates a public/secret key pair

jointly with the issuer in the GS.Join/GS.Issue protocol. This intuitively indicates that

the user key generation algorithm GS.UGen is merged with the GS.Join/GS.Issue protocol

in the modified Groth scheme.

Now, we give the intuition of the modified Groth scheme. The core of the modi-

fied Groth scheme is the certified signature scheme described in Section 4.3.1. In the

GS.Join/GS.Issue protocol, for which users enroll the group, the issuer plays a role as

a certification authority and a user i obtains a signing key for the Boneh-Boyen signa-
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ture [24] xi and a certificate (ai, bi) = (f−r, (vih)
rz), which certifies xi’s verification key

vi = Gxi . When generating a group signature, a user generates a key pair of the one-time

signature scheme (vksots, sksots). Then, the user generates a signature σ on the verification

key vksots by his signing key xi, and signs a message m using sksots.

To make signatures be anonymous, the user encrypts the signature σ by the Kiltz tag-

based encryption scheme and proves that the procedure is honestly done by the NIZK

proof system, and he also proves that he knows the valid certificate by the non-interactive

witness-indistinguishable (NIWI) proof system. More precisely, in the GS.Sign algorithm,

a signer constructs two Groth-Sahai proofs [63]. The first proof π, constructed via PNIWI

shows the knowledge of a signature σ, a verification key v, and a part b of a certificate

(a, b) that satisfies

e(a, hv) · e(f, b) = T ∧ e(σ, vGH(vksots)) = e(G,G)

where the first part a is revealed in the signature. The second proof ψ, constructed via

PNIZK demonstrates that the plaintext of y is the same as the witness σ used in π. That

is, for a commitment c = (c1, c2, c3) = (F rcU t, HscV t, Grc+scW tσ) contained in π, there

exists (r, s, t) such that

(c1y
−1
1 , c2y

−1
2 , c3y

−1
3 ) = (F rU t, HsV t, Gr+sW t).

When opening a signature, the opener convinces other parties that the opening proce-

dure is honestly done. More precisely, the opener reveals Gr and Gs where y = (y1, y2, y3,

y4, y5) = (F r, Hs,mGr+s, (GtK)r, (GtL)s) is the ciphertext in a signature. Then, a veri-

fier checks the validity by checking the equations e(F, τF ) = e(y1, G), e(H, τH) = e(y2, G),

στF τH = y3, and e(σ, viG
H(vksots)) = e(G,G).

The modified Groth scheme uses a universal one-way hash function H : {0, 1}∗ → Zp,

the Groth-Sahai proof systems (KNI,PNIWI,VNIWI,XNIWI) and (KNI,PNIZK,VNIZK,XNIZK),

a strong one-time signature (SIG.Gen, SIG.Sign, SIG.Verify), the Kiltz tag-based encryption

scheme, and the Groth certified signature scheme as building blocks. Note that in the

modified Groth scheme, we use a common KNI for both systems and XNIZK is not used.
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GS.GGen(1λ):
gk = (p,G,GT , e, G)← G(1λ); H ← HashGen(1λ); f, h, z ← G; T ← e(f, z)
(crs, xk)← KNI(gk); (F,H,U, V,W,U ′, V ′,W ′)← crs; K,L← G; ek← (F,H,K,L)
(gpk, ik, ok)← ((gk,H, f, h, T, crs, ek), z, xk)
Return (gpk, ik, ok)

GS.Join/GS.Issue(User i: gpk; Issuer: gpk, ik):
Run the coin-flipping protocol in [61]
The user obtains vi = gxi and xi and the issuer obtains vi
(Repeat until vi ̸= reg[j] for all j)

Issuer:
r ← Zp; (ai, bi)← (f−r, (vih)

rz)
Set reg[i]← vi and send (ai, bi) to the user

User:
Set gski ← (xi, ai, bi) if e(ai, hvi) · e(f, bi) = T

GS.Sign(gpk, gski,m):
(vksots, sksots)← KeyGensots(1

k) (Repeat until H(vksots) ̸= −xi)
ρ← Zp; a← aif

−ρ; b← bi(hvi)
ρ; σ ← G1/(xi+H(vksots))

π ← PNIWI(crs, (gpk, a,H(vksots)), (b, vi, σ)); y ← PKE.Enc(ek,H(vksots), σ)
ψ ← PNIZK(crs, (gpk, y, π), (r, s, t)); σsots ← SIG.Sign(sksots,m, a, π, y, ψ)
Return Σ = (vksots, a, π, y, ψ, σsots)

GS.Verify(gpk, reg,m,Σ):
Return 1 if the following holds:
SIG.Verify(vksots, (vksots,m, a, π, y, ψ), σsots) = 1
VNIWI(crs, (gpk, a,H(vksots)), π) = 1
VNIZK(crs, (gpk, y, π), ψ) = 1
ValidCiphertextek(H(vksots), y) = 1
reg[i] ̸= reg[j] for all i ̸= j
else return 0

GS.Open(gpk, ok, reg,m,Σ):
If GS.Verify(gpk, reg,m,Σ) = 0, return (0,⊥)
(b, v, σ)← Xxk(crs, (gpk, a,H(vksots)), π); (dF , dH)← xk

(y1, y2, . . . , y5)← y; τF ← y
1/dF
1 , τH ← y

1/dH
2

Return (i, (σ, τF , τH)) if there is i s.t. v = reg[i], else (0,⊥)
GS.Judge(gpk, i, reg,m,Σ, (σ, τF , τH)):
vi ← reg[i]
Return 1 if the following hold:
GS.Verify(gpk, reg,m,Σ) = 1
i ̸= 0 ∧ e(σ, viG

H(vksots)) = e(G,G)
e(F, τF ) = e(y1, G) ∧ e(H, τH) = e(y2, G)
στF τH = y3
else return 0

Figure 4.1: The Modifie Groth Scheme
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Chapter 5

The Minimal Assumptions of Group

Signature

It is important to investigate the minimum assumptions in order for a cryptographic

primitive to exist. Specifically, it is essential to investigate that the cryptographic primi-

tive can be constructed from a OWF since the existence of a OWF is the most basic and

weakest assumption in cryptography. For example, a pseudorandom function (PRF), a

digital signature scheme, a SKE scheme, and a commitment scheme can be constructed

from a OWF [64, 58, 98, 84, 91]. On the other hand, a PKE scheme cannot be constructed

from a OWF in a black-box manner even in the random oracle model [67].

In this chapter, we focus on group signature and investigate the minimum assumptions

for the existence of it. Especially, it is pointed out that the minimal assumptions depend

on whether the target group signature is fully anonymous or selfless anonymous.

5.1 The Minimal Assumptions of Fully Anonymous

Group Signature

The previous works [6, 95, 48, 49] showed that a PKE scheme (and its extended

schemes [44, 57, 26]) can be constructed from a group signature scheme that satisfies

full anonymity.

Intuitively, in constructions of a PKE scheme from a group signature scheme, the

indistinguishability of the PKE scheme comes from the anonymity of the underlying

group signature scheme. Concretely, the underlying group signature scheme is set up

for two users i0 and i1 in the key generation of a PKE scheme, and a signature for the

user ib is considered as an encryption of a message b ∈ {0, 1}. From the anonymity of

the group signature scheme, the user ID ib (the message b) cannot be extracted from the

signature (the ciphertext). However, by using the opening key (the decryption key), the
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user ID ib (the message b) can be recovered. Here, the users’ signing keys correspond to

the encryption key of the PKE scheme. Therefore, for achieving the indistinguishability

of the PKE scheme, the anonymity of the group signature scheme should be guaranteed

even if the users’ signing keys are published. Thus, the underlying group signature scheme

need to be fully anonymous to construct a PKE scheme in the construction.

Formally, the following theorems hold. Recall that the BMW model and the BSZ

model were appeared in Chapter 3 and 4, respectively. Also, public key encryption with

non-interactive opening [44, 57] and threshold public key encryption [26] are strictly

stronger primitives than public key encryption.

Theorem 5.1.1 ([6]). If fully anonymous group signature (secure in the sense of the

BMW model [14]) exists, public key encryption which is IND-CPA secure exists.

Theorem 5.1.2 ([95]). If fully anonymous group signature (secure in the sense of the

BMW model [14]) exists, public key encryption which is IND-CCA secure exists.

Theorem 5.1.3 ([48, 49]). If fully anonymous group signature (secure in the sense of

the BSZ model [17]) exists, public key encryption with non-interactive opening exists.

Theorem 5.1.4 ([48]). If fully anonymous group signature (secure in the sense of the

BSZ model [17]) exists, threshold public key encryption exists.

From these theorems, it is unlikely to construct a fully anonymous group signature

scheme only from a OWF. This is because, if a group signature scheme can be constructed

from a OWF, this also derive the fact that a PKE scheme can be constructed from a OWF.

However, this contradicts to the impossibility result by Impagliazzo and Rudich [67].

On the other hand, there is a possibility that a group signature scheme which satisfies

selfless anonymity [28] can be constructed from a OWF since a conversion from a selfless

anonymous group signature scheme to a PKE scheme is not known. In the next section,

we discuss the minimal assumptions of selfless anonymous group signature.

5.2 A Construction of a Selfless Anonymous Group

Signature Scheme without a Public Key Encryp-

tion Scheme

In this section, we give a construction of a selfless anonymous group signature scheme

without any PKE scheme. Concretely, we construct a selfless anonymous group signa-

ture scheme from a SKE scheme, a commitment scheme, a digital signature scheme,

and a NIZK proof system. Here, we require that the underlying SKE scheme satisfies
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the following properties: ciphertext-pseudorandomness and key-robustness. Intuitively,

ciphertext-pseudorandomness ensures that it is hard to distinguish a ciphertext from a

random value. In addition, key-robustness ensures that for any two random keys it is

hard to find a ciphertext that is not decrypted to ⊥ under both keys.

Moreover, we give a construction of the underlying SKE scheme from a PRF. This

means that a SKE scheme with ciphertext-pseudorandomness and key-robustness can be

constructed from a OWF since a PRF can be constructed from a OWF.

Camenisch and Groth [34] showed a construction of selfless anonymous group signa-

ture schemes. Although our construction is different from that of Camenisch and Groth,

these claimed results are same (that is, a selfless anonymous group signature scheme can

be constructed from a OWF and a NIZK proof system). We here give full proofs of our

scheme while Camenisch and Groth provided only proof sketches.

5.2.1 High Level Idea

In this section, we firstly consider the construction in which a SKE scheme is simply used

instead of a PKE scheme for the BMW construction, and point out some issues of this

simple construction. Then, we give a high level idea to overcome these issues.

The Problems in the Simple SKE-based BMW Construction. Here, we simply

replace a PKE scheme with a SKE scheme in the BMW construction. In this construction,

the encryption key used in signing and the opening key are the secret key of the SKE

scheme. Since the encryption key is necessary to generate a ciphertext C that is a part of a

signature, a signer needs to possess the SKE secret key as a part of the signing key.1 This

means that an adversary who has the signing key used in generating a group signature

σ = (C, π) can decrypt C and easily identify the signer. Therefore, the group signature

in the SKE-based construction does not satisfy full anonymity. On the other hand,

one might think that this modified group signature scheme satisfies selfless anonymity.

However in fact, the scheme does not satisfy selfless anonymity. In the following, we point

out three problems of this construction.

The first problem is that there is a possibility of leaking the signer identity from the

ciphertext C. Since the SKE secret key used in signing is different by users in the SKE-

based construction, this problem might occur. Strictly speaking, it does not happen that

the SKE secret key is leaked from a ciphertext since it contradicts the CPA security of the

SKE scheme. However, it may occur that for two ciphertexts an adversary can distinguish

1If all the users use the same SKE secret key k, the group signature does not satisfy anonymity since
they can open group signatures generated by other users using the key k. Therefore, we need to provide
n secret keys k1, . . . , kn of the SKE scheme where n is the number of users, and each user i possesses a
key ki.
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whether they are encrypted under the same key. If the adversary can distinguish it, he

also can break the anonymity of the group signature scheme by comparing the challenge

signature and the signature that is given from the signing oracle. Therefore, we cannot

prevent such attacks only by requiring the CPA security for the underlying SKE scheme.

Second, there is a possibility that the opener cannot open signatures correctly. Let

ki be the SKE secret key for the user i. The opener has n secret keys k1, . . . , kn as the

opening key. For opening a group signature σ = (C, π), the opener tries to decrypt C

by all the secret keys k1, . . . , kn and outputs the decryption result under the key which

does not induce ⊥ since he does not know which secret key is used in generating a

ciphertext C. However, if there exist more than two such keys, the opener cannot decide

which decryption result is the real one. That is, he cannot determine the opening result

uniquely.

Lastly, there exist attacks that break the traceability. We show the way to con-

struct a forgery in the following. First, the user i in the group generates a signature s

under his signing key ski. Second, he computes a ciphertext C∗ that is an encryption

of the message ⟨i, vki, certi, s⟩ by using the key k̂ /∈ {k1, . . . , kn} generated by himself,

and makes a proof π∗ that s and C∗ are honestly generated. More precisely, the user

generates a proof π∗ that proves the equations (a) SKE.Enc(k̂, ⟨i, vki, certi, s⟩;R) = C∗,

(b) SIG.Verify(vk, (⟨i, vki⟩, certi)) = 1, and (c) SIG.Verify(vki, (m, s)) = 1 for the statement

x = ⟨vk,m,C⟩ and the witness w = ⟨i, vki, certi, s, R, k̂⟩. Then, he outputs the group

signature σ∗ = (C∗, π∗) as a forgery. The group signature is valid since the proof π∗

is accepted by the verification algorithm. However, it is untraceable since the opener

does not have the key k̂ and cannot extract the signer’s identity. Therefore, the group

signature is a forgery that breaks the traceability.

From these problems, the simple construction in which we replace a PKE scheme with

the SKE scheme for the BMW construction does not achieve selfless anonymity.

The High Level Idea to Overcome the Problems. To settle the first problem, we

additionally require the underlying SKE scheme to be key-anonymous. Intuitively, key-

anonymity ensures that for two ciphertexts it is difficult to distinguish whether they are

encrypted under the same key. By this new security requirement, we can prevent attacks

to compare the challenge signature and the signature that is given from the signing oracle.

We solve the second problem by additionally requiring key-robustness for the under-

lying SKE scheme. Intuitively, key-robustness ensures that for any two random keys it

is hard to find a ciphertext that is not decrypted to ⊥ under both keys. If the SKE

scheme satisfies key-robustness and the ciphertext C is encrypted under one of the keys

k1, . . . , kn, there exists only one index i ∈ [1, n] such that SKE.Dec(ki, C) ̸= ⊥ with high

probability. Therefore by introducing key-robustness to the SKE scheme, the opener can
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determine the opening result uniquely with high probability.

For the third problem, we add a commitment scheme as a building block for ensuring

that the SKE key ki used in generating group signatures is issued by the group manager.

Then in our construction, the group manager computes the commitment ci of the key ki

for i ∈ [1, n], and publishes the commitments c1, . . . , cn as a part of the group public key.

Each user i possesses the randomness ri used in committing ki as a part of his signing

key. Then, he additionally proves that at least one commitment c∗ ∈ {c1, . . . , cn} contains
the key ki by the NIZK proof system. By doing so, if the uncommitted key k̂ is used to

generate a group signature, it will be rejected by the verification algorithm.

5.2.2 Description

In this section, we describe the construction of a selfless anonymous group signature

scheme. At first, we explain the construction methodology based on the idea presented

in the previous section. After that, we slightly change the construction for simplic-

ity. We explain this change in the paragraph “The Simplification of the Construc-

tion” in this section. In the construction, we use a SKE scheme SKE = (SKE.Gen,

SKE.Enc, SKE.Dec), a commitment scheme COM = (COM.Setup,Commit), a signature

scheme SIG = (SIG.Gen, SIG.Sign, SIG.Verify), and a NIZK proof system PL = (ZK.Gen,

ZK.Prove,ZK.Verify) as building blocks. We mention the language L for which the proof

system proves the membership in the last of this section.

For the BMW construction, we replace a PKE scheme with a SKE scheme, and

additionally require key-anonymity and key-robustness to the SKE scheme. Moreover, to

certify the SKE secret keys we introduce a commitment scheme as an additional building

block. Specifically, the group manager computes ci ← Commitck(ki; ri) for each key ki

and publishes the list T = {c1, . . . , cn} in a group public key gpk. Each user i has the

randomness ri as a part of his signing key. When the user i generates a group signature,

for the statement x = ⟨vk,m,C, T, ck⟩ and the witness w = ⟨i, vki, certi, s, R, ki, ri⟩ he
proves the equation

(∗) Commitck(ki; ri) = c1 ∨ . . . ∨ Commitck(ki; ri) = cn

in addition to the equations (a) SKE.Enc(ki, ⟨i, vki, certi, s⟩;R) = C, (b) SIG.Verify(vk, (⟨i,
vki⟩, certi)) = 1, and (c) SIG.Verify(vki, (m, s)) = 1. By doing this, it can be ensured

that the key ki used to generate C is certified by the group manager. Intuitively, if an

adversary generates a group signature by using an uncommitted key k̂ ̸∈ {k1, . . . , kn} and
a randomness r̂, and the group signature is valid, there exists at least one index i ∈ [1, n]

such that Commitck(k̂; r̂) = ci from the equation (∗). However, the situation happens with

negligible probability by the binding property of the underlying commitment scheme.
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Also, the information of the key ki is not leaked from the commitment ci by the hiding

property.2

The Simplification of the Construction. We give further two modifications for the

construction explained above.

First, for simplicity of proofs, we require ciphertext-pseudorandomness instead of CPA

security and key-anonymity to be satisfied by the SKE scheme. Intuitively, ciphertext-

pseudorandomness ensures that an adversary who does not possess a secret key cannot

distinguish a ciphertext generated by the encryption algorithm and a random value in

the ciphertext space. Thus, ciphertext-pseudorandomness implies CPA security and key-

anonymity.

Second, a pair of the user ID and his verification key ⟨i, vki⟩ is committed with his

SKE key ki, and then the group manager omits to issue the certificate certi ← SIG.Sign(sk,

⟨i, vki⟩). More precisely for each user i, the group manager computes a commitment ci ←
Commitck(⟨i, vki, ki⟩; ri), and publishes the list T = {c1, . . . , cn} where ri is a randomness.

Each user i possesses the randomness ri as a part of the signing key gski. When the user i

generates a group signature, he proves the equations

(ã) SKE.Enc(ki, ⟨i, vki, s⟩;R) = C,

(b̃) SIG.Verify(vki, (m, s)) = 1

(c̃) Commitck(⟨i, vki, ki⟩; ri) = c1 ∨ . . . ∨ Commitck(⟨i, vki, ki⟩; ri) = cn

for the statement x = ⟨m,C, T, ck⟩ and the witness w = ⟨i, vki, s, R, ki, ri⟩. In the equa-

tion (c̃), it can be ensured that the verification key vki is certified by the group manager

by the binding of the commitment scheme.

We give our selfless anonymous group signature scheme in Figure 5.1. In our construc-

tion, when for a statement x = ⟨m,C, T, ck⟩ and a witness w = ⟨i, vki, s, R, ki, ri⟩, the
equations (ã), (b̃), and (c̃) hold, we say that x and w satisfy the relation RL. Moreover for

a statement x = ⟨m,C, T, ck⟩, if there exists a witness ⟨i, vki, s, R, ki, ri⟩ which satisfies

the equations, we say that the statement belongs to the language L and denote x ∈ L.

The Correctness of the Scheme. We prove the correctness of the scheme in the

following theorem.

2Some readers may think that it is natural to certify the SKE key ki by generating a signature of
ki under the group manager’s signing key sk as with the user’s verification key vki. However, if do so,
the signature of ki will be encrypted under ki in signing procedure for group signatures. That is, the
circularity happens, and we need to require an additional security of the SKE scheme. Since it is not
clear that such a SKE scheme can be constructed from a OWF, we use a commitment scheme.

37



GS.Gen(1λ, 1n):
crs← ZK.Gen(1λ); ck← COM.Setup(1λ)
For 1 ≤ i ≤ n:
ki ← SKE.Gen(1λ); (vki, ski)← SIG.Verify(1λ)

ri
$←− {0, 1}λ; ci ← Commitck(⟨i, vki, ki⟩; ri)

T ← {c1, . . . , cn}; gpk← (crs, ck, T ); ok← (k1, . . . , kn)
gski ← (i, vki, ski, ki, ri); gsk← {gsk1, . . . , gskn}

Return (gpk, ok,gsk)
GS.Sign(gski,m):
(i, vki, ski, ki, ri)← gski; s← SIG.Sign(ski,m)

R
$←− R; C ← SKE.Enc(ki, ⟨i, vki, s⟩;R)

π ← ZK.Prove(crs, ⟨m,C, T, ck⟩, ⟨i, vki, s, R, ki, ri⟩); σ ← (C, π)
Return σ
GS.Verify(gpk, (m,σ)):
(crs, ck, T )← gpk; (C, π)← σ

Return ZK.Verify(crs, ⟨m,C, T, ck⟩, π)
GS.Open(gpk, ok, (m,σ)):
(crs, ck, T )← gpk; (k1, . . . , kn)← ok; (C, π)← σ
If GS.Verify(gpk, (m,σ)) = 0, return ∅
If ∀i ∈ [1, n], SKE.Dec(ki, C) = ⊥ then return ⊥
If ∃i ̸= j, SKE.Dec(ki, C) ̸= ⊥ ∧ SKE.Dec(kj, C) ̸= ⊥ then return ⊥
⟨i, vki, s⟩ ← SKE.Dec(ki, C)
If i ̸∈ [1, n], return ⊥

Otherwise return i

Figure 5.1: A Construction of Selfless Anonymous Group Signature Scheme without a
Public Key Encryption Scheme

SKE = (SKE.Gen, SKE.Enc, SKE.Dec) is a SKE scheme, COM = (COM.Setup,Commit)
is a commitment scheme, SIG = (SIG.Gen, SIG.Sign, SIG.Verify) is a signature scheme,
and PL = (ZK.Gen,ZK.Prove,ZK.Verify) is a NIZK proof system. The language L is a
collection of statements for which there exists a witness that satisfies the equations (ã),
(b̃), and (c̃) defined in Section 5.2.2.

Theorem 5.2.1. The group signature scheme ΠGS is correct if the underlying SKE

scheme satisfies key-robustness and correctness, the underlying signature scheme satis-

fies correctness, and the underlying NIZK proof system satisfies completeness.

Proof. We prove that for all the user IDs i and all the messages m ∈M, the probability

Pr[ GS.Verify(gpk, (m,σ)) = 0 ∨ i ̸= i′ | (gpk, ok,gsk)← GS.Gen(1λ, 1n);

σ ← GS.Sign(gski,m);

i′ ← GS.Open(gpk, ok, (m,σ)) ]

(5.1)
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is negligible. When we omit the conditional part of the above probability, it holds that

Pr[ GS.Verify(gpk, (m,σ)) = 0 ∨ i ̸= i′ ] ≤ Pr[ GS.Verify(gpk, (m,σ)) = 0 ] + Pr[ i ̸= i′ ].

From the correctness of the underlying SKE scheme, the correctness of the underlying

signature scheme, and the completeness of the underlying NIZK proof system, it holds

that Pr[GS.Verify(gpk, (m,σ)) = 1] = 1. Therefore, Pr[GS.Verify(gpk, (m,σ)) = 0] =

1− Pr[GS.Verify(gpk, (m,σ)) = 1] = 0. Then, we prove that Pr[i ̸= i′] is negligible. The

probability Pr[i ̸= i′] can be converted and we explain the conversion in the following.

Pr[ i ̸= i′ ]
(A)
= Pr[ ∃j ̸= i, SKE.Dec(kj, C) ̸= ⊥

| (gpk, ok,gsk)← GS.Gen(1λ, 1n); σ ← GS.Sign(gski,m) ]

(B)

≤
∑
j ̸=i

Pr[ SKE.Dec(kj, C) ̸= ⊥

| (gpk, ok,gsk)← GS.Gen(1λ, 1n); σ ← GS.Sign(gski,m) ]

(C)

≤ n · Pr[ SKE.Dec(k1, C) ̸= ⊥

| (gpk, ok,gsk)← GS.Gen(1λ, 1n); σ ← GS.Sign(gski,m) ]

(D)

≤ n · Advkey-robustSKE,A (λ)

Here, ki (resp. kj) is a secret key of the user i (resp. j) which is generated in the

key generation, and C is the ciphertext included in the signature σ. When a group

signature σ = (C, π) is honestly produced under the user i’s signing key gski = (i,

vki, ski, ki, ri), it holds that GS.Verify(gpk, (m,σ)) = 1, that is, the GS.Open algorithm

never outputs ∅. Since the ciphertext C is decrypted to the message ⟨i, vki, s⟩ under
ki, it holds that SKE.Dec(ki, C) ̸= ⊥. Therefore if it holds that SKE.Dec(kj, C) = ⊥
for all the other indices j ∈ [1, n], the GS.Open algorithm outputs a user ID i (i.e.,

GS.Open(gpk, ok, (m,σ)) = i). In the case that the opening result i′ is different from the

value i, it holds that SKE.Dec(kj, C) ̸= ⊥ for some index j ∈ [1, n] which is different from

i. Therefore, we can get the equality (A). Also, we obtain the inequality (B) by the union

bound and the inequality (C) from the fact that the probability Pr[SKE.Dec(kj, C) ̸= ⊥]
is symmetrical with respect to the index j. Furthermore, we obtain the inequality (D)

by constructing the following adversary A for the key-robustness of the underlying SKE

scheme.

A(k, k̃) : ck← COM.Setup(1λ); (vki, ski)← SIG.Gen(1λ); k1 ← k̃

ri
$←− {0, 1}λ; ci ← Commitck(⟨i, vki, k⟩; ri); s← SIG.Sign(ski,m)

Return C ← SKE.Enc(k, ⟨i, vki, s⟩)

39



In the above, the distribution of C is the same as that in ΠGS. If SKE.Dec(k1, C) ̸= ⊥,
A breaks the key-robustness for the SKE scheme, and then we obtain the inequality (D).

Since the underlying SKE scheme is key-robust and n is polynomial in λ, the probability

n ·Advkey-robustSKE,A (λ) is negligible. Thus, since the probability (5.1) is negligible, our scheme

ΠGS satisfies correctness.

5.2.3 Security Proof

In this section, we prove that the scheme given in Section 5.2.2 satisfies selfless anonymity

and traceability. First, we give a proof of the selfless anonymity.

Theorem 5.2.2. The scheme ΠGS is selfless anonymous if the underlying NIZK proof

system is zero-knowledge, the underlying commitment scheme is computational hiding,

and the underlying SKE scheme is ciphertext-pseudorandom.

Proof. Let A be an adversary that attacks selfless anonymity of ΠGS. We consider the

following sequence of games. Let Suci denote the event that A succeeds in guessing the

challenge bit in Game i.

[Game 0]: This is the experiment ExpanonΠGS,A(λ, n) itself. For the sake of convenience, we

choose a challenge bit b ∈ {0, 1} at the beginning of the game. This change does not

have an effect on the behavior of the adversary A.

[Game 1]: Same as Game 0, except that a common reference string and proofs for the

NIZK proof system are produced by using the simulator S = (S1, S2). Specifically, a

common reference string crs is generated using the algorithm S1 instead of the algorithm

G, and proofs π are generated using the algorithm S2 instead of the algorithm P. The

proof π∗ in the challenge signature σ∗ = (C∗, π∗) is also generated by the algorithm S2.

[Game 2]: In this game, we change the message committed in the commitment cib where

b is a challenge bit. More precisely, the message 0|⟨ib,vkib ,kib ⟩| is committed to cib instead

of ⟨ib, vkib , kib⟩. That is, cib ← Commitck(0
|⟨ib,vkib ,kib ⟩|; rib) where rib is a randomness.

[Game 3]: In Game 3, the message 0|⟨i1−b,vki1−b
,ki1−b

⟩| is committed to the commitment ci1−b

instead of the message ⟨i1−b, vki1−b
, ki1−b

⟩. That is, ci1−b
← Commitck(0

|⟨i1−b,vki1−b
,ki1−b

⟩|;

ri1−b
) where ri1−b

is a randomness.

[Game 4]: Throughout this game, a ciphertext C is chosen uniformly at random from

the ciphertext space C when group signatures σ = (C, π) for the user ib are generated.

This means that the ciphertext C∗ in the challenge signature is also an uniformly random

value.

[Game 5]: In Game 5, a ciphertext C is chosen uniformly at random from the space C
when generating group signatures σ = (C, π) for the user i1−b.
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For A’s advantage AdvanonΠGS,A(λ),

AdvanonΠGS,A(λ) =
∣∣Pr[Suc0]− 1/2

∣∣
≤

4∑
i=0

∣∣Pr[Suci]− Pr[Suci+1]
∣∣+ ∣∣Pr[Suc5]− 1/2

∣∣
holds. Moreover, the following lemmas hold.

Lemma 5.2.1. There exists a PPT algorithm B1 such that
∣∣Pr[Suc0] − Pr[Suc1]

∣∣ =

AdvzkPL,B1
(λ).

Proof. Let B1 be an adversary that attacks the zero-knowledge of the NIZK proof system.

At the beginning of the game with A, the algorithm B1 chooses a bit β uniformly at

random. Then, B1 generates an instance of the selfless anonymity game except for a

common reference string, and uses the common reference string crs which is given by the

challenger of the zero-knowledge game. When A queries a message m to the SignB (B ∈
{0, 1}) oracle, B1 operates by using the key gskiB = (iB, vkiB , skiB , kiB , riB) he possesses

as follows.

1. Generate a signature s← SIG.Sign(skiB ,m).

2. Sample a randomness R and compute C ← SKE.Enc(kiB , ⟨iB, vkiB , s⟩;R).

3. Query (x,w) to the oracle of the zero-knowledge game and obtain a proof π where

x = ⟨m,C, T, ck⟩ and w = ⟨iB, vkiB , s, R, kiB , riB⟩.

4. Return σ = (C, π) to the adversary A.

When getting a challenge query, B1 answers the query as with signing queries by using

his proof oracle of the zero-knowledge game. Finally, when A terminates with a bit β′,

the algorithm B1 outputs b′ = 1 if β′ = β otherwise outputs b′ = 0.

If the common reference string that B1 is given by the challenger is generated by the

algorithm ZK.Gen, and the oracle which B1 accesses is the oracle ZK.Prove(crs, ·, ·), B1
perfectly simulates Game 0 forA. On the other hand, if the common reference string given

by the challenger is generated by the simulator S, and the oracle which B1 accesses is the
oracle constructed from S, B1 perfectly simulates Game 1 for A. Therefore, it holds that
AdvzkPL,B1

(λ) =
∣∣Pr[ExpproofPL,B1

(λ) = 1]−Pr[Expsim-proof
PL,B1

(λ) = 1]
∣∣ = ∣∣Pr[Suc0]−Pr[Suc1]

∣∣.
Lemma 5.2.2. There exists a PPT algorithm B2 such that

∣∣Pr[Suc1] − Pr[Suc2]
∣∣ = 2 ·

AdvhidingCOM,B2
(λ).

41



Proof. Let B2 be an adversary that attacks the hiding of the commitment scheme. At

first, B2 chooses a challenge bit β ∈ {0, 1} uniformly at random. B2 is given a commitment

key ck from the challenger, and two user IDs i0 and i1 from the adversary A. Also, B2
generates a common reference string crs′ by using the algorithm S1. For the user i except

for iβ, B2 generates signature keys gski and commitments ci by following algorithms of

ΠGS. In terms of the user iβ, a key pair (vkiβ , skiβ) is generated following the scheme ΠGS,

and a commitment ciβ is produced as follows.

1. Generate kiβ ← SKE.Gen(1λ).

2. Send (0|⟨iβ ,vkiβ ,kiβ ⟩|, ⟨iβ, vkiβ , kiβ⟩) to the challenger as a challenge and obtain a com-

mitment c∗.

3. Set ciβ ← c∗.

We note that B2 cannot obtain the iβ’s whole signing key gskiβ since he does not know

the randomness used in generating the commitment c∗. However, since the user iβ is one

of challenge users, B2 does not have to give the key gskiβ to A. Moreover for signing

queries of iβ from A, the algorithm B2 can produce a signature σ = (C, π) without the

randomness by using the trapdoor td obtained in generating crs′. Specifically, when A
queries a message m to the SignB (B ∈ {0, 1}) oracle, B2 answers as follows.

1. Generate a signature s← SIG.Sign(skiB ,m).

2. Sample a randomness R and compute C ← SKE.Enc(kiB , ⟨iB, vkiB , s⟩;R).

3. Compute a proof π ← S2(crs
′, td, x) where x = ⟨m,C, T, ck⟩.

4. Return σ = (C, π) to the adversary A.

B2 can generate a challenge signature in the same way. For a conclusive output β′ of

A, B2 returns b′ = 1 if β′ is same as the bit β that he chose at the beginning of the game,

and b′ = 0 otherwise.

In this situation, if b = 0, the commitment ciβ for the challenge user iβ is ciβ ←
Commitck(0

|⟨iβ ,vkiβ ,kiβ ⟩|; riβ). That is, B2 perfectly simulates Game 2 for A. On the other

hand, if b = 1, the commitment ciβ is ciβ ← Commitck(⟨iβ, vkiβ , kiβ⟩; riβ), and then B2
perfectly simulates Game 1 for A. Therefore, AdvhidingCOM,B2

(λ) =
∣∣Pr[b = b′] − 1/2

∣∣ =

1/2 ·
∣∣Pr[b′ = 1|b = 1]− Pr[b′ = 1|b = 0]

∣∣ = 1/2 ·
∣∣Pr[Suc1]− Pr[Suc2]

∣∣ holds.
Lemma 5.2.3. There exists a PPT algorithm B3 such that

∣∣Pr[Suc2] − Pr[Suc3]
∣∣ = 2 ·

AdvhidingCOM,B3
(λ).
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Proof. Let B3 be an adversary for the hiding of the underlying commitment scheme. B3
operates as with B2 except for the way to generating the commitments for iβ and i1−β.

Roughly speaking, B3 commits a message 0|⟨iβ ,vkiβ ,kiβ ⟩| to the commitment ciβ . Also, ci1−β

is computed in the same way to generate ciβ in Lemma 8.3.2, that is, B3 generates ci1−β

by accessing the challenge oracle of the hiding game. The detailed B3’s operation is

described as follows.

In the beginning of the game, B3 chooses a challenge bit β ∈ {0, 1} uniformly at

random. He obtains a commitment key from the challenger, and user IDs i0 and i1

from the adversary A. The algorithm B3 generates a common reference string crs′ by

using S1. Also he produces signing keys gski for the user i except for users iβ and

i1−β, and commitments ci by following algorithms of the scheme ΠGS. In terms of the

user iβ, B3 generates a key pair (vkiβ , skiβ) by following the scheme ΠGS and a key kiβ ←
SKE.Gen(1λ), and computes a commitment ciβ ← Commitck(0

|⟨iβ ,vkiβ ,kiβ ⟩|; riβ). In terms

of the user i1−β, a key pair (vki1−β
, ski1−β

) is generated following the scheme ΠGS. In the

same way to generate ciβ in Lemma 8.3.2, a commitment ci1−β
is produced as follows.

B3 generates ki1−β
← SKE.Gen(1λ), sends (0|⟨i1−β ,vki1−β

,ki1−β
⟩|, ⟨i1−β, vki1−β

, ki1−β
⟩) to the

challenger as a challenge, and obtains a commitment c∗. Then, he sets ci1−β
← c∗. With

the same discussion in Lemma 8.3.2, B3 cannot obtain the i1−β’s whole signing key gski1−β
.

However, B3 can simulate the game since he does not have to give the key gski1−β
to A

and can produce a signature σ = (C, π) without the randomness by using the trapdoor td.

For a conclusive output β′ of A, B3 returns b′ = 1 if β′ is same as the bit β that he chose

at the beginning of the game, and b′ = 0 otherwise.

In the case b = 0, the commitment ci1−β
for the user i1−β is ci1−β

←
Commitck(0

|⟨i1−β ,vki1−β
,ki1−β

⟩|; ri1−β
), and then B3 perfectly simulates Game 3 for A. On

the other hand, if b = 1, the commitment ci1−β
is ci1−β

← Commitck(⟨i1−β, vki1−β
, ki1−β

⟩;
ri1−β

), and B3 perfectly simulates Game 2 for A. Thus as with Lemma 8.3.2, we get

AdvhidingCOM,B3
(λ) = 1/2 ·

∣∣Pr[Suc2]− Pr[Suc3]
∣∣.

Lemma 5.2.4. There exists a PPT algorithm B4 such that
∣∣Pr[Suc3] − Pr[Suc4]

∣∣ =

AdvrandomSKE,B4
(λ).

Proof. Let B4 be an adversary for the ciphertext-pseudorandomness of the underlying

SKE scheme. At the beginning of the game with the adversary A, B4 chooses a challenge

bit β ∈ {0, 1}. B4 generates a common reference string crs′ by the algorithm S1, and

computes signing keys gski and commitments ciby following the scheme ΠGS except for

iβ and i1−β. With respect to the user iβ, B4 computes elements in a signing key gskiβ
except for a SKE key kiβ , and lets a commitment ciβ be ciβ ← Commitck(0

|⟨iβ ,vkiβ ,kiβ ⟩|; riβ).

For the user i1−β, the algorithm B4 generates a SKE key ki1−β
and computes ci1−β

←
Commitck(0

|⟨i1−β ,vki1−β
,ki1−β

⟩|; ri1−β
). B4 answers signing queries and the challenge query
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from A as follows. First, we consider the case that A queries a message m to the oracle

SignB (B ∈ {0, 1}). If B = 1−β, it is easy to answer the query since B4 has the iB’s whole
signing key gskiB including the key kiB . On the other hand, if B = β, B4 replies to the

signing query using the oracle of the ciphertext-pseudorandomness game. Specifically, he

computesM = ⟨iβ, vkiβ , SIG.Sign(skiβ ,m)⟩ and queriesM to the encryption oracle. Then,

B4 computes π ← S2(crs
′, td, ⟨m,C, T, ck⟩) and returns a group signature σ = (C, π) to A

where C is the ciphertext that B4 obtains from the oracle. In the same way, B4 answers

the challenge query on a message m∗ by using his oracle. For a conclusive output β′ of

A, B4 returns b′ = 1 if β′ is same as the bit β, and b′ = 0 otherwise.

In the case that the oracle B4 accesses is the SKE.Enc(k, ·) oracle, ciphertexts in the

group signatures of the user iβ are generated by the SKE.Enc algorithm. Therefore,

B4 perfectly simulates Game 3 for A. On the other hand in the case that the oracle

B4 accesses is the CRand oracle, ciphertexts in the group signatures of the user iβ are

uniformly random values sampled from the ciphertext space C. Then, B4 perfectly sim-

ulates Game 4 for A. Thus, it holds that AdvrandomSKE,B4
(λ) =

∣∣Pr[AS.Enc(k,·)(λ) = 1 | k ←
S.Gen(1λ)] − Pr[ACRand(·)(λ) = 1]

∣∣ = ∣∣Pr[β′ = β in Game 3] − Pr[β′ = β in Game 4]
∣∣ =∣∣Pr[Suc3]− Pr[Suc4]

∣∣.
Lemma 5.2.5. There exists a PPT algorithm B5 such that

∣∣Pr[Suc4] − Pr[Suc5]
∣∣ =

AdvrandomSKE,B5
(λ).

Proof. Let B5 be an adversary which attacks the ciphertext-pseudorandomness of the

SKE scheme. B5 operates as with B4 except for the way to answer queries for the oracle

SignB (B ∈ {0, 1}) and the challenge oracle. Roughly speaking, if B = β for signing

queries, B5 samples a ciphertext C uniformly at random from the ciphertext space C,
simulates π by using the simulator S2, and returns σ = (C, π). For the challenge query,

B5 replies in the same way. If B = 1 − β, B5 answers a query by using his encryption

oracle as with the case of B = β for the algorithm B4. The detailed B5’s operation is

described as follows.

At the beginning of the game, B5 chooses a challenge bit β ∈ {0, 1}. B5 generates a

common reference string crs′ by the algorithm S1, and computes signing keys gski and

commitments ci except for iβ and i1−β following the scheme ΠGS. For the user iβ, B5 gen-
erates the signing key gskβ by following the algorithm of ΠGS, and lets a commitment ciβ
be ciβ ← Commitck(0

|⟨iβ ,vkiβ ,kiβ ⟩|; riβ). In terms of the user i1−β, B5 computes all the ele-

ments in a signing key gski1−β
except for a SKE key ki1−β

, and lets a commitment ci1−β
be

ci1−β
← Commitck(0

|⟨i1−β ,vki1−β
,ki1−β

⟩|; ri1−β
). The algorithm B5 answers signing queries and

the challenge query from A as follows. First, we explain the case that A queries a mes-

sagem to the oracle SignB (B ∈ {0, 1}). If B = β, B5 samples a ciphertext C uniformly at

random from the ciphertext space C and computes π ← S2(crs
′, td, ⟨m,C, T, ck⟩). Then
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he returns σ = (C, π) as a signature of a message m to A. In the same way for the

challenge query, B5 samples C∗ from the space C uniformly at random, simulates a proof

π∗ using the algorithm S2, and returns the challenge signature σ∗ = (C∗, π∗). In the case

that A queries the oracle Sign1−β on a message m, B5 answers the query by using the en-

cryption oracle of the ciphertext-pseudorandomness game. More precisely, B5 computes

M = ⟨i1−β, vki1−β
, SIG.Sign(ski1−β

,m)⟩, queries M to the encryption oracle, and obtains

a ciphertext C. Then, he computes a proof π ← S2(crs
′, td, ⟨m,C, T, ck⟩) and returns

a group signature σ = (C, π) to the adversary A. For a conclusive output β′ of A, B5
returns b′ = 1 if β′ is same as the bit β, and b′ = 0 otherwise.

If B5 accesses the S.Enc(k, ·) oracle, the ciphertexts in group signatures for the

user i1−β are generated by the encryption algorithm SKE.Enc. Then, B5 perfectly simu-

lates Game 4 for A. On the other hand, if B5 accesses the CRand oracle, the ciphertexts

in group signatures for the user i1−β are chosen uniformly at random from the cipher-

text space C. Therefore, B5 perfectly simulates Game 5 for A. That is, it holds that

AdvrandomSKE,B5
(λ) =

∣∣Pr[AS.Enc(k,·)(λ) = 1 | k ← SKE.Gen(1λ)] − Pr[ACRand(·)(λ) = 1]
∣∣ =∣∣Pr[β′ = β in Game 4]− Pr[β′ = β in Game 5]

∣∣ = ∣∣Pr[Suc4]− Pr[Suc5]
∣∣.

In Game 5, the choice of the challenge bit b and the distribution of the challenge

signature σ∗ = (C∗, π∗) are independent. Moreover, the instance of the selfless anonymity

game and the responses of queries are symmetrical with respect to the challenge users i0

and i1. Thus, we can say that Pr[Suc5] = 1/2. From this fact and Lemma 8.3.1 to Lemma

8.3.5, we get

AdvanonΠGS,A(λ, n) ≤
4∑

i=0

∣∣Pr[Suci]− Pr[Suci+1]
∣∣+ ∣∣Pr[Suc5]− 1/2

∣∣
≤AdvzkPL,B1

(λ) + AdvhidingCOM,B2
(λ) + AdvhidingCOM,B3

(λ)

+ AdvrandomSKE,B4
(λ) + AdvrandomSKE,B5

(λ).

Since the choice of the parameter n and the adversary A is arbitrarily, our scheme ΠGS

satisfies selfless anonymity.

Remark. In order to investigate the feasibility of constructing group signature schemes

with minimum security requirements, we employ selfless CPA-anonymity in which an

adversary is not allowed to access the open oracle. However, a OWF and a NIZK proof

system are still enough to construct a selfless CCA-anonymous group signature scheme in

the standard model. Briefly, the underlying SKE scheme is replaced to a tag-based CCA

secure SKE scheme, a strong one-time signature scheme is employed in such a way that

a one-time verification key is used as a tag of the SKE scheme, and a strong one-time

signature for the ciphertext and a NIZK proof is generated. Since a tag-based CCA secure
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SKE scheme can be constructed from a OWF by slightly modifying our SKE scheme and a

strong one-time signature scheme also can be constructed from a OWF [98, 92], a selfless

CCA-anonymous group signature scheme can also be constructed from a OWF and a

NIZK proof system in the standard model. We will give the detail of the construction of

a selfless CCA-anonymous group signature scheme in the full version of this thesis.

Next, we prove that our group signature scheme is traceable.

Theorem 5.2.3. The scheme ΠGS is traceable if the underlying NIZK proof system sat-

isfies soundness, the underlying commitment scheme is statistical binding, the underlying

SKE scheme satisfies key-robustness, and the underlying signature scheme satisfies EUF-

CMA security.

Proof. LetA be an adversary that attacks traceability of ΠGS. We can classifyA’s forgery
(m∗, (C∗, π∗)) into the following types. In the following, ki is a SKE key of the user i, ck

is a commitment key, and T is the set of commitments ci for ⟨i, vki, ki⟩.

Type 1: It holds that ⟨m∗, C∗, T, ck⟩ ̸∈ L.
Type 2: It holds that ⟨m∗, C∗, T, ck⟩ ∈ L, and there exist two indices i ∈ [1, n] such that

⊥ ̸= SKE.Dec(ki, C
∗).

Type 3: It holds that ⟨m∗, C∗, T, ck⟩ ∈ L, and for all i ∈ [1, n], SKE.Dec(ki, C
∗) = ⊥

holds.

Type 4: It holds that ⟨m∗, C∗, T, ck⟩ ∈ L, there exists exact one index i ∈ [1, n] such that

SKE.Dec(ki, C
∗) ̸= ⊥, and i∗ ̸∈ [1, n] for the decryption result ⟨i∗, vk∗, s∗⟩.

Type 5: It holds that ⟨m∗, C∗, T, ck⟩ ∈ L, there exists exact one index i ∈ [1, n] such that

SKE.Dec(ki, C
∗) ̸= ⊥, and i∗ ∈ [1, n] for the decryption result ⟨i∗, vk∗, s∗⟩.

Let Ej denote the event that A outputs a forgery which is in Type j. For each event,

the following lemmas hold.

Lemma 5.2.6. There exists a PPT algorithm B1 such that Pr[E1] ≤ AdvsoundPL,B1
(λ).

Proof. Let B1 be an adversary who attacks the soundness for the NIZK proof sys-

tem. B1 generates the instance of the scheme ΠGS except for a common reference

string. He uses the common reference string given by the challenger of the soundness

game. Since B1 has all the user signing keys, he can easily simulate the Sign oracle

and the Corrupt oracle. When A terminates with an output (m∗, (C∗, π∗)), B1 outputs

(x∗, π∗) = (⟨m∗, C∗, T, ck⟩, π∗) as a forgery in the soundness game.

If the event E1 occurs, it holds that x∗ ̸∈ L and ZK.Verify(crs, ⟨m∗, C∗, T, ck⟩, π∗) = 1

from the winning condition of A and the condition of Type 1. Thus, (x∗, π∗) is a forgery

for the soundness of the NIZK proof system. Then, we get Pr[E1] ≤ AdvsoundPL,B1
(λ).
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Lemma 5.2.7. There exists a PPT algorithm B2 such that (2/n(n − 1)) · Pr[E2] ≤
Advkey-robustSKE,B2

(λ).

Proof. Let B2 be an adversary who attacks the key-robustness of the SKE scheme. At

the beginning of the game, B2 receives two keys k and k̃ from the challenger of the key-

robustness game. Then, B2 guesses two indices j, j̃ ∈ [1, n] randomly at the beginning

of the game, and sets kj ← k and kj̃ ← k̃. The other user i’s SKE key ki and the other

instance of the scheme ΠGS are generated by B2 himself. As with the algorithm B1 in

Lemma 5.2.6, since B2 has all the users’ signing keys, he is able to answer all the queries

form A. When A terminates with an output (m∗, (C∗, π∗)) and the event E2 occurs, there

exist more than two indices i ∈ [1, n] such that SKE.Dec(ki, C
∗) ̸= ⊥ by the condition of

Type 2. If it does not hold SKE.Dec(kj, C
∗) ̸= ⊥ and SKE.Dec(kj̃, C

∗) ̸= ⊥, B2 aborts

with output ⊥. Otherwise, B2 outputs C∗ as a forgery of the key-robustness for the SKE

scheme.

Since kj = k and kj̃ = k̃ hold if B2 does not abort, we get SKE.Dec(k, C∗) ̸= ⊥ and

SKE.Dec(k̃, C∗) ̸= ⊥. That is, the ciphertext C∗ is a forgery of the key-robustness for

the SKE scheme. Since B2’s prediction of indices j, j̃ ∈ [1, n] and the behavior of A are

independent, it holds that (2/n(n− 1)) · Pr[E2] ≤ Advkey-robustSKE,B2
(λ).

Lemma 5.2.8. There exists an unbounded algorithm B3 such that Pr[E3] ≤
AdvbindingCOM,B3

(λ).

Proof. We define the event Bad as follows.

Bad: For a commitment key ck that is generated in the traceability game, there exists a

pair (M, r, M̂, r̂) such that Commitck(M ; r) = Commitck(M̂ ; r̂) ∧ M ̸= M̂ .

Let B3 be an unbounded algorithm who is given a commitment key ck and attempts to

find the pair (M, r, M̂, r̂) such that Commitck(M ; r) = Comck(M̂ ; r̂)∧M ̸= M̂ in order to

break the statistical binding. Then, it holds that

Pr[E3] =Pr[Bad ∧ E3] + Pr[¬Bad ∧ E3]

≤Pr[Bad] + Pr[¬Bad ∧ E3]

≤AdvbindingCOM,B3
(λ) + Pr[¬Bad ∧ E3].

Moreover, we show that it holds that Pr[¬Bad∧E3] = 0 in the following. By the condition

of the event ¬Bad, there is no pair (M, r, M̂, r̂) such that Commitck(M ; r) = Commitck(M̂ ;

r̂)∧M ̸= M̂ for the commitment key ck given to A. This means that for all the commit-

ments ci in the list T , a pair (⟨i, vki, ki⟩, ri) which satisfies that Commitck(⟨i, vki, ki⟩; ri) =
ci is unique. Also by the condition of Type 3, it holds that x = ⟨m∗, C∗, T, ck⟩ ∈ L. Let
a witness w for the statement x be ⟨i∗, vk∗, s∗, R∗, k∗, r∗⟩. Then for at least one index
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i, it holds that ci = Commitck(⟨i∗, vk∗, k∗⟩; r∗) from the condition (c̃) of belonging the

language L. Therefore, (⟨i∗, vk∗, k∗⟩, r∗) = (⟨i, vki, ki⟩, ri) holds. Moreover since it holds

that C∗ = SKE.Enc(k∗, ⟨i∗, vk∗, s∗⟩;R∗) by the condition (ã) of belonging the language L,

we can get ⊥ ̸= SKE.Dec(k∗, C∗) = SKE.Dec(ki, C
∗). However, this contradicts the latter

part of the condition in Type 3 “for all the indices i ∈ [1, n], it holds that SKE.Dec(ki,

C∗) = ⊥”. Thus, Pr[¬Bad ∧ E3] = 0 holds, and we get Pr[E3] ≤ AdvbindingCOM,B3
(λ).

Lemma 5.2.9. There exists an unbounded algorithm B4 such that Pr[E4] ≤
AdvbindingCOM,B4

(λ).

Proof. As with the proof of Lemma 5.2.8, we define the event Bad. Let B4 be an un-

bounded algorithm who is given a commitment key ck and attempts to find the pair

(M, r, M̂, r̂) such that Commitck(M ; r) = Commitck(M̂ ; r̂) ∧ M ̸= M̂ . As well as the

analysis of the probability Pr[E3], it holds that Pr[E4] ≤ AdvbindingCOM,B4
(λ) + Pr[¬Bad ∧ E4]

for an unbounded algorithm B4. In the following, we prove that Pr[¬Bad ∧ E4] = 0.

By the conditions of Type 4, the statement x = ⟨m∗, C∗, T, ck⟩ is included in the

language L. Therefore, there exists a witness ⟨i∗, vk∗, s∗, R∗, k∗, r∗⟩, and it holds that

SKE.Enc(k∗, ⟨i∗, vk∗, s∗⟩;R∗) = C∗ and Commitck(⟨i∗, vk∗, k∗⟩; r∗) = cj for at least one

index j ∈ [1, n]. Moreover by the condition of the event ¬Bad, a pair (⟨i, vki, ki⟩, ri)
which satisfies that Commitck(⟨i, vki, ki⟩; ri) = ci is unique for all the commitments ci in

the list T . Then, we get ⟨i∗, vk∗, k∗⟩ = ⟨j, vkj, kj⟩, that is, k∗ = kj. By the conditions

of Type 4, kj is the unique key that does not decrypt C∗ to ⊥. Therefore, it holds

that SKE.Dec(kj, C
∗) = ⟨i∗, vk∗, s∗⟩ = ⟨j, vkj, s∗⟩, that is, i∗ = j ∈ [1, n]. However, it

contradicts the conditions of Type 4 “i∗ ̸∈ [1, n]”. Thus, Pr[¬Bad ∧ E4] = 0.

Lemma 5.2.10. There exists a PPT algorithm B5 such that (1/n) · Pr[E5] ≤
Adveuf -cma

SIG,B5
(λ).

Proof. Let B5 be an adversary that attacks the EUF-CMA security of the underlying

signature scheme. B5 guesses an index i∗ ∈ [1, n] randomly at the beginning of the game,

and then sets the key vk∗ given by the challenger to the user i∗’s verification key. The

rest of the instance of the scheme ΠGS is generated by B5 himself. We note that B5
cannot obtain the whole user i∗’s signing key gski∗ since he does not know the signing key

sk∗ corresponding to the verification key vk∗. On the other hand, B5 has the SKE secret

key ki∗ and the randomness ri∗ for the commitment ci∗ whose message is ⟨i∗, vk∗, ki∗⟩ since
he generates them by himself. B5 answers queries from A with respect to the Corrupt

oracle and the Sign oracle as follows.

• The Corrupt oracle: For a query j from the adversary A, if j ̸= i∗, B5 returns gskj.

On the other hand if j = i∗, B5 aborts the game with output ⊥.
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• The Sign oracle: Let (j,m) be a query from A. If j ̸= i∗, B5 generates a group

signature σ = (C, π) by using the user j’s signing key gskj that he possesses. If

j = i∗, B5 queries m to the Sign oracle of the EUF-CMA game and obtains s ←
SIG.Sign(ski∗ ,m). Then, he computes C ← SKE.Enc(ki∗ , ⟨i∗, vk∗, s⟩;R) and π ←
ZK.Prove(crs, ⟨m,C, T, ck⟩, ⟨i∗, vk∗, s, R, ki∗ , ri∗⟩) where R is a randomness. Finally,

B5 returns σ = (C, π) to A.

Let (m∗, (C∗, π∗)) be the conclusive output of the adversary A. By the conditions of

Type 5, the ciphertext C∗ can be decrypted under only one key ki, and for the decryption

result ⟨i′, vk′, s∗⟩ ← SKE.Dec(ki, C
∗), it holds that i′ ∈ [1, n]. If i∗ ̸= i′, B5 aborts the

game with output ⊥. On the other hand, B5 outputs (m∗, s∗) as a forgery.

Since it holds that ⟨m∗, C∗, T, ck⟩ ∈ L by the condition of Type 5, SIG.Verify(vk∗, (m∗,

s∗)) = 1 holds. Also by the winning condition of A’s forgery, the pair (i∗,m∗) is not

queried to the Sign oracle. Therefore, the message m∗ is also not queried to the Sign

oracle in the EUF-CMA game, and (m∗, s∗) is a forgery for the EUF-CMA security of the

underlying signature scheme. Since B5’s prediction of indices i∗ ∈ [1, n] and the behavior

of A are independent, we get (1/n) · Pr[E5] ≤ Adveuf -cma
SIG,B5

(λ).

From Lemma 5.2.6 to 5.2.10, it holds that

AdvtraceΠGS,A(λ, n) = Pr[ ExptraceΠGS,A(λ, n) = 1 ]

= Pr[ E1 ∨ E2 ∨ E3 ∨ E4 ∨ E5 ]

= Pr[E1] + Pr[E2] + Pr[E3] + Pr[E4] + Pr[E5]

≤ AdvsoundPL,B1
(λ) + (n(n− 1)/2) · Advkey-robustSKE,B2

(λ)

+ AdvbindingCOM,B3
(λ) + AdvbindingCOM,B4

(λ) + n · Adveuf -cma
SIG,B5

(λ).

The choice of the parameter n and the adversary A is arbitrarily, and n is polynomial

in λ. Therefore, our scheme ΠGS satisfies traceability.

From Theorem 5.2.1 to 5.2.3, we see that a selfless anonymous group signature scheme

can be constructed from a OWF and a NIZK proof system in the standard model.

5.2.4 A Symmetric Key Encryption Scheme with Key-

robustness and Ciphertext-pseudorandomness

In this section, we give a construction of the SKE scheme that satisfies key-robustness

and ciphertext-pseudorandomness from a PRF. Moreover, we prove that the SKE scheme

satisfies the two security notions.
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Description. We give the SKE scheme in Figure 5.2. We use a PRF family PRF(·, ·) :
{0, 1}λ × {0, 1}λ → {0, 1}ℓ+2λ where ℓ is the message length of the SKE scheme. In our

construction, a secret key consists of two parts. One is a PRF key K ∈ {0, 1}λ and

the other is a key t ∈ {0, 1}2λ for checking the validity of ciphertexts. To encrypt a

message m, the concatenation of m and t is masked with the PRF’s output PRF(K , r)

where r is a random input, that is, Ĉ ← PRF(K , r) ⊕ (m∥t). Then, the ciphertext C

is a pair of r and Ĉ. Intuitively, the SKE scheme satisfies ciphertext-pseudorandomness

by the pseudorandomness of the PRF. Also, we can prove that the scheme satisfies key-

robustness information-theoretically by the technique of the counting argument that is

reminiscent of the Naor commitment scheme [91]. The detailed proofs are given in the

next section.

SKE.Gen(1λ):

K
$←− {0, 1}λ; t $←− {0, 1}2λ; k ← (K , t)

Return k
SKE.Enc(k,m):

(K , t)← k; r
$←− {0, 1}λ

Ĉ ← PRF(K , r)⊕ (m∥t); C ← (r, Ĉ)
Return C
SKE.Dec(k, C):

(K , t)← k; (r, Ĉ)← C

m′∥t′ ← Ĉ ⊕ PRF(K , r)
Return m′ if t′ = t, otherwise return ⊥

Figure 5.2: The SKE Scheme with Ciphertext-pseudorandomness and Key-robustness

Security Proofs. Here, we prove that the scheme in Figure 5.2 satisfies key-robustness

and ciphertext-pseudorandomness.

Theorem 5.2.4. The scheme ΠSKE satisfies ciphertext-pseudorandomness if the function

family PRF is pseudorandom.

Proof. Let A be an adversary that attacks the ciphertext-pseudorandomness of ΠSKE.

We consider the following sequence of games. Let Ti denote the event that A outputs 1

in Game i.

[Game 0]: This is the experiment of the ciphertext-pseudorandomness for ΠSKE when A
accesses the SKE.Enc(k, ·) oracle.

[Game 1]: In this game, the pseudorandom function PRF is changed to a random function.

More precisely, we replace the function PRF with the function Rand which is sampled from
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the set F(λ, ℓ+2λ) uniformly at random where F(λ, ℓ+2λ) is the set of all the possible

functions F : {0, 1}λ → {0, 1}ℓ+2λ.

[Game 2]: From Game 2, the function Rand is implemented by lazy sampling. Specifically,

Rand maintains the list L which stores query/answer pairs so far, and runs as follows. If

a value r is queried to the Rand oracle, then Rand first checks whether there is an entry

of the form (r, s) in L. If so, the Rand oracle returns s. Otherwise, Rand samples s from

{0, 1}ℓ+2λ uniformly at random and returns the value s. Also, Rand adds a pair (r, s) to

the list L. The difference between Game 1 and Game 2 is only conceptual. Therefore,

we get Pr[T1] = Pr[T2].

[Game 3]: Here, we change the way to answer the A’s oracle queries. From this game,

when A queries a message m, the challenger samples a uniformly random value s ∈
{0, 1}ℓ+2λ every time and computes Ĉ ← s⊕ (m∥t). In other words, the challenger does

not perform any consistency checks in calculating the value s. That is, the challenger

samples random values r ∈ {0, 1}λ and s ∈ {0, 1}ℓ+2λ, and returns C = (r, Ĉ) to A as a

ciphertext.

In Game 3, the answer for the A’s query m is an uniform random value in the ci-

phertext space C. Therefore, Game 3 is identical to the experiment of the ciphertext-

pseudorandomness in which A accesses the CRand oracle. Now, for the A’s advantage

AdvrandomΠSKE,A(λ),

AdvrandomΠSKE,A(λ) =
∣∣Pr[T0]− Pr[T3]

∣∣ ≤ 2∑
i=0

∣∣Pr[Ti]− Pr[Ti+1]
∣∣

holds. Also, the following lemmas hold.

Lemma 5.2.11. There exists a PPT algorithm B1 such that
∣∣Pr[T0] − Pr[T1]

∣∣ =

AdvprfPRF,B1
(λ).

Proof. Let B1 be an adversary for the pseudorandomness of the function PRF. B1 accesses
either a function PRF(K , ·) or a function Rand where K ∈ {0, 1}λ is an uniform random

key and Rand is a function sampled from the set F(λ, ℓ+2λ) uniformly at random. In the

beginning of the ciphertext-pseudorandomness game with A, the algorithm B1 samples a

key t ∈ {0, 1}2λ. For the A’s query m, B1 answers as follows.

1. Choose a random value r ∈ {0, 1}λ and query r to B1’s oracle. Then, get a value s.

2. Compute Ĉ ← s⊕ (m∥t) and return C = (r, Ĉ) to A as a ciphertext.

When A terminates with output β′, B1 also outputs β′.
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If the function B1 accesses is the pseudorandom function PRF(K , ·), B1 perfectly

simulates Game 0 for A. On the other hand if the function B1 accesses is the func-

tion Rand, B1 perfectly simulates Game 1 for A. That is, it holds that AdvprfPRF,B1
(λ) =∣∣Pr[BPRF(K ,·)

1 (λ) = 1 | K $←− {0, 1}λ] − Pr[BRand(·)
1 (λ) = 1 | Rand $←− F(λ, ℓ + 2λ)]

∣∣ =∣∣Pr[β′ = 1 in Game 0]− Pr[β′ = 1 in Game 1]
∣∣ = ∣∣Pr[T0]− Pr[T1]

∣∣.
Lemma 5.2.12. Let q be the number of A’s oracle queries. It holds that

∣∣Pr[T2] −
Pr[T3]

∣∣ ≤ q2/2λ.

Proof. For 1 ≤ i ≤ q, let ri be the randomness sampled in answering the A’s i-th query

where q is a polynomial in λ. We define the event Badℓ as follows.

Badℓ: The event that there exist different indices i and j such that ri = rj in Game ℓ.

Game 2 and Game 3 are identical unless the event Badℓ occurs. That is, we get Pr[T2 ∧
¬Bad2] = Pr[T3 ∧ ¬Bad3]. Therefore, it holds that∣∣Pr[T2]− Pr[T3]

∣∣ =∣∣Pr[T2 ∧ Bad2] + Pr[T2 ∧ ¬Bad2]− Pr[T3 ∧ Bad3]− Pr[T3 ∧ ¬Bad3]
∣∣

=
∣∣Pr[T2 ∧ Bad2]− Pr[T3 ∧ Bad3]

∣∣
≤Pr[Bad3].

Moreover by the definition of the event Bad3, Pr[Bad3] ≤ q(q−1)/2λ holds. Thus, it holds

that
∣∣Pr[T2]− Pr[T3]

∣∣ ≤ q2/2λ.

From the fact that Pr[T1] = Pr[T2], Lemma 5.2.11, and Lemma 5.2.12,

AdvrandomΠSKE,A(λ) ≤
2∑

i=0

∣∣Pr[Ti]− Pr[Ti+1]
∣∣ ≤ AdvprfPRF,B1

(λ) + q2/2λ

holds. The scheme ΠSKE satisfies ciphertext-pseudorandomness since q is a polynomial

in λ.

Next, we prove that our scheme satisfies key-robustness. The scheme achieves key-

robustness information-theoretically unlike the case of the ciphertext-pseudorandomness.

Theorem 5.2.5. The scheme ΠSKE satisfies key-robustness.

Proof. We show that all the unbounded adversaries A can break the key-robustness of

ΠSKE with only negligible probability. Let k1 = (K1, t1) and k2 = (K2, t2) be the keys

that A obtains in the key-robustness game. In order to break the key-robustness, A has

to output a ciphertext C∗ = (r∗, Ĉ∗) ∈ {0, 1}λ × {0, 1}ℓ+2λ such that

PRF(K1, r
∗)⊕ Ĉ∗ = m∥t1 ∧ PRF(K2, r

∗)⊕ Ĉ∗ = m′∥t2 (5.2)
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for some two messages m,m′ ∈ {0, 1}ℓ.
The necessary conditions for existing a ciphertext C∗ = (r∗, Ĉ∗) which satisfies the

condition (5.2) is that there exist m′′ ∈ {0, 1}ℓ and r∗ ∈ {0, 1}λ such that

PRF(K1, r
∗)⊕ PRF(K2, r

∗) = m′′∥(t1 ⊕ t2). (5.3)

Since r∗ is a λ-bit string, there are at most 2λ possible values PRF(K1, r
∗)⊕PRF(K2, r

∗)

for the fixed keys K1 and K2. To satisfy the equation (5.3), at least it is necessary that

the least 2λ significant bits of the both sides should correspond. When K1, t1,K2, t2

are chosen uniformly at random, the probability that the least 2λ significant bits of the

both sides in the equation (5.3) correspond is at most 2λ/22λ = 2−λ. Therefore, the

adversary A cannot break the key-robustness of ΠSKE with more than 2−λ probability,

which is negligible.

5.2.5 The Construction in the Random Oracle Model

In Section 5.2.2, we give a construction of a selfless anonymous group signature scheme

from a SKE scheme with ciphertext-pseudorandomness and key-robustness, a commit-

ment scheme with computational hiding and statistical binding, a signature scheme, and

a NIZK proof system. In addition, we show that the underlying SKE scheme can be con-

structed from a PRF in Section 5.2.4. Since it is known that a PRF can be constructed

from a OWF in previous works [64, 58], our result implies that the SKE scheme can be

constructed from a OWF. Moreover, a commitment scheme with computational hiding

and statistical binding, and a signature scheme can be constructed from a OWF [91, 98].

As for a NIZK proof system (for any NP language), it is known that it can be constructed

from a OWF in the random oracle model. This fact can be obtained from the following

theorems.

Theorem 5.2.6 ([53, 59]). If a OWF exists, a sigma-protocol for any NP language can

be constructed.

Theorem 5.2.7 ([52]). A sigma-protocol for a NP language L can be transformed to a

NIZK proof system for L in the random oracle model.

Therefore, our result shown in Section 5.2.2 implies that a selfless anonymous group

signature scheme can be constructed only from a OWF in the random oracle model.

Strictly speaking, the corollary does not be directly implied since the security of our

scheme is proved in the standard model. Especially in the random oracle model, we have

to take into account the fact that an adversary can access the random oracle.

Intuitively, in the case of reducing the security of the NIZK proof system, when the

adversary of the group signature scheme queries to the random oracle, the reduction
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algorithm accesses his own random oracle, and returns the answer to the adversary. In

the case of reducing the security of the other building blocks, the reduction algorithm

simulates the random oracle by lazy sampling.

For completeness, we provide the definition of non-interactive zero-knowledge proof

in the random oracle model. and proofs of the scheme.

Non-interactive Zero-knowledge Proof in the Random Oracle Model. Let RL

be an efficiently computable binary relation. For a pair (x,w) ∈ RL, we call x a statement

and w a witness. Let L be the language consisting of statements in RL. A NIZK proof

system PH
L for a language L consists of two algorithms (PH,VH) where H is a hash function

modeled as the random oracle. The proof algorithm PH takes 1λ, a statement x, and a

witness w, and then outputs a proof π. The verification algorithm VH takes x and π,

and outputs 1 if π is a valid proof for x and 0 otherwise. In the following, we give the

definitions of completeness and soundness.

Definition 5.2.1 (Completeness [52]). We say that PH
L satisfies completeness if for all

(x,w) ∈ RL the equation

Pr[ VH(x, π) = 1 | π ← PH(x,w) ] = 1

holds.

Definition 5.2.2 (Soundness [52]). We say that PH
L satisfies soundness if the advantage

AdvsoundPH
L,A

(λ) = Pr[ x∗ ̸∈ L ∧ VH(x∗, π∗) = 1 | (x∗, π∗)← AH(1λ) ]

is negligible for any PPT adversary A.

Also, we give the definition of zero-knowledge for NIZK proof systems in the random

oracle model.

Definition 5.2.3 (Zero-knowledge in the Random Oracle Model [52]). Let A be an ad-

versary and S = (Sim1, Sim2) be a simulator for a non-interactive proof system PH
L . We

define the experiments ExpproofPH
L,A

(λ) and Expsim-proof

PH
L,A

(λ) as follows.

ExpproofPH
L,A

(λ) : b← AH(·),Prove(·,·)(1λ) Expsim-proof

PH
L,A

(λ) : b← ASimH(·),SimProve(·,·)(1λ)

ExpproofPH
L,A

(λ) : Return b Expsim-proof

PH
L,A

(λ) : Return b

In this experiment, the oracle Prove takes (x,w), computes π ← PH(x,w), and re-

turns π．The oracle SimProve takes (x,w), computes π ← Sim2(x), and returns π. If

54



(x,w) ̸∈ RL, then SimProve returns ⊥. The oracle SimH takes x, computes y ← Sim1(x),

and returns y.

We say that PH
L satisfies zero-knowledge in the random oracle model if there exists a

simulator S = (Sim1, Sim2) such that for any PPT adversary A, the advantage

AdvzkPH
L,A

(λ) =
∣∣∣ Pr[ ExpproofPH

L,A
(λ) = 1 ]− Pr[ Expsim-proof

PH
L,A

(λ) = 1 ]
∣∣∣

is negligible.

Here, we prove that our scheme satisfies selfless anonymity and traceability in the

random oracle model.

Theorem 5.2.8. Our scheme ΠGS is selfless anonymous in the random oracle model if

the underlying NIZK proof system satisfies zero-knowledge in the random oracle model,

the underlying commitment scheme is computational hiding, and the underlying SKE

scheme satisfies ciphertext-pseudorandomness.

Proof. Let A be an adversary that attacks selfless anonymity of our scheme ΠGS, and

n be a polynomial in λ. We consider the following sequence of games. For the proof of

the selfless anonymity in the standard model in Theorem 5.2.2, we modify only Game 1

as follows. The other games from Game 2 to Game 5 are defined as with the games in

Theorem 5.2.2.

Game 1: Let S = (S1, S2) be a simulator of the NIZK proof system. In Game 1, the

challenger answers the A’s random oracle queries by using Sim1, and generates NIZK

proofs by using Sim2 We note that in games after Game 2, the challenger answers the A’s
random oracle queries by using Sim1, and generates NIZK proofs by using Sim2 as with

Game 1.

Let Suci denote the event that A succeeds in guessing the challenge bit in Game i. For

A’s advantage AdvanonΠGS,A(λ), it holds that Adv
anon
ΠGS,A(λ) = Pr[Suc0]−1/2 ≤

∑4
i=0

∣∣Pr[Suci]−
Pr[Suci+1]

∣∣ + ∣∣Pr[Suc5] − 1/2
∣∣. We note that a reduction algorithm needs to simulate

the random oracle for A in the random oracle model. In the case of constructing the

reduction for the building blocks except for the NIZK proof system, it is easy to simulate

the random oracle by the simulator Sim1. Therefore for 1 ≤ i ≤ 4, we can easily say that∣∣Pr[Suci]− Pr[Suci+1]
∣∣ is negligible as with Lemma 8.3.2 to Lemma 8.3.5. On the other

hand in the case of constructing the reduction for the NIZK proof system, it is non-trivial.

Thus, we prove that
∣∣Pr[Suc0]− Pr[Suc1]

∣∣ is negligible in the following lemma.

Lemma 5.2.13. There exists a PPT algorithm B1 such that
∣∣Pr[Suc0] − Pr[Suc1]

∣∣ =
AdvzkPH

L,B1
(λ).
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Proof. Let B1 be an adversary who attacks the zero-knowledge of the underlying NIZK

proof system. B1 generates the whole instance of the selfless anonymity game which is

give to A. When B1 obtains a hash query qi from A, B1 queries the value qi to his own

hash oracle (which is either H(·) or SimH(·)) and returns the value hi which he gets.

When A queries a message m to the oracle SignB (B ∈ {0, 1}), the algorithm B1 operates
by using the key gskiB = (iB, vkiB , skiB , kiB , riB) which he possesses as follows.

1. Generate a signature s← SIG.Sign(skiB ,m).

2. Sample a randomness R and compute C ← SKE.Enc(kiB , ⟨iB, vkiB , s⟩;R).

3. Let x = ⟨m,C, T, ck⟩ and w = ⟨iB, vkiB , s, R, kiB , riB⟩. Query a pair (x,w) to his

proof oracle (which is either Prove(·, ·) or SimProve(·, ·)) and obtain a proof π.

4. Send σ = (C, π) to A as the response.

For the challenge querym∗ from A, B1 samples a bit β uniformly at random and generates

a group signature σ∗ = (C∗, π∗) for the message m∗ where the proof π∗ is obtained by

accessing the oracle as with signing queries. When A terminates with output β′, B1
outputs b′ = 1 if β′ = β, otherwise outputs b′ = 0.

If the oracles that B1 accesses are H(·) and Prove(·, ·), B1 perfectly simulates Game 0

for A. On the other hand, if the oracles are SimH(·) and SimProve(·, ·), B1 perfectly

simulates Game 1 for A. Therefore, it holds that AdvzkPH
L,B1

(λ) =
∣∣Pr[ExpproofPH

L,B1
(λ) =

1]− Pr[Expsim-proof

PH
L,B1

(λ) = 1]
∣∣ = ∣∣Pr[Suc0]− Pr[Suc1]

∣∣.
As well as the proof of Theorem 5.2.2, we can say that Pr[Suc5] = 1/2. Therefore,

AdvanonΠGS,A(λ, n) is negligible. Since the choice of the parameter n and the adversary A is

arbitrarily, our scheme ΠGS is selfless anonymous in the random oracle model.

Theorem 5.2.9. Our scheme ΠGS is traceable in the random oracle model if the under-

lying NIZK proof system satisfies soundness in the random oracle model, the underly-

ing commitment scheme is statistical binding, the underlying SKE scheme satisfies key-

robustness, and the underlying signature scheme satisfies EUF-CMA security.

Proof. Let A be an adversary for the traceability of the scheme ΠGS, and n a polynomial

in λ. We classify A’s forgery (m∗, (C∗, π∗)) into five types as with the proof of Theorem

5.2.3. Let Ej denote the event that A outputs a forgery which is in Type j. Then, it holds

that AdvtraceΠGS,AH(λ, n) =
∑5

j=1 Pr[Ej]. For the parts of constructing the reduction for the

building blocks except for the NIZK proof system, it is easy to prove the security in the

random oracle model by simulating the random oracle by lazy sampling. Therefore for

2 ≤ i ≤ 5, we can easily say that Pr[Ej] is negligible as with the proofs in the standard

model. However, for the part of constructing the reduction for the NIZK proof system,

it is non-trivial. Thus, we prove the following lemma for the probability Pr[E1].
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Lemma 5.2.14. There exists a PPT algorithm B1 such that Pr[E1] ≤ AdvsoundPH
L,B1

(λ).

Proof. Let B1 be an adversary that attacks the soundness of the NIZK proof system. B1
generates the whole instance of the selfless anonymity game which is given to A. Since B1
has all the user secret keys, it is easy to simulate the Sign oracle and the Corrupt oracle.

When A queries a hash query qi, B1 queries the value qi to his own hash oracle H(·) and
returns the value hi which he gets. When A terminates with an output (m∗, (C∗, π∗)),

B1 outputs (x∗, π∗) = (⟨m∗, C∗, T, ck⟩, π∗) as a forgery in the soundness game.

If the event E1 occurs, it holds that x∗ ̸∈ L and VH(⟨m∗, C∗, T ⟩, π∗) = 1 from the

winning condition of A and the condition of Type 1. Therefore, (x∗, π∗) is a forgery for

the soundness of the NIZK proof system, and Pr[E1] ≤ AdvsoundPH
L,B1

(λ).

Therefore, AdvtraceΠGS,A(λ, n) =
∑5

j=1 Pr[Ej] is negligible since the choice of the param-

eter n and the adversary A is arbitrarily. Then our scheme ΠGS satisfies traceability in

the random oracle model.

5.3 The Gap of Full Anonymity and Selfless

Anonymity

In this section, we consider the gap between fully anonymous group signature and selfless

anonymous group signature from the practical and theoretical aspects.

The Practical Gap. In the model of full anonymity, an adversary is allowed to obtain

all the signing keys whereas in the model of selfless anonymity, an adversary is not

allowed to obtain signing keys of the challenge users. Therefore, full anonymity is a

truly stronger security notion than selfless anonymity. However, there seems to be no

significant difference between them in practical use.

First, in a selfless anonymous group signature scheme, a user might be capable of

breaking the anonymity of signatures that he generated, while in a fully anonymous

group signature scheme, even a user himself cannot break the anonymity. However, from

a practical point of view, a user can recognize whether the signature was generated by

himself if he records the signatures that he generated even in a fully anonymous group

signature scheme.

Second, the signing key issuer might break the anonymity of signatures since selfless

anonymity cannot ensure the anonymity for an adversary who possesses all the users’

signing keys. However, in the BMW model [14], which is widely recognized as a common

model of group signatures, the key issuer also generates an opening key. Therefore,

anonymity is not ensured against the key issuer in the BMW model at all any way.
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From these facts, a selfless anonymous group signature scheme performs sufficient

functionality in practice even though selfless anonymity is a weaker security notion than

full anonymity. In fact, several efficient group signature schemes [78, 83, 87, 88] employ

selfless anonymity.

The Theoretical Gap. On the other hand, it is seen that there is a big theoretical

gap between selfless anonymous group signature and fully anonymous group signature.

In particular, a selfless anonymous group signature scheme can be constructed from a

one-way function and a NIZK proof system as the result in Section 5.2.2 and 5.2.3. In

contrast, several results [6, 95, 49] suggest that a PKE scheme is an inevitable building

block for constructing a fully anonymous group signature scheme. Therefore, it seems

that the gap between selfless anonymous group signature and fully anonymous group

signature is the same as that between one-way function and PKE.
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Chapter 6

Group Signature with Verifier Local

Revocation

In this chapter, we focus on group signature with verifier-local revocation (VLR-GS) [28],

which is one of approaches for realizing a revocation functionality in the context of group

signature. In a VLR-GS scheme, verifiers need to download the up-to-date information

of the revoked users to verify signatures but signers are not required to do so. Thus,

VLR-GS schemes are very useful for the situations that users are difficult to download

the up-to-date information whenever signing a message.

The notion of VLR-GS was proposed by Boneh and Shacham [28], and Nakanishi

and Funabiki [87] extended its security notion by considering backward unlinkability.

After the first scheme is given by Boneh and Shacham in 2004, there have been several

proposals of VLR-GS schemes [28, 87, 88, 106, 83, 78]. For example, the Libert-Vergnaud

scheme [83] is the first scheme secure in the standard model, and the Langlois-Ling-

Nguyen-Wang scheme [78] is the first lattice-based scheme. However, unfortunately, all

of these schemes only achieve selfless-anonymity. Thus, it has been an open problem for

more than a decade whether a fully anonymous VLR-GS scheme can be achieved.

Here, we give an affirmative answer to this problem. Concretely, we show a construc-

tion of a fully anonymous VLR-GS scheme from a digital signature scheme, a key-private

public key encryption scheme, and a non-interactive zero- knowledge proof system. Also,

we give a VLR-GS scheme with backward unlinkability, which ensures that even after a

user is revoked, signatures produced by the user before the revocation remain anonymous.

6.1 Syntax

In this section, we review the syntax of VLR-GS. Especially, here, we provide the model

proposed by Nakanishi and Funabiki [87]. In this model, the additional security notion
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called backward unlinkability, is considered by introducing time periods. Intuitively,

backward unlinkability ensures that even after a user is revoked, signatures produced by

the user before the revocation remain anonymous. We note that the model given by

Boneh and Shacham [28] is a special case of the Nakanishi-Funabiki model where the

number of time periods is only one.

Intuitively, a VLR-GS scheme operates as follows: a token (called a revocation token)

is defined for each user, and the authority reveals it in the public list (called a revocation

list) if the corresponding user is revoked. That is, the revocation list contains the revoca-

tion tokens of the revoked users. A revocation token can be used to detect the signature

generated by the corresponding user. Thus, a verifier can check whether the signer is

revoked by using the revocation list. On the other hand, a signer can generate signatures

only by using his signing key, that is, he does not need to refer the revocation list.

A VLR-GS scheme VLR-GS consists of the following three algorithms (VLRGS.Gen,

VLRGS.Sign,VLRGS.Verify).

VLRGS.Gen: The key generation algorithm takes a security parameter 1λ (λ ∈ N), the
number of users n, and the number of time periods T , and outputs a group public

key gpk, a set of user signing keys gsk = {gsk[i]}i, and a set of revocation tokens

grt = {grt[i][j]}ij. Here, gsk[i] and grt[i][j] denote the user i’s signing key and

revocation token at the time period j, respectively.

VLRGS.Sign: The signing algorithm takes gpk, time period j, gsk[i], and a message msg,

and outputs a signature Σ.

VLRGS.Verify: The verification algorithm takes gpk, j, a revocation list RLj, msg, and Σ,

and outputs either 1 or 0. The list RLj is defined as the set of the revocation tokens

RLj = {grt[i][j] | i ∈ RUj} where RUj is the set of the revoked users’ identities at

the time period j.

In a VLR-GS scheme, the opening procedure can be done by using a set of revocation

tokens grt = {grt[i][j]}ij. More precisely, the implicit opening algorithm VLRGS.Open

can be defined as follows.

VLRGS.Open: The opening algorithm takes gpk, j, a set of revocation tokens grt, msg,

and Σ, and executes the following procedures:

[Step 1] For 1 ≤ i ≤ n, set the revocation list RLj = {grt[i][j]}, and then run

VLRGS.Verify(gpk, j,RLj,msg,Σ).

[Step 2] Let i be the index that the VLRGS.Verify algorithm outputs 0 for the first

time in Step 1. Then, output this index i. If there does not exist such an

index, output ⊥.
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6.2 Security

Here, we give the definition of the security requirements for VLR-GS schemes, correctness,

anonymity, and traceability. Specifically, we give two definitions of anonymity, selfless

anonymity [87] and full anonymity [71].

Firstly, we give the definition of correctness. Here, we introduce the game-based

definition [71].

Definition 6.2.1 (Correctness). Let A be an adversary for the correctness. We define

the experiment ExpcorrVLR-GS,A(λ, n, T ) as follows.

ExpcorrVLR-GS,A(λ, n, T ) : (gpk,gsk,grt)← VLRGS.Gen(1λ, n, T )

(i, j,msg,RU)← A(gpk)

If i ∈ RU, return 0

RLj := {grt[i][j] | i ∈ RU}

Σ← VLRGS.Sign(gpk, j, gsk[i],msg)

Return 1 if VLRGS.Verify(gpk, j,RLj,msg,Σ) = 0

else return 0

We say that VLR-GS is correct if the advantage

AdvcorrVLR-GS,A(λ, n, T ) = Pr[ ExpcorrVLR-GS,A(λ, n, T ) = 1 ]

is negligible for any PPT adversary A.

Next, we give the definition of selfless anonymity. Intuitively, selfless anonymity en-

sures the anonymity of a signature against only the adversary who does not possess the

user signing key which is used in the generation of the corresponding signature.

Definition 6.2.2 (Selfless Anonymity). Let A = (A1,A2) be an adversary for selfless

anonymity. We define the experiment Expself-anonVLR-GS,A(λ, n, T ) as follows.

Expself-anonVLR-GS,A(λ, n, T ) : CU← ∅; RUj ← ∅

(gpk,gsk,grt)← VLRGS.Gen(1λ, n)

(st, i0, i1, j
∗,msg∗)← ASign(·,·,·),Revoke(·,·),Corrupt(·)

1 (gpk)

If i0 ∈ RUj∗ ∨ i1 ∈ RUj∗ , return 0

If i0 ∈ CU ∨ i1 ∈ CU, return 0

b
$←− {0, 1}; Σ∗ ← VLRGS.Sign(gpk, j∗, gsk[ib],msg∗)

b̃← ASign(·,·,·),Revoke(·,·),Corrupt(·)
2 (st,Σ∗)
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Return 1 if b = b̃, else return 0

In this experiment, the oracle Sign takes (i, j,msg), computes Σ ← VLRGS.Sign(gpk, j,

gsk[i],msg), adds (i,msg) and returns Σ. The oracle Revoke takes i ∈ [1, n] and j ∈ [1, T ],

adds i to the list RUj, and returns grt[i][j]. We note that it is not allowed to query (i0, j
∗)

and (i1, j
∗) to the Revoke oracle. The oracle Corrupt takes i ∈ [1, n], adds i to the list CU,

and returns gsk[i].

We say that VLR-GS satisfies selfless anonymity if the advantage

Advself-anonVLR-GS,A(λ, n, T ) =
∣∣ Pr[ Expself-anonVLR-GS,A(λ, n, T ) = 1 ]− 1/2

∣∣
is negligible for any polynomial n = n(λ) and T = T (λ), and any PPT adversary A.

Full anonymity is a stronger security notion than selfless anonymity and ensures that

the signer’s information cannot be extracted from a signature by the adversary with all

the user signing keys. In the following, we review the formall definition of full anonymity.

Definition 6.2.3 (Full Anonymity). Let A = (A1,A2) be an adversary for full

anonymity. We define the experiment Expfull-anonVLR-GS,A(λ, n, T ) as follows.

Expfull-anonVLR-GS,A(λ, n, T ) : RUj ← ∅; (gpk,gsk,grt)← VLRGS.Gen(1λ, n)

(st, i0, i1, j
∗,msg∗)← ARevoke(·,·)

1 (gpk,gsk)

If i0 ∈ RUj∗ ∨ i1 ∈ RUj∗ , return 0

b
$←− {0, 1}; Σ∗ ← VLRGS.Sign(gpk, j∗, gsk[ib],msg∗)

b̃← ARevoke(·,·)
2 (st,Σ∗)

Return 1 if b = b̃, else return 0

In this experiment, the oracle Revoke takes i ∈ [1, n] and j ∈ [1, T ], adds i to the list RUj,

and returns grt[i][j]. We note that it is not allowed to query (i0, j
∗) and (i1, j

∗) to the

Revoke oracle.

We say that VLR-GS satisfies full anonymity if the advantage

Advfull-anonVLR-GS,A(λ, n, T ) =
∣∣ Pr[ Expfull-anonVLR-GS,A(λ, n, T ) = 1 ]− 1/2

∣∣
is negligible for any polynomial n = n(λ) and T = T (λ), and any PPT adversary A.

Finally, we give the definition of traceability.

Definition 6.2.4 (Traceability). Let A be an adversary for the traceability. We define
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the experiment ExptraceVLR-GS,A(λ, n, T ) as follows.

ExptraceVLR-GS,A(λ, n, T ) : CU← ∅; QL← ∅

(gpk,gsk,grt)← VLRGS.Gen(1λ, n, T )

(j∗,msg∗,Σ∗,RU∗)← ASign(·,·,·),Corrupt(·)(gpk,grt)

RL∗ := {grt[i][j∗] | i ∈ RU∗}

i∗ ← VLRGS.Open(gpk, j∗,grt,msg∗,Σ∗)

Return 1 if the following holds, else return 0

VLRGS.Verify(gpk, j∗,RL∗,msg∗,Σ∗) = 1

i∗ = ⊥ ∨ i∗ /∈ CU ∨ i∗ ∈ RU∗

(·, ·,msg∗,Σ∗) /∈ QL

In this experiment, the oracle Sign takes (i, j,msg), computes Σ ← VLRGS.Sign(gpk, j,

gsk[i],msg), adds (i, j,msg,Σ) to the list QL, and returns Σ. The oracle Corrupt takes

i ∈ [1, n], adds i to the list CU, and returns gsk[i]. We say that VLR-GS satisfies

traceability if the advantage

AdvtraceVLR-GS,A(λ, n) = Pr[ ExptraceVLR-GS,A(λ, n) = 1 ]

is negligible for any polynomial n = n(λ) and T = T (λ), and any PPT adversary A.

6.3 Fully anonymous Schemes

In this section, we introduce the constructions of fully anonymous VLR-GS scheme [71].

Before the work [71], all the VLR-GS schemes are only proved to satisfy selfless anonymity

whereas the standard revocable group signature schemes which satisfy full anonymity are

proposed so far (e.g., the schemes proposed by Libert, Peters, and Yung [80, 81] provide

full anonymity). Specifically, there are trivial attacks against the full anonymity of all

the existing schemes with only one exception. Fully anonymous VLR-GS schemes can be

achieved by providing a different approach from the previous schemes [28, 87, 88, 106,

83, 78].

In Section 6.3.1, we give a construction of a fully anonymous VLR-GS scheme without

backward unlinkability from a digital signature scheme, a PKE scheme, and a NIZK

proof system. The building blocks are essentially the same as those of a standard group

signature scheme [14], however, in the construction of a VLR-GS scheme, the underlying

PKE scheme is additionally required to satisfy key privacy which is an essential to ensure

that the VLR-GS scheme is fully anonymous.
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In Section 6.3.2, we give two constructions of a fully anonymous VLR-GS scheme with

backward unlinkability. The first scheme is constructed from the same building blocks as

those of the scheme without backward unlinkability. However, the size of the user signing

key depends on the number of time periods. In the second scheme, a key-private IBE

scheme is employed as an additional building block to achieve the constant key size.

6.3.1 Scheme without Backward Unlinkability

In this section, we give a construction of a fully anonymous VLR-GS scheme without

backward unlinkability, that is, in the case that the number of time periods satisfies

T = 1. Concretely, we construct the VLR-GS scheme from a digital signature scheme, a

key-private PKE scheme, and a NIZK proof system. Here, there is only one time period

j = 1, and then we do not specify the time period and omit it.

As mentioned, all the previous schemes [28, 87, 88, 106, 83, 78] only provide selfless

anonymity regardless of with or without backward unlinkability. Specifically, there is an

attack against the full anonymity for most of the schemes [28, 87, 88, 106, 78] due to their

structures that the revocation token for a user can be constructed from the user’s signing

key. Recall that the revocation token can be used to detect the signature generated

by the corresponding user. Therefore, if the revocation token is constructed from the

corresponding signing key, the adversary with all the user signing keys can identify the

signer from any signature by computing all the users’ revocation tokens. Thus, a VLR-GS

scheme with such a structure never satisfy full anonymity. Therefore, in order to achieve

full anonymity, a VLR-GS scheme needs not to have such a structure while the revocation

token and signing key of the same user have some relation.

Intuitively, we achieve this by employing an encryption/decryption key pair of a PKE

scheme as a part of user signing key and a revocation token. In the following, we explain

the detail of the scheme which we call Scheme 1. Before describing the construction, we

give the high level idea of this scheme.

High Level Idea. Scheme 1 mainly follows the BMW construction [14], which allows us

to construct a fully anonymous group signature scheme from a digital signature scheme,

a PKE scheme, and a NIZK proof system.

In the BMW construction introduced in Section 3.3, the group manager possesses

a key pair (vkSIG, skSIG) of a digital signature scheme and a key pair (ekPKE, dkPKE) of a

PKE scheme. Each user possesses a key pair (vki, ski) of a digital signature scheme and

its certificate certi given by the manager where certi is the signature of the verification

key vki under the signing key skSIG. When a user i signs a message m, the user generates

an internal signature σ on the message m using his signing key ski, and encrypts σ using
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ekPKE along with the verification key vki and the corresponding certificate certi. Let ct

be this ciphertext. Also, the user produces a NIZK proof π which proves that the whole

procedure is honestly done and the encrypted certificate certi is a valid signature on

vki. That is, the signature Σ in the BMW construction consists of a ciphertext ct and

a proof π. The full anonymity is ensured by the IND-CPA security of the underlying

PKE scheme and the zero-knowledgeness of the underlying NIZK proof system. The

traceability is ensured by the EUF-CMA security of the underlying digital scheme and

the soundness of the underlying NIZK proof system.

In the construction of a VLR-GS scheme, we add a revocation functionality by intro-

ducing additional key pairs of a key-private PKE scheme to the BMW construction. The

detail is as follows. The manager generates an encryption/decryption key pair (eki, dki)

for each user i and sends only the encryption key eki as a part of the signing key to the

user. Also, the manager sets the decryption key dki as the revocation token of the user i.

To certify that the key eki is generated for a user i by the manager, he also computes a

signature certi on the message ⟨eki, vki⟩ under the signing key skSIG as a certificate. As

with the BMW construction, when signing a message m, a user i generates an internal

signature σ on the message m using the signing key ski, and encrypts σ, ⟨eki, vki⟩, and
certi under ekPKE. Also, in the construction, the signer i generates a ciphertext c̃t which

is the encryption of the same plaintext ⟨σ, eki, vki, certi⟩ as the ciphertext ct under the

encryption key eki.
1 Then, the user produces a NIZK proof π which proves that the

whole procedure is honestly done and certi is a valid signature on ⟨eki, vki⟩ as the case of
the BMW construction. That is, the signature Σ in Scheme 1 consists of ciphertexts ct

and c̃t, and a proof π.

Scheme 1 does not have the structure that the revocation token can be computed from

the corresponding signing key since it is hard to compute the decryption key dki even if

knowing the corresponding encryption key eki from the security of the underlying PKE

scheme. The decryption key dki works as the revocation token as follows. If a user i is

revoked, his revocation token grt[i] = dki is listed in the revocation list RL. If a verifier

check whether the ciphertext c̃t can be decrypted by each element in RL as the decryption

key, he can check whether the signer is a revoked user.

The security of Scheme 1 can be discussed in almost the same way as the BMW

construction. However, the underlying PKE scheme is required to be key-private in our

construction since the ciphertext c̃t is computed by the encryption key eki depending on

1The reader might think that the ciphertext ct is redundant and it is enough that the ciphertext ct is
replaced with the ciphertext c̃t. However, if so, it is difficult to reduce its traceability to the EUF-CMA
security of the underlying digital signature scheme. More precisely, if the adversary uses an uncertified
encryption key to generate c̃t, the reduction algorithm cannot extract the forgery of the digital signature
scheme. Also in fact, we note that it is not necessary to encrypt the whole value ⟨σ, eki, vki, certi⟩ in
both ct and c̃t. Therefore, the part of the value is encrypted in the ciphertexts.
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the signer i. The full anonymity is ensured by the IND-CPA security and the key privacy

of the underlying PKE scheme, and the zero-knowledgeness of the underlying NIZK proof

system. The traceability is ensured by the EUF-CMA security of the underlying digital

scheme and the soundness of the underlying NIZK proof system.

Description. Scheme 1 is given in Figure 6.1. We construct a VLR-GS scheme

Π1 = (VLRGS.Gen,VLRGS.Sign,VLRGS.Verify) from a digital signature scheme SIG =

(SIG.Gen, SIG.Sign, SIG.Verify), a PKE scheme PKE = (PKE.Gen,PKE.Enc,PKE.Dec),

and a NIZK proof system PL = (ZK.Gen,ZK.Prove,ZK.Verify). We say that a state-

ment x = ⟨ekPKE, vkSIG, c̃t, ct,m⟩ and a witness w = ⟨eki, vki, certi, σ, r1, r2⟩ satisfy the

relation RL if the following equations hold:

(a) c̃t = PKE.Enc(eki, σ; r1), (b) ct = PKE.Enc(ekPKE, ⟨eki, vki, certi⟩; r2),

(c) SIG.Verify(vkSIG, ⟨eki, vki⟩, certi) = 1, (d) SIG.Verify(vki,m, σ) = 1.

Moreover, for a statement x = ⟨ekPKE, vkSIG, c̃t, ct,m⟩, if there exists a witness that sat-

isfies the above equations, then we say that the statement x belongs to the language L

and denote it x ∈ L.

VLRGS.Gen(1λ, n):
crs← ZK.Gen(1λ); (vkSIG, skSIG)← SIG.Gen(1λ)
(ekPKE, dkPKE)← PKE.Gen(1λ)
For 1 ≤ i ≤ n:
(eki, dki)← PKE.Gen(1λ); (vki, ski)← SIG.Gen(1λ)
certi ← SIG.Sign(skSIG, ⟨eki, vki⟩); grt[i]← (dki, vki)

gpk = (crs, vkSIG, ekPKE); gsk[i] = (eki, vki, ski, certi)
gsk = {gsk[i]}i; grt = {grt[i]}i
Return (gpk,gsk,grt)

VLRGS.Sign(gpk, gsk[i],m):
σ ← SIG.Sign(ski,m)
c̃t← PKE.Enc(eki, σ; r1)
ct← PKE.Enc(ekPKE, ⟨eki, vki, certi⟩; r2)
π ← ZK.Prove(crs, ⟨gpk, c̃t, ct,m⟩, ⟨eki, vki, certi, σ, r1, r2⟩)
Return Σ = (c̃t, ct, π)

VLRGS.Verify(gpk,RL,m,Σ):
If ZK.Verify(crs, ⟨gpk, c̃t, ct,m⟩, π) = 0, return 0
For (dk, vk) ∈ RL:
If SIG.Verify(vk,m,PKE.Dec(dk, c̃t)) = 1, return 0

Return 1

Figure 6.1: Scheme 1. A VLR-GS Scheme without Backward Unlinkability

For the correctness of Scheme 1, the following theorem holds.
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Theorem 6.3.1. Scheme 1 is correct if the underlying NIZK proof system PL satis-

fies completeness and the underlying digital signature scheme SIG satisfies EUF-CMA

security.

Proof. Let A be an adversary for the correctness of Π1 and the output of A in the exper-

iment ExpcorrΠ1,A(λ, n) be (i∗, j∗,m∗,RU∗). We note that now the number of time periods

satisfies T = 1, then it holds that j∗ = 1. Therefore, we do not specify the time pe-

riod j∗ as in the description of Scheme 1. If the experiment ExpcorrΠ1,A(λ, n) outputs 1,

VLRGS.Verify(gpk,RL,m∗,Σ∗) = 0 and i∗ /∈ RU∗ hold where RL = {grt[i] | i ∈ RU∗}
and Σ∗ ← VLRGS.Sign(gpk, gsk[i∗],m∗). Let Σ∗ = (c̃t

∗
, ct∗, π∗). From the definition

of the VLRGS.Verify algorithm, either the event EA or the event EB happens when

VLRGS.Verify(gpk,RL,m∗,Σ∗) = 0 holds.

EA: ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) = 0 holds.

EB: For some i ∈ RU∗, SIG.Verify(vki,m
∗,PKE.Dec(dki, c̃t

∗
)) = 1 holds.

However, Pr[EA] = 0 holds if PL satisfies completeness. Therefore, it holds that

Pr[ExpcorrΠ1,A(λ, n) = 1] = Pr[EA ∨ EB] ≤ Pr[EA] + Pr[EB] = Pr[EB].

We evaluate Pr[EB] by constructing an algorithm B that breaks the EUF-CMA se-

curity of the digital signature scheme SIG. At the beginning of the game, B randomly

chooses î ∈ [1, n], and sets vk̂i ← vk where vk is the key given by the challenger of the

EUF-CMA security game. B generates the rest of instance for the scheme Π1 and sends

gpk = (crs, vkSIG, ekPKE) to A. For the A’s output (i∗,m∗,RU∗), B outputs ⊥ if î = i∗.

Otherwise, if î ̸= i∗, B computes Σ∗ ← VLRGS.Sign(gpk, gsk[i∗],m∗). Then, B computes

σ∗ ← PKE.Dec(dki∗ , c̃t
∗
), and outputs (m∗, σ∗) as a forged signature.

When the event EB happens, there exists at least one pair (dki, vki) ∈ RL such that

SIG.Verify(vki,m
∗,PKE.Dec(dki, c̃t)) = 1 holds. Let I be the set of such indexes i and

Good be the event that i∗ ∈ I holds where i∗ is the index chosen by B at the beginning

of the game. Since the guess of i∗ ∈ [1, n] and the behavior of A are independent, we get

Pr[EB ∧ Good] = Pr[EB] ·Pr[Good]. When both events EB and Good happen, it holds that

SIG.Verify(vki∗ ,m
∗, σ∗) = 1 where σ∗ ← PKE.Dec(dki∗ , c̃t). Therefore, (m

∗, σ∗) is a forgery

of the digital signature scheme SIG, and Pr[EB ∧ Good] ≤ Adveuf-cma
SIG,B (λ) holds. Moreover,

since i∗ ∈ [1, n] is randomly chosen, we get Pr[Good] = 1/n. Putting all together, we

have AdvcorrΠ1,A(λ, n) = Pr[ExpcorrΠ1,A(λ, n) = 1] ≤ Pr[EB] = (1/Pr[Good]) ·Pr[EB ∧Good] ≤ n ·
Adveuf-cma

SIG,B (λ). Therefore, Π1 is correct if the NIZK proof system PL satisfies completeness

and the digital signature scheme SIG satisfies EUF-CMA security.

Full Anonymity of Scheme 1. For a signature Σ = (c̃t, ct, π) of Scheme 1, the

user’s information is contained in the encryption key eki and the plaintext σ of the
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ciphertext c̃t, the plaintext ⟨eki, vki, certi⟩ of the ciphertext ct, and the witness of the

proof π. Intuitively, the information of the plaintexts σ and ⟨eki, vki, certi⟩ is not revealed
from the ciphertexts c̃t and ct since the underlying PKE scheme is IND-CPA secure. Also,

the information of the encryption key eki is not revealed from c̃t by the key privacy of the

underlying PKE scheme. Moreover, the information of the witness is not revealed from

the proof π since the NIZK proof system PL is zero-knowledge. Since these information

is hidden from the adversary who has the corresponding signing key (eki, vki, ski, certi),

Scheme 1 satisfies full anonymity. Formally, the following theorem holds.

Theorem 6.3.2. Scheme 1 satisfies full anonymity if the underlying NIZK proof sys-

tem PL satisfies zero-knowledgeness and the underlying PKE scheme PKE satisfies IND-

CPA security and key privacy.

Proof. LetA be an adversary for full anonymity of Π1. We consider the following sequence

of games. Let Pr[Sucℓ] denote the event that A succeeds in guessing the challenge bit

in Game ℓ. Let b be the challenge bit, i0 and i1 be the challenge users, and m∗ be the

challenge message.

[Game 0]: This is the experiment ExpanonΠ1,A(λ, n) itself. For simplicity, the challenge bit b is

chosen at the beginning of the game. This change does not have an effect on the behavior

of the adversary A.

[Game 1]: This game is the same as Game 0, except that the common reference string crs

in the group public key gpk, and a proof π∗ in the challenge signature Σ∗ are computed

by using the simulator S = (Sim1, Sim2) of the NIZK proof system.

[Game 2]: In this game, we change the plaintext of the ciphertext ct∗ in the challenge

signature Σ∗. Concretely, the plaintext 0|⟨ekib ,vkib ,certib ⟩| is encrypted to the ciphertext ct∗

instead of ⟨ekib , vkib , certib⟩.

[Game 3]: In this game, we change the plaintext of the ciphertext c̃t
∗
in the challenge

signature Σ∗. Concretely, the plaintext 0|σ
∗| is encrypted to the ciphertext c̃t

∗
instead of

σ∗ where σ∗ = SIG.Sign(skib ,m
∗).

[Game 4]: In this game, we change the encryption key of the ciphertext c̃t
∗
. Concretely,

we use a random key ek∗ to compute c̃t
∗
instead of using the key ekib .

For the advantage AdvanonΠ1,A(λ, n),

AdvanonΠ,A (λ, n) =
∣∣Pr[Suc0]− 1/2

∣∣ ≤ 3∑
ℓ=0

∣∣Pr[Sucℓ]− Pr[Sucℓ+1]
∣∣+ ∣∣Pr[Suc4]− 1/2

∣∣
holds. Moreover, the following lemmas hold.
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Lemma 6.3.1. There exists a PPT algorithm B1 such that
∣∣Pr[Suc0] − Pr[Suc1]

∣∣ =

AdvzkPL,B1
(λ).

Proof. Let B1 be an adversary for the zero-knowledgeness of PL. First, B1 chooses the

challenge bit b, and receives the common reference string crs from the challenger. Next,

B1 generates the rest of instance for the scheme Π1, and sends gpk = (crs, vkSIG, ekPKE) and

gsk = {gsk[i]} to A where gsk[i] = (eki, vki, ski, certi). If A sends a query i to the Revoke

oracle, B1 returns grt[i] = (dki, vki). For the challenge query (i0, i1,m
∗), B1 computes the

challenge signature Σ∗ as follows:

1. Compute σ∗ ← SIG.Sign(skib ,m
∗).

2. Choose values r∗1 and r∗2 uniform randomly, and compute c̃t
∗ ← PKE.Enc(ekib , σ

∗;

r∗1) and ct∗ ← PKE.Enc(ekPKE, ⟨ekib , vkib , certib⟩; r∗2).
3. Set x ← ⟨gpk, c̃t∗, ct∗,m∗⟩ and w ← ⟨ekib , vkib , certib , σ∗, r∗1, r

∗
2⟩, and send (x,w) to

the oracle of the NIZK proof system. Then, obtain a proof π.

4. Set π∗ ← π, and send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

Finally, when A terminates with b̃, B1 outputs 1 if b = b̃, and 0 otherwise. If crs is

generated by the ZK.Gen algorithm and B1 accesses the Prove oracle, then B1 perfectly

simulates Game 0 forA. On the other hand, if crs is generated by using the simulator Sim1

and B1 accesses the SimProve oracle, then B1 perfectly simulates Game 1. Thus, since

Pr[ExpproofPL,B1
(λ) = 1] = Pr[Suc0] and Pr[Expsim-proof

PL,B1
(λ) = 1] = Pr[Suc1] hold, we get

AdvzkPL,B1
(λ) =

∣∣Pr[Suc0]− Pr[Suc1]
∣∣.

Lemma 6.3.2. There exists a PPT algorithm B2 such that
∣∣Pr[Suc1] − Pr[Suc2]

∣∣ = 2 ·
Advind-cpaPKE,B2

(λ).

Proof. Let B2 be an adversary for the IND-CPA security of PKE and β be the challenge

bit in the IND-CPA security game. B2 chooses the challenge bit b, and receives the public

key ek from the challenger. B2 sets ekPKE ← ek and generates the common reference

string crs by using the simulator Sim1 where (crs, td) ← Sim1(1
λ). Also, B2 the rest

of instance for the scheme Π1 by himself. Then, B2 sends gpk = (crs, vkSIG, ekPKE) and

gsk = {gsk[i]} to A where gsk[i] = (eki, vki, ski, certi). If A sends a query i to the Revoke

oracle, then B2 returns grt[i] = (dki, vki). For the challenge query (i0, i1,m
∗), B1 computes

the challenge signature Σ∗ as follows:

1. Compute σ∗ ← SIG.Sign(skib ,m
∗).

2. Choose a value r∗1 uniform randomly, and compute c̃t
∗ ← PKE.Enc(ekib , σ

∗; r∗1).

3. Set M0 ← 0|⟨ekib ,vkib ,certib ⟩| and M1 ← ⟨ekib , vkib , certib⟩. Then, send (M0,M1) to the

challenger for the IND-CPA game and obtain a ciphertext ct∗.
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4. Compute π∗ ← Sim2(crs, td, ⟨gpk, c̃t
∗
, ct∗,m∗⟩) where td is the trapdoor generated

by Sim1.

5. Send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

Finally, when A terminates with b̃, B2 outputs β̃ = 1 if b = b̃, and β̃ = 0 otherwise.

If β = 0, ct∗ is represented as ct∗ = PKE.Enc(ekPKE, 0
|⟨ekib ,vkib ,certib ⟩|). Therefore, B2

perfectly simulates Game 2 if β = 0. On the other hand, if β = 1, ct∗ is represented as

ct∗ = PKE.Enc(ekPKE, ⟨ekib , vkib , certib⟩), and thus B2 perfectly simulates Game 1. Thus,

we get Advind-cpaPKE,B2
(λ) =

∣∣Pr[β = β̃]− 1/2
∣∣ = 1/2 ·

∣∣Pr[β̃ = 1|β = 1] − Pr[β̃ = 1|β = 0]
∣∣ =

1/2 ·
∣∣Pr[b = b̃|β = 1] − Pr[b = b̃|β = 0]

∣∣ = 1/2 ·
∣∣Pr[Suc1] − Pr[Suc2]

∣∣. That is, it holds

that
∣∣Pr[Suc1]− Pr[Suc2]

∣∣ = 2 · Advind-cpaPKE,B2
(λ).

Lemma 6.3.3. There exists a PPT algorithm B3 such that
∣∣Pr[Suc2]− Pr[Suc3]

∣∣ = 2n ·
Advind-cpaPKE,B3

(λ).

Proof. Let B3 be an adversary for the IND-CPA security of PKE and β be the challenge

bit in the IND-CPA security game. B3 chooses the challenge bit b, and receives the

public key ek from the challenger. Moreover, B3 chooses the index i∗ ∈ [1, n] uniform

randomly. Then, B3 sets eki∗ ← ek and generates the common reference string crs by

using the simulator Sim1 where (crs, td) ← Sim1(1
λ). Also, B3 the rest of instance for

the scheme Π1 by himself. Then, B3 sends gpk = (crs, vkSIG, ekPKE) and gsk = {gsk[i]}
to A where gsk[i] = (eki, vki, ski, certi). We remark that B3 cannot compute grt[i∗] since

B3 does not know the decryption key dki∗ corresponding to the encryption key eki∗ .

However, B3 can generate the i∗’s user signing key gsk[i∗] = (eki∗ , vki∗ , ski∗ , certi∗) without

knowing the value dki∗ . When A sends a query i to the Revoke oracle, then B3 returns

grt[i] = (dki, vki) if i ̸= i∗. Otherwise, if i = i∗, then B3 outputs a random bit β̃. For the

challenge (i0, i1,m
∗), B3 computes the challenge signature Σ∗ as follows:

1. If ib ̸= i∗, then output a random bit β̃. If ib = i∗, go to the next step.

2. Compute σ∗ ← SIG.Sign(skib ,m
∗).

3. Set M0 ← 0|σ
∗| and M1 ← σ∗. Then, send (M0,M1) to the challenger for the

IND-CPA game and receive a ciphertext c̃t
∗
.

4. Choose a value r∗2 uniform randomly, and compute ct∗ ← PKE.Enc(ekPKE,

0|⟨ekib ,vkib ,certib ⟩|; r∗2).

5. Compute π∗ ← Sim2(crs, td, ⟨gpk, c̃t
∗
, ct∗,m∗⟩) where td is the trapdoor generated

by Sim1.

6. Send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

70



Finally, when A terminates with b̃, B3 outputs β̃ = 1 if b = b̃, and β̃ = 0 otherwise.

If ib = i∗ and β = 0, c̃t
∗
is represented as c̃t

∗
= PKE.Enc(ekib , 0

|σ∗|). Therefore, B3
perfectly simulates Game 3. On the other hand, if ib = i∗ and β = 1, c̃t

∗
is represented as

c̃t
∗
= PKE.Enc(ekib , σ

∗), and thus B3 perfectly simulates Game 2. Let Good be the event

that ib = i∗ holds where i∗ is chosen by B3 at the beginning of the game. Since the guess

of i∗ ∈ [1, n] and the behavior of A are independent with each other, Pr[Good] = 1/n

holds. Thus, we get
∣∣Pr[Suc2]− Pr[Suc3]

∣∣ = 2n · Advind-cpaPKE,B3
(λ).

Lemma 6.3.4. There exists a PPT algorithm B4 such that
∣∣Pr[Suc3]− Pr[Suc4]

∣∣ = 2n ·
Advkey-privPKE,B4

(λ).

Proof. Let B4 be an adversary for the key privacy of PKE and β be the challenge bit

in the key privacy game. B4 chooses the challenge bit b, and receives two public keys

ek and ek∗ from the challenger. Moreover, B4 chooses the index i∗ ∈ [1, n] uniform

randomly. Then, B4 sets eki∗ ← ek and generates the common reference string crs by

using the simulator Sim1 where (crs, td) ← Sim1(1
λ). Also, B4 the rest of instance for

the scheme Π1 by himself. Then, B4 sends gpk = (crs, vkSIG, ekPKE) and gsk = {gsk[i]} to
A where gsk[i] = (eki, vki, ski, certi). We remark that B4 cannot compute grt[i∗] since B4
does not know the decryption key dki∗ corresponding to the encryption key eki∗ . However,

B4 can generate the i∗’s user signing key gsk[i∗] = (eki∗ , vki∗ , ski∗ , certi∗) without knowing

dki∗ . When A sends a query i to the Revoke oracle, then B4 returns grt[i] = (dki, vki) if

i ̸= i∗. Otherwise, if i = i∗, then B4 outputs a random bit β̃. For the challenge (i0, i1,m
∗),

B4 computes the challenge signature Σ∗ as follows:

1. If ib ̸= i∗, then output a random bit β̃. If ib = i∗, go to the next step.

2. Compute σ∗ ← SIG.Sign(skib ,m
∗).

3. Set M∗ ← 0|σ
∗|. Then, send M∗ to the challenger for the key privacy game and

receive c̃t
∗
.

4. Choose a value r∗2 uniform randomly, and compute ct∗ ← PKE.Enc(ekPKE,

0|⟨ekib ,vkib ,certib ⟩|; r∗2).

5. Compute π∗ ← Sim2(crs, td, ⟨gpk, c̃t
∗
, ct∗,m∗⟩) where td is the trapdoor generated

by Sim1.

6. Send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

Finally, when A terminates with b̃, B3 outputs β̃ = 1 if b = b̃, and β̃ = 0 otherwise. If

ib = i∗ and β = 0, c̃t
∗
is represented as c̃t

∗
= PKE.Enc(ekib , 0

|σ∗|), and thus B4 perfectly

simulates Game 3. On the other hand, if ib = i∗ and β = 1, c̃t
∗
is represented as

c̃t
∗
= PKE.Enc(ek∗, 0|σ

∗|), and thus B4 perfectly simulates Game 4. Let Good be the event

that ib = i∗ holds where i∗ is chosen by B4 at the beginning of the game. Since the guess
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of i∗ ∈ [1, n] and the behavior of A are independent, Pr[Good] = 1/n holds. As in the

same formula deformation in the proof of Lemma 8.3.3, we get
∣∣Pr[Suc3] − Pr[Suc4]

∣∣ =
2n · Advkey-privPKE,B4

(λ).

In Game 4, the choice of the challenge bit b and the distribution of the challenge

signature Σ∗ = (c̃t
∗
, ct∗, π∗) are independent. Thus, Pr[Suc4] = 1/2 holds. Putting all

together, we get

AdvanonΠ1,A(λ, n, T ) ≤
3∑

i=0

∣∣Pr[Suci]− Pr[Suci+1]
∣∣+ ∣∣Pr[Suc4]− 1/2

∣∣
=AdvzkPL,B1

(λ) + 2 · Advind-cpaPKE,B2
(λ)

+ 2n · Advind-cpaPKE,B3
(λ) + 2n · Advkey-privPKE,B4

(λ).

Since the choice of the parameter n and the adversary A is arbitrarily, our scheme Π1 sat-

isfies full anonymity if the underlying NIZK proof system PL satisfies zero-knowledgeness

and the underlying PKE scheme PKE satisfies IND-CPA security and key privacy.

Traceability of Scheme 1. Intuitively, due to the soundness of PL, the probabil-

ity that a valid proof π for a statement ⟨ekPKE, vkSIG, c̃t, ct,m⟩ ̸∈ L can be constructed

is negligible where L is the language defined in Section 6.3.1. Therefore, if Σ = (c̃t,

ct, π) is a valid signature on m, it holds that ⟨ekPKE, vkSIG, c̃t, ct,m⟩ ∈ L with high

probability. Thus, there exists a witness ⟨ek∗, vk∗, cert∗, σ∗, r∗1, r
∗
2⟩ satisfying the equa-

tions (a) c̃t = PKE.Enc(ek∗, σ∗; r∗1), (b) ct = PKE.Enc(ekPKE, ⟨ek∗, vk∗, cert∗⟩; r∗2), (c)

SIG.Verify(vkSIG, ⟨ek∗, vk∗⟩, cert∗) = 1, and (d) SIG.Verify(vk∗,m, σ∗) = 1. From the EUF-

CMA security of the scheme SIG, it is difficult to generate the value cert∗ which satisfies

Equation (c) for an uncertified key pair ⟨ek∗, vk∗⟩. Therefore, for some index i ∈ [1, n],

(ek∗, vk∗) = (eki, vki) holds. Thus, the only way to generate a forgery is to produce a

signature σ∗ which satisfies Equation (d). However, it is also difficult to produce such a

signature due to the EUF-CMA security of SIG. Therefore, Scheme 1 satisfies traceabil-

ity. Formally, the following theorem holds.

Theorem 6.3.3. Scheme 1 satisfies traceability if the underlying NIZK proof system PL

satisfies soundness and the underlying digital signature scheme SIG satisfies EUF-CMA

security.

Proof. Let A be an adversary for traceability of Π1, and (m∗,Σ∗,RU∗) be the output of

A in the experiment ExptraceΠ1,A(λ, n, T ) where Σ∗ = (c̃t
∗
, ct∗, π∗). Let i∗ be the output of

the VLRGS.Open algorithm with an input (m∗,Σ∗). We consider the following four cases:

I. ⟨ekPKE, vkSIG, c̃t
∗
, ct∗,m∗⟩ ̸∈ L,
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II. i∗ = ⊥, III. i∗ /∈ CU, and IV. i∗ ∈ RU∗.

If the output of the experiment ExptraceΠ1,A(λ, n, T ) is 1 (i.e., A succeeds in producing a

forged signature), we can classify the type of the forgery as follows: (1) I, (2) ¬I ∧ II,

(3) ¬I ∧ III, and (4) ¬I ∧ IV.

Let Eℓ be the event that A outputs a forged signature in Type ℓ. We estimate the

each probability that the event Eℓ happens in the following lemmas.

Lemma 6.3.5. There exists a PPT algorithm B1 such that Pr[E1] ≤ AdvsoundPL,B1
(λ).

Proof. Let B1 be an adversary for soundness of PL. First, B1 receives the common

reference string crs from the challenger. Next, B1 generates the rest of instance for the

scheme Π1, and sends gpk = (crs, vkSIG, ekPKE) and grt = {grt[i]} to A where grt[i] =

(dki, vki). Since B1 has all the signing keys, he can easily simulate the GS.Sign oracle

and the Corrupt oracle. Let (m∗,Σ∗,RU∗) be the output of A where Σ∗ = (c̃t
∗
, ct∗, π∗).

Then, B1 outputs (⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) as a forgery for the soundness of PL. When

A’s output (m∗,Σ∗,RU∗) is a forgery in Type 1, ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) = 1

and ⟨gpk, c̃t∗, ct∗,m∗⟩ ̸∈ L hold. Therefore, (⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) is the forgery for the

soundness of PL. Thus, we have Pr[E1] ≤ AdvsoundPL,B1
(λ).

Lemma 6.3.6. There exists a PPT algorithm B2 such that Pr[E2] ≤ Adveuf-cma
SIG,B2

(λ).

Proof. Let B2 be an adversary for the EUF-CMA security of SIG. First, B2 receives

the verification key vk from the challenger of the EUF-CMA security game, and sets

vkSIG ← vk. Next, B2 generates the rest of instance for the scheme Π1, except for the

certificates certi where i ∈ [1, n]. In terms of the certificates, B2 sends ⟨eki, vki⟩ to the

Sign oracle of the scheme SIG, and receives certi. B2 sends gpk = (crs, vkSIG, ekPKE) and

grt = {grt[i]} to A where grt[i] = (dki, vki). Since B1 has all the signing keys, he can

easily simulate the Sign oracle and the Corrupt oracle. Let (m∗,Σ∗,RU∗) be the output of

A where Σ∗ = (c̃t
∗
, ct∗, π∗). Then, B2 outputs (⟨ek∗, vk∗⟩, cert∗) as a forged signature of

SIG. When A’s output (m∗,Σ∗,RU∗) is a forgery in Type 2, ⟨gpk, c̃t∗, ct∗,m∗⟩ ∈ L holds.

Also, SIG.Verify(vkSIG, ⟨ek∗, vk∗⟩, cert∗) = 1 holds where ⟨ek∗, vk∗, cert∗⟩ is the decryption

result of ct∗ by the decryption key dkPKE. Since for all i ∈ [1, n], (ek∗, vk∗) ̸= (eki, vki)

holds, B2 does not send (ek∗, vk∗) to the Sign oracle. Thus, (⟨ek∗, vk∗⟩, cert∗) is a forged

signature of the digital signature scheme SIG, and we get Pr[E2] ≤ Adveuf-cma
SIG,B2

(λ).

Lemma 6.3.7. There exists a PPT algorithm B3 such that Pr[E3] ≤ n · Adveuf-cma
SIG,B3

(λ).

Proof. Let B3 be an adversary for the EUF-CMA security of SIG. First, B3 receives

vk from the challenger of the EUF-CMA security game, and randomly chooses the in-

dex i∗ ∈ [1, n]. Then, B3 sets vki∗ ← vk. Next, B3 generates the rest of instance
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for the scheme Π1, and sends gpk = (crs, vkSIG, ekPKE) and grt = {grt[i]} to A where

grt[i] = (dki, vki). We remark that B3 does not know the signing key ski∗ correspond-

ing to vki∗ . Thus, B3 cannot compute gsk[i∗]. If A sends (i,m) to the Sign oracle

and it holds i ̸= i∗, then B3 easily computes Σ since B3 knows gsk[i] for all the users

i ̸= i∗. On the other hand, if A sends (i∗,m) to the Sign oracle, B3 sends m to the

Sign oracle of SIG and receives a signature σ. Then, he computes (c̃t, ct) and π ac-

cording to the VLRGS.Sign algorithm, and returns Σ = (c̃t, ct, π) to A. If A sends i∗

to the Corrupt oracle, then B3 outputs ⊥. Otherwise, if A sends i such that i ̸= i∗ to

the Corrupt oracle, then B3 returns gsk[i]. Let (m∗,Σ∗,RU∗) be the output of A where

Σ∗ = (c̃t
∗
, ct∗, π∗). If VLRGS.Open(gpk,grt,m∗,Σ∗) ̸= i∗, B3 outputs ⊥. Otherwise, if

VLRGS.Open(gpk,grt,m∗,Σ∗) = i∗, then B3 decrypts c̃t
∗
by using dki∗ and gets the de-

cryption result σ∗. Then, B3 outputs (m∗, σ∗) as a forged signature. Since the guess of

i∗ ∈ [1, n] and the behavior of A are independent with each other, the probability that

VLRGS.Open(gpk,grt,m∗,Σ∗) = i∗ holds is 1/n. If VLRGS.Open(gpk,grt,m∗,Σ∗) = i∗,

i∗ ̸∈ CU holds by the condition of Type 3. Thus, i∗ is not queried to the Corrupt or-

acle and B3 can succeed in simulating the Corrupt oracle. Moreover, due to the suc-

cess condition of A, (i∗,m∗) is not queried to the Sign oracle. That is, m∗ is not

queried to the Sign oracle. Moreover, if VLRGS.Open(gpk,grt,m∗,Σ∗) = i∗, it holds

that VLRGS.Verify(gpk, grt[i∗],m∗,Σ∗) = 0. Thus, either ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩,
π∗) = 0 or SIG.Verify(vki∗ ,m

∗,PKE.Dec(dki∗ , c̃t
∗
)) = 1 hold. Here, due to the success

condition of A, ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) = 1 holds. Thus, SIG.Verify(vki∗ ,m
∗,

PKE.Dec(dki∗ , c̃t
∗
)) = 1 holds. Therefore, if VLRGS.Open(gpk,grt,m∗,Σ∗) = i∗ holds,

(m∗, σ∗) is a forged signature of the SIG scheme where σ∗ is the decryption result of c̃t
∗
by

using the decryption key dki∗ . Since the probability that VLRGS.Open(gpk,grt,m∗,Σ∗) =

i∗ holds is 1/n, we have (1/n) · Pr[E3] ≤ Adveuf-cma
SIG,B3

(λ).

Lemma 6.3.8. Pr[E4] = 0 holds.

Proof. Let (m∗,Σ∗,RU∗) be the output of A, and i∗ be the result of the the VLRGS.Open
algorithm with the input (m∗,Σ∗). If i∗ ∈ RU∗, then grt[i∗] ∈ RL∗. Due to the success

probability, VLRGS.Verify(gpk,RL∗,m∗,Σ∗) = 1 holds. Thus, due to the description of the

VLRGS.Verify algorithm, ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) = 1 holds. Also, for grt[i∗] =

(dki∗ , vki∗) ∈ RL∗, it holds that SIG.Verify(vki∗ ,m
∗,PKE.Dec(dki∗ , c̃t

∗
)) = 0. Moreover,

since the opening result is i∗, we have VLRGS.Verify(gpk, grt[i∗],m∗,Σ∗) = 0. Thus, either

ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) = 1 or SIG.Verify(vki∗ ,m
∗,PKE.Dec(dki∗ , c̃t

∗
)) = 1

holds. However, this contradicts the condition that ZK.Verify(crs, ⟨gpk, c̃t∗, ct∗,m∗⟩, π∗) =

1 and SIG.Verify(vki∗ ,m
∗,PKE.Dec(dki∗ , c̃t

∗
)) = 0. Thus, we get Pr[E4] = 0.
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Putting all together, we get

AdvtraceΠ1,A(λ, n, T ) = Pr[ ExptraceΠ1,A(λ, n, T ) = 1 ]

= Pr[ E1 ∨ E2 ∨ E3 ∨ E4 ]

= Pr[E1] + Pr[E2] + Pr[E3] + Pr[E4]

≤ AdvsoundPL,B1
(λ) + Adveuf-cma

SIG,B2
(λ) + n · Adveuf-cma

SIG,B4
(λ).

Since the choice of the parameter n and the adversary A is arbitrarily, our scheme Π1

satisfies traceability if the underlying NIZK proof system PL satisfies soundness and the

underlying digital signature scheme SIG satisfies EUF-CMA security.

6.3.2 Schemes with Backward Unlinkability

In this section, we give two constructions of a fully anonymous VLR-GS scheme with

backward unlinkability. The first scheme called Scheme 2, is a naive scheme extended

Scheme 1. The second scheme called Scheme 3, is obtained by modifying Scheme 2. and

has the size of the user signing key which does not depend on the number of time periods.

Firstly, we explain about Scheme 2. In Scheme 2, encryption/decryption key pairs of

a user i are provided for each time period j. When generating a signature at the time

period j, a user i uses the corresponding encryption key ek
(j)
i to encrypt a signature σ.

Also, the decryption key dk
(j)
i is set to be i’s revocation token for the time period j.

To force users to use the encryption key related to the appropriate time period, each

encryption key ek
(j)
i is certified along with the verification key vki by using the manager’s

signing key sk
(j)
SIG that depends on the time period j.

Scheme 2 is given in Figure 6.2. The building blocks are the same as those of Scheme 1,

that is, we use a digital signature scheme SIG = (SIG.Gen, SIG.Sign, SIG.Verify), a PKE

scheme PKE = (PKE.Gen,PKE.Enc,PKE.Dec), and a NIZK proof system PL = (ZK.Gen,

ZK.Prove,ZK.Verify) where the relation RL is defined in Section 6.3.1 as building blocks.

For Scheme 2, Theorem 6.3.4 to 6.3.6 hold. Since these theorems can be shown as the

case of Scheme 1, we do not give their proofs in this thesis.

Theorem 6.3.4. Scheme 2 is correct if the underlying NIZK proof system PL satis-

fies completeness and the underlying digital signature scheme SIG satisfies EUF-CMA

security.

Theorem 6.3.5. Scheme 2 satisfies full anonymity if the underlying NIZK proof sys-

tem PL satisfies zero-knowledgeness and the underlying PKE scheme PKE satisfies IND-

CPA security and key privacy.

75



VLRGS.Gen(1λ, n, T ):
crs← ZK.Gen(1λ)

For 1 ≤ j ≤ T : (vk
(j)
SIG, sk

(j)
SIG)← SIG.Gen(1λ)

(ekPKE, dkPKE)← PKE.Gen(1λ)
For 1 ≤ i ≤ n and 1 ≤ j ≤ T :

(ek
(j)
i , dk

(j)
i )← PKE.Gen(1λ); (vki, ski)← SIG.Gen(1λ)

cert
(j)
i ← SIG.Sign(sk

(j)
SIG, ⟨ek

(j)
i , vki⟩); grt[i][j]← (dk

(j)
i , vki)

gpk = (crs, {vk(j)SIG}j, ekPKE); gsk[i] = ({ek(j)i }j, vki, ski, {cert
(j)
i }j)

gsk = {gsk[i]}i; grt = {grt[i][j]}ij
Return (gpk,gsk,grt)

VLRGS.Sign(gpk, j, gsk[i],m):
σ ← SIG.Sign(ski,m)

c̃t← PKE.Enc(ek
(j)
i , σ; r1)

ct← PKE.Enc(ekPKE, ⟨ek(j)i , vki, cert
(j)
i ⟩; r2)

π ← ZK.Prove(crs, ⟨ekPKE, vk(j)SIG, c̃t, ct,m⟩, ⟨ek
(j)
i , vki, cert

(j)
i , σ, r1, r2⟩)

Return Σ = (c̃t, ct, π)
VLRGS.Verify(gpk, j,RLj,m,Σ):

If ZK.Verify(crs, ⟨ekPKE, vk(j)SIG, c̃t, ct,m⟩, π) = 0, return 0
For (dk, vk) ∈ RLj:
If SIG.Verify(vk,m,PKE.Dec(dk, c̃t)) = 1, return 0

Return 1

Figure 6.2: Scheme 2. A Naive VLR-GS Scheme with Backward Unlinkability

Theorem 6.3.6. Scheme 2 satisfies traceability if the underlying NIZK proof system PL

satisfies soundness and the underlying digital signature scheme SIG satisfies EUF-CMA

security.

A Drawback of Scheme 2. Although Scheme 2 satisfies backward unlinkability, it has

one drawback that the size of the user signing key depends on the number of time periods.

This is because the user needs to change the encryption key to encrypt a signature σ

for the time period when generating a signature Σ. Therefore, the user i possesses T

encryption keys ek
(1)
i , . . . , ek

(T )
i as a part of the user signing key where T is the number

of time periods. Consequently, the size of certificate is also grown.

Since the number of time periods is fixed in the setup phase and the user signing keys

are also fixed at the beginning of using the system, it is not necessary to redistribute the

user signing keys. However, it is still undesirable that the size of the user signing key

depends on the number of time periods.

Secondly, we give a description of Scheme 3 where the size of the user signing key

does not depend on the number of time periods. Scheme 3 can be obtained by modifying
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Scheme 2. Intuitively, we replace the T encryption/decryption key pairs of a PKE scheme

in Scheme 2 with one identity (an encryption key) and the corresponding decryption keys

of an IBE scheme.

More precisely, in Scheme 3, key pairs of an IBE scheme (params(1),msk(1)), . . . ,

(params(T ),msk(T )) are introduced instead of key pairs of a PKE scheme depending on

the users and the time periods. Therefore, users no longer have their own encryption

keys in Scheme 3. When a user i generates a signature at the time period j, he encrypts

the internal signature σ by using his verification key vki as an encryption key under the

system parameters params(j) with the corresponding index j. Then, by using NIZK proof

system, the user proves that he used the appropriate system parameters with the cur-

rent time period and his certified verification key as an encryption key. The manager

considers a user i’s verification key vki as an identity and generates the corresponding

decryption keys dkij using each master secret key msk(j). Then, the key dkij is set to

be i’s revocation token for the time period j. Since the decryption key dkij can be used

to decrypt only the ciphertext which is generated with the verification key vki and the

system parameters params(j), it works as the revocation token of the user i at the time

period j.

Due to employing an IBE scheme, a user does not need to possess an additional key

of a PKE scheme. Thus, a user i’s signing key is a tuple of a signing/verification key pair

(vki, ski) of a signature scheme and its certificate certi. This size no longer depends on the

number of time periods and especially, is the same as that of the BMW construction [14].

The description of Scheme 3 is given in Figure 6.3. Concretely, we construct a VLR-

GS scheme Π3 = (GS.Gen,GS.Sign,GS.Verify) from a digital signature scheme SIG =

(SIG.Gen, SIG.Sign, SIG.Verify), a PKE scheme PKE = (PKE.Gen,PKE.Enc,PKE.Dec), an

IBE scheme IBE = (IBE.Gen, IBE.Ext, IBE.Enc, IBE.Dec), and a NIZK proof system PL̂ =

(ZK.Gen,ZK.Prove,ZK.Verify). We say that a statement x = ⟨ekPKE, vkSIG, params(j), c̃t, ct,

m⟩ and a witness w = ⟨vki, certi, σ, r1, r2⟩ satisfy the relation RL̂ if the following equations

hold:

(a) c̃t = IBE.Enc(params(j), vki, σ; r1),

(b) ct = PKE.Enc(ekPKE, ⟨vki, certi⟩; r2),

(c) SIG.Verify(vkSIG, vki, certi) = 1,

(d) SIG.Verify(vki,m, σ) = 1.

Moreover, for a statement x = ⟨ekPKE, vkSIG, params(j), c̃t, ct,m⟩, if there exists a witness

that satisfies the above equations, then we say that the statement x belongs to the

language L̂ and denote it x ∈ L̂.
For the correctness of Scheme 3, the following theorem holds.
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GS.Gen(1λ, n, T ):
crs← ZK.Gen(1λ); (vkSIG, skSIG)← SIG.Gen(1λ)

For 1 ≤ j ≤ T : (params(j),msk(j))← IBE.Gen(1λ)
(ekPKE, dkPKE)← PKE.Gen(1λ)
For 1 ≤ i ≤ n and 1 ≤ j ≤ T :
(vki, ski)← SIG.Gen(1λ); certi ← SIG.Sign(skSIG, vki)

dkij ← IBE.Ext(params(j),msk(j), vki); grt[i][j]← (dkij, vki)
gpk = (crs, vkSIG, ekPKE, {params(j)}j); gsk[i] = (vki, ski, certi)
gsk = {gsk[i]}j; grt = {grt[i][j]}ij
Return (gpk,gsk,grt)

GS.Sign(gpk, j, gsk[i],m):
σ ← SIG.Sign(ski,m)
c̃t← IBE.Enc(params(j), vki, σ; r1)
ct← PKE.Enc(ekPKE, ⟨vki, certi⟩; r2)
π ← ZK.Prove(crs, ⟨ekPKE, vkSIG, params(j), c̃t, ct,m⟩, ⟨vki, certi, σ, r1, r2⟩)
Return Σ = (c̃t, ct, π)

GS.Verify(gpk, j,RLj,m,Σ):
If ZK.Verify(crs, ⟨ekPKE, vkSIG, params(j), c̃t, ct,m⟩, π) = 0, return 0
For (dk, vk) ∈ RLj:
If SIG.Verify(vk,m, IBE.Dec(dk, c̃t)) = 1, return 0

Return 1

Figure 6.3: Scheme 3. A VLR-GS Scheme with Backward Unlinkability

Theorem 6.3.7. Scheme 3 is correct if the underlying NIZK proof system PL̂ satis-

fies completeness and the underlying digital signature scheme SIG satisfies EUF-CMA

security.

Proof. Let A be an adversary for the correctness of Π3 and the output of A in the

experiment ExpcorrΠ3,A(λ, n, T ) be (i∗, j∗,m∗,RU∗). If the experiment ExpcorrΠ3,A(λ, n, T ) out-

puts 1, VLRGS.Verify(gpk, j∗,RLj∗ ,m
∗,Σ∗) = 0 and i∗ /∈ RU∗ hold where RLj∗ =

{grt[i][j∗] | i ∈ RU∗} and Σ∗ ← VLRGS.Sign(gpk, j∗, gsk[i∗],m∗). Let Σ∗ = (c̃t
∗
, ct∗,

π∗). When VLRGS.Verify(gpk, j∗,RLj∗ ,m
∗,Σ∗) = 0 holds, either the following event EA

or the event EB happens.

EA: ZK.Verify(crs, ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩, π∗) = 0 holds.

EB: For some i ∈ RU∗, SIG.Verify(vki,m
∗, IBE.Dec(dkij∗ , c̃t

∗
)) = 1 holds.

However, Pr[EA] = 0 holds if PL̂ satisfies completeness. Therefore, it holds that

Pr[ExpcorrΠ3,A(λ, n, T ) = 1] = Pr[EA ∨ EB] ≤ Pr[EA] + Pr[EB] = Pr[EB].

We evaluate Pr[EB] by constructing an algorithm B that breaks the EUF-CMA se-

curity of the digital signature scheme SIG. At the beginning of the game, B randomly
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chooses î ∈ [1, n], and sets vk̂i ← vk where vk is the key given by the challenger of the

EUF-CMA security game. B generates the rest of instance for the scheme Π3 and sends

gpk = (crs, vkSIG, ekPKE, {params(j)}j) to A. For the A’s output (i∗, j∗,m∗,RU∗), B out-

puts ⊥ if î = i∗. Otherwise, if î ̸= i∗, B computes Σ∗ ← VLRGS.Sign(gpk, j∗, gsk[i∗],m∗).

Then, B computes σ∗ ← IBE.Dec(dki∗j∗ , c̃t
∗
), and outputs (m,σ∗) as a forged signature.

When the event EB happens, there exists at least one pair (dkij∗ , vki) ∈ RLj∗ such

that SIG.Verify(vki,m
∗, IBE.Dec(dkij∗ , c̃t

∗
)) = 1 holds. Let I be the set of such indexes i

and Good be the event that i∗ ∈ I holds. Since the guess of i∗ ∈ [1, n] and the behavior of

A are independent, we get Pr[EB ∧ Good] = Pr[EB] ·Pr[Good]. When both events EB and

Good happen, it holds that SIG.Verify(vki∗ ,m
∗, σ∗) = 1 where σ∗ ← IBE.Dec(dki∗j∗ , c̃t

∗
).

Therefore, (m∗, σ∗) is a forgery of the digital signature scheme SIG, and Pr[EB∧Good] ≤
AdvunforgeSIG,B (λ) holds. Since i∗ ∈ [1, n] is randomly chosen, we get Pr[Good] = 1/n, we have

AdvcorrΠ3,A(λ, n, T ) = Pr[ExpcorrΠ3,A(λ, n, T ) = 1] ≤ Pr[EB] = (1/Pr[Good]) · Pr[EB ∧ Good] ≤
n · AdvunforgeSIG,B (λ). Since the choice of the parameters n and T , and the adversary A is

arbitrarily, Π3 is correct if the NIZK proof system PL̂ satisfies completeness and the

digital signature scheme SIG satisfies EUF-CMA security.

Moreover, for the security of Scheme 3, Theorem 6.3.8 and 6.3.9 hold.

Theorem 6.3.8. Scheme 3 satisfies full anonymity if the underlying NIZK proof system

PL̂ satisfies zero-knowledgeness, the underlying PKE scheme PKE satisfies IND-CPA

security, and the underlying IBE scheme IBE satisfies IND-ID-CPA security and key

privacy.

Proof. Let A be an adversary for full anonymity of Scheme 3. We consider the following

sequence of games. Let Pr[Sucℓ] denote the event that A succeeds in guessing the chal-

lenge bit in Game ℓ. Let b be the challenge bit, i0 and i1 be the challenge users, j∗ be

the challenge time period, and m∗ be the challenge message.

[Game 0]: This is the experiment ExpanonΠ3,A(λ, n, T ) itself. For simplicity, the challenge

bit b is chosen at the beginning of the game. This change does not have an effect on the

behavior of the adversary A.

[Game 1]: This game is the same as Game 0, except that the common reference string crs

in the group public key gpk and a proof π∗ in the challenge signature Σ∗ are computed

by using the simulator S of the NIZK proof system.

[Game 2]: In this game, we change the plaintext of the ciphertext ct∗ in the challenge

signature Σ∗. Concretely, the plaintext 0|⟨vkib ,certib ⟩| is encrypted to the ciphertext ct∗

instead of ⟨vkib , certib⟩.

[Game 3]: In Game 3, we change the plaintext of the ciphertext c̃t
∗
in the challenge
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signature Σ∗. Concretely, the plaintext 0|σ
∗| is encrypted to the ciphertext c̃t

∗
instead of

σ∗ where σ∗ = SIG.Sign(skib ,m
∗).

[Game 4]: In this game, we change the encryption key of the ciphertext c̃t
∗
. Concretely,

we use a random key vk∗ to compute c̃t
∗
instead of using the key vkib .

For these games, the following lemmas hold.

Lemma 6.3.9. There exists a PPT algorithm B1 such that
∣∣Pr[Suc0] − Pr[Suc1]

∣∣ =

AdvzkP
L̂
,B1

(λ).

Proof. Let B1 be an adversary for the zero-knowledgeness of PL̂. First, B1 chooses the

challenge bit b, and receives the common reference string crs from the challenger in the

zero-knowledge game. Next, B1 generates the rest of instance for the scheme Π3, and

sends gpk = (crs, vkSIG, ekPKE, {params(j)}j) and gsk = {gsk[i]}i to A where gsk[i] =

(vki, ski, certi). If A sends a query (i, j) to the Revoke oracle, B1 returns grt[i][j] =

(dkij, vki). For the challenge query (i0, i1, j
∗,m∗), B1 computes the challenge signature Σ∗

as follows:

1. Compute σ∗ ← SIG.Sign(skib ,m
∗).

2. Choose values r∗1 and r∗2 uniform randomly. Then, compute ciphertexts c̃t
∗ ←

IBE.Enc(params(j
∗), vkib , σ

∗; r∗1) and ct∗ ← PKE.Enc(ekPKE, ⟨vkib , certib⟩; r∗2).

3. Set x ← ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩ and w ← ⟨vkib , certib , σ∗, r∗1, r

∗
2⟩, and

send (x,w) to the oracle in the zero-knowledge game. Then, obtain a proof π.

4. Set π∗ ← π, and send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

Finally, when A terminates with b̃, B1 outputs 1 if b = b̃, and 0 otherwise.

If the common reference string crs which B1 obtained is generated by the ZK.Gen

algorithm, and the oracle which B1 accessed is the Prove oracle, then B1 perfectly

simulates Game 0 for A. On the other hand, if the common reference string crs

which B1 obtained is generated by the simulator Sim1, and the oracle which B1 ac-

cessed is the SimProve oracle, then B1 perfectly simulates Game 1. Thus, we get

AdvzkP
L̂
,B1

(λ) =
∣∣Pr[ExpproofP

L̂
,B1

(λ) = 1]−Pr[Expsim-proof
P
L̂
,B1

(λ) = 1]
∣∣ = ∣∣Pr[Suc0]−Pr[Suc1]

∣∣.
Lemma 6.3.10. There exists a PPT algorithm B2 such that

∣∣Pr[Suc1] − Pr[Suc2]
∣∣ =

2 · Advind-cpaPKE,B2
(λ).

Proof. Let B2 be an adversary for the IND-CPA security of PKE and β be the challenge

bit in the IND-CPA security game. At the beginning of the game, B2 chooses the challenge
bit b for the anonymity game, and receives the public key ek from the challenger. B2 sets
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ekPKE ← ek and generates the common reference string crs by using the simulator Sim1

where (crs, td) ← Sim1(1
λ). Also, B2 the rest of instance for the scheme Π3 by himself.

Then, B2 sends gpk = (crs, vkSIG, ekPKE, {params(j)}j) and gsk = {gsk[i]}i to A where

gsk[i] = (vki, ski, certi). If A sends a query (i, j) to the Revoke oracle, then B2 returns

grt[i][j] = (dkij, vki). For the challenge query (i0, i1, j
∗,m∗), B2 computes the challenge

signature Σ∗ as follows:

1. Compute σ∗ ← SIG.Sign(skib ,m
∗).

2. Choose a value r∗1 uniform randomly, and compute a ciphertext c̃t
∗ ←

IBE.Enc(params(j
∗), vkib , σ

∗; r∗1).

3. Set M0 ← 0|⟨vkib ,certib ⟩| and M1 ← ⟨vkib , certib⟩. Then, send (M0,M1) to the chal-

lenger for the IND-CPA game and obtain a ciphertext ct. Set ct∗ ← ct.

4. Compute π∗ ← Sim2(crs, td, ⟨ekPKE, vkSIG, params(j), c̃t
∗
, ct∗,m∗⟩) where td is the

trapdoor generated by Sim1.

5. Send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

Finally, when A terminates with b̃, B2 outputs β̃ = 1 if b = b̃, and β̃ = 0 otherwise.

If β = 0, ct∗ is represented as ct∗ = PKE.Enc(ekPKE, 0
|⟨vkib ,certib ⟩|). Therefore,

B2 perfectly simulates Game 2. On the other hand, if β = 1, ct∗ is to be ct∗ =

PKE.Enc(ekPKE, ⟨vkib , certib⟩), and thus B2 perfectly simulates Game 1. Thus, we get∣∣Pr[Suc1]− Pr[Suc2]
∣∣ = 2 · Advind-cpaPKE,B2

(λ).

Lemma 6.3.11. There exists a PPT algorithm B3 such that
∣∣Pr[Suc2] − Pr[Suc3]

∣∣ =
2T · Advind-id-cpaIBE,B3

(λ).

Proof. Let B3 be an adversary for the IND-ID-CPA security of IBE and β be the chal-

lenge bit in the IND-ID-CPA security game. At the beginning of the game, B3 chooses

the challenge bit b, and guesses a time period j∗ ∈ [1, T ] uniform randomly. Then, B3 sets
params(j

∗) ← params where params is the system parameters given by the challenger. The

rest of instance for the scheme Π3 is generated by B3, however, only the common reference

string crs is yielded by the simulator Sim1. B3 sends gpk = (crs, vkSIG, ekPKE, {params(j)}j)
and gsk = {gsk[i]}i to A where gsk[i] = (vki, ski, certi). We note that B3 can compute

all the user signing keys gsk even he does not know the master secret key msk(j
∗) cor-

responding to params(j
∗). When A sends a query (i, j) to the Revoke oracle, B3 answers

it as follows. If j ̸= j∗, B3 computes dkij ← IBE.Ext(params(j),msk(j), vki) and returns

grt[i][j] = (dkij, vki) to A. If j = j∗, B3 queries vki to the Extract oracle of the IND-

ID-CPA security game and obtains dkij∗ . Then, he returns grt[i][j∗] = (dkij∗ , vki) as the
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reply for A. Let (i0, i1, jch,m∗) be the challenge query of A. If jch ̸= j∗, then B3 outputs

a random bit β̃ as his final output. Otherwise, B3 computes the challenge signature Σ∗

as follows:

1. Compute σ∗ ← SIG.Sign(skib ,m
∗).

2. Set M0 ← 0|σ
∗| and M1 ← σ∗. Then, send (vkib ,M0,M1) to the challenger for the

IND-ID-CPA security game and receive a ciphertext c̃t
∗
.

3. Compute ct∗ ← PKE.Enc(ekPKE, 0
|⟨vkib ,certib ⟩|; r∗2) where r∗2 is an uniformly random

value.

4. Compute π∗ ← Sim2(crs, td, ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩) where td is the

trapdoor generated by Sim1.

5. Send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

We note that the identity vkib was not queried to the Extract oracle since the pair (ib,

j∗) is not allowed to query the Revoke oracle. Thus, the tuple (vkib ,M0,M1) is the valid

challenge query for the IND-ID-CPA security game. Finally, when A terminates with b̃,

B3 outputs β̃ = 1 if b = b̃, and β̃ = 0 otherwise.

We consider the case that jch = j∗. If β = 0, c̃t
∗
is represented as c̃t

∗
=

IBE.Enc(params(j), vkib , 0
|σ∗|) Therefore, B3 perfectly simulates Game 3. On the other

hand, if β = 1, c̃t
∗
is represented as c̃t

∗
= IBE.Enc(params(j), vkib , σ

∗), and thus B3
perfectly simulates Game 2. Since the guess of j∗ ∈ [1, T ] and the behavior of A are inde-

pendent, the probability that jch = j∗ holds is 1/T . Thus, we get
∣∣Pr[Suc2]−Pr[Suc3]

∣∣ =
2T · Advind-id-cpaIBE,B3

(λ).

Lemma 6.3.12. There exists a PPT algorithm B4 such that
∣∣Pr[Suc3] − Pr[Suc4]

∣∣ =
2T · Advkey-privIBE,B4

(λ)

Proof. Let B4 be an adversary for the key privacy of IBE and β be the challenge bit in

the key privacy game. At the beginning of the game, B4 chooses the challenge bit b, and

guesses a time period j∗ ∈ [1, T ] uniform randomly. Then, B4 sets params(j
∗) ← params

where params is the system parameters given by the challenger. The rest of instance for

the scheme Π3 is generated by B4, however, only the common reference string crs is yielded

by the simulator Sim1. B4 sends gpk = (crs, vkSIG, ekPKE, {params(j)}j) and gsk = {gsk[i]}i
to A where gsk[i] = (vki, ski, certi). As with the algorithm B3 in Lemma 6.3.11, B4 can

compute all the user signing keys gsk even he does not know the master secret key msk(j
∗).

Moreover, for a revocation query (i, j) from A, B4 can easily compute grt[i][j] = (dkij, vki)

by using the master secret key msk(j) on the condition that j ̸= j∗. If j = j∗, B4 obtains
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the decryption key dkij∗ by querying vki to the Extract oracle of the key privacy game,

and returns grt[i][j∗] = (dkij∗ , vki) as the reply for A. Let (i0, i1, jch,m∗) be the challenge

query of A. If jch ̸= j∗, then B4 outputs a random bit β̃ as his final output. Otherwise,

B4 computes the challenge signature Σ∗ as follows:

1. Compute σ∗ ← SIG.Sign(skib ,m
∗).

2. Choose a random key vk∗ and set M∗ ← 0|σ
∗|. Then, send (vk∗, vkib ,M

∗) to the

challenger for the key privacy game and receive a ciphertext c̃t
∗
.

3. Compute ct∗ ← PKE.Enc(ekPKE, 0
|⟨vkib ,certib ⟩|; r∗2) where r∗2 is an uniformly random

value.

4. Compute π∗ ← Sim2(crs, td, ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩) where td is the

trapdoor generated by Sim1.

5. Send Σ∗ = (c̃t
∗
, ct∗, π∗) to A as the challenge signature.

We note that the identity vkib was not queried to the Extract oracle since the pair

(ib, j
∗) is not allowed to query the Revoke oracle. Also, the identity vk∗ was not queried

to the Extract oracle with high probability since it is randomly chosen. Thus, the tuple

(vk∗, vkib ,M
∗) is the valid challenge query for the key privacy game. Finally, when A

terminates with b̃, B3 outputs β̃ = 1 if b = b̃, and β̃ = 0 otherwise.

We consider the case that jch = j∗. If β = 0, c̃t
∗
is represented as c̃t

∗
=

IBE.Enc(params(j), vk∗, 0|σ
∗|) Therefore, B4 perfectly simulates Game 4. On the other

hand, if β = 1, c̃t
∗
is represented as c̃t

∗
= IBE.Enc(params(j), vkib , 0

|σ∗|), and thus B4
perfectly simulates Game 3. Since the guess of j∗ ∈ [1, T ] and the behavior of A are

independent with each other, the probability that jch = j∗ holds is 1/T . Thus, we get∣∣Pr[Suc3]− Pr[Suc4]
∣∣ = 2T · Advkey-privIBE,B4

(λ).

In Game 4, the choice of the challenge bit b and the distribution of the challenge

signature Σ∗ = (c̃t
∗
, ct∗, π∗) are independent. Thus, Pr[Suc4] = 1/2 holds. Putting all

together, we get

AdvanonΠ3,A(λ, n, T ) ≤
3∑

i=0

∣∣Pr[Suci]− Pr[Suci+1]
∣∣+ ∣∣Pr[Suc4]− 1/2

∣∣
=AdvzkP

L̂
,B1

(λ) + 2 · Advind-cpaPKE,B2
(λ)

+ 2T · Advind-id-cpaIBE,B3
(λ) + 2T · Advkey-privIBE,B4

(λ).

Since the choice of the parameters n and T , and the adversary A is arbitrarily, our

scheme Π3 satisfies full anonymity if the underlying NIZK proof system PL̂ satisfies zero-

83



knowledgeness, the underlying PKE scheme PKE satisfies IND-CPA security, and the

underlying IBE scheme IBE satisfies IND-ID-CPA security and key privacy.

Theorem 6.3.9. Scheme 3 satisfies traceability if the underlying NIZK proof system PL̂

satisfies soundness and the underlying digital signature scheme SIG satisfies EUF-CMA

security.

Proof. Let A be an adversary for traceability of Π3, and (j∗,m∗,Σ∗,RU∗) the output of

A in the experiment ExptraceΠ3,A(λ, n, T ) where Σ∗ = (c̃t
∗
, ct∗, π∗). Let i∗ be the output of

the GS.Open algorithm with an input (j∗,m∗,Σ∗). We consider the following cases:

I. ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩ ̸∈ L̂,

II. i∗ = ⊥, III. i∗ /∈ CU, and IV. i∗ ∈ RU∗.

If the output of the experiment ExptraceΠ3,A(λ, n, T ) is 1 (i.e., A succeeds in producing a

forged signature), we can classify the type of the forgery as follows: (1) I, (2) ¬I ∧ II,

(3) ¬I ∧ III, and (4) ¬I ∧ IV.

Let Eℓ be the event that A outputs a forged signature in Type ℓ where 1 ≤ ℓ ≤ 4. We

estimate the each probability that the event Eℓ happens in the following lemmas.

Lemma 6.3.13. There exists a PPT algorithm B1 such that Pr[E1] ≤ AdvsoundP
L̂
,B1

(λ).

Proof. Let B1 be an adversary for soundness of PL̂. First, B1 receives the common

reference string crs from the challenger. Next, B1 generates the rest of instance for the

scheme Π3, and sends gpk = (crs, vkSIG, ekPKE, {params(j)}j) and grt = {grt[i][j]} to A
where grt[i][j]← (dkij, vki). Since B1 has all the user signing keys, he can easily simulate

the GS.Sign oracle and the Corrupt oracle. Let (j∗,m∗,Σ∗,RU∗) be the output of A
where Σ∗ = (c̃t

∗
, ct∗, π∗). Then, B1 outputs (⟨ekPKE, vkSIG, params(j

∗), c̃t
∗
, ct∗,m∗⟩, π∗) as

a forgery for the soundness of PL̂.

When A’s output (j∗,m∗,Σ∗,RU∗) is a forgery in Type 1, ZK.Verify(crs, ⟨ekPKE, vkSIG,
params(j

∗), c̃t
∗
, ct∗,m∗⟩, π∗) = 1 and ⟨ekPKE, vkSIG, params(j

∗), c̃t
∗
, ct∗,m⟩ ̸∈ L̂ hold. There-

fore, (⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩, π∗) is the forgery for the soundness of PL̂.

Thus, we have Pr[E1] ≤ AdvsoundP
L̂
,B1

(λ).

Lemma 6.3.14. There exists a PPT algorithm B2 such that Pr[E2] ≤ AdvunforgeSIG,B2
(λ).

Proof. Let B2 be an adversary for the EUF-CMA security of SIG. First, B2 receives

the verification key vk from the challenger of the EUF-CMA security game, and sets

vkSIG ← vk. Next, B2 generates the rest of instance for the scheme Π3, except for the

certificates certi where i ∈ [1, n]. In terms of the certificates, B2 sends vki to the Sign

oracle of the scheme SIG, and sets certi to be the signature which he received from the
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oracle. B2 sends gpk = (crs, vkSIG, ekPKE, {params(j)}j) and grt = {grt[i][j]} to A where

grt[i][j] ← (dkij, vki). Since B2 has all the user signing keys, he can easily simulate the

GS.Sign oracle and the Corrupt oracle. Let (j∗,m∗,Σ∗,RU∗) be the output of A where

Σ∗ = (c̃t
∗
, ct∗, π∗). B2 decrypts the ciphertext ct∗ by using the key dkPKE and obtains

⟨vk∗, cert∗⟩. Then, he outputs (vk∗, cert∗) as a forged signature of SIG.
When A’s output (j∗,m∗,Σ∗,RU∗) is a forgery in Type 2, ⟨ekPKE, vkSIG, params(j

∗),

c̃t
∗
, ct∗,m∗⟩ ∈ L̂ and i∗ = ⊥ hold. The equation i∗ = ⊥ means that there

does not exist an index i such that VLRGS.Verify(gpk, j∗, {grt[i][j∗]},m∗,Σ∗) = 0.

That is, it holds that SIG.Verify(vki,m
∗, IBE.Dec(dkij∗ , c̃t

∗
)) = 0 for all the indices i.

Also, since ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩ ∈ L̂, there exist σ∗ and r∗1 such that

c̃t
∗
= IBE.Enc(params(j

∗), vk∗, σ∗; r∗1), and SIG.Verify(vk∗,m∗, σ∗) = 1 for the plaintext

⟨vk∗, cert∗⟩ of ct∗. From these facts, we get vk∗ ̸= vki for any index i. Moreover, it sat-

isfies that SIG.Verify(vkSIG, vk
∗, cert∗) = 1 since ⟨ekPKE, vkSIG, params(j

∗), c̃t
∗
, ct∗,m∗⟩ ∈ L̂

holds. Therefore, (vk∗, cert∗) is a forged signature of the digital signature scheme SIG,
and we get Pr[E2] ≤ AdvunforgeSIG,B2

(λ).

Lemma 6.3.15. There exists a PPT algorithm B3 such that Pr[E3] ≤ n · AdvunforgeSIG,B3
(λ).

Proof. Let B3 be an adversary for the EUF-CMA security of SIG. First, B3 receives

vk from the challenger of the EUF-CMA security game, and randomly chooses the in-

dex i∗ ∈ [1, n]. Then, B3 sets vki∗ ← vk. Next, B3 generates the rest of instance for

the scheme Π3, and sends gpk = (crs, vkSIG, ekPKE, {params(j)}j) and grt = {grt[i][j]} to
A where grt[i][j] ← (dkij, vki). If A sends (i, j,m) to the GS.Sign oracle and it holds

i ̸= i∗, B3 easily computes the corresponding signature since B3 knows gsk[i] for all

the users i ̸= i∗. However, B3 does not know the signing key ski∗ corresponding to

vki∗ . Thus, B3 does not know i∗’s user signing key. Then, if A sends (i∗, j,m) to the

GS.Sign oracle, B3 sends m to the Sign oracle of SIG and receives a signature σ. Fur-

thermore, he computes (c̃t, ct) and π according to the GS.Sign algorithm, and returns

Σ = (c̃t, ct, π) to A. We note that the signing key ski∗ is not needed to generate a

NIZK proof π. If A sends i to the Corrupt oracle and i = i∗ holds, then B3 outputs

⊥. Otherwise, if i ̸= i∗, then B3 returns gsk[i]. Let (j∗,m∗,Σ∗,RU∗) be the output of

A where Σ∗ = (c̃t
∗
, ct∗, π∗). If VLRGS.Open(gpk, j∗,grt,m∗,Σ∗) ̸= i∗, B4 outputs ⊥. If

VLRGS.Open(gpk, j∗,grt,m∗,Σ∗) = i∗, then B3 decrypts c̃t
∗
by using dki∗j∗ and obtains

the decryption result σ∗, that is, σ∗ ← IBE.Dec(dki∗j∗ , c̃t
∗
). Then, B3 outputs (m∗, σ∗) as

a forged signature.

We consider the case that B3 succeeded in guessing the index i∗, that is,

VLRGS.Open(gpk, j∗,grt,m∗,Σ∗) = i∗ holds. In this case, it holds that VLRGS.Verify(gpk,

j∗, grt[i∗][j∗],m∗,Σ∗) = 0. That is, either ZK.Verify(crs, ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,

m∗⟩, π∗) = 0 or SIG.Verify(vki∗ ,m
∗, IBE.Dec(dki∗j∗ , c̃t

∗
)) = 1 holds. Since Σ∗ is a
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valid signature, ZK.Verify(crs, ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩, π∗) = 1 holds. There-

fore, we can say that the latter condition SIG.Verify(vki∗ ,m
∗, IBE.Dec(dki∗j∗ , c̃t

∗
)) =

SIG.Verify(vki∗ ,m
∗, σ∗) = 1 holds. Also, due to the success condition of A, (·, ·,m∗)

is not queried to the GS.Sign oracle. Thus, m∗ is not queried to the Sign oracle and

(m∗, σ∗) is a valid forged signature. The probability of succeeding in guessing the index

i∗ is 1/n since the guess of i∗ ∈ [1, n] and the behavior of A are independent with each

other. Then, we have (1/n) · Pr[E3] ≤ AdvunforgeSIG,B3
(λ).

Lemma 6.3.16. Pr[E4] = 0 holds.

Proof. Let (j∗,m∗,Σ∗,RU∗) be the output of A, and i∗ be the result of the the

VLRGS.Open algorithm with the input (j∗,m∗,Σ∗). If i∗ ∈ RU∗, then grt[i∗][j∗] ∈
RL∗. Also, due to the success condition, VLRGS.Verify(gpk, j∗,RL∗,m∗,Σ∗) = 1 holds,

that is, ZK.Verify(crs, ⟨ekPKE, vkSIG, params(j
∗), c̃t

∗
, ct∗,m∗⟩, π∗) = 1 and SIG.Verify(vki∗ ,

m∗, IBE.Dec(dki∗j∗ , c̃t
∗
)) = 0 hold. Moreover, since the opening result is i∗, we have

VLRGS.Verify(gpk, j∗, {grt[i∗][j∗]},m∗,Σ∗) = 0. That is, either ZK.Verify(crs, ⟨ekPKE,
vkSIG, params(j

∗), c̃t
∗
, ct∗,m∗⟩, π∗) = 0 or SIG.Verify(vki∗ ,m

∗, IBE.Dec(dki∗j∗ , c̃t
∗
)) = 1

holds. However, both cases contradict the success conditions ZK.Verify(crs, ⟨ekPKE, vkSIG,
params(j

∗), c̃t
∗
, ct∗,m∗⟩, π∗) = 1 and SIG.Verify(vki∗ ,m

∗, IBE.Dec(dki∗j∗ , c̃t
∗
)) = 0 Thus, we

get Pr[E4] = 0.

Putting all together, we get

AdvtraceΠ3,A(λ, n, T ) = Pr[ ExptraceΠ3,A(λ, n, T ) = 1 ]

= Pr[ E1 ∨ E2 ∨ E3 ∨ E4 ]

= Pr[E1] + Pr[E2] + Pr[E3] + Pr[E4]

≤ AdvsoundP
L̂
,B1

(λ) + AdvunforgeSIG,B2
(λ) + n · AdvunforgeSIG,B3

(λ).

Since the choice of the parameters n and T , and the adversary A is arbitrarily, our

scheme Π3 satisfies traceability if the underlying NIZK proof system PL̂ satisfies soundness

and the underlying digital signature scheme SIG satisfies EUF-CMA security.

86



Chapter 7

Group Signature with Deniability

Group signature allows for users to anonymously prove their membership, but in the case

of incidents (e.g., crimes), the identity of the signer can be revealed by the opener. Such

a property seems quite useful for protecting the users’ privacy and tracing malicious users

simultaneously. However, for some situations, this property is insufficient.

For example, assume that the police needs to know whether a suspect was in a specific

building at the time of a crime, and the entrance and exit control for the building is

managed using a group signature scheme. A naive way to check this is to ask the authority

(i.e., the manager of the building) to just reveal the signer identities of all the signatures

that were used for the authentication within that specified time period. This is what can

be done by standard group signature. Obviously, this results in a serious violation of the

privacy of the innocent users who have entered the building in that time period.

To avoid this situation, it is further required that a group signature scheme provides

functionality for generating yet another kind of digital evidence which only proves that

for a given signature and identity of a suspect, the signer is not the suspect.

In this chapter, we introduce group signature that provides the above-mentioned

functionality, called deniable group signature [68, 69]. In addition to all the functionalities

of standard group signature, deniable group signature provides another functionality that

the opener can generate a denial proof that proves non-ownership of a signature. More

precisely, for a given signature and an identity of a user, the opener can generate a proof

of the fact that the actual signer is not that particular user (if this is the case).

7.1 Syntax

Deniable group signature is a natural extension of the Bellare-Shi-Zhang (BSZ) model [17]

introduced in Chapter 4. In a deniable group signature scheme, we require that for the

signature Σ of a message msg and a user j, the opener can establish a proof that the open
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result is not j. Hence in addition to the standard functionality of group signature, two

new algorithms, GS.DOpen and GS.DJudge are introduced to the BSZ model. The opener

produces a denial proof by using the GS.DOpen algorithm and validity of the proof can

be checked by the GS.DJudge algorithm.

Formally, a deniable group signature scheme D-GS consists of the algorithms

(GS.GGen,GS.UGen,GS.Join/GS.Issue,GS.Sign,GS.Verify,GS.Open,GS.Judge,GS.DOpen,

GS.DJudge) where the GS.DOpen and the GS.DJudge algorithms are defined below, and

the other algorithms are defined in Section 4.1.

GS.DOpen: The denial opening algorithm takes gpk, j, ok, msg, Σ, and reg, and returns ηj,

where j is a user identity, and ηj is a proof that user j did not compute Σ.

GS.DJudge: The denial judgement algorithm takes gpk, j, upkj, msg, Σ, and ηj, and

returns 1 or 0.

We note that GS.Judge(gpk, i, upki,msg,Σ, τ) = 0 does not imply that the signature Σ

is not generated by the user i. For example, if a proof τ is not generated honestly, the

GS.Judge algorithm outputs 0. Similarly, GS.DJudge(gpk, j, upkj,msg,Σ, ηj) = 0 does not

imply that the signature Σ is generated by the user j. For example, if a proof ηj is not

generated honestly, the GS.DJudge algorithm outputs 0.

7.2 Security

As in the case of standard group signature, we provide definitions of correctness,

anonymity, non-frameability, traceability, and opening soundness. The security model

is extended from that of standard group signature defined in Section 4.2 and therefore,

is almost the same except for anonymity.

Firstly, we define a new oracle, the DOpen oracle.

DOpen(·, ·, ·): This deniable opening oracle takes as input a user identity j, msg and Σ,

and returns ηj ← GS.DOpen(gpk, j, ok,msg,Σ, reg) if (msg,Σ) ̸∈ GSet∨j ̸∈ ISet and

⊥ otherwise.

Secondly, we define the security requirements by using the DOpen oracle and the

oracles defined in Section 4.2.

Correctness of standard group signature is required for ensuring that any honestly

generated group signature is valid (i.e., it is accepted by the GS.Verify algorithm), and

the GS.Open algorithm correctly identifies its actual signer and a proof generated by the

algorithm is accepted by the GS.Judge algorithm.
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In addition to this, we require that a proof of an arbitrary user j who is not the actual

signer i, generated by the GS.DOpen algorithm is accepted by the GS.DJudge algorithm.

Formally, correctness for deniable group signature is defined as follows.

Definition 7.2.1 (Correctness). Let A = (A1,A2) be an adversary for D-GS scheme

D-GS. We define an experiment ExpcorrD-GS,A(λ) as follows.

ExpcorrD-GS,A(λ) : (gpk, ik, ok)← GS.GGen(1λ); HU← ∅; CU← ∅

(i,msg, st)← AAddU(·),RReg(·)
1 (gpk)

If i /∈ HU, return 0

Σ← GS.Sign(gpk, gski,msg)

(̃i, τ)← GS.Open(gpk, ok,msg,Σ, reg)

j ← AAddU(·),RReg(·)
2 (Σ, ĩ, τ, st)

If i = j ∨ j /∈ HU, return 0

ηj ← GS.DOpen(gpk, j, upkj, ok,msg,Σ, reg)

Output 1 if the following holds :

GS.Verify(gpk,msg,Σ) = 0 ∨ i ̸= ĩ

∨ GS.Judge(gpk, i, upki,msg,Σ, τ) = 0

∨ GS.DJudge(gpk, j, upkj,msg,Σ, ηj) = 0

Otherwise return 0

We say that D-GS is correct if the advantage

AdvcorrD-GS,A(λ) = Pr[ ExpcorrD-GS,A(λ) = 1 ]

is negligible for any PPT adversary A.

Anonymity of standard group signature is required so that an adversary who can

corrupt the issuer and malicious users cannot extract any user information from group

signatures of honest users in the case when the adversary is able to access the Open oracle.

In anonymity of deniable group signature, the adversary can also access the DOpen

oracle. As mentioned above, the adversary can even query the challenge signature to

the DOpen oracle except for querying the challenge users i0 and i1. Then, anonymity is

guaranteed even if denial proofs for all the users except i0 and i1 are provided for the

challenge group signature.1 Formally, anonymity for deniable group signature is defined

as follows.

1Recall that we exclude the case that an adversary requests a denial proof of either i0 or i1 for the
challenge signature, since this trivially breaks the anonymity. See the definition of DOpen oracle above.
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Definition 7.2.2 (Anonymity). Let A be an adversary for a D-GS scheme D-GS. We

define an experiment ExpanonD-GS,A(λ) as follows.

ExpanonD-GS,A(λ) : b
$←− {0, 1}; (gpk, ik, ok)← GS.GGen(1λ); CU← ∅; HU← ∅

b̃← ACorrupt(·,·),SndToU(·),WReg(·,·),USK(·),Open(·,·),DOpen(·,·,·),Ch(b,·,·,·)(gpk, ik)

Return 1 if b = b̃, otherwise return 0

We say that D-GS satisfies anonymity if the advantage

AdvanonD-GS,A =
∣∣∣ Pr[ ExpanonD-GS,A(λ) = 1 ]− 1/2

∣∣∣
is negligible for any PPT adversary A.

Traceability of standard group signature is required for ensuring that an adversary,

who can corrupt the opener, and malicious users cannot produce a valid group signature

whose opening result is not valid (i.e., an invalid identity) or opening proof is not accepted

by the GS.Judge algorithm.

In the case of deniable group signature, it is also required that the adversary should

not be able to produce a valid group signature whose opening proof is accepted by the

GS.Judge algorithm, but for the same user, the denial opening proof is accepted by the

GS.DJudge algorithm. The formal definition of traceability for deniable group signature

is given as follows.

Definition 7.2.3 (Traceability). Let A = (A1,A2) be an adversary for a D-GS

scheme D-GS. We define an experiment ExptraceD-GS,A(λ) as follows.

ExptraceD-GS,A(λ) : (gpk, ik, ok)← GS.GGen(1λ); CU← ∅; HU← ∅

(msg,Σ, st)← ACorrupt(·,·),SndToI(·),AddU(·),RReg(·),USK(·)
1 (gpk, ok)

(i, τ)← GS.Open(gpk, ok,msg,Σ, reg)

ηi ← ACorrupt(·,·),SndToI(·),AddU(·),RReg(·),USK(·)
2 (i, τ, st)

Return 1 if the following two conditions hold :

GS.Verify(gpk,msg,Σ) = 1

i = 0 ∨ GS.Judge(gpk, i, upki,msg,Σ, τ) = 0

∨ GS.DJudge(gpk, i, upki,msg,Σ, ηj) = 1

Otherwise return 0

We say that D-GS satisfies traceability if the advantage

AdvtraceD-GS,A(λ) = Pr[ ExptraceD-GS,A(λ) = 1 ]
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is negligible for any PPT adversary A.

Non-frameability of standard group signature is required so that an adversary who can

corrupt the issuer, the opener, and malicious users except one honest user cannot produce

a valid group signature of the honest user and its opening proof, which is accepted by

the GS.Judge algorithm.

In non-frameability of deniable group signature, it is required that the adversary

should not be able to forge a valid group signature whose denial opening proof for the

honest user j is not accepted by the GS.DJudge algorithm.

Definition 7.2.4 (Non-Frameability). Let A be an adversary for a D-GS scheme D-GS.
We define an experiment Expnon-frame

D-GS,A (λ) as follows.

Expnon-frame
D-GS,A (λ) : (gpk, ik, ok)← GS.GGen(1λ); CU← ∅; HU← ∅

(msg,Σ, j, τ)← ASndToU(·),Sign(·,·),WReg(·,·),USK(·),Corrupt(·,·)(gpk, ik, ok)

ηj ← GS.DOpen(gpk, j, upkj, ok,msg,Σ, reg)

Return 1 if all of the following hold :

j ∈ HU

GS.Verify(gpk,msg,Σ) = 1

GS.Judge(gpk, j, upkj,m,Σ, τ) = 1

∨ GS.DJudge(gpk, j, upkj,msg,Σ, ηj) = 0

A did not query USK(j) and Sign(j,msg)

Otherwise return 0

We say that D-GS satisfies non-frameability if the advantage

Advnon-frame
D-GS,A (λ) = Pr[ Expnon-frame

D-GS,A (λ) = 1 ]

is negligible for any PPT adversary A.

Opening soundness of standard group signature is required so that an adversary who

can corrupt the issuer, the opener, and malicious users cannot produce a valid group

signature and its opening proofs for i and j, which are both accepted by the GS.Judge

algorithm.

In opening soundness of deniable group signature, it is also required that the adversary

should not be able to produce a valid group signature and its denial opening proof for

the actual signer which is accepted by the GS.DJudge algorithm.

Definition 7.2.5 (Opening Soundness). Let A be an adversary for a D-GS scheme D-GS.
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We define an experiment Expopen-soundD-GS,A (λ) as follows.

Expopen-soundD-GS,A (λ) : (gpk, ik, ok)← GS.GGen(1λ)

(i, j, τi, τj, ηi,msg,Σ)← ACorrupt(·),WReg(·,·)(gpk, ok, ik)

Return 1 if all of the following hold :

GS.Verify(gpk,msg,Σ) = 1

GS.Judge(gpk, i, upki,msg,Σ, τi) = 1

{i ̸= j ∧ GS.Judge(gpk, j, upkj,msg,Σ, τj) = 1}

∨ GS.DJudge(gpk, i, upki,msg,Σ, ηi) = 1

Otherwise return 0

We say that D-GS satisfies opening soundness if the advantage

Advopen-soundD-GS,A (λ) = Pr[ Expopen-soundD-GS,A (λ) = 1 ]

is negligible for any PPT adversary A.

7.3 Generic Construction and Its Limitation

We show that deniable group signature can be constructed by applying the technique

to generically construct (standard) group signature presented by Bellare, Shi, and

Zhang [17]. Then, we explain the difficulty of instantiating an efficient scheme even

though a generic construction is given.

In the BSZ construction, each user i has a key pair (vki, ski) of a signature scheme.

The issuer also has a key pair (vkSIG, skSIG) of a signature scheme, and the opener has a

key pair (ekPKE, dkPKE) of a public key encryption scheme. To issue a signing key to a

user i, the issuer signs the message (i, vki) using his key skSIG and sends the signature

certi to the user i. When generating a signature on a message m, a signer i firstly

produces a signature σ on the message m under vki. Then, to make this verifiable

without losing anonymity, the user makes an encryption C of (i, vki, certi, σ) using ekPKE

and also makes a NIZK proof π which proves that certi is a valid certificate on (i, vki),

i.e., SIG.Verify(vkSIG, (i, vki), certi) = 1, σ is a valid signature on m, and the ciphertext

C is correctly generated. The opener can identify the signer by decrypting C using

dkPKE. Moreover, the opener produces a NIZK proof τ which proves that C decrypts to

(i, vki, certi, σ) under dkPKE.

We can add deniability to the BSZ construction as follows. The opener produces a

NIZK proof ηj which proves that C decrypts to (i, vki, certi, σ) under dkPKE, and certi is
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not a valid certificate on (j, vkj), i.e., SIG.Verify(vkSIG, (j, vkj), certi) ̸= 1. Although this

denial proof can be constructed by using general NIZK proofs [22], it is quite inefficient.

Therefore, the next attempt is to add deniability to an efficient group signature scheme

(e.g., the modified Groth scheme [100]) by using an efficient NIZK proof (e.g., the Groth-

Sahai proofs [63]). Unfortunately, this type of language, i.e., inequality statements is not

compatible with the Groth-Sahai proofs, especially the NIZK ones.

7.4 Concrete Scheme

In this section, we provide a concrete construction of a deniable group signature scheme.

We give a description of the scheme in Section 7.4.1 and prove its security in Section 7.4.2.

7.4.1 Description

In this section, we describe a deniable group signature scheme which is extended the

modified Groth scheme described in Section 4.3.

In a deniable group signature scheme, the opener needs to issue a denial proof which

proves that the user j is not the actual signer without revealing user i itself. It seems

this functionality can be achieved by simple modifications where the opener makes a

NIZK proof for the statement e(σ, vjG
H(vksots)) ̸= e(G,G). However, in fact, this does not

work by using the Groth-Sahai proof system since its languages are limited, especially

inequality statements are not compatible with the Groth-Sahai proof system. Thus, to

prove i ̸= j, we employ the technique for proving an inequality statement introduced by

e.g., [101]. The technique is that to prove a ̸= b, a prover picks ℓ ∈ Zp randomly, and

sets c← (a/b)ℓ, and then a verifier checks c ̸= 1 and the knowledge of the value ℓ.

We give our scheme in Figure 7.1. Here, we describe only the GS.DOpen and the

GS.DJudge algorithms since the other schemes are identical those of the modified Groth

scheme. In the GS.DOpen algorithm, the statement vi ̸= vj is proved, which indicates

that a user j is not the actual signer i. More precisely, the opener takes random ℓ← Zp

and set c = τℓ · (τ ′ℓ)−1 where τℓ = vℓi and τ ′ℓ = vℓj. Moreover, the opener computes the

proof ϕ, via the NIZK proof system PNIZK, which shows the knowledge of the opening

proof (i, (σ, τF , τH)), vi, τℓ, and τ
′
ℓ which satisfy

e(F, τF ) = e(y1, G) ∧ e(H, τH) = e(y2, G) ∧ στF τH = y3

∧ e(σ, viGH(vksots)) = e(G,G) ∧ e(vi, τ
′
ℓ) = e(vj, τℓ) ∧ c = τℓ · (τ ′ℓ)−1.

The first four equations demonstrate that i is the actual signer of Σ, and the fifth equation

demonstrates that the discrete logarithm of τℓ and that of τ ′ℓ are the same. In the
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GS.DJudge algorithm, a verifier checks the validity of the proof and whether c ̸= 1.

GS.DOpen(gpk, j, ok, reg,m,Σ):
(i, (σ, τF , τH))← GS.Open(gpk, ok, reg,m,Σ)
If (i, (σ, τF , τH)) = (0,⊥), return ⊥
ℓ← Zp; τℓ ← vℓi ; τ

′
ℓ ← vℓj; c← τℓ · (τ ′ℓ)−1

ϕ← PNIZK(crs, (gpk, y, vj, c), (σ, τF , τH , vi, τℓ, τ
′
ℓ))

Return (ϕ, c)
GS.DJudge(gpk, j, reg,m,Σ, (ϕ, c)):
Return 1 if the following hold:
GS.Verify(gpk, reg,m,Σ) = 1
1 = VNIZK(crs, (gpk, y, vj, c), ϕ)
c ̸= 1
else return 0

Figure 7.1: The GS.DOpen and the GS.DJudge Algorithms of Our Scheme

Since the proposed deniable group signature scheme is exactly the same as the mod-

ified Groth scheme [100], except for the algorithms for generating and verifying denial

proofs, the efficiency of the other algorithms is identical to that of the modified Groth

scheme. In the following, we estimate the size of a denial proof.

We modify the equations above to produce a zero-knowledge proof as follows. The

first equation e(F, τF ) = e(y1, G) is changed to two equations e(F, τF ) · e(y′1, G−1) =

1 ∧ y′1 · y−1
1 = 1 where y′1 is a new witness. In the same way, e(H, τH) = e(y2, G) is

changed to e(H, τH) · e(y′2, G−1) = 1 ∧ y′2 · y−1
2 = 1 where y′2 is a witness. Moreover,

e(σ, viG
H(vksots)) = e(G,G) is changed to e(σ, viG

H(vksots)) · e(G′, G−1) = 1 ∧ G′ ·G−1 = 1

where G′ is a witness.

Thus, a denial proof consists of 6 commitments and 3 new commitments, which con-

sist of 3 group elements each, and 4 pairing product equations, which consist of 9 group

elements but a linear equation consisting of 3 group elements, and 5 multi-scalar multi-

plication equations, which consist of 9 group elements each. Therefore, the denial proof

consists of 96 group elements in total.

The size of a denial proof seems to be adequate from the following reasons. In our

scheme, the opener proves that “a signer is a member of the group,” and “the signer

does not generate a group signature without revealing the signer itself.” The first part of

denial proof can be regarded as functionality of standard group signature, and the second

part of denial proof can be regarded as the revocation functionality, which proves that a

signer is not revoked without revealing the signer itself. Since revocable group signature

schemes, e.g., [81, 80, 12, 89], require approximately 50-100 group elements in addition

to the membership proof part, it seems reasonable that denial proof requires 96 group

elements in total.
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Remark. In the modified Groth scheme, we can confirm that a user i is the ac-

tual signer by checking the equation e(σ, viG
H(vksots)) = e(G,G). Thus, the statement

e(σ, vjG
H(vksots)) ̸= e(G,G) indicates that a user j is not the signer. Therefore, we think

that it is natural to prove this statement by using the technique [101] for proving an

inequality statement. However, this does not work well as follows.

If we prove the inequality statement e(σ, vjG
H(vksots)) ̸= e(G,G), we transform this

statement into the equal statement {e(σ, vigH(vksots))/e(σ, vjg
H(vksots))}ℓ = c for a random

value ℓ. Then, we prove this new statement, and a verifier checks whether c ̸= 1. If

we provide a NIZK proof for the equation {e(σ, vigH(vksots))/e(σ, vjg
H(vksots))}ℓ = c in the

Groth-Sahai proof system, we need to find g̃, ĝ ∈ G such that c = e(g̃, ĝ). However, it is

hard to find such elements because of the pairing inversion problem [56].

In the proposed scheme, all the witnesses are base group elements. Therefore, we

can avoid to solve the pairing inversion problem since all the target group elements are

decomposed into known base group elements.

Blazy et al. [20] proposed a new NIZK proof of non-membership based on the Groth-

Sahai proof. However, for the same reason, the NIZK proof is not directly applicable to

prove deniability in the modified Groth scheme. Nguyen [93] proposed a revocable group

signature scheme by employing accumulators, where a user specific value is accumulated

to a constant-size value and a user whose value is accumulated can prove that the value

is accumulated without revealing the value. Since Li et al. [79] and Damg̊ard et al. [45]

extended this membership proofs to non-membership proofs where a user can prove that

the value is not accumulated without revealing the value, this technique might be applied

to realize the deniability. However, as in the Nguyen group signature scheme, a signer is

required to compute an updated accumulated value and this cost depends on the number

of (revoked) users, and therefore this solution does not yield an efficient construction.

7.4.2 Security Proof

In this section, we give proofs of security requirements, correctness, anonymity, non-

frameability, traceability, and opening soundness defined in Section 7.2.

In the proof of anonymity, an adversary is allowed to issue DOpen queries even for

the challenge group signature. Since the opening query for the challenge group signature

is not allowed in the anonymity game of the modified Groth scheme, we cannot use the

challenger of the modified Groth scheme. That is, the simulator needs to respond DOpen

queries for the challenge group signature without knowing its opening result. The detail

is given in Theorem 7.4.1. Except for from Game 7 to Game 8, translations between

games are almost same as those of the modified Groth scheme [100].

In the proofs of other security requirements, we can directly break the modified Groth
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scheme by using an adversary who breaks our scheme if the winning conditions are in-

dependent of deniability. In the deniability-related parts, we can also give a proof in a

similar way by assuming the security of building blocks.

Formally, the following theorems hold.

Theorem 7.4.1. The proposed group signature scheme satisfies anonymity if the DLIN

assumption holds in G, the one-time signature scheme is strong existential unforgeable,

and the hash function is universal one-way.

Proof. Let Aanon be an adversary that has the advantage ϵ in the anonymity game. Now,

we gradually modify the game played by Aanon. In the following Si denotes the event

that Aanon successfully guesses the bit b = b′ interacting with the environment of Game i.

[Game 0]: Game 0 is identical to the game in the definition of anonymity. In this game,

we have Pr[S0] = 1/2 + ϵ.

[Game 1]: We modify the behavior of the Open oracle and the DOpen oracle as follows.

If they receive a valid group signature which reuses the verification key vk∗sots of the

challenge signature Σ∗, the game aborts. By the strong existential unforgeability of one-

time signature scheme, this modification does not change the success probability of Aanon

with more than negligible amount, that is, we have that |Pr[S0]− Pr[S1]| is negligible.

[Game 2]: We further modify the Open oracle and the DOpen oracle to abort when a

queried group signature contains vksots where H(vksots) = H(vk∗sots). By the universal one-

wayness of the hash function, this modification does not change the success probability

of Aanon with more than negligible amount, that is, we have that |Pr[S1]−Pr[S2]| is also
negligible.

[Game 3]: Now, we modify the way to generate the public key for the tag-based encryp-

tion. We set K = F ζ , L = Hξ, and store ζ and ξ. This modification does not vary the

behavior of the adversary, that is, Pr[S2] = Pr[S3].

[Game 4]: We then modify how the Open oracle and the DOpen oracle obtain a signer

identity i. Until Game 3, when the Open oracle and the DOpen oracle receive a query,

they first extract a witness (b, v, σ) from the proof π by using the extraction key xk

and search for i such that reg[i] = v. However, in Game 4, the Open oracle and the

DOpen oracle search for i such that e(σ, viG
H(vksots)) = e(G,G) going through reg. This

verification equation uniquely defines vi given σ and H(vksots). Furthermore, since the

soundness of π guarantees that σ is a valid signature on H(vksots) under the extracted v,
vi identified in above equation must be identical to v. Hence, Pr[S3] = Pr[S4].

[Game 5]: In Game 5, we modify how the Open oracle and the DOpen oracle obtain the

signature σ. When the oracles receive a valid group signature, they decrypt the tag-

based ciphertext with xk = (logG F, logGH) and extract σ instead of extracting from the
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proof π. By the validity check of the tag-based ciphertext and the soundness of the NIZK

proof ψ, this gives the same signature σ which we obtain when running the extractor on

the NIWI proof system. Hence, Pr[S4] = Pr[S5].

[Game 6]: We change for any Open and DOpen queries that are not equal to the challenge

signature. We change how to produce (τF , τH), which is a part of opening proof, is

generated. Instead of using xk, the Open oracle and the DOpen oracle use ζ and ξ to

compute (τF , τH) as τF = (y4/y
ζ
1)

1/H(vksots), τH = (y5/y
ξ
2)

1/H(vksots), and σ = y3/τF τH . The

response of the Open oracle and the DOpen oracle are exactly same with one in Game 5.

Hence, Pr[S5] = Pr[S6].

[Game 7]: We change how the DOpen oracle responses the query that is equal to the

challenge signature. When generating a challenge signature, the Ch oracle keeps the

randomness for the challenge signature secretly. Once the DOpen query that is equal to

the challenge signature is issued, the DOpen oracle uses the randomness kept by the Ch

to generate (τF , τH). The response of DOpen oracle in Game 7 is exactly same as that of

Game 7. Hence Pr[S6] = Pr[S7].

[Game 8]: In Game 7, the Open oracle and the DOpen oracle no longer need the ex-

traction key xk. Therefore, we now can switch to using a simulated common reference

string crs that provides perfect witness-indistinguishability and perfect zero-knowledge.

In addition, we change the non-interactive proofs included in the challenge signature

and the responses to the DOpen queries to be generated by the simulation algorithm S2.

Since a simulated common reference string and a real common reference string are com-

putationally indistinguishable under the DLIN assumption, and the proofs included in

the challenge signature and the responses to the DOpen queries are also computationally

indistinguishable, the success probability of the adversary Aanon will not change by more

than a negligible amount, hence we have that |Pr[S6]− Pr[S7]| is negligible.

[Game 9]: Finally, we change the component y3 in the challenge to a random element. As

shown in [100], this will not introduce more than a negligible change in the success prob-

ability of the adversary Aanon assuming the DLIN assumption holds. However, one point

is different from the proof of the modified Groth scheme. In anonymity game of deniable

group signature, the adversary can query even the challenge signature to the DOpen ora-

cle except for the challenge users. Therefore, a denial proof ϕ← PNIZK(crs, (gpk, y, vj, c),

(σ, τF , τH , vi, τℓ, τ
′
ℓ)) needs to be generated even though the witnesses (σ, τF , τH , vi, τℓ, τ

′
ℓ)

are not known. Since the change in Game 7 and Game 8, we can generate a denial proof

for the challenge signature without knowing the witness for this signature. More pre-

cisely, when the simulator receives a denial open query (m,Σ, j), the simulator verifies

the signature first and, if it is not valid, he returns ⊥. In the case that the signature is

valid, he generates a simulated proof ϕ from the zero-knowledge trapdoor and random
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c from G, and outputs (ϕ, c). The randomness c has the same distribution as (vi/vj)
ℓ

where ℓ is random in Zp, hence |Pr[S7]− Pr[S8]| is negligible.

In Game 9, we can conclude that Pr[S8] = 1/2, because the view of the adversary is

independent from the challenge bit b. In particular, the challenge (vk∗sots, a, π, y, ψ, σ
∗
sots)

contains no information of bit b. Indeed, vk∗sots is independently generated, a is re-

randomized and uniformly random, the perfectly witness-indistinguishable proof π dis-

tributes independently from the witness, and y is a random encryption. Also, the proof ψ

does not contain the information of b since the proof is computed from y and π by using

the zero-knowledge trapdoor. Moreover, ψ, σ∗
sots is a signature of (vk∗sots,m, a, π, y, ψ) and

the oracles behave independently of bit b.

Theorem 7.4.2. The proposed group signature scheme satisfies correctness.

Proof. Correctness of the scheme follows from the correctness of both the modified Groth

scheme and the NIZK proof system.

Theorem 7.4.3. The proposed group signature scheme satisfies non-frameability if the

certified signature is EUF-wCMA, the one-time signature scheme is strong existential

unforgeable, and the hash function is universal one-way.

Proof. We assume the adversary Anf who breaks the non-frameability of the proposed

scheme. Let (m,Σ, j, τO) be the output of Anf . The adversary Anf has two types of

forgery, one is producing the valid group signature of honest user j and its acceptable

opening proof and the other is producing the valid group signature of honest user j where

his denial opening of the signature by GS.DOpen is not accepted by GS.DJudge.

The first forgery, where the GS.Judge algorithm outputs 1, is trivially captured by

the forgery of the non-frameability of the modified Groth scheme. Since the modified

Groth scheme has non-frameability under the q-SDH assumption, the strong existential

unforgeability of one-time signature scheme, and universal one-wayness of hash function,

this type of forgery will not happen.

In the second forgery, where the GS.DJudge algorithm outputs 0, because the group

signature is valid, opening result (i, (σ, τF , τH)) of the signature has valid structure, that

is, σ = G1/(xi+H(vksots)). If i ̸= j, j’s denial opening of the signature, that the adversary

outputs, by GS.DOpen is accepted by GS.DJudge, because the proposed scheme satisfies

correctness. This contradicts the winning condition of the adversary. So, from now on,

we assume that i = j. Then, σ is a forgery of the certified signature. More precisely, if

i = j, σ is a forgery of the certified signature. More precisely, let Atype2
nf be an adversary

who breaks the non-frameability of the proposed scheme using second type of forgery

and we can construct the adversary B who breaks the existential unforgeability against

weak chosen message attack of the certified signature. Here, by assuming that Atype2
nf will
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query to the Sign oracle in q(k) times, B is constructed as follows. Before running the

game, B tries to guess the user j that Atype2
nf will frame in the non-frameability game of

the proposed scheme. The probability is at least 1
N(k)

where N(k) is an upper bound of

the number of honest users. In the existential unforgeability game, B gets the challenge

verification key and certificate (v∗, cert∗) after he gets a description gk and sends a public

authority key ak to the challenger. B queries H(vksots,i) and gets σi = G1/(x∗+H(vksots,i))

in advance, where 1 ≤ i ≤ q and x∗ is the signing key of v∗ which is unknown to B.
After that, B generates keys of the proposed scheme by following GS.GGen and using

gk which is given by the challenger and sends them to Atype2
nf . When Atype2

nf accesses to

oracles SndToU(·), WReg(·), Sign(·, ·), USK(·), and Corrupt(·, ·), B can easily respond to

the queries because he has all the keys of the proposed scheme. However, only when

Atype2
nf accesses to oracles SndToU(j) and Sign(j, ·), for each queries, B lets (v∗, cert∗)

as j’s verification key and certificate, and uses σi which he got from the challenger of

the existential unforgeability game to simulate the signing. We do not need to care

about USK(j) since Atype2
nf never queries USK(j) on the winning condition of the non-

frameability game. Finally, Atype2
nf outputs the forgery (m,Σ = (vk∗sots, ·, ·, ·, ·, ·), j, τO)

which satisfies σ = G1/(x∗+H(vk∗sots)) where (i, (σ, τF , τH)) ← GS.Open(gpk, ok, reg,m,Σ)

and i ̸= j. By the strong existential unforgeability of one-time signature scheme, vk∗sots is

not one of vksots,i which is used in Sign(j, ·) with overwhelming probability. Moreover, by

universal one-wayness of hash function, H(vk∗sots) does not collide with one of vk sots,i, that

is, H(vk∗sots) ̸= H(vksots,i) holds, with overwhelming probability. Therefore, B can extract

σ from (m,Σ) and output (cert∗,H(vk∗sots), σ) as a forgery of the certified signature. This

contradicts that the certified signature is existential unforgeable against weak chosen

message attack.

Theorem 7.4.4. The proposed group signature scheme satisfies traceability if the modified

Groth scheme has traceability.

Proof. We assume the adversary Atrace who breaks the traceability of the proposed

scheme. The adversary Atrace has two types of forgery, one is producing the valid group

signature whose opening result is not valid or opening proof is not accepted by GS.Judge

and the other is producing the valid group signature, whose opening proof is accepted

by GS.Judge, but for the same user the denial opening proof is accepted by GS.DJudge.

The first forgery is just also the forgery of the traceability of the modified Groth scheme.

Since the modified Groth scheme has traceability, this type of forgery will not happen.

In the second forgery, from the fact that denial opening proof is accepted by GS.DJudge,

we require c ̸= 1 where denial opening proof is (ϕ, c). However, since the GS.Judge algo-

rithm outputs 1 for i, i is the signer of Σ. Then c = 1 holds. Therefore, the GS.DJudge

algorithm, that checks c ̸= 1, never output 1, and this case never happens.
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Theorem 7.4.5. The proposed group signature scheme satisfies opening soundness if the

modified Groth scheme has opening soundness.

Proof. We assume the adversary Aos who breaks the opening soundness of the proposed

scheme. The adversary Aos has two types of forgery, one is producing the valid group

signature and its opening proofs of i and j which are both accepted by GS.Judge and

the other is producing the valid group signature , its opening proof which is accepted by

GS.Judge, and its denial opening proof which is also accepted by GS.DJudge. The first

forgery is just also the forgery of the opening soundness of the modified Groth scheme.

Since the modified Groth scheme has opening soundness, this type of forgery will not

happen. In the second forgery, from the fact that denial opening proof is accepted by

GS.DJudge, we require c ̸= 1 where denial opening proof is (ϕ, c). However, since the

GS.Judge algorithm outputs 1 for i, i is the signer of Σ. Then c = 1 holds. Therefore, the

GS.DJudge algorithm, that checks c ̸= 1, never output 1, and this case never happens.

7.5 Related Works

Komano, Ohta, Shimbo, and Kawamura [77] pointed out that “the ring signature scheme

allows the signer to shift the blame to entities (victims) because of its anonymity,” and

proposed a deniable ring signature, where a verifier and a user run interactive con-

firm/disavow protocols and the user can insist that “I am the actual signer” (confirm) or

“I am NOT the actual signer” (disavow). Komano et al.’s scheme is secure in the random

oracle model, and later, Zeng et al. [105] proposed an improved scheme which is provably

secure in the standard model. In deniable ring signatures, the user can claim that he is

not the signer of the signature, while in the case of deniable group signatures, the opener

can generate the proof of non-ownership of the signature. That is, in deniable group

signatures, if all the users except for a user collude, his anonymity is still guaranteed

unless the opener is not corrupted by them, unlike in the case of deniable ring signatures.

As group signatures with additional functionality, group signatures with message-

dependent opening (GS-MDO) [99] were considered in order to restrict the authority of

the opener. In GS-MDO, the opener can open group signatures on specific signed mes-

sages, as decided by another authority called the admitter. In particular, an automated

private parking garage scenario was considered as an application of GS-MDO. In this

case, a customer generates a group signature on the date he/she enters a private garage,

which anyone cannot enter without authentication. Then if there is an accident (e.g., a

person is murdered) in the garage, the opener opens all the signatures for the date of the

accident to determine the customers present in the garage at the time of the accident.

Again, if multiple customers enter the garage on the same date, then the false accusation

100



problem occurs.

Abe et al. [7] considered non-snatching and undeniability in the traceable signature

context, where no one (but the actual signer) can claim to be the signer of a signature,

and no actual signer can deny being the signer of his signatures, respectively. Abe et al.’s

traceable signature scheme, in addition to the opening and user tracing, allows the signer

to claim non-ownership of a signature (as in the case of deniable ring signatures [77, 105])

while in the case of deniable group signatures, the opener can generate the proof for non-

ownership of a signature. That is, as we discussed about deniable ring signatures, a user’s

anonymity is not guaranteed if all the users except for the user collude.

Lyuu and Wu [85] considered group undeniable signatures where a verifier and a group

manager run an interactive protocol that can prove the validity/invalidity of signatures

without compromising anonymity. To the contrary, deniable group signatures support

the non-interactive verification.

Brickell et al. [32] proposed direct anonymous attestations (DAA), which can be seen

as group signatures without the opening functionality. They introduced a tag, called

basename, which enables to link signatures produced by the same user with the same

basename. After that, Desmoulins et al. [47] introduced DAA with dependent basename

opening, which is the extension of DAA. In these primitives, even if the user can simply

use a different basename for each time to sign a message, he can only prove that he

generated the signature by producing a new signature on the same message with the

same basename. That is, he cannot prove that he did not generate the signature.

Recently, Blazy et al. [21] proposed group signatures with verifiable controllable link-

ability (VCL-GS), where a dedicated linking authority (LA) can determine whether two

given signatures stem from the same signer without being able to identify the signer(s).

Compared to group signatures with controllable linkability, VCL-GS does not require

trusted LAs.
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Chapter 8

The Standardized Group Signature

Scheme

In this chapter, we discuss the scheme denoted as Mechanism 6 in the ISO/IEC 20008-2

standard [2], which is a standardized group signature scheme.

In 2013, the ISO/IEC 20008-2 standard [2] was published, and several anonymous

digital signature schemes are standardized by ISO/IEC JTC 1. This is a joint technical

committee established by the International Organization for Standardization (ISO) and

the International Electrotechnical Commission (IEC). The ISO/IEC standards are some

of the most important reference documents representing a consensus among the experts

in the field of information security. In practice, it is generally required to utilize the

technologies which are specified in standards to ensure interoperability.

In the ISO/IEC 20008-2 standard, seven anonymous digital signature schemes (Mech-

anism 1 to 7) are specified. They are classified into two types: schemes with linking

capability (Mechanism 1 to 4) and schemes with opening capability (Mechanism 5 to

7). The opening capability is the functionality that a special entity can trace the signer

of a signature, and the linking capability is the notion relaxing the opening capability.

Concretely, Mechanism 1 is a list signature scheme [38] and Mechanism 2, 3, and 4 are

direct anonymous attestation schemes [32]. Moreover, Mechanism 5, 6, and 7 are group

signature schemes [39] in a broad sense.

Among the group signature schemes in ISO/IEC 20008-2, Mechanism 6 is the only

plain group signature scheme which does not aim at providing additional functionalities.

More precisely, Mechanism 5 (the original paper [72]) introduces a special authority

called a user-revocation manager, and Mechanism 7 has an additional functionality called

controllable linkability [66]. Since Mechanism 6 is simpler than these schemes, it is the

most efficient group signature scheme in the standards.
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8.1 Description

Mechanism 6 is identical to the Furukawa-Imai group signature scheme [54] (the journal

version [55]). Although their model is slightly different from the Bellare-Shi-Zhang (BSZ)

model [17] which is reviewed in Chapter 4, it is easily seen that they are essentially same.

Therefore in this thesis, we introduce Mechanism 6 by using the algorithms given by

Bellare et al. Originally, the judging algorithm is not defined in Mechanism 6. However,

we also describe its judging algorithm since it can be defined implicitly.

The description of Mechanism 6 is given in Figure 8.1 and 8.2. The intuition of

the scheme is as follows: Consider a bilinear group pair (G1,G2) with a computable

isomorphism Ψ, and a group G in which the DDH assumption holds. We denote elements

in G1,G2,GT , and G by upper case letters, and elements in Zp by lower case letters. H :

{0, 1}∗ → Zp is a family of hash functions modeled as random oracles. In Mechanism 6, a

user i possesses a SDH pair (Ai, yi) and a discrete logarithm xi as a signing key where Ai

is the certificate of xi. When signing on a message m, the user encrypts the certificate Ai

and the value Qi = Gxi , and generates a signature of knowledge on m for the statement

that the encrypted certificate is valid, and the encryption procedure is honestly done.

The signature is accepted when the signature of knowledge is valid. When opening a

signature, the opener extracts Qi by using the decryption key and outputs the ID i with

a proof which shows that the decryption is honestly done.

GS.GGen(1λ):

G2
r←− G2; G

r←− G; G1 ← Ψ(G2); H
r←− H

H,K
r←− G1; w

r←− Zp; u, v
r←− Z∗

p; Y ← G2
w; U ← Gu; V ← Gv

Return (gpk, ik, ok) = ((G1, G2, G,H, H,K, Y, U, V ), w, (u, v))
GS.UGen(1λ, gpk):

xi, z
′
i

r←− Zp; Qi ← Gxi ; Hi ← HxiKz′i

Return (upki, uski) = ((Qi, Hi), (xi, z
′
i))

GS.Join/GS.Issue(User i: gpk, upki, uski; Issuer: gpk, upki, ik):

User: ρxi
, ρz′i

r←− Zp; R1 ← Gρxi ; R2 ← HρxiK
ρz′

i ; Send (R1, R2) to the issuer

Issuer: ci
r←− Zp; Send ci to the user

User: σxi
← xi · ci + ρxi

; σz′i ← z′i · ci + ρz′i ; Send (σxi
, σz′i) to the issuer

Issuer: R′
1 ← Gσxi/Qi

ci ; R′
2 ← HσxiK

σz′
i/Hi

ci

Issuer: Return ⊥ to the user if R′
1 ̸= R1 ∨R′

2 ̸= R2

Issuer: yi, z
′′
i

r←− Zp; Ai ←
(

G1

Hi·Kz′′
i

) 1
w+yi ; reg[i]← Qi

Issuer: Send (Ai, yi, z
′′
i ) to the user

User: zi ← z′i + z′′i

User: Set gski ← (Ai, yi, zi, xi, Qi) if e(Ai, Y ·G2
yi)e(Hxi , G2)e(K

zi , G2) = e(G1, G2)
)

Figure 8.1: Mechanism 6 (Former)
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GS.Sign(gpk, gski,m):

r, q
r←− Zp; T1 ← Ai ·Kq; T2 ← Gxi+r; T3 ← U r; T4 ← V r; ρxi

, ρyi , ρδ, ρq, ρr
r←− Zp

R1 ← e(H,G2)
ρxi · e(K,G2)

ρδ · e(K,Y )−ρq · e(T1, G2)
ρyi

R2 ← Gρxi+ρr ; R3 ← Uρr ; R4 ← V ρr

c← H(gpk, {Ti}i∈[1,4], {Ri}i∈[1,4],m); δ ← zi − qyi
σxi
← xi · c+ ρxi

; σyi ← yi · c+ ρyi ; σδ ← δ · c+ ρδ; σq ← q · c+ ρq; σr ← r · c+ ρr
Return Σ = ({Ti}i∈[1,4], c, σxi

, σyi , σδ, σq, σr)
GS.Verify(gpk,m,Σ):

R′
1 ← e(H,G2)

σxi · e(K,G2)
σδ · e(K,Y )−σq · e(T1, G2)

σyi ·
(
e(G1,G2)
e(T1,Y )

)−c

R′
2 ← Gσxi+σr · T2−c; R′

3 ← Uσr · T3−c; R′
4 ← V σr · T4−c

Return 1 if c = H(gpk, {Ti}i∈[1,4], {R′
i}i∈[1,4],m), else return 0

GS.Open(gpk, ok, reg,m,Σ):
Return ⊥ if GVf(gpk,m,Σ) = 0

Q← T2 · (T3
1
u )−1

Return ⊥ if there is no user index i such that reg[i] = Q

ρu
r←− Zp; R← (Q · T2−1)ρu ; d← H(gpk, Q, T2, T3, R); σu ← u · d+ ρu; τ ← (d, σu)

Return (i, τ)
GS.Judge(gpk, reg,m,Σ, (i, τ)):
Return ⊥ if GVf(gpk,m,Σ) = 0
Q← reg[i]; R′ ← (Q · T2−1)σu · T−d

3

Return 1 if d = H(gpk, Q, T2, T3, R
′), else return 0

Figure 8.2: Mechanism 6 (Latter)

8.2 Cryptanalysis

In this section, we show an attack against the anonymity of Mechanism 6 [70]. In a

nutshell, the reason why Mechanism 6 can be broken is that the underlying proof system

does not satisfy simulation soundness. If a proof system is not simulation sound, it might

be possible to create a valid proof without a witness after seeing some valid proofs.

In Mechanism 6, this possibility of creating a valid proof allows for the adversary to

re-randomize the challenge signature and helps to break the anonymity. Specifically, in

our attack, the challenge signature is re-randomized by using the issuing key. Then, the

adversary queries the re-randomized signature to the opening oracle and can obtain the

identity of the signer. Since the adversary is allowed to corrupt the issuer and to access

the opening oracle in the anonymity game of the BSZ model, our attack is valid in this

model. In the following, we provide more details of our attack.

Firstly, we show that the underlying proof system does not satisfy simulation sound-

ness. In the proof system, for the group public key gpk and values {Ti}i∈[1,4], four equa-
tions are proved with witnesses x, y, δ, q, and r. A valid proof σset = {σx, σy, σδ, σq, σr}
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satisfies the following equations:

R1 = e(H,G2)
σx · e(K,G2)

σδ · e(K,Y )−σq · e(T1, G2)
σy ·
(e(G1, G2)

e(T1, Y )

)−c

,

R2 = Gσx+σr · T2−c, R3 = Uσr · T3−c, R4 = V σr · T4−c

where R1, R2, R3, and R4 are the commitments generated in the way of computing a

signature, and c is a challenge value computed as c← H(gpk, {Ti}i∈[1,4], {Ri}i∈[1,4],m) for

a message m. When we focus on the first equation, the second and third terms of the

right side on the equation have a common base e(K,G2) since Y = G2
w holds for the

issuing key w. Thus, we can denote that e(K,G2)
σδ · e(K,Y )−σq = e(K,G2)

σδ−σq ·w.

In fact, this property allows to break the simulation soundness by shuffling the discrete

logarithms σδ and −σq. Now, we set σ̃δ = σδ+w and σ̃q = σq+1 where the values can be

computed from the issuing key and a given valid proof. Then, the proof σ̃set = {σx, σy,
σ̃δ, σ̃q, σr} also satisfies the above equations. The first equation holds since it holds that

e(K,G2)
σ̃δ · e(K,Y )−σ̃q = e(K,G2)

σ̃δ−σ̃q ·w = e(K,G2)
σδ+w−(σq+1)·w = e(K,G2)

σδ−σq ·w =

e(K,G2)
σδ · e(K,Y )−σq , and the other equations hold trivially. Therefore, the forgery σ̃set

is valid as an attack against the simulation soundness of the underlying proof system in

the sense that it can be generated without a witness after seeing some valid proofs.

Secondly, we show that the above forgery against the simulation soundness derives an

attack against the anonymity of Mechanism 6. In the anonymity game of the BSZ model,

the adversary is allowed to corrupt the issuer. Thus, the adversary can compute a re-

randomized signature Σ̃ for the challenge signature Σ∗ as above. Also, since the adversary

can access the the opening oracle, and the re-randomized signature is not the same as the

challenge signature (that is, Σ̃ ̸= Σ∗ holds), the adversary can query the signature Σ̃ to

the opening oracle. Here, the signer’s information hidden in the re-randomized signature

is the same as that of the challenge signature since the difference between them is only

the proof part. Thus, the adversary obtains the signer’s ID of the challenge signature by

this query. In this way, the anonymity of Mechanism 6 can be broken.

Countermeasures for Our Attack. We can consider the following three countermea-

sures for our attack: (1) to remove Mechanism 6 from the standards and use alternative

schemes, (2) to patch Mechanism 6 and update the document, and (3) to analyze the se-

curity properties offered by Mechanism 6 and restrict its use in a way that ensures that its

anonymity is preserved. In the following, we provide more details of each countermeasure.

• The countermeasure (1) seems easy but is not desirable. In fact, Mechanism 5

and 7 in the ISO/IEC 20008-2 standard are also group signature schemes in a

broad sense. In addition to the functionality of group signatures, Mechanism 5 (the
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original paper [72]) introduces a special authority called a user-revocation manager,

and Mechanism 7 has a functionality called controllable linkability [66]. Therefore,

at a first glance, Mechanism 5 and 7 might be considered reasonable substitutes for

Mechanism 6. However, it is not always the case since Mechanism 5 and 7 have some

drawbacks. Concretely, Mechanism 5 is significantly less efficient than Mechanism 6

due to the fact that Mechanism 5 is based on an RSA-type algebraic structure.

Furthermore, Mechanism 7 provides only weaker security notion of anonymity, CPA-

anonymity. This indicates that in Mechanism 7, once the opening result of at least

one signature is revealed to the public, the anonymity of signatures is no more

ensured. Therefore, the countermeasure (1) is not very appropriate because of

these drawbacks.

• The countermeasure (2) is ideal and should be taken if possible. However, it cannot

be carried out immediately since it takes much work and time to standardize a new

scheme even though it is just an updated to an existing one. For example, in the

case of the ISO/IEC 9796-2 standard [1] that specifies digital signature schemes for

smart cards, one of the standardized schemes (denoted as Scheme 1) was attacked by

Coron et al. [42] in 1999,1 but the final revised version was not published before 2002.

Specifically in this case, when it was seen that Scheme 1 is not secure, RSA-PSS [16]

was known to be an adequate scheme to replace Scheme 1. That is, it took three

long years to finally update the document even though there already existed such a

candidate for an alternative scheme. (By the way, due to this delay of the update,

Scheme 1 had populated a lot of commercial products (e.g., e-passports [3] and EMV

cards [4]).) Therefore, the countermeasure (2) is not immediate countermeasure for

the attack.

• The countermeasure (3) seems most realistic among the possible countermeasures.

Although we see that Mechanism 6 does not satisfy the expected security level by

our attack, it is premature to rule out Mechanism 6 as a useful scheme. Specifically,

it might be that Mechanism 6 is still secure to use in practice since the BSZ model

considers a relatively strong level of security, e.g., dynamic model, double authority,

and CCA-anonymity. For example, since the BSZ model considers double authority,

all of the entities except for the opener can corrupt in the anonymity game of

this model. However, this seems not necessarily a real threat. Therefore, the

countermeasure (3) seems most reasonable among the possible countermeasures.

From the above discussion, we investigate the countermeasure (3) as we consider that

1More precisely, Coron, Naccache and Stern [42] discovered that Scheme 1 is existentially forgeable
in theory. After that, Coron, Naccache, Tibouchi, and Weinmann [43] showed a practical forgery for
Scheme 1 in 2009.
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this is the most appropriate one and analyze the security of Mechanism 6 in the next

section.

8.3 Security Evaluation

In the previous section, we see that Mechanism 6 does not satisfy anonymity in the BSZ

model, that is, it does not satisfy the expected security level in the ISO/IEC document.

Here, as the most appropriate countermeasure, we analyze the security properties offered

by Mechanism 6 and characterize the conditions under which its anonymity is preserved.

As we mentioned, the flaw of Mechanism 6 is that the underlying proof system does

not satisfy simulation soundness, and this property allows to break the anonymity by

re-randomizing the challenge signature. In fact, it seems that such an attack is the only

way to break the anonymity of Mechanism 6 since the scheme is well structured except

for the proof part.

Therefore, we analyze the security of Mechanism 6 in the following way: Firstly,

we prove that Mechanism 6 satisfies anonymity under the restricted condition that the

adversary does not make such a type of attack (in Section 8.3.1). Secondly, we provide

further analysis of the attack by classifying some cases depending on the types of the

adversary’s queries (in Section 8.3.2). From the result of this analysis, we can characterize

the conditions under which the anonymity of Mechanism 6 is preserved. Finally, we

formalize these conditions and formally prove the strict security of Mechanism 6 under

these (in Section 8.3.3 and 8.3.4, respectively).

8.3.1 Proof of the Anonymity under the Restricted Condition

In this section, we formalize the attack to re-randomize the challenge signature by forging

its proof part and query it to the open oracle, and show that Mechanism 6 is secure if the

adversary does not make this type of attack. More precisely, we formalize a query of a re-

randomized signature generated by forging the proof part (called “related query” in the

following), and then prove that Mechanism 6 satisfies anonymity against the adversary

who does not generate any such a type of queries.

Firstly, we define a related query. Intuitively, a related query is a query which is

obtained by re-randomizing the challenge signature through changing only the proof

part. Let m∗ and Σ∗ = ({T ∗
i }i∈[1,4], c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q , σ

∗
r) be the challenge message and the

challenge signature, respectively. Formally, a related query is defined as follows.

A Related Query: We say that a query (m̃, Σ̃ = ({T̃i}i∈[1,4], c̃, σ̃x, σ̃y, σ̃δ, σ̃q, σ̃r)) is a
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related query if (m̃, Σ̃) is accepted by the verification algorithm, and it holds that

({T̃i}i∈[1,4], {R̃i}i∈[1,4], m̃) = ({T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗)

where {R̃i}i∈[1,4] and {R∗
i }i∈[1,4] are the intermediate values computed in the veri-

fication of pairs (m̃, Σ̃) and (m∗,Σ∗), respectively. However, we do not regard the

pair (m∗,Σ∗) itself as a related query since it is not accepted by the opening oracle.

Then, we prove that Mechanism 6 satisfies anonymity if the adversary does not gener-

ate a related query. We provide the games Game from 0 to 7, and prove that for 0 ≤ ℓ ≤ 6,

the advantages of the adversary in Game ℓ and Game ℓ+ 1 are almost the same (which

we denote Game ℓ ≈ Game ℓ+ 1). Game 0 is the original anonymity game and Game 7

is the game that the adversary wins with the probability 1/2. In fact for ℓ ̸= 5, it holds

that Game ℓ ≈ Game ℓ + 1 for the adversary without restriction on querying. However,

when proving Game 5 ≈ Game 6, we need the condition that the adversary who does not

generate a related query. Formally, we prove the following theorem.

Theorem 8.3.1. If the adversary does not generate a related query, Mechanism 6 satisfies

anonymity under the DDH assumption in the group G in the random oracle model.

Proof. Let A be an adversary that attacks the anonymity of Mechanism 6 ΠFI. We

consider the following sequence of games. Let Sucℓ denote the event that A succeeds in

guessing the challenge bit b in Game ℓ.

[Game 0]: This is the experiment ExpanonΠFI,A(λ) itself. The challenger manages an in-

out/output pair of the random oracle in the list L. More precisely, when the adversary

queries x to the random oracle, the challenger returns y if there is a pair (x, y) in L.

On the other hand if there is no pair (x, ·) in L, the challenger samples a value y uni-

form randomly and returns y to the adversary. Then, the challenger adds (x, y) to the

list L. In the following, we denote y = H(x) if there exists a pair (x, y) in the list. For

the sake of convenience, we assume that the adversary queries (gpk, {Ti}i∈[1,4], {Ri}i∈[1,4],
m) to the random oracle before he queries (m,Σ = {Ti}i∈[1,4], c, σx, σy, σδ, σq, σr)) to the

Open oracle where R1 = e(H,G2)
σx · e(K,G2)

σδ · e(K,Y )−σq · e(T1, G2)
σy ·

(
e(G1,G2)
e(T1,Y )

)−c

,

R2 = Gσx+σr · T2−c, R3 = Uσr · T3−c, and R4 = V σr · T4−c. Since we can construct

the adversary who generates the involved random oracle query before querying to the

Open oracle by using the adversary who does not generate the involved random oracle

query before querying to the Open oracle, the condition can be assumed without loss of

generality.

[Game 1]: We modify the way to generate the challenge signature in Game 1. More

precisely, if there is already the pair ((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), ·) in the list L when

108



computing the value H(gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), the challenger sets Σ∗ = ⊥. If

there is not such a value, the challenger generates the challenge signature as in Game 0.

[Game 2]: We further modify the way to generate the challenge signature. In this game,

the challenge signature is generated as follows:

Step 1. Choose values r∗, q∗ ∈ Zp uniformly random and compute T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 as in

Game 1.

Step 2. Choose σ∗
x, σ

∗
y, σ

∗
δ , σ

∗
q , σ

∗
r ∈ Zp and c∗ ∈ Zp uniformly random, and compute

R∗
1 = e(H,G2)

σ∗
x · e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q · e(T ∗
1 , G2)

σ∗
y ·
(

e(G1,G2)
e(T ∗

1 ,Y )

)−c∗

, R∗
2 = Gσ∗

x+σ∗
r ·

T ∗
2
−c∗ , R∗

3 = Uσ∗
r · T ∗

3
−c∗ , and R∗

4 = V σ∗
r · T ∗

4
−c∗ .

Step 3. If a value ((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), ·) is not defined in the list L, the value

((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), c∗) is added to L and the challenge signature Σ∗

is set to be ({T ∗
i }i∈[1,4], c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q , σ

∗
r). On the other hand, if such a value is

already defined, the challenge signature is set to be ⊥.

[Game 3]: In this game, we modify the way to generate a proof τ in replying queries for

the Open oracle. More precisely, if there is already the pair ((gpk, Q, T2, T3, R), ·) in the

list L when computing the value H(gpk, Q, T2, T3, R) in the generation of τ , the challenger

replies ⊥ as the response of the query.

[Game 4]: We further modify the way to generate a proof τ in replying queries for the

Open oracle. The challenger replies for a query (m,Σ = ({Ti}i∈[1,4], c, σx, σy, σδ, σq, σr))
as follows. We note that steps except for Step 3 are the same as Game 3.

Step 1. If GVf(gpk,m,Σ) = 0, return 0.

Step 2. Compute Q = T2 · (T3
1
u )−1 and find the index i such that reg[i] = Q in the

list reg. If there is no such i, return (0,⊥).

Step 3. Choose σu ∈ Zp and d ∈ Zp uniformly random, and set R = (Q · T2−1)σu · T−d
3 .

Step 4. If the value ((gpk, Q, T2, T3, R), ·) is not defined in the list L, the value ((gpk, Q,

T2, T3, R), d) is added to L and reply (i, τ = (d, σu)) to the adversary. On the other

hand, if such a value is already defined, the opening proof τ is set to be ⊥.

[Game 5]: We modify the way to generate a factor T ∗
4 in the challenge signature. More

precisely, in Game 5, the challenger newly samples a random value r∗2 ∈ Z and computes

T ∗
2 = Gxib

+r∗ , T ∗
4 = Gr∗2 by comparing Game 4 in which he computes T ∗

2 = Gxib
+r∗ , T ∗

4 =

V r∗ where r∗ ∈ Z is a uniform random value.
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[Game 6]: In this game, the key to open signatures is changed from u to v. More precisely,

in Game 6, the challenger sets Q = T2 · (T4
1
v )−1 by comparing Game 5 in which he sets

Q = T2 · (T3
1
u )−1.

[Game 7]: We modify the way to generate a factor T ∗
3 in the challenge signature. More

precisely, in Game 7, the challenger newly samples a random value r∗1 ∈ Z and computes

T ∗
2 = Gxib

+r∗ , T ∗
3 = Gr∗1 by comparing Game 6 in which he computes T ∗

2 = Gxib
+r∗ , T ∗

3 =

U r∗ where r∗ ∈ Z is a uniform random value.

For the advantage AdvanonΠFI,A(λ),

AdvanonΠFI,A(λ) =
∣∣Pr[Suc0]− 1/2

∣∣ ≤ 6∑
ℓ=0

∣∣Pr[Sucℓ]− Pr[Sucℓ+1]
∣∣+ ∣∣Pr[Suc7]− 1/2

∣∣
holds. Moreover, the following lemmas hold.

Lemma 8.3.1. Let qH be the number of A’s random oracle queries. Then, it holds that∣∣Pr[Suc0]− Pr[Suc1]
∣∣ ≤ qH/p for any PPT A.

Proof. We define the event Bad
(1)
ℓ as follows.

Bad
(1)
ℓ : The event that there is already the pair ((gpk, {T ∗

i }i∈[1,4], {R∗
i }i∈[1,4],m∗), ·) in the

list L when computing the value H(gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗) in Game ℓ.

Game 0 and Game 1 are identical unless the events Bad
(1)
0 and Bad

(1)
1 occur. That is, we get

Pr[Suc0 ∧¬Bad(1)0 ] = Pr[Suc1 ∧¬Bad(1)1 ]. Therefore, it holds that
∣∣Pr[Suc0]−Pr[Suc1]

∣∣ =∣∣Pr[Suc0∧Bad(1)0 ]+Pr[Suc0∧¬Bad(1)0 ]−Pr[Suc1∧Bad(1)1 ]−Pr[Suc1∧¬Bad(1)1 ]
∣∣ = ∣∣Pr[Suc0∧

Bad
(1)
0 ]− Pr[Suc1 ∧ Bad(1)1 ]

∣∣ ≤ Pr[Bad
(1)
1 ].

Here, we estimate the probability Pr[Bad
(1)
1 ]. When the event Bad

(1)
1 occurs, T̃1 = T ∗

1

holds for some defined value ((·, T̃1, ·, ·, ·, ·, ·, ·, ·, ·), ·) in the list L. Since q∗ ∈ Zp is

chosen uniform randomly in Game 1, T ∗
1 = Aib · Kq∗ ∈ G1 is also uniformly random.

Also, the number of values in the list L is at least qH . Therefore, the probability that

((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), ·) is already stored in L when generating the challenge

signature is at most qH/p. That is, Pr[Bad
(1)
1 ] ≤ qH/p. Thus, we obtain

∣∣Pr[Suc0] −
Pr[Suc1]

∣∣ ≤ qH/p.

Lemma 8.3.2. It holds that Pr[Suc1] = Pr[Suc2] for any PPT A.

Proof. For Game 2, we introduce new values ρ∗x, ρ
∗
y, ρ

∗
δ , ρ

∗
q, ρ

∗
r ∈ Zp, and set ρ∗x = σ∗

x−xib ·c∗,
ρ∗y = σ∗

y − yib · c∗, ρ∗δ = σ∗
δ − δ∗ · c∗, ρ∗q = σ∗

q − q∗ · c∗, and ρ∗r = σ∗
r − r∗ · c∗.

Then, the following equations hold:

R∗
1 = e(H,G2)

σ∗
x · e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q · e(T ∗
1 , G2)

σ∗
y ·
(e(G1, G2)

e(T ∗
1 , Y )

)−c∗
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= e(H,G2)
ρ∗x · e(K,G2)

ρ∗δ · e(K,Y )−ρ∗q · e(T1∗, G2)
ρ∗y ,

R∗
2 = Gσ∗

x+σ∗
r · (T ∗

2 )
−c∗ = Gρ∗x+ρ∗r , R∗

3 = Uσ∗
r · (T ∗

3 )
−c∗ = Uρ∗r , R∗

4 = V σ∗
r · (T ∗

4 )
−c∗ = V ρ∗r .

Moreover, it holds that σ∗
x = xib ·c∗+ρ∗x, σ∗

y = yib ·c∗+ρ∗y, σ∗
δ = δ∗ ·c∗+ρ∗δ , σ∗

q = q∗ ·c∗+ρ∗q,
and σ∗

r = r∗ ·c∗+ρ∗r. Furthermore, ρ∗x, ρ
∗
y, ρ

∗
δ , ρ

∗
q, ρ

∗
r ∈ Zp are uniformly random since σ∗

x, σ
∗
y,

σ∗
δ , σ

∗
q , σ

∗
r ∈ Zp are chosen uniform randomly. Therefore, Game 2 is identical to Game 1.

That is, Pr[Suc1] = Pr[Suc2].

Lemma 8.3.3. Let qH and qopen be the number of A’s random oracle queries and opening

queries, respectively. Then, it holds that
∣∣Pr[Suc2] − Pr[Suc3]

∣∣ ≤ qH · qopen/p for any

PPT A.

Proof. We define the event Bad
(2)
ℓ as follows.

Bad
(2)
ℓ : The event that there is already the pair ((gpk, Q, T2, T3, R), ·) in the list L when

computing the value H(gpk, Q, T2, T3, R) during the generation of an opening proof

τ in Game ℓ.

Game 2 and Game 3 are identical unless the events Bad
(2)
2 and Bad

(2)
3 occur. Therefore,

we get
∣∣Pr[Suc2]− Pr[Suc3]

∣∣ ≤ Pr[Bad
(2)
3 ] same as in Lemma 8.3.1.

Here, we estimate the probability Pr[Bad
(2)
3 ]. When the event Bad

(2)
3 occurs, R̃ = R

holds for the some defined value ((·, ·, ·, ·, R̃), ·) in the list L. Since ρu ∈ Zp is cho-

sen uniform randomly in Game 3, R = (Q · T2−1)ρu ∈ G is also uniformly random.

Also, the number of values in the list L is at least qH . Therefore, the probability

that ((gpk, Q, T2, T3, R), ·) is already stored in L when generating an opening proof is

at most qH/p. By the union bound, Pr[Bad
(2)
3 ] ≤ qH · qopen/p holds. Thus, we obtain∣∣Pr[Suc2]− Pr[Suc3]

∣∣ ≤ qH · qopen/p.

Lemma 8.3.4. It holds that Pr[Suc3] = Pr[Suc4] for any PPT A.

Proof. For Game 4, we introduce new values ρu, and sets ρu = σu − u · d. Then, R1 =

(Q · T2−1)σu · T−d
3 = (Q · T2−1)ρu and σu = u · d+ ρu hold. Moreover, ρu ∈ Zp is uniformly

random since σu ∈ Zp is chosen uniform randomly. Therefore, Game 4 is identical to

Game 3. That is, Pr[Suc3] = Pr[Suc4].

Lemma 8.3.5. There exists a PPT algorithm B1 such that
∣∣Pr[Suc4] − Pr[Suc5]

∣∣ =

AdvDDH
B1

(λ) for any PPT A.

Proof. Let B1 be an adversary that tries to solve the DDH problem. First, B1 receives

the DDH tuple G, V,R,W ∈ G. Let V = Gv, and R = Gr. The element W is Gvr or a

random value in G. Next, B1 generates the instance of the anonymity game. Here for G
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and V , he uses the ones in the DDH tuple. Other elements are generated by following the

GS.GGen algorithm. Let gpk = (G1, G2, G,H, H,K, Y, U, V ), ik = w, and ok = (u, v), B1
sends (gpk, ik) to the adversary A. We note that B1 does not know the discrete logarithm

v of the value V . Although v is the part of the opening key ok, the key that is used

for opening in Game 4 and Game 5 is u = logG U . Therefore, B1 possesses all the keys

which are needed to reply oracle queries, and can simulate the replies of all the queries.

Especially, B1 generates the challenge signature as follows:

1. Choose q∗ ∈ Zp uniform randomly and compute (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ) = (Aib ·Kq∗ , Qib ·

R,Ru,W ) where R and W are the part of the DDH tuple.

2. Choose σ∗
x, σ

∗
y , σ

∗
δ , σ

∗
q , σ

∗
r ∈ Zp and c∗ ∈ Zp uniform randomly, and computes R∗

1 =

e(H,G2)
σ∗
x ·e(K,G2)

σ∗
δ ·e(K,Y )−σ∗

q ·e(T ∗
1 , G2)

σ∗
y ·
(

e(G1,G2)
e(T ∗

1 ,Y )

)−c∗

, R∗
2 = Gσ∗

x+σ∗
r ·T ∗

2
−c∗ ,

R∗
3 = Uσ∗

r · T ∗
3
−c∗ , and R∗

4 = V σ∗
r · T ∗

4
−c∗ .

3. If the value ((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), ·) is not defined in the list L, the value

((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), c∗) is added to L and the challenge signature Σ∗

is set to be ({T ∗
i }i∈[1,4], c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q , σ

∗
r). On the other hand, if such a value is

already defined, the challenge signature is set to be ⊥.

Finally, when A terminates with b̃ ∈ {0, 1}, B1 outputs 1 if b = b̃. Otherwise he outputs 0.

If the DDH tuple that B1 obtains is (G, V,R,W ) = (G,Gv, Gr, Gvr), it holds that

(T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ) = (Aib · Kq∗ , Qib · Gr, Gur, Gvr) = (Aib · Kq∗ , Gxib

+r, U r, V r). Then, B1
perfectly simulates Game 4 for A. On the other hand, if the element W is a random

value in G, it holds that (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ) = (Aib ·Kq∗ , Gxib

+r, U r,W ). Then, B1 perfectly

simulates Game 5 for A. Therefore, it holds that AdvDDH
B1

(λ) = |Pr[1 ← B1(G,Gv, Gr,

Gvr)] − Pr[1 ← B1(G,Gv, Gr,W )]| = |Pr[b = b̃ in Game 4] − Pr[b = b̃ in Game 5]| =∣∣Pr[Suc4]− Pr[Suc5]
∣∣.

Lemma 8.3.6. If the adversary does not generate a related query, it holds that
∣∣Pr[Suc5]−

Pr[Suc6]
∣∣ ≤ 1/p for any PPT A.

Proof. We define the event Bad
(3)
ℓ as follows.

Bad
(3)
ℓ : The event that the adversary A sends the opening query (m,Σ = ({Ti}i∈[1,4], c, σx,
σy, σδ, σq, σr)) such that GS.Verify(gpk,m,Σ) = 1 and logU T3 ̸= logV T4 in Game ℓ.

Game 5 and Game 6 are identical unless the events Bad
(3)
5 and Bad

(3)
6 occur. Therefore,

we get
∣∣Pr[Suc5] − Pr[Suc6]

∣∣ ≤ Pr[Bad
(3)
6 ] same as in Lemma 8.3.1. Moreover, we define

the event Bad
(3)
6 as follows.
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Bad
(3)
6 : The event that in Game 6, the adversary A sends the random oracle query (gpk,

{Ti}i∈[1,4], {Ri}i∈[1,4],m) such that logU T3 ̸= logV T4 and ({Ti}i∈[1,4], {Ri}i∈[1,4],m) ̸=
({T ∗

i }i∈[1,4], {R∗
i }i∈[1,4],m∗), and there exists σr such that(

logU R3

logV R4

)
=

(
1 − logU T3

1 − logV T4

)(
σr

c̃

)
(8.1)

where c̃ is the reply of the query (gpk, {Ti}i∈[1,4], {Ri}i∈[1,4],m).

When logU T3 ̸= logV T4 holds, it holds that∣∣∣∣∣
(
1 − logU T3

1 − logV T4

)∣∣∣∣∣ = ∣∣logU T3 − logV T4
∣∣ ̸= 0.

Therefore, the simultaneous equation (8.1) has the unique solution (σr, c̃). Since it holds

that ({Ti}i∈[1,4], {Ri}i∈[1,4],m) ̸= ({T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), c̃ is chosen uniform randomly

for ({Ti}i∈[1,4], {Ri}i∈[1,4],m). Thus, the probability that there exists σr such that the

equation (8.1) holds for c̃ is 1/p. That is, Pr[Bad
(3)
6 ] = 1/p.

In the following, we prove
∣∣Pr[Suc5] − Pr[Suc6]

∣∣ ≤ 1/p by showing Bad
(3)
6 ⊆ Bad

(3)
6 .

We consider that the event Bad
(3)
6 happens, that is, the situation that A sends the open-

ing query (m,Σ = ({Ti}i∈[1,4], c, σx, σy, σδ, σq, σr)) such that GS.Verify(gpk,m,Σ) = 1

and logU T3 ̸= logV T4. Since we assume that the adversary A does not generate re-

lated queries, it holds that ({Ti}i∈[1,4], {Ri}i∈[1,4],m) ̸= ({T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗). Also

from the condition which is made in Game 0, the random oracle query X = (gpk,

{Ti}i∈[1,4], {Ri}i∈[1,4],m) is generated before (m,Σ) is queried to the Open oracle where

R1 = e(H,G2)
σx · e(K,G2)

σδ · e(K,Y )−σq · e(T1, G2)
σy ·
(

e(G1,G2)
e(T1,Y )

)−c

, R2 = Gσx+σr · T2−c,

R3 = Uσr · T3−c, and R4 = V σr · T4−c. Let c̃ be the reply of X. Since c = c̃ holds when

GS.Verify(gpk,m,Σ) = 1, it holds that R3 = Uσr · T3−c̃ and R4 = V σr · T4−c̃. For the two

equations, we consider the discrete logarithm by considering the base as U and V , and

then the simultaneous equation(
logU R3

logV R4

)
=

(
1 − logU T3

1 − logV T4

)(
σr

c̃

)

holds. Therefore, the query X satisfies two conditions of the event Bad
(3)
6 , and there exists

σr which satisfies the equation (8.1) for the reply c̃. Thus, Bad
(3)
6 ⊆ Bad

(3)
6 holds and we

obtain
∣∣Pr[Suc5]− Pr[Suc6]

∣∣ ≤ Pr[Bad
(3)
6 ] ≤ Pr[Bad

(3)
6 ] = 1/p.

Lemma 8.3.7. There exists a PPT algorithm B2 such that
∣∣Pr[Suc6] − Pr[Suc7]

∣∣ =

AdvDDH
B2

(λ) for any PPT A.
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Proof. Let B2 be an adversary that tries to solve the DDH problem. First, B2 receives

the DDH tuple G,U,R,W ∈ G. Let U = Gu and R = Gr. The element W is Gur or

a random value in G. Next, B2 generates the instance of the anonymity game. Here

for G and U , he uses the ones in the DDH tuple. Other elements are generated by

following the GS.GGen algorithm. Let gpk = (G1, G2, G,H, H,K, Y, U, V ), ik = w, and

ok = (u, v), B2 sends (gpk, ik) to the adversary A. We note that B2 does not know the

discrete logarithm u of the value U . Although u is the part of the opening key ok, the key

that is used for opening in Game 6 and Game 7 is v = logG V . Therefore, B2 possesses

all the keys which are needed to reply oracle queries, and can simulate the replies of all

the queries. Especially, B2 generates the challenge signature as follows:

1. Choose q∗, r∗2 ∈ Zp uniform randomly and compute (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ) = (Aib · Kq∗ ,

Qib ·R,W,Gr∗2 ) where R and W are the part of the DDH tuple.

2. Choose σ∗
x, σ

∗
y , σ

∗
δ , σ

∗
q , σ

∗
r ∈ Zp and c∗ ∈ Zp uniform randomly, and computes R∗

1 =

e(H,G2)
σ∗
x ·e(K,G2)

σ∗
δ ·e(K,Y )−σ∗

q ·e(T ∗
1 , G2)

σ∗
y ·
(

e(G1,G2)
e(T ∗

1 ,Y )

)−c∗

, R∗
2 = Gσ∗

x+σ∗
r ·T ∗

2
−c∗ ,

R∗
3 = Uσ∗

r · T ∗
3
−c∗ , and R∗

4 = V σ∗
r · T ∗

4
−c∗ .

3. If the value ((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), ·) is not defined in the list L, the value

((gpk, {T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗), c∗) is added to L and the challenge signature Σ∗

is set to be ({T ∗
i }i∈[1,4], c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q , σ

∗
r). On the other hand, if such a value is

already defined, the challenge signature is set to be ⊥.

Finally, when A terminates with b̃ ∈ {0, 1}, B2 outputs 1 if b = b̃. Otherwise he outputs 0.

If the DDH tuple that B2 obtains is (G,U,R,W ) = (G,Gu, Gr, Gur), it holds that

(T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ) = (Aib ·Kq∗ , Qib ·Gr, Gur, Gr∗2 ). Then, B2 perfectly simulates Game 6 for

A. On the other hand, if the elementW is a random value in G, it holds that (T ∗
1 , T

∗
2 , T

∗
3 ,

T ∗
4 ) = (Aib ·Kq∗ , Qib ·Gr,W,Gr∗2 ). Then, B2 perfectly simulates Game 7 for A. Therefore,

it holds that AdvDDH
B2

(λ) = |Pr[1 ← B2(G,Gu, Gr, Gur)] − Pr[1 ← B2(G,Gu, Gr,W )]| =
|Pr[b = b̃ in Game 6]− Pr[b = b̃ in Game 7]| =

∣∣Pr[Suc6]− Pr[Suc7]
∣∣.

For random values q∗, r∗, r∗1, r
∗
2 ∈ Zp, the challenge signature in Game 7 is denoted

by Σ∗ = ({T ∗
i }i∈[1,4], c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q , σ

∗
r) = (Aib ·Kq∗ , Qib ·Gr∗ , U r∗1 , V r∗2 , c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q ,

σ∗
r). Therefore, the choice of the challenge bit b and the distribution of the challenge

signature Σ∗ are independent. Thus, we can say that Pr[Suc7] = 1/2. From this fact and

Lemma 8.3.1 to Lemma 8.3.7, we get

AdvanonΠFI,A(λ) ≤
6∑

ℓ=0

∣∣Pr[Sucℓ]− Pr[Sucℓ+1]
∣∣+ ∣∣Pr[Suc7]− 1/2

∣∣
≤ AdvDDH

B1
(λ) + AdvDDH

B2
(λ) +

qH(1 + qopen) + 1

p
.
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Since qH and qopen are polynomial in λ and p is exponential in λ, we see that

(qH(1 + qopen) + 1)/p is negligible in λ. Therefore, if the adversary does not generate

related queries, Mechanism 6 satisfies anonymity under the DDH assumption in the ran-

dom oracle model.

8.3.2 Analysis of Possible Attacks

From the result of the previous section, we see that the only way to break the anonymity

of Mechanism 6 is generating a related query. Therefore in this section, we analyze all

the cases of a related query and find out the cases in which the adversary might generate

it.

Let m∗ and Σ∗ = ({T ∗
i }i∈[1,4], c∗, σ∗

x, σ
∗
y, σ

∗
δ , σ

∗
q , σ

∗
r) be the challenge message and the

challenge signature, respectively. Let (m̃, Σ̃ = ({T̃ ∗
i }i∈[1,4], c̃, σ̃x, σ̃y, σ̃δ, σ̃q, σ̃r)) be a related

query. From the definition of a related query it holds that ({T̃i}i∈[1,4], {R̃i}i∈[1,4], m̃) =

({T ∗
i }i∈[1,4], {R∗

i }i∈[1,4],m∗). Moreover, since (m̃, Σ̃) ̸= (m∗,Σ∗) holds, it is required that

(σ̃x, σ̃y, σ̃δ, σ̃q, σ̃r) ̸= (σ∗
x, σ

∗
y, σ

∗
δ , σ

∗
q , σ

∗
r). That is,

σ̃x ̸= σ∗
x ∨ σ̃y ̸= σ∗

y ∨ σ̃δ ̸= σ∗
δ ∨ σ̃q ̸= σ∗

q ∨ σ̃r ̸= σ∗
r

holds. Therefore, we have 31 (= {the first part is changed or not}× {the second part is

changed or not}×· · ·×{the last part is changed or not}−{any parts are not changed} =
25 − 1) cases of a related query.

Although there are many cases, we can narrow down to seven cases. From the equation

R̃3 = R∗
3, it holds that R̃3 = R∗

3 ⇔ U σ̃r · T3−c = Uσ∗
r · (T ∗

3 )
−c∗ ⇔ U σ̃r · (T ∗

3 )
−c∗ =

Uσ∗
r · (T ∗

3 )
−c∗ ⇔ U σ̃r = Uσ∗

r ⇔ uσ̃r = uσ∗
r . Since u ∈ Z∗

p, we get σ̃r = σ∗
r . In a similar

way, we get σ̃x = σ∗
x from the equation R̃2 = R∗

2. That is, it ultimately holds that

σ̃y ̸= σ∗
y ∨ σ̃δ ̸= σ∗

δ ∨ σ̃q ̸= σ∗
q .

Thus, we can narrow down to seven (=23 − 1) cases of a related query described in

Table 8.1. Here, we classify these cases into the following types:

(a) σ̃y ̸= σ∗
y (σ̃δ and σ̃q are arbitrary), (b) σ̃y = σ∗

y ∧ σ̃δ ̸= σ∗
δ ∧ σ̃q = σ∗

q ,

(c) σ̃y = σ∗
y ∧ σ̃δ = σ∗

δ ∧ σ̃q ̸= σ∗
q , (⋆) σ̃y = σ∗

y ∧ σ̃δ ̸= σ∗
δ ∧ σ̃q ̸= σ∗

q .

Then, we analyze each type. Specifically, the query described in Section 8.2 as an attack

for Mechanism 6 is in Type (⋆).

Now, we examine the related queries in Type (a), (b), and (c). In fact, the adversary

can generate the these types of queries with only negligible probability. In the following,
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σ̃y
?
= σ∗

y σ̃δ
?
= σ∗

δ σ̃q
?
= σ∗

q Type

No Yes Yes (a)

No Yes No (a)

No No Yes (a)

No No No (a)

Yes No Yes (b)

Yes Yes No (c)

Yes No No (⋆)

Table 8.1: Possible Cases of Related Queries

we explain the intuition of this fact.

Let A be the adversary who attacks the anonymity of Mechanism 6. We note that

for any related query, it holds that

e(K,G2)
σ̃δ · e(K,Y )−σ̃q · e(T ∗

1 , G2)
σ̃y = e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q · e(T ∗
1 , G2)

σ∗
y (8.2)

since the equation R̃1 = R∗
1 holds. From this equation, we can get the following observa-

tions on the related queries in Type (a), (b), and (c).

Type (a): We consider the situation that A generates a related query (m∗,Σ =

({T ∗
i }i∈[1,4], c∗, σ∗

x, σ̃y, σ̃δ, σ̃q, σ
∗
r)) in Type (a). That is, σ̃y ̸= σ∗

y holds (here, we

say nothing whether σ̃δ ̸= σ∗
δ and σ̃q ̸= σ∗

q ). Let T
∗
1 = G1

t, K = G1
k, and H = G1

h.

From Equation (8.2), it holds that

e(K,G2)
σ̃δ · e(K,Y )−σ̃q · e(T ∗

1 , G2)
σ̃y = e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q · e(T ∗
1 , G2)

σ∗
y

⇔ e(G1
k, G2)

σ̃δ · e(G1
k, G2

w)−σ̃q · e(G1
t, G2)

σ̃y

= e(G1
k, G2)

σ∗
δ · e(G1

k, G2
w)−σ∗

q · e(G1
t, G2)

σ∗
y

⇔ e(G1, G2)
kσ̃δ−kwσ̃q+tσ̃y = e(G1, G2)

kσ∗
δ−kwσ∗

q+tσ∗
y

⇔ kσ̃δ − kwσ̃q + tσ̃y = kσ∗
δ − kwσ∗

q + tσ∗
y

⇔ t = k
w∆σq −∆σδ

∆σy

(
∵ σ̃y ̸= σ∗

y

)
where ∆σδ = σ̃δ − σ∗

δ , ∆σq = σ̃q − σ∗
q , and ∆σy = σ̃y − σ∗

y. Moreover, since

T ∗
1 = Aib ·Kq∗ =

(
G1

H
xib ·Kzib

) 1
w+yib ·Kq∗ =

(
G1

G1
hxib ·G1

kzib

) 1
w+yib · G1

kq∗ holds, it holds

that

t = logG1
T ∗
1 =

1

w + yib

(
1− hxib − kzib

)
+ kq∗.
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From these two equations, we get

k
w∆σq −∆σδ

∆σy
=

1

w + yib

(
1− hxib − kzib

)
+ kq∗. (8.3)

From a viewpoint of the challenger who executes the anonymity game with A,
the challenger knows the values w and (yib , xib , zib) since he generates the issuing

key and all the signing keys of honest users by himself. Also, q∗ is chosen by the

challenger. Moreover, the challenger can compute ∆σδ = σ̃δ−σ∗
δ , ∆σq = σ̃q−σ∗

q , and

∆σy = σ̃y−σ∗
y from the values σ̃δ, σ̃q, and σ̃y which are the part of the related query,

and the values σ∗
δ , σ

∗
q , and σ

∗
y which are the part of the challenge signature. The

challenger does not know the discrete logarithm of K in usual since the value K is

randomly chosen from G1 in the GKg algorithm. However, if the challenger chooses

k ∈ Zp uniform randomly and sets K = G1
k, he can know the discrete logarithm

k. Now, the challenger knows all the values in Equation (8.3) except for h. This

means that the challenger can compute the discrete logarithm h of H ∈ G1 from

the values he knows. Thus, when A generates a related query in Type (a), the

challenger can solve the DL problem in G1. That is, if the DL assumption holds in

G1, the probability that A generates a related query in Type (a) is negligible.

Type (b): Let K = G1
k. When the conditions σ̃y = σ∗

y and σ̃q = σ∗
q are put in

Equation (8.2), we get e(K,G2)
σ̃δ = e(K,G2)

σ∗
δ ⇔ e(G1, G2)

kσ̃δ = e(G1, G2)
kσ∗

δ ⇔
kσ̃δ = kσ∗

δ . If k ̸= 0, σ̃δ = σ∗
δ holds. However, since this contradicts σ̃δ ̸= σ∗

δ that

is the condition of Type (b), a related query in Type (b) does not exist if k ̸= 0.

On the other hand, the probability that k = 0 holds is 1/p since K ∈ G1 is chosen

uniform randomly. Therefore, the probability that A generates a related query in

Type (b) is at most 1/p which is negligible.

Type (c): Let K = G1
k. When the conditions σ̃y = σ∗

y and σ̃δ = σ∗
δ are put in Equa-

tion (8.2), we get e(K,Y )−σ̃q = e(K,Y )−σ∗
q ⇔ e(G1, G2)

−kwσ̃q = e(G1, G2)
−kwσ∗

q ⇔
kwσ̃q = kwσ∗

q . If k ̸= 0 and w ̸= 0, σ̃q = σ∗
q holds. However, since this contradicts

σ̃q ̸= σ∗
q that is the condition of Type (c), a related query in Type (c) does not

exist if k ̸= 0 and w ̸= 0. On the other hand, the probability that k = 0 or w = 0

satisfies Pr[k = 0∨w = 0] ≤ Pr[k = 0]+Pr[w = 0] = 2/p since K ∈ G1 and w ∈ Zp

are chosen uniform randomly. Therefore, the probability that A generates a related

query in Type (c) is at most 2/p which is negligible.

Therefore, we see that the probability that A generates the related queries in Type (a),

(b), and (c) is negligible if the DL assumption holds in G1.
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On the other hand, we cannot rule out the possibility that the adversary generates

a related query in Type (⋆) since our attack is in this type. Now, we further analyze

this type of query. This type of query satisfies σ̃y = σ∗
y. When this equation is put in

Equation (8.2), we get

e(K,G2)
σ̃δ · e(K,Y )−σ̃q = e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q

⇔ e(G1, G2)
kσ̃δ · e(G1, G2)

−kwσ̃q = e(G1, G2)
kσ∗

δ · e(G1, G2)
−kwσ∗

q

⇔ k(σ̃δ − wσ̃q) = k(σ∗
δ − wσ∗

q ).

Since the probability that k = 0 holds is 1/p, it holds that k ̸= 0 with high probability.

If k ̸= 0, we get

σ̃δ − wσ̃q = σ∗
δ − wσ∗

q ⇔ w = (σ̃δ − σ∗
δ )/(σ̃q − σ∗

q ).

That is, the issuing key w can be computed from the values σ∗
δ and σ∗

q in the challenge

signature Σ∗ and the values σ̃δ and σ̃q in the related query. Therefore, this indicates that

the adversary who can generate a related query in Type (⋆) knows the issuing key.

From the above observations, we see that only a related query in Type (⋆) might be

generated by the adversary. Furthermore, the adversary generating this type of query

knows the issuing key. Therefore, the minimum condition of breaking the anonymity of

Mechanism 6 seems to be that the adversary knows the issuing key. Thus, we can expect

that if the adversary does not possess the issuing key, Mechanism 6 satisfies anonymity.

8.3.3 Definition of Weak Anonymity

In this section, we formalize the conditions which we characterized under which the

anonymity of Mechanism 6 is preserved in the previous section. Concretely, we introduce

a new security definition of anonymity called “weak anonymity”, where the adversary is

not allowed to corrupt the issuer.

We give the definition of weak anonymity by using the oracles in Section 4.2. Intu-

itively, weak anonymity ensures that the adversary who corrupts all the users but not the

issuer cannot extract the signer’s information from a signature. Formally, it is defined as

follows.

Definition 8.3.1 (Weak Anonymity). Let A be an adversary for weak anonymity. We

define the experiment Expw-anonGS,A (λ) as follows.

Expw-anonGS,A (λ) : b← {0, 1}; (gpk, ik, ok)← GS.GGen(1k); CU← ∅; HU← ∅

b̃← AAddU(·),Corrupt(·,·),SndToI(·,·),USK(·),RReg(·),Ch(b,·,·,·),Open(·,·)(gpk)
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Return 1 if b̃ = b, otherwise return 0

We say that GS satisfies weak anonymity if the advantage

Advw-anonGS,A :=
∣∣∣ Pr[Expw-anonGS,A (λ) = 1]− 1/2

∣∣∣
is negligible for any PPT adversary A.

8.3.4 Proof of the Weak Anonymity

Mechanism 6 satisfies weak anonymity as shown in Theorem 8.3.2. This theorem implies

that Mechanism 6 is still secure under the condition that the issuer does not join the

attack. Such a condition is reasonable if a single authority plays roles of both the opener

and the issuer.

We note that most of the proof is the same as that of the anonymity under the

restricted condition (given in Section 8.3.1) since anonymity in Definition 4.2.2 implies

weak anonymity. However, since it is not assumed that the adversary does not generate

a related query in the proof of the weak anonymity, we cannot straightforwardly prove

the part corresponding to Game 5 ≈ Game 6 in the proof of the anonymity.

In the proof of the weak anonymity, we rule out the possibility that the adversary gen-

erates a related query by the computational assumptions. As we observe in Section 8.3.2,

the adversary cannot generate related queries in Type (a), (b), and (c) under the DL

assumption. Also in the proof, we prove that the adversary who does not possess the

issuing key cannot generate related queries in Type (⋆) under the q-SDH assumption.

This part is the most difficult in this proof since the reduction algorithm needs to deal

with generating user signing keys without the issuing key. To overcome this problem, we

apply the rewinding technique as in the forking lemma [96] in our security proof.

Theorem 8.3.2. Mechanism 6 satisfies weak anonymity under the DL assumption in the

group G1, the DDH assumption in the group G, and the q-SDH assumption in the groups

(G1,G2) in the random oracle model.

Proof. Let A be an adversary that attacks the weak anonymity of Mechanism 6. We

consider the following sequence of games. Let b be the challenge bit, m∗ be the challenge

message, i0, i1 be the challenge users, and Σ∗ = (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , c

∗, σ∗
x, σ

∗
y, σ

∗
δ , σ

∗
q , σ

∗
r) be the

challenge signature. Let Sucℓ denote the event that A succeeds in guessing the challenge

bit b in Game ℓ. Also, we specify the random tape of A in the proof when we use the

rewinding technique.

[Game 0]: This is the experiment Expw-anonGS,A (λ) itself. As in Game 0 of Theorem 8.3.1,

The challenger manages an inout/output pair of the random oracle in the list L, and we
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assume that the adversary generates the involved random oracle query before he queries

to the Open oracle.

[Game 1 - Game 5]: The modification of each game is the same as that of the game in

Theorem 8.3.1.

[Game 6]: We change the way to generate H,K ∈ G1 in the group public key gpk.

More precisely, in Game 6, the challenger samples h, k ∈ Zp uniform randomly and sets

H ← G1
h, K ← G1

k by comparing Game 5 in which H,K are chosen uniform randomly

in G1.

[Game 7]: In Game 7, if the adversary generates the opening query (m∗, (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ,

c∗, σ∗
x, σy, σδ, σq, σ

∗
r)) such that σy ̸= σ∗

y, the challenger returns ⊥ where σy and σq are

arbitrary.

[Game 8]: In Game 8, if the adversary generates the opening query (m∗, (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ,

c∗, σ∗
x, σ

∗
y, σδ, σ

∗
q , σ

∗
r)) such that σδ ̸= σ∗

δ , the challenger returns ⊥.

[Game 9]: In Game 9, if the adversary generates the opening query (m∗, (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ,

c∗, σ∗
x, σ

∗
y, σ

∗
δ , σq, σ

∗
r)) such that σq ̸= σ∗

q , the challenger returns ⊥.

[Game 10]: We modify the way to reply queries for the SndToI oracle. More precisely,

the challenger replies the ℓ-th query (i, (R1, R2)) for the SndToI oracle as follows. Let N

be a constant number.

Step 1 (Practice Phase). Execute other N anonymity games with the adversaries Aj

who are the same as the original A in parallel where 1 ≤ j ≤ N . Specifically, for

1 ≤ j ≤ N , perform the following operations.

1. Sample ĉi
(j) r←− Zp.

2. Execute Aj(gpk; ρ) where ρ is the random tape of the original A. Then, the

challenger makes exactly the same replies as those for the original A until the

ℓ-th query (i, (R1, R2)) is generated. We note that the query is also the same

as that of the original A since the challenger makes the same replies those for

the original A until the ℓ-th query is generated.

3. Send ĉi
(j) to Aj as the first reply of the ℓ-th query (i, (R1, R2)), and obtain

(σ̂
(j)
xi , σ̂

(j)

z′i
).

Step 2 (First Reply in the Original Game with A). If i /∈ CU, return ⊥. If i ∈
CU, sample ci

r←− Zp and return ci as the first reply of the send-to-issuer query

(i, (R1, R2)). Then, obtain (σxi
, σz′i) from A.

Step 3 (Second Reply in the Original Game with A). If (σxi
, σz′i) is invalid, re-

turn ⊥ as the second reply. If (σxi
, σz′i) is valid, find the index j∗ ∈ [1, N ] in
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the replies from Aj in Step 1 such that (σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) is valid and ci ̸= ĉi
(j∗). If there

is no such index j∗, return ⊥. On the other hand if there exists such index j∗,

compute the second reply as follows.

1. Compute ∆σxi
← σ̂

(j∗)
xi − σxi

, ∆σz′i ← σ̂
(j∗)
z′i
− σz′i , and ∆ci ← ĉ

(j∗)
i − ci, and

set x̃i ← ∆σxi
/∆ci and z̃

′
i ← ∆σz′i/∆ci.

2. Sample yi, z
′′
i ∈ Zp uniform randomly and compute Ci ← G1

1
w+yi .

3. Compute Ai ← Ci
1−hx̃i−k(z̃′i+z′′i ). Then, set certi ← (Ai, yi, z

′′
i ) and reply certi

as the second reply. Register reg[i]← Qi.

[Game 11]: We modify the way to compute the element Ai in the simulation of the AddU

oracle. In Game 11, Ai is computed as follows. The challenger chooses a random value yi

and sets Ci ← G1

1
w+yi where w is the issuing key. Then, he also samples a random value z′′i

and sets Ai ← Ci
1−hxi−k(z′i+z′′i ) where uski = (xi, z

′
i), h = logG1

H, and k = logG1
K.

[Game 12]: In Game 12, if the adversary generates the opening query (m∗, (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ,

c∗, σ∗
x, σ

∗
y, σδ, σq, σ

∗
r)) such that σy = σ∗

y, σδ ̸= σ∗
δ , and σq ̸= σ∗

q , the challenger returns ⊥.

[Game 13, Game 14]: The modification of each game is the same as that of Game 6 and

Game 7 in Theorem 8.3.1, respectively.

For the advantage Advw-anonΠFI,A (λ),

Advw-anonΠFI,A (λ) =
∣∣Pr[Suc0]− 1/2

∣∣ ≤ 13∑
ℓ=0

∣∣Pr[Sucℓ]− Pr[Sucℓ+1]
∣∣+ ∣∣Pr[Suc14]− 1/2

∣∣
holds. Moreover, the following lemmas hold.

Lemma 8.3.8. Let qH be the number of A’s random oracle queries. Then, it holds that∣∣Pr[Suc0]− Pr[Suc1]
∣∣ ≤ qH/p for any PPT A.

Lemma 8.3.9. It holds that Pr[Suc1] = Pr[Suc2] for any PPT A.

Lemma 8.3.10. Let qH and qopen be the number of A’s random oracle queries and opening

queries, respectively. Then, it holds that
∣∣Pr[Suc2] − Pr[Suc3]

∣∣ ≤ qH · qopen/p for any

PPT A.

Lemma 8.3.11. It holds that Pr[Suc3] = Pr[Suc4] for any PPT A.

Lemma 8.3.12. There exists a PPT algorithm B1 such that
∣∣Pr[Suc4] − Pr[Suc5]

∣∣ =
AdvDDH

B1
(λ)

Lemma 8.3.8 to 8.3.12 can be proved as in the case of the anonymity (given in Sec-

tion 8.3.1) since the modification of each game is the same as that of the game in Theo-

rem 8.3.1. Therefore, we omit these proofs.
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Lemma 8.3.13. It holds that Pr[Suc5] = Pr[Suc6] for any PPT A.

Proof. The difference between Game 5 and Game 6 is the way to generate the values

H,K ∈ G1. More precisely, H,K are chosen from G1 uniform randomly in Game 5. On

the other hand in Game 6, the challenger chooses h, k ∈ Zp uniform randomly and sets

H ← G1
h, K ← G1

k. However, since the distribution of H,K is uniform in G1 in each

game, Game 5 and Game 6 are identical. Thus, it holds that Pr[Suc5] = Pr[Suc6].

Lemma 8.3.14. There exists a PPT algorithm B2 such that
∣∣Pr[Suc6] − Pr[Suc7]

∣∣ ≤
AdvDL

B2
(λ) for any PPT A.

Proof. We define the event Bad
(a)
ℓ as follows.

Bad
(a)
ℓ : The event that the adversary A generates the related query in Type (a) to the

Open oracle in Game ℓ.

Game 6 and Game 7 are identical unless the events Bad
(a)
6 and Bad

(a)
7 occur. Therefore,

we get
∣∣Pr[Suc6]− Pr[Suc7]

∣∣ ≤ Pr[Bad
(a)
7 ] same as in Lemma 8.3.1.

In the following, we construct the algorithm B2 who tries to solve the DL problem in

G1 by using A and estimate the probability Pr[Bad
(a)
7 ]. First, B2 receives the DL tuple

G1, H ∈ G1 and G2 ∈ G2. Now, B2’s goal is to compute the value logG1
H. Next, B2

generates the instance of the weak anonymity game. Here for G1 ∈ G1, G2 ∈ G2 and

H ∈ G1, he uses the ones in the instance of the DL problem. Also, B2 samples k ∈ Zp

uniform randomly and sets K = G1
k ∈ G1. Other elements are generated by following

the GKg algorithm. Let gpk = (G1, G2, G,H, H,K, Y, U, V ), ik = w, and ok = (u, v), B2
sends gpk to the adversary A. Since possessing all the keys which are needed to reply

oracle queries, B2 can simulate the replies of all the queries. Especially, B2 generates the

challenge signature as follows:

1. Choose q∗, r∗, r∗2 ∈ Zp uniform randomly and compute (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 ) = (Aib ·

Kq∗ , Qib ·Gr∗ , U r∗ , Gr∗2 ).

2. Choose σ∗
x, σ

∗
y , σ

∗
δ , σ

∗
q , σ

∗
r ∈ Zp and c∗ ∈ Zp uniform randomly, and computes R∗

1 =

e(H,G2)
σ∗
x ·e(K,G2)

σ∗
δ ·e(K,Y )−σ∗

q ·e(T ∗
1 , G2)

σ∗
y ·
(

e(G1,G2)
e(T ∗

1 ,Y )

)−c∗

, R∗
2 = Gσ∗

x+σ∗
r ·T ∗

2
−c∗ ,

R∗
3 = Uσ∗

r · T ∗
3
−c∗ , and R∗

4 = V σ∗
r · T ∗

4
−c∗ .

3. If the value ((gpk, T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , R

∗
1, R

∗
2, R

∗
3, R

∗
4,m

∗), ·) is not defined in the list L,

the value ((gpk, T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , R

∗
1, R

∗
2, R

∗
3, R

∗
4,m

∗), c∗) is added to L and the chal-

lenge signature Σ∗ is set to be (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , c

∗, σ∗
x, σ

∗
y, σ

∗
δ , σ

∗
q , σ

∗
r). On the other

hand, if such a value is already defined, the challenge signature is set to be ⊥.
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Finally, A terminates with b̃ ∈ {0, 1}.
When A generated the related query in Type (a) to the Open oracle, there is

the Open query (m∗,Σ = (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , c

∗, σ∗
x, σy, σδ, σq, σ

∗
r)) such that σy ̸= σ∗

y and

GVf(gpk,m∗,Σ) = 1. For this query, B2 computes

h =
1

xib

(
1− kzib + (w + yib)(kq

∗ + k
∆σδ − w∆σq

∆σy
)
)

where ∆σδ = σδ − σ∗
δ , ∆σq = σq − σ∗

q , and ∆σy = σy − σ∗
y. Then, he outputs h as the

solution of the DL problem. Since ib is an honest user, that is, ib ∈ HU holds by the

condition of the challenge query, B2 knows the ib’s signing key gskib = (Aib , yib , zib , xib , Qib)

and can compute the above h.

Now, we show the value h is the discrete logarithm ofH in the following. Let T ∗
1 = G1

t.

Since a related query satisfies Equation (8.2), it holds that

e(K,G2)
σδ · e(K,Y )−σq · e(T ∗

1 , G2)
σy = e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q · e(T ∗
1 , G2)

σ∗
y

⇔ e(G1
k, G2)

σδ · e(G1
k, G2

w)−σq · e(G1
t, G2)

σy

= e(G1
k, G2)

σ∗
δ · e(G1

k, G2
w)−σ∗

q · e(G1
t, G2)

σ∗
y

⇔ e(G1, G2)
kσδ−kwσq+tσy = e(G1, G2)

kσ∗
δ−kwσ∗

q+tσ∗
y

⇔ kσδ − kwσq + tσy = kσ∗
δ − kwσ∗

q + tσ∗
y

⇔ t = k
w∆σq −∆σδ

∆σy
.

Therefore, we get

G1
h = G1

1
xib

(
1−kzib+(w+yib )(kq

∗+k
∆σδ−w∆σq

∆σy
)
)

= G1

1
xib

(
1−kzib+(w+yib )(kq

∗−t)
)

=
(
G1 ·K−zib · (Kq∗ · (T ∗

1 )
−1)(w+yib )

) 1
xib

=
( G1 ·Kq∗ (w+yib )

Kzib · (Aib ·Kq∗)(w+yib )

) 1
xib (∵ T ∗

1 = Aib ·Kq∗)

=

(
G1

Kzib ·
(
( G1

H
xib ·Kzib

)
1

w+yib

)(w+yib )

) 1
xib

(
∵ Aib =

( G1

Hxib ·Kzib

) 1
w+yib

)
= H.

Thus, h is the discrete logarithm of H. That is, if the event Bad
(a)
7 occurs, B2 can solve the

DL problem, and we get Pr[Bad
(a)
7 ] ≤ AdvDL

B2
(λ). Finally, we get

∣∣Pr[Suc6] − Pr[Suc7]
∣∣ ≤

Pr[Bad
(a)
7 ] ≤ AdvDL

B2
(λ).
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Lemma 8.3.15. It holds that
∣∣Pr[Suc7]− Pr[Suc8]

∣∣ ≤ 1/p for any PPT A.

Proof. We define the event Bad
(b)
ℓ as follows.

Bad
(b)
ℓ : The event that the adversary A generates the related query in Type (b) to the

Open oracle in Game ℓ.

Game 7 and Game 8 are identical unless the events Bad
(b)
7 and Bad

(b)
8 occur. Therefore,

we get
∣∣Pr[Suc7]− Pr[Suc8]

∣∣ ≤ Pr[Bad
(b)
8 ] same as in Lemma 8.3.1.

We estimate the probability Pr[Bad
(b)
8 ] in the following. Let K = G1

k. When the con-

ditions σy = σ∗
y and σq = σ∗

q are put in Equation (8.2), we get e(K,G2)
σδ = e(K,G2)

σ∗
δ ⇔

e(G1, G2)
kσδ = e(G1, G2)

kσ∗
δ ⇔ kσδ = kσ∗

δ . Therefore, a related query in Type (b) satisfies

the equation kσδ = kσ∗
δ , and then σδ = σ∗

δ holds if k ̸= 0. However, this contradicts the

condition of Type (b) (i.e., σδ ̸= σ∗
δ ). Thus, a related query in Type (b) does not exist if

k ̸= 0. On the other hand, the probability that k = 0 holds is 1/p since K ∈ G1 is chosen

uniform randomly. Thus, the probability that A generates a related query in Type (b) is

at most 1/p, and Pr[Bad
(b)
8 ] ≤ 1/p holds. That is, we get

∣∣Pr[Suc7]−Pr[Suc8]
∣∣ ≤ 1/p.

Lemma 8.3.16. It holds that
∣∣Pr[Suc8]− Pr[Suc9]

∣∣ ≤ 2/p for any PPT A.

Proof. We define the event Bad
(c)
ℓ as follows.

Bad
(c)
ℓ : The event that the adversary A generates a related query in Type (c) to the Open

oracle in Game ℓ.

Game 8 and Game 9 are identical unless the events Bad
(c)
8 and Bad

(c)
9 occur. Therefore,

we get
∣∣Pr[Suc8]− Pr[Suc9]

∣∣ ≤ Pr[Bad
(c)
9 ] in the same way as in Lemma 8.3.1.

We estimate the probability Pr[Bad
(c)
9 ] in the following. Let K = G1

k. When the con-

ditions σy = σ∗
y and σδ = σ∗

δ are put in Equation (8.2), we get e(K,Y )−σq = e(K,Y )−σ∗
q ⇔

e(G1, G2)
−kwσq = e(G1, G2)

−kwσ∗
q ⇔ kwσq = kwσ∗

q . Therefore, a related query in Type (c)

satisfies the equation kwσq = kwσ∗
q , and then σq = σ∗

q holds if k ̸= 0 and w ̸= 0. How-

ever, this contradicts the condition of Type (c) (i.e., σq ̸= σ∗
q ). Thus, a related query in

Type (c) does not exist if k ̸= 0 and w ̸= 0. On the other hand, the probability that

k = 0 or w = 0 hold is at most Pr[k = 0 ∨ w = 0] ≤ Pr[k = 0] + Pr[w = 0] = 2/p since

K ∈ G1 and w ∈ Zp are chosen uniform randomly. Therefore, the probability that A
generates a related query in Type (c) is at most 2/p, and Pr[Bad

(c)
9 ] ≤ 2/p holds. That

is, we get
∣∣Pr[Suc8]− Pr[Suc9]

∣∣ ≤ 2/p.

Lemma 8.3.17. Let qiss be the number of A’s send-to-issuer queries. Then, it holds that∣∣Pr[Suc9]− Pr[Suc10]
∣∣ ≤∑qiss

ℓ=1min{(1− probℓ)
N , probℓ} for any PPT A.
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Proof. We consider the following intermediate games Game 0, . . . ,Game qiss to estimate

the probability
∣∣Pr[Suc9]− Pr[Suc10]

∣∣.
[Game 0]: This game is identical to Game 9.

[Game 1]: We modify the way to reply the first send-to-issuer query. More precisely, the

challenger replies the first send-to-issuer query by rewinding A as denoted in Game 10.

After the first, the challenger replies send-to-issuer queries by following the Issue algorithm

as in Game 9.
...

[Game ℓ]: In this game, the challenger replies the first to ℓ-th send-to-issuer queries by

rewinding A. On the other hand, for the (ℓ + 1)-th to qiss-th send-to-issuer queries, he

replies by following the Issue algorithm.
...

[Game qiss]: In this game, the challenger replies all the send-to-issuer queries by rewind-

ing A. Thus, this game is identical to Game 10.

Let Sucℓ denote the event that A succeeds in guessing the challenge bit in Game ℓ.

Then, the following inequality holds:

∣∣Pr[Suc9]− Pr[Suc10]
∣∣ = ∣∣Pr[Suc0]− Pr[Sucqiss ]

∣∣ ≤ qiss∑
ℓ=1

∣∣Pr[Sucℓ−1]− Pr[Sucℓ]
∣∣. (8.4)

Now, we prove that
∣∣Pr[Sucℓ−1] − Pr[Sucℓ]

∣∣ ≤ min{(1 − probℓ)
N , probℓ} holds for

1 ≤ ℓ ≤ qiss where N is the number of the parallel anonymity games with Aj. The

difference between Game ℓ − 1 and Game ℓ is the way to reply the ℓ-th SndToI query.

In both games, the first reply of the ℓ-th SndToI query is chosen uniform randomly.

Moreover, when A’s output (σxi
, σz′i) for the first reply is invalid, the second reply of the

ℓ-th SndToI query will be ⊥ in both games. Therefore, only when A’s output (σxi
, σz′i)

for the first reply is valid, the challengers in Game ℓ− 1 and Game ℓ behave differently.

In the following, we consider the case that (σxi
, σz′i) is valid.

In Game ℓ, when (σxi
, σz′i) is valid, the second reply is decided whether there exists

the valid output (σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) which satisfies ĉ
(j∗)
i ̸= ci in the N executions of A. More

precisely, if there exists such an output, a certificate certi = (Ai, yi, z
′′
i ) will be returned.

On the other hand, if there is no such an output, the second reply will be ⊥. Now, we

show that in the former case, the second reply certi in Game ℓ is the same as that in

Game ℓ − 1. First of all, yi and z
′′
i are chosen uniform randomly in both games. Thus,

the distribution of yi and z′′i in Game ℓ is the same as that in Game ℓ − 1. Next, we

prove the value Ai in Game ℓ is the same as that in Game ℓ − 1. Since (σxi
, σz′i) and
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(σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) are valid, it holds that

R2 = HσxiK
σz′

i/Hi
ci ∧ R2 = H σ̂

(j∗)
xi K

σ̂
(j∗)
z′
i /Hi

ĉ
(j∗)
i .

Therefore, we get

Hi = H
∆σxi
∆ci ·K

∆σ
z′
i

∆ci (8.5)

where ∆σxi
= σ̂

(j∗)
xi − σxi

, ∆σz′i = σ̂
(j∗)
z′i
− σz′i , and ∆ci = ĉ

(j∗)
i − ci. We note that ∆ci ̸= 0

holds since ĉ
(j∗)
i ̸= ci. From this equation, the value Ai in Game ℓ satisfies that

Ai = Ci
1−hx̃i−k(z̃′i+z′′i )

=
(
G1

1
w+yi

)1−h
∆σxi
∆ci

−k
(∆σ

z′
i

∆ci
+z′′i

)
=
(
G1

1−h
∆σxi
∆ci

−k
(∆σ

z′
i

∆ci
+z′′i

)) 1
w+yi

=

(
G1

Gi
h

∆σxi
∆ci ·Gi

k
(∆σ

z′
i

∆ci
+z′′i

)
) 1

w+yi

=

(
G1

H
∆σxi
∆ci ·K

∆σ
z′
i

∆ci ·Kz′′i

) 1
w+yi

=
( G1

Hi ·Kz′′i

) 1
w+yi . (∵ Equation(8.5))

This is the same as the value Ai in Game ℓ − 1. Therefore, in the condition that there

exists the valid output (σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) such that ĉ
(j∗)
i ̸= ci, the second reply for the ℓ-th

SndToI query in Game ℓ is identical to that in Game ℓ− 1.

Now, we define the events Bad and B̂ad as follows.

Bad: The event that there is no valid output (σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) which satisfies ĉ
(j∗)
i ̸= ci in the

N executions of A in Game ℓ.

B̂ad: The event that A’s output (σxi
, σz′i) for the first reply is valid in Game ℓ.

In the above discussion, when (σxi
, σz′i) is invalid, the replies of the ℓ-th SndToI query

in Game ℓ−1 and Game ℓ are identical. Also, when (σxi
, σz′i) is valid and there exists the

valid output (σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) which satisfies ĉ
(j∗)
i ̸= ci in the N executions of Aj, the replies

of the ℓ-th SndToI query in both games are identical. That is, Game ℓ is identical to

Game ℓ−1 unless the events Bad and B̂ad occur, and Pr[Sucℓ−1] = Pr[Sucℓ∧(¬Bad∨¬B̂ad)]
holds. Therefore, we get

∣∣Pr[Sucℓ−1] − Pr[Sucℓ]
∣∣ =

∣∣Pr[Sucℓ−1] − (Pr[Sucℓ ∧ (¬Bad ∨
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¬B̂ad)] + Pr[Sucℓ ∧ (Bad ∧ B̂ad)])
∣∣ ≤ Pr[Sucℓ ∧ (Bad ∧ B̂ad)] ≤ Pr[Bad ∧ B̂ad]. Since

Pr[Bad ∧ B̂ad] ≤ Pr[Bad] and Pr[Bad ∧ B̂ad] ≤ Pr[B̂ad] hold, we get Pr[Bad ∧ B̂ad] ≤
min{Pr[Bad],Pr[B̂ad]}. Since Pr[Bad] = (1 − probℓ)

N and Pr[B̂ad] = probℓ hold by the

definition of the events, it holds that Pr[Bad∧ B̂ad] ≤ min{(1−probℓ)N , probℓ}. Therefore,
we get

∣∣Pr[Sucℓ−1]− Pr[Sucℓ]
∣∣ ≤ min{(1− probℓ)

N , probℓ}.
From the above discussion and Equation (8.4),

∣∣Pr[Suc9]− Pr[Suc10]
∣∣ ≤ qiss∑

ℓ=1

∣∣Pr[Sucℓ−1]− Pr[Sucℓ]
∣∣ = qiss∑

ℓ=1

min{(1− probℓ)
N , probℓ}

holds.

Lemma 8.3.18. It holds that Pr[Suc10] = Pr[Suc11] for any PPT A.

Proof. The difference between Game 10 and Game 11 is the way to compute the el-

ement Ai in the simulation of the AddU oracle. However, the value Ai generated in

Game 11 is identical to that in Game 10 since it holds that Ai = Ci
1−hxi−k(z′i+z′′i ) =

(G1

1
w+yi )1−hxi−k(z′i+z′′i ) = (G1

1−hxi−k(z′i+z′′i ))
1

w+yi = (G1 · H−xi · K−z′i · K−z′′i )
1

w+yi = (G1 ·
Hi

−1 ·K−z′′i )
1

w+yi . That is, Pr[Suc10] = Pr[Suc11].

Lemma 8.3.19. Let qadd and qiss be the number of A’s add-user queries and send-to-

issuer queries, respectively. Then, there exists a PPT algorithm B3 such that
∣∣Pr[Suc11]−

Pr[Suc12]
∣∣ ≤ Adv

(qadd + qiss + 1)-SDH
B3

(λ) + 1/p for any PPT A.

Proof. We define the event Bad
(⋆)
ℓ as follows.

Bad
(⋆)
ℓ : The event that the adversary A sends the related query in Type (⋆) to the Open

oracle in Game ℓ.

Game 11 and Game 12 are identical unless the events Bad
(⋆)
11 and Bad

(⋆)
12 occur. Therefore,

we get
∣∣Pr[Suc11]− Pr[Suc12]

∣∣ ≤ Pr[Bad
(⋆)
12 ] in the same way as in Lemma 8.3.1.

In the following, we construct the algorithm B3 who tries to solve the simplified (qadd+

qiss)-SDH problem in (G1,G2) by using A and estimate the probability Pr[Bad
(⋆)
12 ]. First,

B3 receives a tuple (G1, G2, Y, {Ci, yi}qadd+qiss
i=1 ) as the input of the simplified (qadd + qiss)-

SDH problem. Let Y = G2
w, it holds that Ci = G1

1
w+yi . Next, B3 generates the instance

of the weak anonymity game. Here for G1 ∈ G1, G2 ∈ G2 and Y ∈ G2, he uses the ones in

the tuple of the simplified (qadd + qiss)-SDH problem. Also, B3 samples h, k ∈ Zp uniform

randomly and sets H = G1
h, K = G1

k. Other elements are generated by following the

GS.GGen algorithm. Let gpk = (G1, G2, G,H, H,K, Y, U, V ), ik = w, and ok = (u, v), B3
sends gpk to the adversary A. We note that B3 does not know the discrete logarithm w

of the value Y . The CrptU oracle and the RReg oracle are easily simulated since they just
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set the user public key and retrieve the register, respectively. B3 simulates other oracles

(AddU, USK, and SndToI) as follows.

[The AddU oracle] For an input i, the algorithm B3 runs the UKg algorithm and obtains

(upki, uski) = ((Qi, Hi), (xi, z
′
i)). Also, B3 samples a random value z′′i and sets Ai ←

Ci
1−hxi−k(z′i+z′′i ). Then, he sets gski ← (Ai, yi, zi, xi, Qi). Finally, the user public key upki

is returned to the adversary, and i is added to HU.

[The USK oracle] For an input i, B3 returns ⊥ if i /∈ HU. If i ∈ HU, he returns the secret

keys uski and gski. Since i is queried to the AddU oracle if i ∈ HU, B3 knows the secret

keys of the user i.

[The SndToI oracle] For a query (i, (R1, R2)), B3 replies as follows:

Step 1 (Practice Phase). Execute other N games with the same adversary A in par-

allel with the game of the original A. For 1 ≤ j ≤ N , perform the following

operations.

1. Sample ĉi
(j) r←− Zp.

2. Execute A(gpk; ρ) where the challenger makes the same replies for the original

A until the ℓ-th SndToI query is generated.

3. Send ĉi
(j) to A as the first reply of the ℓ-th SndToI query (i, (R1, R2)), and

obtain (σ̂
(j)
xi , σ̂

(j)

z′i
). We note that the query (i, (R1, R2)) is the same as that in

the game of the original A since the challenger makes the same replies until

the ℓ-th SndToI query is generated.

Step 2 (First Reply in the Original Game with A). If i /∈ CU, return ⊥. If i ∈
CU, sample ci

r←− Zp and return ci as the first reply of the ℓ-th SndToI query

(i, (R1, R2)). Then, obtain (σxi
, σz′i) from A.

Step 3 (Second Reply in the Original Game with A). If (σxi
, σz′i) is invalid, re-

turn ⊥ as the second reply. If (σxi
, σz′i) is valid, find the index j∗ ∈ [1, N ] for

the replies from A in Step 1 such that (σ̂
(j∗)
xi , σ̂

(j∗)
z′i

) is valid and ci ̸= ĉi
(j∗). If there

is no such index j∗, return ⊥ as the second reply. On the other hand if there is

such index j∗, compute the second reply as follows.

1. Compute ∆σxi
← σ̂

(j∗)
xi − σxi

, ∆σz′i ← σ̂
(j∗)
z′i
− σz′i , and ∆ci ← ĉ

(j∗)
i − ci, and set

x̃i ← ∆σxi
/∆ci and z̃

′
i ← ∆σz′i/∆ci.

2. Sample z′′i ∈ Zp uniform randomly.

3. Compute Ai ← Ci
1−hx̃i−k(z̃′i+z′′i ), and set certi ← (Ai, yi, z

′′
i ) where (Ci, yi) is

the part of the input of the simplified (qadd + qiss)-SDH problem. Then, reply

certi as the second reply, and register reg[i]← Qi.
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Finally, A terminates with b̃ ∈ {0, 1}.
When A generated a related query in Type (⋆) to the Open oracle, there is the Open

query (m∗,Σ = (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , c

∗, σ∗
x, σy, σδ, σq, σ

∗
r)) such that σy = σ∗

y, σδ ̸= σ∗
δ , σq ̸= σ∗

q ,

and GS.Verify(gpk,m∗,Σ) = 1. For this query, B3 computes w̃ = (σδ − σ∗
δ )/(σq − σ∗

q ).

Moreover, he chooses a value y /∈ {y1, . . . .yq} and computes C = G2

1
w̃+y . Then, B3 finally

outputs (C, y).

In the following, we show (C, y) is the solution of the simplified (qadd + qiss)-SDH

problem, that is, e(C, Y ·G2
y) = e(G1, G2) holds. Since a related query satisfies Equation

(8.2), it holds that

e(K,G2)
σδ · e(K,Y )−σq · e(T ∗

1 , G2)
σy = e(K,G2)

σ∗
δ · e(K,Y )−σ∗

q · e(T ∗
1 , G2)

σ∗
y

⇔ e(G1
k, G2)

σδ · e(G1
k, G2

w)−σq = e(G1
k, G2)

σ∗
δ · e(G1

k, G2
w)−σ∗

q

⇔ e(G1, G2)
kσδ−kwσq+tσy = e(G1, G2)

kσ∗
δ−kwσ∗

q+tσ∗
y

⇔ k(σδ − wσq) = k(σ∗
δ − wσ∗

q ) (∵ σy = σ∗
y).

From this, if k ̸= 0, we get σδ − wσq = σ∗
δ − wσ∗

q ⇔ w = (σδ − σ∗
δ )/(σq − σ∗

q ). Therefore,

C = G1

1
w̃+y = G1

1
w+y , and (C, y) is the solution of the simplified (qadd+qiss)-SDH problem.

On the other hand, the probability that k = 0 holds is 1/p since k ∈ Zp is chosen uniform

randomly. Let BAD be the event that k = 0 holds in Game 12. Then, it holds that

Pr[Bad
(⋆)
12 ] = Pr[Bad

(⋆)
12 ∧ ¬BAD] + Pr[Bad

(⋆)
12 ∧ BAD]

≤ Pr[Bad
(⋆)
12 ∧ ¬BAD] + Pr[BAD]

≤ Adv
sim-(qadd + qiss)-SDH
B3

(λ) + 1/p.

Moreover, since Adv
sim-(qadd + qiss)-SDH
B3

(λ) ≤ Adv
(qadd + qiss + 1)-SDH
B3

(λ) holds by Theorem

2.1.1, we get
∣∣Pr[Suc11]− Pr[Suc12]

∣∣ ≤ Pr[Bad
(⋆)
12 ] ≤ Adv

(qadd + qiss + 1)-SDH
B3

(λ) + 1/p.

Also, the following lemmas hold. Since we can show these lemmas as in the case of

Theorem 8.3.1, we omit the proofs of the lemmas.

Lemma 8.3.20. It holds that
∣∣Pr[Suc12]− Pr[Suc13]

∣∣ ≤ 1/p for any PPT A.

Lemma 8.3.21. There exists a PPT algorithm B4 such that
∣∣Pr[Suc13] − Pr[Suc14]

∣∣ ≤
AdvDDH

B5
(λ) for any PPT A.

For random values q∗, r∗, r∗1, r
∗
2 ∈ Zp, the challenge signature in Game 14 is denoted

by Σ∗ = (T ∗
1 , T

∗
2 , T

∗
3 , T

∗
4 , c

∗, σ∗
x, σ

∗
y, σ

∗
δ , σ

∗
q , σ

∗
r) = (Aib ·Kq∗ , Qib ·Gr∗ , U r∗1 , V r∗2 , c∗, σ∗

x, σ
∗
y , σ

∗
δ ,

σ∗
q , σ

∗
r). Therefore, the choice of the challenge bit b and the distribution of the challenge

signature Σ∗ are independent. Thus, we can say that Pr[Suc14] = 1/2. From this fact
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and Lemma 8.3.8 to Lemma 8.3.21, we get

Advw-anonΠFI,A (λ) =
∣∣Pr[Suc0]− 1/2

∣∣ ≤ 13∑
ℓ=0

∣∣Pr[Sucℓ]− Pr[Sucℓ+1]
∣∣+ ∣∣Pr[Suc14]− 1/2

∣∣
≤ AdvDDH

B1
(λ) + AdvDDH

B4
(λ) + AdvDL

B2
(λ) + Adv

(qadd + qiss + 1)-SDH
B3

(λ)

+
qH(1 + qopen) + 5

p
+

qiss∑
ℓ=1

min{(1− probℓ)
N , probℓ}.

Now, we prove that the last term is negligible when setting N to an appropriate value.

Let N = λcnst+1 for an arbitrary constant cnst. If probℓ ≥ 1/λcnst, we get (1− probℓ)
N ≤

(1−1/λcnst)λcnst+1
= (1−1/λcnst)λcnst·λ < 1/eλ. Therefore for the sufficiently large λ, it holds

that min{(1−probℓ)
N , probℓ} ≤ (1−probℓ)

N < 1/λcnst. Thus, when probℓ ≥ 1/λcnst holds,

min{(1− probℓ)
N , probℓ} is negligible in λ. On the other hand if probℓ < 1/λcnst, it holds

that min{(1 − probℓ)
N , probℓ} ≤ probℓ < 1/λcnst. Therefore, also when probℓ < 1/λcnst

holds, min{(1− probℓ)
N , probℓ} is negligible. Since qiss is polynomial in λ,

∑qiss
ℓ=1min{(1−

probℓ)
N , probℓ} is negligible in λ.

Also, since qH and qopen are polynomial in λ and p is exponential in λ, we get

(qH(1 + qopen) + 5)/p = negl(λ). Therefore, Mechanism 6 satisfies weak anonymity under

the DDH assumption, the DL assumption, and the q-SDH assumption in the random

oracle model.

8.4 A Patched Scheme

From our analysis of the security of Mechanism 6, we also derive a simple patch for the

scheme. Our patched scheme can be a candidate for the new standardized scheme when

ISO/IEC 20008-2 is revised in the future.

In the patched scheme, only the signing and verification algorithms are changed, and

the signature size increases by only one element in the group G1 where G1 is a source

group in the used asymmetric bilinear group. More precisely, a signature in the patched

scheme consists of two elements from G1, three elements from G, and six elements from Zp

(where G is the group in which the decisional Diffie-Hellman assumption holds). Also, we

need to introduce the external Diffie-Hellman assumption in G1 to prove the anonymity

of the patched scheme, but the other security requirements can be shown under the same

assumptions as those of Mechanism 6.
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8.4.1 Description

In this section, we give a description of a patched scheme. As we explained before, the flaw

of Mechanism 6 is that the underlying proof system does not satisfy simulation soundness.

More precisely, for commitments {Ri}i∈[1,4] and a challenge value c, the elements σx

and σr are uniquely determined but the other elements σy, σδ, and σq are redundant.

By this redundancy, the adversary can re-randomize the challenge signature, and then

Mechanism 6 can be broken.

To achieve that Mechanism 6 satisfies anonymity in the BSZ model, we need to remove

this redundancy. A simple way to do this is to make the underlying proof system have

unique responses [52, 104] (defined as “strict soundness” in the later paper). That is,

for commitments {Ri}i and a challenge value c, there exists only one valid proof. By

doing so, the adversary cannot re-randomize a signature since there is no candidate of

such a signature. However, when we employ the proof system with unique responses,

the resulting group signature scheme becomes to be inefficient. This is because many

equations need to be proved/verified in such a proof system, and then the signature size

and the signing/verifying costs in the group signature scheme also increase.

In the proposed patched scheme, we reduce the redundancy to prevent from re-

randomizing the signature. Concretely, we add an equation to prove about the witness q

and also fix the element σq. That is, the parts σy and σδ are still redundant also in the

patched scheme. However, from the analysis of related queries in Section 8.3.2, we see that

it is hard to generate related queries in such a situation. When the element σq is fixed,

possible cases of related queries are “ σ̃y ̸= σ∗
y ∧ σ̃δ ̸= σ∗

δ ” or “ σ̃y ̸= σ∗
y ∧ σ̃δ = σ∗

δ ” or

“ σ̃y = σ∗
y ∧ σ̃δ ̸= σ∗

δ ”. In Table 8.1, the former two cases are in Type (a), and the

later case is in Type (b). As we proved, the probability that the adversary generates

the related queries in Type (a) and (b) is negligible. Therefore, the adversary cannot

re-randomize a signature when the element σq is fixed.

The description of the patched scheme is given in Figure 8.3. Changed parts

from Mechanism 6 are underlined. In the patched scheme, only the signing and the

verification algorithms are changed whereas the other algorithms (GS.GGen, GS.UGen,

GS.Join/GS.Issue, GS.Open, and GS.Judge) are the same as those of Mechanism 6. Con-

cretely, to fix the value σq, the element T0 = G1
q is added as a part of a signature, and a

signer also proves this equation when generating a signature. That is, the signature size

increases by only one element in G1 from Mechanism 6.

One concern is that the signer’s information may leak by adding a new element to

a signature. In Mechanism 6, the randomness q ∈ Zp is used to mask the certificate Ai

such that T1 = Ai ·Kq. Thus, the tuple (T0, T1) is an ElGamal encryption of a certificate

Ai. Since Type II pairing is considered, the XDH assumption holds. Thus, the ElGamal
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scheme is secure in G1, and then the additional element T0 does not leak the signer’s

information.

GS.Sign(gpk, gski,m):

r, q
r←− Zp; T0 ← G1

q; T1 ← Ai ·Kq; T2 ← Gxi+r; T3 ← U r; T4 ← V r

ρxi
, ρyi , ρδ, ρq, ρr

r←− Zp

R1 ← e(H,G2)
ρxi · e(K,G2)

ρδ · e(K,Y )−ρq · e(T1, G2)
ρyi

R2 ← Gρxi+ρr ; R3 ← Uρr ; R4 ← V ρr ; R5 ← G1
ρq

c← H(gpk, {Ti}i∈[0,4], {Ri}i∈[1,5],m); δ ← zi − qyi
σxi
← xi · c+ ρxi

; σyi ← yi · c+ ρyi ; σδ ← δ · c+ ρδ
σq ← q · c+ ρq; σr ← r · c+ ρr

Return Σ = ({Ti}i∈[0,4], c, σxi
, σyi , σδ, σq, σr)

GS.Verify(gpk,m,Σ):

R′
1 ← e(H,G2)

σx · e(K,G2)
σδ · e(K,Y )−σq · e(T1, G2)

σy ·
(
e(G1,G2)
e(T1,Y )

)−c

R′
2 ← Gσx+σr · T2−c; R′

3 ← Uσr · T3−c; R′
4 ← V σr · T4−c; R′

5 ← G1
σq · T0−c

Return 1 if c = H(gpk, {Ti}i∈[0,4], {R′
i}i∈[1,5],m), else return 0

Figure 8.3: The GS.Sign and the GS.Verify Algorithm of the Patched Scheme

8.4.2 Security

By the above modification, the patched scheme satisfies anonymity in the BSZ model.

We give only its intuition here.

A signature in the patched scheme consists of two ElGamal encryptions (specifically,

one is a double encryption) and a zero-knowledge proof. Intuitively, the signer’s infor-

mation is hidden from the adversary by the security of the encryption schemes and the

zero-knowledge property of the underlying proof system. Therefore, we can easily see that

the patched scheme satisfies anonymity if the adversary does not generate a related query

as in Theorem 8.3.1. Also, there are three cases of a related query in the patched scheme

as we mentioned above, but all the cases be eliminated by the analysis in Section 8.3.2.

Thus, the patched scheme satisfies anonymity. Formally, the following theorem holds.

Theorem 8.4.1. The patched scheme satisfies anonymity under the DL assumption in

the group G1, the XDH assumption in the group G1, and the DDH assumption in the

group G in the random oracle model.

Moreover, the patched scheme satisfies the other security requirements, that is, trace-

ability and non-frameability [17]. Since our modification does not affect these security

proofs, we can prove the traceability and non-frameability of the patched scheme in the

same way as those of the original scheme. Formally, the following theorems hold.

132



Theorem 8.4.2. The patched scheme satisfies traceability under the q-SDH assumption

in the groups (G1,G2) in the random oracle model.

Theorem 8.4.3. The patched scheme satisfies non-frameability under the DL assumption

in the group G1 in the random oracle model.
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Chapter 9

Conclusion

This thesis have focused on the cryptographic primitive, group signature, and have shown

four contributions in the field of this area.

In Chapter 5, we have discussedthe minimum assumptions for the existence of group

signature. Specifically, we showed a construction of a selfless anonymous group signature

scheme without any public key encryption scheme. Since we see that a fully anonymous

group signature scheme implies a public key encryption scheme from the previous work,

we found out that the minimal assumptions are depends on whether the target group

signature is fully anonymous or selfless anonymous.

In Chapter 6, we have focused on group signature with verifier-local revocation (VLR-

GS), that is one of methodologies to achieve revocation functionality in group signature.

Especially, we have showen the first construction of a fully anonymous VLR-GS scheme.

Concretely, the scheme is constructed from a digital signature scheme, a key-private

public key encryption scheme, and a non-interactive zero-knowledge proof system. Also,

we have given VLR-GS schemes with backward unlinkability, which ensures that even

after a user is revoked, signatures produced by the user before the revocation remain

anonymous.

In Chapter 7, we have introduced the notion of deniable group signature where, with

respect to a signature and a user, the authority can issue a proof showing that the specified

user is not the signer of the signature, without revealing the actual signer. Also we have

shown a concrete construction of deniable group signature.

In Chapter 8, we have given a cryptanalysis of Mechanism 6 that is listed in the

ISO/IEC 20008-2 standard. Specifically, we have shown that Mechanism 6 does not

reach the expect security revel, but we also showed that Mechanism 6 is still secure under

the condition that the issuer does not join the attack. Such a condition is reasonable if

a single authority plays roles of both the opener and the issuer. Furthermore, we have

provided a simple patched scheme which achieves the expected security level.
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As future works, we leave efficient instantiations of some group signature schemes.

Concretely, we will construct a fully anonymous VLR-GS scheme based on number-

theoretic assumptions even we have provided generic constructions of it. Also, we leave

the construction of an efficient deniable group signature scheme, especially in the random

oracle model, as one of future work. Furthermore, it is an interesting question whether a

NIZK proof system is an inevitable assumption to construct group signature schemes.
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[20] Olivier Blazy, Céline Chevalier, and Damien Vergnaud. Non-interactive zero-

knowledge proofs of non-membership. In CT-RSA, pages 145–164, 2015.

[21] Olivier Blazy, David Derler, Daniel Slamanig, and Raphael Spreitzer. Non-

interactive plaintext (in-)equality proofs and group signatures with verifiable con-

trollable linkability. In CT-RSA, pages 127–143, 2016.

[22] Manuel Blum, Paul Feldman, and Silvio Micali. Non-interactive zero-knowledge

and its applications. In STOC, pages 103–112, 1988.

[23] Alexandra Boldyreva, Marc Fischlin, Adriana Palacio, and Bogdan Warinschi. A

closer look at PKI: security and efficiency. In PKC, pages 458–475, 2007.

137



[24] Dan Boneh and Xavier Boyen. Short signatures without random oracles. In EU-

ROCRYPT, pages 56–73, 2004.

[25] Dan Boneh and Xavier Boyen. Short signatures without random oracles and the

sdh assumption in bilinear groups. J. Cryptology, 21(2):149–177, 2008.

[26] Dan Boneh, Xavier Boyen, and Shai Halevi. Chosen ciphertext secure public key

threshold encryption without random oracles. In CT-RSA, pages 226–243, 2006.

[27] Dan Boneh, Xavier Boyen, and Hovav Shacham. Short group signatures. In

CRYPTO, pages 41–55, 2004.

[28] Dan Boneh and Hovav Shacham. Group signatures with verifier-local revocation.

In CCS, pages 168–177, 2004.

[29] Xavier Boyen and Brent Waters. Compact group signatures without random ora-

cles. In EUROCRYPT, pages 427–444, 2006.

[30] Xavier Boyen and Brent Waters. Full-domain subgroup hiding and constant-size

group signatures. In PKC, pages 1–15, 2007.

[31] Emmanuel Bresson and Jacques Stern. Efficient revocation in group signatures. In

PKC, pages 190–206, 2001.

[32] Ernest F. Brickell, Jan Camenisch, and Liqun Chen. Direct anonymous attestation.

In CCS, pages 132–145, 2004.

[33] Jan Camenisch. Efficient and generalized group signatures. In EUROCRYPT, pages

465–479, 1997.

[34] Jan Camenisch and Jens Groth. Group signatures: Better efficiency and new the-

oretical aspects. In SCN, pages 120–133, 2004.

[35] Jan Camenisch, Markulf Kohlweiss, and Claudio Soriente. An accumulator based

on bilinear maps and efficient revocation for anonymous credentials. In Public Key

Cryptography, pages 481–500, 2009.

[36] Jan Camenisch and Anna Lysyanskaya. Dynamic accumulators and application to

efficient revocation of anonymous credentials. In CRYPTO, pages 61–76, 2002.

[37] Jan Camenisch and Markus Stadler. Efficient group signature schemes for large

groups (extended abstract). In CRYPTO, pages 410–424, 1997.
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