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Chapter 1

Introduction

1.1 Background

1.1.1 Cryptographic Obfuscation

Over the past three decades, cryptographic community has given beautiful solutions to
many cryptographic tasks and problems. As a result, we now have many cryptographic
tools such as encryption, signature, authentication, protocols, and so on. However, there
are still several important cryptographic problems for which we still do not have a solution
developed enough. Program obfuscation is one of such cryptographic problems.

Program obfuscation aims to turn programs “unintelligible” while preserving its func-
tionality. The goal of program obfuscation is to protect information of program codes
against reverse engineerings. There are many heuristic approaches to program obfuscation
in practice. However, most of such practical attempts had been broken. This fact moti-
vates us to realize program obfuscation whose security is guaranteed in the perspective
of cryptography. Program obfuscation is now one of the central topics in cryptography.

The theoretical study of cryptographic program obfuscation was initiated by Barak,
Goldreich, Impagliazzo, Rudich, Sahai, Vadhan, and Yang [BGIT01]. They introduced
virtual-black-box obfuscation as a formal definition of obfuscation. The definition of
virtual black-box obfuscation is intuitive and naturally captures the requirement that
obfuscators hide information about programs. However, Barak et al. showed that it
is impossible to achieve virtual black-box obfuscation for all circuits. In order to avoid
the impossibility result, they also defined a weaker variant of obfuscation called indistin-
guishability obfuscation (10). Impossibility of 10 for all circuits is not known.

Garg, Gentry, Halevi, Raykova, Sahai, and Waters [GGH" 13| proposed the first can-
didate construction of IO for all circuits. Subsequently, many works have shown that
10O is powerful enough in the sense that we can achieve a wide variety of cryptographic

primitives based on 10 though it is weaker than virtual-black-box obfuscation [GGH™13,
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SW14, HSW14, BGMS15, KLW15, BGL*15, CHJV15, BPW16, CHN*16, HJK*16].

1.1.2 10 Based on Secret-Key Primitives

While we know the usefulness of 10 well, we know very little about how to achieve
I0. Although the first candidate construction was demonstrated, we are still at the em-
bryonic stage for constructing 10. All known constructions of 10 are based on a little-
studied cryptographic tool called multi-linear maps [GGH*13, BGK™14, BR14, AGIS14,
PST14, Zim15, AB15, BMSZ16, GMM*16, Lin16, LV16, FRS16, AS17, Lin17]. Moreover,
security flaws were discovered in some IO constructions [CGHT15, MSZ16, ADGM17,
CLLT17, CGH17].

Thus, constructing IO based on a standard assumption is still standing as a major open
question in the study of cryptography. As a stepping-stone for solving the question, it is
important to find a seemingly weaker primitive that implies IO. As such a cryptographic
primitive, we already have functional encryption.

Functional encryption is one of the most advanced cryptographic primitives which
enables a system having flexibility in controlling encrypted data [SW05, BSW11, O’N10].
In functional encryption, an owner of a master secret key MSK can generate a functional
decryption key sky for a function f belonging to a function family F. By decrypting a
ciphertext of a message m using sk, a holder of sk; can learn only a value f(m). No
information about z except f(m) is revealed from the ciphertext of m. This feature
enables us to construct a cryptographic system with fine-grained access control. In ad-
dition, it is known that functional encryption is a versatile building block to construct
other cryptographic primitives. In particular, we can construct IO for all circuits by
using functional encryption that satisfies certain security notions and efficiency require-
ments [AJ15, BV15, AJS15, BNPW16].

Bitansky and Vaikuntanathan [BV15] and Ananth and Jain [AJ15] independently
showed that we can construct IO based on single-key public-key functional encryption
(PKFE) which satisfies an efficiency property called weak-succinctness. A functional
encryption scheme that supports a single functional decryption key is called a single-key
scheme. Moreover, we say that a functional encryption scheme is succinct if the size of its
encryption circuit is independent of the size of functions. Weak-succinctness is a relaxed
variant of succinctness that allows the size of the encryption circuit to depend on the size
of functions if the dependency is only sub-linear.

Bitansky, Nishimaki, Passelegue, and Wichs [BNPW16] subsequently showed that
collusion-resistant secret-key functional encryption (SKFE) is powerful enough to yield
10 if we additionally assume plain public-key encryption. Collusion-resistant functional

encryption is functional encryption that can securely issue a-priori unbounded number of



functional keys.

From these results, we see that the combination of functional encryption with some
property and a public-key cryptographic primitive is sufficient for achieving 10. This fact
is a great progress as a stepping-stone for achieving 10 based on a standard assumption.

However, one natural question arises for this situation. The question is whether we
really need public-key primitives to construct 1O or not. In other words, we have the

following fundamental question:
Is it possible to achieve 10 for all circuits based solely on secret-key primitives?

The real power of IO appears in the fact that it can transform secret-key primitives
into public-key ones. Therefore, solving the above problem is a key advancement to
discover the exact requirements for achieving 10. Moreover, solving the above question

makes a progress on the theoretical study of cryptographic primitives as we note below.

1.1.3 Impacts on The Hierarchy of Cryptographic Primitives

It is known that we can classify cryptographic primitives into two hierarchies MINICRYPT
and CRYPTOMANIA since the beautiful work of Impagliazzo and Rudich [IR89] showed
that public-key encryption is not implied by one-way functions via black-box reductions.
The terminologies, MINICRYPT and CRYPTOMANIA, were introduced by Impagliazzo
[Imp95]. In MINICRYPT, one-way functions exist, but public-key encryption does not. In
CRYPTOMANIA, public-key encryption also exists.

We have recently started to consider a new hierarchy called OBFUSTOPIA. Garg,
Pandey, Srinivasan, and Zhandry [GPSZ17] introduced the term OBFUSTOPIA, which
seems to indicate the “world” where there exists 10. Garg et al. did not give a formal
definition of OBFUSTOPIA. We explicitly define OBFUSTOPIA as the “world” where
there exists efficient 10 for all circuits and one-way functions.! It is known that we can
construct almost all existing cryptographic primitives which are stronger than public-key
encryption by using 10. This is the reason why we consider the new hierarchy beyond
CRYPTOMANIA.?

The landscape of OBFUSTOPIA is not clear while those of MINICRYPT and CRYP-

TOMANIA are. In particular, we do not know how to construct IO based on standard

'Komargodski, Moran, Naor, Pass, Rosen, and Yogev [KMN*14] proved that IO implies one-way
functions under a mild complexity theoretic assumption. More specifically, the complexity assumption
is NP ¢ i0-BPP, where io-BPP is the class of languages that is decided by probabilistic polynomial-time
algorithms for infinitely many input sizes. Therefore, under the assumption, we say that OBFUSTOPIA

is the complexity spectrum where efficient 10 for all circuits exists.
2Strictly speaking, it was known that there are stronger primitives than public-key encryption before

the candidate of obfuscation appeared. For example, public-key encryption does not imply identity-based
encryption [BPRT08].



assumptions. There has been significant effort to find out cryptographic primitives that
are in OBFUSTOPIA. That is, we have been asking what kind of cryptographic primi-
tive implies the existence of 10. As said before, we know that sub-exponentially secure
succinct PKFE exists in OBFUSTOPIA [BV15, AJ15].

It is natural to ask whether SKFE is also in OBFUSTOPIA or not since SKFE seems
to be a strong primitive as PKFE. Asharov and Segev [AS15] gave a somewhat negative
answer to this question. They showed that SKFE is unlikely to imply 1O as long as we
use black-box techniques. They also showed that SKFE does not imply any primitive
in CRYPTOMANIA via black-box reductions. Moreover, it was not known whether SKFE
implies any primitive outside MINICRYPT even if we use it in a non-black-box manner
before the work of Bitansky et al. [BNPW16].

Bitansky et al. showed that the combination of sub-exponentially secure collusion-
resistant SKFE and exponentially secure one-way functions implies quasi-polynomially
secure public-key encryption. This also implies that the above combination yields quasi-
polynomially secure succinct PKFE from their main result showing that the combination
of collusion-resistant SKFE and public-key encryption implies succinct PKFE.

Komargodski and Segev [KS17] showed that quasi-polynomially secure 10 for cir-
cuits of sub-polynomial size with input of poly-logarithmic length can be constructed
from quasi-polynomially secure collusion-resistant SKFE for all circuits. In addition,
they showed that by combining quasi-polynomially secure collusion-resistant SKFE and
sub-exponentially secure one-way functions, we can construct quasi-polynomially secure
succinct PKFE. However, in this construction, the resulting PKFE supports only circuits
of sub-polynomial size with input of poly-logarithmic length though the building block
SKFE supports all polynomial size circuits.

These two results surely demonstrated that SKFE is stronger than we thought. Never-
theless, we see that both two results involve degradation of security level or functionality.
Thus, it is still open whether SKFE implies a cryptographic primitive other than those in
MINICRYPT without such degradation, and especially SKFE is in OBFUSTOPIA or not.

1.2 Owur Results

We show the following results that give an affirmative answer to the question above.

1.2.1 10 for All Circuits from Collusion-Resistant SKFE

We prove the following theorem.



Theorem 1.2.1 (Informal) Assuming there exists sub-exponentially secure collusion-

resistant SKFE for all circuits. Then, there exists 10 for all circuits.

Since our construction of 10 is non-black-box, we can circumvent the impossibility
result shown by Asharov and Segev [AS15].

The security loss of our construction of 10 is exponential in the input length of circuits,
but is independent of the size of circuits. Thus, if the input length of circuits is poly-
logarithmic in the security parameter, our construction of IO incurs only quasi-polynomial
security loss regardless of the size of circuits. Therefore, we can obtain IO for circuits
of polynomial size with input of poly-logarithmic length from quasi-polynomially secure
collusion-resistant SKFE for all circuits. This is an improvement over the result shown
by Komargodski and Segev [KS17]. They showed that 10 for circuits of sub-polynomial
size with input of poly-logarithmic length is constructed from quasi-polynomially secure
collusion-resistant SKFE for all circuits.

We show Theorem 1.2.1 by using puncturable SKFE. The notion of puncturable SKFE
was introduced by Bitansky and Vaikuntanathan [BV15]. They showed that in their
construction of IO, the building block PKFE can be replaced with puncturable SKFE.
However, it has been an open issue whether we can achieve puncturable SKFE without
assuming the existence of PKFE.

We show how to construct puncturable SKFE that is sufficient for constructing 10,
based solely on SKFE. More precisely, we show the following theorem.

Theorem 1.2.2 (Informal) Assuming there exists collusion-resistant SKFE for all cir-

cuits. Then, there exists single-key weakly-succinct puncturable SKFE for all circuits.

Note that our definition of puncturable SKFE is slightly different from that proposed
by Bitansky and Vaikuntanathan. Our requirement for puncturable SKFE looks weaker
than that of Bitansky and Vaikuntanathan. However, they are actually incomparable. In
fact, we show that puncturable SKFE defined in this work is also sufficient for a building
block of I0. See Section 3.2 for the details of the notion of puncturable SKFE and the
difference between our definition and that of Bitansky and Vaikuntanathan.

We believe that the above results make a progress on the theoretical study of IO and
functional encryption. Through our transformation, we can construct sub-exponentially
secure 10 for all circuits from sub-exponentially secure collusion-resistant SKFE for
all circuits by setting security parameter appropriately. This result means that sub-
exponentially secure collusion-resistant SKFE exists in OBFUSTOPIA. In addition, by
combining this result and the result by Garg et al. [GGH"13], we see that the existence
of sub-exponentially secure collusion-resistant PKFE for all circuits is equivalent to that

of sub-exponentially secure collusion-resistant SKFE for all circuits.



1.2.2 Collusion-Resistant SKFE from Succinct SKFE

We also study the relation of collusion-resistance and succinctness for SKFE.

Collusion-resistance and succinctness for functional encryption are seemingly incom-
parable notions and implications between them are non-trivial. Therefore, it is also a
major concern whether we can transform a scheme satisfying one of the two properties
into a collusion-resistant and succinct one.

Such a transformation is already known for PKFE. Ananth, Jain, and Sahai [AJS15]
showed how to construct collusion-resistant and succinct PKFE from collusion-resistant
one. In addition, Garg and Srinivasan [GS16] and Li and Micciancio [LM16] showed
a transformation from single-key weakly-succinct PKFE to collusion-resistant one with
polynomial security loss. Their transformations preserve succinctness of the building
block scheme.? From these results, collusion-resistance and succinctness are equivalent
for PKFE.

On the other hand, the situation is different for SKFE. While we know how to con-
struct collusion-resistant and succinct schemes from collusion-resistant ones [AJS15] sim-
ilarly to PKFE, we do not know how to construct such schemes from succinct ones even
if sub-exponential security loss is permitted.

As stated above, some recent results including Theorem 1.2.1 show that SKFE is a
strong cryptographic primitive beyond MINICRYPT if we consider non-black-box reduc-
tions. However, all of those results assume collusion-resistant SKFE as a building block.
Thus, while we see that collusion-resistant SKFE is outside MINICRYPT, it is still open
whether succinct SKFE is also a strong cryptographic primitive beyond MINICRYPT since
we do not know how to construct collusion-resistant SKFE from succinct one.

Succinctness seems to be as powerful as collusion-resistance from the equivalence of
them in the PKFE setting. Therefore, it is natural to ask whether succinct SKFE is
also outside MINICRYPT. If we have a transformation from succinct SKFE to collusion-
resistant one without assuming public-key primitives, we can solve the question affirma-
tively.

Based on the above motivation, we show the following result.

Theorem 1.2.3 (Informal) Assume that there ezists quasi-polynomially (resp. sub-
exponentially) secure single-key weakly-succinct SKFE for all circuits. Then, there also
exists quasi-polynomially (resp. sub-exponentially) secure collusion-resistant SKFE for

all circuits.

3The resulting scheme of the transformation proposed by Garg and Srinivasan is succinct even if
the building block scheme is only weakly-succinct. The transformation proposed by Li and Micciancio

preserves succinctness of the building block scheme.



We note that our transformation incurs quasi-polynomial security loss. However,
we can transform any quasi-polynomially secure single-key weakly-succinct SKFE into
quasi-polynomially secure collusion-resistant one, if we know the security bound of the
underlying single-key SKFE. In addition, if the underlying single-key scheme is sub-
exponentially secure, then so does the resulting collusion-resistant one.*

Our transformation preserves the succinctness of the underlying scheme. In other
words, if the building block single-key scheme is succinct (resp. weakly-succinct), the
resulting collusion-resistant scheme is also succinct (resp. weakly-succinct).

Analogous to PKFE, we can transform collusion-resistant SKFE into collusion-resistant
and succinct one [AJS15]. From this fact and Theorem 1.2.3, we discover that the exis-
tence of collusion-resistant SKFE and that of succinct one are actually equivalent if we al-
low quasi-polynomial security loss. Due to this equivalence, we see that succinct SKFE is
also a strong cryptographic primitive beyond MINICRYPT similarly to collusion-resistant
SKFE. Especially, we obtain the following corollary from Theorem 1.2.1 and 1.2.3.

Corollary 1.2.1 (Informal) Assume that there exists sub-exponentially secure single-

key weakly-succinct SKFE for all circuits. Then, there exists 10 for all circuits.

From this result, we can remove the learning with errors (LWE) assumption from
recent state-of-the-art constructions of 10 based on multi-linear maps and (block-wise)
local pseudorandom generators [Linl7, LT17].

These works first construct single-key weakly-succinct SKFE based on multi-linear
maps and (block-wise) local pseudorandom generators. Then, assuming the LWE as-
sumption, they transform it into 1O using the result by Bitansky et al. [BNPW16]. By
relying on Corollary 1.2.1 instead of the result by Bitansky et al. [BNPW16] in their
construction, we can obtain IO based only on multi-linear maps and (block-wise) local

pseudorandom generators.

Additional feature of our transformation. While the above result stated in The-
orem 1.2.3 incurs quasi-polynomial security loss, our transformation technique used to
obtain it also leads to the following additional result with polynomial security loss.

By combining our transformation technique and that proposed by Bitansky and
Vaikuntanathan [BV15, Proposition IV.1], we can construct single-key succinct SKFE
from single-key weakly-succinct one with polynomial security loss. Namely, we can up-

grade the succinctness property of SKFE with polynomial security loss. We note that

4When transforming a sub-exponentially secure scheme, our transformation incurs sub-exponentially
security loss. However, we can transform any sub-exponentially secure single-key scheme into a sub-

exponentially secure collusion-resistant one.



the upgrade of succinctness by the straightforward combination of Theorem 1.2.3 and the
result of Ananth et al. [AJS15] incurs quasi-polynomial security loss.

Moreover, we show how to transform weakly-selective secure® SKFE that is weakly-
succinct into a selectively-secure one preserving weak-succinctness property by using some
existing results [BNPW16, KNT18].

By applying the above upgrades, we can transform single-key SKFE that is weakly-
selective secure and weakly-succinct into single-key SKFE that is selectively secure and
succinct with polynomial security loss. We can also accommodate these two upgrades into
our transformation used to obtain Theorem 1.2.3. Namely, by applying these upgrades
before the transformation, we can construct selective-secure collusion-resistant and suc-
cinct SKFE even if the building block single-key scheme is only weakly-selective-secure

and weakly-succinct.

1.3 Future Direction

In this thesis, we show IO for all circuits can be constructed solely from collusion-
resistant SKFE. Moreover, we show that the requirement for the underlying SKFE, that
is, collusion-resistance can be replaced with weak-succinctness.

Prior to our work, all existing generic constructions of IO for all circuits are achieved
via PKFE [BV15, AJ15, BNPWI16]. Since SKFE is a weaker primitive than PKFE, the
requirements for constructing IO looks to be relaxed than ever by our result. In fact,
we can remove the LWE assumption from the state-of-the-art constructions of 10 [Linl7,
LT17] by using our result. We believe that our result makes easier to design IO based on
other cryptographic primitives.

One obvious future direction is to find a new assumption that implies SKFE satisfying
collusion-resistance or weak-succinctness. By our result, we can immediately achieve 1O
for all circuits based on such an assumption without using any other assumption.

Another interesting future direction is to explore the power of polynomially secure
SKFE. In this work, we show that sub-exponentially secure SKFE satisfying collusion-
resistance or weak-succinctness implies 1O for all circuits and PKFE. However, it is still
unclear how much SKFE that is only polynomially secure is strong as a cryptographic
primitive. Especially, it is interesting to clarify whether polynomially secure SKFE with

some property implies any public-key primitive or not.

5In “weakly” selective security game, adversaries must submit not only challenge message queries but

also function queries at the beginning of the game.



Chapter 2
Preliminaries

We define some notations and cryptographic primitives.

2.1 Notations

We write 2 <~ X to denote that an element x is chosen from a finite set X uniformly
at random and y < A(z;7) to denote that the output of an algorithm A on an input x
and a randomness r is assigned to y. When there is no need to write the randomness
explicitly, we omit it and simply write y <— A(z). For strings x and y, z||y denotes the
concatenation of z and y. Throughout this thesis, A denotes a security parameter. poly
denotes an unspecified polynomial. A function f(A) is a negligible function if f(\) tends
to 0 faster than 5= for every constant ¢ > 0. We write f(A) = negl(\) to denote that f(X)
is a negligible function. PPT stands for probabilistic polynomial time. Let [¢] denote the
set of integers {1,--- ,(}.

2.2 Standard Cryptographic Tools

In this section, we review standard cryptographic tools, pseudorandom function (PRF),
puncturable PRF, secret-key encryption (SKE), garbling scheme, and decomposable ran-

domized encoding.

Definition 2.2.1 (Pseudorandom functions) For sets D and R, let {Fs(-) : D —
R|S € {0,1}*} be a family of polynomially computable functions. We say that F is secure
if for any PPT adversary A, it holds that

AL (N) = |[PrlA01Y) =1:5 < {0,1}Y
— PrlARO(1Y) = 1: R < U]| = negl())



where U s the set of all functions from D to R. Moreover, for some concrete negligible
function €(-), we say that F is e-secure if for any PPT A the above indistinguishability
gap is smaller than e(\)?W),

Goldreich, Goldwasser, and Micali [GGM86] showed the following theorem.

Theorem 2.2.1 ([GGMS86]) If one-way functions exist, then for all efficiently com-
putable functions n(\) and m(X), there exists pseudorandom functions that maps n(\)
bits to m(\) bits (i.e., D = {0,1}"™ and R := {0,1}™W).

Definition 2.2.2 (Puncturable pseudorandom function) For sets D and R, a punc-
turable pseudorandom function PPRF consists of a tuple of algorithms (F, Punc) that sat-

isfies the following two conditions.

Functionality preserving under puncturing: For all polynomial size subset {xi}ie[k]
of D, and for all v € D\ {x},cpy), we have PrFs(z) = Fs(x) : S < {0,117, 5 «
Punc(S, {zi},c )] = 1.

Pseudorandomness at punctured points: For all polynomial size subset {xi}ie[k] of
D, and any PPT adversary A, it holds that

Pr[A(S*, {Fs(zi) }iep) = 1] — Pr[A(S*, U*) = 1] = negl(\) ,
where S <~ {0,1}*, S* < Punc(S, {ziticpy)s and U denotes the uniform distribution

over R.

Moreover, for some concrete negligible function €(-), we say that PPRF is e-secure

if for any A the above indistinguishability gap is smaller than e()\)Q(l).

Similarly to ordinary PRF, puncturable PRF can be realized solely from one-way

functions. Concretely, the following theorem holds.

Theorem 2.2.2 ([GGM86, BW13, BGI14, KPTZ13]) If one-way functions exist,
then for all efficiently computable functions n(\) and m(\), there exists a puncturable
pseudorandom function that maps n(\) bits to m()\) bits (i.e., D := {0,1}"™ and R :=
{0,1}7).

We next review the definition of secret-key encryption (SKE).

Definition 2.2.3 (Secret-key encryption) An SKE scheme SKE is a two tuple (E, D)
of PPT algorithms.

e The encryption algorithm E, given a key K € {0,1}* and a message m € M,
outputs a ciphertext ¢, where M s the plaintext space of SKE.
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e The decryption algorithm D, given a key K and a ciphertext ¢, outputs a message
m € {L}YUM. This algorithm is deterministic.

Correctness: We require D(K,E(K,m)) =m for every m € M and K € {0,1}*.

CPA security: We define the security game between a challenger and an adversary A

as follows.

1. The challenger generates K <~ {0,1}* and chooses the challenge bit b <~ {0,1}.
Then, the challenger sends 1* to A.

2. A may make polynomially many encryption queries adaptively. A sends (mg,my) €
M x M to the challenger. Then, the challenger returns ¢ < E(K,my).

3. A outputs b’ € {0, 1}.
In this game, we define the advantage of the adversary A as
Advg‘ﬁfEA()\) =2|Pr[b=10]— %| =|Pr[t) =1|b=0] - Pr[p) =1]b=1]| .
For a negligible function €(-), we say that SKE is e-secure if for any PPT A, we
have Adv&ie 4(A) < e(A)),
CPA-secure SKE can also be constructed based only on one-way functions [LLR88].

Theorem 2.2.3 ([LR88]) If there exist one-way functions, there exists CPA-secure SKE.

We next review the definition of garbling scheme.

Definition 2.2.4 (Garbling scheme) Let {C,}nen be a family of circuits where each
circuit in C, takes an n-bit input. A circuit garbling scheme GC is a two tuple (Garble, Eval)
of PPT algorithms.

e The garbling algorithm Garble, given a security parameter 1* and a circuit C' € C,,,

outputs a garbled circuit C, together with 2n labels {Lja}jcm)ac{o}-

o The evaluation algorithm, given a garbled circuit C and n labels {L;}jem, outputs y.

Correctness: We require Eval(é, {Ljz;}iem) = C(x) for everyn € N, C € C,, and
x € {0,1}", where (5, {Lja}iemaciony) < Garble(1*,C) and x; is the j-th bit of x
for every j € [n].

Security: Let Sim be a PPT simulator. We define the following game between a chal-

lenger and an adversary A.

11



1. The challenger chooses the challenge bit b <~ {0,1} and sends security param-
eter 1* to A.

2. A sends a circuit C € C,, and an input x € {0,1}" for the challenger.

3. If b = 0, the challenger computes (5, {Lja}iemactony) < Garble(1*,C) and
returns (C, {Lja,}jem) to A. Otherwise, the challenger returns (C, {L;}iem)
+ Sim(1*,|C|, C(x)).

4. A outputs V' € {0,1}.
In this game, we define the advantage of A as

1
AQVE. 4 sim(N) = 2| Prlb = ) = 5| = | Pr[if = 1]b = 0] = Px[¥/ = 1] = 1]| .

For a concrete negligible function €(-), we say that GC is e-secure if there exists a
PPT Sim such that for any PPT A, we have AdvécC,A,Sim()‘) < e(N)2M),

The following theorem holds.

Theorem 2.2.4 ([Yao86, BHR12, LP09]) If there exist one-way functions, there ex-

i1sts a garbling scheme for any polynomial size circuits.

We finally review the definition of decomposable randomized encoding.

Definition 2.2.5 (Decomposable randomized encoding) Let ¢ > 1 be an integer
constant. A c-local decomposable randomized encoding RE, given security parameter 1*
and a function f of size s and n-bit input, outputs a function f : {0,1}7x{0,1}* — {0, 1}
with the following properties. p and p are polynomials bounded by s - polygg (A, 1), where

polyge s a fized polynomial.

Correctness: There is a polynomial time decoder that, given f(a:;r), outputs f(x) for
any x € {0,1}" and r € {0,1}*.

Decomposability: There exist i functions fi, - ,fﬂ such that f(z;r) = (fi(x;r),---
fu(a:; r)) and each f; depends on a single bit of x at most and ¢ bits of r. We write
f(x; r) = (fl(x;rsl), e ,fu(x;rsu)), where S; denotes the subset of bits of r that f;

depends on.

Security: Let Sim be a PPT simulator. We define the following game between a chal-

lenger and an adversary A.

1. The challenger chooses a bit b <~ {0,1} and sends security parameter 1* to A.

12



2. A sends a function f of size s and n-bit input and an input x € {0,1}" to the

challenger.

3. Ifb =0, the challenger computes f + RE(1%, ), generates r < {0,1}*, and
returns f(x;7) to A. Otherwise, the challenger returns Sim(1*, s, f(z)).

4. A outputs v/ € {0,1}.
In this game, we define the advantage of A as
AdVRE sim.a(A) = 2| Pr[b =] — %| =|Prt) =1b=0] —Pr[t) =1]b=1]| .
For a negligible function €(-), we say that RE is e-secure if there exists a PPT Sim
such that for any PPT A, we have Advigg sim 4(A) < e(A)*0).
Decomposable randomized encoding can be based on one-way functions.

Theorem 2.2.5 ([Yao86, ATKO06]) If there exist one-way functions, there ezists de-

composable randomized encoding for all polynomial size functions.

2.3 Secret-Key Functional Encryption
We review the definition of ordinary secret-key functional encryption (SKFE).

Definition 2.3.1 (Secret-key functional encryption) An SKFE scheme SKFE is a
four tuple of PPT algorithms (Setup, KG, Enc, Dec). Below, let M and F be the message
space and function space of SKFE, respectively.

e The setup algorithm Setup, given a security parameter 1*, outputs a master secret

key MSK.

e The key generation algorithm KG, given a master secret key MSK and a function

f € F, outputs a functional decryption key sky.

e The encryption algorithm Enc, given a master secret key MSK and a message m €
M, outputs a ciphertext CT.

o The decryption algorithm Dec, given a functional decryption key sky and a ciphertext
CT, outputs a message m € {1} U M.

Correctness: We require Dec(KG(MSK, f),Enc(MSK,m)) = f(m) for every m € M,
f € F, and MSK « Setup(1?).

Next, we introduce selective-message message privacy for SKFE schemes.
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Definition 2.3.2 (Selective-message message privacy) Let SKFE be an SKFE scheme
whose message space and function space are M and F, respectively. Let q be a polynomial
of A\. We define the selective-message message privacy game between a challenger and an

adversary A as follows.

1. The challenger generates a master secret key MSK < Setup(1?) and chooses the
challenge bit b <~ {0,1}. Then, the challenger sends security parameter 1 to A.

2. A sends {(mé,mf)}gem to the challenger, where p is an a-priori unbounded poly-
nomial of . The challenger generates ciphertexts CT® « Enc(MSK,m{)(¢ € [p])
and sends them to A.

3. A may adaptively make key queries q times at most. For a key query f € F from
A, the challenger generates sky <— KG(MSK, f), and returns sky to A. Here, f
needs to satisfy f(mf) = f(m?%) for all £ € [p)].

4. A outputs V' € {0, 1}.
In this game, we define the advantage of A as

- 1
AdvsS"&FrE&()\) =2|Pr[b=0V] — §| =|Pr[t) =1|b=0] - Pr[t) =1]b=1]| .

A is said to be valid if each function query f made by A satisfies that f(mb) = f(m¥)

for all ¢ € [p] in the above game. For a negligible function €(-), we say that SKFE is
(¢, €)-selective-message message private if for any valid PPT A, we have Advggee 4 (N) <
e(N)2W),

We further say that an SKFE scheme is e-secure collusion-resistant SKFE if it is (g, €)-
selective-message message private for any polynomial q.

Next, we introduce selective-message function privacy for SKFE schemes.

Definition 2.3.3 (Selective-message function privacy) Let SKFE be an SKFE scheme
whose message space and function space are M and F, respectively. Let q be a fized poly-
nomial of A\. We define the selective-message function privacy game between a challenger

and an adversary A as follows.

1. The challenger generates a master secret key MSK < Setup(1*) and chooses the
challenge bit b <~ {0,1}. Then, the challenger sends security parameter 1* to A.

2. A sends {(mg,mf)bem to the challenger, where p is an a-priori unbounded poly-
nomial of . The challenger generates ciphertexts CT® «— Enc(MSK,m{)(¢ € [p])
and sends them to A.
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3. A may adaptively make key queries q times at most. For a key query (fo, f1) € FXF
from A, the challenger generates sky <— KG(MSK, f;), and returns sky to A. Here,
fo and fi need to be the same size and satisfy fo(mf) = fi(m}) for all £ € [p].

4. A outputs v/ € {0, 1}.
In this game, we define the advantage of the adversary A as
; 1
Advzn,"(ng’A()\) =2|Pr[b=V]— 5] = |Pr[t/ =1|b=0] — Pr[t) = 1]b = 1]|.

For a negligible function €(-), we say that SKFE is (g, €)-selective-message function private
if for any PPT A, we have Ade"&?EA()\) < e(N)2M),

We say that an SKFE scheme is (poly, €)-selective-message function private if it is (g, €)-
selective-message function private for any polynomial ¢. Note that if an SKFE scheme is

(poly, €)-selective-message function private, then it is also e-secure collusion-resistant.

Brakerski and Segev [BS15] showed the following theorem that states we can generi-
cally transform a selective-message message private SKFE into selective-message function

private one.

Theorem 2.3.1 ([BS15]) If there exists a (q, §)-selective-message message private SKFE
scheme, there ezists a (q,0)-selective-message function private SKFE scheme, where q is

any fixed polynomial.

We can consider a weaker security notion called weakly-selective-message function

privacy.

Definition 2.3.4 (Weakly-selective-message function privacy) The weakly-selective-
message function privacy game is the same as the selective-message function privacy
game except that A must submit not only messages (m, mi),- -+, (mh, my) but also func-
tions (f3, f1), ..., (f&, fI) to the challenger at the beginning of the game. For an SKFE
scheme SKFE and adversary A, the modified advantage Advgnlz;g&()\) is similarly defined
as Advgn,i;fEA(A). Then, SKFE is said to be weakly-selective-message function private if
Advzn,l;g&()\) is megligible for any PPT A.

Next, we define succinctness for SKFE.

Definition 2.3.5 (Succinctness) Let s and n be the mazimum size and input length of

functions contained in F, respectively.

Succinct: We say that SKFFE is succinct if the size of the encryption circuit is bounded
by poly(A, n,log s).
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Weakly-succinct: We say that SKFE is weakly-succinct if the size of the encryption

circuit is bounded by s7 - poly(\,n), where v < 1 is a fized constant.

Collusion-succinct: We say that SKFE is collusion-succinct if the size of the encryp-
tion circuit is bounded by poly(n, A, s,1og q), where q is the upper bound of issuable

functional decryption keys in the security game.

In this work, we focus on SKFE for all circuits. Below, unless stated otherwise, let

the function space of SKFE be all circuits.

2.4 Indistinguishability Obfuscation

We review the definition of indistinguishability obfuscation (I10).

Definition 2.4.1 (Indistinguishability obfuscation) A PPT algorithm iO is an in-
distinguishability obfuscator (10) for a circuit class {Cy}ren if it satisfies the following

two conditions.

Functionality: for all security parameters A € N, for all C' € Cy, for all inputs x, we
have that

Pr[C'(z) = C(z) : C' + iO(1*,C)] =1 .

Indistinguishability: for any poly-size distinguisher D, there exists a negligible function
negl(-) such that the following holds: for all security parameters A € N, for all pairs
of circuits Cy, Cy € Cy of the same size such that Cy(x) = Cy(z) for all inputs z,

|Pr [D(iO(1*,Cy)) = 1] — Pr [D(iO(1*, C1)) = 1]| = negl()\)

holds.

We further say that iO is e-secure, for some concrete negligible function €(-), if for

any PPT distinguisher the above advantage is smaller than e(\)*W).

2.5 Strong Exponentially-Efficient Indistinguishabil-
ity Obfuscation

We next review the notion of strong exponentially-efficient 10 (SXIO) introduced by Lin,
Pass, Seth, and Telang [LPST16] and Bitansky et al. [BNPW16].
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Definition 2.5.1 (Strong exponentially-efficient indistinguishability obfuscation)
Let v < 1 be a constant. A PPT algorithm sxiO is a y-compressing strong exponentially-
efficient indistinguishability obfuscator (SXIO) for a circuit class {C}en if it satisfies
the functionality and indistinguishability in Definition 2.4.1 and the following efficiency

requirement:

Non-trivial time efficiency We require that the running time of sxiO on input (1*,C)
be at most 2" - poly(A, |C|) for every X € N and circuit C € {Cy}ren with input
length n.

Bitansky et al. [BNPW16] showed the following theorem.

Theorem 2.5.1 ([BNPW16]) Assuming there exists e-secure collusion-resistant SKFE
for all circuits, where €(-) is a negligible function. Then, for any constant v < 1, there
exists e-secure y-compressing SXIO for polynomial-size circuits with logarithmic length

mnput.
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Chapter 3

10 for All Circuits from
Collusion-Resistant SKFE

In this chapter, we show how to construct IO for all circuits based on collusion-resistant

SKFE. We first give an overview of our construction and techniques.

3.1 Overview

Our basic strategy is to replace PKFE in the construction of Bitansky and Vaikun-
tanathan [BV15] with puncturable SKFE. Bitansky and Vaikuntanathan observed that
this strategy works. However, it is not known whether puncturable SKFE is constructed
from cryptographic primitives other than PKFE or 10.

In this work, we show how to construct a relaxed variant of puncturable SKFE that
is a single-key scheme and weakly-succinct from collusion-resistant SKFE. Moreover, we
show that such a relaxed variant of puncturable SKFE is sufficient for constructing I10.

In Section 3.1.1, we give an overview of the construction of Bitansky and Vaikun-
tanathan [BV15]. Then, in Section 3.1.2, we explain why SKFE must be “puncturable”
when we replace PKFE with SKFE in their construction. Finally, we give an overview of
how to construct our puncturable SKFE scheme and 1O in Section 3.1.3 and Section 3.1.4,

respectively.

3.1.1 Construction of IO based on PKFE

The main idea of Bitansky and Vaikuntanathan is to design an obfuscator iQ; for circuits
with ¢-bit input from an obfuscator i0;_; for circuits with (z — 1)-bit input. If we can
design such a bit extension construction, for any polynomial n, we can construct an
obfuscator i0,, for circuits with n-bit input since we can easily achieve i0; for circuits

with 1-bit input by outputting an entire truth table of a circuit with 1-bit input.
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When we construct 10 based on the bit extension construction above, it is important
to avoid a circuit-size blow-up of circuits to be obfuscated at each recursive step. In fact,

if we allow a circuit-size blow-up, we can obtain the bit extension construction by defining

However, this construction obviously incurs an exponential blow-up and thus we can-
not rely on this solution. Bitansky and Vaikuntanathan showed how to achieve the bit
extension construction without an exponential blow-up using weakly-succinct PKFE.

In their construction, a functional key of PKFE should hide information about the
corresponding circuit. Such security notion is called function privacy. However, it is
not known how to achieve function private PKFE. Then, Bitansky and Vaikuntanathan
explicitly accommodated the technique for function private SKFE used by Brakerski and
Segev [BS15] to their IO construction based on PKFE.

We review their construction based on PKFE. For simplicity, we ignore the issue of
the randomness for encryption algorithms. It is generated by puncturable PRF in the
actual construction.

i0; based on i0;_; and PKFE works as follows. The construction additionally uses
plain secret-key encryption (SKE) to implement the technique used by Brakerski and
Segev [BS15]. To obfuscate a circuit C' with i-bit input, it first generates a key pair
(PK;, MSK;) of PKFE. Then, using MSK;, it generates a functional key sk« tied to
the following circuit C*. C* has hardwired two SKE ciphertexts CT5® and CT$® of
plaintext C' under independent keys K, and K, respectively. C* expects as an input
not only an ¢-bit string @; but also an SKE key K. On those inputs, C* first obtains C'
by decrypting CT;* by K and outputs U(C, ;) = C(x;), where U(-,-) is an universal
circuit. Finally, the construction obfuscates the following encryption circuit E;_; by i0;_;.
E;,_1 has hardwired PK; and Kj. On input (i — 1)-bit string @x;_1, it outputs ciphertexts
Enc(PK;, (x;-1]|0, K;)) and Enc(PK;, (x;-1]|1, K3)), where Enc is the encryption algorithm
of PKFE. The resulting obfuscation of C' is a tuple (sk¢s,i0;_1(E;—1)). We show the
simplified description of circuits C* and E;_; in Figure 3.1 and 3.2, respectively. Note
that we always set the value of b as 0 in the actual construction. We set b as 1 only in
the security proof.

When evaluating the obfuscated C' on input @; = 1 - - - x;_12; € {0, 1}, we first invoke
iO(E;—1) on input &;_; = x;---x;_1 and obtain two ciphertexts Enc(PK;, (x;_1]|0, K3))
and Enc(PK;, (x;_1||1, K3)). Then, by decrypting Enc(PK;, (x;_1||z;, K)) using skes, we
obtain C'(x;).

Consequently, by using this bit extension construction, the obfuscation of a circuit
C with n-bit input consists of n functional keys sky, - - - , sk, each of which is generated

under a different master secret key MSK;, and pair of ciphertexts of 0 and 1 under
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Hard-Coded Constants: CT§, CT5*
Input: x;, K

1. Compute C = D(Kj, CT5ke).

2. Return U(C, =;).

Figure 3.1: Simplified C*.

Hard-Coded Constants: PK;, K

Input: ;1 € {0,1}1

1. Compute CT; 4, “ Enc(PK;, (zi—1||xi, Kp)).
2. Output CT; o and CT; ;.

Figure 3.2: Simplified E; ;.

PK; corresponding to MSK;. For any x, = z1---x, € {0,1}", we can first compute a
ciphertext of x,, by repeatedly decrypting a ciphertext of @; | = xy--- ;1 by sk;_; and
obtaining a ciphertext of @; = z1---x; for every i € {2,...,n}. We can finally obtain
C(x,) by decrypting the ciphertext of x,, by sk,.

In this construction, each instance of PKFE needs to issue only one functional key.
This is a minimum requirement for functional encryption. However, for efficiency, PKFE
in the construction above should satisfy a somewhat strong requirement, that is, weak-
succinctness to avoid a circuit-size blow-up of circuits to be obfuscated at each recursive
step. Therefore, we need to use a single-key weakly-succinct PKFE scheme in the 10
construction above.

We can prove the security of the construction recursively. More precisely, we can
prove the security of iQ; based on those of iO;_;, PKFE, and SKE. Note that it is
sufficient that PKFE satisfies a mild selective-security to complete the proof. Their
security proof relies on the argument of probabilistic IO formalized by Canneti, Lin,
Tessaro, and Vaikuntanathan [CLTV15], and thus the security loss of each recursive step
is exponential in 7, that is 2°. This is the reason their building block PKFE must be

sub-exponentially secure.

3.1.2 Replacing PKFE with SKFE: Need of Puncturable SKFE

The security proof of Bitansky and Vaikuntanathan relies on the fact that we can use the
security of PKFE even when its encryption circuit is publicly available. Concretely, PK;
is hardwired into obfuscated encryption circuit iO;_1(E;_1) and this encryption circuit is
public when we use the security of PKFE under the key pair (PK;, MSK;).

The above security argument might not work if ordinary SKFE is used instead of
PKFE. This intuition comes from the impossibility result shown by Barak et al. [BGIT01].
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In fact, Bitansky and Vaikuntanathan showed that it is impossible to instantiate their IO
by using SKFE. More precisely, they showed that there exists a secure SKFE scheme such
that their transformation results in insecure 10 if the SKFE scheme is used as the building
block. This is why they adopted PKFE as their building block. Therefore, in order to
replace PKFE with SKFE in the construction above, we need SKFE whose security holds
even when its encryption circuit is publicly available. As one of such primitives, Bitansky
and Vaikuntanathan proposed puncturable SKFE.

In puncturable SKFE defined by Bitansky and Vaikuntanathan, there are a puncturing
algorithm Punc and a punctured encryption algorithm PEnc in addition to algorithms
of ordinary SKFE. We can generate a punctured master secret key MSK*{mg, m;} at
two messages mg and m; from a master secret key MSK by using Punc. Puncturable
SKFE satisfies the following two properties: functionality preserving under puncturing
and semantic security at punctured point. Functionality preserving under puncturing
requires that

Enc(MSK, m;r) = PEnc(MSK*{mg, my}, m;r)

holds for any message m other than mg and m; and for any randomness r. Semantic

security at punctured point requires that
(MSK*{mq, m1}, Enc(MSK, mo) =~ (MSK*{mq, m1}, Enc(MSK, m1))

holds for all adversaries, where ~ denotes computational indistinguishability.

Bitansky and Vaikuntanathan showed that single-key weakly-succinct puncturable
SKFE is also a sufficient building block for their IO construction while ordinary SKFE
is not. Note that weak-succinctness of puncturable SKFE requires that not only the
encryption circuit but also the punctured encryption circuit should be weakly-succinct.
However, as stated earlier, there was no instantiation of puncturable SKFE other than
regarding PKFE as puncturable SKFE at that point. In particular, it was not clear
whether we can construct puncturable SKFE based on ordinary SKFE.

3.1.3 Puncturable SKFE from SKFE

In this work, we show we can construct single-key weakly-succinct puncturable SKFE
from collusion-resistant SKFE. More specifically, we show the following two results. First,
we show how to construct single-key non-succinct puncturable SKFE based only on one-
way functions. In addition, we show that we can transform it into single-key weakly-
succinct one using collusion-resistant SKFE. Our formalization of puncturable SKFE is
different from that of Bitansky and Vaikuntanathan [BV15] in several aspects. Neverthe-
less, we show that our puncturable SKFE is also sufficient for constructing IO.

Below, we give the overview of these two constructions.
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Single-Key Non-Succinct Puncturable SKFE based on One-Way Functions

Our starting point is the SKFE variant of the single-key non-succinct PKFE scheme
proposed by Sahai and Seyalioglu [SS10]. It is constructed from garbled circuit and SKE,

which are implied by one-way functions. Their construction is as follows.

Setup: A master secret key consists of 2s secret keys { K m}je[s] ac{0.1} of SKE, where
s is the length of a binary representation of functions supported by the resulting
SKFE scheme.

Enc: When we encrypt a message m, we first generates a garbled circuit U, with labels
{Lj,a}j clslaef0.1) by garbling an universal circuit U(-,m) into which m is hardwired.
Then, we encrypt L; , under K, and obtain an SKE ciphertext ¢, ,, for every j € [s]
and « € {0,1}. The resulting ciphertext of the scheme is (U, {¢jatjcisactony)-

KeyGen: A functional key sk; for a function f consists of { K s;) }je[s], where f[1]--- f[s]

is the binary representation of f and each f[j] is a single bit.

Dec: A decryptor who has a ciphertext (U, {¢ia}jesaciony) and a functional key
{ijf[j] }je[s] can compute {Ljyf[j] }je[S] by decrypting each c; f(; by Kj ¢;) and obtain
Un({Li.sin}e1q) = U(fym) = f(m).

In the construction above, we observe that if we use puncturable PRF instead of SKE,
the resulting scheme is puncturable in some sense. More specifically, a master secret key

now consists of 2s puncturable PRF keys {5} ,} When we encrypt a message

jels],ac{0,1}"
m, we first generate (U, {Lja} e actony) and eilc[r]ypt{ea}ch label by using a puncturable
PRF value. That is, ¢jq ¢+ Ljo © Fg,,(tag), where F is puncturable PRF and tag is a
public tag chosen in some way.

In this case, we can generate a punctured master secret key MSK*{tag} at a tag
tag. Thus, we define an encryption algorithm in a tag-based manner. The encryption
algorithm Enc, given MSK; tag, and m, outputs a ciphertext of m under the tag tag. That
is, Enc(MSK, tag,m) = (Upn, {Lj0 ® Fsm(tag)}je[s]’ae{oyl}).
key MSK*{tag} consists of 2s puncturable PRF keys {Sj’a{tag}}je[s},ae{m} all of which

are punctured at tag.

A punctured master secret

By using MSK*{tag}, we can generate a ciphertext of any message m under a tag tag’
different from tag, that is, PEnc(MSK*{tag}, tag’,m) = (U, {Lj,a ® Fs;a{tag}(tag’)} ).

j€[s],ae{0,1}
Then, we have

Enc(MSK, tag’, m;r) = PEnc(MSK*{tag}, tag’, m;r)

for any tag tag and tag’ such that tag # tag’, message m, and randomness r due to
the functionality preserving property of puncturable PRF. Namely, this scheme satisfies

functionality preserving under puncturing.
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In addition, we can prove that Enc(MSK,tag, mgy) and Enc(MSK, tag, m;) are indis-
tinguishable for adversaries that have MSK*{tag} based on the security of puncturable
PRF. In other words, it satisfies semantic security at punctured tag.

This formalization is different from that proposed by Bitansky and Vaikuntanathan.
Nevertheless, our formalization of puncturable SKFE is sufficient for constructing 10. In
fact, when we construct 10, we set the tag same as the message to be encrypted itself.
Then, our formalization is conceptually the same as that of Bitansky and Vaikuntanathan.

Our tag-based definition is well-suited for our constructions.

Achieving Weak-Succinctness via Collusion-Succinctness

We cannot directly use the puncturable SKFE scheme above as a building block of 10
since it is non-succinct. We need to transform it into a weakly-succinct scheme while
preserving security and functionality.

We extend the work by Kitagawa, Nishimaki, and Tanaka [KNT18] that showed how
to transform non-succinct PKFE into weakly-succinct one using collusion-resistant SKFE.
They accomplished the transformation via a collusion-succinct scheme. We try to accom-
modate their transformation techniques into the context of puncturable SKFE.

Collusion-succinctness requires that each size of the encryption circuit and punctured
encryption circuit is sub-linear in the number of functional keys that the scheme can
issue. Note that when we consider collusion-succinctness, the size of these circuits can be
polynomial of the size of functions.

We first show that we can construct collusion-succinct puncturable SKFE based on
single-key non-succinct puncturable SKFE and collusion-resistant SKFE. Then, we trans-
form the collusion-succinct scheme into a weakly-succinct scheme via a transformation
based on decomposable randomized encoding. The latter transformation based on decom-
posable randomized encoding is similar to that proposed by Bitansky and Vaikuntanathan
[BV15] and that proposed by Ananth, Jain, and Sahai [AJS15]. We give an illustration
of our construction path in Figure 3.3.

The general picture is similar to that of Kitagawa et al. [KNT18] and we can ac-
complish the latter transformation based on a known technique, but there is a technical
hurdle in the former transformation. The most biggest issue is how to define punctured
master secret keys and the punctured encryption algorithm. We show the overview of

the former transformation and explain the technical hurdle below.
Construction of collusion-succinct scheme. Our goal of this step is to construct

a collusion-succinct scheme, that is, a scheme which supports ¢ functional keys and the

size of whose encryption and punctured encryption circuits are sub-linear in ¢, where ¢ is
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Figure 3.3: Illustration of our construction path. pSKFE denotes puncturable SKFE.
Dashed lines denote known or trivial implications. White boxes denote our ingredients
or goal. Purple boxes denote our core schemes. A transformation from an object in a
rectangle to one in a rectangle incurs only polynomial security loss. A transformation

from an object in a rectangle to one in a circle incurs super-polynomial security loss.

an a-priori fixed polynomial. The key tool for achieving this goal is strong exponentially-
efficient IO (SXIO) proposed by Lin et al. [LPST16].

SXIO is a relaxed variant of 10. SXIO is required that, given a circuit C' with n-bit
input, it runs in 27" - poly(, |C|)-time, where 7 is a constant smaller than 1, poly is some
polynomial, and A is the security parameter. We call v the compression factor since it
represents how SXIO can compress the truth table of the circuit to be obfuscated. SXIO
with arbitrarily small constant compression factor can be constructed from collusion-
resistant SKFE [BNPW16].

We show how to construct collusion-succinct puncturable SKFE from single-key non-
succinct one and SXIO. To achieve a collusion-succinct scheme, we need to increase
the number of functional keys to some polynomial ¢ while compressing the size of its
encryption circuits into sub-linear in q.

The most naive way to increase the number of functional keys is to run multiple
instances of the single-key scheme. If we have ¢ master secret keys MSKy, .-, MSK,,
we can generate ¢ functional keys since we can generate one functional key under each
master secret key. In this case, to ensure that we can decrypt a ciphertext using every
functional key under different master secret keys MSK; for every i € [q], a ciphertext
should be composed of ¢ ciphertexts each of which is generated under MSK; for every

i € [¢q]. In addition, when we generate a punctured master secret key punctured at tag,
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Hard-Coded Constants: S,tag,m
Input: i € [¢]

1. Compute rgetup +— Fs(3).

2. Compute MSK; « Setup(1*; r%etup).
3. Return CT; < Enc(MSK;, tag, m).

Figure 3.4: Simplified Eqkey.

we generate ¢ punctured master secret keys MSK{tag} for every i € [¢] all of which are
punctured at tag.

In the naive construction above, we see that if the single-key scheme satisfies func-
tionality preserving under puncturing and semantic security at punctured tag, then so
does the resulting scheme since a ciphertext of the resulting scheme consists of only those
of the single-key scheme. However, if a ciphertext of the resulting scheme consists of ¢
ciphertexts of the single-key scheme, the encryption time is obviously at least linear in q.
Therefore, we cannot construct a collusion-succinct scheme based on this naive idea.

We then consider to compress the encryption time by using SXIO. We extend the
technique used in some previous results [LPST16, BNPW16, KNT18]. Let sxiO be SXIO.
We set a ciphertext as a circuit computing ¢ ciphertexts obfuscated by sxiQ instead of
setting it as ¢ ciphertexts themselves. Concretely, we obfuscate the following circuit Ejkey
using sxiQ. Ejkey has hardwired message m, tag tag, and puncturable PRF key S, and
on input ¢ € [¢], it first generates MSK; pseudorandomly from S and 4, and then outputs
a ciphertext of m under MSK; and tag. We show the simplified description of Ejke, in
Figure 3.4.

Note that the master secret key of this scheme is now one puncturable PRF key S. In
other words, the scheme generates ¢ master secret keys of the single-key scheme from one
puncturable PRF key. For the formal description of Ejkey, see Figure 3.7 in Section 3.4.1.

The size of Eike, is independent of ¢ since Ejke, consists of one PRF evaluation and
setup and encryption procedure of the single-key scheme.! Therefore, the time needed
to compute sxiO(Ejkey) is bounded by 27187 . poly(\, |m|) = ¢7 - poly(\,|m|) for some
constant v < 1 and polynomial poly, that is, sub-linear in q. Namely, we succeeds in
reducing the encryption time from linear to sub-linear in q.

However, we need more complicated structure to compress the running-time of a
punctured encryption algorithm into sub-linear in g. The main reason is that we cannot

give master secret key S in the clear in the punctured encryption circuit to reduce the

!Strictly speaking, the domain of PRF is [g], and thus the size of Ejkey depends on ¢ in logarithmic.
However, it does not matter since logarithmic factor is absorbed by sub-linear factor. We ignore this

issue here for simplicity.
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Hard-Coded Constants: S, tag

Input: i € [q]

1. Compute réetup « Fs(7).

2. Compute MSK; < Setup(l’\;réetup).

3. Return MSK {tag} < Punc(MSK;, tag).

Figure 3.5: Simplified Pikey.

Hard-Coded Constants: MSK*{tag}, tag’, m
Input: i € [¢]

1. Parse sxiO(P1ikey) <~ MSK*{tag}.

2. Compute MSK; {tag} < sxiO(Pikey)(?).

3. Return CT; + PEnc(MSK}{tag}, tag’, m).

Figure 3.6: Simplified PE key-

security to that of the building block single-key scheme.

We first argue how to set a punctured master secret key. We cannot rely on the trivial
way that sets ¢ punctured master secret keys of the single-key scheme as a punctured
master secret key since the size of the punctured encryption circuit becomes linear in ¢
in this trivial way.

Our solution is to set a punctured master secret key as also an obfuscated circuit under
SXIO. More precisely, we obfuscate the following circuit Pikey. Pikey has hardwired tag
tag and puncturable PRF key S. Note that S is the master secret key thus is the same
puncturable PRF key as that hardwired into Eikey. On input ¢ € [g], Pikey first generates
MSK; pseudorandomly from S and 7, and then outputs a punctured master secret key
MSK?{tag} of the single-key scheme. We show the simplified description of Pike, in
Figure 3.5. For the formal description of Pikey, see Figure 3.8 in Section 3.4.1.

In addition, we define the punctured encryption algorithm as follows. On input
MSK*{tag} that is sxiO(Pikey), tag tag’, and message m, the punctured encryption al-
gorithm obfuscates the following circuit PE;key, using sxiO and outputs the obfuscated
circuit. PEjke, has hardwired MSK*{tag}, tag’, and m, and on input i € [g], it first gener-
ates the i-th punctured key MSK? {tag} by feeding i into MSK*{tag} = sxiO(PEikey), and
then outputs a ciphertext of m under MSK’{tag} and tag’ using the punctured encryption
algorithm of the single-key scheme. If the compression factor of sxiO is sufficiently small,
we ensure that the running time of this punctured encryption algorithm is sub-linear in
q. We show the simplified description of PE;ke, in Figure 3.6. For the formal description
of PEikey, see Figure 3.9 in Section 3.4.1.

We can prove the semantic security at punctured tag by the punctured programming

technique proposed by Sahai and Waters [SW14]. However, the construction above does
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not satisfy functionality preserving under puncturing. This is because ciphertexts output
by the encryption and punctured encryption algorithms are different. The ciphertexts
are obfuscation of different circuits Ejkey and PEikey, respectively.

In fact, it seems difficult to avoid this problem as long as we use SXIO to gain
succinctness. To the best of our knowledge, how to achieve succinctness in a generic way

without using SXIO is not known.

Indistinguishability of functionality under puncturing. To overcome the problem
above, we introduce a relaxed variant functionality preserving property that is compatible
with the construction based on SXIO. We call it indistinguishability of functionality under
puncturing. Informally speaking, the property requires that

(MSK, MSK*{tag}, Enc(MSK, tag’, m)) ~ (MSK, MSK*{tag}, PEnc(MSK*{tag}, tag’, m))

holds for any tag tag and tag’ such that tag # tag’, and message m, where ~ denotes
computational indistinguishability. In other words, it requires that no distinguisher can
distinguish ciphertexts output by Enc and PEnc even given both the master secret key
and punctured master secret key.

We see that the collusion-succinct construction based on SXIO above satisfies indistin-
guishability of functionality under puncturing. This comes from the security guarantee
of SXIO and the fact that Ejke, and PEjke, are functionally equivalent as long as the
above tag and tag’ are different.

Overall, we can construct collusion-succinct puncturable SKFE with indistinguisha-

bility of functionality under puncturing from a single-key non-succinct scheme and SXIO.

Transforming into a weakly-succinct scheme. As stated earlier, we can in turn
transform a collusion-succinct scheme into a weakly-succinct one using decomposable
randomized encoding. This transformation is based on those proposed by Bitansky and
Vaikuntanathan [BV15] and Ananth et al. [AJS15].

In this transformation, a ciphertext of the weakly-succinct scheme is a ciphertext of the
collusion-succinct scheme itself. Thus, if the collusion-succinct scheme satisfies semantic
security at punctured tag and indistinguishability of functionality under puncturing, then
so does the weakly-succinct scheme. Therefore, we can construct a single-key weakly-
succinct puncturable SKFE with indistinguishability of functionality under puncturing.

Indistinguishability of functionality under puncturing looks to be insufficient for con-
structing 10. Nevertheless, we show that we can replace PKFE in the construction of 10
proposed by Bitansky and Vaikuntanathan with our puncturable SKFE that satisfies only
indistinguishability of functionality under puncturing if we allow more but asymptotically

the same security loss.
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3.1.4 10 from Puncturable SKFE

Finally, we give an overview of our 10 construction below.

The construction of IO based on puncturable SKFE is almost the same as that based
on PKFE proposed by Bitansky and Vaikuntanathan [BV15]. It does not depend on
which functionality preserving property puncturable SKFE satisfies. Recall that, in their
construction, a key pair (PK;, MSK;) of PKFE is generated and the circuit E;_; that
has hardwired PK; is obfuscated at every recursive step. In our construction based on
puncturable SKFE, a master secret key MSK; of puncturable SKFE is generated and E;_;
that has hardwired MSK; is obfuscated at each recursive step. Concretely, we construct
E,_1 as a circuit that has hardwired MSK; and an SKE key K, and on (i — 1)-bit input
x;_1, it outputs a ciphertext of (x;_1|x;, K) for z; € {0,1} under MSK; and a tag x; 1,
that is, Enc (MSK;, @;_1, (®;_1||z;, K)) for x; € {0,1}. In the proof, we replace MSK;
hardwired into E;_; with the tuple of a punctured master secret key MSK*{j} punctured
at 7 € {0,1}*"! and a ciphertext of (j||z;, K) for x; € {0,1}, where j is a string in
{0,1}! that we focus on at that time.

Outline of Security Proof

We give an overview of the security proof of IO based on puncturable SKFE. If the
building block puncturable SKFE satisfies functionality preserving under puncturing, the
security proof is almost the same as that of Bitansky and Vaikuntanathan. However, our
puncturable SKFE satisfies only indistinguishability of functionality under puncturing,
and thus we need more complicated arguments. The first half of the following overview
is similar to that of Bitansky and Vaikuntanathan. The rest is an overview of proofs that
we additionally need due to indistinguishability of functionality under puncturing.

Analogous to IO based on PKFE, we can accomplish this proof recursively. More
precisely, we can prove the security of iQ; based on those of i0;_;, puncturable SKFE,
and plain SKE. We proceed the proof as follows. Note again that, we ignore the issue
of the randomness for the encryption algorithm and punctured encryption algorithm for
simplicity. It is generated by puncturable PRF in the actual construction.

Suppose that we have two functionally equivalent circuits Cy and C; both of which
expect an i-bit input. We show that no efficient distinguisher D can distinguish iO;(Cj)
and i0;(C). We consider the following sequence of hybrid experiments. Below, for two
hybrids H and H’', we write H ~ H' to denote that the behavior of D does not change
between H and H'.

In the first hybrid H,, D is given i0;(Cy). Recall that i0;(Cy) consists of ske« and
i0;_1(E;_1). C* has hardwired two SKE ciphertexts CT%ke and CT?ke of Cy under inde-
pendent keys Ky and K;. On ¢-bit input x; and SKE key K, C* first obtains C' by
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decrypting CT$® by K, and outputs C(zx;).

In the next hybrid H;, we change how CT$* hardwired in C* is generated. Concretely,
we generate CTike as a ciphertext of C; under the key Kj. It holds that Hy ~ H; due
to the security of SKE. Then, in the next hybrid H,, we change the circuit E;_; so that,
on (i — 1)-bit input x;_;, it outputs a ciphertext of (x;_1||z;, K1) instead of (x;_1||x;, Ko)
for z; € {0,1} under MSK; and a tag x;_;.

If we prove Hy ~ Hso, we also prove Hy ~ Hsy and almost complete the security proof.
This is because we can argue that the behavior of D does not change between H, and
the hybrid where D is given iQ;(C}) by a similar argument for Hy ~ Hs.

Therefore, the main part of the proof is how we change the circuit E; _; from encrypting
Ky in H; to encrypting K in Hy. As mentioned earlier, we accomplish this task by relying
on the argument of probabilistic IO formalized by Canneti et al. [CLTV15].

Concretely, we consider 2°~'+1 intermediate hybrid experiments H, ; for j € {0,...,2"7'}
between H; and Hs,. Between HLJ and Hl,jﬂ? we change E; 1 so that on input 5 €
{0,1}*1, it outputs ciphertexts of (j||z;, K1) instead of (§|x;, Ko) for x; € {0,1}, where
J is the binary representation of j. More precisely, we construct E; ; in H, ; as follows.
E;,_1 has hardwired MSK;, Ky, and K;. On (i — 1)-bit input x;_1,

e if x; | < j, it outputs a ciphertext of (x;_1||z;, K1) for z; € {0, 1} under MSK; and

a tag x;_1.

e Otherwise, it outputs a ciphertext of (x;_1||z;, Ko) for x; € {0,1} under MSK; and

a tag x;_1.

We see that E; ; in H; has the same functionality as E; ; in H,,. In addition, E;
in H, has the same functionality as E;_; in H, ;.. Therefore, we have H;, ~ H, ; and
Hy ~ H, 51 from the security guarantee of iOQ;_;.

We show how to prove H; ; ~ H, ;.. For simplicity, we first assume that puncturable
SKFE satisfies functionality preserving under puncturing. In this case, we show H,; ; ~

H, ;1 by the following three steps.

(1) In the first step, we hardwire ciphertexts of (j||z;, Ko) under MSK; and a tag j for
x; € {0,1} in E;_;. In addition, we replace hardwired MSK; in E;_; with MSK’{j}
that is a master secret key punctured at a tag j. On (i — 1)-bit input x; 1,
e if x; | = j, E;_; outputs hardwired ciphertexts of (j||z;, Ko) for ; € {0,1}.
o if &, 1 # j, it generates ciphertexts of (x;_1||z;, K3) under MSK?{j} and a

tag x; 1 and outputs them, where § =1 if ;1 < 7 and 8 = 0 otherwise.

We see that this change does not affect the functionality of E; ; if puncturable
SKFE satisfies functionality preserving under puncturing. Thus, this step is done

by the security of i0;_;.
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(2) In the second step, we change the hardwired ciphertexts to ciphertexts of (j||z;, K1)
for x; € {0,1}. This is done by the semantic security at punctured tag of punc-
turable SKFE.

(3) In the final step, we change E; ; so that it does not have hardwired ciphertexts of
(7l|@i, K1) for o; € {0,1}. Moreover, we change E;_; so that E;_; has hardwired
MSK; and use it to generate the output ciphertexts. This change also does not
affect the functionality of E;_;, and thus we can accomplish this step by relying on

the security of i0;_; again.

From the above, if puncturable SKFE satisfies functionality preserving under punc-
turing, we have Hy; ~ My 4 for every j € {0,...,2""" — 1}. By combining H; ~ H,
and 7'[1,224 ~ Ha, we obtain H; ~ Ho.

Therefore, we complete the entire proof. In fact, in this case, the proof is essentially
the same as that for the case where PKFE is used as a building block shown by Bitansky

and Vaikuntanathan.

Additional hybrids for the case of indistinguishability of functionality under
puncturing. Recall that our puncturable SKFE satisfies only indistinguishability of
functionality under puncturing. Thus, the above argument for steps 1 and 3 do not work
straightforwardly. This is because if puncturable SKFE satisfies only indistinguishability
of functionality under puncturing, the functionality of E;_; might change at each step of
1 and 3. Therefore, we cannot directly use the security of iQ;_;.

Nevertheless, even if puncturable SKFE satisfies only indistinguishability of function-
ality under puncturing, we can proceed steps 1 and 3 by introducing more additional
hybrids. Since steps 1 and 3 are symmetric, we focus on proceeding the step 1. We
can apply the following argument for the step 3. Below, we let 'H?J denote the hybrid
experiment after applying the step 1 to H, ;.

To accomplish the step 1, we introduce the additional intermediate hybrids H; ;.
for every k € {0,...,27'} \ {j} between H, ; and H{ ;. Between H, ;, and H, ;,,,, we
change E;_; so that, on input k € {0,1}*"!, it outputs ciphertexts under MSK’{j} instead
of ciphertexts under MSK;, where k is the binary representation of k. More precisely, we
construct E;_; in H, ;, as follows. E;_; has hardwired MSK?{j} in addition to MSK;, Ky,

and Ki. On (i — 1)-bit input @;_4, it runs as follows.
o Ifx; 1 <j,itsets f=1and =0 otherwise.

o If ; <k and x,1 # j, it outputs a ciphertext of (z;_1||x;, K) under MSK:{j}
and a tag x;_1, that is, PEnc (MSK; {7}, ;_1, (x;—1]||z;, K3)) for z; € {0,1}.
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e Otherwise (x;—1 > k or ;_; = j), it outputs a ciphertext of (x;_1||z;, Kg) under
MSK; and a tag x;_1, that is, Enc (MSK;, @;_1, (z;—1||x:, Kp)) for z; € {0,1}.

We see that E;_; in H,; and H{; have the same functionality as that in #, ;, and
H, i1 respectively. In addition, E;—; in H, ;; has the same functionality as that in
%17]‘,]-_,'_1. Therefore, we have HL]‘ ~ %17]'70, H(l),] ~ Hlngifl, and HL]"J‘ ~ HL]‘,]‘_;'_l from the
security guarantee of i0;_;.

We can prove H, ;, ~ H, ;. for every k € {0,..., 21711\ {4} by three steps again

based on indistinguishability of functionality under puncturing.

(1) In the first step, we hardwire ciphertexts of (k||z;, K3) under MSK; and a tag k, that
is, Enc(MSK;, k, (k||x;, Kp)) for z; € {0,1} in E;_;. In addition, we change E;_; so
that it outputs the hardwired ciphertext of (kl||z;, Ko) for x; € {0,1} if the input
is k. We see that this change does not affect the functionality of E; ;. Thus, this
step is done by the security of i0;_;.

(2) In the second step, we change the hardwired ciphertexts to a ciphertext of (k||z;, K3)
under MSK?{j}, that is PEnc(MSK}{j}, k, (k||z;, K;)) for z; € {0,1}. This is done
by the indistinguishability of functionality under puncturing of puncturable SKFE.

(3) In the final step, we change E;_; so that it does not have hardwired ciphertexts
of (k|x;, K1) for z; € {0,1}. Namely, we change E; ; so that on input k, E; ;
generates ciphertexts of k under MSK?{j} and outputs them. This change does
not affect the functionality of E;_;, and thus we can accomplish this step by relying

on the security of i0;_; again.

From these, Hj jx ~ Hijr1 holds for every k € {0,...,271}\ {j}. By combining
Hyj~Hyjos H?ﬁj ~ M, gi- and Hy o~ Hy o, we obtain Hy ; ~ H(I)J.

Therefore, we obtain H, ; ~ MY ; even if puncturable SKFE satisfies only indistin-
guishability of functionality under puncturing. Overall, we can complete the entire secu-
rity proof.

We note that our security proof incurs more security loss than those of Bitansky
and Vaikuntanathan [BV15] and the case where puncturable SKFE satisfies functionality
preserving under puncturing. Our security proof incurs roughly 22¢ security loss while
the latter proofs incurs 2¢ security loss when we prove the security of iQ; based on that of
i0;_1. Nevertheless, this difference is not an issue in the sense that if the building block
primitives are roughly 29n*)_secure, we can prove the security of our indistinguishability
obfuscator, where n is the input length of circuits to be obfuscated. This requirement is

the same as that of Bitansky and Vaikuntanathan.
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3.2 Puncturable Secret-Key Functional Encryption

We introduce puncturable secret-key functional encryption (puncturable SKFE).

The notion of puncturable SKFE was introduced by Bitansky and Vaikuntanathan
[BV15]. They showed that in their construction of 10, the building block PKFE can
be replaced with puncturable SKFE. However, it has been open whether we can achieve
puncturable SKFE without assuming PKFE.

In this work, we answer the question affirmatively. We show how to construct a
relaxed variant of puncturable SKFE scheme that is single-key weakly-succinct. Our

relaxed variant is sufficient for constructing IO. Our construction consists of two steps.

1. We prove that a single-key non-succinct puncturable SKFE scheme is constructed

only from one-way functions.

2. We prove that we can transform the non-succinct scheme into a weakly-succinct

one by using SXIO.

We can construct SXIO based on standard (i.e., not puncturable) SKFE by Theo-
rem 2.5.1. Thus, we can construct our puncturable SKFE from standard SKFE.

3.2.1 Syntax

Our definition of puncturable SKFE introduced below is slightly different from that pro-
posed by Bitansky and Vaikuntanathan [BV15]. However, we show that puncturable
SKFE defined in this work is also a sufficient building block of 10. We state differ-
ences between our definition and theirs after describing the syntax and security of our
puncturable SKFE.

Definition 3.2.1 (Puncturable secret-key functional encryption) A puncturable
SKFE scheme pSKFE is a tuple (Setup, KG, Enc, Dec, Punc, PEnc) of six PPT algorithms.
Below, let M, F, and T be the message space, function space, and tag space of pSKFE,
respectively. In addition, let q be a polynomial denoting the upper bound of the number

of issuable functional keys.

o The setup algorithm Setup, given a security parameter 17, outputs a master secret

key MSK.

o The key generation algorithm KG, given a master secret key MSK, function f € F,

and an index i € [q], outputs a functional key sk;.

e The encryption algorithm Enc, given a master secret key MSK, a tag tag, and a

message m € M, outputs a ciphertext CT.
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o The decryption algorithm Dec, given a functional key sk, a tag tag, and a ciphertext
CT, outputs a message m € {L} U M.

e The puncturing algorithm Punc, given a master secret key MSK and a tag tag,

outputs a punctured master secret key MSK*{tag}

o The punctured encryption algorithm PEnc, given a punctured master secret key

MSK*, a tag tag’, and a message m, outputs a ciphertext CT.

Correctness: For everym € M, f € F, i € |q], tag € T, and MSK < Setup(1?), we

require that

Dec(KG(MSK, f, i), tag, Enc(MSK, tag, m)) = f(m) .

3.2.2 Security

In this section, we introduce two variants of security. Their difference is the functionality

of punctured encryption algorithms.

Definition 3.2.2 (Secure puncturable SKFE) Let pSKFE = (Setup, KG, Enc, Dec, Punc,
PEnc) be puncturable SKFE. Below, let M, F, and T be the message space, function
space, and tag space of pSKFE, respectively. In addition, let q be a polynomial denoting
the upper bound of the number of issuable functional keys. We say that pSKFE is secure
puncturable SKFE if it satisfies the following properties.

Functionality preserving under puncturing: For every m € M, (tag,tag’) € T X
T such that tag # tag/, randomness r, MSK < Setup(1?), and MSK*{tag} <+
Punc(MSK;, tag), it holds that

PEnc(MSK*{tag}, tag’,m;r) = Enc(MSK, tag’,m;r) .

Semantic security at punctured tag: We define punctured semantic security game

between a challenger and an adversary A as follows.
1. The challenger generates a master secret key MSK < Setup(1*) and chooses
the challenge bit b <~ {0,1}. The challenger sends security parameter 1* to A.
2. A sends (mg,m1) € M x M, tag € T, and {fi}iclg € F? to the challenger.

3. The challenger computes CT < Enc(MSK, tag, m;), sky, <— KG(MSK, f;,7) for
every i € [q], and MSK*{tag} < Punc(MSK; tag).

Then, the challenger returns (MSK*{tag}, CT, {sky, }ic[q) to A.
4. A outputs v/ € {0,1}.
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In this game, we define the advantage of the adversary A as

1
Advsre (V) = 2 Prib = ] = S| = | Prlt = 1]b = 0] = Peft/ = 1o = 1] .

p
A is said to be valid if f;(mo) = fi(mq) holds for every i € [q] in the above game.

We say that pSKFE satisfies semantic security at punctured tag if for any valid PPT
A, we have Advigire 4(A) = negl()).

We further say that pSKFE satisfies e-semantic security at punctured tag, for some
concrete negligible function €(-), if for any valid PPT A the advantage Advigkee 4())

is smaller than e(\)?W),

In addition, we say that pSKFE is e-secure puncturable SKFE if it satisfies functionality

preserving under puncturing and e-semantic security at punctured tag.

Instead of functionality preserving under puncturing, we can consider a relaxed vari-
ant which we call indistinguishability of functionality under puncturing. This property
requires that any PPT distinguisher cannot distinguish ciphertexts output by Enc and
PEnc even given both master secret key and punctured master secret key. The formal

definition is as follows.

Definition 3.2.3 (Indistinguishability of functionality under puncturing) Let
pSKFE = (Setup, KG, Enc, Dec, Punc, PEnc) be puncturable SKFE whose message space
and tag space are M and T, respectively. We define indistinguishability of functionality

game between a challenger and an adversary A as follows.

1. The challenger generates a master secret key MSK < Setup(1?) and chooses the
challenge bit b <~ {0,1}. The challenger sends security parameter 1 to A.

2. A sends m € M and (tag,tag’) € T x T such that tag # tag’ to the challenger.

3. The challenger first computes MSK*{tag} < Punc(MSKtag). Then, the challenger

computes CT <— Enc(MSK, tag’,m) if b = 0, and otherwise CT <— PEnc(MSK*{tag}, tag’,m).

Then, the challenger returns (MSK, MSK*{tag}, CT) to A.
4. A outputs ' € {0, 1}.
In this game, we define the advantage of the adversary A as
- 1
Adv';SKFE’A()\) =2|Pr[b=10] — §| =|Pr[t/ =1|b=0] - Pr[t) =1]b=1]| .

We say that pSKFE satisfies indistinguishability of functionality under puncturing if
for any PPT A, we have AdvESKFE’A()\) = negl(A).
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We further say that pSKFE satisfies e-indistinguishability of functionality under punc-
turing, for some concrete negligible function €(-), if for any PPT A the above advantage
AdvipfSKFEA(/\) is smaller than e(\)?1),

Definition 3.2.4 (Secure puncturable SKFE with indistinguishability of func-
tionality) Let pSKFE be puncturable SKFE. Let €(-) and €3(-) be some negligible func-
tions. If pSKFE satisfies €;-semantic security at punctured tag and e;-indistinguishability
of functionality under puncturing, then we say that pSKFE is (e, €3)-secure puncturable
SKFE with indistinguishability of functionality.

3.2.3 Efficiency

We introduce the notion of succinctness for puncturable SKFE.

Definition 3.2.5 (Succinctness) Let n be the input length of circuits in F, and s the

maximum size of circuits contained in JF.

Weakly-succinct: Puncturable SKFE is said to be weakly-succinct if the size of both
the encryption circuit and punctured encryption circuit is bounded by s - poly(A, n),

where v < 1 is a fized constant. We call v the compression factor.

Collusion-succinct: Puncturable SKFE is said to be collusion-succinct if the size of
both the encryption circuit and punctured encryption circuit is bounded by q" -
poly(n, A, s), where q is the upper bound of issuable functional decryption keys and

v < 1 is a fizred constant. We call v the compression factor.

3.2.4 Difference from Definition of Bitansky and Vaikuntanathan

There are three main differences between our definition of puncturable SKFE and that
of Bitansky and Vaikuntanathan [BV15]. Two are about syntax. The other is about
security.

Syntactical differences are as follows.

Tag-based encryption and decryption: In the definition of Bitansky and Vaikun-
tanathan, a master secret key is punctured at two messages. Their semantic security
requires that no PPT adversary can distinguish ciphertexts of these two messages

given the punctured master secret key.

We adopt the tag based syntax for the encryption and decryption algorithms while
Bitansky and Vaikuntanathan do not. A tag-based definition is well-suited for our

non-succinct puncturable SKFE scheme. When our non-succinct scheme encrypts a
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message, it generates a garbled circuit of an universal circuit into which the message
is hardwired, and then masks labels of the garbled circuit by a string generated by
puncturable PRF. A tag fed to the encryption algorithm is used as an input to
puncturable PRF. See Section 3.3 for details.

In our construction of IO in Section 3.5, we use an input to an obfuscated circuit
as a tag for ciphertexts of puncturable SKFE. Therefore, our 10 construction is
not significantly different from the 10 construction based on puncturable SKFE by
Bitansky and Vaikuntanathan from the syntactical point of view though ours is
based on tag-based puncturable SKFE.

Index based key generation: We define the key generation algorithm as a stateful
algorithm. In other words, for the i-th invocation, we need to feed an index ¢ to the
key generation algorithm in addition to a master secret key and a function. This
is because we transform a non-succinct scheme into a weakly-succinct one wvia a

collusion-succinct scheme whose key generation algorithm is stateful in Section 3.4.

We note that our stateful collusion-succinct scheme is just an intermediate scheme
to achieve 10. We also emphasize the fact that the index-based key generation is
not an issue to construct 1O because our main building block is a single-key weakly-
succinct puncturable SKFE scheme. For a single-key scheme, we do not need any

state for key generation because it can issue only a single functional key.

Below, we omit the index of single-key schemes in the syntax for simplicity.

In addition to the syntactic differences above, there is a difference about security as
stated below.

Functionality under puncturing. We defined indistinguishability of functionality
under puncturing in Definition 3.2.3. The reason we introduce the relaxed notion of
functionality preserving property is that our weakly-succinct scheme does not satisfy
functionality preserving under puncturing in Definition 3.2.2 but the relaxed one. Our
non-succinct scheme satisfies functionality preserving under puncturing.

One might think that puncturable SKFE satisfying indistinguishability of functional-
ity under puncturing is not sufficient to construct I0. This is not the case. We show that
indistinguishability of functionality under puncturing suffices for constructing IO and our

weakly-succinct scheme satisfies the property.
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3.3 Single-Key Non-Succinct Puncturable SKFE

We show we can construct a single-key (non-succinct) puncturable SKFE scheme assum-
ing only one-way functions. This construction is similar to that of single-key non-succinct
PKFE proposed by Sahai and Seyalioglu [SS10]. Their construction is based on garbling
scheme and public-key encryption. In our construction, we use puncturable PRF instead
of public-key encryption, and, as a result, achieve the puncturable property. We recall
that we can realize both garbling scheme and puncturable PRF assuming only one-way
functions. We give the construction below.

Let GC = (Garble, Eval) be garbling scheme, and PPRF = (F, Puncg) be puncturable
PRF. Using GC and PPRF, we construct puncturable SKFE OneKey = (1Key.Setup, 1Key.KG,
1Key.Enc, 1Key.Dec, 1Key.Punc, 1Key.PEnc) supporting only one functional key as follows.
Note that the tag space of OneKey is the same as the domain of PPRF. In addition, the
index space of OneKey is [1], and thus we omit the index from the description by assuming

the index is always fixed to 1. Below, we assume that we can represent every function f
by an s-bit string (f[1],---, f[s]).

Construction. The scheme consists of the following algorithms.

1Key.Setup(1?) :
e Generate S;,, <~ {0,1}* for every j € [s] and a € {0, 1}.
o Return MSK « {Sj,a}je[s],aé{o,l}-

1Key.KG(MSK, f) :
e Parse {Sj,a}je[s],ae{o,l} <+ MSK and (f[l], SR ,f[S]) — f
o Return sky < (f, {Sj 11 }iers)-

1Key.Enc(MSK, tag, m) :
e Parse {Sj,a}je[s],ae{o,l} +— MSK.
o Compute (U, {L;a}jelsacio)) < Garble(1),U(-,m)).

e For every j € [s] and a € {0,1}, compute R;, < F(Sjq,tag) and ¢;, <
Lioa®Rjq.
e Return CT « (U, {¢jatjclsactoy)-

1Key.Dec(sky, tag, CT) :

o Parse (f,{S;}icq) « sky and (U, {¢;ja}jelsaciosy) < CT.
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e For every j € [s|, compute R; <— F(S5;,tag) and L; < c; ;] @ R;.
e Return y « Eval(U, {L;}ies)-

1Key.Punc(MSK; tag) :

o Parse {S;a}jclsacfo1} < MSK.
e For every j € [s] and a € {0,1}, compute S} {tag} <+ Punce(S} ., tag).
e Return MSK*{tag} — {S;a{tag}}je[sme{o,l}.

1Key.PEnc(MSK*, tag’, m)

e Parse {57, }jclslacfo,1} < MSK™.

o Compute (U, {L;a}jefsacior)) < Garble(1*, U(-,m)).

e For every j € [s] and o € {0,1}, compute R;, < FS;}a(tag’) and ¢,
Lio® Rjq.

e Return CT « ([7, {¢iatjclsacion)

Then, we have the following theorem.

Theorem 3.3.1 Let GC be d-secure garbling scheme, and PPRF d-secure puncturable
PRF, where 0(+) is some negligible function. Then, OneKey is §-secure single-key punc-
turable SKFE.

Proof of Theorem 3.3.1. The correctness follows from those of GC and PPRF. We
first prove the functionality preserving under puncturing of OneKey. Then, we show that

OneKey satisfies semantic security at punctured tag.

Functionality preserving under puncturing. We have 1Key.PEnc(MSK*{tag}, tag’,
m;r) = 1Key.Enc(MSK, tag’, m;r) for every m € M, (tag,tag’) € T x T such that tag #
tag’, randomness r, MSK < 1Key.Setup(1*), and MSK*{tag} «+ 1Key.Punc(MSK, tag),
since the underlying PPRF satisfies functionality preserving under puncturing property.

This implies that OneKey satisfies functionality preserving under puncturing property.

Semantic security at punctured tag. Let A be a valid adversary that attacks the
semantic security at punctured tag of OneKey. We proceed the proof via a sequence of
games. Below, for every ¢ € {0, ..., 3}, let SUC, be the event that 4 succeeds in guessing
the challenge bit b in Game /.

Game 0: This is the original security game regarding OneKey. We have Adviskre 4(A) =
2| Pr[SUCo] — 3|. The detailed description is as follows.

38



Game 1:

. The challenger generates S;,, <+ {0,1}* for every j € [s] and a € {0,1}, and

sets MSK < {S;a}jelsacfo,13- The challenger also chooses a challenge bit
b <~ {0,1}. The challenger sends security parameter 1* to A.

A sends (mg,m1) € M x M, tag € T, and a function f to the challenger.

The challenger computes (U, {L;a}jeislaciory) < Garble(1*,U(-,my)) and R,
F(Sja.tag) and ¢jq < Ljo @ Rj, for every j € [s] and o € {0, 1}, and sets
CT (U {¢a}jels actory)-

Next, the challenger sets sk < (f, {S; i1 }iers))-

Then, the challenger computes S} ,{tag} < Punce(S; ., tag) for every j € [s]
and o € {0, 1}, and sets MSK*{tag} < {57 ,{tag}} c(sl,ac{0,1}-
The challenger returns (MSK*{tag}, CT,sky) to A.

A outputs V' € {0,1}.

Same as Game 1 except that the challenger generates {R;1_s(j} e as truly

random strings.

We have |Pr[SUCo] — Pr[SUC,]| < 6% from the pseudorandomness of punctured
point of PPRF.

Game 2:

Same as Game 2 except that for every j € [n], the challenger generates

Cia—fi] < Rjr)-

In Game 1, ¢;;—jj; is generated as cji1—sp;) <= Lji—s) @ Rj1—gp for every j € [n].

However, in Game 1, R;;_y; is generated as a truly random string for every j € [n],

and thus the distribution of ¢[j,1 — f[j] is uniformly random. Therefore, In Game

1 and 2, the distribution of ¢;;_s; for every j € [n] is the same and we have
|Pr[SUC,] — Pr[SUCy]| = 0.

Game 3: Same as Game 2 except that the challenger computes (U, {L;}iem) < Sim(1*,y)
and ¢; s < Rj 1 ® Lj, where y = f(mo) = f(mq).

In both Game 2 and 3, A is not given any information of labels {Lj’l_ f[j}

. Thus,

J€[n]

we can use the security guarantee of GC, and obtain |Pr[SUC,] — Pr[SUCs]| < §41).

In Game 3, the choice of the challenge bit b is information theoretically hidden from

the view of A, and thus we have |Pr[SUCs] — 1| = 0. Then, we can estimate the advantage
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of A as

1 1
AW, a(N) = | Pr[SUCo] — |

< i Pr[SUC,] — Pr[SUC,]| . (3.1)

From the above argument, each term of the right side of inequality 3.1 is bounded by
5. Therefore, we see that Advg, e, 4(A) < 0%, Since the choice of A is arbitrary,

OneKey satisfies d-semantic security at punctured tag. O (Theorem 3.3.1)

3.4 From Non-Succinct Puncturable SKFE to Weakly-
Succinct Puncturable SKFE

In this section, we show how to transform single-key non-succinct puncturable SKFE
into single-key weakly-succinct one using SXIO. Note that the resulting scheme satis-
fies only indistinguishability of functionality under puncturing property even if we start
the transformation with a non-succinct scheme satisfying functionality preserving under
puncturing property.

The transformation consists of 2 steps. First, we show how to construct collusion-
succinct puncturable SKFE from single-key non-succinct puncturable SKFE and SXIO.
Then, we give the transformation from collusion-succinct puncturable SKFE to weakly-
succinct one.

In fact, the intermediate collusion-succinct scheme satisfies only indistinguishability
of functionality under puncturing property. This is because we adopt a construction
technique similar to that proposed by Lin et al. [LPST16] (and extended by Bitansky et
al. [BNPW16] and Kitagawa et al. [KNT18]), and thus we use an obfuscated encryption
circuit of the building block scheme by SXIO as a ciphertext of the resulting scheme. This
is also the reason the resulting weakly-succinct scheme satisfies only indistinguishability
of functionality under puncturing property.

Below, we start with the first step.

3.4.1 From Non-Succinct to Collusion-Succinct by Using SXIO

For any ¢ which is a fixed polynomial of A\, we show how to construct a puncturable
SKFE scheme whose index space is [g] based on a single-key puncturable SKFE scheme.

The resulting scheme is collusion-succinct, that is, the running time of both the encryp-
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tion algorithm and the punctured encryption algorithm is sub-linear in q. We show the
construction below.

Let OneKey = (1Key.Setup, 1Key.KG, 1Key.Enc, 1Key.Dec, 1Key.Punc, 1Key.PEnc) be
puncturable SKFE that we constructed in Section 3.3. Let sxiO be SXIO and PPRF =
(F, Puncg) puncturable PRF. Using OneKey, sxiO, and PPRF, we construct puncturable
SKFE CollSuc = (CS.Setup, CS.KG, CS.Enc, CS.Dec, CS.Punc, CS.PEnc) as follows. We
again note that ¢ is a fixed polynomial of A\. Let the tag space of CollSuc be 7. Then,
the tag space of OneKey is also 7.

Construction. The scheme consists of the following algorithms.
CS.Setup(17) :

e Generate S <~ {0,1}* and return MSK < S.
CS.KG(MSK, f,1) :

e Parse S < MSK.

e Compute &, + Fg(i) and MSK; « 1Key.Setup(1*; 7&.,,)-

e Compute 1Key.sky <— 1Key.KG(MSK;, f) and return sk; < (i, 1Key.sky).
CS.Enc(MSK, tag, m) :

e Parse S <~ MSK.
e Generate Sgnc +— {0,1}* and return CT < sxiO(Eikey[S, Sknc, tag, m]). The

circuit Ejkey is defined in Figure 3.7.
CS.Dec(sky, tag,CT) :

e Parse (i, 1Key.sky) < sky.
e Compute CT; - CT(7) and return y < 1Key.Dec(1Key.sky, tag, CT;).

CS.Punc(MSK; tag) :

e Parse S + MSK.
e Generate Spync « {0,1}* and compute P« sXiO(P1key[S, Spunc, tag]). The

circuit Pikey is defined in Figure 3.8.

e Return MSK*{tag} « P.
CS.PEnc(MSK*, tag’,m) :
e Parse P« MSK*.
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Encryption circuit Eikey[S, Senc, tag, m](i) :
Hardwired: Two PRF keys S and Sg,c, & tag tag, and a message m.
Input: An index i € [g].
Padding: This circuit is padded to size padg := padg(A,n, s), which is determined in analysis.
1. Compute &, < Fs(i) and renc = Fs, (7).
2. Compute MSK; < 1Key.Setup(1*;7¢.,,)-

3. Return CT; « 1Key.Enc(MSK;, tag, m; renc)-

Figure 3.7:  The description of Ejkey.

Punctured key generation circuit Pikey[S, Spunc, tag](s) :
Hardwired: Two PRF keys S and Spync, and a tag tag.
Input: An index i € [¢].
Padding: This circuit is padded to size padp := padp(\, n, s), which is determined in analysis.
1. Compute rgetup «— FS(Z) and 7pync FSPunc(i)'
2. Compute MSK; « 1Key.Setup(1*; ré,,,,,)-

3. Return MSK}{tag} + 1Key.Punc(MSK;, tag; rpunc)-

Figure 3.8: The description of Pikey.

e Generate Sgn <~ {0,1}* and return CT sxiO(PElKey[ﬁ, Sknc, tag’,m]). The
circuit PEjkey is defined in Figure 3.9.

Then, we have the following theorem.

Theorem 3.4.1 Let 6(-) be some negligible function. Let OneKey be §-secure single-key
puncturable SKFFE constructed in Section 3.5. Let sxiO be §-secure y-compressing SXI1O,
where v is a sufficiently small constant such that v < 1. Let PPRF be §-secure punc-
turable PRF. Then, CollSuc is (0,0)-secure puncturable SKFE with indistinguishability
of functionality that is collusion-succinct with compression factor 7, which is a constant

smaller than 1.

The concrete value of 4 is determined in the efficiency analysis in the following proof
of Theorem 3.4.1. As we will see, we can make 4 smaller than 1 by using SXIO with
sufficiently small compression factor as a the building block. Such SXIO is constructed
from collusion-resistant SKFE [BNPW16].
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Punctured encryption circuit PEike, [ﬁ, Sknc, tag, m|(4) :

Hardwired: A circuit ﬁ, a PRF key Sk, a tag tag, and a message m.

Input: An index ¢ € [q].

Padding: This circuit is padded to size padg := padg (A, n, s), which is determined in analysis.
1. Compute MSK* <« P(i) and rgnc < Fg. (7).

2. Return CT; < 1Key.PEnc(MSK, tag, m; rgnc).

Figure 3.9: The description of PEikey.

*
Enc’

Encryption circuit E’ﬁ(ey[S*, Sg__,tag, mg, my, CT;+](4) :

Hardwired: Two punctured PRF keys S* and S¢, ., a tag tag, two messages mg and mq, and
a ciphertext CT ;.
Input: An index i € [¢].
Padding: This circuit is padded to size padg := padg (), n, s), which is determined in analysis.
1. If i = 4" and CT;« # L, return CT;».
2. Else, compute as follows:
e Compute &, + Fs+(i) and 7gnc = Fsy ().
e Compute MSK; + 1Key.Setup(1)‘;r§etup).

o If i < 4* compute CT; < 1Key.Enc(MSK;, tag, m1;7gnc), and otherwise compute
CT; < 1Key.Enc(MSK;, tag, mo; rgnc)-

Return CT;.

Proof of Theorem 3.4.1.

Figure 3.10: The description of Ef,_ . The circuit is defined for every i* € [q].
1Key

we analyze the efficiency. Finally, we complete the security proof.

Padding Parameter.

For this reason, we need appropriate size padding for these circuits.

We first determine the size of padding parameters. Then,

Below, let s and n be the upper bound of size and input length of functions supported
by CollSuc.

circuits Ejkey, PEikey, and E’fKey for every i* € [¢] are indistinguishable when we obfuscate

them by SXIO. Moreover, the obfuscated Pike, and Pi}ey also need to be indistinguishable.

analyze the size of padding for Pike, and P’fKey because the description of PE;ke, includes

obfuscated Pikey.

In order to complete this proof, we ensure that the encryption

Below, we first

To guarantee the indistinguishability of Pike, and PTKey when we obfuscate them, we
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Punctured key generation circuit Pﬁ;ey [S*, Spnes tag, MSKZ.](4) :

Punc’

Hardwired: Two PRF keys S and Spync, a tag tag, and a punctured master secret key MSK. .
Input: An index i € [q].

Padding: This circuit is padded to size padp := padp(), n, s), which is determined in analysis.

1. If i = *, return MSK;..

2. Else, compute as follows:

e Compute rgetup + Fs: (i) and rpync = Fsy, (7).

e Compute MSK; <+ 1Key.Setup(1’\;r§etup).
e Return MSK} {tag} + 1Key.Punc(MSK;, tag; Tpunc)-

Figure 3.11: The description of P{y,,. The circuit is defined for every i* € [g].

need to set

padp := max(|Pikey|, szKeyD .

Both Pike, and Pil*Key includes two PRF evaluation over the domain [¢], and the key
generation and puncturing procedure of OneKey. Since OneKey is a single-key scheme,
and ¢ is determined independently of OneKey, the running time of each algorithm of

OneKey is independent of g. Therefore, we have

padp S p0|Y(/\7 log q) + p0|y(>\7 n, S)
< polyp(A, n, 5,logq)

where polyp is some fixed polynomial.
Then, we move on to the analysis of the padding parameter for encryption algorithms.

We need to set padg as

padg := max(|E1Key| ) |PE1Key| ) }EszeyD .

Eikey and Ejy,, for every i* € [¢] consists of two PRF evaluation over the domain [g],

and the key generation and encryption procedure of OneKey. Therefore, we have

max(|Eikey| , E’fKey}) < poly(A, n, s,logq) . (3.2)

In addition, PEjke, includes one PRF evaluation over the domain [¢], the execution
of P that is obfuscated P by sxiO, and the punctured encryption procedure of OneKey.

Then, since the non-trivial efficiency of sxiO, when we obfuscate a circuit C' with input
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space [N] by sxiO, we can bound the size of obfuscated C' by N7-|C|°- polyg;»(A), where

v < 1 and c are constants. Thus, we have
‘P‘ < q" - [P[°- polygio(A)

= ¢ - |polyp(A, 1, s,10g )| - polygien(A)
< ¢ -poly(A,n,s)

where ~; is an arbitrary constant such that v < v; < 1. Hence, we obtain

|PE1key| < poly(X,logq) 4+ ¢ - poly(A, n, s) + poly(A, n, s)
< g™ - poly(A,n,s) . (3.3)

Therefore, from inequalities 3.2 and 3.3, we have
padE S q’yl : po'yE()‘a n, S) ) (34)

where polyg is some fixed polynomial.

Efficiency. To simplify the efficiency analysis, we assume that we use two different
SXIO sxiO and sxiQ’. We use sxiO to obfuscate Pikey. We use sxiO’ to obfuscate Eikey
and PEjkey-

We assume that when we obfuscate a circuit C' with input space [N] by sxiO and
sxiQ’, we can bound the size of sxiO(C') and sxiO'(C') by

N7 ‘C’C ' pOIysxi(’)(A) and N’Y/ ’ ’C|C/ ’ pOIysxiO’()\> )

respectively, where v and +/ are constants strictly smaller than 1, and ¢ and ¢’ are con-
stants.
Then, from inequality 3.4, we can bound the running time of both CS.Enc and CS.PEnc
by
¢"" - (padg)” - polygio(A) < ¢+ (g7 - polyg(, 1, 5))° - polygio ()
< ¢ poly(A,n, 5)

where v is an arbitrary constant such that v <y < 1.

Therefore, if we have 7' 4 ¢’y < 1, we can conclude that CollSuc is collusion-succinct.
From Theorem 2.5.1, using a collusion-resistant SKFE scheme, we can construct SXIO
with arbitrary constant compression factor. Thus, we can use SXIO with compression
factor smaller than 1;—7/ as sxiO, and ensure that 4 := v + ¢’y < 1 in our construction
by assuming a collusion-resistant SKFE scheme.

This completes the efficiency analysis.
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Indistinguishability of functionality under puncturing. A ciphertext output by
the standard encryption algorithm is an obfuscated circuit of Ejkey. A ciphertext out-
put by the punctured encryption algorithm is an obfuscated circuit of PEike,. Thus,
if we prove that Ejke, and PEike, are functionally equivalent, d-indistinguishability of
functionality under puncturing of CollSuc holds due to the d-security of sxiO.

Note that P in PEikey has the exactly same functionality as Pike, due to the func-
tionality preserving property of sxiO. Thus, on input ¢ € [g], Eikey, and PEjke, basically

compute the followings:
1. Compute 7§y, < Fs(i) and 7gac < Fsp, (7).
2. Compute MSK; < 1Key.Setup(1*; 7.y, )-
3. Eikey and PEikey respectively computes CT; as follows:

e Eikey computes CT; < 1Key.Enc(MSK;, tag’, m; renc)

e PEike, computes CT; < 1Key.PEnc(MSK? {tag}, tag’, m; renc) by using MSK? {tag} «
1Key.Punc(MSK;, tag; 7punc) and rpync <— Fsp,. (7).

4. Return CT;.

Recall that OneKey satisfies functionality preserving under puncturing property defined in
Definition 3.2.2. Thus, both E;ke, and PE;key compute the same CT; as long as tag’ # tag
holds and the same Sgnc is used in both circuits.

Thus, we can conclude that CollSuc satisfies d-indistinguishability of functionality

under puncturing by the d-security of sxiO.

Semantic security at punctured tag. Let A be a valid adversary that attacks the
semantic security at punctured tag of CollSuc. We prove it via a sequence of games. Let

SUC; denote the event that A succeeds in guessing the challenge bit b in Game j.

Game 0 This is the punctured semantic security game regarding CollSuc. Then, we have
AV, isuca(A) = 2| Pr[SUCo] — 1|. The detailed description is as follows.

1. The challenger generates S <~ {0,1}* and sets MSK < S. The challenger also

chooses a challenge bit b <~ {0,1}. The challenger sends security parameter
1* to A.

2. Asends (mg,m1) € M x M, tag € T, and {f;}ic[q to the challenger.

3. The challenger generates Sgn < {0,1}* and computes CT sxiO(E1key[5,
SEnCv tag7 m])
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Next, for every i € [q], the challenger computes as follows. The challenger
computes &y,  Fs(i), MSK; « 1Key.Setup(1*;7¢,,,), and 1Key.sky, «
1Key.KG(MSK;, fi). The challenger sets sky, < (i, 1Key.sky,).

Then, the challenger generates Spunc < {0, 1}* and P« sXiO(P1key[S, Spunc, tag]).
Then, the challenger sets MSK*{tag} « P.

The challenger returns (MSK*{tag}, CT, {sky, },.,,) to A.
4. A outputs V' € {0,1}.
Then, for every i* € [q], we define the following games. We define Game (6,0)

as the same game as Game 0. Let SUC;+) denote the event that A succeeds in

guessing the challenge bit b in Game (¢,i*) for every £ € {1,...,6} and i* € [q].

Game (1,7*) Same as Game (6,7* — 1) except the followings. The challenger generates

CT  sxiO(Eix, [S*{i*}, Sgnc{i*}, tag, my, my, CT;+]), where CT;» < 1Key.Enc(MSK;-,

Enc
tag, my; Ttne ), MSK;+ <= 1Key.Setup(1; 76 )s T6erup < Fs(i*), and g < Fsg (i)
The only difference between Game (6,:* — 1) and (1,4*) is how CT is generated. In
Game (6,7*—1), CT is generated by CT <« sxiO(EfK_ei S, Sgnc, tag, my, mq, L]). How-
ever, we see that EfK;}l,[S, Sknc, tag, my, my, L] and Efy, [S*{i*}, SE, {i*}, tag, ms, my, CT:]
have exactly the same functionality. Therefore, by the indistinguishability guaran-
tee of sxiO, we have |Pr[SUC(g +_1)] — Pr[SUC( ]| < 60 for every i* € [q].

Game (2,i*) Same as Game (1,i*) except the followings. The challenger generates P <

sXIO(Plkey [S™{i*}, Spuncii*}, tag, MSK}. {tag}]), where MSKj. {tag} < 1Key.Punc(MSK;.,

Punc
el
tag’ TPunc)'

Similarly to the analysis between Game (6,7* — 1) and (1,4*), due to the indistin-
guishability guarantee of sxiO and the fact that Pikey[S, Spunc, tag] and P{y, [S*{i*},
Spunc{i*}, tag, MSK?, {tag}] have the same functionality, |Pr[SUC(j +)] — Pr[SUC(2,-)]
6% holds for every i* € [q].

<

Game (3,i*) Same as Game (2,7*) except that the challenger generates 4., 7'gne, and

Tbune @S truly random strings.

From the pseudorandomness of PPRF,

Pr[SUC(2,;+)] — Pr[SUC(5,+]| < 6V holds for
every i* € [q].

Game (4,i*) Same as Game (3,7*) except that the challenger generates CT;« as CT;« <

1Key.Enc(MSK;-, tag, m).
In both Game (3,4*) and (4,7*), all of MSK;«, MSK?.{tag}, and CT,- are generated

under truly random strings. In addition, since A is a valid adversary, it holds
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that fi«(mg) = fi«(mq). Therefore, from the semantic security at punctured tag of
OneKey, we obtain |Pr[SUC(37i*)] — Pr[SUC(4,]| < 6%W for every i* € [q].

Game (5,7*) Same as Game (4,i*) except that the challenger generates rg;tup, rt ., and

r5.ne Using PPRF.
Pr[SUC(4,;+)] — Pr[SUC(5,+)]| < 6V holds for

From the pseudorandomness of PPRF,

every i* € [q].

Game (6,i*) Same as Game (5,7*) except that the challenger generates CT < sxiO(Ejy, [S,
Sknc, tag, mp, my, L]) and P sXiO(P1key[S; Spunc, tag]).

Similarly to the analysis between Game (6,i* — 1) and (1,7*), due to the in-
distinguishability guarantee of sxiO and the fact that Efy, [S*{i*}, Sg, {i*}, tag,
my, my, CT;«| and E’fKey[S, Sknc, tag, my, mq, L] have exactly the same functionality,
we have |Pr[SUC(s )] — Pr[SUC(s,)]| < 0% for every i* € [q].

We define one additional game.

Game 7 Same as Game (6,q) except the followings. The challenger generates CT <«
sXiO(E1key[S, Skenc, tag, my]).
In Game (6, q), CT is generated by CT < sxi(’)(E‘{Key[kSY7 Sknc, tag, my, mq, L]). E'{Key S,
Sknc, tag, my, mq, L] always ignores m; and outputs a ciphertext of my. Therefore,
E‘{Key[S, Sknc, tag, mp, my, L] and Ejkey[S, Sknc, tag, m1| have the same functionality.
Thus, we have |Pr[SUC( ] — Pr[SUC7]| < ¢ from the indistinguishability guar-

antee of sxiO.

In Game 7, the choice of the challenge bit b is information theoretically hidden from
the view of A, and thus we have |Pr[SUC7] — %| = (. Then, we can estimate the advantage
of A as

1, « 1

§AchOnsuc,A(>\) = | Pr[SUC,] — 5‘

< |Pr[SUC,] — Pr[SUC]|

5
< [Pr[suco] — Pr[SUCH ]| + Y D |Pr[SUC(m)] — PrSUC( 41,

i*€lq] £=1
+ |Pr[SUC )] — Pr[SUC]|
(3.5)

From the above argument, each term of the right side of inequality 3.5 is bounded by
6. Therefore, we see that Advg,s . 4(A) < 0. Since the choice of A is arbitrary,
CollSuc satisfies d-semantic security at punctured tag. O (Theorem 3.4.1)
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3.4.2 From Collusion-Succinct to Weakly-Succinct

In this section, we show how to construct a single-key weakly-succinct puncturable SKFE
scheme from a collusion-succinct one.

This transformation is based on those proposed by Bitansky and Vaikuntanathan [BV15]
and Ananth et al. [AJS15], and thus utilizes a decomposable randomized encoding. The
difference is that we must consider puncturing and punctured encryption algorithms since
we construct a puncturable SKFE scheme. In fact, we show their construction works for
puncturable SKFE schemes. In addition, we consider semantic security defined in the
weakly-selective security manner while they considered selective security. Below, we give
the construction.

We construct single-key puncturable SKFE WeakSuc = (WS.Setup, WS.KG, WS.Enc,
WS.Dec, WS.Punc, WS.PEnc). Let s and n be the maximum size and input length of
functions supported by WeakSuc. Let RE be c-local decomposable randomized encod-
ing, where ¢ is a constant. We suppose that the number of decomposed encodings of
RE for a function of size s is p. Then, p is a polynomial bounded by s - polygg (A, n),
where polyge(A, n) is a fixed polynomial. We also suppose that the randomness space
of RE is {0,1}”, where p is a polynomial bounded by s - polyge(A,n). Let CollSuc =
(CS.Setup, CS.KG, CS.Enc, CS.Dec, CS.Punc, CS.PEnc) be puncturable SKFE whose index
space and tag space are [u] and T, respectively. Let SKE = (E,D) be SKE and F PRF.
In the scheme, we use F : {0, 1}* x ({0,1}* x [p]) — {0,1}. Using CollSuc, RE, SKE, and
F, we construct WeakSuc as follows. The tag space of WeakSuc is T.

WS .Setup(1?) :
e Return MSK « CS.Setup(1?*).
WS.KG(MSK, f) :

e Generate K < {0,1}* and t < {0, 1}*.

e Compute f < RE(1*, f) and decomposed encodings fl, e fu together with
sets of integers (Ry,---,R,). R; indicates which bit of a randomness f; de-

pends on for every i € [u]. Note that R; C [p] and |R;| = ¢ for every i € [u].

e Generate CT?ke — E(K,O‘fi(”')‘), and compute skg,, < CS.KG(MSK, End,e[fi,
Ry, t,CT5],4) for every i € [u]. Enge defined in Figure 3.12.

o Return sky < (sken,, - ,Sken, ).
WS.Enc(MSK, tag, m) :

o Generate Sencg < {0, 1}
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Decomposable Randomized Encoding Circuit Eng. [f“ R;,t, CTjke](m, Sencd; K)
Hardwired: A randomized encoding fi, a set R;, a string ¢, and a ciphertext CT?ke.
Input: A message m, a PRF key Sencd, and an SKE secret key K.

1. If m = L, return e; < D(K, CT5).
2. Else, compute as follows:
o For j € R;, compute 7 < F(Sencd; t||7), set 7r, < {7;}jer;-

e Return e; + fi(m; TR;)-

Figure 3.12: The description of Engye.

e Return CT <« CS.Enc(MSK, tag, (m, Sencd, L)).
WS.Dec(sky, tag, CT) :

o Parse (sken,,- - ,Sken,) < sk.
e For every i € [u], compute e; < CS.Dec(skg,,, tag, CT).
e Decode y from (eq, - ,e,).

e Return y.
WS.Punc(MSK;, tag) :

e Return MSK*{tag} < CS.Punc(MSK; tag).
WS.PEnc(MSK*, tag’,m) :

o Generate Sencq < {0, 1}
e Return CT < CS.PEnc(MSK*, tag’, (m, Sencd, L))-

Theorem 3.4.2 Let §(-) be negligible function. Let CollSuc be (6,6)-secure puncturable
SKFE with indistinguishability of functionality that can issue p functional keys and is
collusion-succinct with compression factor v, where v < 1 is a constant. Let RE, SKE,
and F be §-secure decomposable randomized encoding, SKE, and PRF, respectively. Then,
WeakSuc be (0,0)-secure single-key puncturable SKFE with indistinguishability of func-
tionality that is weakly-succinct with compression factor ', where ~' is a constant such
that v <+ < 1.

Proof of Theorem 3.4.2. We start with analyzing the weak succinctness of WeakSuc,

and then move on to the security proof.
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Efficiency. Let En),. denote the circuit Engye| fis Rit, CT$*]. In order to issue one func-
tional key, the construction needs to issue 1 - pu < s - polyge(A,n) keys of CollSuc since
we consider functions of size s and n-bit input. Thus, we choose p as the number of is-
suable keys of CollSuc. The size of En, is bounded by polyg, (A, n,log s) since the size of
fi, R;, and CT5*® are independent of s from the decomposability of RE, t is a A-bit string,
and the running time of the PRF evaluation in En} . is logarithmic in s, where polyg,
is a polynomial. Since CollSuc is collusion-succinct, the encryption time of WeakSuc is
bounded by

(7 - poly(A, n, |[Ende]) < (s - polyge(A, 1)) - poly(A, m, polyg, (A, m,log s)) < s7 - poly(\,n) |

where v and 7/ are constants such that 0 < v < 4’ < 1. This implies that WeakSuc is

weakly-succinct.

Indistinguishability of functionality under puncturing. WS.Enc and WS.PEnc
just outputs a ciphertext output by CS.Enc and CS.PEnc, respectively. Therefore, we can
see that if CollSuc satisfies d-indistinguishability of functionality under puncturing, then
so does WeakSuc.

Semantic security at punctured tag. Let A be an adversary that attacks the se-
mantic security at punctured tag of WeakSuc. We prove it via sequence of games. Below,
for every ¢ € {0,...,4}, let SUC, be the event that A succeeds in guessing the challenge
bit b in Game /.

Game 0: This is the punctured semantic security game regarding WeakSuc. Then, we
have Adviyeasuc.a(A) = 2| Pr[SUCo] — 3|. The detailed description is as follows.

1. The challenger generate Seneq < {0,1}* and computes CT < CS.Enc(MSK,
tag, (1M, Sencd, L)). The challenger sends security parameter 1* to A.

2. A sends (mg,m;) € M x M, tag € T, and a function f to the challenger.

3. The challenger generates MSK <— CS.Setup(1*). The challenger also chooses a
challenge bit b <~ {0, 1}.
Next, the challenger generates K <~ {0,1}* and ¢ < {0,1}*, and com-
putes f < RE(1*, f) and decomposed encodings fl e f# together with sets
(Ry,---,R,). Then, the challenger generates CT?ke +— E(K, 0|fi("')|), and com-
putes skgy, + CS.KG(MSK, Engee[fi, Ry, t, CTS¢,4) for every i € [u]. Moreover,
the challenger sets sky < (skgn,, -, SKgn, ).

Then, the challenger computes MSK*{tag} < CS.Punc(MSK; tag).
The challenger returns (MSK*{tag}, CT,sky) to A.
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4. A outputs v/ € {0, 1}.

Game 1 Same as Game 0 except that the challenger generates CT$ « E(K,e;) for
every i € ], where e; < f;(mp;TR,).
In Game 0 and 1, A is not given any information of secret key K of SKE. Therefore,
from the security guarantee of SKE, we have |Pr[SUC,] — Pr[SUC,]| < 6%,

Game 2 Same as Game 1 except that the challenger generates CT < CS.Enc(MSK,
tag, (L, L, K)).

We can see that for every i € [u], we have
Endre[fiy Ri> ta CTzke] (mba Sencda J—) = fi(mb; TRZ') = Endre[fia Ria t> CTzs‘ke](J—a J—a K)

Therefore, from the semantic security at punctured tag of CollSuc, it holds that
|Pr[SUC,] — Pr[SUC,]| < 6%,

Game 3 Same as Game 2 except that the challenger generates r; as a truly random
string for every j € [p].
From the pseudorandomness of F, we have |Pr[SUC,] — Pr[SUCs]| < 6%,

Game 4 Same as Game 3 except that the challenger generates {ei}ie[u] + Sim(1%, s,y),
where Sim is a simulator for RE and y = f(mg) = f(ma).

In Game 3 and 4, for every i € [u], e; hardwired into Eng. after encrypted is
generated with a truly random string. Therefore, from the security guarantee of
RE, we have |Pr[SUC3] — Pr[SUC,]| < §V),

In Game 4, the choice of the challenge bit b is information theoretically hidden from
the view of A, and thus we have |Pr[SUC,] — 1| = 0. Then, we can estimate the advantage
of A as

1 1
§Advflf/eak5uc,.4<)‘) = ‘Pr[SUCO} - 5‘

< |Pr[SUC,] — Pr[SUC,]|

< 23: |Pr[SUC,] — Pr[SUCpy4]| - (3.6)

From the above argument, each term of the right side of inequality 3.6 is bounded by
6. Therefore, we see that Adviyesuea(A) < 091, Since the choice of A is arbitrary,

WeakSuc satisfies d-semantic security at punctured tag. O (Theorem 3.4.2)
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3.5 Indistinguishability Obfuscation from Puncturable
SKFE

We show how to construct 10 from puncturable SKFE satisfying only indistinguishability

of functionality under puncturing. Formally, we prove the following theorem.

Theorem 3.5.1 Let 6(\) = 27, where e < 1 is a constant. Assuming there exists (8,0)-
secure single-key weakly-succinct puncturable SKFE with indistinguishability of function-

ality for all circuits. Then, there exists secure 10 for all circuits.

In addition, by combining Theorem 2.5.1, 3.3.1, 3.4.1, and 3.4.2, we also obtain the

following theorem.

Theorem 3.5.2 Assuming there exists §-secure collusion-resistant SKFFE for all circuits,
where 6(-) is a negligible function. Then, there exists (0,0)-secure single-key weakly-

succinct puncturable SKFE with indistinguishability of functionality for all circuits.

In order to obtain Theorem 3.5.2, we also use d-secure PRF, puncturable PRF, plain
SKE, garbling scheme, and decomposable randomized encoding as building blocks. From
Theorem 2.2.1,2.2.2, 2.2.3, 2.2.4, and 2.2.5, all of these primitives are implied by d-secure
one-way functions thus implied by d-secure collusion-resistant SKFE for all circuits.

By combining Theorem 3.5.1 and 3.5.2, we obtain the following main theorem.

Theorem 3.5.3 Let 6(\) = 27, where € < 1 is a constant. Assuming there exists
d-secure collusion-resistant SKFE for all circuits. Then, there exists secure 10 for all

circuits.

Remark 3.5.1 (IO for circuits with input of poly-logarithmic length) The secu-
rity loss of our 10 construction is exponential in the input length of circuits, but is inde-
pendent of the size of circuits. Thus, if the input length of circuits is poly-logarithmic in
the security parameter, our 10 construction incurs only quasi-polynomial security loss re-
gardless of the size of circuits. Therefore, we can obtain 10O for circuits of polynomial size
with input of poly-logarithmic length from quasi-polynomially secure collusion-resistant
SKFFE for all circuits. This is an improvement over the 10 construction by Komargodsk:i
and Segev [KS17]. They showed that 10 for circuits of sub-polynomial size with input of
poly-logarithmic length is constructed from quasi-polynomially secure collusion-resistant
SKFE for all circuits.
Komargodski and Segev also showed that the combination of their 10 and sub-exponentially

secure one-way functions yields succinct and collusion-resistant PKFFE for circuits of sub-

polynomial size with input of poly-logarithmic length. We observe that our 10 for circuits

23



of polynomial size with input of poly-logarithmic length leads to succinct and collusion-
resistant PKFE for circuits of polynomial size with input of poly-logarithmic length by
combining sub-exponentially secure one-way functions from the result of Komargodski and

Segev.

To prove Theorem 3.5.1, we first give the construction of IO based on puncturable

SKFE. Then, we analyze its security and efficiency.

3.5.1 Construction

Our construction of IO is almost the same as that of Bitansky and Vaikuntanathan [BV15].
The notable difference is that we use the relaxed variant of puncturable SKFE in Defi-
nition 3.2.4 instead of PKFE or their puncturable SKFE. Thus, the security analysis of
our IO is different from and more complex than that of Bitansky and Vaikuntanathan.

Let pSKFE = (Setup, KG, Enc, Dec, Punc, PEnc) be a single-key weakly-succinct punc-
turable SKFE scheme. Let SKE = (E,D) be an SKE scheme and PPRF = (F, Puncg)
a puncturable PRF. Below, let A denote the security parameter given to these building
block schemes. Let §(A\) = 27, where ¢ < 1 is a constant. We assume that pSKFE is a
(0, 0)-secure puncturable SKFE with indistinguishability of functionality under punctur-
ing. In addition, we assume that SKE and PPRF are d-secure. Note that the existence of
such SKE and PPRF are implied by that of pSKFE. Using pSKFE, SKE, and PPRF, we
construct an indistinguishability obfuscation iO as follows.

Given a circuit C' : {0,1}" — {0,1}"™ and a security parameter A, the obfuscator iO
first sets the security parameter A for building block schemes as A = w((n? + log \)'/<).
i0 uses pSKFE whose tag space and message space is {0,1}" and {0,1}" x {0,1}* x
{0, 1}, respectively. iO also uses PPRF whose domain is {0,1}". When a shorter string
than expected is used as an input to these schemes, we always consider that it is fed
after padded to the appropriate length. iO invokes the following recursive obfuscation

procedure ri(’)(li, n,C) in order to obfuscate C.
AO(12, 4, Cy) :
o If i = 1, return C; + (C;(0), C;(1)).

e Else, runs as follows:

— Generate K, K;; < {0, 1}* and compute CTZkOe — E(Kip,C;) and CT;kf —
E(K;1,C)).

— Generate MSK; « Setup(1*) and compute skg,, + KG(MSK;, Evi[Cij‘(f,
CTfkf]) The circuit Ev; is defined in Figure 3.13.
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Evaluation Circuit Ev; [CT?T& CTikle] (z;, K, @)
Hardwired: Two ciphertexts CT?E(S and CTjt(f :
Input: A string x; € {0,1}%, a SKE key K, and a bit o € {0, 1}.

1. Compute C; + D(K, CTikZi)
2. Return U(C;, x;).

Figure 3.13: The description of Ev; for every i € {2,...,n}. In the description, U(-,-) is

an universal circuit.

Encryption Circuit E;_; ,[MSK;, K;, S;](®i—1)

Hardwired: A master secret key MSK;, a SKE key K;, and a PRF key 5.
Input: A string x;—; € {0,1}'71.
Padding: This circuit is padded to size padiE_1 = padiE_l()\7 n, s), which is determined in anal-

ysis.

1. For x; € {0,1}, compute as follows:

x|z

e Compute 7g,- """ = Fg, (xi—1]|;).

x|z

e Compute CT; 5, « Enc(MSK;, @;_1, (x;—1||zi, K;, )5 rg.e ).
2. Return (CTi707 CTi’l).

Figure 3.14: The description of E;_;, for every i € {3,...,n} and o € {0, 1}.

— Generate S; < {0,1};\ and compute Ei_l — riO(l;\,z’ — 1,Ei_19[MSK;,
K, S:]). The circuit E;_; ¢ is defined in Figure 4.4.
— Return C; « (skE\,i,Ei,l).

The corresponding recursive evaluation procedure is as follows. We can evaluate
C(x,) by invoking rEval(n, 6’, x,), where C rO(1*,n,C) and z, € {0,1}"

rEval(i, C;, ;) -
o If i =1, parse (CT1,CTy;) < C; and return CTia,-
e Else, runs as follows:
— Parse (SkEviaﬁi—l) — 57, and aci_1||xi — ;.

- Compute (CT,‘70, CTi,l) < rEvaI(i — ]_,Ei_l, wi—l)-
— Return y < Dec(skgy,, z;—1,CT; 4, ).

Remark 3.5.2 (On the parameter setting of \) In the construction we set the se-

curity parameter A for building blocks as A= w ((n2 + log )\)1/6). In fact, this setting
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is the same as that of Bitansky and Vaikuntanathan [BV15]. However, the security loss
1s different between this work and the work by Bitansky and Vaikuntanathan. In our
construction, 20 security loss occurs while the construction of Bitansky and Vaikun-
tanathan incurs 2°°/2) Joss. The difference occurs due to our additional exponential
hybrids that we need to complete the security proof when the building block puncturable
SKFE scheme satisfies only indistinguishability of functionality under puncturing prop-

erty. For the detailed security analysis, see Section 3.5.2.

Note that the size of padding for the encryption circuit E;_; , is determined in the
security analysis of our indistinguishability obfuscator iO. We need to know the size of
padding in order to analyze the efficiency of iO. Therefore, we first analyze the security
of iO in Section 3.5.2. Then, we analyze the efficiency of iO in Section 3.5.3. We complete
the proof of Theorem 3.5.1 by completing the analysis of security and efficiency.

3.5.2 Security Analysis

Our goal is to prove that for any PPT distinguisher D and circuits Cy and C of the same

functionality, we have

|Pr [D(i0(1%, Cy)) = 1] — Pr [D(O(1Y, Cy)) = 1]|
— ‘Pr [D(riom,n, Cy)) = 1} ~Pr [D(ﬁ@(ﬁ,n, 0)) = 1” = negl()) .

In order to prove this, for every i € [n], we define

Pr [Di(riom,@, Cio)) = 1] —Pr [Di(riom,i,ci,l)) — 1} ‘ ,

0; := max
Ci0,Ci1

where D; is a PPT distinguisher and (¢ and C;; are pair of any circuits with 4-bit input

that are the same functionality. Then, our goal is restated to show that 6, < 2-«(°8?)

holds.
Note that we have d; = 0. This is because circuits with 1-bit input 'y and C,; of
the same functionality are both obfuscated to the same truth table. Our goal is to prove

the following lemma.

Lemma 3.5.1 Let 6(\) = 27X Assuming that SKE and PPRF are §-secure and pSKFE
is a (8, 0)-secure puncturable SKFE with indistinguishability of functionality. It holds that

§; < 22071 . O(8;_y + 2720 (3.7)

for every i € {2,--- ,n}.

26



By this lemma, we can estimate §,, as

Gn < 22070 O(6,-y +27909)
< 22(n71) . O((Snfl) + 22(n71) . 0(279(5\6)>

<. < (Z H22(nj)> . 0(2*9(5\‘)) <n-m. 0(2*0-’(”2+10g)\)) < g—w(logd)

i=1 j=1

This inequality shows that we complete the proof of Theorem 3.5.3.
Therefore, if we prove that inequality 3.7 holds for every i € {2,---,n}, that is
Lemma 3.5.1, we can conclude that our iO is a secure indistinguishability obfuscator. In

the rest of this section, we prove that inequality 3.7 holds for every i € {2,--- ,n}.

Let i € {2,...,n}. Let D; be any PPT distinguisher again. In addition, let C;, and
C;1 be circuits with ¢-bit input of the same functionality that maximize the value of ¢;.

First, we consider the following sequence of hybrid experiments.

Ho : In this experiment, D; is given an obfuscation of the circuit Cj o, that is riO(l)‘, i,Cio).

H; : Same as H, except that C-I'Zs-ﬁe is generated as CTjﬁe < E(K;1,C;1). Note that in
Ho, CTj‘f‘f is generated as CTj’kf — E(Ki1,Cip).

Ho : Same as H; except that Ei_l is generated as Ei_l — riO(lS‘,i — 1,E;_11[MSK;,
Ki,l,Si]). Note that in 7‘[1, Ei—l is generated as Ei—l — I’iO(l/\,i — 1, Ei_l’o[MSKi,
Ki,O)‘S’i])'

Hs : Same as Hs except that CT%e is generated as CTZK(;e +— E(Ki,C;1). Note that in
Ho, CT?E‘; is generated as CT%e — E(Ki1,Cip).

H, : Same as Hs except that E, , is generated as E,, « ri(’)(lj‘,i — 1,E;_19[MSK;,
K;0,Si]). Note that in this experiment, the distribution of the input to D; is

exactly the same as an obfuscation of the circuit C;;, that is riO(lx7 i,Ci1).

For an experiment H, we let D;(H) denote the event that D; outputs 1 in H. Then,

we can estimate J; as
3
0 < > [Pr[Dy(H,)] — Pr[Di(H,.,)]| - (3.9)
=0

In the following, by estimating each term of the right hand side of inequality 3.8,
we prove that inequality 3.7 holds for every i € {2,--- ,n}. We give relations of hybrid
experiments in Figure 3.15 and 3.19 in order to see easily the dependences of hybrid

experiments.
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Lemma 3.5.2 Lemma 3.5.2  Reverse of H; to H,

Lemma 3.5.3 Lemma 3.5.3

~ ‘Lemma 3.5.5 ~ i Reverse of My, to 7-[(1)7]-
- Nﬁ
Lemma 3.5.4

Figure 3.15: Relations of the hybrid experiments from H, to H, for the security of riO.

Solid lines denote that the indistinguihability is proven by one step. Dashed lines denote

that we use a few hybrid experiments to prove the indistinguishability. Dotted lines

denote that we use many hybrid experiments to prove the indistinguishability (Figure 3.19

illustrates those of hybrid experiments for Lemma 3.5.5).

From H, to H, and From #, to H,

First, we estimate |Pr[D;(H,)] — Pr[D;(#,)]| and |Pr[D;(H,)] — Pr[D;(#H;)]|. In fact, we

can easily bound these values by the security of SKE. Formally, we have the following

lemma.

Lemma 3.5.2 Let SKE be §-secure, where §(\) = 27, Then, |Pr[Di(H,)] — Pr[D:i(H,)]| <
2794 and |Pr[D;(H,)] — Pr[D;(H,)]] < 27209,

The proof of this lemma is straightforward and thus we omit it.

From #H, to H, and From H; to H,

Next, we estimate |Pr[D;(#,)] — Pr[D;(H,)]| and |Pr[D;(H3)] — Pr[Di(H,)]|. Since the

difference between H, and H,, and that of H; and H, are almost symmetric, we focus
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Encryption Circuit E 1IMSK;, K 0, K1, Sil(2i-1)

Hardwired: A master secret key MSK;, two SKE keys K; o and K; 1, and a PRF key 5.
Input: A string x;_; € {0,1}71.
Padding: This circuit is padded to size padiEf1 = padiEfl()\7 n, s), which is determined in anal-

ysis.

1. If ¢;_1 < 7, set a + 1, and otherwise, set a + 0.

2. For z; € {0,1}, compute as follows:

xi—1]|T;
Enc

e Compute r — Fs,(xi—1]|zi)-

xi_1]|z;

e Compute CT;,, < Enc(MSK, x;_1, (xi—1||zi, Ki o, )i g0 )-

3. Return (CTL(), CTiJ).

Figure 3.16: The description of Eg_l. The red underline is the difference from E;_q ,.

on estimating |Pr[D;(#,)] — Pr[D;(H,)]| here. We can apply the following arguments for
the estimation of |Pr[D;(#H;)] — Pr[D;(H,)]].

In order to accomplish the estimation of |Pr[D;(H,)] — Pr[D;(H,)]|, we first introduce
intermediate hybrid experiments #, ; between H; and H,, where j € {0,--- , 20711 In
the following, let 5 € {0,1}*~* U {1]|0°"*} be the binary representation of j.

H,; : Inthis experiment, E; ; is computed as E, , ri(’)(lj‘, i—1, Eg_l[MSKi, Kio, K;1,Si]).
The circuit E/_, is defined in Figure 3.16.

Then, we have

|Pr[D;i(H,)] — Pr[Di(H,)]] < }Pr[Di(IHl)] - Pr[Dz‘(Hl,o)H

+ Z |Pr[D i(Hy )] Pr[Di<H1,j+1)H
+ \Pr i(Hy 0-1)] — Pr[D;(H,)]]

If we use a PKFE scheme instead of our puncturable SKFE scheme, we can directly prove
the indistinguishability between H, ; and H, ;,,. However, to estimate each term of the
right hand size of the above inequality, we need introduce the following additional hybrid

experiments for every j € {1,...,2""!} since we use a puncturable SKFE scheme.

H(l),j : Ei,1 s Computed as Eifl < rIO(lS\, ’l—l, PE{_I[MSKr{J}, Kl 05 Ki,ly SZ{_]HO,]Hl}, U;,0, ui,l])
in this experiment, where u;;, <— Enc(MSK;, 7, (4|0, Ki 0, 0); rJEU]IZ) and T%Uf; — Fs,(71|0)
for every b € {0,1}. The circuit PEJ_, is defined in Figure 3.17. The other part of

this experiment is same as H, ;.
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Punctured Encryption Circuit Pngl[MSK;‘{j},KW,K@’l, {0, 51111}, w0, wia] (i)
Hardwired: A punctured master secret key MSK? {7}, two SKE keys K; ¢ and K; 1, a punctured
PRF key S;{j10,4]|1}, and two ciphertexts u; o and wu; ;.
Input: A string ;1 € {0,1}*L.
Padding: This circuit is padded to size padf{1 = padf{l()\7 n, s), which is determined in anal-

ysis.

1. fx,_1 = j, return (u;0,%;1)-

2. Else, set ao +— 1 if ;_1 < 7 and «a < 0 otherwise.
3. For z; € {0,1}, compute as follows:

i1z

o Compute g, """  Fs: (0,51} (@i-1zi).

xT; 1”:6 )

e Compute CT; ;, < PEnc(MSK; {3}, @;—1, (@i—1||zi, Ki o, @); g

4. Return (CT;,0,CT;1).

Figure 3.17: The description of PEJ ;. Red underlines are differences from EJ_,.

Hi; : Same as H{ ; except that u,y is computed by u;p < Enc(MSK, 7, (4|b, K1, 1); T'é'li)

and 7P FSZ_(JHb) for every b € {0, 1}.

Enc

Then, we can estimate |Pr[D;(H,)] — Pr[D;(H,)]| in more detail and obtain

|Pr[Di(H,)] = Pr[Di(Hy)]| < }Pr[Di('Hl)] — Pr[D;i(H, )]

T Z [Pr{D;(H, ;)] — Pr[Di(HS,)]|

2i-11

+ ) [P~ Pe(Di(Hi )

2t—1_1

+ Z |Pr[D;(H1 ;)] — Pr[Di(Hy 41|
+‘Pr ilH1,2ifl)]_Pr[Di(H2)H : (3.9)

In the rest of this section, we estimate each term of the right side of inequality 3.9 by
Lemma 3.5.3, 3.5.4, and 3.5.5.

From #H, to H,, and from #H, ,, , to H,. We have the following lemma.

Lemma 3.5.3 |PI’[IDIL(H1)} — Pr[Dl(Hl,O)H S 51',1 and Pr[Di(Hljgifl)] — PI‘[DZ(HQ)]
(51'_1 hold.
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Proof of Lemma 3.5.3.  We focus on proving |Pr[D;(H,)] — Pr[D;(H,,)]| < 0;—1 here.
The only difference between H; and H, , is how E;_; is generated. In H, Ei is
generated by E;_; < riO(1%,i—1,E;_1 o[MSK;, K, , S;]). On the other hand, in #, 5, E;—1
is generated by [ riO(lx,i —1,EY |[MSK;, Ki o, K;1,S:]). We can see that circuits
obfuscated in each experiment have the same functionality. Moreover, both circuits are
padded to the same size padg '. Therefore, we have |Pr[D;(#,)] — Pr[D;(H,)]| < di-1.

Similarly, we also obtain |Pr[Di(H, ,i1)] — Pr[Di(H,)]| < 6;-1. 0 (Lemma 3.5.3)

From H_?’j to Hi,. Next, we estimate |Pr[D;(H} ;)] — Pr[D;(H1,)]| for every j €
{0,...,271 — 1},

We can estimate |Pr[DZ~(”H(1),j)] - Pr[DZ-(’Hij)H by the semantic security at punctured
tag of pSKFE and the security of PPRF. Formally, we have the following lemma.

Lemma 3.5.4 Let (5(5\) = 27X Let pSKFE satisfy d-semantic security at punctured
tag. Let PPRF be §-secure. Then, |Pr[Dy(H] )] — Pr[Di(H1,)]| < 27 holds for every
ie{0,..., 271 —1}.

Proof of Lemma 3.5.4. In order to use the semantic security at punctured tag of
illb

pSKFE, we change the randomness rg,.

used in wu;; into truly random for every b €
{0,1}. Thus, we introduce the following intermediate hybrid experiments H(l):;-"d and

1,rnd 0 1
My between Hj ; and Hj ;.

’H%;-nd : Same as H{ ; except that rélrlfé is generated as a truly random string for every
be {0,1}.

By the pseudorandomness of PPRF, we have |Pr[D;(H? ;)] — Pr[Di(H?:;"d)] <27

HI™ . Same as ’Hij except that r%'rlﬁ is generated as a truly random string for every

Lj
be{0,1}.

Note that the only difference between H?:}"d and Hi:;-nd is how w; is generated for
every b € {0,1}. In ’H(l):;-"d, u;p is generated by u;, < Enc(MSK;, 7, (7]|b, K, 0)).
On the other hand, in Hi’;nd, u; p is generated by u;, <— Enc(MSK;, 5, (7|0, K1, 1)).
Now, in both experiments, the ciphertext u,; is generated using a truly random
string for every b € {0,1}. In addition, in both experiments, CT?}‘; is a ciphertext

of C; o under the SKE key K, for every o € {0,1}. Hence, we have
Evi[CT3, CTE1( 1D, Koo, 0) = Cio(d1b) = Cin(§1Ib) = Evi[CT3, CT1(311b, Ko, 1),
since C; o and Cj; are functionally equivalent.

Therefore, we obtain ‘Pr[Di(H?:;-nd)] — Pr[Di(Hi:;nd)] < 27 from the semantic

security at punctured tag of pSKFE.
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By the pseudorandomness of PPRF, we have Pr[Di(Hi;-"d)] — Pr[D;i(H1,)]| < 27N

From these, we see that |Pr[D;(H{ )] — Pr[D;(H1,)]| < 2790 [ (Lemma 3.5.4)

From H,; to H{; and from ] ; to H, ;.. In the rest of this proof, we estimate
|Pr[D;(H, ;)] — Pr[Di(H])]] and |Pr (H1 )] — Pr[Di(Hy j44)]| forevery j € {0,..., 21—
1}. Since the difference between H,; and 7—[1 j» and that of H%,j and H, ;,, are almost
symmetric, we focus on evaluating |Pr[D;(H, ;)] — Pr[D;(HY ;)]| here. More precisely, we

prove the following lemma.

Lemma 3.5.5 Let (5(5\) =27 Let pSKFE satisfy d-indistinguishability of functionality
under puncturing. Let PPRF be §-secure. Then, for every {0,...,2""1 — 1}, we have

P2, ()] — PP, )| £ 27 0G5 + 2750

We can apply the following arguments for the evaluation of |Pr[D;(H1 ;)] — Pr[Di(H, ,,1)]|.

Proof of Lemma 3.5.5. If the underlying puncturable SKFE satisfies functionality
preserving under puncturing property, we can directly estimate |Pr[D;(#, ;)] — Pr[D;(HY )]
for every j € {0,...,2""! — 1} by using the property. However, our pSKFE satisfies only
indistinguishability of functionality under puncturing property. Thus, we need more hy-
brid experiments between H, ; and H?’j defined for every k € {0,...,2"'} as follows.
Below, let k € {0,1}*1 U {1]|0°"'} be the binary representation of k.

My, ¢ Eioi is computed as Ei_y « riO(1%,i - 1, HEZ® [MSK;, MSK* {3}, Ki 0, Ki1, i,
1, 1]) in this experiment. The circuit HE?*, is defined in Figure 3.18.

Figure 3.19 illustrates an overview of hybrid experiments from #, ; ; to HY ;.

Then, we have

|Pr i(Hy )] — Pr[Dz‘(H ‘ ‘PT i(Hq )] — PY[DZ'(/HLJ,O)H

+ Z ‘Pr ngk PT[Di(HLj,kH)H
-+ |PI‘ ) HLj’Qi—l)] - r[’Dl(H(lj,j)H

To estimate each term of the right hand size of the above inequality, we introduce the
following hybrid experiments for k € {0,...,2°" —1}\ {j}.

enc,  E;_p is computed as E;_; + rO(1%,i—1, HEJ* [MSK;, MSK;‘{j},KZ-O,K“,Sj{kHO K||1},
Vg0, V1)) in this experiment, where vy ), <— Enc(MSK;, k, (k||b, K o, @); TEnC) for ev-
ery b € {0,1}.
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Hybrid Encryption Circuit Hngl[MSKi, MSK: {3}, Ki 0, Ki1,Si, V0, V1) (Tiz1)
Hardwired: A master secret key MSK;, punctured master secret key MSK?{j}, two SKE keys
Ko and K; 1, PRF key S;, and two ciphertexts vi o and vy ;.
Input: A string @;—; € {0,1}71.
Padding: This circuit is padded to size padiE*1
ysis.

= padiEfl()\7 n, s), which is determined in anal-

1. If (vi0,vi1) # (L, 1) and ®;1 = k, return (vg0,Vk.1).
2. Else, compute as follows:

o Ifx;, 1 <j,set a<+ 1, and otherwise, set a < 0.

e For x; € {0,1}, compute as follows:

— Compute rgrﬁcl“” — Fs, (zi1]|z:)-

— Ifx;,1 <kand x;_1 # 7,
then compute CT; ,, < PEnc(MSK; {4}, @;—1, (i1 ||z,
Otherwise, compute CT; 5, <= Enc(MSK;, z;_1, (;—1]|zi,
o Return (CT;,,CT;1).

zi—1|l®;

Ko, a); e ).

K gy a); gt

Figure 3.18: The description of HE/*,. Red underlines are differences from E/_.

”Hfjnz : In this experiment, vy, is computed by vy, < PEnc(MSK:{j},k, (k|b, K;.,
a): rE1%) for every b € {0,1}.

Then, we can estimate |Pr[D;(#, ;)] — Pr[D;(H?;)]| in more detail and obtain

|pr iW(Hy )] — r[Di(H \ \Pr i(Hyy)] — T[Dz’(Hljo)H
) [PDiH)] - PP
ke{0,...,21- 111\ {4}
+ Z ‘Pr[Dz‘( k)] — Pr[D (HpejnZ)H
ke{0,...,.227 1 —1}\{j}
+ Y |PDi(HE)] — PrlDi(Hy )]

k)E{O, 72i71_1}\{]}
+ ’PI‘ Hlj])] —Pl"[ (%1]]—4-1)”
—+ ’PI‘ i H17j72i71>] — ‘ (310)

In order to bound the right hand side of inequality 3.10, we prove Lemma 3.5.6, 3.5.7,
and 3.5.8.
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Hy HY

Lemma 3.5.6'
~ | Lemma 3.5.6 only for k = j ~ | Lemma 3.5.6

SN

Hl:jzo ~- T N H17]7k H 7]7k+1 j21 1

~ | Lemma 3.5.7 ~ | Lemma 3.5.7
(k #J) (k #7)
Hik = HY
Lemma 3.5.8
(k #7)

Figure 3.19: Relations of the hybrid experiments from #, ; ; to HY; for Lemma 3.5.5.
Solid lines denote that the indistinguihability is proven by one step. Dashed lines denote

that we use for loop with variable k. Note that, only for £ = j, we do not need H{"j;

and H{T (HES'S is not defined).

Lemma 3.5.6 It holds that

‘PI‘ Hl])] r[Di(Hl,j,O)H S 62’—1 )
|P1" Hu])] — Pr[D i(Hl,j,j—i—l)H < i1,
‘Pr '3 HLJ”Q'L*I)] - Pr[Dz(%?’])H S 5i—1

Lemma 3.5.7 For k € {0,...,271 — 1} \ {4}, it holds that

|Pr[Di(Hy )] — Pr[Di(HI%)]| < 6i1
|[Pr[Di(H775)] — Pr(Di(Hy 0] < diea -

Proof of Lemma 3.5.6. The only difference between two experiments in each inequal-
ity is how Ei—1 is generated. Thus, we verify that circuits of the same functionality are
obfuscated to generate Ei,l in those two experiments related to each inequality.

For the first inequality, it is easy to verify that Eg_l in M, ; is equivalent to HEzf1 in
H, o since HE’®, does not compute PEnc. Thus, the first inequality holds due to the
security of riQ.

We next show the second inequality. For «;_; < 3 —1 and x;_1 > 7 + 1, the behavior
of HE{’_j1 and HE{’_jfl are the same. On input x; | = J, HEffl always computes output

ciphertexts by using Enc with MSK; regardless of the value of k, and thus HEg;jl and
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HE{’_jfl behave in exactly the same way on input @;_; = 7. Thus, HEg’_j1 and HEZ’_jfl are
functionally equivalent and the second inequality holds due to the security of riQO.

We finally show the third inequality. On input x; i, if ;1 = 7, PEff_1 in ’H?J
outputs hardwired wu;¢ and w;; that are ciphertexts of j generated by using Enc with
MSK;. Otherwise, it generates ciphertexts of @;_; using PEnc and MSK}{j}, and outputs
them. On input x; 1, HE{ETl in 7—[(1]7].’21-_1 computes output ciphertexts by using Enc
with MSK; if ;1 = j, and by using PEnc with MSK?{j} otherwise. From this fact, we
see that HEZfifl in H1,j,2i—

inequality holds due to the security of riO. O (Lemma 3.5.6)

, is functionally equivalent to PE!_| in HY ;. Thus, the third

Proof of Lemma 3.5.7. We first show the first inequality. On input x; | # k, HE{f1
in H, ;, runs in exactly the same way as HE?*, in ik On input @, = k, HEZ*,
in M, ;, generate ciphertexts of k by using Enc with MSK;, and outputs them. On
input «;_; = k, HEZ* in M5, outputs hardwired v o and vy ; that are ciphertexts of k
generated by using Enc with MSK;. Thus, these circuits are functionally equivalent and
the inequality holds due to the security of riO.

We next show the second inequality. In H{7, E,_, is generated by obfuscating =
that has hardwired ciphertexts of k, that is vy and vy, generated by using PEnc with
MSKi{g} InH, iy 01, E;_, is generated by obfuscating HE? M that does not have hard-
wired ciphertexts. On input x; ; # k, these two circuits runs in exactly the same way.
On input x;_, = k, HE?*, in HYy outputs hardwired vg and vg;. On input @; ; = k,
HE?* ! in H, 41 generates ciphertexts of k by using PEnc with MSK( {7}, and outputs
them. Thus, two circuits are functionally equivalent and the second inequality holds due

to the security of riO. O (Lemma 3.5.7)

Finally, we estimate the term |Pr[D;(Hs",)] — Pr[D;(H}5,)]| for every k € {0, ..., 21—
1}\ {j}. We can bound this term by using the indistinguishability of functionality under

puncturing of pSKFE. Formally, we have the following lemma.

Lemma 3.5.8 Let 5(5\) =27 Let pSKFE satisfy d-indistinguishability of functionality
under puncturing. Let PPRF be 0-secure. Then, we have |Pr[D;( )] — Pr[DZ(erjnz)H <
27 for every j € {0,...,27 —1}\ {j}.

Proof of Lemma 3.5.8. Let k be any integer in {0,...,2""! — 1} \ {j}. In order to

use the indistinguishability of functionality under puncturing of pSKFE, we change the
k||b
Enc

o : , : d d
the following intermediate hybrid experiments H{" ;™ and H{ ™ between H{", and

penc
H]‘?j?k.

randomness rg,. used in vy into truly random for every b € {0,1}. Thus, we introduce
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enc

Hi?ﬁ};"d : Same as H{"5, except that rE b is generated as a truly random string for every

be {0,1}.
By the pseudorandomness of PPRF, we have (Pr[D;(HS",)] — Pr[Di(Hi?ﬁ’,;"d)] <
27

H?fj'j,z’md Same as H{, except that 7”EH is generated as a truly random string for every
be {0,1}.

: d d. :
Note that the only difference between H7"7"™ and H{T™ is how vy is generated

forevery b € {0,1}. In Hf?;’,;nd, Uk is generated by vy, < Enc(MSK;, k, (k||b, K; o, @)).

On the other hand, in Hﬁ’fj'j,f;’md, Uk 1s generated by vg , < PEnc(MSK;{j}, k, (k||b, Ki ., ).
Now, in both experiments, the ciphertext vy, is generated using a truly random

string for every b € {0, 1}.

Therefore, from the indistinguishability of functionality under puncturing of pSKFE,

we obtain ‘Pr[Di(Hif’;’g"d)] - Pr[Di(Hi"}"Z’md)]‘ <2 X,

We have Pr[D-(H??",z’md)} — (H5 ‘ —* by the pseudorandomness of PPRF.
From the above, we obtain ‘Pr (")) — Pr[D Z(Hﬁejng)]‘ < 279 for every k €
{0,...,27 =13\ {j}. O (Lemma 3.5.8)

From inequality 3.10, and Lemma 3.5.6, 3.5.7, and 3.5.8, it holds that
|pr ()] — r[pi(f;.[%j)” <301 +2027—1) -6+ (27— 1) 9—Q(X%)
<271 O(6;y + 27909 (3.11)

This completes the estimation of |Pr[D;(H, ;)] — Pr[D;(HY,)]| for every j € {0,...,
2i=1 — 1}, that is, completes the proof of Lemma 3.5.5. O (Lemma 3.5.5)
From the symmetry of the difference of H, ; and 7-[1], and that of ’Hij and Hy ; 4,

by analyzing similarly, we obtain
[Pr{Dy(H],)] — PriD,(Hy 5, )] < 27 O3 +2720) (3.12)
for every j € {0,...,271 — 1}.
From inequality 3.11 and 3.12, inequality 3.9, and Lemma 3.5.3 and 3.5.4, we have

|Pr[Di(H1)] o Pr[Di(Hg)]| <2-6;1+2- 9i=1 9i=1, O(Csi—l + 2—0(5\6)) + 9i—1 2—0(5\6)
< 921 06,1 + 2—9(;\6)) ' (3.13)

From the symmetry of the difference of H, and H,, and that of H; and H,, by

analyzing similarly, we also have

IPr[D;(Hs)] — Pr[D;(H,)]| < 226D . O(6;_; + 2723 (3.14)
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This completes the estimation of |Pr[D;(#,)] — Pr[D;(H,)]| and |Pr[D;(H;)] — Pr[D;(H,)]|.

By combining inequality 3.13 and 3.14, Lemma 3.5.2, and inequality 3.8, we obtain

inequality 3.7 in Lemma 3.5.1.

This completes the security analysis for iO(1*, C) = riO(1*,n, C) in Section 3.5.1.

3.5.3 Efficiency Analysis

In this section, we prove that iO(1*,C) = riO(l;\,n, (') runs in polynomial time. In

this analysis, let s and n be the upper bound of the size and input length of circuits

supported by i0. When we invoke riO(l;\, n,C') for some circuit C' with n-bit input, iO

generates total n — 1 master secret keys MSKj, ---  MSK,,. In other words, iO includes

n — 1 instances of pSKFE. If all of these n — 1 instances runs in polynomial of \,n and

s, then so does iQ. Below, we show it.

In order to accomplish the above task, we clearly distinguish each of these instances.

Below, let pSKFE, denote the instance of pSKFE with respect to MSK;. Especially, let Enc;
denote the encryption circuit Enc corresponding to MSK;, that is Enc(MSK;, -). Moreover,

let PEnc; denote the punctured encryption circuit PEnc with respect to MSK?, that is

PEnc(MSK?, -), where MSK is the punctured master secret key generated by puncturing

MSK;. Note that which tag is punctured does not affect the running time of PEnc, and

thus we omit to write the tag.

We start with the estimation of the size of padding padi ™ of encryption circuits for

every i € {3,...,n}. Then, using the bound of padiE_l7 we complete the efficiency analysis
of iO.

In the above security analysis, in addition to the encryption circuits E;_; o, we intro-

duce encryption circuits F’EZ‘_17 E! ,, and HEzfl, where j, k € {0,...,271}. We need to

ensure that all of them have the same size, and thus we set

PEg—l EZ—1| ) HEZfl

padf ' := max(|E;_1 4/, ) .

Y

All of above circuits evaluates a puncturable PRF over the domain {0,1}", and then

computes either Enc; or PEnc;. Without loss of generality, we assume that Enc; and

PEnc; have the same size for every i € {2,...,n}. This can be done by appropriate size
padding. In this case, for every i € {3,...,n}, we can bound padi ' as
padiEi1 < ’Enci| ’ pOIYpad<5‘7 n) ) (315)

where poly,4 is a fixed polynomial.

We move on to the analysis of the running time of i0. Especially, as stated earlier,

we show that |Enc,| is polynomial of X\, n and s for every i € {2,... n}.
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First, for every i € {2,...,n}, we specify the upper bound of the size s; of circuits
that pSKFE; has to support.

Before analysis, we introduce some notations. For every i € {2,...,n} and circuit C;
with ¢-bit input, let Ev;|C;] denote the evaluation circuit Ev; defined in Figure 3.13 into
which C; is hardwired after encrypted by SKE. In addition, for every i € {2,...,n}, let
E,_1 denote the encryption circuit E;_; o[MSK;, K;, S;] defined in Figure 4.4.

Using this notation, we see that pPSKFE, has to support Ev,[E;] for every i € {2,... ,n—
1}. In addition, pSKFE,, has to support Ev,[C]. Below, we bound the size of these circuits.

From inequality 3.15, for every ¢ € {3,...,n}, we have

E;_1] < |Ency| - poly,,g(X,n) . (3.16)

In addition, we can analyze the size of Ev;[C;] as follows. Ev;|C;] includes a decryption
procedure of encrypted C; by SKE, and evaluation of an universal circuit U(C;, x;), where
x; € {0,1}". Decryption procedure of SKE is done in linear time in |C;|. In addition,
we can perform the evaluation of an universal circuit in quasi-linear time in |C;| [Val76].

Thus, for every ¢ € {2,...,n}, we have
[Evi[Ci]] < |Ci - log |Gyl - polyg, (A, n) < [Ci ™ - polyg, (A, n) (3.17)

where polyg, is a fixed polynomial and v; < 1 is an arbitrary constant. By combining

inequalities 3.16 and 3.17, for every i € {3,...,n}, we obtain

Evi_1[Eio1]] < |Eima|™ - polyg, (A, n)

- 147 -

< (|Encil - polygaa(im)) " - polye, (X, 7)

< [Engy|"™" - poly, (A, n) | (3.18)
where poly, is some fixed polynomial.

Therefore, for every i € {3,...,n}, we have

si—1 < |Encg|" - poly, (A, n) . (3.19)

Moreover, from inequality 3.17, we have
Sn S |Cf|l+’YI ' pOIyEv(;\v TL) = SH_’Yl ’ p0|yEv(:\7n) : (320)

Using the bound of s;, we complete the efficiency analysis by estimating |Enc;| for
every i € {2,...,n}.

Recall that the building block pSKFE is weakly succinct, and for every i € {2,...,n},
pSKFE, encrypts n + A -+ 1 bit plaintexts in the construction. Therefore, for every i €

{2,...,n}, we have
[Enci| < s - poly(A\,n+ A+ 1)

< 53 ' p0|yE(5‘7n) ) (321)
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where 7 < 1 is some constant and polyg denotes some fixed polynomial. By substituting

inequality 3.19 into 3.21, for every i € {3,...,n}, we obtain

[Enc;_1| < (‘Encz’|1+71 ’ polyl(j\,n)>7 ’ P0|YE<5\7 n)
< |Enc;|* - poly,(\, n) | (3.22)

where v is a constant such that (1 + 7,)y < 72 < 1 and poly, is some fixed polynomial.
Note that since we can choose 7; as an arbitrary small constant and v < 1, by setting
v < 1_77, ~9 satisfying the above condition exists. In addition, from inequality 3.20, we

also have

[Enc,| < (8”71 : polyEv(Xn)>7 - polyg (A, n)

< s pOIyS()‘7n) ) (323)

where poly; is some fixed polynomial.
Then, from inequalities 3.22 and 3.23, for every i € {2,...,n}, it holds that

[Enc,| < [Enc,|® - ] poly,(A,n)%
j=1

n—i n—i

é (572 : p0|y3(5‘7 n))yz ’ H p0|y2(5‘7 n)’yé_l

j=1
< 57 - polyy(A, ) - poly,(A, n) ™7 .
The third inequality follows from the fact that 7, < 1. The above inequality means
that the encryption algorithm of pSKFE; runs in polynomial time of A\, n and s for every
i€{2,...,n}.
In that case, all of the algorithms of pSKFE, runs in polynomial of A, n and s for every

i € {2,...,n}. Thus, we conclude that iO runs in polynomial of A\, n and s.

We complete the analysis of security and efficiency. Thus, we complete the proof of
Theorem 3.5.1 and prove that we can construct 10 for all circuits solely from SKFE for

all circuits.
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Chapter 4

Collusion-Resistant SKFE from
Succinct SKFE

In this chapter, we show how to construct collusion-resistant SKFE based on succinct

one. We first give a high-level overview of our techniques to accomplish the task.

4.1 Overview

The basic idea behind our proposed construction is that we combine multiple instances
of a functional encryption scheme and use functional decryption keys tied to a function
that outputs a re-encrypted ciphertext under a different encryption key. Several re-
encryption techniques have been studied in the context of functional encryption [AJ15,
BV15, BKS16, GS16, LM16], but we cannot directly use such techniques as we see below.

4.1.1 Re-encryption Techniques in The Public-Key Setting

It was shown that single-key weakly succinct PKFE implies collusion-resistant PKFE by
Garg and Srinivasan [GS16] and Li and Micciancio [LM16]. Their techniques are different,
but the core idea seems to be the same. Both techniques use functional decryption keys
for a re-encryption function that outputs a ciphertext under a different encryption key.
Below, we give more details of the technique by Li and Micciancio since it is our starting
point. In the following, we call a functional encryption scheme that can securely issue ¢
functional keys ¢-key scheme.

The main technical tool of Li and Micciancio is the PRODUCT construction. Given
two PKFE schemes, the PRODUCT construction combines them into a new PKFE
scheme. The most notable feature of the PRODUCT construction is that the num-
ber of functional decryption keys of the resulting scheme is the product of those of the

building block schemes. For example, if we have a A-key PKFE scheme, by combining
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two instances of it via the PRODUCT construction, we can construct a A*-key PKFE
scheme, where \ is the security parameter.

By applying the PRODUCT construction k times iteratively, we can construct a \*-
key PKFE scheme from a A-key PKFE scheme. Note that we can in turn construct
a A»-key PKFE scheme by simply running A instances of a single-key PKFE scheme in
parallel. Moreover, if the underlying single-key scheme is weakly succinct, the running
time of the A\¥-key scheme depends only on k instead of \*. Thus, by setting k = w(1), we
can construct a \*(Y-key PKFE scheme and achieve collusion-resistance from a single-key
weakly succinct one.

Li and Micciancio proceeded with the above series of transformations via a stateful
variant of PKFE, and thus the resulting collusion-resistant scheme is also a stateful
scheme. Therefore, after achieving collusion-resistance, they converted the stateful PKFE
scheme into a standard PKFE scheme. For simplicity, we ignore the issue here.

One might think that we can construct a collusion-resistant SKFE scheme from a
single-key SKFE scheme by using the PRODUCT construction. However, we encounter
several difficulties in the SKFE setting.

The PRODUCT construction involves the chaining of re-encryption by functional de-
cryption keys used in many previous works [AJ15, BV15, BKS16, GS16]. This technique
causes several difficulties when we adopt the PRODUCT construction in the SKFE set-
ting. This is also the reason the building block single-key PKFE scheme must satisfy
(weak) succinctness property.

We now look closer at the technique of Li and Micciancio to see difficulties in the
SKFE setting. Let PKFE be a 2-key PKFE scheme. As stated above, for functional key
generation in this construction, we need state information called index, which indicates
how many functional keys generated so far and which master secret and public key should
be used to generate the next functional key. A simplified version of the PRODUCT

construction proposed by Li and Micciancio is as follows.

(2 x 2)-key scheme from 2-key scheme.

Setup: Generate PKFE key pairs (MPK, MSK) < Setup(1*) and (MPK;, MSK;) < Setup(1?)
for i € [2]. MPK is the master public key and (MSK, MSK;, MSK,, MPK,, MPKs) is
the master secret key of this scheme, respectively. In the actual construction, we
maintain (MPK;, MSK;) for i € [2] as one PRF key to avoid blow-ups.!

Functional Key: For n-th functional key generation, a positive integer n € [4] is inter-
preted as a pair of index (7,7) € [2] x [2]. Generate two keys ské[MPm +— KG(MSK,

1n fact, (MPK;, MSK;) for i € [2] are generated at the functional key generation phase by computing
r; + F(K,i) and (MPK;, MSK;) < Setup(1*;7;), where K is a PRF key and is stored as a part of the

master secret key.
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,E[MPK,], i) and skgf’j) +— KG(MSK,, f,j), where £ is a re-encryption circuit de-
scribed below. A functional key is (skg[MPKi}, sk?’j)).

Encryption: A ciphertext is ctye <= Enc(MPK,m).

Decryption: First, obtain ct,e by decrypting ctp using ské[MPKi], that is, ctpost <
Dec(ské[MpKi],ctpm). Then, compute f(m) < Dec(sk§f7j),ctpost).

Re-encryption circuit E[MPK;] used in the above description has a master public key
MPK; hardwired and runs as follows. E[MPK,] takes as an input a message m and
outputs ctyost < Enc(MPK;, m).

Using the master secret key MSK;, we can generate two functional keys sk}’l1 and sk};2
since PKFE is a 2-key scheme. Similarly, we can generate two functional keys using MSKa.
Moreover, since MSK is also a master secret key of the 2-key scheme, we can generate
two functional keys skempk,] and skepvpk,) using MSK at the functional key generation

step. By these combinations, we can generate 2 x 2 keys

(skempk,]; Sk}’ll), (skemp, ], Sk}f), (skempa), skf{f), (skempPa), Sk?rf)-

This is generalized to the case where the underlying schemes are a p-key scheme and
g-key scheme for any p and ¢. That is, for n-th functional key generation where n < p-q,
n is interpreted as (i,j) € [p|] x [g]. Thus, by applying the PRODUCT construction to
a M-key scheme k times iteratively, we can obtain a A\*-key scheme. Note again that we
can construct a A-key weakly-succinct SKFE scheme from a single-key weakly-succinct
one by simple parallelization.

While such a re-encryption technique is widely used in the context of PKFE, it is
difficult to use it directly in the SKFE setting. The main cause of the difficulty is the fact
that we have to release a functional key implementing the encryption circuit in which
a master secret key of an SKFE scheme is hardwired to achieve the re-encryption by
functional decryption keys. The fact seems to be a crucial problem for the security proof
since sky might leak information about f. In the PKFE setting, this issue does not arise

since an encryption key is publicly available.

4.1.2 Techniques in Multi-Input SKFE

To solve the above issue, we try using a technique in the secret-key setting but in a
different context from the collusion-resistance.

Brakerski, Komargodski, and Segev [BKS16] introduced a new re-encryption tech-
nique by functional decryption keys in the context of multi-input SKFE [GGGT14]. They
showed that we can overcome the difficulty above by using the security notion of function

privacy [BS15].
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By function privacy, we can hide the information about a master secret key embedded
in a re-encryption circuit E[MSK*]. With their technique, we embed a post-re-encrypted
ciphertext ctyost as a trapdoor into a pre-re-encrypted ciphertext ctye in advance in the
simulation for the security proof. By embedding this trapdoor, we can remove MSK*
from the re-encryption circuit £ when we reduce the security of the resulting scheme to
that of the underlying scheme corresponding to MSK*.

Their technique is useful, but it incurs a polynomial blow-up of the running time
of the encryption circuit for each application of a construction with the re-encryption
procedure by a functional decryption key. This is because it embeds a ciphertext into
another ciphertext (we call this nested-ciphertext-embedding).

Such a nest does not occur with the technique of Li and Micciancio in the PKFE
setting since a post-re-encrypted ciphertext as a trapdoor is embedded in a functional
decryption key. One might think we can avoid the issue of nested-ciphertext embedding
by embedding ciphertexts in a functional key. However, this is not the case because the
number of ciphertext queries is not a-priori bounded in the secret-key setting.

In fact, we obtain a new PRODUCT construction by accommodating the function
privacy and nested-ciphertext-embedding technique to the PRODUCT construction of
Li and Micciancio. However, if we use our new PRODUCT construction in a naive way,
each application of the new PRODUCT construction incurs a polynomial blow-up of the
encryption time. In general, k applications of our new PRODUCT construction with
nested-ciphertext-embedding incur a double exponential blow-up 2200

Thus, in a naive way, we can apply our new PRODUCT construction iteratively only
constant times. This is not sufficient for our goal since we must apply our new PRODUCT

construction w(1) times to achieve collusion-resistant SKFE.

4.1.3 Sandwiched Size-Shifting

To solve the difficulty of size blow-up, we propose a new construction technique called
“sandwiched size-shifting”. In this new technique, we use a hybrid encryption methodology
to reduce the exponential blow-up of the encryption time caused by our new PRODUCT
construction with nested-ciphertext-embedding.

A hybrid encryption methodology is used in many encryption schemes. In particular,
Ananth, Brakerski, Segev, and Vaikuntanathan [ABSV15] showed that a hybrid encryp-
tion construction is useful in designing adaptively secure functional encryption from se-
lectively secure one without any additional assumption. In fact, Brakerski et al. [BKS16]
also used a hybrid encryption construction to achieve an input aggregation mechanism
for multi-input SKFE.

In this study, we propose a new hybrid encryption construction for functional encryp-
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tion to reduce the encryption time of a functional encryption scheme without any addi-
tional assumption. Our key tool is a single-ciphertext collusion-resistant SKFE scheme
called 1CT, which is constructed only from one-way functions. The notable features of

1CT are as follows.

1. The size of a master secret key of 1CT is independent of the length of a message to

be encrypted.
2. The encryption is fully succinct.

3. The size of a functional decryption key is only linear in the size of a function.

The drawback of 1CT is that we can release only one ciphertext. However, this is not an
issue for our purpose since a master secret key of 1CT is freshly chosen at each ciphertext
generation in our hybrid construction.

1CT is based on a garbled circuit [Yao86]. A functional decryption key is a garbled
circuit of f with encrypted labels by a standard secret-key encryption scheme.? A ci-
phertext consists of a randomly masked message and keys of the secret-key encryption
scheme that corresponds to the randomly masked message. Thus, we can generate only
one ciphertext since if two ciphertexts are generated, then labels for both bits are revealed
and the security of the garbled circuit is completely broken. Note that 1CT is selectively
secure. In fact, this construction is a flipped variant of the single-key SKFE by Sahai
and Seyalioglu [SS10].

We then modify the SKFE variant of the hybrid construction by Ananth et al. [ABSV15].3
We use 1CT as data encapsulation mechanism and a ¢-key weakly succinct SKFE scheme
SKFE as key encapsulation mechanism. In our hybrid construction, the encryption al-
gorithm of SKFE encrypts only short values (concretely, a one-time master secret key of
1CT), which are independent of the length of a message to be encrypted. A one-time
encryption key (that is short and fixed length) of 1CT is encrypted by SKFE.

That is, by this hybrid construction, a real message part is shifted onto 1CT, whose
ciphertext has the full succinctness property. In other words, we can separate the blow-up
due to recursion from nested-ciphertext-embedding part. Therefore, we call our new hy-
brid construction technique “size-shifting”. See Section 4.5.1 for more detailed intuition.

The third property of 1CT is also important. The size of a functional key of 1CT
affects the encryption time of the hybrid construction. This is because a functional key
for f of the hybrid construction consists of a functional key of SKFE for a function G,
which generates a functional key of 1CT for f. Due to the third property of 1CT, the

hybrid construction preserves weak-succinctness.

2Each pair of labels is shuffled by a random masking.
3Their goal is to construct an adaptively secure scheme. They used adaptively secure single-ciphertext

functional encryption that is non-succinct as data encapsulation mechanism.
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Trivial 1-key weakly
succinct SKFE
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Sect. 4.3.2 l Parallelization in Sect. 4.3.1
1-ct collusion-
. A-key weakly
resistant fully )
succinct SKFE

succinet SKFE

Figure 4.1: An illustration of our building blocks. Purple boxes denote our core schemes

used in our iterated construction in Figure 4.2.

Moreover, from the above construction of the key generation algorithm, the number
of issuable functional keys of the resulting scheme is minimum of those of building block
SKFE and 1CT. Therefore, since 1CT is collusion-resistant, if SKFE supports ¢ functional
keys, then so does the resulting scheme, where ¢ is any fixed polynomial of \.

Thus, we can apply the hybrid construction after each application of our new PROD-
UCT construction, preserving the weak-succinctness and the number of functional keys
that can be released.

The size-shifting procedure is “sandwiched” by each our new PRODUCT construction.
As a result, we can reduce the blow-up of the encryption time after k iterations to
k- A°W if the underlying single-key scheme is weakly-succinct while the naive k iterated
applications of our new PRODUCT construction incurs 227" size blow-up. Therefore, we
can iterate our new PRODUCT construction w(1) times via the size-shifting and construct
a collusion-resistant SKFE scheme based only on a single-key (weakly) succinct SKFE
scheme.*

Figure 4.1 illustrates how to construct our building blocks. An illustration of our

sandwiched size-shifting procedure is described in Figure 4.2.

4.2 Index Based Secret-Key Functional Encryption

We increase the number of functional keys an SKFE scheme supports through the index
based variant SKFE scheme introduced by Li and Micciancio [LM16]. They showed how
to increase the number of functional keys a PKFE scheme supports through the index

based variant syntax. We introduce the syntax of index based variant SKFE here. We

4While we can reduce the blow-up of the encryption time, we cannot reduce the security loss caused
by each iteration step. As a result, A*(!) security loss occurs after w(1) times iterations. This is the

reason our transformation incurs quasi-polynomial security loss.
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A-key weakly

succinct SKFE

1-ct collusion-
resistant fully {

succinet SKFE

Transformation in Sect. 4.3.3 Transformation in Sect. 4.4
(Size-shifting) (Our new PRODUCT)
N1 ke A= Aoke
y‘ N1 key .y
weakly succinct N 1 weakly succinct
SKFE w/ L wea g;;; SKFE w/
expanded ct cinct expanded ct

Figure 4.2: An illustration of our iteration technique, in which the size-shifting procedure
is sandwiched. For k-th iteration, first, we apply the size-shifting procedure to a \*~1-key
weakly-succinct SKFE scheme with expanded ciphertexts incurred by nested-ciphertext-
embedding (the result of (k — 1)-th iteration). Second, we apply our new PRODUCT

construction to increase the number of issuable keys.

call it index based secret-key functional encryption (iSKFE). The index based definition
is required to use the strategy similar to that of Li and Micciancio.

In fact, for a single-key scheme, an iSKFE scheme is also an ordinary SKFE scheme
where the key generation algorithm does not take an index as an input by assuming
that the index is always fixed to 1. In addition, if an iISKFE scheme supports super-
polynomially many number of functional keys, we can easily transform it into an ordinary
SKFE scheme. See Remark 4.2.1 for more details.

Definition 4.2.1 (Index based secret-key functional encryption) An iSKFFE scheme
iISKFE is a four tuple (Setup,iKG, Enc, Dec) of PPT algorithms. Below, let M, F, and T

be the message space, function space, and index space of iISKFE, respectively.

o The setup algorithm Setup, given a security parameter 1*, outputs a master secret
key MSK.

e The index based key generation algorithm iKG, given a master secret key MSK, a

function f € F, and an index ¢ € I, outputs a functional decryption key sky.

e The encryption algorithm Enc, given a master secret key MSK and a message m €
M, outputs a ciphertext CT.

o The decryption algorithm Dec, given a functional decryption key sky and a ciphertext
CT, outputs a message m € {1} U M.
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Correctness We require Dec(iKG(MSK, f, i), Enc(MSK,m)) = f(m) for every m € M,
feF, i€, and MSK <« Setup(1?).

Next, we introduce selective-message function privacy for iSKFE. We start the trans-
formation in this chapter from selective-message function private single-key SKFE. As
noted before, a message private SKFE scheme can be transformed into function private
one without any additional assumption [BS15], and thus we can start the transformation

from a message private SKFE scheme.

Definition 4.2.2 (Selective-message function privacy) LetiSKFE be an iSKFE scheme
whose message space, function space, and index space are M, F, and I, respectively. We
let |Z| = q. We define the selective-message function privacy game between a challenger

and an adversary A as follows.

1. The challenger generates a master secret key MSK < Setup(1}) and chooses a
challenge bit b <~ {0,1}. The challenger sends security parameter 1* to A.

2. A sends {(mé,m{)}ée[p] to the challenger, where p is an a-priori unbounded poly-
nomial of \. The challenger generates ciphertexts CTY «— Enc(MSK,m§)(¢ € [p])
and sends them to A.

A may adaptively make key queries q times at most.

3. For a key query (i, fo, f1) € T x F x F from A, the challenger generates sky <
KG(MSK, f;,17), and returns sk to A. Here, fo and fi need to be the same size and
satisfy fo(m§) = fi(m%) for all £ € [p]. Moreover, A is not allowed to make key

queries for the same index i twice.
4. A outputs V' € {0, 1}.
In this game, we define the advantage of the adversary A as
AQVIGR (A) = 2| Prb = ] — %| — | Petf = 1[b = 0] — Pr[t/ = 1b = 1]|.

For a negligible function €(-), We say that iSKFE is (q, €)-selective-message function pri-
vate if for any PPT A, we have Adv??K_liE,A()‘) < (NP,

Below, we say that an iSKFE scheme is (poly, €)-selective-message function private if the
size of its index space ¢ is super-polynomial. We also call such a scheme collusion-resistant
iSKFE. Note that collusion-resistance for functional encryption generally does not require

function privacy.
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Remark 4.2.1 (Transforming iSKFE into SKFE) The goal of this chapter is to con-
struct collusion-resistant SKFFE based on single-key SKFE. To achieve this, we construct
(poly, €)-selective-message function private SKFE based only on (1,€)-selective-message
function private SKFE for some negligible functions € and €. In order to accomplish
this task, we first construct (poly,d)-selective-message function private iSKFE for some
negligible function 9.

Note that if the size of the index space is super-polynomial, we can transform it into
SKFE without compromising the security. This is done by slightly changing the key gen-
eration algorithm so that it first picks a random index from the index space then generates
a functional key using the randomly chosen index in every invocation. Let S be the size
of the index space of iISKFE. Then, the probability that the same index is used in different

Q@

inmwvocations of the key generation algorithm is bounded by (%) ). Therefore, the resulting

SKFFE is (poly,% + §)-selective-message function private. In Section 4.5.4, we formally

show that this transformation works.

Next, we define the succinctness for iSKFE.

Definition 4.2.3 (Succinctness) Let s and n be the mazimum size and input length of

functions contained in F, respectively.

Succinct: We say that 1SKFE is succinct if the size of the encryption circuit is bounded
by poly(A,n,log s).
Weakly succinct: We say that iSKFE is weakly succinct if the size of the encryption

circuit is bounded by s7 - poly(\,n), where v < 1 is a fized constant.

Collusion-succinct: We say that iSKFFE is collusion succinct if the size of the encryp-

tion circuit is bounded by poly(n, A, s,1og q), where q is the size of the index space.

4.3 Basic Tools for Transformation

In this section, we introduce some basic constructions we use in the chapter.

4.3.1 Parallel Construction

For any ¢ which is a polynomial of A, we show how to construct an iSKFE scheme
whose index space is [q] based on a single-key SKFE scheme. The construction is very
simple. The construction just runs ¢ instances of the single-key scheme in parallel. The
construction is as follows.

Let 1Key = (1Key.Setup, 1Key.KG, 1Key.Enc, 1Key.Dec) be a single-key SKFE scheme.
We construct an iSKFE scheme Parallel, = (Para,.Setup, Para,.iKG, Para,.Enc, Para,.Dec)
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as follows. Note again that ¢ is a fixed polynomial of A. Let the function space of 1Key
be F. The function space of Parallel, is also F.

Construction. The scheme consists of the following algorithms.
Para,.Setup(1*) :

e For every k € [q], generate MSK, <— 1Key.Setup(1%).

e Return MSK « {MSK}, (-
Para,.iIKG(MSK, f,1) :

e Parse {MSK;}, ., ¢ MSK.

e Compute 1Key.sky <— 1Key. KG(MSK;, f).
e Return sky < (i, 1Key.sky).

Para,.Enc(MSK, m) :
e Parse {MSKy}, ., ¢ MSK.
e For every k € [q], compute CTj, + 1Key.Enc(MSKj, m).
o Return CT « {CTy}ycpy-
Para,.Dec(sky, CT) :
e Parse (i, 1Key.sky) <= sky and {CTx}, ) < CT.

e Return y < 1Key.Dec(1Key.sks, CT;).

We have the following theorem.

Theorem 4.3.1 Let 1Key be (1, 6)-selective-message function private SKFE. Then, Parallel,
is (q, 0)-selective-message function private iSKFE.

Proof of Theorem 4.3.1. The correctness of this construction directly follows from
that of 1Key.

Efficiency. Before proving the security, we estimate the efficiency of 1Key.

Let 1Key.tg, . and 1Key.t, . be bounds of the running time of 1Key.Enc and 1Key.KG.
In addition, let Para,.tg,. and Para,.t,xc be bounds of the running time of Para,.Enc and
Para,.iKG. Then, we have

Para,.te,. (A, s) = q - IKey.tg, (A, n,s)
Para,.tic(A, 1, s) = 1Key.tikg (A, n, 5).
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Especially, if 1Key is (weakly) succinct and we set ¢ := A , then Parallel, is also (weakly)

succinct and we have
Para,.tg,. (A, s) = X - 1Key.tg, (A, n,5) = 57 - polyp,,, (A, 1), (4.1)

where v < 1 is a constant and polyp,,, is a fixed polynomial. Note that the encryption
algorithm of Parallely runs that of 1Key A times. Therefore, Para.tg, . is A times bigger
than the encryption time of 1Key, but the factor A is absorbed in polyp,,, (A, n), and thus
we can bound Para.t(E’?C by inequality 4.1. At the concrete instantiation in Section 4.5,

we set ¢ := A and use this bound.

Security. We assume that the advantage of any adversary attacking 1Key is bounded
by €1key. Let A be an adversary that attacks the selective-message function privacy of

Parallel,. Then, we have
AdvEr R, 4(N) < 0 ey (4.2)

This means that if 1Key is d-secure, then so is Parallel,. Below, we prove the above
inequality 4.2.
Using the adversary A, we construct the following adversary B that attacks 1Key.

1. On input security parameter 1*, B sends it to A. B chooses k* <~ [q] and for every
k€ [q] \ {k*}, generates MSKj, «— 1Key.Setup(1?).

2. When, A sends {(mé, m{)} rela’ B computes as follows.

e For every k < k* and (¢ € [p], B computes CT,(f) + 1Key.Enc(MSK}, mf).

e 3 sends {(mé, mﬁ)} . to the challenger, and obtains the answer {CT,E@}ZE[])].

e For every k > k* and (¢ € [p], B computes CT,(f) + 1Key.Enc(MSK;,, m!).

B sets CT {CT,(f)} for every ¢ € [p|, and returns {CT(Z)} to A.

kelq] L€[p

3. When A makes a key query (i, fo, f1) € [¢] X F x F, B responds as follows.
o If ¢+ < k*, B computes lKey.skjc +— 1Key.KG(MSK;, fy), and returns sk} —
(i, 1Key.sk%) to A.

o If i = k*, B first queries (fo, f1) to the challenger, and obtains the answer
1Key.sks. Then, B returns sk’}* — (k*,1Key.sky) to A.

e If i > k¥ B computes 1Key.skzj} +— 1Key.KG(MSK;, f1), and returns skjc —
(i, 1Key.sk) to A.
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4. When A terminates with output ¢, B outputs 5’ = b'.

Let 8 be the challenge bit between the challenger and B. Since A is a valid adversary,
for every ¢ € [p] and key query (i, fo, f1), fo(m§) = fi(m{) holds. In addition, since A
makes 1 key query under the index £* at most, B makes 1 key query at most. Therefore,

B is a valid adversary for 1Key, and we have
Advigas(A) = | Pr[8’ = 1|8 = 0] — Pr[8' = 1|5 = 1]

=Y Pif =1Ak =QI8=0/- Pr[f =1k =Q|8 = 1]
Q=1 o=

= EIZPr[b’Z k" =QAB=01-Y Pt =1k*=QApB=1]|.
q Q=1 Q=1

Note that for every @ € [¢ — 1], the view of A when k* = @ and 8 = 0 is exactly the
same as that of when k* = @ + 1 and § = 1. Thus, we have Pr[t/ = 1|k* = QA [ =0] =
Pr[ty = 1|k* = Q + 1 A = 1] for every @ € [¢ — 1]. Therefore, we also have

] 1
AdviiPs(\) = 5' Pr[t/ = 1|k* =1AB =1 —Pr[t/ = 1|k* =qAB=10]|.

When k* = 1 and § = 1, B perfectly simulates the selective-message function privacy
game when the challenge bit is 1 for A. On the other hand, when k* = ¢ and g = 0,
B perfectly simulates the selective-message function privacy game when of the challenge
bit is 0 for A. Therefore, we have Adv?,?;;ﬁ’elq%(/\) =P =1lk*=1A[=1]—-Pr[t) =
1|k* = g A B = 0]|, and thus we obtain Adv,sarz;;'l’elqvA(A) = q- Advir;;;'fg()\) < - E1Key-
Therefore, inequality 4.2 holds. O (Theorem 4.3.1)

4.3.2 Single-Ciphertext Collusion-Resistant Fully Succinct SKFE

Next, we show how to construct a succinct SKFE scheme 1CT based solely on one-way
functions. The scheme is single-ciphertext collusion-resistant, that is, it is secure against
adversaries who make only one encryption query and unbounded many key queries. In
addition, the length of a master secret key of 1CT is A\ bit, regardless of the length of a
message to be encrypted. The construction uses a garbling scheme, an SKE scheme, and
a PRF all of which can be constructed from one-way functions. The construction can be
essentially seen as a flipped variant of that proposed by Sahai and Seyalioglu [SS10].
Let n = |m|. Let GC = (Garble, Eval) be a garbling scheme, SKE = (E,D) an SKE
scheme, and {Fg : {0,--- ,n} x {0,1} — {0,1}" | S € {0,1}*} a PRF. Using GC ,SKE,
and F, we construct an SKFE scheme 1CT = (1CT.Setup, 1CT.KG, 1CT.Enc, 1CT.Dec) as

follows.
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Construction. The scheme consists of the following algorithms.
1CT.Setup(1?) :

e Generate S <~ {0,1}* and return MSK <« S.
1CT.KG(MSK, f) :

e Parse S < MSK.

e Compute K, < Fg(j||a) for every j € [n] and « € {0, 1}, and R «+ Fg(0]|0)°.

e Compute (6’, {L;o}jempaciory) < Garble(1*,C}), where Cy is a circuit com-
puting f.

e For every j € [n], compute c;o < E(Kj, L rpj)) and ¢;1 <= E(Kj1, Lj1—rpj)-

e Return Skf < (6, {Cj,a}je[n},ae{o,l})'
1CT.Enc(MSK, m) :

e Parse S < MSK.

e Compute K, < Fg(j|la) for every j € [n] and o € {0, 1}.
e Compute R < Fg(0[|0) and z < m & R.

e Return CT < (z, { K251 }jepm))-

1CT.Dec(sky, CT) :
o Parse (C,{¢ja}jempacion)) < sk; and (z, {K;};epm) « CT.

e For every j € [n], compute L; + D(Kj, Cm[ﬂ)'
e Return y < Eval(é, {Lj}jem)-

We have the following theorem.

Theorem 4.3.2 Let GC be d-secure garbling scheme, SKE §-secure SKFE, and F d-secure
PRF. Then, 1CT is single-ciphertext (poly, d)-selective-message function private SKFE.

Proof of Theorem 4.3.2. We first prove the correctness of 1CT.

Correctness. If R[j] =0, the SKE ciphertext ¢, is an encryption of L;,, and z[j] =
m|j] holds for every j € [n| and a € {0,1}. If R[j] = 1, the SKE ciphertext ¢;, is an
encryption of Lj1_,, and z[j] = 1 — m[j] holds for every j € [n] and « € {0,1}. Then,
We see that for every j € [n], ¢;.; is an encryption of L;,,j. Therefore, the correctness
of 1CT directly follows from those of building blocks.

®We assume that n > X and K , is the first A bit of Fg(j||) for every j € [n] and « € {0,1}.
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Efficiency. Before proving the security, we estimate the efficiency of 1CT.

We use Yao’s garbled circuit for GC [Yao86, BHR12]. We observe that the running
time of Garble, GC.tc (A, |f]) = |f| - poly(A) (linear in |f]) from Yao’s construction.
Other computations included in the description of 1CT is just computing XOR, PRF
over domain [2n], and encryption of SKE. Let 1CT .tg, ., 1CT./E", and 1CT .t be bounds
of the running time and output length of 1CT.Enc and the running time of 1CT.KG. In
addition, g, tea e and tg are bounds of the running time of F, Garble, and E, respectively.

Then, we have

IMSK| = A, 1CT.¢5"(\,n) = (A + 1)n,
1CT .tgpc( A, n) = n - poly; (A, logn), (4.3)
1CT tye (A n, 8) = te + tamie( A [ f]) +2 -1 - g
< poly(A,logn) + | f[ - poly(A) + n - poly(})
< (If[ 4 n) - poly(A),

where poly;ct is a fixed polynomial.
The master secret-key length is [MSK| = A thus is independent of n. The encryption
time is independent of the size of f, i.e., this scheme is fully succinct. Moreover, we stress

that the running time of the key generation is linear in |f|.

Security. We assume that the advantage of any adversary attacking GC, SKE, and F
is bounded by egc, €ske, and ef, respectively. Let A be an adversary that attacks the
selective-message function privacy of 1CT. Moreover, we assume that A makes g key

queries at most, where ¢ is a polynomial of A. Then, it holds that
AdVIETPA(N) < 2(q - e + eske + €F). (4.4)

This means that if all of GC, SKE, and F are d-secure, then so is 1CT. Below, we
prove this via a sequence of games. First, consider the following sequence of games. For
h=0,---,4, let SUC; be the event that A succeeds in guessing the challenge bit, that is,

b =1V occurs in Game i.
Game 0 This is the selective-message function privacy game regarding 1CT.

1. The challenger generates S <+ {0,1}* and chooses a challenge bit b <~ {0,1}.

Then, the challenger sends security parameter 1* to A.

2. A sends (mg,mp) to the challenger. Then, the challenger computes K, <
Fs(j|la) for every j € [n] and o € {0,1}, R < Fg(0]|0), and = + my, & R.
Finally, the challenger returns (z, { K }jem) to A.
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3. For a key query (fy, f1) € F x F from A, the challenger first computes K , <
Fs(j||a) for every j € [n] and o € {0,1}, and R < Fg(0]|0). Then, the
challenger computes (C, {L;a}jemlaciory) < Garble(1*,C},), where Cy, is a
circuit computing f,. Finally, the challenger compute c¢;o < E(Kjo, L; rp)
and ¢ < E(K 1, Lj1_gy) for every j € [n], and returns (C, {¢jatjcmlaciony})
to A.

4. A outputs V' € {0,1}.

Game 1 Same as Game 0 except that the challenger generates { Ko} jcpm],acfo,1} and R

as truly random strings.
We have | Pr[SUCy] — Pr[SUC,]| < € by the security of F.

Game 2 Same as Game 1 except that for every j € [n], the challenger generates c;1_[j]
E(Ej1-a(;), 0%)-

We have | Pr[SUC;| — Pr[SUCs]| < eske by the security of SKE.

Game 3 Same as Game 2 except that when 4 makes a key query (fo, f1), the challenger
computes (5, {L;}iem) < Sim(1*,s,y), where s = | fo| = |f1] and y = fo(mg) =
fi(my). Here, Sim is a simulator for GC. In addition, the challenger computes
¢jalj) < E(Kjap), Ly) for every j € [n].

We have | Pr[SUC,] — Pr[SUCs]| < ¢ - €gc by the security of GC.

Game 4 Same as Game 3 except that the challenger generates z <~ {0, 1}".

The difference between Game 3 and 4 is how the challenger generates x. However,
x is uniformly distributed in both of games thus | Pr[SUC3] — Pr[SUC4]| = 0.

In Game 4, the challenge bit b is information theoretically hidden from the view of A

thus | Pr[SUC,] — 3| = 0. Then, we can estimate the advantage of A as

3
1 . 1
5 - AVTPL(A) = | Pr{SUC)] — 5| < D7 | Pr{SUC,] — Pr{SUCs . (4.5)

2 h=0

From inequality 4.5 and the above arguments, we obtain inequality 4.4. This com-
pletes the proof. O (Theorem 4.3.2)
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4.3.3 Hybrid Encryption Construction

We next introduce a construction based on the hybrid encryption methodology. The
construction combines an iSKFE scheme and 1CT we constructed in Section 4.3.2, and
leads to a new iSKFE scheme. The construction is similar to the SKFE variant of
the construction proposed by Ananth et al. [ABSV15] except the following. First, our
construction works even if one of the building block is an iSKFE scheme. Second, in our
construction, if both building block schemes satisfy function privacy, then so does the
resulting scheme.

Let iISKFE = (Setup, iKG, Enc, Dec) be an iSKFE scheme whose index space is Z. Let
1CT = (1CT.Setup, 1CT.KG, 1CT.Enc,1CT.Dec) be an SKFE scheme. Let {Fg : Z —
R|S € {0,1}*} be a PRF, where R is the randomness space of 1CT.KG. We construct an
iISKFE scheme HYBRD = (Hyb.Setup, Hyb.iKG, Hyb.Enc, Hyb.Dec) as follows. Then, the
index space of HYBRD is the same as iISKFE, that is, Z. Moreover, if the function space of
1CT is F, then that of HYBRD is also F. We assume that iSKFE supports a sufficiently
large function class that particularly includes the key generation circuit G described in
Figure 4.3.

Construction. The scheme consists of the following algorithms.
Hyb.Setup(1*) :

e Return MSK <« Setup(1?).
Hyb.iKG(MSK, f, 1) :

e Compute skg + iIKG(MSK, G[f, L, L,i],7). The circuit G is defined in Fig-
ure 4.3.

e Return sky < skg.
Hyb.Enc(MSK, m) :

e Generate 1CT.MSK < 1CT .Setup(1*) and S <~ {0, 1}*.
e Compute CT < Enc(MSK, (1CT.MSK, S,0)) and 1CT.CT <« 1CT.Enc(1CT.MSK,

e Return Hyb.CT « (CT,1CT.CT).
Hyb.Dec(sks, Hyb.CT) :
e Parse sk < sky and (CT,1CT.CT) < Hyb.CT.

e Compute 1CT.sks <— Dec(skg, CT).
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Key generation circuit G[fo, f1,u,:](1CT.MSK, S, )

Hardwired: functions fy and f, functional key u, and index 3.
Input: master secret key 1ICT.MSK, PRF key S, and bit o € {0,1}.

1. If 1ICT.MSK = L, return u.

2. Else compute r; < Fg(i) and return 1CT.sky < 1CT.KG(1CT.MSK, fy; 7).

Figure 4.3: Construction of a key generation circuit G.

e Return y - 1CT.Dec(1CT .sky, 1CT.CT).

We have the following theorem.

Theorem 4.3.3 Let iSKFE be (g, 0)-selective-message function private iSKFE, where q
is a fized function of A. Let 1CT be single-ciphertext (poly, d)-selective-message function
private SKFE. Let F be a §-secure PRF. Then, HYBRD is (g, 0)-selective-message function
private iISKFE.

Note that the above theorem holds even if ¢ is not polynomial of A. In fact, in the

concrete instantiation in Section 4.5, we set ¢ as a super-polynomial of \.

Proof of Theorem 4.3.3. The correctness of HYBRD follows from those of building
blocks.

Efficiency. We estimate the size of G since we need it in the efficiency analysis of our
main construction in Section 4.5.

Let |1CT.KG| and |F| denote the size of the circuits computing 1CT.KG and F, respec-
tively. Then, the size of G is

|G| =2|f] + |1CT.skys| + |i| + |[ICT.KG| + |F|
< 2|fI+ (If1 4 Iml]) - poly(A) +log g + (|f[ + [m]) - poly(A) + poly(A, log ¢)
< (If[ + Im]) - polyg (A, log q) (4.6)
where poly; is some fixed polynomial. The second inequality holds due to the efficiency of

1CT in Section 4.3.2. Note that 1CT .sky is output by 1CT.KG thus |1CT.sk¢| is bounded
by |1CT.KG]|.

Security. We assume that the advantage of any adversary attacking iSKFE, 1CT, and
F is bounded by €, €7, and €f, respectively. Let A be an adversary that attacks the
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selective-message function privacy of HYBRD. We assume that A sends p message pairs

at most to the challenger at the initialization step. Then, it holds that
Advf—ln:(_épRD,A<)‘) <2((2p+1)-e+p-ect +p-er). (4.7)

This means that if all of iISKFE, 1CT, and F are d-secure, then so is HYBRD. Below, we

prove this via a sequence of games.

Game 0 This is the selective-message function privacy game regarding HYBRD.

Initialization First, the challenger sends security parameter 1* to 4. Then,
A sends {(mf,m{)}, ¢y to the challenger. Next, the challenger generates
MSK < Setup(1*) and chooses a challenge bit b <~ {0,1}. Then, for every
¢ € [p], the challenger generates 1CT.MSK® « 1CT Setup(1*), S© < {0,1}*,
and CTY «— Enc(MSK, (1CT.MSK® S® 0)). Finally, the challenger gener-
ates 1CT.CT® « 1CT.Enc(1CT.MSK® mf) for every ¢ € [p], and returns
{(CT“), 1CT.CT“))} to A.

te[p]
Key queries When A makes a key query (i, fi, fi) € Z x F x F, the challenger

returns sk < iIKG(MSK, G[f, L, L,i],7) to A.
Final phase A output b'.

For every ¢* € [p], we define the following games. We define Game (5,0) as the

same game as Game 0.

Game (1,/0*) Same as Game (5,¢* — 1) except the following. The challenger gener-
ates CT® « Enc(MSK, (1CT.MSK®, S® 1)) for every ¢ € [¢* — 1], and CT*") «
Enc(MSK, (L, L,0)).

In addition, when A makes a key query (i, fi, fi) € Z x F x F, the challenger
computes TZ@*) + Fgen(7) and u; «+ 1CT.KG(1CT.MSK(E*), g;ry*)), and returns

sk < iIKG(MSK, G[ff, fi, us, ], ).
@)

Game (2,0*) Same as Game (1, ¢*) except that the challenger generates ;" ’ as a truly

random string when A makes a key query (i, f&, f1).

Game (3,0*) Same as Game (2,0*) except the following. The challenger generates
1CT.CT®) « 1CT.Enc(1CT.MSK“) mf"). In addition, the challenger generates
u; + 1CT.KG(1CT.MSK) | fi: 7)) when A makes a key query (i, fi, fi) € T x
F x F.

()

Game (4, (*) Same as Game (3, (*) except that the challenger generates r;” ’ < F g (7)

when A makes a key query (i, f¢, fi).
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Game (5,0*) Same as Game (4,0*) except the following. The challenger generates
CT®) « Enc(MSK, (1CT-MSK*")_ S$(*) 1)). In addition, when A makes a key query
(i, f&, fI) € IxF xF, the challenger responds with sk(Gi) +— iKG(MSK, G[fi, f1, L, 1],1).

We define one additional game.

Game 6 Same as Game (5,p) except that when A makes a key query (i, f3, f1), the
challenger generates skg) +— iKG(MSK, G[L, f{, 1,4],4). In this game, the challenger
generates CT® « Enc(MSK, (1CT.MSK®, 5@ 1)) for every ¢ € [p].

Let SUCy and SUCg be the event that A succeeds in guessing the challenge bit b in
Game 0 and 6, respectively. Similarly, for every h € {1,---,5} and ¢* € [p], let SUC(, ¢+
be the event that A succeeds in guessing b in Game (h, £*). In Game 6, the challenge bit
b is information theoretically hidden from the view of A, and thus | Pr[SUCs] — 1| = 0.

Then, we can estimate the advantage of A as

1 . 1
5 AdVHYI;FF){D,A(/\) = | Pr[SUC,] — §|

2
< ) | Pr[SUC5 ¢+—1)] — Pr[SUC( 4]
¢*€lp]
4
+ 3 > | Pr[SUC, )] — Pr[SUC(41,]
trelp] h=1

+ | Pr[SUC(s,] — Pr[SUC]| (4.8)

Below, we estimate each term on the right side of inequality 4.8.

Lemma 4.3.1 For every {* € [p], | Pr[SUC(5 ¢+_1)] — Pr[SUC(y )]

<e.

Proof of Lemma 4.3.1. Using the adversary A, we construct the following adversary
B that attacks iSKFE.
1. On input security parameter 1*, B chooses b <~ {0,1} and sends 1* to A.
2. When A sends {(mé,m{)}m[q], B sets { (Mg, Mle)}qu] as follows.
e For every ¢ < (*, B sets M{ = M! = (1CT.MSK¥Y, 5 1).
o Bsets M{" = (1CT.MSK“) S 0) and MY = (L, L,0).
e For every ( > (*, B sets M{ = M! = (1CT.MSK¥_ 5® 0).
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Then, B sends {(Mg, Mf)}ee[p] to the challenger and gets the answer {CT(Z)}L;EM.

Next, B computes 1CT.CT® + 1CT.Enc(1CT.MSK(Z),mf) for every ¢ < ¢*, and
1CT.CT® «— 1CT.Enc(1CT.MSK® mf) for every £ > ¢*. Finally, B sets Hyb.CT) «
(CT®,1CT.CTY) for every ¢ € [p], and sends {Hyb.CT(Z)} to A.

te[p]
3. When A makes a key query (i, fi, fi) € Z x F x F, B first computes u; <+
1CT.KGMSK) | £i: )y where r\“”) < Fgr) (4). Then, B queries (4, G[f;, fi, L, 4],
GIf}, fi,us,1]) to the challenger and returns the answer to .A.

4. When A terminates with output ¢, B outputs 1 if b = b'. Otherwise, B outputs 0.

Let 5 be the challenge bit between the challenger and B. For every ¢ # ¢* and key
query (i, fo, fi) made by A, G[f;, fi, L, il(Mg) = G[fy, fi,u:,i](M{) holds if f5(mg) =
fi(m§) holds. Moreover, we have

Glfi, fi, L, i)ACT.MSK®) SE) 0) = w; = G[ff, 2w, i) (L, L,0).

If A makes only one key query under every index i € [q], then so does B. Therefore,
since A is a valid adversary for HYBRD, B is a valid adversary for iSKFE, and thus we
have AdvisénK_;pEB(/\) = |Pr[g' = 1|8 = 0] — Pr[p’ = 1|5 = 1]|. B perfectly simulates Game
(5,0 — 1) if B = 0. On the other hand, B perfectly simulates Game (1,¢*) if 5 = 1.
Moreover, B outputs 1 if and only if A succeeds in guessing the value of b. Therefore, we
have Advisir® 5(A) = | Pr[SUC(s 1) —Pr[SUC( ¢+)]| thus | Pr[SUC(s g« 1)) —Pr[SUCH ]| < €

holds. O (Lemma 4.3.1)
Lemma 4.3.2 For every {* € [p], | Pr[SUC(y ¢+)] — Pr[SUC(2 ]| < €F.

The proof is straightforward thus omitted.
Lemma 4.3.3 For every £* € [p], | Pr[SUC(g )] — Pr[SUC3.)]| < €1c7-

Proof of Lemma 4.3.3. Using the adversary A, we construct the following adversary
B that attacks 1CT.

1. On input security parameter 1*, B chooses b <~ {0,1} and sends 1* to A.

2. When A sends {(mf, m{)} telal’ B first computes {CT“)}

as follows.

and {1CT.CT“)}

Lep] L€[p]

e For every ¢ < (*, B computes CT® « Enc(MSK, (1CT.MSK(6),S(€),1)) and
1CT.CT® «— 1CT.Enc(1CT.MSK® mt).
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e B computes CT) < Enc(MSK, (L, L,0)). In addition, B sends (m} ,m!") to
the challenger and gets the answer 1CT.CT).

e For every ¢ > (*, B computes CT® « Enc(MSK, (1CT.MSK® 5® 0)) and
1CT.CT® « 1CT.Enc(1CT.MSK® mf).

B sets Hyb.CT® + (CT@), 1CT.CTY) for every £ € [p], and sends {Hyb.CT“)}
to A.

L€[p)

3. When A makes a key query (i, fi, fi) € T x F x F, B first queries (f{, f) to
the challenger as a key query and gets the answer 1CT.sk}. Then, B generates
skg; < IKG(MSK, G[f{, fi,1CT sk%],7) and returns it to A.

4. When A terminates with output b, B outputs 1 if b = b’. Otherwise, B outputs 0.

Let 3 be the challenge bit between the challenger and B. For every key query (i, f¢, f1)
made by A, fi(m§) = fi(m§) holds since A is a valid adversary for HYBRD. In addition,
B sends only one message tuple in the initialization step. Therefore, B is a valid adversary
for 1CT, and thus we have Advi?}fﬁg()\) = |Pr[f =18 =0 —Pr[f =18 = 1]|. We
see that B perfectly simulates Game (2,¢*) if § = 0. On the other hand, B perfectly
simulates Game (3,¢*) if § = 1. Moreover, B outputs 1 if and only if A succeeds in

guessing the value of b. Therefore, we have Advi'g}fgg()\) = | Pr[SUC(2,¢+)] — Pr[SUC5 ¢+)]
thus | Pr[SUC(2 )] — Pr[SUC(3 ¢+)|| < €17 holds. O (Lemma 4.3.3)
Lemma 4.3.4 For every (* € [p], | Pr[SUC(3 )] — Pr[SUC(4)]| < €.

The proof is straightforward thus omitted.
Lemma 4.3.5 For every (* € [p], | Pr[SUC(4 )] — Pr[SUC5 )| < €.

The proof is almost the same as that of Lemma 4.3.1 thus is omitted.

Lemma 4.3.6 |Pr[SUC | — Pr[SUC]| < e.

Proof of Lemma 4.3.6. The only difference between Game (5, p) and 6 is how skg) is
generated for every i € [¢]. In Game (5, p), it is generated as skg) +— iIKG(MSK, G[f, fi, L,i],4).
On the other hand, in Game 6, it is generated as skg) +— iIKG(MSK, G[L, fi, L,1],4). Here,

in both games, for every £ € [p], CT® is generated as CT® « Enc(MSK, (1CT.MSK®,
S® 1)). Then, for every i € [q] and £ € [p], we have

GIfe, fi, L,i)(ACT.MSK® S® 1) = G[L, fi, L,i](1CT.MSK® 5O 1).
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This is because f; is ignored in the left hand side. Therefore, we can construct an
adversary attacking iSKFE whose advantage is | Pr[SUC(5 ;)] — Pr[SUCs]| thus | Pr[SUC5 )] —
Pr[SUCq]| < € holds. O (Lemma 4.3.6)

From inequality 4.8 and lemmas 4.3.1 to 4.3.6, inequality 4.7 holds. This completes
the proof. O (Theorem 4.3.3)

4.4 New PRODUCT Construction for iSKFE

We now introduce our main tool for increasing the number of functional decryption keys
of an iSKFE scheme. By using two iSKFE schemes as building blocks, the construction
produces a new iISKFE scheme whose index space is the product of those of the building
block schemes. Our PRODUCT construction is based on the PRODUCT construction
for PKFE schemes proposed by Li and Micciancio [LM16]. However, as mentioned in
Section 4.1, in order to accomplish the security proof, we cannot use their construction in
the secret-key setting straightforwardly. Then, we adopt a ciphertext-embedding strategy
used by Brakerski et al. [BKS16] in the context of multi-input SKFE.

Let Root = (Rt.Setup, Rt.iIKG, Rt.Enc, Rt.Dec) and Leaf = (Lf.Setup,Lf.iKG,Lf.Enc,
Lf.Dec) be iSKFE schemes. We assume that the index spaces of Root and Leaf are Zg,
and Z¢, respectively. Let {Fg : Zg, x [2] — {0,1}* | S € {0,1}*} and {Fg : {0,1}* —
{0,1}* | S € {0,1}*} be PRFs. Then, using Root, Leaf, F, and F/, we construct an iSKFE
scheme PRDCT = (Prd.Setup, Prd.iKG, Prd.Enc, Prd.Dec) as follows. Note that the index
space of PRDCT is Zr; x Zis. Moreover, if the function space of Leaf is F, then that of
PRDCT is also F. We assume that Root supports sufficiently large function class that
particularly includes the encryption circuit e described in Figure 4.4. In addition, we

assume that all of randomness spaces of Lf.Setup, Lf.iKG, and Lf.Enc are {0, 1}

Construction. The scheme consists of the following algorithms.
Prd.Setup(1?) :

e Generate Rt.MSK < Rt.Setup(1*) and S <~ {0, 1}*.
e Return MSK « (Rt.MSK, 5).

Prd.iKG(MSK, £, (1, ) :

o Parse (Rt.MSK, 5) < MSK.
e Compute rgetup + Fs(1]|0), S; < Fs(i||1), and ric < Fs(2]|2).

e Generate Lf.MSK; < Lf.Setup(1*; 74,y )-
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Encryption circuit ¢[Lf.MSK;, S;, a](mqg,m1,t,u) :

Hardwired: master secret key Lf.MSK;, PRF key S;, and bit « € {0,1}.

Input: messages mg and mq, tag t, and ciphertext u.
1. If Lf.MSK; = L, return u.
2. Else, compute rgn < Fig (1)

3. Return Lf.CT; < Lf.Enc(Lf.MSK;, my; TEnc)-

Figure 4.4: Construction of an encryption circuit e.

o Compute Rt.sk., + Rt.iKG(Rt.MSK,e[Lf.MSK;, S;,0],4; riq) and Lf.sk}’
Lf.iKG(Lf.MSK;, f, j).

e Return sk; < (Rt.sk,, Lf.skj;j).
Prd.Enc(MSK,m) :

e Parse (Rt.MSK, S) < MSK.

e Generate ¢ <~ {0,1}*.

e Compute Rt.CT <+ Rt.Enc(Rt.MSK, (m, L, ¢, 1)).
e Return CT < Rt.CT.

Prd.Dec(sky, CT) :

o Parse (Rt.sk,, Lf.sk}’) < sky and Rt.CT « CT.
e Compute Lf.CT < Rt.Dec(Rt.sk,,, Rt.CT).
e Return y + Lf.Dec(Lf.sk}, Lf.CT).

Let |Zrt| = qre and |Zi¢| = qis. Then, we have the following theorem.

Theorem 4.4.1 Let Root be (gry, d)-selective-message function private iSKFE, and Leaf
(qis, 0)-selective-message function private iSKFE. Let F and F' be d-secure PRF. Then,
PRDCT is (qrt - quf, 9)-selective-message function private iSKFE.

Proof of Theorem 4.4.1. We first prove the correctness of PRDCT.

Correctness. In the construction, we use ¢gr; instances of Leaf and thus gr; master
secret keys are generated in Prd.iKG. In addition, we let Rt.iKG release the same functional
key Rt.sk., for the same index ¢ € Zg, since Root can release only gr: functional keys.

In order to ensure that only gr; master secret keys {Lf .MSKi}ie[th] and functional keys
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{Rt.sk‘ei}ie[qR
Rt.CT by Rt.sk,,, it is re-encrypted to a ciphertext under the master secret key Lf.MSK;.

Thus, the correctness of PRDCT follows from those of Root and Leaf.

J are generated, we manage them as one PRF key S. Then, if we decrypt

Efficiency. We next analyze the efficiency of PRDCT.
Let |Lf.Enc| and |F’| denote the size of the circuits computing Lf.Enc and F’, respec-

tively. Then, the size of e is

le| = |LE.MSK] + A + 1 + |Lf.Enc| + |F/| < 2 |Lf.Enc| + poly(\)
< |Lf.Enc] - poly, (), (4.9)

where poly, is a fixed polynomial.

Let Rt.tg,. and Rt.t,c be bounds of the running time of Rt.Enc and Rt.iKG. Let
Lf.tg, and Lf.t,xc be bounds of the running time of Rt.Enc and Rt.iKG. Let Prd.tg,. and
Prd.t,xc be bounds of the running time of Prd.Enc and Prd.iKG. Note that the length of
a ciphertext output by Lf.Enc is bounded by its running time Lf.tg, .. Then, we have

Prd.tg, (A, n,s) = Rttg,. (A, 2n + X+ Lf.tg, (A, n,s), |e]),
Prd.txc(A, n,s) = Rttike (N, 2n + X + Lf.tg, (A, n, s), |e]) + Lftixc (A, n, 8).

Security. We assume that the advantage of any adversary attacking Root, Leaf, F, and
F’ is bounded by e€gs, €15, €F, and €p, respectively. Let A be an adversary that attacks the
selective message function privacy of PRDCT. We assume that A makes key queries for

at most ¢ different indices {ix},c(, € Zg,- Then, we have
AdvEoer 4(A) < 2((20+2) - ere + ¢ - e + (20 + De) . (4.10)

This means that if all of Root, Leaf, F, and F’ are §-secure, then so does PRDCT. Below,
we prove this via a sequence of games.

Below, we prove equality 4.10 via a sequence of games. First, consider the following
sequence of games. We assume that the number of message tuples A queries as the

challenge messages is p at most, where p is a polynomial of \.
Game 0 This is the original selective-message function privacy game regarding PRDCT.

1. The challenger sends security parameter 1* to A.

2. A sends {(mﬁ,m{)}eem
Rt.MSK < Rt.Setup(1*) and S <~ {0,1}*, and chooses a challenge bit b <-
{0,1}. Then, the challenger generates t <~ {0,1}* and Rt.CT) - Rt.Enc(Rt.MSK,

(my, L,#9 1)) for every £ € [p], and returns {<Rt'CT(O)}e . to A.
€lp

to the challenger. Next, the challenger generates
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3. When A makes a key query (4,7, fé’j, fj) € Ire X Iis X F x F, the chal-
lenger first generates ré,, <= Fs(i[|0), Si <= Fs(i|[1), rixg < Fs(il[2), and
Lf.MSK; < LfSetup(1*;7&.,,)- Then the challenger computes Rt.sk,, <
Rt.KG(RE.MSK, e[Lf.MSK;, i, 0], i; rigg) and Lf.ski¥ < LF.iKG(LF.MSK,, £, j),
and return (Rt.sk,,, Lf.sk}’) to A.

4. A output b'.

Game 1 Same as Game 0 except how the challenger responds to a key query made by
A. At the initialization step, the challenger prepares a list £ which stores an index
1 € T and corresponding master secret key Lf.MSK;, a PRF key S;, and a func-
tional key Rt.sk.,. When A makes a key query ((,7), fo”, f’), the challenger first
checks whether there is an entry of the form (i, Lf.MSK;, S;, Rt.ske,) in L. If so, the
challenger responds to the key query using (Lf.MSK;, S;). Otherwise, the challenger
generates 76, i, and rjg as truly random strings, and generates Lf.MSK; <
Lf.Setup(1*; 7¢.y,p) and Rt.ske, <= Rt.iKG(MSK, e[Lf.MSK;, S;,0],7). Then, the chal-
lenger responds to the key query, and finally adds the entry (i, Lf. MSK;, S;, Rt.sk,)
to L.

Game 2 Same as Game 1 except that the challenger generates Rt.CT®) + Rt.Enc(Rt.MSK,
(my,m{, @, 1)) for every £ € [p].

For every k* € [q], we define the following games. We define Game (7,0) as the

same game as Game 2.

Game (3,k*) Same as Game (7,k* — 1) except the manner the challenger generates

challenge ciphertext and responds to key queries.

In the initialization step, the challenger generates Lf. MSK* « Lf.Setup(1*) and
S* « {0,1}*. Then, for every ¢ € [p], the challenger generates Rt.CT) «
Rt.Enc(Rt.MSK, (mf, mt, t® u*®)), where u*® « Lf.Enc(Lf.MSK* m{; ri) and
e ¢ Flo (t0).

In addition, when A makes a key query ((,7), fo”, f’), the challenger responds as

follows.

e When |£| < k* — 1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,,),
the challenger responds to the query by using them. Otherwise, the chal-
lenger first generates Lf.MSK; < Lf.Setup(1*), S; <~ {0,1}*, and Rt.sk,
Rt.iKG(MSK, e[Lf.MSK;, S;, 1],4). Then, the challenger responds using them,
and adds them to L.

e When |£| = k*—1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,), the

challenger responds to the query by using them. Otherwise, the challenger first
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sets Lf.MSK; < Lf.MSK*, S; < S§*, and Rt.sk,, < Rt.iIKG(Rt.MSK;, e[L, L,0],1).
Then, the challenger responds using them, and adds them to £. We call this
index 7*.

e When |£| > k*—1, the challenger responds in the same way as Game (6, k*—1).

Game (4, k*) Same as Game (3, k*) except that the challenger generates rl(;:c’@ as a truly

random string for every ¢ € [p].

Game (5,k*) Same as Game (4, k*) except the followings. The challenger generates
) « Lf.Enc(Lf.MSK;, m!) for every ¢ € [p]. In addition, the challenger generates
Lf. sk: ) L iIKG(Lf.MSK;- ,f(l ) ,7) for every j € Zy¢.

Game (6, k") Same as Game (5, k*) except that the challenger generates T(Ei:c’é) + Fs. (t®)
for every ¢ € [p].

Game (7,k*) Same as Game (6, k*) except that for every ¢ € [p], the challenger generates
Rt.CT® < Rt.Enc(Rt.MSK, (m{, m¢,t®, 1)). In addition, the challenger generates
Rt.ske,. < Rt.iKG(MSK, e[Lf.MSK;-, S+, 1], 7).

We define one additional game.

Game 8 Same as Game (7, ¢) except that the challenger generates Rt.CT® «+ Rt.Enc(Rt.MSK,
(L, m& 1O, 1)) for every £ € [p].

For every h € {0,1,2,8}, let SUC, be the event that A succeeds in guessing the
challenge bit b in Game h. Similarly, for every h € {3,---,7} and k* € [q], let SUC(, k=)
be the event that A succeeds in guessing b in Game (h, k*). In Game 8, the challenge bit
b is information theoretically hidden from the view of A thus | Pr[SUCs] — 1| = 0. Then,

we can estimate the advantage of A as

1 om 1
B - Adv PRSE‘T A(A) = | Pr[SUC,] — 5‘

< | Pr[SUCo] — Pr[SUC4]| + | Pr[SUC,] — Pr[SUC,]|
+ Y | Pr[SUCH k1)) — Pr[SUC( 1))

k*€lq]

+ Z Z | Pr[SUC( 1)) — Pr[SUC( 11 4+)]

k*€lq] h=3

+ | Pr[SUC(7,;)] — Pr[SUC]| (4.11)

Below, we estimate each term on the right side of inequality 4.11.
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Lemma 4.4.1 | Pr[SUCy] — Pr[SUCy]| < €.

The proof of it is straightforward thus omitted.

Lemma 4.4.2 | Pr[SUC;] — Pr[SUCs]| < €.

Proof of Lemma 4.4.2. Using the adversary A, we construct the following adversary
B that attacks Root.

1. On input security parameter 1*, B chooses b <~ {0,1} and sends 1* to A.

2. When A sends {(m, mﬁ)}ee[q}, Bsends {(mj, L, ), 1), (mf, mf, ¢, J‘)}ee[p] to the

challenger and returns the answer {Rt.CT(Z)}e . to A.
€lp

3. When A makes a key query (4,7, fo?, fi7) € Tre x Tis x F x F, B first checks
whether there is an entry whose first component is ¢ in L. If so, using the entry
(7, Lf.MSK;, S;, Rt.ske,), B responds to the key query. Otherwise, B first generates
Tt e Sis Tk = {0,1}, and computes Lf.MSK; < Lf Setup(1*;ré,,,). Then, B
queries (i, e[Lf.MSK;, S;, 0], ¢[Lf.MSK;, S;, 0]) to the challenger as a key query, and
obtains the answer Rt.sk.,. Next, B generates Lf.skj;j  Lf.iKG(Lf.MSK;, fi7; )
and returns (Rt.sk,,, Lf.sk‘}’]) to A. Finally, B adds (i,Lf.MSK;, S;, Rt.sk.,) to L.

4. When A terminates with output b, B outputs 1 if b = b’. Otherwise, B outputs 0.

Let B be the challenge bit between the challenger and B. Note that the encryp-
tion circuit e[Lf.MSK;, S;,0] ignores second component of the input, and thus for ev-
ery ¢ € [p] and every key query i € Zg,, we have e[Lf.MSK;, S;,0](mj, Lt 1) =
e[Lf.MSK;, S;, 0](mf, m¢,+®), 1). In addition, B makes 1 key query under every index i € 7
at most. Therefore, B is a valid adversary for Root, and thus we have AdeRrE;i’?B()\) =
| Pr[8’ = 1|6 = 0] — Pr[’ = 1|8 = 1]|. We see that B perfectly simulates Game 1 if
£ = 0. On the other hand, B perfectly simulates Game 2 if § = 1. Moreover, B outputs
1 if and only if A succeeds in guessing the value of b. Thus, we have Advsé";;??g()\) =
| Pr[SUC,] — Pr[SUC,]| and | Pr[SUC;] — Pr[SUCs]| < €g; holds. O (Lemma 4.4.2)

Lemma 4.4.3 For every k* € [q], | Pr[SUC(7 4+—1y] — Pr[SUC(31+)]| < €re.

Proof of Lemma 4.4.3. Using the adversary A, we construct the following adversary
B that attacks Root.

1. On input security parameter 1*, B chooses b <~ {0,1} and sends 1* to A.
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2. When A sends {(m§,m!) }136 B generates u*(¥) « Lf.Enc(Lf.MSK*,mﬁ;rEﬁ?) for
0 o (19). Bends {(mf 1) 1), (i 10, 0)},

to the challenger and returns the answer {Rt.CT } . to A.
Lep

every £ € [p|, where rg,/

3. When A makes a key query (i, 7, fo7, fi’) € Zre x Tos x F x F, B responds as follows.

e In the case |£| < k*—1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,, ),
B responds using them. Otherwise, B first generates Lf. MSK; « Lf.Setup(1*),
S; <~ {0,1}*. Then, B makes a key query (i, e[Lf. MSK;, S;, 1], e[Lf.MSK;, S;, 1])
to the challenger and obtains the answer Rt.sk,,. Then, B responds using them,
and adds them to L.

e In the case |£| = k*—1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,,),
B responds using them. Otherwise, B first sets Lf. MSK; +— Lf. MSK*, S; «+— S*.
Then, B makes a key query (i,e[Lf.MSK;, S;,0],e[L, L,0]) to the challenger
and obtains the answer Rt.sk.,. Then, B responds using them, and adds them
to L.

e In the case |£| > k*—1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,, ),
B responds using them. Otherwise, B first generates Lf.MSK; < Lf.Setup(1*),
S; <~ {0,1}*. Then, B makes a key query (i, e[Lf. MSK;, S;, 0], e[Lf.MSK;, S;, 0])
to the challenger and obtains the answer Rt.sk,,. Then, B responds using them,
and adds them to L.

4. When A terminates with output ¢, B outputs 1 if b = b'. Otherwise, B outputs 0.

Let 8 be the challenge bit between the challenger and B. We can easily see that
e[Lf. MSK;, S;, a](mé, m$, 19, 1) = e[LF.MSK;, S;, a](m}, m%, t® u*®)
hold for every ¢ € [p], i € Zg, and a € {0, 1} since u*“is ignored. In addition, we have

e[LF.MSK*, §*,0](mé, m!, t©), 1) = Lf Enc(Lf. MSK*, m¢: i)
_ O
=Uu

[J— 1 0](mb7m€7t(€)au>k(£))

for every ¢ € [p]. Therefore, B is a valid adversary for Root, and thus we have Adv;”;;i'fs()\) =

| Pr[p’ = 1|5 = 0] — Pr[#’ = 1|8 = 1]|. We sce that B perfectly simulates Game (7, k* —1)
if # = 0. On the other hand, B perfectly simulates Game (3,%*) if 5 = 1. Moreover,
B outputs 1 if and only if A succeeds in guessing the value of b. Therefore, we have
Advin PL(X) = | Pr[SUC(7 k-—1)] — Pr[SUC(s )|, and thus | Pr[SUC( 4-_1)] — Pr[SUC(s )| <
€re holds. O (Lemma 4.4.3)
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Lemma 4.4.4 For every k* € [q], | Pr[SUC(3 4+)] — Pr[SUC(4+)]| < €F.

The proof is straightforward thus omitted.

Lemma 4.4.5 For every k* € [q], | Pr[SUC(4 +)] — Pr[SUC(5 )]

< €Lf.

Proof of Lemma 4.4.5. Using the adversary A, we construct the following adversary
B that attacks Leaf.

1. On input security parameter 1*, B chooses b <~ {0,1} and sends 1* to A.

2. When A sends {(m§, m})} telgl’ B sends { (mj, m!)} rep) 1O the challenger and obtains
the answer {Lf.CT(E)} . Bcomputes Rt.CT) « Rt.Enc(Rt.MSK, (m{, m¢, ¢, Lf.CTY)),

L€[p

and returns {Rt.CT(e)} to A.

Le[p]

3. When A makes a key query (i, , fo, fi7) € Tre x Iis x F x F, B responds as follows.

e In the case |£| < k*—1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,, ),
B responds using them. Otherwise, B first generates Lf. MSK; « Lf.Setup(1*),
S, <~ 10,1}, and Rt.sk., ¢ RtiKG(Rt.MSK, e[Lf.MSK;, S;,1],4). Then, B

responds using them, and adds them to L.

e In the case |£| = k*—1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk,, ),
B responds using them. Otherwise, B first makes a key query (7, f;’j, f] ) to
the challenger and obtains the answer Lf.skj;j . Then, B generates Rt.sk., <
Rt.iIKG(Rt.MSK, e[ L, 1,0],4), and returns (Rt.sk,,Lf.sk}’). Finally, B sets
i* =i and adds (¢*, L, L, Rt.sk,) to L.

e In the case |£| > k* — 1, if there is an entry of the form (i, Lf.MSK;, S;, Rt.sk.,)
and ¢ # ", the challenger responds using them. If ¢ = ¢*, B makes a key
query (7, fb” , i] ) to the challenger, obtains the answer Lf .sk% . and returns
(Rt.ske,, Lf.skj;j) to A. Otherwise, B first generates Lf.MSK; < Lf.Setup(1*),
S; <~ {0,1}*, and Rt.sk,, < Rt.iKG(Rt.MSK, e[Lf.MSK;, S;,0],4). Then, B

responds using them, and adds them to L.

4. When A terminates with output ¢, B outputs 1 if b = b’. Otherwise, B outputs 0.

Let 8 be the challenge bit between the challenger and B. Since A is a valid adversary
for PRDCT, for every £ and function query (i, j, fo/, /), it holds that fi7(mf) = fi7(m!),
and B makes 1 key query under every index j € Z;¢ at most. Therefore, B is a valid
adversary for Leaf, and thus we have Advsl_r:a_{%()\) = |Pr[p = 1| =0]-Pr[p' = 1|5 = 1]
We see that B perfectly simulates Game (4, k*) if = 0. On the other hand, B perfectly

98



simulates Game (5,k*) if § = 1. Moreover, B outputs 1 if and only if A succeeds in
sm-fp

guessing the value of b. Therefore, we have Adv|(%()\) = | Pr[SUC(4 x| — Pr[SUC(5 jr)]
and thus | Pr[SUC(y j+)] — Pr[SUC5 1+)]| < €L holds. O (Lemma 4.4.5)

Y

Lemma 4.4.6 For every k* € [q], | Pr[SUC(5 s+)] — Pr[SUC( )] < €.

The proof is straightforward thus omitted.

Lemma 4.4.7 For every k* € [q], | Pr[SUC(g k=) — Pr[SUC(7 ]| < €.

The proof is almost the same as that of Lemma 4.4.3 thus is omitted.

Lemma 4.4.8 |Pr[SUC(7 ;)| — Pr[SUCs]| < €:.

Proof of Lemma 4.4.8. The only difference between Game (7, ¢) and 8 is how Rt.CT)
is generated for every ¢ € [p]. In Game (7, ¢), it is generated as Rt.CT® « Rt.Enc(Rt.MSK,
(mg, m{,t®_ 1)). On the other hand, in Game 8, it is generated as Rt.CTY « Rt.Enc(Rt.MSK,
(L,m¢,t® 1)). Here, in both games, for every i € Tg,, Rt.sk,, is generated as Rt.sk,, <
Rt.iIKG(MSK, e[Lf.MSK;, S;, 1],4), or not generated. Then, for every i € Zg, and ¢ € [p],

we have
e[Lf.MSK;, S;, 1](mi, m$, 9, 1) = e[Lf.MSK;, S;, 1](L, m&, ¢, 1).

This is because m is ignored in the left hand side. Therefore, we can construct an adver-
sary attacking Root whose advantage is | Pr[SUC(7 o] — Pr[SUCs]|, and thus | Pr[SUC(7 4] —
Pr[SUCs]| < € holds. O (Lemma 4.4.8)

From inequality 4.11 and lemmas 4.4.1 to 4.4.8, inequality 4.10 holds. This completes
the proof. O (Theorem 4.4.1)

4.5 Collusion-Resistant SKFE via Size-Shifting

In this section, we show how to construct collusion-resistant SKFE using the constructions
introduced in the previous sections. More specifically, we show we can construct an iSKFE
scheme the size of whose index space is A*(!) then transform the iSKFE scheme into a
standard SKFE scheme (i.e., stateless scheme).

We basically expand the index space by using our new PRODUCT construction in-
troduced in Section 4.4 repeatedly. However, the encryption time blows up polynomially
whenever we apply our new PRODUCT construction, and thus we cannot directly re-

peat this construction w(1) times. Therefore, we sandwich the size-shifting procedure
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using 1CT introduced in Section 4.3.3 between each application of our new PRODUCT
construction to reduce the blow-up of the encryption time.

Below, we first give an intuition of our construction using size-shifting. Then, we
show the actual construction of collusion-resistant iSKFE and analyze the efficiency and

security of it. Finally, we give the transformation from iSKFE into SKFE.

4.5.1 Intuition of Size-Shifting

We give an intuition why we need size-shifting procedure in the construction. This
intuition ignores many details, but we think it is helpful to understand the essence of the
size-shifting procedure.

We first construct a A-key iSKFE scheme Parallely, from the underlying single-key
SKFE scheme. This is done by simply running A instances of the single-key scheme as
in Section 4.3.1. For simplicity, we assume that the underlying single-key scheme is fully
succinct, and the encryption time of Parallely is bounded by |[m|® + O(X¢), where m is a
message to be encrypted and c is a constant.

Then, we construct A?-key scheme PRDCT, by combining 2 instances of Parallel, using
our PRODUCT construction in Section 4.4. The encryption time of PRDCT, is roughly

(Il + O(X))° + O(X) = [m|” +0 (3*)

since a ciphertext is embedded into another ciphertext in the security proof of our PROD-
UCT construction. We note that the size of a ciphertext is bounded by the encryption
time.

Analogously, the straightforward iterated application of our PRODUCT construction
results in double exponential size blow-up in the number of iterations. Thus, we reduce
the size blow-up by size-shifting.

Let 1CT be SKFE constructed in Section 4.3.2. For simplicity, we suppose that we
can bound the encryption time of 1CT by |m|“ + O()\¢), where m is a message to be
encrypted and c is the constant same as above. We construct HYBRD, by combining
PRDCT; whose encryption time is |m|C2 +0 </\02> and a fresh instance of 1CT via the
hybrid construction in Section 4.3.3.

Recall that the length of a master secret key of 1CT is O(\) and thus the length of a
message to be encrypted by PRDCT, in the hybrid construction is also O(X). Therefore,
the encryption time of HYBRD, is roughly

(O))F +0 (X7) +|ml* + O(x) = [m|* +0 (3*)

where m is a message to be encrypted by HYBRD,. Thus, we can separate double

exponential term from the term related to the message length.
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Then, we again increase the number of functional keys by our PRODUCT construc-
tion. We construct PRDCTj3 by using HYBRD, as Root and a fresh instance of Parallely
as Leaf. In this case, a ciphertext of Parallely is embedded into a ciphertext of HYBRD,
in the security proof. Therefore, the encryption time of PRDCTj is roughly

(Im|° + O\ + O (A) —m|” +0 </\) ,

where m is a message to be encrypted by PRDCTj3. The encryption time no longer blows
up double exponentially in the number of iterations.
Analogously, by applying the size-shifting between each application of our PRODUCT

construction, the encryption time stays |m\c2 +0 <x\c2> no matter how many times we

iterate the construction. Of course, the term O ()\CQ> includes coefficient depends on the
number of iterations. However, we can easily verify that the dependence is linear. Thus,
we can iterate our PRODUCT construction with size-shifting w(1) times and achieve a

collusion-resistant scheme.

Remark 4.5.1 (Iterated linear and iterated square composition) In our iterated
construction, on the k-th application of PRODUCT construction, we use \¥-key scheme
constructed so far as Root and a fresh instance of Parallely as Leaf. This iterated com-
position method is called iterated linear composition by Li and Micciancio [LM16] in the
context of PKFFE.

They also proposed another composition method called iterated square composition.
In the iterated square composition, on the k-th application of PRODUCT construction,
both Root and Leaf are the resulting scheme of the previous k — 1 compositions. In this
composition, we can construct )\Qk—key scheme by k times applications of PRODUCT
construction.

One might think iterated square composition increases functional keys more efficiently
than iterated linear composition. This is true for PKFE. However, the situation is differ-
ent in SKFE since we use the nested-ciphertext-embedding technique in our PRODUCT
construction for SKFE. We cannot iterate our PRODUCT construction for SKFE w(1)
times if we adopt iterated square composition. We can see the fact from the above intu-
wtion.

Suppose that we construct PRDCTj3 by using HYBRDs as both Root and Leaf in our
PRODUCT construction. In this case, a ciphertext of HYBRD, is embedded into another
ciphertext of HYBRDy in the security proof. Thus, the encryption time of PRDCTj3 is

roughly
(Iml*+0 (3*)) +0 (x*) =ImI* +0 (") .
where m is a message to be encrypted by PRDCT3. We see that the additive term blows

up double exponentially in the number of iterations while the term related to the message
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length does not due to size-shifting. This is the reason we adopt iterated linear composition

i this work.

4.5.2 Construction of Collusion-Resistant iSKFE

In order to precisely define our collusion-resistant iSKFE, we introduce some notations.
We let
(iISKFERgt, iSKFELf) product = ISKFE

denote that an iISKFE scheme iSKFE is constructed from our new PRODUCT construc-
tion in Section 4.4 by using iSKFEg; as Root and iSKFE ¢ as Leaf. Moreover, we let

(iSKFE, 1CT )y = iISKFE’

denote that an SKFE scheme SKFE’ is constructed from our proposed hybrid encryption
construction introduced in Section 4.3.3 by using iISKFE as a building block iSKFE scheme
together with 1CT.

Let 1Key be single-key weakly-succinct SKFE. We show how to construct collusion-
resistant iISKFE based solely on 1Key.

First, we construct an iSKFE scheme Parallel, by applying the parallel construction
introduced in Section 4.3.1 that the number of parallelization is A\. That is, we set ¢ = A
and use 1Key as a building block in the construction introduced in Section 4.3.1. Note
that the index space of Parallely is [A].

We then recursively increase the number of functional keys as follows:

Parallely = PRDCTj,
(PRDCT, 1CT)py, = HYBRDy, (kK =1,---,7).
(HYBRDj,_1, Parallely) product = PRDCTy (K =2,--- ,n),

where n = w(1) which is concretely determined by the efficiency and security analysis.
The second line is the size-shifting procedure by using our proposed hybrid construction.
The third line is our new PRODUCT construction. The correctness of HYBRD,, follows
from those of building block constructions.

Note that for every k € [n], both HYBRD,, and PRDCT}, support A* functional keys.
In particular, the number of functional keys supported by HYBRD,, is A7 thus is super-
polynomial since n = w(1).

Our collusion-resistant iISKFE is HYBRD,;, where n = w(1). HYBRD,, is based solely
on 1Key, and the following theorem holds.
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Theorem 4.5.1 Assuming there exists (1,0)-selective-message function private SKFE
that is weakly-succinct, where §(\) = A\=¢ and ¢ = w(1). Then, there exists (poly,d)-
selective-message function private iSKFE the size of whose index space is X2 thus s

super-polynomial in \.

4.5.3 Analysis for Security Bound and Efficiency

In this section, we formally analyze the security and efficiency of HYBRD,, and prove
Theorem 4.5.1.

Proof of Theorem 4.5.1. We start with the security bound analysis and then move

to the efficiency analysis.

Security bound analysis. We assume that the advantages of any adversary attacking
Parallely, 1CT, and F is bounded by €para, €;c7, and €g, respectively. For every k € [n], let
€nyb, and eprg, be the upper bounds of the advantage of any adversary attacking HYBRDj,
and PRDCTy, respectively. Then, from inequalities 4.7 and 4.10, for every k € [n—1], we

have

eryb,y, < 2((2p + Vepray,, + - €1cr + - €F)
A(2p + 1) (29 + 2)enyb, + - €Para + (20 + 1)er + €3¢7 + €F)
<82p+1)(g+1) enyp, +8(2p+1)(¢+ 1) (€para + €1cT + €F)

IN

where p is a polynomial of A denoting the number of message pairs an adversary attacking
HYBRD,, queries, and ¢ is the number of key queries made by the adversary. Then, by
setting () :=8(2p + 1)(¢ + 1), we get

CHybyyy < @ Eryb, + Q- (€para + €107 + €F) -

Therefore, it holds that

n—2

€Hyb, < Q" - enyp, + ( Qk> - Q(€para + €1c7 + €F)

k=0

< Qn_l -2 ((p+ 1) * €para + D - €1cT +p- GF)
+(n—2)- Qn_Q * (€Para + €1c7 + €F)

<(n=2)-Q" " 3(p+1) - (para + €rcT + €F)-

Since p and ¢ are polynomials of A, and @ = 8(2p+ 1)(¢ + 1), we get

EHybn S )\O(n) : (GPara + €icT + EF). (412)
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Our assumption is that 1Key is a (1, d)-selective-message function private SKFE
scheme, where §(A) = A™¢ and ¢ = w(1). Then, from Theorem 4.3.1, Parallely is also -
secure. If there exists a (1, d)-selective-message function private SKFE scheme, then there
also exists a single-ciphertext (poly, §)-selective-message function private SKFE scheme
1CT since it can be constructed based only on d-secure one-way functions as we show
in Section 4.3.2. In addition, we can construct a d-secure PRF from d-secure one-way
functions. Then, by using such d-secure primitives as building blocks of HYBRD,, and

setting 7 = ¢'/2, we obtain
pyb, < ACT - D = NOETH) L (A=) < (A=) = 52U,

One might think it is sufficient that we set 7 as slightly super-constant (e.g., loglog \)
regardless of the security bound of the building block scheme since we can ensure that
HYBRD,, supports super-polynomial number of keys and is ¢-secure if we do so. This
is not the case. HYBRD,, is an iSKFE scheme and thus we finally need to transform it
into an SKFE scheme. As stated in Remark 4.2.1, in this transformation, the security
bound of the resulting SKFE scheme is § + A™". Therefore, we cannot make the resulting
collusion-resistant SKFE scheme quasi-polynomially (resp. sub-exponentially) secure if
we set 7 as slightly super-constant such as loglog\ when transforming quasi-polynomially
(resp. sub-exponentially) secure single-key SKFE scheme. See Section 4.5.4 for more
details.

This completes the security bound analysis.

Efficiency analysis. We show that each algorithm of HYBRD, runs in polynomial
time of \,n and s, where s and n are the maximum size and input length of functions
supported by HYBRD,,.

For every k € [n], we use new instances of Parallel, and 1CT when constructing
PRDCT, and HYBRDy, respectively. In the following, we denote these two schemes as
Parallelf\k) and 1CT™ to emphasize that they are instances of Parallel, and 1CT used when
constructing PRDCT,, and HYBRD,.. Note that this notation is useful for our efficiency
analysis since the encryption time of each instance of Parallely and 1CT is different for
each k € [n).

As stated in the security bound analysis, we set n = (/2 to transform a A~¢-secure
single-key SKFE scheme. Thus, when transforming quasi-polynomially (resp. sub-
exponentially) secure scheme, we set 7 = O(polylog(\)) (resp. n = O(XY) for some
positive constant v < 1). To accomplish the analysis for HYBRD,, it is sufficient to prove
that each algorithm of Parallelf\k) and 1CT™® for every k € [n] used in HYBRD,, runs in
polynomial time of A\,n and s. First, we estimate the running time of the encryption

algorithm of Parallelf\k) for every k € [n].
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Before analysis, we bound the size of the key generation circuit G and encryption
circuit e defined in Figure 4.3 and 4.4, respectively. Below, let G[f] denote the key gener-
ation circuit G[f, L, L ], where f is a function and 7 is an index. Note that which index
is hardwired does not affect the size of G thus we omit writing the index. In addition,
let e[Enc] denote the encryption circuit computing Enc (and one PRF evaluation). From
the bounds 4.6 and 4.9 that we show in Section 4.3.3 and 4.4, we can bound the size of

G and e as,

GUAL < ([f1+ny) - polyg(A, log g), (4.13)
le[Enc]| < |Enc| - poly, (), (4.14)

where poly, and poly, are fixed polynomials, ny is the input length of f, and ¢ is the
number of functional keys supported by the resulting scheme of the hybrid construction.

For every k € [n ] let Para. t be the bound of the running time of the encryption
algorithm of Parallel'” /\ . Since 1Key is weakly succinct, from the bound 4.1 in Section
4.3.1, for every k € [n], Para.t(k) is bounded as

Para.tl) < |[f[- polypm@ ng), (4.15)

where f is a function supported by Parallel , ny is the input length of f, v < 1is a
constant, and polyp,,, is a fixed polynomial. As mentioned above, for every k € [n],
Parallelf\k) denotes different instances of the same scheme Parallely and thus polyp,,, is
independent of k.

For every k € {2,--- ,n}, Parallelf\k_l) has to generate a functional key tied to the
circuit G[e[Para.Enc™]]. Therefore, from 4.15, we have

Para. tEnc ) < |Gle[Para.Enc™]]|7 - polyp.,. (A, 2\ + 1). (4.16)

Here, the input length of the circuit e[Para.Enc*®)] is bounded by 2(2A41)+A+|Para.Enc®|
since the length of a ciphertext output by Para.Enc®) is bounded by the size of Para.Enc*)
Then, from 4.13 and 4.14, for every k € [1], we can estimate |G[e[Para.Enc®]]| as

|G[e[Para.Enc™]]| < <|6[Para.Enc(k)]| + (2@ A+1)+ A+ ]Para.Enc(k)|)) - poly, (A, log AF)
= <|Para.Enc(k)| -poly,(A) + (222 + 1) + A + |Para.Enc(k)|)> :

polyq (A, log A)
< |Para.Enc'®| - poly; (A, k) < |Para.Enc™] - poly, (X, 7), (4.17)

where poly, is a fixed polynomial. Thus, from 4.16 and 4.17, for every k € {2,--- | n}, we

have

Para. tEnC V< <|Para.Enc(k)| - poly; (A, 77)>7 - polypaa (A, 2A + 1)
< [Para.Enc|" - poly,(A, 1) = (Para.tgy.)” - poly, (A, 1), (4.18)
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where poly, is also a fixed polynomial. In the last equality, we consider |Para.Enc(k)|
equals its running time.

In addition, Parallel&”) has to release a functional key tied to a circuit G in which a
function supported by HYBRD,, is hardwired. Therefore, by using 4.13 and 4.15 again,

we can bound Para .t as

Para.ty), < ((s+n) - polyg(X,log A7))” - polyp, (X, 2 + 1)
S S,y . p0|y3()‘7 n, 77)7 (419)

where poly; is also a fixed polynomial.
From 4.18 and 4.19, for every k € [n], it holds that

n—k—1
Para. tEn)c < (87 - polyg(A,n,m)) H polyy (A, )7
7=0
< 57 polys(A,1,) - poly, (X, 7) 7 < 57 - poly, (A, n,7), (4.20)

where poly, is a fixed polynomial. The second inequality comes from the fact v < 1. Thus,

we see that the encryption algorithm of Parallelf\k) for every k € [n] runs in polynomial of

A,n,n and s.

Next, we analyze the encryption time of 1ICT®) for every k € [5]. For every k E (],
let 1CT. t(E]f]c be the bound of the running time of the encryption algorithm of 1CT®. For
every k € [n], 1CT® generates a functional key tied to the circuit e[Para.Enc(k)]. From

4.20, the input length of e[Para.Enc®] is bounded by
22A+1) + A+ ‘Para.Enc(k)‘ <227+ 1) + A+ 57 - poly, (A, 1,7)
< st p0|y5()\7 n, T/)v

where poly; is a fixed polynomial. Then, from the quasi-linear efficiency of 1CT that we

show as 4.3 in Section 4.3.2, for every k € [n], we have

1CT 4% < (s7 - polys (A, n, 1)) - polyser (A, log (s7 - polys (A, n)))
< 87 - polyg(\, n, 1), (4.21)

where poly,ct and poly, are fixed polynomials and 7' is a constant such that v < +' <
1. Therefore, for k € [n], we can see that the encryption algorithm of 1CT®) runs in
polynomial of A, n,n, and s.

From 4.20 and 4.21, the encryption time of HYBRD,, is bounded by

n- (S7 - polys(A,m,m) + 57" - polyd&ﬂﬂﬂ) < 87" - poly; (A, n, ), (4.22)

where poly, is a fixed polynomial.
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As stated earlier, 7 is at most sub-linear in A in the construction. Thus, 4.22 means
that the encryption algorithm of HYBRD,, runs in polynomial time of A\,n and s. In
this case, we can see that all of algorithms of HYBRD,, runs in polynomial of A,n and s.

Moreover, 4.22 means that HYBRD,, is weakly succinct.”

From these analysis, HYBRD, is § = A ¢-secure and supports A" = X% functional
keys. More formally, HYBRD,, is (X%, §)-selective-message function private iSKFE. Since
¢ = w(l), A2 s super-polynomial. Therefore, HYBRD,, is (poly, §)-selective-message
function private. O (Theorem 4.5.1)

4.5.4 Converting iSKFE into SKFE

Finally, we show how to transform iSKFE into SKFE. We provide the overview of this
transformation in Remark 4.2.1 in Section 4.2. Here, we give the formal description
of the transformation and prove its security. Let iSKFE = (Setup,iKG,Enc,Dec) be
an iISKFE scheme whose index space is Z. We construct an SKFE scheme SKFE =
(Setup’, KG, Enc’, Dec’) as follows. Setup’, Enc’, and Dec’ are exactly the same as Setup,
Enc, and Dec, respectively. We define KG as follows.

KG(MSK, f) :
e Generate i <~ Z and return sk; + iKG(MSK, £, ).

The message and function spaces of SKFE is the same as those of iSKFE. The correct-
ness of SKFE directly follows from that of iISKFE. Then, we have the following theorem.

Theorem 4.5.2 Let iSKFE be (poly, d)-selective-message function private iSKFFE the size
of whose index space is S. Then, SKFE is (poly,d’)-selective-message function private
SKFE, where §' = % +9.

Proof of Theorem 4.5.2. We assume that the advantage of any adversary attacking
iISKFE is bounded by €. Let A be an adversary that attacks the selective-message function
privacy of SKFE. We assume that A makes g key queries at most, where ¢ is a polynomial
of A and ¢ < S. Then, we have

sm- q\q — 1 €
AdVSKFfE,A(/\) <2 <% + 5) : (4.23)

This means that if iSKFE is d-secure, then SKFE is ¢’ secure, where ¢’ = % + 0. Below,

we prove the above inequality 4.23. Consider the following two games.

6 Analogously, we see that if the underlying single-key SKFE is succinct, then so does HYBRD,,.
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Game 0 This is the original selective-message function privacy game regarding SKFE.

Game 1 Same as Game 0 except how the challenger responds to key queries made by
A. At the initialization step, the challenger prepares a list £ which stores an index
1 € Z. When A sends a function f as a key query, the challenger first generates an
index i <~ Z, and checks whether the list £ contains the index i or not. If so, the
challenger generates i’ «~ T\ £ and returns sk; < iKG(MSK, f,i’) to A. Otherwise,
the challenger returns sk; <— iIKG(MSK, f,4) to A and adds ¢ to L.

Let SUCy (resp. SUC;) be the event that A4 succeeds in guessing the challenge bit b
in Game 0 (resp. Game 1). Let Collision be the event that the same index is generated
by the challenger in order to respond to key queries made by A. Note that Game 0
and 1 are exactly the same game unless the event Collision occurs. Therefore, we have
| Pr[SUCy] — Pr[SUC, || < Pr[Collision]. In addition, Pr[Collision] is bounded by Q(q—s_l) using
the union bound. Thus, | Pr[SUCy] — Pr[SUC,]| < % holds.

In Game 1, every key query made by A is replied using a different index in Z. There-
fore, we can construct an adversary that attacks iISKFE and whose advantage is the same
as that of A in Game 1, that is 2| Pr[SUC;] — |. Thus, | Pr[SUC,| — | < £.

Then, we can estimate the advantage of A as

1 . 1
9 AdVPRI;FéT,A(/\) = | Pr[SUC,] — §|

1
< | Pr[SUCy| — Pr[SUC, ]| + | Pr[SUC;] — 5] (4.24)
ag—1) e
< =" 4+ —. 4.25
ST (4.25)
From the inequality 4.25, we obtain inequality 4.23. O (Theorem 4.5.2)

4.5.5 From Single-Key SKFE to Collusion-Resistant SKFE

We combine the results that we proved through Section 4.5 to give our main result. First,

we combine Theorem 4.5.1 and 4.5.2, and obtain the following main theorem.

Theorem 4.5.3 Assuming there exists (1,0)-selective-message function private SKFE

for all circuits that is weakly-succinct, where §(\) = A= and ¢ = w(1). Then, there exists

(poly, &)-selective-message function private SKFE for all circuits, where 8'(A) = A=¢"*7

"We can slightly generalize the result. By setting n = ¢'/¢ in the construction for any constant ¢ > 1,

we can achieve ¢'(\) = A=<
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Theorem 4.5.3 states that if the underlying single-key scheme is sub-exponentially

secure, then so is the resulting scheme. Formally, we have the following theorem.

Theorem 4.5.4 Assuming there exists (1,0)-selective-message function private SKFE
for all circuits that is weakly-succinct, where 6(\) = 27" and v < 1 is a constant.

Then, there exists (poly,d')-selective-message function private SKFE for all circuits,
where §'(\) = 27",

Therefore, by combining Theorem 4.5.4 with Theorem 3.5.3, we obtain the following

corollary.

Corollary 4.5.1 Assuming there exist sub-exponentially secure single-key weakly-succinct
SKFE for all circuits. Then, there exists 1O for all circuits.

4.6 Upgrading Succinctness and Security of SKFE

We can upgrade succinctness and security of SKFE with polynomial security loss. More

specifically,

1. We can transform weakly-succinct SKFE into succinct one with polynomial security

loss.

2. We can transform weakly-selective-message message private SKFE scheme into

selective-message function private one with polynomial security loss.

By accommodating these upgrades into Theorem 4.5.3 and 4.5.4, we obtain the fol-

lowing corollary.

Corollary 4.6.1 If there exists quasi-polynomially (resp. sub-exponentially) secure single-
key SKFE that is weakly-selective-message message private and weakly-succinct, there ex-
ists quasi-polynomially (resp. sub-exponentially) secure collusion-resistant SKFE that is

selective-message function private and succinct.

We give details of the above upgrades in subsequent sections.

4.6.1 From Weakly-Succinct to Succinct

Ananth et al. [AJS15] proved that we can transform a collusion-resistant SKFE scheme
into a succinct one. By using this result and Theorem 4.5.3, we can construct succinct
SKFE based on weakly-succinct one. However, the construction incurs at least quasi-

polynomial security loss due to the security loss of our result.
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Achieving succinctness with polynomial security loss. In fact, we can transform
weakly-succinct SKFE into succinct one with only polynomial security loss by using our
transformation in Section 4.5.2 for n = O(1).

By setting n = O(1) in the construction of HYBRD,,, from the inequality 4.12, we can
construct an iSKFE scheme supporting A" functional keys with polynomial security loss.
Let ¢ = A". Then, from the inequality 4.22, the encryption time of HYBRD,, depends on
q only in poly-logarithmic. Namely, HYBRD,, is collusion-succinct. Formally, we obtain

the following theorem from the analysis in Section 4.5.3.

Theorem 4.6.1 Assuming there ezists a (1,0)-selective-message function private SKFE
scheme that is weakly-succinct. Then, there exists a (q,d)-selective-message function

private 1ISKFE scheme that is collusion-succinct, where q is a fixed polynomial of .

Such a collusion-succinct scheme can be transformed into a single-key succinct scheme
by the technique utilizing decomposable randomized encoding as we show in Section 3.4.2,
which is originally used by Bitansky and Vaikuntanathan [BV15, Proposition IV.1]. For-
mally, the following theorem holds.

Theorem 4.6.2 Assuming there exists a (1,09)-selective-message function private SKFE
scheme that is weakly-succinct. Then, there exists a (1,0)-selective-message function

private SKFE scheme that is succinct.

Below, we show the actual transformation.

We construct a single-key SKFE scheme SCNCT = (SCT.Setup, SCT.KG, SCT.Enc,
SCT.Dec) based on the following building blocks. Let s and n be the maximum size
and input length of functions supported by SCNCT, respectively. Let RE be a c-local
decomposable randomized encoding, where c is a constant. We suppose that the number
of decomposed encodings and the length of randomness of RE are p and p, respectively.
Then, both p and p are bounded by s - polygg (A, n), where polygg is a fixed polynomial.
Let iSKFE = (Setup, iKG, Enc, Dec) be an iSKFE scheme whose index space is [u]. Let
{Fr(:) : {0,1}* x [p] = {0,1}|K € {0,1}*} be a PRF. The construction of SCNCT is as

follows.

Construction. The scheme consists of the following algorithms.

SCT.Setup(1?*) :
e Return MSK <+ Setup(1%).
SCT.KG(MSK, f) :

e Generate t < {0, 1}*.
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Decomposable randomized encoding circuit Dre[fo,i, fl.,i» S0.i5 81,4, £y ug)(m, K, o)

Hardwired: decomposed functions fO,i and fLi, sets Sp; and St 4, tag t, and functional key u;.

Input: message m, PRF key K, and bit a.

1. If K = 1, return u,.
2. Else for j € S; o, compute r; < Fg(t||7), set s, ., < {rj};es, ., where r; is the j-th bit
of TS -

3. Return e; fi,a(x;rsm).

Figure 4.5: Construction of decomposable randomized encoding circuit D,e.

e Compute decomposed f, that is, (fl, e ,fﬂ) together with (S, ---,S,) where
S; C [p] and |S;| = c.

e Compute sky, < iKG(MSK,Dre[ﬁ, 1,S;, L,t, L],7). The circuit Dy, is defined
in Figure 4.5.

o Return sky < (sky, - ,sky,).
SCT.Enc(MSK,m) :

e Generate K + {0,1}*.
e Return CT < Enc(MSK, (m, K, 0)).

SCT.Dec(sks, CT) :

o Parse (sky,, - ,sky,) < sky.

e For every i € [u|, compute e; <— Dec(sky,, CT).
e Decode y from (eq, - ,e,).

e Return y.

The correctness of SCNCT directly follows from that of iISKFE. Then, we have the

following theorem.

Theorem 4.6.3 Let iSKFE be a (u, 0)-selective-message function private iSKFE scheme
that is collusion succinct. Let RE a be d-secure decomposable randomized encoding. Let
F be a 0-secure PRF. Then, SCNCT is a (1,0)-selective-message function private SKFE
that is succinct.

Proof of Theorem 4.6.3. We start with analyzing the succinctness of SCNCT, and

then move on to the security proof.
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Succinctness. Let D; be the circuit Dre[fw, fz‘,h Si0,Si1,t,u;]. D; includes at most ¢
fio
and )f“‘ are independent of |f|, and the size of S; 0, S;1,t, and u; are bounded by O(\)
from the decomposability of RE. Therefore, the size of D; is bounded by poly (A, n,log s),

times PRF evaluation on the domain {0, 1}* x [p] and single evaluation of fi,[) or f“

where poly,, is a polynomial. Since iSKFE is collusion succinct, the encryption time of

SCNCT is bounded by

poly(X, n, |D;| ,log i) < poly(X, n, poly (A, n,log s),log (s - polygre(A, 7))
< poly'(A, n,log s),

where poly and poly’ are polynomials. This implies that SCNCT is succinct.

Security proof. We assume that the advantages of any adversary attacking iSKFE, RE,
and F are bounded by €, egg, and €g, respectively. Let A be an adversary that attacks
the selective-message function privacy of SCNCT. We assume that .4 makes p encryption

queries at most, where p is a polynomial of A\. Then, we have
AdVETNRT A(A) < 2((2p+1) - €+ 2p - ere + 2p - €F) . (4.26)

This means that if all of iISKFE, RE, and F are d-secure, then so is SCNCT. Below, we

prove the above inequality 4.26 via the following sequence of games.
Game 0 This is the original selective-message function privacy game regarding SCNCT.

Initialization First, the challenger sends security parameter 1* to 4. Then,
A sends { (mg,mf)} rep) O the challenger. Next, the challenger generates
MSK ¢« Setup(1*) and chooses a challenge bit b <~ {0,1}. Then, the chal-
lenger generates K <~ {0,1}* and CT® « Enc(MSK, (m¢, K®,0) for every

¢ € [p], and returns {(CT(E))}K . to A.
€

Key query A can make only one key query (fo, f1). When A makes the query, the
challenger first generates ¢t < {0,1}* and computes decomposed f;, that is,
(fb,1, e 7fb,p) together with (Sp1,---,Sp,). Then, the challenger computes
sky, < iIKG(MSK, D,e[fb,i, L1, S, L, t, L],4) for every i € [u], and returns sk <
(skp,--- ,sky,) to A.

Final phase A output ¥'.

For every ¢* € [p], we define the following games. We define Game (5, ¢* — 1) as the

same game as Game 0.
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Game (1,¢*) Same as Game (5, 0" — 1) except the following. The challenger generates
{CT(E)} as follows.
telp]

e For every ¢ < {* — 1, the challenger generates CT® + Enc(MSK, (mgz),l((f)7
1)).

e The challenger generates CT!") « Enc(MSK, (L, L,0)).

e For every ¢ > (*, the challenger generates CT®) <~ Enc(MSK, (ml(f), K®,0)).

In addtion, for the key query (fo, f1), the challenger responds as follows. First,
the challenger generates t < {0,1}* and for a € {0,1}, computes decomposed
fo, that is, (fml, e ,fa,u) together with (S41,---,5,). Then, the challenger
computes r](-e*) — Frun(t]]j) for every j € [p]. Next, for every i € [u], the chal-
lenger sets Tg;) Z(-E*) — fi,b(m‘g*;rg_z) and sky,
iIKG(MSK, Dre[fos: fris Soir Sras t,ul],4). Finally, the challenger returns sk «

(S/{ifl, s ,Sk‘fﬂ) to A.

= {7";('6 )}jesib, and computes u

*
s

Gam (2,0*) Same as Game (1, £*) except that for every j € [p], r]@*) is generated as a

truly random string.

Game (3,/0*) Same as Game (2, £*) except that for every i € [u], the challenger generates
ugm < Sim(1%,5,5), where s = | fo| = | fi] and y = fo(m§ ) = fi(m{). Here, Sim is

a simulator for RE.

Game (4,/0*) Same as Game (3, £*) except that for every i € [u], the challenger generates
e fiam sy,

i

u

Game (5,/0*) Same as Game (4, £*) except that for every j € [p], the challenger generates

) i (t]5)-

Game (6,¢*) Same as Game (5, £*) except that the challenger generates CT*") «— Enc(MSK,
(m{), K 1)). In addition, for every i € [y, the challenger gencrates sk, <

IKG(MSK7 Dre[fb,'b fl,ia Sb,’h SLZ‘; t7 J—]7 2)

We define one additional game.

Game 7 Same as Game (6,p) except that for every i € [u], the challenger computes
sky, < iIKG(MSK, Dre[J_,fu, 1,81t L],7). Note that in this game, for every ¢ €
[p], the challenger generates CT) « Enc(MSK, (m{, K®,1)).

Let SUCy, and SUC; be the event that 4 succeeds in guessing the challenge bit b in
Game 0 and 7, respectively. Similarly, for every h € {1,---,6} and ¢* € [p], let SUC(, ¢+
be the event that A succeeds in guessing b in Game (h, £*).
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In Game 7, the challenge bit b is information theoretically hidden from the view of A
thus | Pr[SUC;] — 3| = 0. Then, we can estimate the advantage of A as

1 . 1
9 AdVHYI;FI,?D,A()‘) = | Pr[SUC,] — §|

< Z |PI[SUC(6’4*71)] — PT[SUC(LK*)”

£€lp]
+ Y Z|Pr SUC(,¢+)] — Pr[SUC(11,04)]
L*€lp] h=1

+ | Pr[SUCs )| — Pr[SUC/]]. (4.27)

Below, we estimate each term on the right side of inequality 4.27.

Lemma 4.6.1 For every £* € [p], | Pr[SUC(g+—1)] — Pr[SUC(y 4]

<e

Proof of Lemma 4.6.1. Using the adversary A, we construct the following adversary
B that attacks iSKFE.

Initialization On input security parameter 1*, B sends it to \A. Then, B chooses b <~
{0,1}. When, A sends {(mé,mf)}ee[q], B sets {(Mg,Mf)}ée[p] as follows.
e For every { < (*, B sets M{ = M{ = (m{, K 1).
e Bsets M{" = (m§ , K*) 0)and M{ = (L, 1,0).
e For every ¢ > (*, B sets M§ = M{ = (m}, K©,0).

Then, B sends { (M§, M{)
to A.

} telp) to the challenger and returns the answer {CT“)}

telp]

Key queries For the key query (fo,f1), B first generates t « {0,1}*. Then, for

a € {0,1}, B computes decomposed f,, that is, (fa,la"' ,fow) together with
()

(

(Sa,1,~' 7SOW) Then, B computes T <— FK([* (tHJ) for every j € [p] Next,
<_ {T - )}]ES for a € {0, 1}, and com-

putes u( R f J(m& ,Té ’). Then, for every i € [u], B queries (2,Dre[fb,z,fLZ,SbJ,SLZ,t,J_],

for every i € [p] and, the challenger sets rg

re[fb,i,fu, SbiyS1is by U; )]) to the challenger and obtains the answer sky,. B re-
turns sky < (sky,, -, sky,) to A.

Final phase When A terminates with output ', B outputs 1 if b = ¥'. Otherwise, B
outputs 0.
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Let (3 be the challenge bit between the challenger and B. For every i € [u] and ¢ € [p],

we have
Dre[fb,z‘, fu, Sb,i; Sl,i; t, l](mgeﬂ K(Z), Oé) = Dre[fb,z‘, fl,i, Sb,z', Sl,i7 t,u )](mb, K(Z), Oé),

for every b, € {0, 1} if K # 1 since ugm is ignored in the right hand side. In addition,
it holds that

Dre[fb,ia fl,i»Sb,ia Sl,iatv J—](ml{*a K(E*)a()) = fb (m£*7rgj))
= U(e) re[szafl z;SbmSlza )](J‘ 1 0)

(2

Moreover, B makes p key queries at most, and each of them is under different index
i € [u]. Therefore, B is a valid adversary for iSKFE, and thus we have AdvssmK;FE s(A) =
| Pr[’ = 1|8 = 0] — Pr[p’ = 1|8 = 1]|. We see that B perfectly simulates Game (6, £* —1)
if 5 = 0. On the other hand, B perfectly simulates Game (1,¢*) if § = 1. Moreover,
B outputs 1 if and only if A succeeds in guessing the value of b. Therefore, we have
AdVER® 5(A) = | Pr[SUC(s ¢+ _1)] — Pr[SUC(1 ¢+)]], and thus | Pr[SUC(s ¢ —1)] —Pr[SUC(1 ¢ < €

holds. O (Lemma 4.6.1)
Lemma 4.6.2 For every (* € [p], | Pr[SUC(y ¢+)] — Pr[SUC(2 ]| < €.

The proof is straightforward thus is omitted.
Lemma 4.6.3 For every {* € [p], | Pr[SUC(g¢+)] — Pr[SUC(3+)]| < €re.

Proof of Lemma 4.6.3. In both of Game (2,¢*) and Game (3, ("), { (e *)} ” is gen-
S

erated using truly random strings {r](-[*)} " In addition, if {uy*)} ” is given, the
JElp M

actual value of {Tﬁe*)} y is not needed for simulating both games. The only difference
Jelp
(e

between two games is that {ul )} ” is computed as a real encoding of (f, mf ) in Game
1€

(2,0*) whereas it is computed as a simulated encoding in Game (3, ¢*). Therefore, from
the security of RE, we have | Pr[SUC (3 ¢+)] — Pr[SUC(3 ¢+)]| < €re. O (Lemma 4.6.3)

Lemma 4.6.4 For every (* € [p], | Pr[SUC(3¢+)] — Pr[SUC(4+)]| < €re.

The proof is almost the same as that of Lemma 4.6.3 thus is omitted.

Lemma 4.6.5 For every £* € [p], | Pr[SUC(4 )] — SUC(5 ¢+)| < €.

The proof is straightforward thus is omitted.

Lemma 4.6.6 For every (* € [p], | Pr[SUC(5 ¢+)] — Pr[SUC )]

<e
The proof is almost the same as that of Lemma 4.6.1 thus is omitted.

Lemma 4.6.7 For every (* € [p], | Pr[SUC( )] — Pr[SUC;|] < e
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Proof of Lemma 4.6.7. The only difference between Game (6, p) and 7 is how sky, is
generated for every i € [¢]. In Game (6, p), sky, is generated as sk, «— iIKG(MSK, Dre[f},,i, f1,i,
Sh,isS14,t, L], 7). Onthe other hand, in Game 7, it is generated as sky, <— iIKG(MSK, Dy[L, fu,
1,S14,t,L],7). Here, in both games, for every ¢ € [p], CT® is generated as CT® «
Enc(MSK, (m{, K 1)). Then, for every i € [q] and ¢ € [p], we have

Dre[fb,h fl,ia Sb,ia Sl,i? ta J—](mﬁv K(e)a 1) - Dre[—]—7 fLia —L7 Sl,iu t7 J—] (mfv K(é)a ]-)

This is because fb,i and Sy, are ignored in the left hand side. Therefore, we can con-
struct an adversary attacking iSKFE whose advantage is | Pr[SUC( )] — Pr[SUC;]|, and
thus | Pr[SUC )] — Pr[SUC;]| < € holds. O (Lemma 4.6.7)

From inequality 4.27 and lemmas 4.6.1 to 4.6.7, inequality 4.26 holds. This completes
the proof. O (Theorem 4.6.3)

Note that the existence of d-secure iISKFE scheme implies that of d-secure decompos-
able randomized encoding and PRF since they are constructed from d-secure one-way
functions. Thus, from Theorem 4.6.1 and 4.6.3, we obtain Theorem 4.6.2. We again

stress that this result incurs only polynomial security loss. O (Theorem 4.6.2)

4.6.2 From Weakly-Selective Secure to Selective Secure

We can transform a weakly-selective-message message private SKFE scheme into a selective-

message function private one.

Theorem 4.6.4 [f there exists a (1,0)-weakly-selective-message message private SKFE
scheme that is weakly-succinct, there exists a (1,0)-selective-message function private

SKFFE scheme that is weakly-succinct.

In fact, this theorem is easily obtained by known facts. We introduce the following
theorem stating that we can transform weakly-selective-message message private SKFE

into selective-message message private one.

Theorem 4.6.5 ([KNT18]) If there exists a (1,9)-weakly-selective-message message pri-
vate SKFE scheme that is weakly-succinct, there exists a (1,0)-selective-message message

private SKFE scheme that is weakly-succinct.

We obtain Theorem 4.6.5 by the result of Kitagawa et al. [KNT18]. Their construc-
tion does not directly use underlying SKFE and first transform it into SXIO. SXIO
that is sufficient for their construction can be based on single-key weakly-succinct SKFE
[BNPW16]. In the construction of SXIO, we can observe that it is sufficient that the
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underlying SKFE satisfies weakly-selective-message message privacy though this fact is
not explicitly stated. Thus, we obtain Theorem 4.6.5.

In addition, by Theorem 2.3.1 shown by Brakerski and Segev [BS15], we can transform
a selective-message message private scheme into a selective-message function private one.
They do not refer to succinctness in their paper, but we observe that their transformation
preserves (weak) succinctness.

These two transformations incur only polynomial security loss. Thus, we can trans-
form single-key weakly-selective-message message private SKFE into single-key selective-

message function private one with polynomial security loss.
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