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Abstract

In recent years, the demand for large-scale storage systems has been increasing due to the
progress of infrastructure system consolidation in the cloud and on-premise environments. To
offer large-scale storage at a low cost, server-based storage using commodity servers is in-
creasingly being used as a promising replacement for dedicated storage appliances. Server-
based storage aggregates a large number of inexpensive commodity servers over a network and
provides redundancy among the servers to achieve scalable and reliable storage. Server-based
storage, which offers low-cost large-scale storage, is becoming more widely used in both cloud
and enterprise on-premise environments.

As server-based storage becomes popular, its target applications are also expanding. Early
server-based storage was intended for limited uses such as data analysis and archiving in cloud
environments. The early server-based storage introduced simple functionality and workload-
specific architecture for limited applications to achieve high scalability. Today, the use of
server-based storage has spread to legacy applications such as databases and virtual desktop
infrastructure. Legacy applications require high functional coverage of the standard network
protocols and high random access performance for storage systems. To meet the demands of
these expanding applications, there is a need to improve the functionality and performance of
server-based storage.

This doctoral dissertation proposes methods for improving the functionality and perfor-
mance of server-based storage. All these proposed methods use the custom file metadata,
a new metadata framework to offer the extended file metadata capabilities on the commodity
operating system (OS) running on server-based storage. This doctoral dissertation proposes
three applications of the custom file metadata as shown below.

First, this doctoral dissertation proposes the portable metadata module (PMM) to improve
the functionality of server-based storage by using the custom file metadata. PMM is a software
module for using the custom file metadata on the commodity OS. PMM allows the protocol
stack of the storage appliances to manage the protocol-specific metadata on the commodity
OS. PMM uses new user-space metadata management and journal management to achieve the

flexibility and reliability of the custom file metadata. PMM enables the protocol stack of the
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storage appliances to run on the commodity servers, and improves functional coverage of net-
work protocols for server-based storage. I incorporated PMM into the protocol stack of a com-
mercial storage appliance and made the protocol stack runnable on commodity servers. The
evaluations confirmed that PMM improves the functional coverage of the network protocol.

Secondly, this doctoral dissertation proposes dynamic redundancy control with adaptive
encoding (DRC-AE) to improve the performance of server-based storage by using the cus-
tom file metadata. DRC-AE stores metadata of redundancy configuration in the custom file
metadata and enables redundancy control of local data across servers. DRC-AE improves the
performance of server-based storage by placing an application and its data on the same server.
DRC-AE also performs the adaptive encoding, which dynamically changes the data redun-
dancy method according to performance requirements and workloads. DRC-AE uses the adap-
tive encoding to achieve high capacity efficiency while maintaining high performance. The
evaluations confirmed that DRC-AE achieves higher random performance than conventional
distributed storage.

Thirdly, this doctoral dissertation proposes dynamic redundancy control with delayed par-
ity update (DRC-DPU) as another performance improvement method using the custom file
metadata for server-based storage. DRC-DPU manages differential data for erasure-coded (EC)
data by storing metadata of the differential data in the custom file metadata. DRC-DPU asyn-
chronizes slow parity updates by redirecting writes for EC data to replicated differential data.
DRC-DPU solves the problem of the degraded write response time of EC data in DRC-AE.
The evaluations confirmed that DRC-DPU improves the degradation of the write response time
of EC data in DRC-AE.

Finally, this doctoral dissertation discusses the overall effectiveness of the three proposed
methods on expanding the target applications of server-based storage. I evaluated the effec-
tiveness of the proposed methods in terms of performance, functionality, and reliability for the
major target applications of network storage. I confirmed that the proposed methods dramati-
cally improve the performance of server-based storage in the target applications while meeting
the functional and reliability requirements. I also compared the server-based storage with the
proposed methods to the conventional storage appliances. The evaluation revealed the perfor-
mance advantages of server-based storage with the proposed methods and the future challenges
in reliability.

The works in this doctoral dissertation contribute directly to designing server-based storage

systems that support a wider range of target applications in large-scale infrastructures.
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Chapter 1

Introduction

In recent years, the demand for large-scale storage systems has been increasing due to the
progress of infrastructure system consolidation in the cloud and on-premise environments
[BHRM18, [Kim(Q9]]. Large-scale storage systems are required to provide stable services to a
large number of applications and users. To enable stable services, storage systems are required
to provide high performance, high functionality, and high reliability.

Traditionally, the storage appliances have been widely used to meet these requirements
[Van21l Inc21} INet21]]. The storage appliances use specialized software and hardware for high
performance, high functionality, and high reliability. However, development for the specialized
software and hardware makes storage appliances expensive. As systems become larger and
larger, the high cost of storage appliances has been a problem.

Server-based storage using inexpensive commodity servers is spreading as an alternative
to the storage appliances [Matl12, BHRM18|]. Server-based storage achieves high reliability
and high throughput by configuring distributed storage among a large number of commodity
servers. Many cloud and enterprise systems have used server-based storage as inexpensive
scalable storage.

However, the demands for high functionality and high performance in large-scale storage
systems limit the use of server-based storage. Server-based storage usually consists of open-
source software (OSS) protocol stacks and distributed storage running on commodity servers.
OSS protocol stacks have a disadvantage over storage appliances in terms of functional cov-
erage of network protocols. In addition, the performance of distributed storage tends to be an
issue due to the network communication overhead.

This doctoral dissertation proposes methods of increasing the functionality and perfor-

mance of server-based storage to expand its target applications. The proposed methods achieve

1



2 CHAPTER 1. INTRODUCTION

high functionality and high performance of server-based storage by utilizing a method named
the custom file metadata, which extends the file metadata of commodity operating systems

(OSs).

1.1 Conventional Approaches

This section outlines the conventional approaches to improve the functionality and performance
of server-based storage. The details of the conventional approaches are explained in the respec-

tive chapters.

1.1.1 Storage Protocol Stack for Server-based Storage

Server-based storage uses OSS protocol stacks to support the standard network storage proto-
cols such as the server message block (SMB) and the network file system (NFS). OSS protocol
stacks are protocol stack implementations developed by the OSS community. OSS protocol
stacks have been developed for SMB and NFS, respectively [DLLO7, lsam21]].

The protocol functional coverage of OSS protocol stacks is basically lower than the storage
appliances. In particular, the functional coverage of SMB used by clients of the non-POSIX
compliant Windows OS [[Cor21d] is much worse than the storage appliances. SMB requires
protocol-specific metadata such as security descriptors, file attributes, and metadata required
for each SMB function. On the other hand, OSS protocol stacks have been implemented as
user-space applications for POSIX-compliant commodity OSs. POSIX-compliant commodity
OSs do not support the protocol-specific metadata, and cannot provide functions using the
protocol-specific metadata as is. To increase the functional coverage of network protocols in
server-based storage, the OSS protocol stacks need to complement the gap between network
protocol-specific metadata and metadata of the commodity OS.

RichACL has been proposed as an implementation of SMB-compliant access control list
(ACL) for OSS protocol stacks [KGB10|]. RichACL supports SMB-compatible ACL by stor-
ing SMB-format ACLs in the standard file metadata of the commodity OSs. However, the
ACL-specific metadata implementation is not applicable to other protocol-specific metadata
[KGB10]. In addition, due to the capacity limitation and capacity efficiency of file metadata in
the commodity OSs, RichACL has a limited number of ACLs and larger capacity consumption.

Thus, the OSS protocol stacks used in conventional server-based storage have low func-
tional coverage of network protocols due to the limitations of POSIX-compliant commodity

OSs. As a result, OSS protocol stacks have a functional disadvantage over the storage appli-
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ances, which use specialized software and hardware to achieve high-functional coverage of

network protocols.

1.1.2 Distributed Storage for Server-based Storage

Server-based storage configures distributed storage among many commodity servers to achieve
high reliability and high throughput [WBM*06, Bor07|]. Distributed storage provides data
redundancy among low-reliability commodity servers, and enables service continuity in the
event of server failure. Also, by using capacity efficient erasure coding (EC), distributed storage
mitigates the capacity consumption due to data redundancy [HSX™ 12]]. Distributed storage also
achieves high throughput by consolidating a large number of commodity servers.

In contrast to high sequential performance, distributed storage suffers from low random
performance. Network-based distributed storage is associated with large network communi-
cation latency and thus has low random performance. Low random performance becomes a
problem when supporting legacy applications such as database (DB) and the virtual desktop
infrastructure (VDI) where random access is dominant.

A variety of performance improvements have been proposed for server-based storage.
DiskReduce and Hadoop adaptively-coded distributed file system (HACFS) mitigate the per-
formance degradation due to inter-server data redundancy in Hadoop Distributed File System
(HDFS) by changing the data redundancy methods based on workloads [Gib10, XSBP15]. In
addition, write performance improvements such as parity logging [[CDLCI14] and speculative
parity write [ZLL*20] also reduce the performance overhead of EC.

However, even with these performance improvements, the random performance of dis-

tributed storage is considered as a disadvantage over conventional storage appliances.

1.2 Approach Overview

The purpose of this doctoral dissertation is to expand the target applications of server-based
storage by increasing its functionality and performance. The goals of this doctoral dissertation
are as follows.

The first goal of this doctoral dissertation is to enable the execution of the protocol stack
of the storage appliances on the commodity servers. I aim to improve the functionality of
server-based storage by making the high-functional protocol stack runnable on the commodity
Servers.

The second goal of this doctoral dissertation is to achieve high performance by enabling
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redundancy control of local data among servers. I aim to improve the performance of server-
based storage by making local data redundant between servers and placing an application and

its data on the same server.

The final goal of this doctoral dissertation is to provide stable performance in server-based
storage by improving the write process of EC data. I aim to solve the write performance

degradation of EC data and stabilize the write response time.

To achieve these three goals, I introduce a new file metadata framework, the custom file
metadata.  The custom file metadata offers the extended file metadata capabilities on the
commodity OS by utilizing the existing commodyty OS capabilities. I aim to achieve these

goals through the following three approaches using the custom file metadata.

The first approach uses the custom file metadata to enable the protocol stack of the storage
appliances to run on the commodity OS running on the commodity servers. This approach
stores network protocol-specific metadata in the custom file metadata to enable the protocol
stack of the storage appliances to run on the commodity OS. This approach makes server-based
storage more functional with a specialized protocol stack that has high-functional coverage of

network protocols.

The second approach uses the custom file metadata to introduce a new redundancy control
of local data among servers. This approach stores the metadata of the redundancy configuration
between servers in the custom file metadata and uses it to control the redundancy of local data
between servers. This approach improves data access performance in service-based storage by

placing an application and its data on the same server.

The third approach uses the custom file metadata to improve the write response time of the
erasure-coded data (EC data). This approach stores the metadata of the differential data in the
custom file metadata and asynchronizes the parity update of EC data. This approach stabilizes
the write response time of server-based storage by making the parity update asynchronous with

the write request processing.

These approaches improve functionality and performance and server-based storage and

expand its target applications.

1.3 Contributions

This section presents the three technical contributions that make up this doctoral dissertation.
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Portable Storage Procotol Stack First, this doctoral dissertation proposes the portable meta-
data module (PMM) to realize a portable storage protocol stack using the custom file metadata.
I clarify the limitations of the commodity OS in server-based storage, and investigate the design
of the custom file metadata that enables the extension of the commodity OS. Then, I propose
PMM, a software module for using the custom file metadata on the commodity OS. The cus-
tom file metadata allows applications to add their file metadata to user files. PMM provides
the flexibility and reliability of the custom file metadata by introducing new user-space meta-
data management and journal management. PMM enables the protocol stacks of the storage
appliances to run on the commodity OS. The evaluations show that the protocol stack of a
commercial storage appliance using the custom file metadata improves the network protocol
coverage of server-based storage.

This proposal enables the server-based storage to be highly functional.

Dynamic Redundancy Control with Adaptive Encoding Next, this doctoral dissertation
proposes dynamic redundancy control with adaptive encoding (DRC-AE), which is a redun-
dancy control using the custom file metadata. DRC-AE stores redundancy configuration meta-
data in the custom file metadata to enable redundancy of local data across servers. By storing
data on the same server as the application, DRC-AE achieves higher random performance com-
pared to the conventional distributed storage. DRC-AE also performs the adaptive encoding,
which dynamically changes the data redundancy method according to the performance require-
ments given by a user and workloads. DRC-AE uses the adaptive encoding to achieve high
capacity efficiency while maintaining high performance. The evaluations show that DRC-AE
achieves higher random performance than conventional distributed storage.

This proposal enables high-performance of server-based storage.

Dynamic Redundancy Control with Delayed Parity Update Finally, this doctoral disserta-
tion proposes dynamic redundancy control with delayed parity update (DRC-DPU), which in-
corporates an EC write optimization using the custom file metadata into DRC-AE. DRC-DPU
stores the metadata of differential data in the custom file metadata to enable the asynchronous
update of the parity data. DRC-DPU delays slow parity updates by keeping write data to EC
data as replicated differential data. DRC-DPU improves the degraded write response time of
EC data in DRC-AE. The evaluations confirm that DRC-DPU improves the write response time
of EC data and achieves stable response performance.

This proposal enables further performance enhancement of server-based storage.
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1.4 Dissertation Organization

This doctoral dissertation consists of seven chapters (see Figure [[.T). The next chapter dis-
cusses the background knowledge relating to the solutions in this doctoral dissertation. Chap-
ter 3 proposes PMM that improves the functional coverage of server-based storage. Chapter 4
presents DRC-AE for high-performance and high capacity efficiency for server-based storage.
Chapter 5 introduces DRC-DPU to improve write response time for EC data access, which is a
weak point of DRC-AE. Chapter 6 discusses the overall effectiveness of our proposals. Finally,

Chapter 7 summarizes the doctoral dissertation, and discusses the future research direction.
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Chapter 2

Background

This chapter describes the trend in large-scale storage systems as background knowledge for
this doctoral dissertation. Then, I give an overview of the storage appliances and server-based

storage, which have been used in large-scale storage systems.

2.1 Trend of Large-scale Storage Systems

Large-scale storage systems are required to provide high performance, functionality, and re-
liability as the foundation of information technology (IT) infrastructures [SS12]. The storage
vendors respond to the ever-increasing user demands by continuously developing storage sys-
tems. The storage vendors have provided enterprise storage systems for IT infrastructures
within companies and organizations for many years. In recent years, with the progress of in-
frastructure consolidation, storage systems have become even larger in scale.

The storage appliances have long been used as storage systems for enterprise applications
[Van21) lInc21) INet21]]. The storage appliances have been popular since the 1990s. Many on-
premise infrastructure systems use commercial products such as NetApp Filer [HLM94]. High-
performance and reliable storage appliances meet the high requirements of IT infrastructures.

However, the cost of expensive storage appliances tends to be a problem for large-scale
storage systems. The storage appliances use specialized software and hardware to achieve high
reliability, high performance, and high functionality. The development of specialized software
and hardware increases the cost of the storage appliances. If a large number of expensive
storage appliances are used in the IT infrastructures, the system cost increases significantly.
There is an increasing demand for cost reduction as well as performance, functionality, and

reliability.
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Furthermore, in consolidated infrastructures, applications with less performance and func-
tional requirements, such as data analysis and archiving, are also often used. For these appli-

cations, the high performance and high functionality of storage appliances become excessive.

Low-cost commodity server-based storage has become a practical alternative to the storage
appliances [Mat12, I BHRM18||. Server-based storage consolidates commodity servers through
software control to form inexpensive and scalable storage systems. Server-based storage is
increasingly being used in both cloud and on-premise environments to build large-scale storage

systems at a low cost.

However, server-based storage has disadvantages in terms of functionality and performance
compared to the storage appliances. OSS protocol stacks of server-based storage have lower
functional coverage of network protocols than the specialized protocol stacks of the storage
appliances. In addition, the network-based distributed storage of server-based storage has a dis-
advantage in random performance due to the network communication overheads. The lack of
functionality and performance of server-based storage becomes a problem in applying server-

based storage to applications with high-functionality and high-performance requirements.

To expand the target applications of server-based storage, it is necessary to improve func-

tionality and performance.

2.2 Storage Appliance

The storage appliance is a scale-up storage system that uses specialized hardware and software.
The storage appliances have been widely used in enterprise storage systems [Van21), Inc21,

Net21]]. Figure[2.1]shows the overview of the storage appliance.

The storage appliances using specialized software and hardware provide high reliability,
high performance, and high functionality for enterprise applications. The storage vendors de-
velop proprietary software and hardware to meet increasingly complex protocol specifications
and user requirements. The storage vendors also respond to the recent increase in the scale of
storage systems by coordinated control of multiple appliances. On the other hand, the devel-
opment of such storage appliances requires a large amount of development cost and increases

the cost of the storage appliances.

The following describes the specialized software and hardware used in the storage appli-

ances. Then, I explain the overview of an storage appliance product as a case study.
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Figure 2.1: Storage Appliance

2.2.1 Specialized Software for Storage Appliance

The specialized software for storage appliances provides high functionality with its own pro-
tocol stacks and storage OSs [DVS12]. The storage appliances support standard specifica-
tions of network storage protocols such as SMB and NFS by using the specialized software
[Cor21b) |Cor21c| [For95, IHN15|. The high functional coverage of the specialized software al-
lows clients using the storage appliances to benefit from the latest SMB and NFS specifications.

The specialized software has been developed over the years to keep up with the evolu-
tion of network protocol specifications. Early network storage protocols such as SMB1.0 and
NFSv3, which are designed for file sharing in small networks, only specify simple file access
such as read, write, and file open. Subsequently, SMB2.0/3.0 and NFSv4 are extended to sup-
port large-scale systems and the internet environment. These enhancements include security
enhancements, availability enhancements, and support for multiple sites.

The specialized software is also able to support mixed SMB and NFS environments [AHB*99,
Bor98|]. SMB and NFS have different semantics in some functions such as ACL and the oper-
ation lock. To absorb such semantic differences, the specialized software handles the intercon-
version between protocols. The specialized software enables mixed SMB and NFS access to
the same file.

The specialized software has developed its own storage OSs and protocol stacks to comply

with the evolving specifications of network protocols. The storage vendors modify their storage
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OSs and protocol stacks to keep up with the protocol specification changes, and offer protocol-
compatible metadata and access interfaces. The custom-made specialized software eliminates
the constraints imposed by existing software and achieves high-functional coverage by using

protocol-compatible implementations.

2.2.2 Specialized Hardware for Storage Appliance

The storage appliances use specialized hardware such as application specific integrated circuits
(ASICs), field-programmable gate arrays (FPGAs), and non-volatile random access memory
(NVRAM) [SS12]. The storage appliances offload the lower layer processing such as network
communication and redundant arrays of inexpensive disks (RAID) control to the specialized
hardware to achieve high throughput and short response time. Some storage vendors also use
the specialized hardware for higher layers such as file systems and network protocol stacks to
achieve even higher performance [BWB™04].

The storage appliances have redundancy in all components, including the specialized hard-
ware. The storage appliances achieve high reliability by eliminating a single point of failure in
the hardware from the entire appliance. In the event of a component failure within the appli-
ance, the remaining redundant components continue processing to ensure service continuity.

The storage appliances also form a high availability (HA) cluster with multiple appliances
to handle node failures. Even in the event of a node failure, the service can be taken over by
another node in the HA cluster.

In this way, the storage appliances achieve high performance through the use of specialized

hardware and high reliability through hardware redundancy.

2.2.3 Case Study: High-performnace Network Attached Storage

In this section, I introduce High-performance Network Attached Storage (HNAS) as a case
study of the specialized storage appliance [BWB*04]]. HNAS is an enterprise NAS product
that achieves high performance with an FPGA-based filesystem. HNAS is mainly used in
large-scale systems such as the infrastructure of banks and public institutions. HNAS achieves
high throughput and low latency by utilizing the filesystem implemented in dedicated FPGA
boards. Figure 2.4 shows the overview of the HNAS architecture.

HNAS constitutes an HA cluster whose nodes share a back-end disk array. Each node of
the HNAS consists of the data processing board with FPGAs and the control board with CPU.

The data processing board implements low-level processing such as network, file system, and
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Figure 2.2: HNAS Architecutre Overview

disk access as dedicated FPGAs and achieves high processing performance compared to CPU
processing. On the other hand, the control board handles complex processing such as secu-
rity functions and quota through the dedicated software implementation on the CPU. HNAS
achieves both high functionality and high performance by combining FPGAs for the low-level
data processing and dedicated software running on CPU for complex processing. HNAS also
achieves high reliability by directly connecting the nodes via ethernet cables and storing write
data in each other’s NVRAM for redundant protection. As shown above, HNAS uses dedi-
cated hardware to achieve high performance and high reliability, while the dedicated hardware

increases the system cost.

2.3 Server-based Storage

Server-based storage is a storage system that consists of many inexpensive commodity servers
[Mat12]. Because of the low cost of commodity servers, the cost of a server-based storage sys-

tem tends to be considerably lower than the storage appliances. Server-based storage initially
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Figure 2.3: Server-based Storage

evolved as back-end storage of cloud computing environments, and soon became widespread
in on-premise storage infrastructures. Figure [2.3]shows the overview diagram of server-based

storage.

2.3.1 OSS Software for Server-based Storage

Server-based storage uses commodity OSs such as Linux to support a variety of commodity
servers. Server-based storage basically uses the latest version of the commodity OSs without
modifications to keep up with the latest hardware. Typical server-based storage consists of a
storage system with OSS protocol stacks and distributed storage running on the commodity

OS.

OSS Protocol Stack The server-based storage supports network protocols such as SMB and
NFS with OSS protocol stacks. The OSS protocol stacks are protocol stack implementations
developed by the OSS community. Samba and NFS-ganesha are prominent
OSS protocol stack implementations for SMB and NFS, respectively.
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The OSS protocol stacks run on standard POSIX-compatible commodity OSs [IG18]. The
constraints of the application programming interface (API) and support functions of the com-
modity OSs make it difficult for the OSS protocol stacks to fully support network protocol
functions. As a result, the functional coverage of OSS protocol stacks tends to be lower than
that of the storage appliances. In particular, the OSS protocol stacks are disadvantageous in
SMB, which is a non-POSIX compliant protocol for Windows OS, and in SMB/NFS mixed

environments.

Distributed Storage Typical server-based storage systems use scale-out distributed storage
to meet the requirements of high reliability and high scalability [San03, HSX" 12, Bor07,
Kim09|]. The basic idea of the use of distributed storage for server-based storage came from
early implementations of cloud storage. Google file system (GFS), prominent cloud stor-
age, achieves high sequential access throughput by aggregating low-performance commodity
servers [San03]. As GFS stores data among a large number of unreliable commodity servers,
the high frequency of server failures had become a problem. GFS initially introduced three-
way replication, which stores two replicas of user data on other servers, to achieve high re-
liability on unreliable commodity servers. Then, EC was applied to reduce the amount of
replica data in three-way replication that triples the storage consumption [Fik10]. The design of
GFS has had a significant impact on other cloud storage systems [HSX™12] and scale-out dis-
tributed storage implementations such as Hadoop distributed file system (HDFS) and CephFS
[Bor07, WBM™06].

In distributed storage, network communication and data redundancy between servers be-
come a performance overhead in terms of response time. Therefore, although distributed stor-
age has high sequential performance, it has a disadvantage over the storage appliances in terms

of random access performance.

2.3.2 Commodity Hardware for Server-based Storage

Server-based storage uses commodity servers for hardware. Commodity servers, which can
reduce costs through mass production, are less expensive than specialized hardware. These
low-cost commodity servers make server-based storage less expensive than the storage appli-
ances. In addition, the hardware vendors tend to provide early support of the latest hardware
components such as the network interface card (NIC) or the disks for the commodity servers.
Therefore, server-based storage can be equipped with the latest hardware earlier than the tradi-

tional storage appliances.
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Commodity servers basically have no hardware redundancy like in storage appliances, and
many components such as CPU and memory become a single point of failure. For this reason,
server-based storage incorporates software redundancy control between servers, and multiple
servers form a cluster to make the servers redundant. If a component of a server fails, server-
based storage continues its service using another server. Server-based storage complements the

reliability of the commodity server by providing hardware redundancy on a per-server basis.

2.3.3 Case Study: Server-based Storage using CephFS

In this section, I introduce a server-based storage implementation using CephFS as a case study
of the server-based storage [UHS17]. Figure [2.4] shows the overview diagram of a typical
implementation of server-based storage using CephFS.

In this example, CephFS consists of distributed storage with many commodity servers.
Each server is composed of commodity hardware; CPU, RAM, disks, and NICs. With the
recent development of commodity hardware, the latest commodity hardware such as multi-
core CPU, large capacity memory, NVMe SSD and 100 GbE NIC enable high performance.

CephFS distributes data among many servers and makes them redundant. CephFS achieves
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high scalability and enables a throughput proportional to the number of servers. With data
redundancy, in the event of a server failure, the service can be continued on the remaining
servers. The OSS protocol stacks run on each server and handles SMB/NFS requests. In

addition, applications run on each server and access the distributed storage directly.



Chapter 3

Portable Storage Protocol Stack Using
Custom File Metadata

This chapter proposes a method using the custom file metadata to make server-based storage
more functional. First, I clarify the limitations of the file metadata of the commodity OS
in server-based storage. Then, I discuss the design of the custom file metadata that enables
arbitrary file metadata extensions in the commodity OS. Then, I propose PMM, which is the
first application of the custom file metadata.

For many years, storage vendors have developed specialized storage appliances to satisfy
user demands for performance, functionality, and reliability [WBYS99, [ISI21]]. Convention-
ally, software-based protocol stacks handle client requests such as NFS, SMB, and iSCSI on
those appliances [Cor21b, [Cor21¢| [For95, HN15, BHH*04]. The vendors have made large ef-
fort to incorporate the frequent updates in the protocol specifications into their protocol stacks.

The conventional storage vendors have struggled to adapt their protocol stacks to the com-
modity servers. With the increasing interest in the software-defined storage [CYS™ 14, MMP™12]],
users have demanded cheaper commodity servers for storage hardware for lightweight work-
loads. Some storage vendors use the hypervisor-based virtual machine to achieve the transition
[ISI21]. However, this approach is not applicable for the protocol stacks which depend on the
specialized hardware.

Many storage appliances use their original filesystems to store user files and protocol-
specific file metadata [WBYS99, [ISI21]]. These original filesystems are often implemented
in the specialized hardware or software. The protocol-specific file metadata in those filesys-
tems enable the protocol stacks to offer protocol functions in a protocol compliant manner.

However, the dependency on the original filesystems makes the protocol stacks unavailable on

17
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other filesystems.

The use of the standardized POSIX filesystem interface removes the dependency on the
specialized hardware or software from the protocol stacks [[G18]. The POSIX filesystem in-
terface is used in a wide range of OSS filesystems. Once the protocol stacks support the POSIX
filesystem interface, the protocol stacks become available on the commodity servers on which

OSS filesystems are deployable.

However, on the POSIX-based filesystems, the protocol stacks cannot offer protocol func-
tions which rely on the protocol-specific file metadata. The POSIX-based filesystems store the
file metadata in the POSIX compliant format which do not cover protocol-specific metadata.
The protocol functional coverage of the protocol stacks largely decreases on Linux servers

because of the lack of the protocol-specific file metadata.

This chapter proposes PMM which enables the capability of the protocol-specific metadata
on OSS Linux filesystems [BCOS]. PMM introduces a new metadata framework named the
custom file metadata to accommodate the protocol-specific file metadata in Linux filesystems.
PMM utilizes POSIX-based Linux API to store the custom file metadata in Linux filesystems

so that the protocol stacks can use the custom file metadata on Linux servers.

PMM consists of two components: the metadata management which stores the custom file
metadata in Linux filesystems, and the journal management which ensures data integrity of
the custom file metadata [SWZ05]. These modules complement the differences between the

protocol-specific file metadata and the POSIX file metadata.

I applied PMM to the protocol stack of a proprietary storage appliance named HNAS. PMM
allows the HNAS protocol stack to offer protocol functions which rely on the protocol-specific

file metadata on Linux servers.

The evaluations showed that PMM increases the functional coverage of the HNAS protocol
stack from 75.0% to 96.7% on Linux servers while suppressing the performance degradation to
at most 8% in the typical file server workload. I confirmed that HNAS protocol stack with PMM
achieves competitive file server performance with other OSS protocol stack implementations.
Also, I confirmed that the journal management of PMM ensures data integrity of the custom

file metadata by offering fast and scalable recovery processing upon a system failure.

This chapter is an extended version of our prior paper [FLY19].
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3.1 Conventional Approaches

3.1.1 Specialized Protocol Stack

Many proprietary protocol stacks use specialized hardware or software to store the protocol-
specific file metadata to comply with the protocol specifications. These hardware or software
usually have the original interface and functionality.

In the case of HNAS, which is the target storage appliance of this study, uses an original
FPGA-based filesystem [BWB*04]. Likewise many other storage appliances, HNAS uses the
original filesystem to store the protocol-specific file metadata in a protocol compliant format.
The software-based protocol stacks handle client requests that involve advanced file processing
such as the security descriptor, the named stream, quota, and the virus scan [RSI12]. HNAS
protocol stack uses the protocol-specific file metadata to provide these capabilities. Figure

shows the overview of the HNAS architecture.
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The HNAS protocol stack has a layered architecture which separates hardware dependent
modules from other modules. The architecture consists of the protocol layer, the FileSystem
Independent (FSI) layer, and the FileSystem Dependent (FSD) layer. The protocol layer ac-
commodates NFS, SMB, and the internet small computer system interface (iISCSI) modules
which interpret client requests. Underneath the protocol layer, the FSI layer offers the afore-
mentioned advanced filesystem functions. The FSD layer encapsulates the FPGA filesystem
implementation from the upper layers.

Although a large part of the HNAS protocol stack is independent of the FPGA filesystem,
the protocol stack runs only on the HNAS appliance because of the dependency on the FPGA
filesystem in the FSD layer.

3.1.2 OSS Protocol Stack

The OSS protocol stacks run on standard POSIX-compatible commodity OSs [IG18]]. The
constraints of the API and supported functions of the commodity OSs make it difficult for OSS
protocol stacks to support network protocol functions fully . In particular, the OSS protocol
stacks are disadvantageous in SMB, a non-POSIX compliant protocol for Windows OS, and
SMB/NFS mixed environments.

RichACL has been proposed as an implementation of SMB-compliant ACL for OSS pro-
tocol stacks. RichACL uses the extended attributes of Linux filesystems to store RichACL as
metadata of user files and directories. Figure shows the overview of RichACL.

Rich ACL uses a security descriptor format compatible with the NT File System (NTFS) of
Windows OS [RSI12]. A filesystem or a protocol stack reads RichACL and processes the ACL
in an SMB-compatible manner. RichACL uses standard Linux filesystem functions to provide
SMB-compatible ACL control for users.

However, RichACL has limitations in its applicability and scalability. RichACL has the

following problems.

o The use of RichACL is limited to ACL processing and cannot be applied to other protocol-

specific file metadata

e Due to the 64KB capacity limit of the extended attributes, the number of RichACLs per

file is limited.

e Rich ACL cannot be shared among multiple files or directories. RichACL consumes
metadata capacity according to the number of directories/files when subdirectories or

files inherit ACLs.
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3.2 Motivation

Despite the large development effort, the proprietary protocol stacks are available only on the
storage appliances. The dependency on the original filesystems makes the protocol stacks
unavailable on other platforms. If the protocol stacks run with alternative filesystems, users
can choose a wider range of configurations based on workload requirements.

Use of the POSIX filesystem interface removes the dependency on the specialized appli-
ance from the protocol stacks. The POSIX filesystem interface is widely used in OSS filesys-
tems such as Ext4/XFS [XFS13,MCB*07]]. Once a protocol stack supports the POSIX filesys-
tem interface, it becomes available on commodity Linux servers on which the OSS filesystem

is commonly used.
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However, to be compliant with the protocol specifications, the protocol stacks need the
protocol-specific file metadata which are originally stored in the original filesystems. Without
the protocol-specific file metadata, the protocol stacks cannot offer the protocol functions which
require the protocol-specific file metadata.

The chapter aims to adapt the protocol stacks of the storage appliances to commodity Linux
servers. [ aim to introduce the new metadata framework named the custom file metadata to
accommodate the protocol-specific file metadata in Linux filesystems. I develop PMM which
enables the capability of the custom file metadata on Linux servers. I use the POSIX-based
Linux API in PMM so that the protocol stacks can use the custom file metadata on Linux
SEervers.

PMM aims to enable the protocol stacks to offer the protocol functions which rely on the
protocol-specific file metadata on Linux servers. Along with the higher protocol functional
coverage, PMM aims to offer reasonable access performance and data integrity assurance. The
performance target is to achieve competitive performance against other OSS protocol stack
implementations in the typical file server workload. Also, PMM aims to enable fast recovery

processing of data integrity of the custom file metadata upon a system failure.

3.3 Protocol Metadata Module

3.3.1 Design Goals

PMM has to complement the differences between the POSIX-based Linux file metadata and
the protocol-specific file metadata to comply with the protocol specifications. PMM stores the
user data and the file metadata in Linux filesystems. However, Linux filesystems do not support
the protocol-specific file metadata.

The differences between the Linux file metadata and the protocol-specific file metadata
appear in metadata types and data integrity assurance. The protocol-specific file metadata are
compliant with the NFS and SMB protocol specifications whereas the Linux file metadata are
compliant with the POSIX standard. Although a large part of the NFS requirements over-
laps the POSIX standard, SMB requires different types of the file metadata from the POSIX
standard because of the different OS environments. Also, the protocol specifications require
data integrity assurance in per client request basis whereas POSIX ensures data integrity in per
system call basis [BCO5].

Table [3.1] shows the differences between the Linux file metadata and the protocol-specific

file metadata.
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Items Linux File Metadata HNAS File Metadata
POSIX / Extended
Metadata | File attributes SMB/NFS compliant
Attributes

Security POSIX permission/ACL SMB/NFS compliant

Named stream None SMB/NFS compliant
Quota database Filesystem function Protocol stack function

Data integrity assuranse Per system-call Per SMB/NFS request

Table 3.1: Linux File Metadata and Protocol-specific File Metadata

As for the metadata types, the Linux file metadata uses necessary file attributes and secu-
rity metadata for UNIX applications. Also, modern Linux file systems provide the extended
attributes to add small file attributes to user files [XFS13, IMCB*(07]. Most Linux filesystems
use original quota databases to manage filesystem usage.

On the other hand, the protocol-specific file metadata comply with the SMB and NFS
specifications [[Cor21b) [Cor21cl [For95, [HN15]. The protocol-specific file metadata use the
additional set of file attributes such as the file creation time and the archive attribute. The
security metadata contain the security descriptors of multiple owner files [RSI12]. The named
stream stores named user data with arbitrary size. The quota database stores the quota entries
given by the protocol stack.

For the data integrity assurance, modern Linux filesystems use the journaling systems to
ensure the data integrity. These journaling systems guarantee the data integrity per system call
basis, so it does not ensure the data integrity among multiple system calls [PCA*14]. And
therefore, if a system failure happens between user file update and update of the file metadata
stored in the extended attributes or system files, the data integrity between the user file and the
file metadata is not guaranteed. Contrary to Linux metadata, the protocol-specific file metadata
is required to guarantee the atomicity of all updates during single client request processing.

The above differences cause less protocol functional coverage and the lack of data integrity
assurance when the protocol stacks using the custom file metadata run on Linux filesystems.

PMM needs to complement these differences.

3.3.2 PMM Architecture

PMM consists of the metadata management and the journal management. The metadata man-

agement stores the custom file metadata in Linux file systems to enable the capability of the
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protocol-specific file metadata on Linux servers. The journal management records the jour-
nal logs in the journal file to ensure the data integrity between user files and the custom file

metadata.

I implemented PMM in the HNAS protocol stack. PMM works as an internal module in the
new FSD module named Linux FSD. Linux FSD supports XFS and Ext4. An interface called
FSD API clearly separates the FSD layer from the FSI layer in the HNAS protocol stack. The
compliance with FSD API in Linux FSD enables the protocol layer and the FSI layer to work

on Linux servers. Figure [3.3] shows the PMM overview.

Linux FSD maps an FSD API call to system calls for file operations. The file operations
in FSD API are mostly compatible with system calls including open, read, write, and so on
[BCOS]]. And therefore, the API mapping between FSD API and system calls for the file oper-

ations is straightforward.

Along with the file operations, PMM issues system calls for the metadata management and
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the journal management. Contrary to the file operations, the metadata management and the
journal management are the original functions of PMM. I describe the details in the following

sub-sections.

3.3.3 Metadata Management

The implementation of the metadata management consists of the namespace management, the
extended attributes, and the open_by_handle system call [Corl0a]. PMM divides the namespace
of Linux filesystems to the system directory and the data directory. PMM uses the extended
attributes to store file attributes with fixed size and file handles of metadata files which contain
metadata with arbitrary size. PMM uses the file handles and the open_by_handle system call to
link the metadata files to one or more user files. These data structures enable the custom file
metadata with arbitrary size or multiple-owner files in Linux filesystems. Figure [3.4]shows the

metadata layout on Linux filesystems.

PMM offers three types of file metadata: the composite attributes, the linked metadata, and

the system metadata. I explain these file metadata below.
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Composite attributes PMM uses the composite attributes to offer pre-defined file attributes.
The composite attributes contain SMB/NFS compatible file attributes and application attributes
used in the HNAS protocol stack.

The storage of the composite attributes consists of the extended attributes and the POSIX
file attributes of user files. PMM uses the extended attributes to store most part of the file
attributes of the protocol-specific file metadata. On the other hand, PMM uses a small part of
the POSIX file attributes and converts the POSIX file attributes to the compatible format with
the custom file metadata. These POSIX file attributes include the access time, the modified
time, and the file length which are updated during write system calls. The use of the POSIX file
attributes eliminates the disk access to the extended attributes in the write request processing

and improves write performance. I evaluate the performance improvement in the next section.

Linked metadata The linked metadata store the custom file metadata which has arbitrary
size and multiple-owner files. PMM uses the linked metadata to store the named stream without
the size limitation. And also, the capability of the multiple-owner files reduces the storage
capacity of duplicated security descriptors likewise Windows NTFS [RSI12]].

PMM creates metadata files or directories in the system directory for each linked metadata.
PMM records the file handles of the linked metadata files and directories to the extended at-
tributes of owner files. PMM uses the file handles and the open_by_handle system call to access
the linked metadata. PMM manages the reference count of the linked metadata in the extended
attributes of the linked metadata file. PMM deletes the linked metadata file when the reference
count becomes zero to avoid that a linked metadata file becomes an orphan. In addition, PMM
creates a metadata directory when the first named stream of a user file is created. PMM stores

named streams of the user file to the same directory.

System metadata The system metadata contain the filesystem metadata such as the quota
database and the journal log which is described in the next subsection. The system metadata
is system files with pre-defined pathnames in the system directory. PMM provides an access
interface of the system metadata files to the FSI layer through FSD API. The FSI layer stores

arbitrary contents to the system metadata.

3.3.4 Journal Management

The journal management of PMM ensures data integrity between user files and the custom

file metadata. PMM introduces user-space journaling to extend the scope of data integrity
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<<Log header>>

Log Type: Composite Attributes
Sequential Number: 0x001

Update Time: 2016-01-29 12:00:01
Request Type: Write

File handle: 0x00001

<<Log body>>

(Updated Contents of Custom File Attributes)

Figure 3.5: Example of Journal Log

assurance from per system call basis to per client request basis.

The custom file metadata could be inconsistent with user files without the journal manage-
ment. PMM issues system calls to update user files and the custom file metadata separately.
Without any additional protections, the user files and the custom file metadata could be incon-
sistent when a system failure happens between these system calls. These inconsistent states
include the inconsistent file attributes, the inconsistent security descriptor or named stream
handles, and the inconsistent linked metadata reference count. These inconsistent states could
cause invalid file metadata, security violation, orphan metadata files, or unexpected system
behaviors.

PMM offers journaling and replay processes to solve the above inconsistent states. I de-

scribe each process below.

Journaling

PMM manages a system file named the journal file to record all metadata updates as journal
logs. PMM uses several types of journal logs corresponding to the above inconsistent states.
A journal log consists of the log header and the updated metadata. A log header contains the
necessary information for the replay process such as the log type, the sequential number, the
update time, the file handle of a target user file, and request type. Figure[3.5]shows an example
of the journal logs.

For each client request, PMM flushes journal logs to the journal file before issuing any
system calls which update the target user files. An internal service thread, which processes

client requests, adds the journal logs to a per-thread log buffer on memory. PMM merges
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Figure 3.6: Journaling in PMM

the journal logs to a single disk write and flushes them to the journal file. PMM periodically
restarts the journal file every several seconds so that the journal file does not consume a large
disk capacity. Figure[3.6]shows the overview of the journaling processing.

PMM uses an optimization named the direct commit for reducing the journaling overhead.
User-space journaling is known to cause a large delay due to the kernel journaling during
synchronous journal file updates [LLS™15]. PMM preallocates the disk blocks of the journal
file to avoid the delay. Also, PMM uses Direct IO to update the journal file to reduce the page
cache overhead in the kernel space [BCOS]. PMM uses pre-defined journal file size which is
calculated from the journal log size and the required system throughput. If the total size of
journal logs on the journal file exceeds the pre-defined file size, PMM appends the extra log
items to the end of the journal file and truncates the journal file to the pre-defined size when

PMM restart the journal file.

Replay

When a system failure happens, PMM starts the replay process in the next system reboot. In
the replay process, PMM reads the journal logs on the journal file while the log headers contain
the continuous sequential numbers.

For each journal log, PMM checks the existence and the POSIX modified time of the target

user file given in the file handle field of the log header. PMM uses the open_by_handle system
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Spec. Function Name 0SS wlo:::nsvtsMM Spec. Function Name 0ss w/o:h:h‘:svthM Spec. Function Name 0ss wloPrl:llr:\nAs:sMM
SMB command set Yes| Yes Yes Message signing(SHA-256) Yes Yes Yes NLM/NSM Yes| Yes Yes
User authentication |Yes| Yes Yes |SMB2 |Asynchronous operations| Yes | Yes Yes NES3 portmap Yes | Yes Yes
Remote ation| Yes| Yes Yes Credit for flow control Yes | Yes Yes mountd Yes| Yes Yes
Remote procedure cal| Yes| Yes Yes File lease Yes | Yes Yes rquota Yes No Yes
Named pipe Yes| Yes | Yes |SMB |Resilient file handles No | Yes Yes NFSv4 command set Yes| Yes Yes
Security descriptor | Yes| No Yes |21  |Reauthenticate Yes| Yes Yes Mandatory auth. Yes| Yes Yes
Oplock Yes| Yes Yes Dialect negotiation Yes | Yes Yes UCS file name No | Yes Yes
SMB1 File change notificatio| Yes| Yes Yes Transparent failover Yes No Yes NFSv4 ACLs No No Yes
Distributed file system| Yes| Yes Yes SMB3 Multi-channel Yes | Yes Yes |NFS4 [File delegation Yes| Yes Yes
SMB file attributes Yes No Yes Witness No Yes Yes Compounded request| Yes| Yes Yes
Unicode file name Yes| Yes Yes Signing(AES-CMAC) Yes | Yes Yes Named attribute No No Yes
Long file name No No No Remote shared virtual disk No | Yes Yes quota No No Yes
8.3 name No No Yes Volume shadow copy No No No Pseudo-fs Yes| Yes Yes
Case insensitive FN | Yes No Yes g't\’ll':Zr Access-based enum. Yes Yes Yes [NFS/ |Mixed mode security | No No Yes
Named stream No No Yes Auditing event log Yes | Yes Yes [SMB |inter-protocol file lock| No Yes Yes
Singning(MDS5) Yes| Yes Yes Virus scan Yes No Yes SCSl access Yes| Yes Yes
SMB2 commandset |Yes| Yes | Yes NFSv3 command set Yes | Yes Yes o Yes| Yes Yes
SMB2 Durable open Yes| Yes Yes NES3 Unix permissions Yes | Yes Yes |iSCSI|Multi-path Yes| Yes Yes
Symbolic link Yes| No Yes DES encrypted auth. Yes| Yes Yes Path load balancing | Yes| Yes Yes
Compounded request | Yes| Yes Yes Kerberos Yes | Yes Yes iSNS Yes| Yes Yes
Functional coverage: OSS 47/60(78%), HNAS PS without PMM 45/60 (75.0%), HNAS PS with PMM 58/60 (96.7%)

Table 3.2: Protocol Functional Coverage Evaluation

call to find the target user file. If the target user file is created, deleted, or modified after the
update time in the log header, PMM reflects the updated metadata to the target metadata based
on the log type. Otherwise, PMM discards the journal log because the system calls which

update the target user files do not take effect at the time of the system failure.

3.4 Evaluations

3.4.1 Protocol functional coverage

I evaluated the protocol functional coverage of the HNAS protocol stack on Linux servers.
I listed up 60 HNAS protocol functions from SMB, NFS, and iSCSI specifications [Cor21b),
Cor21cl [For95, HN15, BHH*04]. The SMB includes not only SMB specifications but also
other specifications used in the SMB environment such as the volume shadow copy (VSS).
Also, NFS and iSCSI include other relating specifications

I evaluated the protocol functional coverage of the HNAS protocol stack without and with
PMM (HNAS PS w/oPMM and wPMM) on Linux OS. I also evaluated the functional cover-
age of the conventional OSS protocol stacks (samba and NFS-ganesha). Table [3.2] shows the
evaluation result.

PMM improves the functional coverage from 75.0% to 96.7%. PMM improves the HNAS

protocol stack to achieve higher functional coverage than 78% of the conventional OSS proto-
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Item Description
CPU Intel Xeon E5-2620 (6 cores, 2.0 GHz)
Hardware
RAM 12GB
(Server/
) Seagate Constellation.2 ST9500620NS SATA
Client) Storage
6Gb/s 500GB 7200 rpm
NIC Broadcom NetXtreme I BCM57810 10 Gigabit
Ethernet
0OS Debian Linux Wheezy (kernel 3.16.0-0)
Software
Filesystem XFS (inode size 512 byte)
(Server)
HNAS Protocol Stack, linex kernel server,
NFS server
NFS-ganesha
Software OS Debian Linux Jessie (kernel 3.16.0-4)
(Client) Benchmark filebench v 1.4.9.1

Table 3.3: Experiment Configuration

col stacks. The security descriptor enables SMB security descriptor, NFSv4 ACL, and Mixed
mode security. The named stream enables SMB named stream, SMB2 symbolic link, SMB3
transparent failover, and NFSv4 named attribute. The quota database enables NFSv3 rquota

and NFSv4 quota. The composite attributes enable other improvements.

PMM does not cover SMB long file name and Volume shadow copy because of the lack of
corresponding functions in Linux filesystems. PMM is supposed to be capable of these features

if Linux filesystems or other modules provide the correspondence functions.

3.4.2 Access Performance

Measurement Environment

I used a commodity server Dell R610 as an NFS server in the following evaluations. I used
another server with the same configuration as an NFSv3 client. The client accesses the server
via 10 Gbps network. I used a SATA disk on the server so that I can evaluate the impact of
the metadata access increase of PMM in the disk bottleneck environment. Table shows the

experiment configuration.
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Figure 3.7: NFS Performance with and without Optimizations

Measurement Results

The measurements used filebench [[I’ZS16]] to measure the performance of the typical file server
performances including read, write, file server, and mail server performance. The measure-
ments used the fivestreamwrite and fivestreamread workloads of filebench to measure the read
and write performance. The measurements used the fileserver workload for the file server per-
formance and the varmail workload for the mail server performance. The fileserver workload
consists of create, write, open, append, read, close, delete, and stat to middle-size files. The
varmail workload consists of create, write, fsync, read, open, and close to small files. In the
measurements, the total file-set size is set to at least two times larger than the size of server and

client memory to avoid cache effects.

First, I evaluated the performance overhead of PMM. I evaluated the performance of the
HNAS protocol stack without PMM and with PMM. In the evaluations with PMM, I measured
the performance without any optimizations (no opt.), with the composite attributes optimization

(CA), and with the direct commit (CA + DC). Figure shows the measurement results.

The optimizations reduce the performance degradation of PMM from 32% to 0% in the
write performance, 16% to 7% in the file server performance, and 20% to 8% in the mail server

performance. For the read performance, no overhead was confirmed because the workload
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does not involve PMM overhead.

As shown in Table the decrease in the number of disk writes for a single filebench
operation explains the reason for these performance improvements. In the write workload, the
composite attributes optimization reduces the number of disk writes by over 75%. In the write
workload, filebench issues 1MB write system calls which are split into 64 KB NFS write re-
quests by the NFS client module. If the composite attribute optimization is not applied, PMM
issues a disk write for updating the extended attributes in each 64 KB NFS write request. The
composite attributes optimization eliminates these disk accesses during the NFS write request
processing. In addition, 64KB NFS write requests are sequentially processed and merged into
a single 128 KB disk write by Linux OS [BCOS5]. Theoretically, the composite attributes opti-

mization decreases the number of disk writes from 24 to 8 for a single 1 MB write operation.

Table 3.4: Number of Disk Writes per Filebench Operation

Write File server Mail server
without PMM 8.51 0.82 0.91
with PMM (No opt.) | 25.14 1.29 1.46
with PMM (CA) 8.16 1.05 1.13
with PMM (CA + DC) | 8.30 1.02 1.08

Also, the direct commit reduces the number of disk writes in the file server workload and
the mail server workload by 2% and 5% respectively by eliminating the overhead in the kernel
journaling and the page cache management.

Secondary, I evaluated the performance of the HNAS protocol stack (Proposal) against
NFS-ganesha (ganesha) [DLLO7] and the kernel nfs daemon (knfsd). As we can see in Figure
[3.8] the HNAS protocol stack achieves about 10% and 20% better performance than OSSs in
the write performance and the read performance respectively.

The HNAS protocol stack issues disk IOs to a single file as continual as possible to make
the disk I0s more sequential. This optimization is supposed to contribute the better read and
write performance than OSSs.

Even with the overhead of PMM, the HNAS protocol stack achieves equivalent perfor-
mance with OSSs in the file server evaluation. As the file server workload uses 128 KB files
on average, the better write and read performance are supposed to contribute to this result.

On the other hand, the HNAS protocol stack shows 20% lower performance in the mail

server evaluation which uses 16 KB file size. This result suggests that the HNAS protocol
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Figure 3.8: Performance Comparison with OSS Implementations

stack has lower performance than OSSs in the metadata-intensive workload because of the
PMM overhead and its original performance characteristics.
As write, read, and file server workloads are the typical file server workloads, it can be said

that PMM achieves the competitive performance against OSSs in the HNAS protocol stack.

3.4.3 Recovery Performance

I evaluated the recovery performance of the PMM journal management upon a system failure.
In case of a system failure, PMM recovers the data integrity of the custom metadata when the
HNAS protocol stack mounts the failed filesystem. I evaluated the amount of time to mount
the failed filesystem with and without the PMM journal management. Also, I evaluated the
performance of the exhaustive check which is used in the conventional filesystem utilities like
fsck [SWZ05]. The exhaustive check scans all files in the failed filesystem and recovers the
consistency of metadata if necessary.

In the evaluations, I intentionally caused system crashes while issuing file creation and
deletion requests to the HNAS protocol stack. The evaluations were carried out with the differ-
ent numbers of stored files to see the scalability of the recovery methods.

Figure 3.9 shows the measurement results.

The PMM journal management shows a similar mounting time with the mounting time

without any recovery processing. The mounting time is only about 2 seconds when filesystem
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Figure 3.9: PMM Recovery Performance

contains one million files. The recovery process of PMM examines a small number of journal
logs regardless of the total number of files in the filesystem. Therefore, the recovery time
remains constant and short even if a filesystem contains a large number of files.

On the other hand, the mounting time of the exhaustive check increases in accordance with
the number of files. The mounting time reaches nearly 100 seconds at one million files.

These results show that the journal management of PMM offers fast and scalable recovery

upon a system failure.

3.5 Related Work

The OSS community has developed protocol stack implementations such as the kernel nfs
daemon, NFS-ganesha, and samba [DLLO7, sam21]]. Some of these implementations use the
extended attributes and system files to store the protocol compliant file attributes or the named
stream in a similar way with the proposal. However, these OSSs do not ensure the data integrity
of these protocol-specific file metadata upon system failures whereas PMM does. RichACL
stores the security descriptor to the extended attributes of each user file in Linux filesystems
likewise PMM [KGB10]. However, this approach imposes larger storage consumption of secu-
rity descriptors than the proposed multiple-owner metadata approach. And also, PMM allows

the reuse of the proprietary protocol stacks with multiple protocol support and third vendor ap-
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plication supports. These capabilities enable advanced protocol functions such as mixed mode
security, the inter-protocol file lock, and the certified proprietary virus scan support whereas
OSSs do not support these functions.

Much research in recent years has focused on porting software of purpose-built appliances
to commodity servers. Burtsev et al. proposed an efficient inter-virtual machine (VM) com-
munication for software of purpose-built NAS appliances running on VMs [BSR*09]]. Also,
NetApp released the VM implementation of its NAS appliance to deploy the virtual appli-
ance to the software-defined storage [Pas16]. These studies focus on the protocol stacks using
software-based filesystem in the VM environment, and therefore their methods are not appli-
cable to the protocol stack using the hardware-based filesystem like HNAS.

The data consistency guarantee of filesystems has been studied for a long time [BKL* 16,
PCA*14]. As for data integrity assurance in the kernel space, Verma et al. showed that ker-
nel modifications allow user-space applications to ensure data integrity of application data
[VMP*13]]. However, these kernel changes are available only in their filesystems. PMM is
applicable for Linux filesystems which are widely used. As for user-space data integrity as-
surance, many works have been done in the database research [www21l, [ZTH* 14, TCW16].
This study focuses on the application of the user-space data integrity assurance to the network
storage protocol stack.

Recently, Linux API is attracting widespread interest [AAG™ 16, [TTAP16]]. T think this
study shows an application of Linux API to store the protocol compliant file metadata in Linux

filesystems.

3.6 Chapter Summary

This chapter proposes a method to adapt storage protocol stacks using the custom file metadata
to commodity Linux servers. I introduced a new metadata framework named the custom file
metadata to accommodate the protocol-specific file metadata in Linux filesystems. I developed
a new metadata management module named PMM which enables the protocol stack to use the
custom file metadata on Linux servers. I implemented PMM in the protocol stack of a storage
appliance, HNAS, to prove the concept of PMM.

PMM utilizes Linux APIs such as the namespace management, the extended attributes, and
the open_by_handle system call to store the custom file metadata in Linux filesystems. PMM
enables protocol stacks to achieve higher protocol functional coverage by using the custom file

metadata on Linux servers
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PMM consists of the metadata management and the journal management. These new mod-
ules complement the differences between the HNAS file metadata and POSIX file metadata.
Also, I introduced performance optimizations to reduce the performance overhead of PMM.

The evaluations showed that PMM improves the coverage of the HNAS protocol functions
from 75.0% to 96.2% on Linux servers. With PMM, the HNAS protocol stack achieves higher
functional coverage than the OSS protocol stack. The proposed performance optimizations
reduce the performance degradation of PMM to up to 8% in the typical file server workloads.
As a result, the HNAS protocol stack with PMM shows the competitive performance against
OSS protocol stack implementations. Also, we confirmed that the PMM journal management
enables fast and scalable recovery processing for the data integrity assurance of the custom file
metadata.

PMM allows the proprietary protocol stacks to achieve high protocol functional coverage
while offering reasonable access performance and ensuring data integrity on commodity Linux

SErvers.



Chapter 4

Dynamic Redundancy Control with

Adaptive Encoding

This chapter proposes a performance improvement method using the custom file metadata for
server-based storage. This chapter applies the cusom file metadata shown in Chapter 3| to
establish high-performance redundancy control between servers. This chapter proposes DRC-
AE which is the second application of the custom file metadata.

In recent years, commodity-server-based storage has been widely used as a low-cost al-
ternative to dedicated-storage appliances [Mat12, ivmw21]]. Because server-based storage uses
inexpensive commodity servers, hardware cost becomes much lower than that of a custom-
made storage appliance. Initially, server-based storage had been used for cloud computing
environments that require large capacity and high access throughput for aggregated computing
resources. Currently, server-based storage is also applied to on-premises computing environ-
ments for data analytics and consolidated in-house systems [KimQO9]]. A typical server-based
storage system has adapted scale-out distributed storage to achieve high reliability and high
scalability required for these environments [San03]].

Because of the high failure rate of typical commodity servers, data redundancy across mul-
tiple servers is a necessary requirement for a server-based storage system [BHRM18]. In gen-
eral, components such as memory or disks in a commodity server are not redundantly config-
ured, whereas redundant configurations are common in storage appliances. Failure of a device
in a commodity server directly causes service unavailability or even loss of data if there is no
redundancy associated with the failed device’s data. To avoid such unacceptable events, con-
ventional server-based systems use data redundancy methods such as three-way replication or

EC [WBM™06, Bor07, BBP12].

37
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Although data redundancy improves the reliability of server-based storage, it results in a
considerably increased cost for the extra storage capacity. If data are replicated to other servers,
the capacity requirement linearly increases with the amount of replicated data. This capacity
requirement significantly increases both the number of servers and the overall system cost.

Much research in recent years has focused on EC as an approach to reduce the amount of
redundant data [Narl6]. With EC, data are encoded with an arbitrary number of data symbols
and parity symbols, therefore increasing the number of data symbols enables higher capacity
efficiency. By contrast, the parity calculation required for EC involves much more network,
CPU, and disk-access overhead in overwrite operations and read operations under a server
failure than those in simple replication. To mitigate the performance overhead, methods for
combining replication and EC have been investigated in previous work [FTXGI1, HSX"12,
XSBP15,ICAA™17]. These methods switch the redundancy method of user data between repli-
cation and EC according to the application workload.

However, these approaches require distributing data over multiple servers for data re-
dundancy; therefore, the performance overhead of the distribution of data remains a con-
cern. Distributing data requires a storage system to process a large amount of network traf-
fic and data placement management, as seen in today’s distributed storage implementations
[LIH" 17, [AWK™19]. In particular, the performance impact becomes substantial if the system
is applied to random-intensive applications such as DB systems or VDI. These applications had
commonly been used in stand-alone legacy systems. Because the legacy systems are moving to
the cloud computing environments and on-premises infrastructures for reducing system costs
[BCX*12], there has been increasing demand for a server-based storage system to be used for
these random-intensive applications [CSGK11l, LPGMOS|, [spel7, XSG*15]]. As a result, the
performance concerns have become major issues for applying a server-based storage system to
these applications.

In addition, the advent of high-performance disks such as nonvolatile memory express
solid-state drives (NVMe SSDs) and storage-class memory (SCM) has increased the perfor-
mance impact of distributing data [XSG™15, IYZ*19]. The high performance of these devices
enables ultra-low latency and high access throughput for an application. If network commu-
nication is involved in data-access processing, it causes higher access latency and less access
throughput. To utilize fully the performance of these devices, it is required for an application
to directly access these devices installed on the same server.

Most conventional methods use dedicated metadata servers to manage data locations and

the redundancy method of user data [FIXGI11, XSBP15]. Although the use of metadata servers
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enables combining replication and EC to reduce redundancy data, it requires remote metadata
access for an application to access data. The performance overhead of remote metadata ac-
cess deteriorates access performance even if an application can directly access its data in local
storage.

This chapter proposes a new redundancy control method called DRC-AE for a server-based
storage system. DRC-AE adopts a local-filesystem-based approach that stores user data in the
local filesystem while adding data redundancy to the user data. DRC-AE eliminates the need
for remote metadata access by storing the metadata in the local filesystem. The local filesystem-
based approach enables DRC-AE to achieve high access performance under random-intensive
workloads. In addition, DRC-AE uses fine-grained adaptive encoding to support random-
intensive workloads. The adaptive encoding accurately identifies cold data by monitoring
data-access frequency at a fine granularity. The adaptive encoding controls the amount of
EC data according to workloads to maximize capacity efficiency against performance require-
ments. DRC-AE enables a server-based storage system to achieve both high performance and
high capacity efficiency under random-intensive workloads.

To investigate the effectiveness of my proposal, I evaluated the access performance of
DRC-AE under data-intensive workloads and metadata-intensive workloads in comparison
with CephFS, a widely used file-based distributed storage [UHS17]]. These investigations show
that DRC-AE achieves higher performance except for sequential write performance in com-
parison with CephFS in a high-performance disk configuration. Furthermore, I confirmed that
DRC-AE can achieve higher capacity efficiency than conventional methods while maintaining
high performance.

The main contributions of this chapter are as follows:

e this chapter proposes a local filesystem-based dynamic redundancy control for server-
based storage that achieves high access performance in a high-performance disk config-

uration

e this chapter proposes using the fine-grained adaptive encoding to improve capacity effi-

ciency while maintaining high performance under random-intensive workloads

o this chapter demonstrates that the proposed method achieves higher access performance

than CephFS except for sequential write in a high-performance disk configuration

e this chapter demonstrates that the proposed method achieves higher capacity efficiency
than the conventional methods under random-intensive workloads while enabling a tun-

able trade-off between performance and capacity efficiency
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This chapter is an extended version of our prior paper [FLY21b].

4.1 Conventional Approaches

This section provides an overview of server-based storage and conventional approaches for
dynamic redundancy control. Then, I discuss where challenges exist for the conventional ap-

proaches.

4.1.1 Server-based Storage

Server-based storage is a storage system that consists of many inexpensive commodity servers.
Because of the low-cost of commodity servers, the cost of a server-based storage system is
generally lower than a traditional dedicated-storage appliance. Server-based storage initially
evolved as back-end storage of cloud computing environments, and soon became widespread
in on-premises storage infrastructures. Typical server-based storage systems use scale-out dis-
tributed storage to meet the requirements of high reliability and high scalability for these large-
scale systems [San03, HSX* 12, Bor(07, Kim09].

The basic idea of server-based storage came from early implementations of cloud storage.
GFS, prominent cloud storage, achieved high sequential access throughput by aggregating low-
performance commodity servers [San03]]. GFS specializes in workloads of cloud computing
environments such as streaming read and append-only write to large files to achieve higher scal-
ability. GFS offers a limited set of operations that is not compatible with the standard portable
operating system interface (POSIX) [IG18]] to avoid reducing scalability for supporting com-
plex POSIX operations. As GFS stores data among a large number of unreliable commodity
servers, the high frequency of server failures had become a problem. GFS initially introduced
three-way replication, which stores two replicas of user data on other servers, to achieve high
reliability on unreliable commodity servers. Then, EC was applied to reduce the amount of
replica data in three-way replication that triples the storage consumption [Fik10]. The design
of GFS has had a significant impact on other cloud storage systems [HSX"12]] and scale-out
distributed storage implementations such as HDFS and CephFS [Bor07, WBM™06].

With the proliferation of server-based storage, a wider range of applications are now using
server-based storage systems. These applications include legacy POSIX-based applications
[CDLCI14l ZL1L*20, MNE*14]. The open source software community and storage vendors
have provided POSIX-compatible distributed storage such as CephFS and proprietary dis-
tributed storage systems for these applications [UHS17, ICAA™17, vmw21]]. These storage
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implementations support the standard POSIX operations so that legacy applications can run on
the storage systems without modifications.

Among the expansion of applications, server-based storage has been increasingly used as
back-end storage for legacy server applications such as DB and VDI. Currently, many legacy
systems are moving to cloud computing environments and consolidated on-premise infras-
tructures to reduce system costs. This movement makes more legacy server applications to
use server-based storage systems. Because random access is dominant in these applications
[XSG™15, [spel7, LKM™17], the performance requirements for a server-based storage system
have been broadened from the original sequential-intensive workload of the early cloud storage
systems.

The advents of NVMe SSDs and SCM have also changed performance requirements for a
server-based storage system. While GFS used hard disk drives (HDDs) in its original paper, the
performance of the latest commodity NVMe SSD enables thousands of times better throughput
and a hundred times better latency compared with an HDD. Furthermore, SCM enables much
higher disk performance than an NVMe SSD [[YZ*19]. Because of the high performance
of NVMe SSDs and SCM, there have been expectations for much higher performance for a
system using high-performance disks.

To meet the expectations for high performance, there is a trend toward system configu-
rations specialized for data locality to utilize high-performance disks. Major cloud service
providers have offered storage-optimized VM instances that store data into local NVMe SSDs
so that an application can access the local data directly [Ser20} Mic20, XZC*20]. The storage-
optimized VM instances can achieve much lower access latency and higher throughput than
VMs using conventional cloud storage. For on-premises environments, the enterprise storage
vendor NetApp offers a proprietary storage appliance that uses local SCM as an upper storage
tier of external enterprise storage so that an application can access local SCM without involving

remote data access [Sha20].

4.1.2 Data Redundancy Control in Server-based Storage

EC is a promising method to reduce the capacity consumption of replica data even though it
entails performance overheads of the parity calculation [Plal3]]. EC enables much less storage
consumption of parity data than replica data. For example, when EC with six data symbols and
two parity symbols is used, capacity consumption of parity data is one-third of the original user
data, whereas three-way replication requires twice the capacity of the original data for replica

data. By contrast, the performance overheads of overwrite operations and read operations under
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a server failure become critical issues when EC is used for workloads with these operations.

Data redundancy control has been investigated in previous studies to utilize the high ca-
pacity efficiency of EC without introducing large performance degradation. Data redundancy
control switches the redundancy method of user data between replication and EC according
to workloads. For example, DiskReduce [FIXG11] and HACFS [XSBP135]], which are imple-
mentations of HDFS-based data redundancy control, store a newly created file with three-way
replication and encode the file with EC if there are no more updates to the file. In addition to
DiskReduce and HACFS, some cloud storage implementations adopt data redundancy control
[HSX™12, [KBP"12]. CephFS also applies a variant of data redundancy control that uses its
cache tiering function [UHS17].

A simple method to realize data redundancy control is to divide storage capacity into a
storage pool for replicated data and a storage pool for EC data and migrate data between them.
CephFS and AzureStorage use this approach [UHS17, HSX*12]. Although this approach is
simple and applicable for systems that need different storage control for replicated and EC
data, it has limitations. The overhead of data migration between pools becomes considerably
high and introduces a negative impact on access performance. Moreover, this approach can-
not dynamically change the capacity ratio of replicated and EC data. Therefore, the capacity
of replicated data easily becomes excessive or insufficient for a target workload in terms of
performance.

The HDFS-based prior studies illustrate another approach that eliminates the need for data
migration between the replication pool and the EC pool [FTXG11, XSBP15]. DiskReduce and
HACEFS enable data redundancy control by replacing replica data of user data with parity data.
This approach uses metadata servers to manage data placement and data redundancy of user
data. The metadata servers periodically select replicated user files with no more updates from
multiple servers and generate parity data for them. After storing the parity data to the storage
pool, the metadata servers remove the replica data of the encoded user files to reduce capacity
consumption. This approach avoids the data migration cost and enables flexible control of the

capacity ratio of replicated and EC data.

4.1.3 Challenges

With the growing use of server-based storage, there is a need for a server-based storage sys-
tem to provide high performance for more workloads than just conventional sequential access.
Scale-out distributed storage has an advantage in scalable sequential access throughput, but the

network access overhead tends to be negative for other workloads. A large amount of network
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traffic and data placement management overhead entails greater access latency and higher per-
formance requirements for a CPU. In particular, for a system using high-performance disks,
network bandwidth or CPU performance easily becomes the performance bottleneck. Espe-
cially for random-intensive applications, the performance impact tends to be substantial.

For random-intensive workloads, data locality requires more focus to achieve higher per-
formance. If an application uses local data on the same server, it can fully utilize the disk
performance without involving remote network access. In a system with high-performance
NVMe SSDs or SCM, the performance gain of local data access becomes significant.

However, the requirements for random-intensive workloads and data locality introduce

other challenges to data redundancy control, as described below.

Metadata access overhead The HDFS-based conventional data redundancy control imple-
mentations use centralized metadata servers to control data placement and data redundancy of
user data. The use of metadata servers enables switching the redundancy method of local user
data without migrating the data to other servers. This approach can preserve the data locality
of user data because the encoded data stays in the same server after encoding.

However, when using the metadata servers for redundancy control, the performance over-
head of remote metadata access becomes a concern. When the metadata servers manage data
placement and data redundancy, an application needs to ask the data location to the metadata
servers for each data access [[Gibl0|]. The overhead of remote metadata access becomes sub-
stantial under random-intensive workloads because of the higher requirement for access latency
of these workloads. In addition, the metadata servers could be the performance bottleneck when
the amount of metadata access increases.

These performance overheads of metadata access could undermine the performance advan-

tage of local data access.

Efficient EC data selection for random-intensive workloads In data redundancy control,
an efficient algorithm to select target data for encoding is essential to achieve high capacity
efficiency. This EC data selection algorithm needs to match the characteristics of a target work-
load. For random-intensive applications such as DB or VDI, the EC data selection algorithm is
required to adapt to the workload characteristics of these applications.

One of the main characteristics of these workloads is the high percentage of overwrite
operations. Zhang et al. reported a high percentage of overwrite operations in Microsoft Re-

search (MSR) traces, which are 1-week block IO traces of legacy enterprise servers [ZLL*20,
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Figure 4.1: Cumulative Distribution Functions of Read and Write Access with Different Chunk
Sizes for MSR traces

NDROS]. In MSR traces, the percentage of overwrite operations exceeds 50% in more than
60% of traces and about 40% of traces contain 65% to 85% overwrite operations.

Another characteristic of these workloads is small-size access with access-skew. The access
sizes of random-intensive applications are generally smaller than the block sizes of scale-out
distributed storage implementations. The average block sizes of DB and VDI are usually sev-
eral KBs to several tens of KBs, whereas HDFS uses 64 MB blocks and CephFS uses 4 MB
blocks by default [spel17, LKM™17]]. If the block size is larger than the access size, it is diffi-
cult for an EC data selection algorithm to distinguish cold data from other data accurately. I
analyzed MSR traces to investigate the impact of the large block sizes on the amount of distin-
guishable cold data. Figure {.1] shows the cumulative distribution functions of the number of
read operations and write operations against capacity with different block sizes. The analysis
investigated the average cumulative distribution functions of all MSR traces for 64 MB blocks
of HDFS, 4 MB blocks of CephFS, and 512 KB for the finer-grained blocks. The results show
apparent Zipf-like distributions that indicate the existence of access-skew in both read and write
operations [[YZ16]. We can see that a larger block size requires a larger amount of capacity for
the same number of operations. With 64 MB blocks, 90% of write accesses occur in 40% of
capacity and 90% of read accesses occur in 55% of capacity, whereas with 512 KB blocks,
these accesses occur in 25% and 40% of capacity, respectively.

The HDFS-based conventional methods could cause low-capacity efficiency for random-
intensive workloads because of the different characteristics of these workloads from HDFS.

These methods assume that data are immutable in HDFS. DiskReduce encodes data blocks
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within a file once the file becomes immutable, whereas HACFS encodes blocks within a file
with old modified times. These approaches make data remain replicated while overwrites to the
file continue even if the overwrite frequency is sufficiently low. These approaches are thought
to be inefficient for random-intensive workloads, which contain a high percentage of over-
write operations. In addition, the HDFS-based conventional methods use 64 MB blocks for
the encoding unit. This large block size of the conventional methods decreases the amount of
distinguishable cold data under random-intensive workloads, as shown in Figure .1} The in-
distinguishable cold data remain replicated and continue consuming storage capacity. Although
the block size of HDFS is a tunable parameter, a smaller block size considerably increases the
processing load and memory usage of the metadata servers.

Furthermore, for workloads with overwrite operations, the EC data selection algorithm
needs to prevent an unacceptable level of performance degradation because of the EC perfor-
mance overhead. For random-intensive workloads, the performance degradation of overwrite
operations is a crucial problem. If the amount of overwrite operations to EC data increases
without a limit, performance could decrease to an unacceptable level.

The low-capacity efficiency and the possible unacceptable performance degradation make
the conventional approaches of data redundancy control undesirable for random-intensive work-

loads.

4.2 Motivation

This chapter aims to establish a new lightweight data redundancy control for a server-based
storage system with random-intensive workloads. The new method achieves high performance
and high capacity efficiency for these workloads. To achieve this aim, this chapter adopts the

following two approaches.

Lightweight Dynamic Redundancy Control Using Local Filesystem Although the HDFS-
based conventional methods improve capacity efficiency, its performance overhead of remote
metadata access is inevitable. The overhead causes significant performance decreases in access
performance even if an application can access local data stored in the same server directly.
Therefore, this chapter aims to develop a new redundancy control method that utilizes
both replication and EC capability while achieving data locality. This approach uses a local
filesystem to store user data and metadata to reduce network communication in data-access

processing. Because the common local filesystem does not offer data redundancy functions, I
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introduce a new redundancy control layer on top of the local filesystem to add both replication
and EC capability. The new redundancy layer copies local data to one or more other servers
for replicated data, whereas it also applies EC to the local data of multiple servers to reduce
the amount of redundant data. The new redundancy layer in each server stores configuration
information for EC in the additional metadata of a local file; therefore, no remote metadata
access is necessary during data-access processing. The proposed method enables a lightweight

dynamic redundancy control for random-intensive workloads.

Fine-grained Adaptive Encoding The parity calculation associated with EC requires a con-
siderable amount of resource consumption on network, CPU, and disk access for overwrite
operations and read operations under a server failure. Although the performance degradation
of these operations to EC data is inevitable because of these resource consumptions, it is pos-
sible to mitigate the performance degradation by reducing the operations to the encoded data.
The HDFS-based conventional methods avoid overwrite operations to EC data by limiting its
encoding target to immutable data that are not updated anymore. However, this approach does
not apply to random-intensive workloads because small-size random access with overwrite

operations and access-skew is dominant in these workloads.

Therefore, I introduce a fine-grained adaptive encoding method to address the differences
in the target workloads. The method switches the redundancy method of user data between
replication and EC according to workload, as also performed by the conventional methods. 1
use a finer-grained chunk size and chunk-based access monitoring to identify cold data accu-
rately. As the redundancy control layer is on top of the local filesystem, it can use the arbitrary
chunk size regardless of the block size of the local filesystem. In addition, the access moni-
toring enables the method to encode more chunks with less access frequency if the frequency
is sufficiently low. The method enables identifying a larger amount of cold data for encoding
and achieves higher capacity efficiency by using fine-grained chunk size and access-frequency

monitoring.

Furthermore, the method adaptively controls the amount of EC data according to the work-
load to meet the performance requirements by using the monitoring data. The method enables

the maximized amount of EC data while maintaining the required level of performance.
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4.3 Dynamic Redundancy Control with Adaptive Encoding (DRC-
AE)

This section proposes a new redundancy control method named dynamic redundancy control

with adaptive encoding (DRC-AE).

4.3.1 Overview

DRC-AE is a data redundant layer on top of the POSIX-based local filesystem [IG18]]. DRC-
AE changes the redundancy method used for user data between replication and EC according
to dynamically changing workload. DRC-AE runs on each server and communicates with the
other DRC-AESs running on other servers for redundancy control among multiple servers. An

overview of DRC-AE is shown in Figure 4.2

DRC-AE adopts local filesystem-based redundancy control (LFRC) for data redundancy.
DRC-AE stores user data and file metadata in the local filesystem while adding redundant
data to the user data. In a system using DRC-AE, a replication pair is formed with two or more
servers. DRC-AE on each server replicates local user files to the other servers in the replication
pair. DRC-AEs communicate with each other beyond the replication pairs for constructing
erasure codes to reduce the amount of redundant data. When DRC-AE updates user data in the
local filesystem, it also synchronously updates replica data or parity data through DRC-AE on
the other servers. To add the capabilities of replication and EC to the standard POSIX-based
filesystem, I use a technique called custom file metadata [FSN18]. I describe the details of
LFRC in Section[4.3.3

DRC-AE uses a new encoding control called adaptive encoding, which switches the redun-
dancy method of user data between replication and EC. Adaptive encoding is a fine-grained
encoding method in which the file is divided into fixed-sized chunks. Once a chunk is encoded
and parity data are created, DRC-AE deallocates replica data of the chunk by using the fallocate
interface [Cor10b] to reduce the amount of redundant data. The adaptive encoding preferably
selects chunks with less access as the target of EC to minimize performance degradation be-
cause of EC. In addition, the adaptive encoding controls the amount of the encoded data to
limit the performance degradation because of EC. The adaptive encoding allows users to set a
trade-off between performance and capacity efficiency through setting encoding parameters. I

describe the details of the adaptive encoding in Section4.3.4]
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Figure 4.2: DRC-AE Overview

4.3.2 Architecture

DRC-AE is a stackable module on top of a local filesystem. One implementation of DRC-AE
is a filesystem-in-the-user-space (FUSE)-based module with the Linux filesystem such as ext4
or XFS [lib21l, XFS13l MCB*07]]. It uses the standard Linux interface for communication
with the Linux filesystem, enabling it to run on any commodity server that supports Linux and
FUSE. The use of FUSE makes DRC-AE more portable, in the same way ceph-fuse is more
portable than the kernel client in CephFS [PBM*17]]. An architectural diagram of DRC-AE is
shown in Figure 4.3

DRC-AE comprises two modules, namely, the DRC filesystem (FS) that processes file
operations and the DRC Manager that performs encoding processing. DRC FS is in charge of
LFRC, while DRC Manager conducts adaptive encoding. Both modules cooperate with other
DRC-AEs running on other servers.

DRC FS comprises a request handler that handles user-data access from the FS interface
and an FS agent that handles redundant-data access from other servers. In the FUSE-based
implementation, the request handler is implemented as the FUSE daemon, whereas the FS
interface is implemented as the FUSE kernel driver. When the request handler receives file

access requests from the FS interface, it forwards the requests to the local filesystem. The
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Figure 4.3: DRC-AE Architecture

request handler then updates the replica files or parity files on other servers by cooperating
with the FS agents on these other servers. DRC FS uses the Reed—Solomon code for EC, but
any EC methods with the linearity property can be used instead of the Reed—Solomon code
[PIa13]. In addition, DRC FS records the EC configuration of all erasure-coded chunks in the

custom file metadata, as described in the next section.

DRC Manager comprises a crawler that regularly collects monitoring data from DRC FS
via the ioctl interface [BCOS] and a control agent that processes control requests from other
servers. The crawler conducts the adaptive encoding in cooperation with other servers. In

addition, the crawler is used to rebuild data at the time of a server failure.

4.3.3 Local Filesystem-based Redundancy Control (LFRC)

DRC-AE adopts LFRC to avoid the performance overhead of distributing data among multiple
servers for data redundancy. To implement data redundancy on local filesystems, DRC-AE

adds the capability of replication and EC to the POSIX-based filesystem.

To enable LFRC, DRC-AE uses the original data layout, data-access processing, and re-

build processing, as described in the following sections.
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Data Layout

DRC-AE stores user data and file metadata to files in underlying local filesystems. DRC-AE
manages four types of files: a user file, a replica file, a parity file, and a metadata file. A user
file is a normal file of the POSIX-based filesystem. An application can access a user file in the
same way as a conventional local file. Each user file has a replica file that contains replica data
of the user file in the replication pair. In addition, DRC-AE stores parity data and additional
file metadata to a parity file and a metadata file, respectively. Figure [4.4] shows the data layout
of DRC-AE.

To enable fine-grained control between replication and EC, DRC-AE logically splits user
files into fixed-size chunks. When DRC-AE changes user data between replication and EC,
it selects the same number of replicated chunks with data symbols and calculates the same
number of parity data with parity symbols. The chunks are selected from different servers so
that a server failure could involve only a single chunk in the same erasure code. After DRC-
AE calculates parity data, it stores them in parity files in different servers and deallocates the

corresponding replica data.

DRC-AE uses 512 KB for the chunk size. This chunk size limits the candidates of EC
to files larger than 512 KB. It is well known that most of the total data capacity tends to be
occupied by large files [WDQ™ 12, IMB12]. Consequently, most of the capacity-saving effects
occur even if the targeted files are limited to those files. By contrast, the number of small files
accounts for a large percentage of the total number of files. If DRC-AE were to manage all
of these small files, the overhead in performance and capacity consumption of file metadata
would increase substantially. Inote also that several types of small files, such as temporary files

or lock files, involve high-frequency access.

DRC-AE stores additional file metadata as the custom file metadata. The custom file meta-
data accommodate relationships between chunks and parity files in the same erasure code
among multiple servers. From the perspective of data layout, the custom file metadata are
stored either in the extended attributes [XFS13, MCB*07]] of the local filesystems or in the
metadata file, depending on the metadata size. Because the extended attributes have a size

limitation, the metadata file is used for file metadata with no fixed-size limit.

There are two types of custom file metadata: chunk metadata and parity metadata. A user
file and a replica file have the same chunk metadata that contains reference pointers to parity
files for each encoded chunk. A parity file and its empty replica file have the parity metadata

that contain reference pointers to chunks in the same erasure code. Because the size of the
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Figure 4.4: DRC-AE Data Layout
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chunk metadata is linear-proportional to the number of encoded chunks in a user file, DRC-
AE uses the metadata file for the chunk metadata. By contrast, DRC-AE uses the extended
attributes for the parity metadata because the number of reference pointers from a parity file
is limited by the number of data symbols. Because these custom file metadata maintain the
circular relationships among multiple servers, DRC-AE can identify all chunks and parity files
in an erasure code from the custom file metadata.

To maintain the reference pointers among multiple servers, it is necessary to maintain
system-wide identifiers. For that purpose, DRC-AE uses system-wide identifiers named the

global IDs. Figure {.5]shows the layout of the global IDs.
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There are four IDs used in DRC-AE. The server ID is a 2-byte ID that uniquely identifies
the server in the system. When adding a server to the system, DRC-AE on the new server
communicates with existing servers and assigns a unique server ID to the new server. The
filesystem ID is an 8-byte ID combining the server ID and a unique 6-byte internal identifier
for a server-named filesystem number (the filesystem No.). The chunk ID is a 24-byte ID
combining the filesystem ID, file handle for the file containing the chunk, and index of the
chunk within the file. The index can be dynamically calculated from the offset of the chunk
from the start of the file. DRC-AE uses the file handle to open the file for access to the chunk
data [Corl0al]. The parity ID is another 8-byte ID combining the server ID and a 6-byte parity
number (Parity No.), which is an internal identifier for a server. The parity ID contains the
name of the parity file and is used for access to the parity file via the parity ID.

DRC-AE shares the mapping between the server IDs and the hostnames of all servers. It
uses the mapping to access a server that contains the target object. When the FS agent or the
control agent in the target server receives access from other servers, it interprets the global ID
and identifies the file handle or name of the parity file. The agents then use the file handle or
name of the parity file to access the target object.

Note that the ID space of the global IDs excluding the server ID is an exclusive ID space
starting with the server ID. By using a prefixed server ID, it is possible to generate a global ID
without communicating with other servers, reducing the complexity of the ID generation and
in-network communications between DRC-AEs.

To enable data rebuild under a server failure, the custom file metadata of user files are
also replicated to the replication pair. Because the parity data can be recalculated from other
chunks, only the custom file metadata of a parity file is replicated to the replication pair without
copying the parity data itself. I investigate these rebuild processes in Section[4.3.3]

DRC-AE requires storing and reading the custom file metadata; therefore, there are capac-
ity and performance overheads of the metadata management. I evaluate the overheads of the

metadata management in Section {4.4.4

Data-access Processing

DRC-AE offers data-access interfaces for locally stored user files to applications. Although

read access to a user file only involves local file read operation, write access requires updating

replica data or parity data in different servers in addition to updating the local user file.
Regarding replicated data, updating replica files is straightforward. When DRC-AE re-

ceives a file update request, it forwards the request to DRC-AE on the replication pair while
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Figure 4.6: Overwrite Operation to EC Data

updating the user file in the local filesystem. DRC-AE on the replication pair updates the
replica file when it receives the forwarded request. DRC-AE executes these update operations

to the user file and replica files in parallel to reduce access latency.

By contrast, updating parity data needs to access the parity servers that store parity data of
the target user file. To enable updating these redundant data, DRC-AE uses the chunk metadata

of the user file to identify the locations of its parity files.

I now describe how DRC-AE uses the custom file metadata in overwrite operations in terms
of the scenario shown in Figure 4.6| In Figure [4.6] Servers A and B form a replication pair,
while Servers C and D form another replication pair. Servers A and B store File A, File B,
and their corresponding replica files (File A’ and File B’, respectively). Chunk A in File A
and Chunk B in File B form an erasure code, with the parity file being stored in Server C. The

parity metadata of the parity file is replicated to Server D.

When DRC-AE in Server A receives a write request, it uses the chunk metadata of File A
to identify the parity file in Server C. DRC-AE then communicates to Server C to obtain the
lock of the parity file (Steps 1 and 2). DRC-AE then calculates the delta data between the new
and old data of Chunk A (Step 3). Then, DRC-AE writes new data to Chunk A while sending
the delta data to Server C (Steps 4 and 5).

DRC-AE in Server C then calculates the new parity from the given delta data and the old
parity, updates the parity file, and responds to Server A (Step 6). Finally, DRC-AE in Server A
releases the lock of the parity file and replies to the application (Step 7).
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Figure 4.7: Rebuild Processing

Rebuild Processing

When a server failure occurs, DRC-AE recovers lost data and data redundancy from other
remaining chunks and parity data. As for replicated data, the lost data can be rebuilt from the
replica files by copying the replica data to a replacement server. By contrast, EC data require
rebuilding the lost chunks from remaining chunks and parity data that form the same erasure
code. In addition, lost parity data also need to be rebuilt to recover the redundancy of user data.

Similar to the EC overwrite operation, the custom file metadata enables DRC-AE to recover
the lost chunk and the parity file. Once the lost chunk and the parity file are rebuilt, DRC-AE
can recover the data redundancy in the same manner as the replicated data.

I now describe how DRC-AE uses the custom file metadata for data rebuild and parity

rebuild.
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EC Data Rebuild In the event of a server failure, an application moves to the replication
pair and continues its service using the replica files. When DRC-AE receives the first read
operation or write operation to a lost EC chunk in the replica files, it rebuilds the lost EC chunk
from other remaining chunks and parity data. In addition, DRC-AE on the replication pair
wakes up the crawler to issue read requests to the lost EC chunks to start the data rebuild so
that the lost data do not remain unrecovered.

DRC-AE uses the chunk metadata of the replica file and the parity metadata of the parity
file to rebuild the lost EC chunk. DRC-AE obtains the global IDs of the remaining chunks and
parity files from these custom file metadata. Then, DRC-AE rebuilds the lost EC chunk from
these remaining data. In the event of a server failure, data redundancy is temporarily reduced
until the failed server recovers. DRC-AE restores original redundancy by rebuilding data to the
replacement server or the recovered server from the replication pair after the server recovery.
In addition, with three-way replication or EC with two or more parity, DRC-AE updates the
rest of replica data or parity data during update operations under a server failure.

Figure shows the flow of data rebuild in the same configuration with Figure 4.6 Under
a failure of Server A, when DRC-AE in Server B receives a read or write request to Chunk A’
from an application, it obtains the parity ID in the chunk metadata of File A’ (Steps 1 to 3).
Then, DRC-AE in Server B obtains the parity data and chunk IDs from the parity file in Server
C (Step 4). DRC-AE in Server B then reads Chunk B from the local filesystem (Step 5) and
rebuilds Chunk A from the parity data and Chunk B (Steps 6). Then, DRC-AE in Server B
writes the rebuilt data to Chunk A’ in File A’ so that it can avoid data rebuild in the subsequent
access to Chunk A’ (Steps 7). Then, DRC-AE in Server B replies to the application (Step 8).
After Server A is replaced, DRC-AE in the replaced Server A rebuilds File A and the replica
of File B (i.e., File B’) from Server B (Step 9). DRC-AE excludes the erasure-coded Chunk
B from rebuilding so that the replica of Chunk B (i.e., Chunk B’) does not increase capacity
consumption. Then, DRC-AE deallocates Chunk A’, which temporarily stores rebuilt data in
Server B. Note that if the Chunk A’ is not accessed by Step 9, the Chunk A’ is not rebuilt
in Server B. In that case, DRC-AE in Sever B rebuilds Chunk A and sends the rebuilt data
to the replaced Server A without writing the rebuilt data to Chunk A’. Finally, DRC-AE in the
replaced Server A instructs Server C and Server D to update the chunk ID in the parity metadata

to the rebuilt Chunk A (Step 10).

Parity Rebuild Similar to data rebuild, parity files also need to be rebuilt to recover the

data redundancy of user data. Because an application does not directly access the parity files,
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DRC-AE uses the crawler to start the parity rebuild.

DRC-AE uses the replicated parity metadata of the lost parity file to recalculate the parity
data. DRC-AE uses the chunk IDs in the replicated parity metadata to access the remaining
chunks. Then, DRC-AE rebuilds the parity data from these chunks.

Figure 4.7b| shows the flow of the parity rebuild. When Server C is replaced after a server
failure, the crawler on Server D, which is the replication pair of Server C, starts the parity
rebuild (Steps 1 and 2). Then, DRC-AE in Server D uses the replicated parity metadata of
the lost parity file to identify the chunks of the same erasure code (Step 3). Then, DRC-AE
in Server D obtains Chunk A and Chunk B from Server A and Server B, respectively (Step
4), and rebuilds the parity data in the replaced Server C (Step 5). Then, DRC-AE in Server D
updates the parity ID of the chunk metadata in File A and File B to the rebuilt parity file (Step
6). Finally, DRC-AE in Server D replies to the crawler (Step 7).

4.3.4 Adaptive Encoding

The adaptive encoding is a chunk-based redundancy control that changes the redundancy method
of a chunk according to monitoring data. DRC-AE adopts the adapting encoding to achieve
less performance decrease for the same amount of EC data while controlling the amount of EC
data to avoid unacceptable performance degradation.

The core logic of the adaptive encoding consists of two components: the EC priority cal-
culation and the EC rate control. The purpose of the EC priority calculation is to minimize
performance degradation because of EC for the same amount of encoded data. By contrast, EC
rate control limits the amount of the encoded data so that the ratio of EC data accesses is lower

than a given threshold. I describe the details of these components in the following sections.

EC Priority Calculation

DRC-AE calculates the EC priority of each chunk to determine which chunk is prioritized in
the encoding process. The EC priority indicates the smallness of the performance impact of
encoding the chunk. DRC-AE selects chunks with higher EC priority in the encoding process
to minimize the performance impact.

DRC-AE uses the monitoring data of chunks for the EC priority calculation. DRC-AE
monitors the number of write and read operations on chunks for a certain period. I describe
how a user sets the monitor interval in Section [4.3.4

DRC-AE uses the monitoring data to calculate the load and the priority of chunks, as shown
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in Equations (.1)) and {@.2).

load(x) = 10yite(x) + @10 eqa(x) (xe©) 4.1)
1
priority(x) = Wad(x) (xe© “4.2)

Here, the value of load(x) and priority(x) indicate the load and the priority of a given chunk
x in a set of chunks C that represents all chunks in a system. 10,,ire(x) and 10,e44(x) refer to
the number of write operations and read operations of chunk x, respectively. The « indicates
the read weight, which is a tunable parameter to set a weight on read operations in the EC
priority calculation.

Because access performance decrease in the normal condition occurs only in write opera-
tions, DRC-AE uses « as zero by default. This setting makes DRC-AE ignore read operations
in the EC priority calculation so that it achieves optimal performance and capacity efficiency
in the normal condition. However, under server failure, read performance degradation also
occurs because of the data rebuild processing. DRC-AE allows a user to set @ depending on
the performance requirement for a failure state, as I describe in Section[4.3.4]

By using Equations @.T) and {.2)), DRC-AE prioritizes chunks with less load as its encod-
ing target. This behavior enables stable performance as long as chunks with lower load remain
unencoded. If a filesystem contains a large amount of cold data, DRC-AE preferably encodes

the cold data without any significant decrease in performance.

EC Rate Control

DRC-AE uses the EC rate control that limits the amount of encoded data so that the access
ratio to the encoded chunks is also limited. The EC rate control uses Equation (4.3) to limit the

amount of encoded data.

ZXEE load(x)
erc load(x)

Here, E means the set of encoded chunks and L means the threshold of the ratio of a total

(4.3)

load of encoded chunks against all chunks. Hereafter, I call L the load limit.

If a user sets the load limit L as less than 1, DRC-AE stops the encoding process of re-
maining chunks once the left-hand side of Equation (4.3) reaches the load limit L. Otherwise,
DRC-AE keeps encoding until the capacity ratio of encoded chunks reaches the EC target rate,

R, which is also given by a user. In this way, a user can limit both performance degradation and
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Figure 4.8: Encoding Processing

capacity by setting L and R. The expected capacity gain for a given R can be calculated from

Equation (4.4).

1
L+mx(1-Rx5h)

Here, k means the number of data symbols, and m means the number of parity symbols.

CapacityE f ficiency = “4.4)

Encoding Processing

The adaptive encoding comprises three processes: monitoring, crawling, and encoding. Figure

shows the encoding processing. I describe each process in the following paragraphs.

Monitoring DRC-AE monitors the number of read and write operations per chunk while
processing read and write operations in DRC FS. DRC FS stores 16-byte monitoring data in
memory for each chunk. It offers the monitoring data to other modules through a dedicated
ioctl interface [[BCO3].

The monitoring function requires memory resources for the monitoring data. The total
memory usage may reach 32 MB for a used capacity of 1 TB. I consider this memory require-
ment as sufficiently small because of the ongoing increase in the memory capacity of commod-
ity servers. As for the performance, I evaluate the performance impact of the monitoring in

Section [4.4.4]

Crawling DRC-AE periodically wakes the crawler up and evaluates the load and priority of

chunks in the local filesystem. The crawler runs on each server independently. It records chunk
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IDs and the results of its evaluation in a list called the chunk list. The crawler uses Equations
(@.1) and (4.2)) to evaluate the load and priority of a chunk.

DRC-AE stores the chunk list to the local disk as a temporary file. DRC-AE records the
24-byte chunk ID and the 8-byte priority value for each chunk; therefore, 32 bytes are required
for a chunk. The size of the chunk list may reach 64 MB for a used capacity of 1 TB. I consider

this disk requirement as sufficiently small for the used capacity.

Encoding DRC-AE selects a server as the coordinator, coordinating the encoding among all
servers. DRC-AE uses a leader selection implementation such as Apache ZooKeeper [Apa2l]]
to select the coordinator. When the coordinator finishes its crawling operation, its DRC-AE
collects the chunk lists from other servers and starts the encoding process.

The coordinator selects the chunks with the least EC priorities from the different servers and
selects other servers to store the parity files. After having made these selections, the coordinator
sends a command to one of the parity file owners to perform the encoding. The server that
receives the instruction then conducts the encoding. After the encoding, the server deallocates
the replica data of the encoded chunks by communicating with other servers. The coordinator
repeats the encoding process as long as the capacity ratio of EC data is less than the EC target
rate, R, and Equation .3 is satisfied.

When the coordinator finds a replicated chunk that has a higher priority than an EC chunk,
it sends a command to the owner node of the EC chunk to swap these chunks. DRC-AE on the
owner node recreates replica data of the low-priority EC chunk on the replication pair. Then,
the DRC-AE updates the parity data and the custom file metadata of the parity files and the files
with the chunks to replace the low-priority EC chunk with the high priority replicated chunk.

DRC-AE switches back low-priority EC chunks to replicated chunks in the same way when

the total load of the EC chunks becomes larger than the limit of the EC rate control.

Parameter Setting

DRC-AE provides a user with tunable parameters to adjust the redundancy control to satisfy
the capacity and performance requirements. There are four parameters, the target EC rate, R,
the load limit, L, the read weight, @, and the monitoring interval.

A user decides the value of L and R based on the performance and capacity requirements.
If there is enough free space, a user should set R as 0 so that no data are encoded and no
performance decrease occurs. If there is less free capacity, a user should enable the encoding

process by setting R. If performance degradation is not allowed, a user should set L as a small
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value and set R to 1. In this case, L becomes a tighter limit than R; therefore, the encoding
process stops when the load ratio of encoded chunks reaches L. As a result, performance
degradation is limited to a small degree, whereas the effect of capacity saving is also limited.
By contrast, if the capacity is a higher priority than performance, a user should set L as 1 and
decide the value of R according to the required capacity.

If performance degradation in a failure case is not allowable, a user should set @ as 1 to
avoid the performance degradation under a server failure at the cost of performance and ca-
pacity efficiency in the normal condition. I evaluate the trade-off between performance and
capacity efficiency in terms of the value of @ in Section[#.4.3] A user can reduce the switching
cost between replication and EC by setting a sufficiently long monitoring interval such as one
day or one week. Switching the redundancy method of a chunk between replication and EC
requires a considerable amount of data transfer and processing cost for the parity calculation.
Therefore, the monitoring interval should be sufficiently long to suppress the switching cost
because of temporary changes in the access pattern. On the other hand, with the longer mon-
itoring interval, replicated chunks remain for a longer period after the data become cold data.
As aresult, a user needs to wait for the monitoring interval to increase free capacity by encod-
ing the cold data. In addition, the longer monitoring interval also makes EC chunks remain
longer even when their access frequency increases. Then, access performance to the encoded
data remains low for the monitoring interval. If a user needs a faster response for these cases,

the monitoring interval should be set to a shorter period.

4.4 Evaluation

To investigate the effectiveness of the proposed method, I developed and evaluated a FUSE-
based prototype version of DRC-AE. I developed a C++ implementation for DRC FS and a
Python implementation for the DRC Manager. The total size of these implementations was
about 14,000 lines of code. I used jerasure [PSSO7|| for parity calculation and data rebuild.

In Section4.4.2] T evaluated the access performance of DRC-AE in comparison with CephFS,
which is one of the most widely used POSIX-based scale-out distributed storage. I evaluated
the access performance under data-intensive workloads (Section {.4.2)) and the access perfor-
mance under the metadata-intensive workloads (Section4.4.2)). In Section[#.4.3] I investigated
how the adaptive encoding affects performance against capacity efficiency. I used synthetic
workloads (Section [4.4.3)) and real-world workloads (Section 4.4.3)) for these evaluations. I

also evaluated the adaptive encoding in comparison with HDFS-based conventional methods
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Table 4.1: Experimental Environment

Items Settings

Machine SYSTEM WORKS POWER MASTER Server S5204 x 8

CPU / Server Intel Xeon Silver 4215 CPU 2.50 GHz (8 cores) x 2

Memory / Server 192 GB (Available memory: 24 GB)

SSD disk configuration : SATA SSD WDS500G2B0A x 2,
NVMe SSD configuration : Intel Optane SSD 900p x 2

Disk / Server

Network Interface Card / Server Mellanox MCX516A-CDT (10GbE/100GbE)

OS Ubuntu 18.04 LTS (Linux kernel 4.15)

DRC-AE prototype with XFS
Storage software

Ceph version 15.2.4-1 Octopus

Benchmark tool filebenchl.5-alpha3

for real-world workloads. In Section [4.4.4] T investigated the overhead of the metadata man-
agement in DRC. In Section #.4.5] I investigated the rebuild performance of DRC-AE in com-
parison with CephFS.

4.4.1 Experimental Environment

Table |4.1|describes the experimental environment. For the experiments, I used eight commod-
ity servers. I ran filebench [I'ZS16] as a benchmark tool on one of the servers. For storage
software, I investigated the DRC-AE prototype using two-way replication, three-way replica-
tion, and EC (6D2P). I used three-way replication and EC (6D2P) in the CephFS evaluation. I
excluded two-way replication from CephFS configurations because CephFS, which distributes
data across all servers, needs higher failure tolerance than DRC-AE with two-way replication,
which consists of only two servers.

I investigated both an SSD configuration and NVMe SSD disk configurations using Intel
3D Xpoint memory technology [cor21all. To match a typical server configuration, I limited the
bandwidth of NIC from 100 Gbps to 10 Gbps except for experiments with the large network
bandwidth. I make notes about the use of the 100GbE NIC configuration when I use the
configuration. To avoid the cache effect in the experiments, I limited the available memory

size to 24 GB by allocating 168 GB out of 192 GB memory to a dummy program. The dataset
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size was double the available memory size. Each measurement was run three times, and the
average performance was evaluated. For the CephFS client, I investigated Ceph kernel client

rather than ceph-fuse as Ceph kernel client showed higher performance than ceph-fuse.

4.4.2 Access Performance
Data-intensive Workloads

I investigated the performance of DRC-AE for the data-intensive workloads in comparison
with CephFS. I used the sequential read and write, the random read and write, and the online-
transaction-processing (OLTP) workloads in filebench. For the sequential and random work-
loads, five threads accessed five large files separately with an 1O size of 1 MB for the sequential
workloads and 8 KB for the random workloads. To reduce the impact of the cache effect, [ used
file open with the O_DIRECT flag for the random workloads. The OLTP workload simulated
a real-world OLTP with a single log-write thread, 10 concurrent DB-write threads, and 200
concurrent DB-read threads. The average 1O size of the OLTP workload was 2 KB, and the
number of DB files was set as 200. For the OLTP workload, I also investigated CPU require-
ments because the CPU tends to be the performance bottleneck for OLTP workloads. 1 also
evaluated the performance of the OLTP workload in the event of a server failure.

Figure {1.9] shows the performance comparison between DRC-AE and CephFS. For DRC-
AE, I used configurations for which all chunks were two-way or three-way replicated and a
configuration for which all chunks were converted into (6D+2P) EC. The figures show the rel-
ative performances of DRC-AE (“DRC-AE 2-way Rep.”, “DRC-AE 3-way Rep.”, and “DRC-
AE EC (6D2P)”) and CephFS with EC (“CephFS EC (6D2P)”) against CephFS with three-way
replication (“CephFS 3-way Rep.”) under each workload. Note that the values above “CephFS
3-way Rep.” for each workload give the actual performance of CephFS with three-way repli-
cation. To determine the effects of the different disk and network configurations, I conducted
the same evaluations in the SSD and 10GbE NIC configuration (Fig. 4.94), the NVMe SSD
and 10GbE NIC configuration (Fig. [4.9b)), and the NVMe SSD and 100GbE NIC configuration
(Fig. [4.9¢). In addition, Figure shows the sum of CPU usage among eight servers during
a test run under the OLTP workload in the NVMe SSD and 10GbE configuration. The CPU
usage is shown as usage per thousand operations to normalize performance differences.

For the sequential read and random read workloads, we can see different tendencies de-
pending on disk configurations. In the low-performance SSD configuration, DRC-AE shows

15% less sequential read performance and 39% less random read performance with three-way
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replication. In the NVMe SSD and 10GbE NIC configuration, DRC-AE shows 346% higher se-
quential read performance and 63% higher random read performance with the same three-way
replication. In the NVMe SSD and 100GbE NIC configuration, the difference in the sequen-
tial read is reduced to 70% because the larger bandwidth of 100GbE NIC solved the network
bandwidth bottleneck of CephFS. The important point here is that DRC-AE succeeded in fully
utilizing the local disk performance under these workloads, whereas CephFS could not take full
advantage of NVMe SSDs because of larger network processing and the network bandwidth
limit. In addition, DRC-AE with EC achieves almost the same performance with replication,
while CephFS with EC shows lower performance than replication. For these workloads, DRC-
AE reads data from local disks regardless of whether the data are replicated or EC. By contrast,
CephFS collects data from other servers when it reads EC data [KZK*17]. It is thought that
this additional data transfer in CephFS decreases the EC read performance of CephFS in com-

parison with replication.

For the sequential write workload, CephFS shows better performance than DRC-AE with
the same redundancy level in all hardware configurations. The largest difference can be seen in
the SSD and 10GbE NIC configuration where DRC-AE with EC shows 90% less performance
than CephFS with EC. Under the sequential write workload, the server where the benchmark
tool runs became the performance bottleneck of DRC-AE. Disks were the performance bot-
tleneck for the SSD configuration, while 10GbE NIC was the performance bottleneck in the
NVMe SSD and 10GbE NIC configuration. In the NVMe SSD and 100GbE configuration, it is
assumed that DRC-AE hit its performance limit of the current prototype implementation. Fur-
thermore, DRC-AE shows lower performance with EC than replication, while CephFS shows
higher performance with EC. Because DRC-AE encodes local data across multiple servers,
sequential write to the local data causes partial overwrites to EC data while CephFS processes
sequential write as a full-stripe-write over multiple servers. Partial overwrites to EC data entail
larger network traffic and processing overhead than full-stripe-write [Plal3]]. DRC-AE shows
about half the sequential write performance of two-way replication with three-way replication

in the NVMe SSDs and 10GbE NIC because of the limit of the 10GbE NIC bandwidth.

For the random write and OLTP workloads, DRC-AE shows superior performance than
those of CephFS with the same redundancy level in all hardware configurations. DRC-AE
shows up to 251% better random write performance and up to 230% better OLTP performance
than CephFS with three-way replication. Because the random write performance did not reach
the performance limit of SSD and NVMe SSD in these experiments, it is thought that less

network access latency of DRC-AE is the reason for the higher random write performance of
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Figure 4.9: Access Performance under Data-intensive Workload

DRC-AE. As for OLTP performance, Figure d.10] shows a more substantial CPU requirement
for CephFS than for DRC-AE. The less-onerous CPU requirement of DRC-AE contributed to

its better OLTP performance while it also allows applications to use much more CPU resources
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Figure 4.11: OLTP Performance under Server Failure

and achive higher application performance.

Figure summarises the results of the performance comaprison between DRC-AE and
CephFS. The quadrants in Figure show whether DRC-AE or CephFS is advantageous for
each combination of the network and disk configurations under each workload. These re-
sults show that DRC-AE has a performance advantage over CephFS except for the sequential
write workload in a system using high-performance disks. Especially the much higher per-
formance of DRC-AE for the OLTP workload indicates the obvious advantage of DRC-AE
against CephFS under random-intensive workloads.

Figure 4.T1] shows the OLTP performance of DRC-AE and CephFS under a server failure.
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Figure 4.12: Performance Characteristics Comparison between DRC-AE and CephFS

The results show the relative performance of the failure condition to the normal condition for
each configuration. In these evaluations, I ran the benchmark tool on the replication pair after
I stopped the server where the benchmark tool worked. These results indicate that how much a
failure affects application performance for each configuration.

There are different performance tendencies between DRC-AE and CephFS. While DRC-
AE shows no performance degradation with replication and substantial performance degrada-
tion with EC, CephFS shows small performance degradations for both replication and EC.

DRC-AE with two-way replication and three-way replication shows higher performance
under a server failure than the normal condition. Although this higher performance of DRC-
AE with replication is simply because of reduced redundancy, the results indicate that a server
failure does not decrease the access performance of replicated data. On the other hand, DRC-
AE with EC shows 42% performance decrease because of EC data rebuild in comparison with
its high performance in the normal condition. CephFS shows less than 10% performance de-
crease for both replication and EC. Because CephFS distributes data across all servers, the
impact of a single server failure is limited. Also, it is assumed that the aforementioned low
EC read performance of CephFS in the normal condition contributes to the less performance
degradation of CephFS with EC under a server failure.

The substantial performance decrease of DRC-AE with EC indicates that excessive access
to EC data under a server failure could degrade the access performance of DRC-AE to an

unacceptable level. These results imply an essential role for the EC rate control to mitigate
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Figure 4.13: Access Performance under Metadata-intensive Workload
performance degradation when failure performance has a high priority.

Metadata-intensive Workloads

I also investigated the access performance of DRC-AE for the metadata-intensive workloads.

For the metadata-intensive workload,I measured the small-file creation performance and
the small-file read performance. I used the decompression time of compressed LinuxE] 5.79
source code [ker21]] for the small-file creation. The Linux-kernel source code contains about
68,000 files with an average size of 16 KB, with decompression, representing the small-file
creation workload. For the small-file read workload, I used the grep command to search for a
word in all source files. Because DRC-AE does not encode small files, I excluded the perfor-
mance of DRC-AE using EC from the experiment targets. I evaluated the performance in the
SSD configuration and the NVMe configuration with 10GbE NIC.

Figure 4.13| shows the experimental results. Here, DRC-AE shows better performance
than CephFS in both the SSD configuration and the NVMe SSD configuration. The largest
superiority of DRC-AE is in the small-file read workload for the NVMe SSD configuration,
where DRC-AE shows 82% less processing time than that of CephFS.

These results show that DRC-AE outperformed CephFS for the small-file read perfor-
mance. Because DRC-AE stores file data and metadata in a local filesystem, its small-file

read performance was better than that for CephFS.

'Linux is a registered trademark or trademark of Linus Torvalds in the United States and other countries. Other
system names and product names used in this thesis are registered trademarks or trademarks of the associated

company.
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However, the small-file creation performance of DRC-AE is almost the same as CephFS.
When DRC-AE creates a file, DRC-AE communicates with the other servers in the replica-
tion pair to create the replica files. Therefore, the performance difference between DRC-AE
and CephFS is theoretically smaller than that for the small-file read. Moreover, the DRC-AE
prototype uses FUSE, which is reported to perform worse for metadata-intensive workloads
than data-intensive workloads [VTZ17]. I, therefore, think that a kernel-client-based approach
similar to that of the Linux-kernel client of CephFS could improve the small-file creation per-

formance of DRC-AE.

4.4.3 Performance against Capacity Efficiency
Synthetic Workload

To evaluate the effectiveness of the adaptive encoding,] measured the access performance and
capacity efficiency of DRC-AE with various settings of the adaptive encoding. For these ex-
periments, I changed the EC target rates, R, load limit, L, and read weight, a, for each mea-
surement. I used DRC-AE with 3-way replication and EC (6D2P) for these experiments.

I used the OLTP workload in the previous section with different sizes of working sets and
operation sets. I used two sizes of working sets, the large working set and the small working
set, to determine the effect of access locality of workloads. The ratio of accessed data to the
entire dataset is one-third in the small working set, whereas the entire dataset is accessed in the
large working set. In addition, to determine the effect of the operation mixes, I evaluated three
different operation sets: the mixed operation set, which is the same operation set as the original
OLTP workload, the read-only operation set, and the write-only operation set. I used the large
working set with the mixed operation set (mixed large workload), small working set with the
mixed operation set (mixed small workload), large working set with the read-only operation set
(read-only large workload), and large working set with the write-only operation set (write-only
large workload).

For parameters of the adaptive encoding, I used target EC rate, R, with 0, 0.33, 0.66, and
1; load limit, L, with 0 and 0.1; and « with O and 1. Here, L = 1 means DRC-AE does not
conduct the EC rate control, L = 0.1 means the EC rate control limits the load of EC chunks
to be less than 10%, @ = 0 means DRC-AE ignores the load of read operations, and @ = 1
means DRC-AE accounts for the load of read operations. In addition, I compared the results of
the adaptive encoding with those of a naive method that randomly selects the encoding target

chunks, regardless of access frequency.
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Table 4.2: Capacity Efficiency against Achieved EC Rate with Three-way Replication and EC
(6D2P)

Achieved EC Rate Capacity Efficiency

0 0.33
0.33 0.47
0.66 0.61
1.00 0.75

I measured performance in the normal condition, performance under a server failure, and
via the achieved EC rate, which means the capacity ratio of encoded chunks against the total
used capacity. Before measuring the performance in the normal condition, I ran the benchmark
tool with the target workload and conducted the encoding process with the target parameters.
After measuring performance in the normal condition, I stopped the server where the bench-
mark tools worked and then ran the benchmark tool on the replication pair to measure the
performance under a server failure. I evaluated the achieved EC rate from the amount of en-
coded data in the encoding process. Table shows the relationship between the achieved EC
rate and capacity efficiency in the configuration of three-way replication and EC (6D + 2P),
and a higher achieved EC rate means higher capacity efficiency. Here, I note that capacity
efficiency improves further when the number of data symbols increases, as shown in Equation
@.4).

Figures [4.14] 4.15] and [.16] show the results of these evaluations. The figures show the
results of DRC-AE using the adaptive encoding with the different parameters (“AE (L =1, a =
0)’, “AE (L = 0.1, @ = 0)”, and “AE (L = 0.1, @ = 1)) and DRC-AE using the naive method

(“naive”). The x-axis shows the value of the target EC rate, R.

As for the mixed and write-only operation sets in the normal condition, the adaptive en-
coding without the EC rate control (i.e., L = 0.1) shows better performance than the naive
method when the target EC rate, R, was 0.66 and 1. This improved performance is because the
EC priority calculation preferably selects the chunks with less performance impact to achieve
higher performance for the same amount of the EC data. When the EC rate control was enabled
(i.e., L = 0.1), the performance decrease was mitigated to less than 6.0%, whereas it was up
to 65% without the EC rate control at the sake of the capacity efficiency, as shown in Figure

M.16] Setting @ = 1 (i.e., read operations are prioritized) does not show significant changes



70 CHAPTER 4. DYNAMIC REDUNDANCY CONTROL WITH ADAPTIVE ENCODING

| -~naive --AE(L=1, 0=0) 4+-AE(L=0.1, a=0) -=-AE(L=0.1, a=1) |

50000 50000 -
» 40000 7 "§===-< » 40000 TS p—— =
) .. o " .
c .. [N c .., \
2 30000 - NS 2 30000 M
E .<>"-. \\ E "0-.._ \\
g 2000 *® 8 20000 )
(@) o
o o
B 10000 - H 10000
(@) o
0 0
0.00 0.33 0.67 1.00 0.00 0.33 0.67 1.00
EC Target Rate EC Target Rate
(a) Mixed Large Workload (b) Mixed Small Workload
125000 30000 -
L =} 0= -l
100000 "
@ @
5 5
2 75000 - =
o o
g 50000 3 °
o O 10000 Creeer N
z e »
-1 25000 - i
(@) o
0 0
0.00 0.33 0.67 1.00 0.00 0.33 0.67 1.00
EC Target Rate EC Target Rate
(c) Read-only Large Workload (d) Write-only Large Workload

Figure 4.14: OLTP Performance against EC Target Rate in Normal Condition

in performance and capacity efficiency for these operation sets. This is because the working
set size of read operations was the same as that of write operations in the mixed operation set,
and there was no read operation issued in the write-only operation set. Therefore, prioritizing
chunks with high read access frequency did not change the chunk selection of the adaptive

encoding under these operation sets.

The important point here is that DRC-AE with the EC rate control (i.e., L = 0.1) shows
a better achieved EC rate in the small working set than that in the large working set when the
target EC rate, R, was 0.33 and 0.66. Figure [4.16]shows 32% higher achieved EC ratio of the
mixed small workload than that of the mixed large workload when the EC target rate was 1. In
the small working set, access was concentrated on the smaller amount of data than that of the

large working set. Therefore, DRC-AE can encode the larger amount of cold data before the
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Figure 4.15: OLTP Performance against EC Target Rate under Server Failure

load ratio of encoded chunks reaches the load limit, L. This means DRC-AE with the EC rate

control achieves better capacity efficiency with the higher access locality.

For the read-only operation set in the normal condition, the adaptive encoding with all
parameters shows almost equal performance and achieved EC rate with the naive method when
a was set as 0. This is because the adaptive encoding ignores read operations in the EC priority
calculation if « is set as 0; therefore, it works in the same way with the naive method under the
read-only workload. By contrast, when a was set as 1, the achieved EC rate decreased by up
to 74% without showing any performance increase. As read performance degradation because
of EC does not occur in the normal condition, accounting read operations in the EC priority

calculation only decreases capacity efficiency.

As for performance under a server failure, almost the same trends with the normal condition
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Figure 4.16: Achieved EC Rate against EC Target Rate

can be seen in the mixed working sets and the write working set. Although the configurations
with the EC rate control show a larger performance decrease than those of the normal condition,
it remained up to a 30% decrease, whereas it was up to 86% decrease without the EC rate
control. By contrast, there was a large difference from the normal condition in the read-only
large workload. Setting a to 1 mitigates the performance decrease from 50% to 7.6% when L
was set as 0.1 (i.e., the EC rate control was enabled). This is because the EC priority calculation
with @ = 1 excludes chunks with high read access frequency from the encoding target. As a
result, the decreased number of data rebuild during read operations reduces the performance

decrease.

These results show that the EC priority calculation enables better capacity efficiency at the

same level of performance, especially when a workload has a larger access locality. In addition,
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Figure 4.17: Replication Hit Ratio and Capacity Efficiency for MSR Traces

the EC rate control prevents performance degradation from exceeding an unacceptable level.
Furthermore, a user can set a trade-off between these performance and capacity efficiency by

setting the parameters of the adaptive encoding.

Real-world Workload

To verify the effectiveness of DRC-AE in practice, I examined how DRC-AE provides the
trade-off relationship between performance and capacity efficiency by using the MSR traces
described in Section 4. 1.3l T assumed that the same accesses with MSR traces were issued to
virtual disk image files of VMs on a system using DRC-AE. I used six of the seven days of
trace data for monitoring and the remaining one day for the evaluations. In these evaluations, I
show the average results of all MSR traces.

First, I examined performance and capacity efficiency against the EC target rate for the
same configurations with the synthetic workload evaluations in Section Then, I exam-
ined the effectiveness of the proposed method against a method that emulates the HDFS-based
conventional methods such as DiskReduce or HACFS.

For the performance evaluation, I used the write and read replication hit ratios, which show
the write and read access ratio to replicated data. The higher write replication hit ratio means
higher performance in the normal condition. The higher write and read replication hit ratios
mean higher performance under a server failure. I also evaluated the capacity efficiency by
using the achieved EC ratio. Because the actual used capacity is not available for MSR traces,
I used the aggregated capacity of accessed 64 MB chunks as the total used capacity for the

calculation of the capacity ratio.
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Figure shows the results of the performance and capacity efficiency against the EC
target rate for the same configurations with synthesized workload evaluations. The adaptive en-
coding shows higher write and read replication hit ratios in comparison with the naive method
when the target EC rate, R, was 0.33 and 0.66, as in the case of the synthesized workloads.
With the EC rate control, the DRC-AE performance degradations were mitigated to 15% in
write replication hit ratio and 61% in read replication hit ratio, while the achieved EC rate re-
mains at 95% when read operations are not prioritized (i.e., @ = 0). When read operations are
prioritized (i.e., @ = 1), the replication hit ratios were improved to 11% for write and 25% for
read, and the achieved EC rate becomes 75%.

These results show that the use of adaptive encoding enables maximizing capacity effi-
ciency while maintaining performance under real-world workloads.

Next, to compare the effectiveness of the proposed method with conventional methods, I
evaluated the effects of different EC data selection algorithms and different chunk sizes. For
the EC data selection algorithms, I evaluated the adaptive encoding with different read weights
and the modified time-based EC data selection used in HACFS. In the evaluations, I set the
EC target rate R as 1 (i.e., all chunks could be encoded), the load limit L as 0.1 (i.e., the EC
rate control was enabled), and the read weight « as O (i.e., read operations are not prioritized)
or 1 (i.e., read operations are prioritized) for the adaptive encoding. The modified time-based
encoding switches replicated chunks that were not updated during the monitoring period into
EC chunks. Unlike HACFS, I used the modified time of chunks instead of the modified time of
files. Because I assumed huge virtual disk image files for the evaluations, I used chunk-based
data selection as a practical variation of the file-based conventional method of HACFS. I also
evaluated 64 MB chunks, which are the same as the HDFS-based conventional methods, 4 MB
chunks, which are the same as CephFS, and 512 KB, which are the same as DRC-AE.

Figure [4.18| shows the comparison of the write replication hit ratio, the read replication hit
ratio, and the achieved EC rate between the adaptive encoding (“AE (R =1, L =0.1, @ = 0)”
and “AE (R =1, L =0.1, @ = 1)”) and the modified time-based encoding with different chunk
sizes. Note that the adaptive encoding with 512 KB corresponds to DRC-AE and the modified
time-based encoding with 64 MB corresponds to the HDFS-based conventional methods.

For the write replication hit ratios, although the adaptive encoding with 512 KB chunks
shows a 14% less hit ratio than the modified time-based encoding with 64 MB chunks, the
performance difference can be seen as moderate. For the read replication hit ratios, the adaptive
encoding with 512 KB chunks also shows a 50% less hit ratio when read operations are not

prioritized (i.e., @ = 0) and a 9% less hit ratio when read operations are prioritized (i.e., @ =
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Figure 4.18: Comparison of Performance and Capacity Efficiency of Adaptive Encoding and

Conventional Methods for MSR traces

1) in comparison with the modified time-based encoding with 64 MB chunks. By contrast, for
the achieved EC rate, the adaptive encoding with 512 KB chunks achieves 93% for @ = 0 and
75% for a = 1, while the modified time-based encoding with 64MB chunks stays at 27%.

In addition, the results show that the finer-grained chunk size improves the capacity effi-
ciency of the adaptive encoding considerably. When read operations are not prioritized (i.e., @ =
0), the adaptive encoding with 512 KB chunks achieves 93% of the achieved EC rate, whereas
the adaptive encoding with 64 MB remains at 82%. No significant performance differences

were confirmed among the different chunk sizes.

These results show that the adaptive encoding achieves much higher capacity efficiency
than the HDFS-based conventional methods while mitigating performance degradations to a

moderate level.

4.4.4 Overhead of Chunk and Parity Metadata Management

DRC-AE uses the chunk and parity metadata to manage chunks and parities over multiple
servers. As the metadata requires additional disk space and metadata processing, capacity and
performance overheads are unavoidable. In this section, I evaluated the capacity and perfor-

mance overheads of the chunk and parity metadata management.
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Table 4.3: Capacity Overhead of Chunk and Parity Metadata of DRC-AE

User Replica/ Chunk/Parity Metadata Capacity

Data Parity Data Metadata Ratio Efficiency
2-way Rep. 0.5 MB 0.5 MB - - 0.50
3-way Rep. 0.5 MB 1.0 MB - - 0.33
EC (6D2P) 3.0 MB 1.0 MB 1.2 KB 0.030% 0.75
EC (6D3P) 3.0 MB 1.5MB 1.8 KB 0.039% 0.67
EC (10D4P) 5.0 MB 2.0 MB 3.5KB 0.048% 0.71

Capacity Overhead

I investigated the increased capacity for the chunk and parity metadata among different redun-
dancy methods. I calculated the capacity consumption of the metadata against the total capacity
consumption. I assumed the chunk and parity metadata are stored with three-way replication.

Table shows the evaluation results.

The left three columns show the capacity consumption of the user data, the replica or parity
data, and the sum of chunk and parity metadata for a replication unit or an EC unit of chunks.
The metadata ratio is the percentage of the total capacity of the chunk and parity metadata
against the total capacity consumption. Capacity efficiency is the ratio of user data against the

total capacity consumption.

For two-way replication and three-way replication, DRC-AE stores the replica files in the
same file path as their original user files. As these replication methods do not use the chunk and
parity metadata, there is no capacity overhead of the metadata. By contrast, for EC, DRC-AE
manages the fixed-length chunk metadata for each chunk and the parity metadata for the parity
files. The chunk metadata contains 8-byte Parity IDs and an additional 5-byte header while the
parity metadata contains 24-byte chunk IDs. In addition, both chunk and parity metadata are
replicated to the replication pairs. With 6D2P configuration, the total capacity consumption of
the chunk and parity metadata becomes about 1.2 KB, and the metadata ratio becomes 0.030%.
The metadata ratio becomes 0.039% and 0.048% for 6D3P and 10D4P EC, respectively.

Considering that EC largely improves the capacity efficiency from replication, I think that

the capacity overhead of the chunk and parity metadata management is sufficiently small.
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Performance Overhead

For the performance overhead, I measured the response time of file operations. To evaluate the
impact of the amount of the chunk metadata, I used files of different sizes: 512 MB, 1 GB, and
2 GB. The number of chunks in a 512 MB file is 1000 and increases linearly with the file size. I
also evaluated the performance impact of the chunk access monitoring in DRC-AE. I evaluated
the performance of DRC-AE using three-way replication with monitoring disabled (DRC-AE
Rep.), DRC-AE using three-way replication with monitoring enabled (DRC-AE Rep. w/ mon-
itoring), and DRC-AE using 6D2P EC (DRC-AE EC (6D2P)). I used the custom-made bench-
mark tool that measures the response time of file open, close, 4KB random read, and 4KB
random write operations. To avoid the cache effect, the benchmark tool issues synchronous
write operations and drops cache before read operations. I measured the average response time
of 1000 operations for each configuration and operation type. Figure[d.19shows the evaluation

results.

The response time of open operations increases with the larger file size in the three-way
replication with monitoring enabled and EC. The response time of open operations increases
up to 1 ms for three-way replication with monitoring enabled and exceeds 3 ms for EC. The
monitoring requires initialization of the on-memory monitoring counters for each chunk during
file open, while EC requires reading chunk metadata from disks. The performance overhead of

these initialization processes during file open increases linearly with the number of chunks.

For operations other than open, the evaluation results show ignorable performance over-
head of the metadata management. The read and close operations show ignorable performance
differences among the file sizes and redundancy methods. The write operation shows a longer
response time in the EC configuration than the replication configurations. As the response time
of the EC write operation is almost the same for the different file sizes, the longer response
time can be seen as the overhead of the EC data update, rather than the metadata management.
The chunk and parity metadata are updated when the chunk is encoded and read from disks
when the file is opened. Because the read, write, and close operations are not accompanied
by disk accesses for the metadata, the performance overhead of the metadata management is
sufficiently small in these operations. The performance impact of read and write monitoring

also seems ignorable.

These results show that open operations of DRC-AE are accompanied by the consider-
able performance overhead of the chunk and parity metadata management. The performance

overhead could be an issue in a workload with frequent open operations on large-size files.
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However, the performance overhead should only be a small concern if an application keeps
accessing a file without closing the file once it opens the file. For example, OLTP keeps table
files open once it opens the files; therefore, the impact of the lower open performance should

be small.
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Figure 4.21: Amount of Network Traffic between Servers during Rebuild Processing

4.4.5 Rebuild Performance

In this section, I evaluated the rebuild performance of DRC-AE in comparison with CephFS. I
measured the time and amount of network traffic to recover the data redundancy after a server

failure.

I used standard rebuild methods for DRC-AE and CephFS, respectively. In DRC-AE, lost
data in the failed server was recovered to a replacement server, while the lost data were re-
covered to the remaining servers in CephFS. For DRC-AE, I injected a failure into one of the
eight servers and injected failed-over applications and their data to the replication pair (fail-
over target server). After initializing the failed server, I reused the initialized failed server as
a replacement server. I measured the time to recover user data, replica data, and parity data in
the replace server. For CephFS, I evaluated the time to recover data redundancy in the remain-
ing servers after injecting a failure to one of the eight servers. The applications on the failed
server were failed over to another server in the cluster. I measured the time from the start of

the rebuild process of CephFS until the server cluster gets back to the normal state.

Each server stored 48 1 GB user files; therefore, the total used capacity was 384 GB.
I evaluated both 10GbE NIC and 100GbE NIC configurations with NVMe SSDs. For the
configurations using EC, I used SD2P EC so that CephFS could recover data redundancy on

the remaining seven servers.

To maximize the rebuild performance of CephFS, I applied parameter tuning to CephFS
[UHS17]]. I set osd_max_backfills as 100 and osd_recovery_max_active as 100 to increase the

priority of the rebuild process. Also, I turned off the placement group auto-scaling capability of
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CephFS to avoid data rebalancing during the measurements. The number of placement groups
was set to 256 for three-way replication and 128 for EC. I used the default values for other
parameters.

Figure 4.20| shows the comparison of rebuild time between CephFS and DRC-AE. Figure
shows the amount of network traffic during the rebuild process. Figure shows the
amount of the received data for the replacement server, the fail-over target server, and the sum
of the other servers, while Figure 4.2Tb|shows the amount of the transmitted data.

These figures show that the rebuild time of DRC-AE is longer than CephFS with the same
redundancy methods in the 10GbE NIC configuration and almost the same in the 100GbE NIC
configuration. Although the total amount of data traffic is almost the same between CephFS
and DRC-AE, the network traffic of DRC-AE heavily concentrated on the replacement server
or the fail-over target server. In DRC-AE, all rebuilt data are transferred to the replica server
from the fail-over target server. In addition, the fail-over target server collects the remaining
chunk data and parity data to rebuild the lost EC data. As a result, the network bandwidth
of the replacement server and the fail-over target server tends to be a performance bottleneck
of DRC-AE in the 10GbE NIC configuration. The use of 100GbE NICs greatly improves the
rebuild performance of DRC-AE because the larger bandwidth of 100GbE NICs alleviates the
limit of network bandwidth. By contrast, because CephFS performs data rebuild in a distributed
manner, the network bandwidth of each server did not become the performance bottleneck of
CephFS, even in the 10GbE NIC configuration.

These results indicate that the rebuild performance of DRC-AE could be an issue in the
configurations with low network bandwidth. However, the use of faster NICs enables DRC-

AE to achieve competitive rebuild performance with CephFS.

4.5 Discussion

As shown in Sections [4.4.2]and #.4.3] DRC-AE achieves better access performance compared
with CephFS in a high disk performance environment except for sequential write while en-
abling higher capacity efficiency. These results indicate that DRC-AE succeeds in utilizing
the advantages of both using the local filesystem and using EC. By contrast, DRC-AE re-
quires an application to run on the same server with its data. This requirement could introduce
unbalanced capacity and unbalanced load between servers in comparison with the scale-out
distributed storage where capacity and load are balanced by equally distributing data among

SErvers.
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Because of these characteristics, the target applications of DRC-AE become applications
that require fast response time, higher CPU power, or larger read throughput than network
bandwidth. An OLTP system using NVMe SSD or SCM is an example of a DRC-AE’s tar-
get application. I conclude that load balancing or intelligent resource allocation algorithms
[WW17, MMP*12]] could enable the balanced load and capacity between servers for DRC-
AE. Investigating these solutions will be future work to expand the range of applications of
DRC-AE.

Further scalability of encoding processing is another challenge of DRC-AE. DRC-AE has
certain advantages in terms of the amount of network traffic among servers in data-access
processing. The less network traffic mitigates the network bottleneck congestion and could
enable higher data-access scalability once proper load balancing is enabled. On the other hand,
in the encoding process, DRC-AE requires a large amount of data transfer between servers for
the parity calculations. Further work remains as future work to reduce network traffic between
servers or racks to achieve scalability of the encoding process. Some prior studies in the scale-
out distributed storage [LHL17,IWLXW17] could be applied to DRC-AE for this aim.

Improving the file open performance on large files is also another challenge of DRC-AE.
Because of the initialization of the monitoring counters and the chunk metadata, the file open
performance decreases with the number of chunks in the opened file, as described in Section
|.4.4 Although the file open performance is not very important in the target applications such
as OLTP or VDI because of the low frequency of open operations on large files, it could be
an issue for other applications that frequently open large files. In the current prototype, DRC-
AE initializes the monitoring counters and the chunk metadata synchronously when it opens
a file. Investigating the performance improvements such as asynchronous initialization in the

file open operation will be future work of DRC-AE.

4.6 Related Work

Much research has been undertaken with respect to the dynamic control of data redundancy
for scale-out distributed storage, as described in Section d.1.2] Bin et al. [FTXGI1] proposed
DiskReduce, which improves capacity efficiency by changing the RAID level for user data
in HDFS. Xia et al. [XSBP15] also proposed HACFS, which combines replication and two
types of EC and dynamically adapts to workload changes in HDFS. Similar techniques were
proposed in [CAA*17] for a propriety distributed storage system. In addition, some scale-out

distributed storage implementations offer the tiering functions that can migrate data between
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the replication pool and the EC pool [UHS17, Bor(07, [IKC16l]. The proposed method uses a
local filesystem-based approach for redundancy control. The proposed method has advantages
over other work with respect to access latency and resource consumptions on the network,
CPU, and disk access for data-access processing. In addition, to the best of my knowledge, no
preliminary work offers control of the amount of EC data based on workload, whereas adaptive
encoding offers EC rate control. Therefore, I think the easier performance management is
another advantage of the proposed method.

Much attention has been drawn to migrate legacy POSIX-based applications to cloud com-
puting environments and on-premises infrastructures [ZLL"20, MNE"14]. CephFS is one
of the most widely used types of POSIX-complaint distributed storage for these applications
[WBMT*06]. CephFS offers performance scalability by using the pseudo-random data place-
ment algorithm that eliminates the need for a centralized data place management. However,
because an application needs remote access to data and file metadata, the network access over-
head remains a performance issue for these applications. The proposed method reduces the
network access overhead for these applications by storing data and metadata in the local stor-
age.

There have been many studies focused on improving the performance of EC data access
[CDLCI14l [ZLL*20, [ZT19] and rebuild performance in failure cases [VRP*18, RNW™13].
Those performance improvements realize higher performance in comparison with the tra-
ditional Reed—Solomon coding used in the proposed method. However, these methods as-
sume that the distributing data among servers and the performance overhead discussed in Sec-
tion 4.1.3| remain. The higher random and sequential read performance because of the pro-
posed local filesystem-based approach is a major advantage of the proposed method in high-
performance disk configurations. Furthermore, those performance improvements of EC are
also applicable to the proposed method as well as other EC-based systems.

File metadata extension has been studied in the field of network-attached storage (NAS) for
data backup and data migration [NSI17, MHS20]. These studies use additional file metadata
to store reference pointers to data on other servers. They use the object ID of the object storage
and the file path of the migration source file in the reference pointers. The proposed method
uses global IDs to refer to parity files and chunks among the servers to realize EC, which differs
from the approaches adopted in prior work. In addition, I previously proposed using custom
file metadata to improve the network protocol coverage of an NAS product [ESN18]. This

study can be seen as an application of the custom file metadata to the realization of DRC-AE.

This chapter developed adaptive encoding that improves the encoding process of the prior
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work published in [FLY19]. Adaptive encoding introduces the EC rate control to the origi-
nal encoding process of the prior work. EC rate control enables a user to avoid performance
degradation by limiting a load of EC data based on access monitoring, whereas the prior work
requires manual settings to maintain the required performance. In the field of hierarchical
storage management, many studies use access monitoring for data migration control between
storage tiers with different access characteristics [NXX18]. Most of these precedent works
assume that each tier has fixed-size capacity and allocates data to higher tiers in accordance
with access frequency. As far as I know, no precedent work adaptively changes the capacity of
storage tiers based on the performance requirement and the access monitoring as in the adap-
tive encoding. In addition, I demonstrated that the parameters of the adaptive encoding enable
a user to set the trade-off between performance and capacity efficiency. I believe the progress

in this chapter dramatically improves the practicality of the prior work.

4.7 Chapter Summary

This chapter proposed a new lightweight redundancy control method, named DRC-AE, for a
server-based storage system with random-intensive workloads. DRC-AE aims to achieve high
performance and high capacity efficiency under random-intensive workloads.

DRC-AE adopts a local-filesystem-based redundancy control to enable an application to di-
rectly access its data in the local storage. This approach reduces the remote data and metadata
access in data-access processing and enables fully utilizing the high performance of NMVe
SSDs or SCM. I also propose using adaptive encoding to achieve higher capacity efficiency
against the same level of performance while controlling the amount of EC data to avoid unac-
ceptable performance degradation. Also, the adaptive encoding enables a user to set a trade-off
between performance and capacity efficiency by setting parameters of the adaptive encoding.

The experiments showed that DRC-AE outperforms CephFS, one of the most frequently
used types of POSIX-complaint distributed storage, in access performance except for sequen-
tial write performance in high-performance disk configurations. DRC-AE achieves up to 230%
better OLTP performance than CephFS. In addition, I confirmed that DRC-AE achieves higher
capacity efficiency than the HDFS-based conventional methods without deteriorating perfor-
mance. DRC-AE increases the amount of EC data by up to 66% from the HDFS-based con-
ventional methods under real-world workloads. I also confirmed that the presented parameters
could be used to set a trade-off between performance and capacity efficiency. These results

show that DRC-AE enables high performance and high capacity efficiency in a server-based
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storage system with random-intensive workloads.



Chapter 5

Dynamic Redundancy Control with

Delayed Parity Update

This chapter proposes another performance improvement method using the custom file meta-
data for server-based storage. This chapter uses the custom file metadata to solve the problem
of the degraded write response time of EC data in DRC-AE proposed in Chapter[d This chapter
proposes DRC-DPU which is the third application of the custom file metadata.

With the progress of cloud computing environments, there is a trend of migrating legacy
applications such as DB and VDI to the clouds [Kim09, MNE™14]]. In cloud computing envi-
ronments, a large number of commodity servers form a shared resource pool of computing and
storage, and dynamically allocate those resources to applications. Cloud computing environ-
ments enable cost reductions in equipment and operations compared to legacy systems that use
dedicated servers.

Server-based storage used in a cloud computing environment is also required to support
those legacy applications. Server-based storage is an inexpensive and scalable storage sys-
tem consisting of a large number of commodity servers aggregated over a network [San03|
WBM7™06]. Server-based storage achieves the high throughput and high reliability required
in cloud computing environments by distributing data among many servers and making them
redundant. However, the network distributed architecture of server-based storage tends to be
disadvantageous in terms of random performance. Large network delay during read and write
processing degrades the random performance of server-based storage. Traditionally, a legacy
application uses dedicated storage appliances or directly attached storage (DAS) of the server
where the application runs. The storage appliances and DAS have been improved in random

performance to adapt to legacy application workloads where random access is dominant. By
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contrast, traditional server-based storage is unsuitable for legacy applications because of its
low random performance.

As described in Chapter §] DRC-AE has been proposed as a method to improve the re-
sponse time and the random access performance of server-based storage. DRC-AE alleviates
the performance disadvantages of server-based storage by storing data in the same server as
applications rather than distributing data over the network. In addition, DRC-AE uses high-
performance replication for frequently accessed data and capacity-efficient EC for infrequently
accessed data as a redundancy method. By dynamically controlling redundancy methods based
on data access characteristics, DRC-AE achieves high random performance while maintaining
the capacity efficiency of conventional server-based storage.

However, DRC-AE still has a performance issue of poor write response time for EC data.
DRC-AE enables a small write response time for replicated data. However, the write response
time for EC data remains large because of the overhead of updating parity data. Because of
the difference in write response times between replication and EC, the access response time
for applications also becomes unstable. In large-scale systems, the unstable response time of
storage access leads to usability degradation and becomes a problem [DB13]].

This chapter proposes DRC-DPU to improve the degraded write response time for EC
data in DRC-AE. DRC-DPU improves the write response time by performing parity update
asynchronously with write request processing. DRC-DPU redirects write requests for EC data
to replicated differential data so that it can merge the differential data to EC data later in the
background. Furthermore, DRC-DPU consolidates parity updates for the same EC data to
reduce the overhead of parity updates by delaying the differential data merge for frequently
accessed data.

To confirm the effectiveness of the proposed method, I conducted performance evalua-
tions using the synthesized workload. The evaluations showed that DRC-DPU reduces the
99-percentile write response time to one-eighth of DRC-AE and enables the stable write re-
sponse time in server-based storage. Furthermore, I evaluated the effectiveness of the proposed
method in reducing the number of parity updates and the metadata capacity overhead using
the real-world workload. The evaluations showed that DRC-DPU reduces up to 20% parity
updates and consumes less than 0.1% of total capacity for the metadata under the real-world
workloads.

The main contributions of this paper are listed as follows.

e this chapter proposes a method to improve the degraded write response time of EC data

in DRC-AE by asynchronizing parity updates of EC data.
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e this chapter proposes a method to reduce the EC overhead by consolidating parity up-

dates for the same EC data.

e this chapter demonstrates that the proposed method achieves the better write response

time than the conventional EC optimizations.

o this chapter demonstrates the effectiveness of our proposed method in parity update re-

duction and metadata capacity overhead.

This chapter is an extended version of our prior paper [FLY21a].

5.1 Conventional approaches

There is a trend of using server-based storage as back-end storage of legacy applications such
as DB and VDI [Kim09, MNE™ 14} [ZLL"20]]. This section provides background knowledge of
the use of server-based storage in legacy applications. Then, I discuss conventional approaches

for improving the random performance of server-based storage.

5.1.1 Applying Server-based Storage to Legacy Applications

With the proliferation of server-based storage, the use of server-based storage has also ex-
panded from traditional cloud applications such as data analysis and archiving to legacy appli-
cations. Even in on-premise environments, inexpensive server-based storage has been spread-
ing as a practical alternative to the conventional storage appliances [vmw21, [UHS17]. As a
result, server-based storage must support legacy applications.

Server-based storage usually stores data among servers over the network in a redundant
and distributed manner. Parallel access between servers and service fail-over in the case of
a server failure yields high throughput and fault tolerance on unreliable commodity servers.
However, in terms of access response time, data distribution and redundancy over the network
are disadvantageous to conventional storage appliances and DAS. Network communication
and redundant processing prolong access response time and deteriorate random access perfor-
mance.

Another issue with server-based storage is the decreased capacity efficiency because of data
redundancy. Early server-based storage used three-way replication as a redundancy method for
unreliable commodity servers [San03]]. Three-way replication requires three times the original

capacity to hold two replicas of the same capacity as the original data. To improve capacity
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efficiency, many distributed storage implementations adopt EC [Fik10, HSX* 12, [KBP*12].
EC constructs a code from an arbitrary number of data symbols and an arbitrary number of
parity symbols. EC improves capacity efficiency by increasing the ratio of data to parity data

[Pla13].

Although EC enables high capacity efficiency, write performance degrades because parity
updates become another performance issue. When a part of an EC stripe is updated, the parity
data also need to be partially updated. Updating partial parity data requires reading the old
data and the old parity from disks, calculating the new parity, and writing the new parity data
to disks. This parity update process involves a considerably large amount of processing. Thus,

the processing delay and processing load degrade the random write performance further.

The low random performance of server-based storage becomes a problem when using

server-based storage in legacy applications where random access is dominant.

5.1.2 Dynamic Redundancy Control with Adaptive Encoding

As described in Chapter i} DRC-AE has been proposed as a method to improve the random
performance of server-based storage. DRC-AE is a redundancy control module that makes
local data in a server redundant between servers. DRC-AE stores an application and its data on
the same server, and reduces the overhead of network communication. In addition, DRC-AE
also dynamically switches the data redundancy method between replication and EC, depending
on the performance requirements and workloads. DRC-AE achieves high capacity efficiency

while maintaining high performance.

In DRC-AE, two or more servers form a replication pair and replicate local data to each
other. DRC-AE divides a file into 512 KB fixed-length chunks and switches the redundancy
method of each chunk between replication and EC. DRC-AE records the number of write
accesses for each chunk, and reduces capacity by encoding chunks with high update frequency.
DRC-AE keeps frequently accessed chunks as replicated data to mitigate the degradation of

random write performance caused by EC.

Furthermore, DRC-AE reduces network communication during metadata access by storing
the redundancy metadata in the local file system. DRC-AE stores metadata of chunk and
parity configuration in the custom file metadata, which is an extension of the local file system
[ESN18]. By storing metadata in the local file system, DRC-AE avoids the metadata server

becoming a performance bottleneck as in conventional methods [Gib10, I XSBP135].
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5.1.3 EC Write Optimizations

Several EC write optimizations have been proposed to improve the random write performance
of EC. In the following, I describe the naive method of EC write and explain two other prior

methods: parity logging [CDLCI14]] and speculative partial write (SPW) [ZLL"20].

Naive method In EC, parity data are calculated from original data and the coefficient matrix

A = [a;j]mxr With the following equation [Pla13].

(pro- " = AWy, dn)” (5.1)
where p, represents the n-th parity data symbol, and d,, represents the n-th data symbol.
When updating EC data, parity data of the same code must also be updated at the same

time. If the new data do not cover the entire data of an EC stripe, the parity data cannot be
calculated only from the new data. In that case, the delta of the parity data is calculated from

the new data and the old data for linear codes such as Reed—Solomon codes as follows.

Apj = ClinAd,' (5.2)

where Ap; denotes the difference between the old p; and the new p;, Ad; denotes the
difference between the old d; and the new d;, and a;; € A. The new parity can be obtained by
adding Ap; to the old p;.

Figure shows the process flow of the naive method. The figure shows the communi-
cation between the servers when the application performs a partial write to EC data stored in
Server A. Server A, which receives the write request from the application, reads the old data
from the disks and calculates Ap;. Then, Server A sends Ap; to Server B where the parity data
are stored. Then, while the new data are written to the disks in Server A, the new parity data

are calculated from the old parity data and Ap; and written to the disks in Server B.

Parity Logging Parity logging eliminates the need to read the old parity data from the disks
in the naive method by logging the delta data of old and new parity data [CDLC14]. The
failure recovery process recovers parity data from the old parity data stored on the disks and
the delta log of parity data. Parity logging reduces the overhead of parity updates by reducing
the number of disk reads. Figure[5.1b]|shows the processing flow of parity logging.

As the figure shows, Ap; is logged without reading the old parity on Server B. Parity log-
ging avoids reading the old parity data from the disks and allows faster response time compared

with the naive method.
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Speculative Partial Write (SPW) SPW eliminates the need to read old data from the disks
in parity logging by logging new data instead of the delta of parity data. When a failure occurs,
the failure recovery process uses Equation[5.2]to calculate the sequence of Ap; from the logged
new data in order. The failure recovery process calculates the latest parity data by adding all
Ap; to the old parity data stored on the disks. If the first data are not logged on the parity server
when new data are logged, SPW reads the old data from the disks and logs them with the new
data. If the first data are logged in the parity server, SPW does not need to read the old data
from disks, and the response time improves. Figure shows the process flow of SPW.

Here, Dy indicates the first data.

SPW behaves differently depending on whether Dy exists on Server B. If Dy already exists
on Server B, SPW handles it as a speculation success and does not read the old data from
the disks. By contrast, if Dy does not exist on Server B, SPW handles it as a speculation
failure. SPW reads the old data as Dy on Server A and sends it to Server B. In the case of
a speculation success, reading old data becomes unnecessary on Server A, and response time
improves. However, in the case of a speculation failure, another log write is required on Server
B, and the response time degrades.

SPW is considered to be effective in real-world workloads where high write locality is

expected.

5.1.4 Challenges

DRC-AE improves the random access performance of server-based storage. DRC-AE reduces
the overhead of network communication by storing data in the local storage of servers. DRC-
AE also reduces the number of writes to EC data by encoding data with low-access frequencies.
These improvements result in high throughput and lower average response time.

However, the write response time of EC data in DRC-AE is considerably worse than repli-
cated data because of the overhead of parity updates. DRC-AE uses the naive method for the
parity update process; therefore, the write response time of EC data is much worse than that of
replication. One possible solution is to use parity logging or SPW instead of the naive method.

As a preliminary experiment, I evaluated the write response time of the conventional meth-
ods. In the preliminary experiment, I evaluated the difference in write response times of the
naive method, parity logging, SPW, and DRC-AE compared with replication. For the ex-
periment, I implemented parity logging and SPW to the DRC-AE prototype. I measured the
cumulative distribution function of write response time in the same configuration as in Section

[5.3.1] I used fio [fio21] for benchmarking. One thread issued 8 KB random writes to a 48 GB
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Figure 5.2: Write Response Time Comparison of Conventional Methods

file. In DRC-AE measurements, 20% of the data were encoded into EC, and therefore 20% of
the accesses were issued to the EC data, and 80% of the accesses were issued to the replication

data. Figure[5.2]shows the evaluation results.

The write response time of DRC-AE is equivalent to replication for 80% of writes to repli-
cated data and close to the naive method for the remaining 20% of writes to EC data. Although
parity logging and SPW show better response time than the naive method, they are much worse

than replication.

As shown, even with the prior EC write optimizations, the write response time of EC data
is considerably degraded compared with replication. Even if DRC-AE uses these conventional
methods, the poor write response time of EC data remains an issue. There remains a challenge
to improve the write response time for EC data to the same level as the write response time for

replicated data.

This chapter aims to solve the problem of the degraded write response time of DRC-AE
and enable stable storage access in server-based storage. I aim to make the write response time

of EC data in DRC-AE equivalent to replication.

I take the following two approaches to achieve the goal.
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Redirecting EC Writes to Replicated Differential Data The first approach introduces redi-
recting control of write requests for EC data to the replicated differential data. This approach
enables the delayed parity update by asynchronously merging the difference data to the EC
data. By responding immediately after updating the replicated differential data, this approach
makes the write response time of EC data equivalent to that of replication. Furthermore, the
proposed method controls the amount of EC data to compensate for the capacity increase

caused by the differential data.

Parity Update Reduction Using Temporal Write Locality The second approach uses the
temporal write locality to reduce the number of parity updates in the EC write processing. This
approach reduces the number of parity updates by consolidating parity updates to the same
EC data by delaying the differential data merge for frequently accessed data. This approach
reduces the overhead of parity updates and reduces the negative impact of the EC overhead on

write request processing.

5.2 Dynamic Redundancy Control with Delayed Parity Update

5.2.1 Overview

This section proposes DRC-DPU to improve the degraded write response time of EC data in
DRC-AE. DRC-DPU improves the write response time by asynchronizing the parity update of
EC data. Figure shows an overview diagram of DRC-DPU.

DRC-DPU adds controls called “redirect on write” and “differential data merge” to DRC-
AE to enable asynchronous parity update.

In redirect on write, DRC-DPU redirects writes for EC chunk to a special file called the
differential file. DRC-DPU improves the write response time by responding to the application
immediately after writing the new data to the differential file.

In differential data merge, DRC-DPU asynchronously merges the differential data in a
differential file to the EC chunks. DRC-DPU retains a certain amount of differential data
and consolidates multiple parity updates for the same EC data to reduce the number of parity
updates. As with traditional write buffer techniques, differential data merge takes advantage
of temporal write locality of the real-world workload [GKDBO9,, [Pet09]]. The important point
here is that DRC-DPU uses EC only for data that is updated infrequently. Therefore, it is
unnecessary to take care of cases where the speed of merge processing is not fast enough for

the incoming write requests.
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Figure 5.3: Dynamic Redunadncy Control with Delayed Parity Update

Figure [5.4] shows the entire processing flow of DRC-DPU.

In the following, I explain the details of the redirect on write and differential data merge.

5.2.2 Redirect on Write

DRC-DPU redirects a write request to an EC chunk to the differential file. The differential file
is a file for storing differential data of EC chunks. The differential file is prepared for each
user file that has EC chunks, and the entity is an empty regular file. DRC-DPU guarantees
the reliability of the differential data by replicating it to a replica file on the replication pair.
DRC-DPU uses a differential bitmap to record the existence of differential data for each EC
chunk. Figure [5.5]shows the data layout of DRC-DPU.

DRC-DPU uses the custom file metadata [FSN18]], which is an extension of the Linux
standard file metadata, to manage metadata of the differential data. The custom file metadata
is additional file metadata of arbitrary size for user files. The custom file metadata is stored in
a file called the metadata file. DRC-DPU stores the file handle of the differential file and the
differential bitmap in the custom file metadata for reading and writing the differential data.

DRC-DPU subdivides a 512 KB chunk, which is the management unit of the DRC, into 4
KB pages and manages the differential data on a page basis. DRC-DPU writes the differential
data of the EC chunk to the differential file with the same file offset and size. The differential

bitmap is a bitmap that records the presence of differential data for each page of the chunk.
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The differential bitmap is a 128-bit bitmap with bits for each 4 KB page that makes up a

512 KB chunk. DRC-DPU turns on the corresponding bit of the differential bitmap when the

differential page is added to the differential file.

In addition, DRC-DPU performs read—modify—write processing for writes smaller than the

page size. When DRC-DPU receives a small write to a page that does not have the differential

data, it complements the rest of the data in the page with the read—modify—write processing. In

the read—modify—write processing, DRC-DPU reads the old data of the written page from the

EC chunk, combines it with the new data, and writes it to the differential file as a differential

page.

The read—modify—write processing causes a performance overhead. The number of the
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read—modify—write processing can be reduced using the smaller page size. However, the
smaller page size increases the metadata capacity consumption of differential bitmaps. I eval-
uate the performance impact of the read—modify—write process and the trade-off between per-

formance and capacity consumption on different page sizes in Section[5.3]

When DRC-DPU receives a read request for an EC chunk, it examines the differential
bitmap and switches the read target. DRC-DPU reads data from the differential file when
the differential bit is on and from the EC chunk when the differential bit is off. DRC-DPU
merges the data in the EC chunk with the differential data and returns the merged data to the

applications

Furthermore, DRC-DPU replicates the differential data to the replication pair that contains
the replica file during redirect on write. DRC-DPU sends the write request to the replication
pair, and DRC-DPU on the replication pair updates the replica of the differential data and the
differential bitmap. DRC-DPU on the replication pair writes the replica of the differential data
into the replica chunk whose capacity is de-allocated when the EC chunk is encoded. DRC-
DPU on the replication pair updates the replica of the differential bitmap at the same time as
the replica of the differential data. In the event of a server failure, DRC-DPU decides whether
to rebuild the EC chunk or read a replica of the differential data based on the replica of the

differential bitmap.



5.2. DYNAMIC REDUNDANCY CONTROL WITH DELAYED PARITY UPDATE 97

5.2.3 Differential Data Merge

After responding to the write request, DRC-DPU performs differential data merge in the back-
ground to merge the differential data into EC chunks. DRC-DPU periodically starts an internal
thread called Flusher in the background to perform differential data merge. Flusher copies the
differential pages in the differential file to the EC chunk of the user file and then releases the
capacity of the differential pages. DRC-DPU performs parity updates in the same way as a

normal write to an EC chunk in DRC.

DRC-DPU uses the least recently used (LRU) list of differential pages to delay differential
data merge for recently updated differential pages. DRC-DPU reduces the number of parity

updates when the same differential page is updated multiple times.

DRC-DPU reserves a certain amount of capacity for storing differential pages. DRC-DPU
delays differential data merge until the total capacity of the differential pages reaches the differ-
ential capacity ratio B. If the total capacity ratio of the differential pages exceeds B, DRC-DPU

merges the differential pages with the oldest update to EC chunks.

To prevent the decrease in capacity efficiency because of differential pages, DRC-DPU
increases the ratio of EC data and reserves the capacity for differential pages. DRC-DPU
determines the capacity ratio of the EC data based on the following equation for the original

EC target rate R.

ECRatio =R+ Bxr/(r—(m+k)/m) (5.3)

where r is the replication factor, m is the number of data symbols, and k is the number of parity
symbols. Based on the evaluation using the real-world workloads in Section[5.3.2] the default

value for the differential capacity ratio B is set to 0.5%.

Per-page LRU list management enables finer-grained access monitoring compared with the
conventional chunk-based redundancy control. DRC-DPU encodes only low-access frequency
chunks into EC data. However, if access is concentrated on a small number of pages in a
chunk, chunk-based monitoring might determine that the chunk is a low-access frequency even
if the access frequency of the pages is high in page-based monitoring. DRC-DPU treats such
frequently accessed pages in EC chunks as replicated differential pages. DRC-DPU reduces

parity updates of these pages and the performance overhead of EC.
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Table 5.1: Experimental Environment

Items Settings

Machine HP Proliant DL 160 G6 x 3
CPU / Server Intel (R) Xeon E 5620 2.40 GHz, 4 core x 2
Memory / Server 12GB
Disk / Server HP SATA SSD x 2,
Network Port/ Server HP NC550SFP 10 GbE Server Adapter
OS Ubuntu 16.04.4 with XFS
Benchmark tool fio 2.2.10

5.3 Evaluation

This section confirms the effectiveness of DRC-DPU. In Section [5.3.1] T evaluate the perfor-
mance improvement of the proposed method using the synthesized workload. In Section[5.3.2]
I evaluate the parity update reduction and metadata capacity overhead of the proposed method

using the real-world workload.

5.3.1 Synthesized Workload Evaluation
Experimental Environment

Table shows the experimental environment. I used three commodity servers and ran the
prototype of proposed and conventional methods. I implemented parity logging, SPW, and
DRC-DPU in the DRC-AE prototype, which I developed in the prior study [FELY19]. I ran the
benchmarking tool fio on one of the servers [fio21]]. As a redundancy method, I used two-way

replication and 2D1P EC.

Experimental Results

I evaluated write response time and throughput under random write workload for the proposed
method and the conventional methods. I evaluated the performance degradation from replica-
tion for the naive method, parity logging, SPW, DRC-AE, and DRC-DPU. For SPW, I evaluated
both the failure case and the success case. In DRC-AE and DRC-DPU measurements, 80% of

the data were replicated, and 20% of the data were encoded into EC. Because fio has no access



5.3. EVALUATION 99

Naive —e— Parity Logging
SPW (Failure) ~ ---m-- SPW(Success)

m — = DRC-AE —e -DRC-DPU

= 10000 - —e@— Replication

()

£

=

()

2]

C

o

o

7]

[0}

0'd

100
° 20 40 60 80 100

Percentile (%)

Figure 5.6: Comparison of Write Response Time (8 KB 10)

locality, 80% of the data accesses were issued to the replicated data and 20% to the EC data. As
high write locality is expected in the real world, the larger amount of data can be encoded for
the same EC data access ratio in actual use cases [YZ16]. To evaluate the performance impact
of the read—modify—write processing, I evaluated 8 KB random write, which does not require
the read—modify—write processing, and 2 KB random write, which requires the read—modify—
write processing. One thread issued random writes with the target size to a 48 GB file. Figure

15.6H5.8| show the evaluation results.

Figure [5.6|shows that DRC-DPU achieves a nearly equivalent write response time to repli-
cation under an 8 KB random write workload. The write response time of DRC-DPU is almost
the same as that of replication, even for the 20% capacity on the right side where EC data ac-
cess occurs. As a result, DRC-DPU improved the 99-percentile response time from 8.6ms to
1.0ms, which is one-eighth of the conventional DRC. The response time of DRC-DPU is also

superior to other conventional methods.

By contrast, Figure [5.7] shows that the write response time of DRC-DPU under 2 KB ran-
dom write is degraded against replication because of the read—modify—write processing. How-
ever, even with the read—modify processing, DRC-DPU still shows better response time than
DRC. For 99-percentile response time, all methods, including replication, show a large re-
sponse time. This is presumably because of the performance characteristics of the local file

system.

Figure [5.8] shows that the throughput degradation of DRC-DPU against replication is only
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9% at 8 KB and 13% at 2 KB. In addition, DRC-DPU shows a higher throughput than other

conventional methods.

5.3.2 Real-world Workload Evaluation

This section evaluates the efficiency of the proposed method using the real-world workload. I
used Microsoft Research Cambridge (MSR) traces, which is 1-week I/O traces of enterprise
servers, for the evaluations [NDROS]. I evaluated the reduction in the number of parity updates

and the metadata capacity overhead of the proposed method.

Parity Update Reduction

To verify the effectiveness of differential data merge, I evaluated the reduction of the number of
parity updates. I examined the change in the number of parity updates when the total capacity
of the differential pages is changed.

I used the MSR traces with a large number of writes: hardware monitoring (hm_0), print
server (prn_10), project files (proj_1), and firewall/web proxy (prxy_1). I assumed that the
same accesses with the MSR traces were issued to virtual disk image files of virtual machines
on a system using DRC-DPU. I used the first six days in the MSR traces to encode low-access
frequency chunks into EC chunks. I simulated the change in the number of parity updates for

the remaining day in the MSR traces. Table[5.2] shows the write access characteristics of these
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Figure 5.8: IOPS Comparison

Table 5.2: Write Access Characteristics in Evaluated Trace Periods

Number of Average Number of
Trace
Writes Size Accessed Chunks
hm_0 348,074 7.79 KB 3,947
prn_1 401,281 14.8 KB 27,626
proj_1 8,458,027 13.7 KB 10,953
prxy-1 473,201 9.44 KB 36,920

traces for the evaluated trace periods.

I also set the EC target rate R to 0.9 and used Equation [5.3]to determine the total amount
of EC data. I examined the number of parity updates for the different capacity ratios B of
differential pages to the total amount of chunks accessed during the trace period. Figure [5.9]
shows the evaluation results.

DRC-DPU reduces parity updates by about 20% for hm_0 and prn_1. DRC-DPU largely
reduces the number of parity updates at B = 0.5%, and no significant effect is seen with the
higher values of B. As there is a large write locality in these traces, the effect of differential
data merge becomes reasonably large.

By contrast, there is no significant improvement in proxy_1 and proj_1. The reason for the

poor results in proxy-1 and proj_1 is thought to be because of fewer writes to the same EC
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Figure 5.9: Parity Update Reduction in MSR Traces

chunks. In addition, the larger amount of EC data to secure the capacity of the differential
pages seems to increase the number of parity updates conversely.

These results show that the proposed method achieves a considerably large parity update
reduction for workloads with write locality. For these workloads, 0.5% differential pages are

considered sufficient.

Metadata Capacity Overhead

I evaluated the capacity overhead of the metadata used in DRC-DPU.

First, I evaluated the capacity consumption of the custom file metadata for DRC-AE and
DRC-DPU with different page sizes of differential data. I calculated the capacity consumption
of the custom file metadata for an EC stripe when using 2D1P and 6D2P EC. Then, I inves-
tigated the ratio of metadata to the total capacity consumption. Tables [5.3] and [5.4] show the
evaluation results. The tables show the capacity consumption of user data, parity data, meta-
data, and the metadata ratio to the total capacity consumption for each method. The size in
parentheses indicates the page size.

The results show that the use of smaller page sizes increases the metadata capacity con-
sumption. However, even if the page size is 1 KB, the metadata ratio in the capacity consump-
tion is 0.097% in the 2D 1P configuration and 0.056% in the 6D2P configuration. These results

indicate that the impact of adding the custom file metadata on capacity efficiency is sufficiently
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Table 5.3: Capacity Overhead of Custom File Metadata of DRC-DPU (2D1P)

User Replica/ Custom File Metadata
Data Parity Data Metadata Ratio
DRC-AE 1.0 MB 0.5 MB 0.38 KB 0.024%
DRC-DPU (1 KB) 1.0 MB 0.5 MB 1.5KB 0.097%
DRC-DPU 2 KB) 1.0 MB 0.5 MB 0.95 KB 0.061%
DRC-DPU (4 KB) 1.0 MB 0.5 MB 0.66 KB 0.042%
DRC-DPU (8 KB) 1.0 MB 0.5 MB 0.52 KB 0.033%

small.

Next, I examined the impact of different page sizes on performance. In the evaluation, I
examined the occurrence frequency of read—modify—write processing in the simulations using
MSR trace as in the previous section. Figure[5.10|shows the evaluation result of the occurrence
frequency of read—modify—write processing.

The evaluation results show that the occurrence frequency of read—modify—write process-
ing increases as the page size increases. In particular, when the page size is set to 8§ KB, the
number of read—modify—write operations increases significantly for three out of four traces,
while it stays almost the same in prj_1. In prj_1, all writes are not 4 KB aligned, and read—
modify—write processing occurs regardless of page sizes, while most writes are 4 KB aligned
in other traces. By contrast, if the page size is less than 4 KB, there are fewer differences in the
number of read—modify—write processing.

These results indicate that the metadata capacity consumption of DRC-DPU is sufficiently
small. The 4 KB page adopted in DRC-DPU is considered reasonable in terms of both metadata

capacity consumption and performance.

5.4 Related Work

There has been extensive research on write buffers using volatile memory [GKDBQ9, [Pet09].
These studies have achieved improved performance using volatile memory as the write buffer.
DRC-DPU can be seen as using the differential data as the write buffers, like the prior write
buffer techniques. However, DRC-DPU stores the differential data in free space, while the

prior write buffer techniques use the dedicated devices for the write buffer. DRC-DPU achieves
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Table 5.4: Capacity Overhead of Custom File Metadata of DRC-DPU (6D2P)

User Replica/ Custom File Metadata
Data Parity Data Metadata Ratio
DRC-AE 3.0 MB 1.0 MB 1.2 KB 0.030%
DRC-DPU (1 KB) 3.0 MB 1.0 MB 2.4 KB 0.057%
DRC-DPU (2 KB) 3.0 MB 1.0 MB 1.8 KB 0.043%
DRC-DPU (4 KB) 3.0 MB 1.0 MB 1.5KB 0.036%
DRC-DPU (8 KB) 3.0 MB 1.0 MB 1.4 KB 0.033%
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Figure 5.10: Evaluation of Number of Read-modify-write Processes

performance improvement without additional devices using the free space for the write buffer.

Much research has been performed in the area of hierarchical storage control between
different storage devices. Ceph provides a write-proxy function that temporarily writes the
write data to the upper tier and updates the lower tier with a delay in a similar way as the
proposed method [UHS17]. However, Ceph has a fixed upper tier and lower tier capacity,
making it difficult for Ceph to dynamically change tier capacity. DRC-DPU stores all data
types in the same file system, and the capacity of each data type can be changed dynamically.

DRC-DPU has an advantage over Ceph in terms of capacity efficiency because it stores all
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types of data in the same shared storage space.

File metadata extension has been studied in the field of network-attached storage to extend
the capability of filesystems. Several studies use additional file metadata for managing ref-
erencing pointers between files to enable cloud backup, data migration, and data redundancy
across servers [NSI17, IMHS20, [FLY19]. Network-protocol-specific metadata is another ap-
plication of file metadata extension to achieve higher protocol coverage of network protocol
servers [FSN18]. The proposed method extends file metadata to manage differential data to
improve EC write performance. This study can be seen as another application of the file meta-
data extension.

In Chapter[d I proposed the adaptive encoding, which dynamically determines the amount
of EC data according to performance requirements, as a part of DRC-AE. DRC-DPU described
in this chapter can be used in conjunction with the adaptive encoding. DRC-DPU and the

adaptive encoding improve the write response time and operational management, respectively.

5.5 Chapter Summary

This chapter proposed DRC-DPU to improve the degraded write response time of DRC-AE
in server-based storage. DRC-DPU improves the write response time by asynchronizing the
parity update during EC write processing. DRC-DPU improves the write response time of EC
data to the same level as replication.

In the performance evaluation, I confirmed that the proposed method achieves almost the
same write response time as replication, which is one-eighth of the 99% response time of the
conventional method. In addition, the evaluation using the real-world workload confirmed that
the proposed method achieves considerable parity update reduction and reasonable metadata

capacity consumption.



Chapter 6

Discussions

This chapter discusses the overall effectiveness of combining all the proposed methods in this
doctoral dissertation. I also identify the strengths and weaknesses of the server-based storage

after applying the proposed methods against the storage appliances.

6.1 Opverall Evaluations

This section evaluates the effectiveness of the proposed methods in this doctoral dissertation in

terms of performance, functionality, and reliability.

6.1.1 Performance

I estimated the performance improvements of the proposed methods in six major network stor-
age applications [spel7]. I estimated the performance improvements for each workload of the
major applications using the results of performance experiments in Chapter 4] I used the op-
eration ratio of each workload and the performance improvement rate for each operation to
calculate the overall performance improvements of the workloads. Table [6.1] shows the evalu-
ation results.

The evaluation results show that the proposed methods improve the performance in five out
of six applications with a maximum of 4.4 times in the software build. Even with the video data
acquisition, the only workload that showed a performance decrease, the performance decrease
remains less than 5%.

These results indicate that the proposed methods have significantly improved the perfor-

mance of server-based storage in the major applications of network storage.
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Per-operation Relative
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Relative Performance to

Workload Operation Operation Ratio Performance Conventional Method
Random Read 66% 1.64
Random Write 20% 2.92
Sequential Read 1% 4.4
Database Sequential Write 0% 0.86 2.38
Metadata Read 13% 5.1
Metadata Write 0% 1.1
Random Read 0% 1.64
Random Write 0% 2.92
. Sequential Read 6% 4.4
Software Build Sequential Write 7% 0.86 4.40
Metadata Read 78% 5.1
Metadata Write 9% 1.1
Random Read 0% 1.64
Random Write 10% 2.92
Electronic Design | Sequential Read 21% 4.4 358
Automation Sequential Write 23% 0.86 ’
Metadata Read 41% 5.1
Metadata Write 4% 1.1
Random Read 10% 1.64
Random Write 18% 2.92
. . Sequential Read 0% 4.4
File Sharing Sequential Write 0% 0.86 412
Metadata Read 66% 5.1
Metadata Write 6% 1.1
Random Read 20% 1.64
Random Write 64% 2.92
Virtual Desktop Sequential Read 6% 4.4 2.59
Infrastructure Sequential Write 9% 0.86 ’
Metadata Read 1% 5.1
Metadata Write 0% 1.1
Random Read 9% 1.64
Random Write 0% 2.92
. . ntial R 19 4.4
Video Data Acquisition 2:23;;:1 V\;:r ??e 5 002 0.86 0.97
Metadata Read 1% 5.1
Metadata Write 0% 1.1

Table 6.1: Estimations on Performance Improvements of Proposed Methods

6.1.2 Functionality

I evaluated the effectiveness of the proposed methods in improving the functionality of server-

based storage for six major applications of network storage. I compared the functional suf-

ficiency of the network protocols required for each application between server-based storage

with and without the proposed methods. Table [6.2]shows the results of the evaluation.

The evaluation results show that with the proposed methods, server-based storage meets

the functional requirements of all six major applications. The proposed methods increase the

functional coverage of the network protocols as described in Chapter [3] With this improved

functional coverage, server-based storage meets the requirements for the file sharing workload.

These results show that server-based storage now meets the requirements of major applica-
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tions by improving the functionality of the proposed method.

6.1.3 Reliablity

The proposed methods achieve high reliability by replication and EC as well as conventional
server-based storage. In terms of reliability, the proposed method provides the same level
of reliability as the conventional server-based storage. In addition, the capacity consumption
associated with data redundancy for high reliability is also the same as before, as described in

Chapter 4]

6.2 Comparison between Server-based Storage and Storage Appli-

ance

I discuss the comparison between the server-based storage after applying the proposed methods
in comparison with the storage appliances. I conducted a qualitative assessment of the strengths
and weaknesses of server-based storage and the storage appliance in terms of performance,

functionality, and reliability. Table [6.3]shows the evaluation results.

Performance The performance advantages of server-based storage are scalability and the

use of the latest hardware such as NVMe SSDs, SCM, and 100GbE NICs. The proposed

Workloads Requirements Without Proposed Methods | With Proposed Methods
Database POSIX Support OK OK
Software Build POSIX Support OK OK
Electronic Design | POSIX Support OK OK
Automation
File Sharing POSIX Support, | Not OK (Coverage: OK (Coverage: 97%)

High Protocol Func- | 78%)

tional Coverage

Virtual  Desktop | POSIX Support OK OK
Infrastructure

Video Data Acqui- | POSIX Support OK OK
sition

Table 6.2: Evaluation of Functional Sufficiency
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methods enable local access to the internal disks and take advantage of the hardware perfor-
mance as shown in Chapter ] The combination of scalability and modern hardware provides
server-based storage advantage over the storage appliance in read performance. On the other
hand, one of the weaknesses of server-based storage is the overhead of network-based data
redundancy among servers in random write performance. Furthermore, the storage appliance
achieves high random write performance by using dedicated hardware such as NVRAM and
high-speed interconnect. Because of these differences in architecture and hardware compo-
nents, the random write performance of server-based storage becomes the weakness against

the storage appliances even with the proposed methods.

Function The functional weakness of server-based storage is its less functionality in the file
system layer. Server-based storage requires inter-server capabilities to provide file system layer
functionality. Conventional distributed filesystems and proposed methods provide limited func-
tionality in comparison with the storage appliance which provides functions such as cloning and
deduplication. Therefore, server-based storage has a functional disadvantage over the storage
appliances.

For server-based storage, lack of cloning, deduplication, and other features can lead to

Strength Weakness
Performance e Use of latest hardware (High- | ¢ Write overhead in Inter-server
performance disks and broadband | Redundancy
NICs)
e Scalability with the number of | e Lack of specialized hardware
servers (High-bandwidth  Interconnects,
NVRAM)
Function el ess functions in file system layer
(Clone, Deduplication etc.)
Reliability e Large-stripe erasure coding eUnstable performance under fail-
ure
eUnstable network-based architec-
ture

Table 6.3: Strength and Weakness of Server-based Storage Comapring to Storage Appliance
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increased capacity and higher operation and management costs. However, since server-based
storage has a much lower hardware cost than the storage appliances, the increase in cost due
to lack of functionality should not be a major problem. I believe that the lack of functionality
of server-based storage is a challenge for the future, but not a significant disadvantage to the

storage appliances.

Reliablity The strength of server-based storage in terms of reliability is large-stripe EC. In
server-based storage, data reliability can be arbitrarily increased by forming large-stripe EC
among many servers such as the 100D4P EC configuration. The large-stripe EC enable high
reliability with higher capacity efficiency. On the other hand, the weaknesses of server-based
storage are the unstable performance in case of failures and the unstable network-based archi-
tecture. In server-based storage, when a failure occurs, a large amount of data transfer occurs
between servers for data rebuild. Since server-based storage shares the network between the
rebuild process and data access from applications, the rebuild process affects the data access
performance. In addition, server-based storage consists of distributed storage over a network,
which is more complex in architecture than the traditional standalone storage appliance. In
contrast to the storage appliance, server-based storage, with its complex architecture and im-

maturity, is relatively unstable.

Overall Server-based storage has an advantage over the storage appliance in read perfor-
mance, performance scalability, and reliablity in a system with many servers, while it has dis-
advantages in random write performance, functionality in the filesystem layer, and performance
stability. As for random write performance, the proposed methods enable server-based storage
to provide much improved performance as seen in Chapter @ We believe that the improved
performance enables the server-based storage to cover a wide range of applications except for
the applications which require extreme random write performance. Regarding functionality in
the filesystem layer, the lack of capacity reduction functions for server-based storage increases
costs. However, since server-based storage itself is inexpensive, I believe the cost increase
is acceptable. On the other hand, in terms of reliability, current server-based storage has the
problem of unstable performance due to the rebuild processes in case of failure and unstable
networks.

I believe that, server-based storage can replace the storage appliances for applications such
as best-effort type online services which do not require strict service level guarantees, and

large-scale systems with low-latency requirements. On the other hand, the storage appliances,
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which provide stable high-performance services, are still superior in terms of stabilitity for

infrastructure systems.



Chapter 7

Conclusion

This doctoral dissertation proposes methods that utilize the custom file metadata to achieve
high-functionality and high-performance in server-based storage.

There is a trend of replacing expensive storage appliances with inexpensive server-based
storage. However, the target applications of server-based storage are limited by the poor func-
tionality and performance of server-based storage. Improvements in the functionality and per-
formance of server-based storage have been required to expand its target applications.

The purpose of this doctoral dissertation is to improve the functionality and performance
of server-based storage. I use the three approaches described below to achieve the purpose.
These approaches use the custom file metadata to offer the extended file metadata capabilities
on the commodity OS to achieve higher functionality and performance.

In Chapter [3] this doctoral dissertation proposes PMM that enables a portable protocol
stack using the custom file metadata. I clarify the limitations of the commodity OS running on
the commodity servers, and investigate the custom file metadata to extend the functionality of
the commodity OS. Then, I develop PMM, which is a software module for using the custom
file metadata on the commodity OS. PMM consists of user-space metadata management and
journal management. PMM allows the protocol stack of the storage appliance to manage the
protocol-specific metadata by using the custom file metadata on commodity servers. PMM
improves the functional coverage of network protocols for server-based storage from 78% to
97%.

In Chapter [ this doctoral dissertation proposes DRC-AE, which is a redundancy control
module using the custom file metadata. DRC-AE improves random access performance by
placing an application and its data on the same server by making local data redundant between

servers. DRC-AE uses the custom file metadata to manage the metadata of the redundancy
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configuration between servers. DRC-AE stores the custom file metadata locally and avoids
the bottleneck of the metadata server in conventional methods. In addition, DRC-AE dynami-
cally switches the redundancy method of user data according to performance requirements and
workloads. DRC-AE changes the amount of EC data to achieve high capacity efficiency while
maintaining high performance. DRC-AE improves the random performance up to 2.92 times
over the conventional method.

In Chapter 5] this doctoral dissertation proposes DRC-DPU that uses the custom file meta-
data to enable delayed update of parity data. DRC-DPU enables asynchronous parity updates
by redirecting write requests to EC data to replicated differential data. DRC-DPU uses the
custom file metadata to manage the metadata of the differential data. DRC-DPU makes the
response time of writes to EC data at the same level as replication. DRC-DPU avoids the
degradation of the write response time of EC data in DRC-AE. DRC-DPU improved the 99%
percentile response time to one-eighth of the conventional method.

This doctoral dissertation confirms that the proposed methods enable server-based storage
to significantly improve performance while meeting the functional and reliablity requirements
in the major applications of network storage.

The works in the dissertation contribute directly for designing server-based storage systems

that support a wider range of target applications for large-scale IT systems.

7.1 Open Issues

There are several directions for extending this work.

Application-level Load-balancing between Servers DRC-AE improves the random perfor-
mance of server-based storage by placing an application and its data on the same server. This
approach assigns data access and capacity of an application to a specific server. To achieve
scalability with respect to the number of servers, it is necessary to balance the load and ca-
pacity usage of applications among servers. Establishing the optimal placement control of

applications to balance the load and capacity among servers will be a future challenge.

Stabilize Performance under Server Failures The proposed methods require the rebuilding
process of EC data when a server failure occurs. The impact of the rebuild process on request
processing destabilizes data access performance. DRC-AE and DRC-DPU, which achieve

high-performance with local access under normal conditions, experience large performance
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degradation when a failure occurs. Establishing performance control methods to avoid perfor-

mance degradation when failures occur will be a future challenge.

Maturity of distributed systems To further expand the target applications of server-based
storage, it is essential to mature distributed system control. Network-based distributed systems
are more complex than the storage appliance, and the software needs to be mature to provide
stable services. In addition, the server-based storage has a short history, whereas the storage
appliance has been in use for decades. The future challenge is to operate server-based storage

and accumulate know-how in solving problems and troubleshooting.
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