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Chapter 1
Introduction

This thesis consists of two studies which are related to aggregate signature. These studies

summarized as follows.

1.1 A Study on the Synchronized Aggregate Signature

Scheme

Aggregate Signature. Aggregate signature schemes originally introduced by Boneh, Gen-
try, Lynn, and Shacham [11] allow anyone to convert n individual signatures (oy,...,0,)
produced by different n signers on different messages into the aggregate signature > whose
size is much smaller than a concatenation of the individual signatures. This feature leads sig-
nificant reductions of bandwidth and storage space in BGP (Border Gateway Protocol) routing
[11, 40, 8], bundling software updates [1], sensor network data [1], authentication [47], and
blockchain protocol [54, 29, 59]. After the introduction of aggregate signature schemes, various
aggregate signature schemes have been proposed: sequential aggregate signature schemes [41],
identity-based aggregate signature schemes [23], synchronized aggregate signature schemes

[23, 1], and fault-tolerant aggregate signature schemes [25].

Synchronized Aggregate Signature. Synchronized aggregate signature schemes are a
special type of aggregate signature schemes. The concept of the synchronized setting aggregate
signature scheme was introduced by Gentry and Ramzan [23]. Ahn, Green, and Hohenberger
[1] revisited the Gentry-Ramzan model and formalized the synchronized aggregate signature

scheme. In this scheme, all of the signers have a synchronized time period ¢ and each signer



can sign a message at most once for each period t. A set of signatures that are all generated
for the same period ¢ can be aggregated into a short signature.

It is useful to adopt synchronized aggregate signature schemes to systems which have
a natural reporting period, such as log or sensor data. As mentioned in [29], synchronized
aggregate signature schemes are also useful for blockchain protocols. For instance, we consider
a blockchain protocol that records several signed transactions in each new block creation. The
creation of an additional block is a natural synchronization event. These signed transactions
could use a synchronized aggregate signature scheme with a block number as a time period
number. This reduces the signature overhead from one per transaction to just one synchronized
signature per block iteration.

Several provable secure synchronized aggregate signature schemes with bilinear groups have
been proposed (see Fig. 1.1). Ahn, Green, and Hohenberger [1] constructed two synchronized
aggregate signature schemes based on the Hohenberger-Waters [28] short signature scheme.
One is constructed in the random oracle model and the other is constructed in the standard
model. The security of both schemes relies on the computational Diffie-Hellman (CDH) as-
sumption. Lee, Lee, and Yung [38] proposed a synchronized aggregate signature scheme based
on the Camenisch-Lysyanskaya signature (CL) scheme [16]. This is the efficient synchronized
aggregate signature scheme with bilinear groups in that the number of pairing operations in
the verification of an aggregate signature and the number of group elements in an aggregate
signature is smaller than those of [23, 1]. The security of this scheme relies on the one-time
Lysyanskaya-Rivest-Sahai-Wolf (OT-LRSW) assumption [42] in the random oracle model. As
the provable secure synchronized aggregate signature schemes without bilinear groups, Hohen-
berger and Waters [29] proposed the synchronized aggregate signature scheme based on the

RSA assumption.

Camenisch-Lysyanskaya Signature Scheme. Camenisch and Lysyanskaya [16] proposed
the CL scheme which has a useful feature called randomizability. This property allows anyone
to randomize a valid signature o to ¢’ where o and ¢’ are valid signatures on the same
message. The CL scheme is widely used to construct various schemes: anonymous credentials
[16], anonymous attestation [5], divisible E-cash [17], batch verification [15], group signatures
[6], ring signatures [4], and aggregate signatures [55]. The security of the CL scheme relies on
the Lysyanskaya-Rivest-Sahai-Wolf (LRSW) assumption which is an interactive assumption.
An interactive assumption allows us to design an efficient scheme, however, these are not

preferable.



Scheme Assumption Security pp vk Agg Agg Ver

size size size (in Pairings)
GR [23] CDH + ROM EUF-CMA* o) ID 3 3
AGH[1]§4 CDH EUF-CMAin CK  O(k) 1 3 k+3
AGH [1] §A CDH 4+ ROM EUF-CMA in CK  O(1) 1 3 4
LLY [38] OT-LRSW + ROM EUF-CMA in CK  O(1) 1 2 3
(interactive assumption)
LLY [38] 1-MSDH-2 + ROM EUF-CMA in CK  O(1) 1 2 3

(New proof) (static assumption)

In our work, we prove that the scheme LLY [38] satisfies the EUF-CMA security in the certified-key model

under the 1-MSDH-2 assumption in the random oracle model.

Figure 1.1: Summary of synchronized aggregate signature schemes with bilinear groups. In the
column of “Assumption”, “ROM” means the random oracle model. In the column of “Security”,
“CK” means the certified-key model. “pp size”, “vk size”, “Agg size”, “Agg Ver” mean the number
of group elements in a public parameter pp, a verification key vk, an aggregate signature, and
the number of pairing operations in aggregate signatures verification respectively. The scheme
GR [23] is an identity-based scheme that has a verification key size of “ID”. In the scheme
AGH [1], k is a special security parameter. As mentioned in [1], k& could be five in practice.

* Note that Gentry and Ramzan [23] only provided heuristic security arguments.

Modified Camenisch-Lysyanskaya Signature Scheme. Pointcheval and Sanders [50]
proposed the Modified ¢-Strong Diffie-Hellman-2 (g-MSDH-2) assumption which is defined on
a type 1 bilinear group. This assumption is a ¢-type assumption [9] where the number of in-
put elements depends on the number of adversarial queries. They proved that the ¢-MSDH-2
assumption holds in the generic bilinear group model [10] and the CL scheme satisfies the weak-
existentially unforgeable under chosen message attacks (weak-EUF-CMA) security under the
¢-MSDH-2 assumption. Moreover, they proposed the modified Camenisch-Lysyanskaya sig-
nature (MCL) scheme which has randomizability. Then, they showed that the MCL scheme
satisfies the existentially unforgeable under chosen message attacks (EUF-CMA) security un-
der the ¢-MSDH-2 assumption. Their modification from the CL scheme to the MCL scheme



incurs a slight increase in the complexity.*

Our Results. To our knowledge, the most efficient synchronized aggregate signature scheme
with bilinear groups is Lee et al.’s [38] scheme. However, the security of this scheme relies on
the interactive assumption (the OT-LRSW assumption). Even if interactive assumptions hold
in the generic group model or bilinear group model, the concerns about these assumptions arise
in a cryptographic community. This fact causes a barrier to the use of this scheme. Also, it is
not desired that the security of the scheme depends on ¢-type assumptions. Because the size of
these assumptions grows dynamically and this fact leads to inefficiency of the scheme. Hence,
it is desirable to prove the security of this scheme under the non-g-type (static) assumptions
or construct another efficient synchronized aggregate signature scheme whose security does

not rely on interactive assumptions or ¢-type assumptions.

Security Proof under the Static Assumption. In this paper, we give a new security
proof for Lee et al.’s synchronized aggregate scheme under the static assumption in the ran-
dom oracle model. More specifically, we convert from the MCL scheme to Lee et al.’s [38]
synchronized aggregate signature scheme. Then, we reduce the security of Lee et al.’s scheme
to the one-time EUF-CMA (OT-EUF-CMA) security of the MCL scheme in the random or-
acle model. We refer the reader to Section 3.5 for details about these techniques. Since the
OT-EUF-CMA security of the MCL scheme is implied by the 1-MSDH-2 assumption, the
security of Lee et al.’s scheme can be proven under the 1-MSDH-2 assumption. We can regard
the 1-MSDH-2 assumption as the static assumption. Therefore, we can see that the security
of Lee et al.’s scheme relies on the static assumption. Notably, while the EUF-CMA security
of the MCL scheme is proved under the ¢-type assumption, the security of Lee et al.’s synchro-
nized aggregate signature scheme can be proven under the static assumption in the random
oracle model.

In general, there is a trade-off that efficiency is reduced when we design a scheme based on
weaker computational assumptions. Surprisingly, we can change the assumptions underlying
the security of Lee et al.’s [38] scheme from the interactive assumption (OT-LRSW) to the
static assumption (1-MSDH-2) with almost the same reduction loss. Specifically, the size of
verification key vk, the size of aggregate signature X, and the number of pairing operations in

an aggregate signature verification do not increase at all.

*Their modification from the CL scheme to the MCL scheme increases the number of group elements in a

signature and an aggregate signature from 2 to 3.



Related Works Boneh et al. [11] proposed the first full aggregate signature scheme which
allows any user to aggregate signatures of different signers. Furthermore, this scheme allows us
to aggregate individual signatures as well as already aggregated signatures in any order. They
constructed a full aggregate signature scheme in the random oracle model. Hohenberger, Sahai,
and Waters [27] firstly constructed a full aggregate signature scheme in the standard model by
using multilinear maps. Hohenberger, Koppula, and Waters [26] constructed a full aggregate
signature scheme in the standard model by using the indistinguishability obfuscation.

Several variants of aggregate signature schemes have been proposed. One major variant is
a sequential aggregate signature scheme which was firstly proposed by Lysyanskaya, Micali,
Reyzin, and Shacham [41]. In this scheme, an aggregate signature is constructed sequentially,
with each signer modifying the aggregate signature in turn. They constructed a sequential
aggregate signature scheme in the random oracle model by using families of trapdoor per-
mutations. Lu, Rafail Ostrovsky, Sahai, Shacham, and Waters [40] firstly constructed the
sequential aggregate signature scheme in the standard model based on the Waters signature
scheme.

Furthermore, Lee et al. [38] proposed a combined aggregate signature scheme. In this
scheme, a signer can use two modes of aggregation (sequential aggregation or synchronized
aggregation) dynamically. They constructed a combined aggregate signature scheme in the

random oracle model based on the CL scheme.

1.2 A Study on the T-out-of-N Redactable Signature

Scheme

Redactable Signature. Recently, due to the development of IoT devices, the number of
electronic data is steadily increasing. It is indispensable for future information society to make
use of these data. When we use data, it is important to prove that the data has not been
modified in any way. A digital signature enables a verifier to verify the authenticity of M by
checking that o is a legitimate signature on M. However, in our real-world scenario, when
we use data, the confidential information should be deleted from the original data. A digital
signature cannot verify the validity of a message with parts of the message removed.

A redactable signature scheme (RSS) is a useful cryptographic scheme for such a situation.
This scheme consists of a signer, a redactor, and a verifier. A signer signs a message M with a

secret key sk and generates a valid signature o. A redactor who can become anyone removes



some parts of a signed message from M, generate a redacted message M’, and updates the
corresponding signature o’ without the secret key sk. A verifier still verifies the validity of the
signature ¢’ on message M’ using vk.

An idea of a redactable signature scheme was introduced by Steinfeld, Bull, and Zheng [57]
as a content extraction signature scheme (CES). This scheme allows generating an extracted
signature on selected portions of the signed original document while hiding removed parts of
portions. Johnson, Molnar, Song, and Wagner [35] proposed a redactable signature scheme

(RSS) which is similar to a content extraction signature scheme.

Security of Redactable Signature. Security of a redactable signature scheme was argued
in many works. Brzuska, Busch, Dagdelen, Fischlin, Franz, Katzenbeisser, Manulis, Onete,
Peter, Poettering, and Schroder [13] formalized three security notions of a redactable signature

for tree-structured messages in the game-based definition.

e Unforgeability: Without the secret key sk it is hard to generate a valid signature ¢’ on

a message M’ except to redact a signed message (M, o).

e Privacy: Except for a signer and redactors, it is hard to derive any information about

removed parts of the original message M from the redacted message M’.

e Transparency: It is hard to distinguish whether (M, o) directly comes from the signer

or has been processed by a redactor.

Derler, Pohls, Samelin, and Slamanig [21] gave a general framework of a redactable signature
scheme for arbitrary data structures and defined its security.

Camenisch, Dubovitskaya, Haralambiev, and Kohlweiss [14] proposed unlinkable redactable
signature. This signature satisfies unforgeability and unlinkability which is a variant security
notion of privacy. They used an unlinkable redactable signature scheme to construct an
anonymous credential scheme [18]. Later, Sanders [52] constructed an unlinkable redactable
signature scheme to obtain an efficient anonymous credential scheme. Moreover, Sanders [53]
constructed a revokable group signature scheme based on an unlinkable redactable signature

scheme.

Additional Functionalities. Following additional functionalities for a redactable signature

scheme were proposed.



e Disclosure Control [46, 44, 45, 24, 32, 33, 30, 51, 43]: Miyazaki, Iwamura, Matsumoto,
Sasaki, Yoshiura, Tezuka, and Imai [46] proposed the disclosure control. The signer or

intermediate redactors can control to prohibit further redactions for parts of the message.

e Identification of a Redactor [31, 34]: Izu, Kanaya, Takenaka, and Yoshioka [31] pro-
posed the redactable signature scheme called “Partial Information Assuring Technology
for Signature” (PIATS). PIATS allows a verifier to identify the redactor of the signed

message.

e Accountability [49]: Pohls and Samelin proposed an accountable redactable signature

scheme that allows deriving the accountable party of a signed message.

e Update and Marge [39, 48]: Lim, Lee, and Park [39] proposed the redactable signature
scheme where a signer can update signature by adding new parts of a message. Moreover,
Pohls and Samelin [48] proposed the updatable redactable signature scheme that can

update a signature and marge signatures derived from the same signer.

e Compactness [58]: Most redactable signature schemes, to remove parts of the signed
message, we need pieces of information for each part we want to remove. That is, if a
signed message consists of [ elements, the number of elements in an original signature is at
least linear in [. Tezuka and Tanaka [58] introduce compactness for redactable signature
schemes. Compactness requires that the size of an original signature and signature for a
subdocument (redacted message) are indipendent regardless of the number of elements

in messages.

Motivation. Consider the case where a citizen requests the signed secret document disclo-
sure to the government. To disclose the secret signed document, the government must remove
sensitive data from it. A decision of deletion for confidential information of a document is
performed by multiple officers in the government meeting.

One of the simple solutions is that the signer of the secret document gives the signing key
sk to the meeting chair. The chair takes a vote on removing sensitive information and removes
it from the secret document and signed it using sk. However, if the meeting chair is malicious,
it is risky for the secret document signer to give the meeting chair a signing key sk. Therefore,
the secret document signer wants to avoid giving a signing key sk to others.

If we try to adapt the original RSS on this situation, we suffer from the following problem.

RSS allows anyone to redact message parts and even removes the necessary information.
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Moreover, a malicious chair can redact message parts form the signed document regardless of

the decision of the officers.

Our Contributions. We introduce the new notion of t-out-of-n redactable signature scheme
to overcome this problem. This scheme is composed of a signer, n redactors, a combiner, and
a verifier. The signer designates n redactors and a combiner, generates a key pair (vk, sk)
and redactor’s secret key {rk[i|}"_; and sends rk[i] to the redactor i. Then signer decides
parts of a message that redaction is allowed, signs the message, and sends its signature to n
redactor and a combiner. Each redactor ¢ selects parts of the signed message that he or she
wants to remove, generates a piece of redaction information Rl;, and sends it to the combiner.
The combiner collects all redaction information {RI;} ;, extracts signed message parts which
at least ¢ redactors want to remove using {RI;}!,, generates the redactable signature. The
verifier can verify the validities of signatures.

Now, we reconsider applying the t-out-of-n redactable signature scheme to the above redac-
tion problem. Let the secret document signer be a signer of the t-out-of-n redactable signature
scheme, officers be redactors, and the meeting chair be a combiner. The secret document signer
does not have to give the signing key sk to the chair. Our ¢t-out-of-n redactable signature only
allows the chair to redact parts of message which at least t officers wants to remove.

We consider the one-time redaction model which allows redacting signed message only one
time for each signature and gives the unforgeability, privacy, and transparency security of the ¢-
out-of-n redactable signature scheme in the one-time redaction model. Also, we give a concrete
construction of the t-out-of-n redactable signature scheme which satisfies the unforgeability,
privacy, and transparency security.

Our construction is based on the (¢, n)-Shamir’s secret sharing scheme and the redactable
signature scheme proposed by Miyazaki, Hanaoka, and Imai [44] which use the aggregate
signature scheme proposed by Boneh, Gentry, Lynn, and Shacham [11] based on the BLS
signature scheme [12]. Our technical point is to adapt (¢, n)-Shamir’s secret share scheme and
compute Lagrangian interpolation at the exponent part of the group element to reconstruct
information for the redaction. Security of our scheme is based on the computational co-CDH

assumption in the random oracle model.

Related Works. We present several signatures that allow editing signed message. More

details of the overview of related works, see [20, 7].

e Append-Only Signature [36]: Kiltz, Mityagin, Panjwani, and Raghavan [36] introduce

11



the notion of the append-only signature scheme. In this scheme, we can only publicly

append message blocks to a signed message and update the signature correspondingly.

e Sanitizable Signature [2]: Ateniese, Chou, de Medeiros, and Tsudik [2] introduce the
notion of the sanitizable signature scheme. In this scheme, a signer selects a sanitizer
who can modify the signed message and generate a signature. The sanitizer can modify
some parts of message blocks of the signed document, but he or she cannot remove
message blocks. In the redactable signature, anyone can redact parts of the signed
message without the secret key. However, in the sanitizable signature scheme, each
sanitizer has the sanitizer’s secret key and the only the sanitizer designated by signer

can sanitize parts of the message using own sanitizer’s secret key.

e Protean Signature [37]: Krenn, Po6hls, Samelin, and Slamanig [37] introduce the notion
of the protean signature scheme. This scheme allows removing and editing some parts
of message blocks. They give the construction of the protean signature scheme from a

sanitizable signature scheme and a redactable signature scheme in the black box way.

1.3 Road Map

We describe the road map of this thesis. In Chapter 2, we introduce notations and review
bilinear groups, digital signature and the random oracle model (ROM). These primitives play
an important role in both our studies.

In Chapter 3, we study for the Camenish-Lysyanskaya signature based synchronized aggre-
gate signature scheme. At first, we review the definition of synchronized aggregate signature
scheme and its security. Second, we review the modified Camenisch-Lysyanskaya (MCL) sig-
nature scheme [50] whose security is used to prove the synchronized aggregate signature by
Lee et al. [38]. Then, we review the synchronized aggregate signature by Lee et al. [3§]
and provide the high-level idea of our new conversion technique from a MCL signature to a
synchronized aggregate signature by Lee et al. Finally, we provide the improved security proof
for the aggregate signature by Lee et al. by using our conversion technique.

In Chapter 4, we study for the extension of redactable signature. At first, we propose a
t-out-of-n redactable signature signature scheme and its security notions. Second, we review
the BGLS aggregate signature scheme and the Shamir’s secret sharing scheme. Then, based on
these primitives, we propose our t-out-of-n redactable signature scheme construction. Finally,

we prove security for our construction of t-out-of-n redactable signature scheme.

12



In Chapter 5, we summarize our result and describe some open problems.
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Chapter 2

Preliminaries

2.1 Notations

Let 1* be the security parameter. A function f(\) is negligible in X if f()\) tends to 0 faster
than % for every constant ¢ > 0. PPT stands for probabilistic polynomial time. For an integer
n, [n] denotes the set {1,...,n}. For a finite set S, s & S denotes choosing an element s
from S uniformly at random. For a group G, we define G* := G\{1g}. For an algorithm A,
y < A(z) denotes that the algorithm A outputs y on input x.

2.2 Bilinear Groups

We introduce a bilinear group generator. Let G be a bilinear group generator that takes
as an input a security parameter 1* and outputs the descriptions of multiplicative groups
G = (p,G1, Gy, Gr, e) where Gy, Go, and Gy are groups of prime order p and e is an efficient

computable, non-degenerating bilinear map e : Gy x Gy — Gr.
1. Bilinear: for all u € Gy, v € Gy and a,b € Z,, then e(u®,v°) = e(u, v)®.
2. Non-degenerate: for any ¢g; € G* and go € G, e(g1, g2) # lg,.

Bilinear groups are classified into following three types [22]: Type 1 pairings: G; = Gy;
Type 2 pairings: G; # Gs but there exists an efficient homomorphism v : Gy — Gy; Type
3 pairings: Gy # Go and there are no efficiently computable homomorphisms between Gy
and Gy.

14



2.3 Computational Assumptions

Boneh, Gentry, Lynn, and Shacham [11] introduced the computational co-Diffie-Hellman as-
sumption (co-CDH) which is the variant of the computational Diffie-Hellman (CDH) assump-

tion. They used this assumption to prove the security of their aggregate signature scheme.*

Assumption 2.1 (Computational co-Diffie-Hellman Assumption [11]). Let G be a type-2
pairing-group generator. The computational co-Diffie-Hlleman (co-CDH) assumption over G is
that for all A € N, for all G = (p, Gy, Gy, G, e) + G(17), given (G, g1, g%, h) where g1, h < G,
and o & Z,, as an input, no PPT adversary can, without non-negligible probability, outputs

h®. We write the advantage of co-Diffie-Hlleman assumption for A as
co-CDH « « A $ $ $
Advgy " = Pr [A(gl,gl,h) = h*|(p,G1,Ga,Gr,e) < G(17),a < Zy, g1 < Gy, h < Gy .

Pointcheval and Sanders [50] introduced the new ¢-type assumption which is called the
Modified g-Strong Diffie-Hellman-2 (¢g-MSDH-2) assumption. This is a variant of the ¢g-Strong
Diffie-Hellman (¢-SDH) assumption and defined on a type 1 bilinear group. By using this
assumption, the weak EUF-CMA security for CL signature scheme and EUF-CMA security
The ¢-MSDH-2 assumption holds in the generic bilinear group model [10]. In this work, we
fix the value to ¢ = 1 and only use 1-MSDH-2 assumption in a static way. We can regard

1-MSDH-2 as a static assumption.

Assumption 2.2 (Modified 1-Strong Diffie-Hellman-2 Assumption [50]). Let G be a type-

1 pairing-group generator. The Modified 1-Strong Diffie-Hellman-2 (1-MSDH-2) assumption
over Gis that for all A € N, forall G = (p, G, G, e) < G(1*), given (G, g, g%, g%, ¢b, ", v, g2, g®)
where g < G* and a,b, & Z,, as an input, no PPT adversary can, without non-negligible
probability, output a tuple (w, P, hﬁ, h#@)) with h € G, P a polynomial in Z,[X] of degree

at most 1, and w € Z such that X 4+ w and P(X) are relatively prime.’

2.4 Digital Signature

Definition 2.3 (Digital Signature Scheme). A digital signature scheme DS is composed of
following four algorithms (DS.Setup, DS.KeyGen, DS.Sign, DS.Verify).

*In the case of G; = G4, the co-CDH assumption reduces to the CDH assumption.

bzdtl

"In the ¢-MSDH-2 assumption, an input is changed to (G, g, ¢%,... 7ggﬁﬁl,gb,gl””, sy g , 9%, g%%)

and

the condition of the order of P(z) is changed to at most g.

15



e DS.Setup(1*) : Given a security parameter )\, return the public parameter pp. We assume

that pp defines the message space M,,,.

e DS.KeyGen(pp) : Given a public parameter pp, return a verification key vk and a signing

key sk.

e DS.Sign(pp, sk, m) : Given a public parameter pp, a signing key sk, and a message m €

M, return the signature o.

e DS.Verify(pp, vk, m, o) : Given a public parameter pp, a verification key vk, a message

m € M,,, and a signature o, return either 1 (Accept) or 0 (Reject).
For DS, we require the following correctness.

e Correctness: A digital signature scheme DS is correct if for all A € N, pp « DS.Setup(1?),
for all m € M,,, (vk,sk) «<— DS.KeyGen(pp), o <— DS.Sign(pp, sk, m), then DS.Verify(pp,
vk, m, o) = 1 holds.

Definition 2.4 (EUF-CMA). Existentially unforgeable under chosen-message attacks (EUF-
CMA) security for a digital signature scheme DS is defined by the following unforgeability

game between a challenger and an adversary A.

e The challenger computes pp < DS.Setup(1?), (vk,sk) <= DS.KeyGen(pp) initializes Q +
{}, and sends (pp, vk) to A.

e A is given access to a signing oracle O%€"(-). Given an input m, OS€" computes o <

DS.Sign(pp, sk, m), update @ < Q U {m} and returns o to A.

e Finally, A outputs a forgery (m*,c*).

DS is EUF-CMA secure if for all A € N and all PPT adversaries A, the advantage
AdvE‘éi{CMA := Pr[DS.Verify(pp, vk, m*,0*) = 1 Am* ¢ Q] is negligible in .

If the number of signing oracle OS®" query is restricted to the one-time in the unforgeability
security game, we call DS satisfies the one-time EUF-CMA (OT-EUF-CMA) security.

16



2.5 Random Oracle Model

In this thesis, security of signature schemes is proved in the random oracle model (ROM) [3].
In this model, a hash function is regarded as an ideal random function. Instead of computing
a hash value, all the parties can obtain hash values by querying the random oracle with an
input.

In a security reduction in the ROM, the reduction simulates security the random oracle
in the security game. The reduction can set(program) and output hash values as long as the
distribution of output value is indistinguishable from a uniform distribution. This property
is called programmability and widely used in security reductions. Compared to the standard

model, it allows us to construct efficient signature schemes with the provable security.
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Chapter 3
Synchronized Aggregate Signature

In this cahpter, at first, we review the definition of a synchronized aggregate signature scheme
and its security model, review the DSpcp scheme proposed by Pointcheval and Sanders [50].
This is used for security proof for the synchronized aggregate signature scheme proposed by
Lee et al. Then, we describe Lee et al.’s aggregate signature scheme construction. Finally,
we give a new security proof for Lee et al.’s scheme under the 1-MSDH-2 assumption in the

random oracle model.

3.1 Syntax

Synchronized aggregate signature schemes [23, 1] are a special type of aggregate signature
schemes. In this scheme, all of the signers have a synchronized time period ¢ and each signer
can sign a message at most once for each period t. A set of signatures that are all generated for
the same period t can be aggregated into a short signature. The size of an aggregate signature
is the same size as an individual signature. Now, we review the definition of synchronized

aggregate signature schemes.

Definition 3.1 (Synchronized Aggregate Signature Schemes [23, 1]). A synchronized aggre-
gate signature scheme SAS for a bounded number of periods is a tuple of algorithms (SAS.Setup,
SAS.KeyGen, SAS.Sign, SAS . Verify, SAS.Aggregate, SAS.AggVerify).

e SAS.Setup(1*,17) : Given a security parameter A and the time period bound T, return

the public parameter pp. We assume that pp defines the message space M,,.

e SAS.KeyGen(pp) : Given a public parameter pp, return a verification key vk and a signing
key sk.
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e SAS.Sign(pp,sk,t,m) : Given a public parameter pp, a signing key sk, a time period

t <T, and a message m € M,,, return the signature o.

e SAS.Verify(pp, vk, m, o) : Given a public parameter pp, a verification key vk, a message

m € M,,, and a signature o, return either 1 (Accept) or 0 (Reject).

e SAS.Aggregate(pp, (vki,...,vk.),(mq,...,m;),(01,...,0.)) : Given a public parameter
pp, a list of verification keys (vky,...,vk,), a list of messages (my,...,m,), and a list of

signatures (oy, ..., 0,), return either the aggregate signature % or L.

e SAS.AggVerify(pp, (vkq,...,vk.), (mq,...,m,),Y) : Given a public parameter pp, a list
of verification keys (vki,...,vk;), a list of messages (my,...,m,), and an aggregate

signature, return either 1 (Accept) or 0 (Reject).

Correctness: Correctness is satisfied if for all A € N, T' € N, pp + SAS.Setup(1*,17), for
any finite sequence of key pairs (vki,sky),...(vk;,sk,) < SAS.KeyGen(pp) where vk; are all
distinct, for any time period ¢ < T, for any sequence of messages (mq,...m,) € M,,, 0; <
SAS.Sign(pp, sk;, t, m;) fori € [r], ¥ <— SAS.Aggregate(pp, (vki,...,vk,), (m1,...,m.), (o1,...,0,)),

we have

SAS . Verify(pp, vk;, m;, 0;) = 1 for all i € [r]
A SAS.AggVerify(pp, (vkq, ..., vk.), (my,...,m,),X) = 1.

In a signature aggregation, it is desirable to confirm that each signature is valid. This is
because if there is at least one invalid signature, the generated aggregate signature will be
invalid.* In this work, before aggregating signatures, SAS.Aggregate checks the validity of each

signature.

3.2 Security

We introduce the security notion of synchronized aggregate signature schemes. The EUF-CMA
security of synchronized aggregate signature schemes proposed by Gentry and Ramzan [23]

captures that it is hard for adversaries to forge an aggregate signature without signing key

*Fault-tolerant aggregate signature schemes [25] allow us to determine the subset of all messages belonging
to an aggregate signature that were signed correctly. However, this scheme has a drawback that the aggregate

signature size depends on the number of signatures to be aggregated into it.
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sk*. However, they only provided heuristic security arguments in their synchronized aggregate
signature scheme.

Ahn, Green, and Hohrnberger [1] introduced the certified-key model for the EUF-CMA
security of synchronized aggregate signature schemes. In this model, signers must certify
their verification key vk by proving knowledge of their signing key sk. In other words, no
verification key vk is allowed except those correctly generated by the SAS.KeyGen algorithm. In
certified-key model, to ensure the correct generation of a verification key vk; # vk*, EUF-CMA
adversaries must submit (vk;,sk;) to the certification oracle O™, As in [1, 38], we consider
the EUF-CMA security in the certified-key model.

Definition 3.2 (EUF-CMA Security in the Certified-Key Model [1, 38]). The EUF-CMA
security of a sequential aggregate signature scheme SAS in the certified-key model is defined

by the following unforgeability game between a challenger C and a PPT adversary A.

e C runs pp* < SAS.Setup(1*,17), (vk*,sk*) <= SAS.KeyGen(pp*), sets Q < {}, L + {},
ter < 1, and gives (pp, vk™) to A.

e A is given access (throughout the entire game) to a certification oracle O%(-,-). Given
an input (vk, sk), Ot performs the following procedure.
— If the key pair (vk,sk) is valid, L < L U {vk} and return “accept”.

— Otherwise return “reject”.
(A must submit key pair (vk,sk) to O™ and get “accept” before using vk.)

e Ais given access (throughout the entire game) to a sign oracle O5&"( ). Given an input

(“inst”, m), O5€" performs the following procedure.
(“inst” € {“skip”, “sign”} represent the instruction for 058" where “skip” implies
that A skips the concurrent period ., and “sign” implies that A require the signature
on message m. )

— If to, ¢ [T, return L.

— If “inst” = “skip”, tey  ter + 1.

— If “inst” = “sign”, @ < Q U {m}, o < SAS.Sign(pp*,sk*,t,m), tey < ter + 1,

return o.

e A outputs a forgery ((vki,...,vk.), (m],...,mk), £%).
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A sequential aggregate signature scheme SAS satisfies the EUF-CMA security in the certified-
key model if for all PPT adversaries A, the following advantage

SAS.AggVerify(pp*, (Vk,...,vk5), (m],...,m5), ") =1
AdVEX'S::ACMA :=Pr | AFor all j € [r*] such that vk} # vk*, vk} € L

A For some j* € [r*] such that vkj. = vk*,m}. ¢ Q

is negligible in \.

3.3 Modified Camenisch-Lysyanskaya Signature Scheme

Pointcheval and Sanders [50] proposed the modified Camenisch-Lysyanskaya signature scheme
which supports a multi-message (vector message) signing. In this work, we only need a single-
message signing scheme. Here, we review the single-message modified Camenisch-Lysyanskaya

signature scheme DSy, = (DSmcy.Setup, DSyc.KeyGen, DSycy .Sign, DSycy - Verify) as follows.

® DSMCL.Setup(l)‘) .
G = (p,G,Gr,e) + G(1?). (G is a type-1 pairing-group generator)
Return pp «+ G.

e DSycL.KeyGen(pp) :
9E G el y &L T X Y g, Z g
Return (vk,sk) < ((¢,X,Y, 2), (z,y, 2)).

e DSyc.Sign(pp, sk, m) :
Parse sk as (z,v, 2)
w7, AL G B+ AV, C « A*, D« C¥, E + A®B™eDve,
Return o « (w, A, B,C, D, E).

e DSpicr.Verify(pp, vk, m, o) :
Parse vk as (¢, X, Y, Z), 0 as (w, A, B,C, D, E).
If (e(A)Y) #e(B,g))V(e(A Z)#e(C,q)) V (e(C,Y) #e(D,q)), return 0.
If e(AB"D", X) = e(E, g), return 1.

Otherwise return 0.
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Pointcheval and Sanders [50] proved that if the ¢-MSDH-2 assumption holds, then the
DSmcL scheme satisfies the EUF-CMA security where ¢ is a bound on the number of adaptive
signing queries. In this work, we only need the OT-EUF-CMA security for the DSycL scheme.

Theorem 3.3 ([50]). If the 1-MSDH-2 assumption holds, then the DSy, scheme satisfies the
OT-EUF-CMA security.

3.4 Synchronized Aggregate Signature Scheme by Lee

et al.

We describe the synchronized aggregate signature scheme by Lee et al. [38]. Let 7" be a
bounded number of periods which is a polynomial in A. The synchronized aggregate signa-
ture scheme by Lee et al. SAS| |y = (SAS,y.Setup, SAS, |y.KeyGen, SAS, v.Sign, SAS, v .Verify,
SAS| y.Aggregate, SAS, |y.Agg\Verify) [38] is given as follows.!

° SASLLy.Setup(l’\, 1T) :

1. G=(p,G,Gr,e) + G(1Y), ¢ &g (G is a type-1 pairing-group generator)

2. Choose hash functions:
H,:[T| -G, Hy: [T| - G*, Hs : [T] x{0,1}* — Z,.

3. Return pp < (G, g, H1, Ho, H3).
e SAS| v.KeyGen(pp) :

1. J;ﬁZZ,X%gI.

2. Return (vk,sk) < (X, z).
e SAS|v.Sign(pp,sk,t,m) :

L. m' < Hs(t,m), E < Hy(t)™Hy(t)™*.
2. Return (E,t).

e SAS, v .Verify(pp,vk,m, o) :

tThe SAS| |y scheme described here is slightly different from the original ones [38] in that the range of Hy
is changed from G to G*.

22



1. m' < Hs(t,m), parse o as (E,t),.
2. If e(E, g) = e(H,(t)Hy(t)™,vk), return 1.

3. Otherwise return 0.

b SASLLY'Aggregate(pp7 (th s 7Vk7")7 (mb cee 7m7")7 (Jla ce 70r)) :

1. For i =1 to r, parse o; as (E;, t;).
2. If there exists ¢ € {2,...,r} such that ¢; # ¢;, return L.
3. If there exists (¢,7) € [r] x [r] such that i # j A vk; = vk;, return L.

4. If there exists ¢ € [r] suth that SAS,y.Verify(pp, vk;, m;, 0;) # 0,

return L.
5. B« [[_, E:.
6. Return ¥ < (E', w).
o SAS|v.AggVerify(pp, (vky,...,vk.), (my,...,m;), %) :
1. There exists (4,7) € [r] x [r] such that i # j A vk; = vk;, return 0.
2. Fori =1 tor, m, < Hs(t,m;).
Parse ¥ as (£, w).

If e(E', g) = e(Hi(t), [[:—, vki) - € <H2(t), I, vk:-n;>, return 1.

5. Otherwise, return 0.

- W

Now, we confirm the correctness. Let (vk;, sk;) <— SAS|y.KeyGen(pp) and o; <— SAS,y.Sign(pp,
sk;, t,m;) for i € [r] where vk; are all distinct. Then, for all i € [r], E; < H;(t)% Hy(t)™s<
holds where m/ «— Hs(t, m;) and o; = (E;, t). This fact implies that SAS, y.Verify(pp, vk;, m;, 0;) =
1. Furthermore, let ¥ <— SAS, y.Aggregate(pp, (vki, ..., vk,), (my,...,m;), (o1,...,0.)). Then,

E' =[] B = Hi(t)>== % Hy(t)>=i= misks
i=1

holds where ¥ = (E’, t) and m} <— Hj(t,m;) for all i € [r]. This fact implies that SAS, y.AggVerify(pp,
(vki,...,vk.), (mqy,...,m;),X) = 1.
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3.5 Conversion from MCL Signature to Aggregate Sig-

nature by Lee et al.

Before security analysis the synchronized aggregate signature proposed by Lee et al, we explain
an intuition that there is a relationship between the DSycL scheme and Lee et al.’s aggregate
signature scheme. Concretely, we explain that there is a conversion from the DSycL scheme
to Lee et al.’s aggregate signature scheme.

Our idea of conversion is a similar technique in [38] which converts the Camenisch-Lysyanskaya
signature CL scheme to the synchronized aggregate signature scheme. However, the form of
signatures in CL and DSy, we cannot immediately convert DSyc scheme to the synchronized
aggregate signature scheme. Thus, we need to modify the conversion technique in [38].

Now, we explain an intuition of our conversion. We start from the DSy scheme in Section

3.3. A signature of the DSy c. scheme on a message m is formed as
o= (w,A,B=AY,C=A* D =C"Y FE = A*B™D").

where w & Z, and A & G7. If we can force signers to use same w, A, B =AY, C'= A*, and

D = (Y, we can obtain an aggregate signature

I (w, A,B.C,D,E =] Ei = AZLWBZLWMDE%wm)

i=1
on a message list (my, ..., m,) from valid signatures (o1, . .. 0,) where o; = (w A, B,C, D, E;) is
a signature on a message m; generated by each signer. If we regard E' as B/ = (ADY)Zi=1 % BXiz1 mi®i
verification of the aggregate signature 3 on the message list (mq,...,m,) can be done by

checking the following equation.

e(E g)=c¢ (ADw,ﬁvki) e (B,ﬁvk?”)
i=1 i=1

Then, required elements to verify the aggregate signature X are F' = AD", B, and E’. Similar
to Lee et al.’s conversion, the three verification equations e(A,Y) = e(B, g), e(A, Z) = e(C, g),
e(C,Y) = e(D,g) in DSpcy.Verify is discarded in this conversion. We use hash functions to
force signers to use the same F' and B for each period t. We choose hash functions H; and
Hy and set F' <+ Hy(t) and B < Hs(t). Then, we can derive Lee et al.’s aggregate signature
scheme. In this derived aggregate signature scheme, a signature on a message m and period ¢
is formed as
o= (FE = Hy(t)"Hy(t)™,1).
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An aggregate signature ¥ on a message list (my,...,m,) and period ¢ is formed as

o (E = [[ B = Hi(t)== 7 Hy 1) == ™%, t)
i=1
where 0; = (E; = Hy ()" Hy(t)™",t) is a signature on a message m; generated by each signer.
In our conversion, we need to hash a message with a time period for the security proof. This

conversion technique is used for our security proof in next section.

3.6 New Security Proof

We reassess the EUF-CMA security of the SAS, |y scheme. In particular, we newly prove
the EUF-CMA security of the SAS|y scheme under the 1-MSDH-2 assumption. By using
the conversion technique described previous section, we simulate a signature in the aggregate

signature scheme Lee et al. in the reduction.

Theorem 3.4. If the DSy, scheme satisfies the OT-EUF-CMA security, then, in the random
oracle model, the SAS, |y scheme satisfies the EUF-CMA security in the certified-key model.

proof. We give an overview of our security proof. Similar to the work in [38], we reduce the
EUF-CMA security of the SAS, |y scheme to the OT-EUF-CMA security of the DSyc. scheme.
We construct a reduction algorithm according to the following strategy. First, the reduction
algorithm chooses a message mps,,, at random, make signing query on mps,,. , and obtains
its signature ops,, = (Wpsyc s ADSucrs Bosucrs Cbsmer» Posucrs Ebsye.) of the DSpcr scheme.
Then, the reduction algorithm guesses the time period ¢’ of a forged aggregate signature and
an index k' € [gy,] at random where ¢y, be the maximum number of H3 hash queries. Then
reduction algorithm programs hash values as Hy(t') = ADSMCLDEUS‘;“QEL, Hy(t") = Bps,,q , and
Hs(t',my) = mps,, - For a signing query on period ¢ # t', the reduction algorithm generate
the signature by programmability of hash functions H;, Hy, and Hs. For a signing query on
period t # t', if the query index j of Hjz is equal to the index k', the reduction algorithm can
compute a valid signature by using ops,,, (This can be done by using the conversion technique
in Section 3.5.). Otherwise, the algorithm should abort the simulation. Finally, the reduction
algorithm extracts valid forgery of the DSy scheme from a forged aggregate signature on
time period ¢’ of the SAS, |y scheme.

Now, we give the security proof. Let A be an EUF-CMA adversary of the SAS, |y scheme,
C be the OT-EUF-CMA game challenger of the DSyc_ scheme, and ¢y, be the maximum
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number of Hj3 hash queries. We construct the algorithm B against the OT-EUF-CMA game

of the DSmcL scheme. The construction of B is given as follow.

e Initial setup: Given an input pp = Gps,, and vk = (gpsyc, s XDSucLs YDSwcL s ZDSwct )

from C, B performs the following procedure.

* * $
- g — gDSMCU g < gDSMCU pp < (g7g)7 Vk «— XDSMCL' t/ <~

LA} To =} To = {}, Ts = {}, @ {}.

— MDSye & Z,, query C for the signature on the message mps,,, and get its signature

(T, ¥ <& (i), ter < 1,

ODSycL = (wDSMCU ADSMCU BDSMCL’ CDSMCU DDSMCU EDSMCL)’
— Give (pp*,vk*) to A as an input.

o OCt(vk,sk) : If vk = g% update a list L < L U {vk} and return “accept” to A.

Otherwise return “reject” to A.
e Of1(t;): Given an input ¢;, B responds as follows.
— If there is an entry (¢;, -, F;) (‘- represents an arbitrary value or L) for some F; € G4
in Ty, return F;.
—Ifti # 1, ray & L, F; <= g0, Ty <= Ty U {(ti, 71,0, F5)}, return F.
wps wps
—Ift;,=t, Ty « Ty U{(t;, L, ADSMCLDDSM"Q?}, return Apsyq, Dpg -
e O™2(t;) : Given an input ¢;, B responds as follows.
— If there is an entry (¢;, -, B;) (‘- represents an arbitrary value or L) for some B; € Gj
in T3, return B;.
- If t; 7é t/, T(2,) ﬁ Z;, B; + gT(z’i), TQ — Tg U {(tz, 7(2,)5 BZ)}, return D;.

= Ift; = tla Ty < TyU {(ti7 L? BDSMCL)}’ return BDSMCL'

o O3(t;,m;) : Given an input (¢;,m;), B responds as follows.

— If there is an entry (t;,m;, mj, ;) for some my; ; € Z, in T3, return my; ;.
. $

Tt ANV AR, m/(i,j) < Zyp, T3+ T3 U {(ti,mj,m’(i’j))}, return m’(m).

—lfti=t'Nj=FkK, Tz« T3 U {(ti7 myj, mDSMCL)}7 return mpsyc, -

o O%&"(“inst” m;) : Given an input (“inst”,m;), B performs the following procedure.

26



— If ty, ¢ [T], return L.
— If “inst” = “skip”, tey < ter + 1
— If “inst” = “sign”,

x Ity #t', E XB%JETL)XS(SQI’\:ZTL)WC"’” where (1), 7(2,5), and my, ;) are retreived
from (tetr, 7(1,ctr)s Fotr) € T, (tetr, T(2setr)> Betr) € Ta, and (L, my, mzctr,j)) € Ts
respectively. @ <— QU{m;}, return oy, ; < (E,tx,), then update toy <— e +1.

s Ity =t Nj=Fk, Q<+ QU {m;}, return oy, ; < (Epsyc.ti), then update
etr <= ter + 1

x If to, =t N j #£ K, abort the simulation.

e Output procedure: B receives a forgery ((vki,...,vk.), (m},...,mk), ") outputted

by A. Then B proceeds as follows.

1. If SAS, y.AggVerify(pp*, (vki,...,vk.), (m],...,m}i ), X*) # 1, then abort.
2. If there exists j € [r*] such that vk} # vk™ A vk} ¢ L, then abort.

If there is no j* € [r*] such that vk}, = vk® AmJ. ¢ Q, then abort.

- W

Set j* € [r*] such that vkj. = vk® Amj. ¢ Q.

ot

Parse ¥* as (B, t*).
If t* £ t', then abort.
my. <« Hs(t*,m}.)

If m}.” = mpsy,,, then abort.

© % N

For i € [r*]\{j*}, retrieve x; <— sk} of vk} from L.

10. F' + Hy(t*), B' <+ Hy(t*), m < Hs(t*, m}) for i € [r*]\{j*},
A —1
E' + E*. <F’Zie[rﬂ\{j*}’“B’Zie[rﬂ\{j*}‘”imi)

11. Return (mDSMCL7 UDSMCL) A (mj*7 (wDSMCU ADSMCU B, CDSMCL’ DDSMCL’ E ))

We confirm that if B does not abort, B can simulate the EUF-CMA game of the SAS, 1y

scheme.

e Initial setup: First, we discuss the distribtuon of pp*. In the original EUF-CMA game
of the SAS| |y scheme, pp* = (G, g) is constructed by G = (p,G,Gr,e) < G(1*) and
g & G*. In the simulation of B, pp* is a tuple (Gpsyc, s 9psuc ). This tuple is constructed
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by C as Gps,, = (p,G,Gr,e) + G(1*) and gps,,., & G*. Therefore, B simulates pp*
perfectly. Next, we discuss the distribution of vk*. In the original EUF-CMA game of
the SAS| |y scheme, vk is computed by x & Zy and vk* <— ¢*. In the simulation of B, vk*
is set by Xps,,. . Since Xps,,, is computed by C as zps,,, & Zp and Xps,,,  g*Pwmer,
distributions of vk between the original game and simulation of B are identical. Hence,

the distributions of (pp*, vk®) are identical.

Output of O: This is clearly that B can simulate the original EUF-CMA game of
the SAS| |y scheme perfectly.

Output of Oi: In the original game, hash values of H; is chosen from G uniformly
at random. In the simulation of B, if #; # ¢, the hash value H(t;) is set by ¢"t.®
where 7y ;) & Z,. Obviously, in this case, B can simulate Of' perfectly. If ¢; =
t', the hash value H(t;) is set by F = ADSMCL‘D:;EZ:\QEL = AlDJngDCSLMCLZDSMCLwDSMCL where
Yos,e, = ggDSSI\:AcCLL’ ZSuc, = géDSs&"CCLL, and wps,,, is chosen by C as wps,, ¢ Z, For
fixed ypsyq € Z, and zps,. € Z,, the distribution o where « & 2y, and wpsy,, & /s
@ < 1 + Ypsyc, 2DSye WSy, are identical. This fact implies that B also simulate O

perfectly in the case of t; = t/. Therefore, B simulates Ot perfectly.

Output of O#2: As the same argument of Ot if t; # ¢, B can simulate hash values
H(t;) perfectly. In the case of ¢; = ¢/, the hash value H(t;) is set by Bps,,, = AYSmc =
g*Psma®sme . For fixed wpsy,, € Zy, the distributions of B where yps,,, & Zy, B

g*Psmc¥Psme and B & G* are identical. Therefore, B simulates Oz perfectly.

Output of O%s: If t; # t'Vj # K/, clearly B can simulate O3 perfectly. If t; = ' Aj = K/,
the hash value Hj(t;, m;) is set by mps,, . Since mps,,, is chosen by B as mps,,, & Ly,

B simulates O3 perfectly.

Output of O%e": For the sake of argument, we denote Xps,,, = ggziﬂ“"cct (Tosua € Z3)-

/
' )y @0 . _
Itt; # 1, Bsets B < Xpg' Xps, and output the signature o = (E,t;). Now we
confirm that o is a valid signature on the message m;. The following equation
!
v 3 @D™5) _  TDSMeL\T (1 4 ( ATDSMCL \T(2,6)™;
b= XDSMCL DSmcL - ( DSmcL ) ( 7>( DSmcL ) (.9)
!
= H(t;)™5vcr Hy (ti)mDsMCLm(i,]‘)

holds where my; ;) = Hs(t;, m;). This fact implies that

6(E7 g) = €<H1(ti)H2(ti)m,(i7j),Vk*)
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holds. Therefore, o is valid signature on the message m;.

Ift, #t' Nj =k, Bsets E < Eps,, return o;; < (E,t;) to A. We also confirm

WoSpcL

that o is a valid signature on the message m;. In the case, Hi(t;) = ADSMCLDDSMCL ,

Hy(t;) = Bosye, and Hs(t;,m;) = m’(i,j) = mps,,, hold. Since Eps,, is the valid
signature of the DSy scheme on message mps,,, ,
B(EDS g) — e(ADS BmDSMCL DwDSMCL X )
MCL 3 mcL P DSycL DSmcrL * “*DSmcL
= 6((ADSMCLDD232EL )BDSD;L\;_CL ) XDSMCL)
holds. This implies that e(E, g) = e(H,(t;)Ho(t;)"" @), vk*) where my; 5 = Hs(ti, m;).
By the above discussion, we can see that B does not abort, B can simulate the EUF-CMA
game of the SAS| |y scheme.

Second, we confirm that when A successfully output a valid forgery ((vkj, ..., vk%), (mi, ...,
mi. ), X*) of the SAS| 1y scheme, B can forge a signature of the DSyc scheme. Let ((vki, ..., vk}.),
(m7,...,m5),X*) be a valid forgery output by A. Then there exists j* € [r*] such that
vk}, = vk®. By the verification equation of SAS, v.Verify,

e(E*" g)=e (Hl(t*),Hvkj) e <H2(t*), | (vkj)"ﬁ‘)

i=1

<

holds where ¥* = (E*|t*) and Hs3(t*,m}) = m;’ for ¢« € [r*]. If B does not abort in Step

6 of Output procedure, t* = ¢’ holds. This means that H,(t*) = ADSMCLDSS;“SEL and
Hs(t*) = Bps,, hold. These facts imply that

B = Hl(t*)Zle Sk?H2<t*)Z;‘=1m;’sk;

*
T * *
T K/ %

= <ADSMCLD1I;25M'\QEL> R Blgzsi,\jclei o
holds where ski = z} is a secret key corresponding to vk.
By setting F” < Apsye Dpa and B’ 4 Bps,q, .
E = E*. (F’Zz‘e[r*l\{j*}xiB’Eie[r*l\{j*}xim§>_l

* )k
_ WDSpeL \ T« * Ti*
- (ADSMCLDDSMCL ) J BDSMCL

Moreover, e(ADSMCU YDSMCL) = e(BDSMCL’ gDSMCL)’ e(ADSMcu ZDSMCL) = e(CDSMCU gDSMCL)’ and
e(Cbsyes YDsuer) = €(Dbsyc 9psye) holds. If B does not abort in Step 8 of Output pro-
cedure, m;. is a not queried message for the signing of the OT-EUF-CMA game of the DSmci
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scheme. Therefore, if B does not abort and outputs (mps,, ., Tps,,. ) < (M, (Wosyc, s Absyc > B,
Cbsye» Dosye s £')), B can forge a signature of the DSyc, scheme.

Finally, we analyze the probability that B succeeds in forging a signature of the DSpcL
scheme. First, we consider the probability that B does not abort at the simulation of signatures.
B aborts the simulation of O%&" if t,, = ¢’ A j # k’. The probability that B succeeds in
simulating O is at least 1/qy,. Next, we consider the probability that B aborts in Step 6
of Output procedure. Since B chooses the target period t' <— [T, the probability ¢* # ¢/
is 1/[T]. Finally, the probability that B aborts in Step 8 of Output procedure is 1/p.
Let Advgxg;g\ﬂf be the advantage of the EUF-CMA game for the SAS, v scheme of A. The
advantage of the OT-EUF-CMA game for the DSpc, scheme of B is

AdyOT-EUF-CMA AdVEXSFEE('\,AAA (1 1) _

DSmcL,B = - -
MCL T X qu p

Therefore, we can conclude the proof of Theorem 3.4. ] ]
By combining Theorem 3.3 and Theorem 3.4, we have the following corollary.

Corollary 3.5. If the 1-MSDH-2 assumption holds, then, in the ROM, the SAS,|y scheme
satisfies the EUF-CMA security in the certified-key model.
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Chapter 4

T-out-of-N Redactable Signature

In this chapter, at first, we introduce the notion of t-out-of-n redactable signature, define its
security. Second, we review the aggregate signature scheme by Boneh, Gentry, Lynn, and
Shacham [11] and Shamir’s secret sharing scheme [56]. Then, we give a t-out-of-n redactable
signature scheme by using these primitives. Finally, we prove that our scheme satisfies un-

forgeability and transparency.

4.1 Syntax

We explain the t-out-of-n redactable signature scheme in the one-time redaction model. A t-
out-of-n redactable signature scheme in the one-time redaction model (¢,n)-RS is a signature
scheme that has a signer, n redactors, a combiner, and a verifier. The signer designates n
redactors and the combiner.

The signer selects a threshold ¢ and the number of redactors n. Then, he or she runs key
generation algorithm and gets (vk, sk, {rk[i]}?_;). The vk is published and the redactor’s key
rk[i] is sent to the redactor i.

The signer signs a message M with an admissible description ADM which represents parts
of the message that redactors cannot remove from the message M. In the processing of the
signing, a random document ID (DID) is added to the message M, then the signature o is
generated. (M, ADM, DID, o) generated by the signer is sent to n redactors and the combiner.

Each redactor i checks whether DID has never been seen before. If he or she has seen it,
then aborts. Also, if the signature is invalid, then aborts. Otherwise, he or she selects parts
of the message that he or she wants to remove and makes the redaction information Rl; and

sends it to the combiner. The protocol works only once for DID which redactors have not seen
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before.

The combiner collects pieces of redaction information {RI;}™_;. From {RI;}"_;, the combiner
extracts parts which at least ¢ redactor want to remove. Finally, the combiner outputs the
redacted message M', ADM, DID, and its updated valid signature o’.

The signature is verified using the signer’s public key vk. In the verification, it is possible
to prove the validity of the (M, ADM,DID, o) made by a legitimate signer or redacted by the
redaction protocol for that signature while keeping redactors anonymity.

Now, we formalize the t-out-of-n redactable signature scheme in the one-time redaction
model for set. In the following, we assume that a message M is a set and use following
notations. An admissible description ADM is a set containing all elements which must not be
redacted.

A modification instruction MOD is a set containing all elements which a redactor want to
redact from M. ADM < M means that ADM is a valid description. (i.e.,ADM N M = ADM.)

ADM
MOD =< M means that MOD is valid redaction description respect to ADM and M. (i.e.,
MOD N ADM = § A MOD C M.) A redaction M’ " M would be M’ < M\MOD. In the
following definition, we explicit ADM and DID in the syntax.

Definition 4.1. A t-out-of-n redactable signature scheme in the one-time redaction model
(t,n)-RS is composed of four components (RS.Setup, RS.KeyGen, RS.Sign, RS.Redact, RS.Verify).

e RS.Setup(1?) : A setup algorithm is a randomized algorithm. Given a security parameter

A, return the public parameter pp. We assume that pp defines the message space M.

e RS.KeyGen(pp,t,n) : A key generation algorithm is a randomized algorithm that a signer
runs. Given a public parameter 1?, a threshold ¢ and the number of redactors n, return

a signer’s public key vk, a signer’s secret key sk, and redactor’s secret keys {rk|[i]} ;.

e RS.Sign(pp, sk, M,ADM) : A signing algorithm is a randomized algorithm that a signer
runs. Given a public parameter pp, signer’s secret key sk, a message M and an admissible
description ADM, return a message M, an admissible description ADM, a document ID

(DID), and a signature o.

e RS.Redact : A redact protocol is a 1-round interactive protocol between the combiner
and n redactors. Each redactor i generates redaction information Rl; and sends to the
combiner. The combiner collects all redaction informations {RI;}"_; and finally outputs

the redacted signature (M’, ADM, DID, ¢’). We describe the protocol as follows:
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— Given an input (M, ADM,DID, 0) from the signer, each redactor i selects a modi-
fication instruction MOD; and runs a redact information algorithm RS.RedInf with
(pp, vk, rk[i], M, ADM, DID, o, MOD;, L*~!). L' is the list which stores on DID sent
from the signer. It is used for ¢-th input of the RS.RedInf by redactor i and L° = ().
In the processing in RS.RedInf, if DID is previous input to RS.RedInf then redactor
¢ stop interacting with a combiner. Otherwise, output the redact information RI;

and the updated list L}. Each redactor ¢ sends Rl; to the combiner.

— The combiner runs a deterministic threshold redact algorithm RS.ThrRed with
(pp, vk, M, ADM, DID, o, {RI;}_,) as an input. In the algorithm RS.ThrRed, MOD
is derived from {RI;}?_, and it redacts a message M based on MOD. RS.ThrRed
outputs a redacted message M’', ADM, DID and the updated signature o’. Finally,
the combiner outputs (M’, ADM, DID, ¢’) as an output of RS.Redact protocol.

e RS.Verify(pp, vk, M,ADM,DID, ) : Given an input (pp,vk, M, ADM,DID, o), return ei-
ther 1 (Accept) or 0 (Reject).

Correctness

We require the correctness that all honestly computed and redacted signatures are accepted.

Definition 4.2 (Correctness). A t-out-of-n redactable signature scheme in the one-time redac-
tion model (£,n)-RS is correct, VA € N, Vk € N,

u

ADM
VM, YADM" < My, VMOD; =< M} for u € [k] and ¢ € [n],
pp <+ RS.Setup(1*), (vk, sk, {rk[i]}®,) < RS.KeyGen(pp, t,n),

For u =1 to k,
(Mo, ADM*,DID", o) <— RS.Sign(pp, sk, Mg, ADM"),
For i € [n],

(RI*, L¥) + RS.RedInf(pp, vk, rk[i], M¥, ADM*, DID", o, MOD¥, L"),
(M@, ADM*, DID, o) < RS.ThrRed (pp, vk, M, ADM*, DID*, 5%, {RI*}",),

we require the following for all u € [k]:
e If DID* ¢ IL*~*, RS.Verify(pp, vk, M, ADM", DID", i) = 1 for all b € {0, 1}.

e If DID* € L, RS.Verify(pp, vk, M, ADM*, DID", o) = 1.
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4.2 Security

We give the security notion of unforgeability, privacy, and transparency for a redactable sig-

nature scheme in the one-time redaction model.

Unforgeability. Unforgeability requires that without a signer’s secret key sk, it should be
infeasible to compute a valid signature ¢’ on (M’, ADM, DID) except to redact a signed message
(M,ADM, DID, o) even if t — 1 redactors keys are corrupted.

Definition 4.3 (Unforgeability). The unforgeability against redactors security of a t-out-of-n
redactable signature scheme in the one-time redaction model (t,n)-RS II is defined by the

following unforgeability game between a challenger C and a PPT adversary A.

1. C runs pp < RS.Setup(1%), (vk, sk, {rk[i]}?,) < RS.KeyGen(pp,t,n), and gives (pp, vk)

to an adversary A.

2. A is given access (throughout the entire game) to a sign oracle O5€"(.,.) such that
OSe" (M, ADM), returns (M, ADM, DID, o) < RS.Sign(pp, sk, M, ADM).

3. Ais given access (throughout the entire game) to a redact oracle QRedact(. . . . ) ~(ORedact

is defined as follows:
For an u-th query (M, ADM, DID, o, MOD):

(a) (Rl;, L¥) < RS.RedInf(pp, vk, rk[i], M, ADM, DID, o, MOD, L¥ ') for i = 1, ..., n.
(b) (M’,ADM,DID, ¢") < RS.ThrRed(pp, vk, M, ADM, DID, o, {RI;}7, ).
(¢) Return (M’, ADM,DID, ¢’).

4. A is given up to t — 1 times access (throughout the entire game) to a corrupt oracle

OCerrupt (L) where OC™P(4) outputs a rk[i] of a redactor .
5. A outputs (M*, ADM* DID*, o).

A t-out-of-n redactable signature scheme in the one-time redaction model (¢,71)-RS satis-
fies the unforgeability security if for all PPT adversaries A, the advantage Advtjtf;f)t_’;)s_iss =
Pr[RS.Verify(pp, vk, M*, ADM*DID*, 0*) = 1 A (M*, ADM*, DID*) ¢ (Qsign U QRredact)] is negligi-
ble in A.

Here, ¢, is the total number of queries to O>&", (M;, ADM;) is an i-th input for OSe"

. i, i,ai is an ¢-th output o 8" and Qsign 1= U™ ‘ i, O, S0, ¢
M*, ADM", DID h f O3 d Qsig # {(M*,ADM’,DID Al
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is the total number of queries to ORed2t (A1, ADM’, DID", ¢, MOD") is an i-th input for ORedact,
(M"", ADM', DID*, 0") is an i-th output of OR% and Qregact := U%,{(M"", ADM’, DID")}.

Privacy. Privacy requires that except for a signer, n redactors, and a combiner, it is infeasi-
ble to derive information on redacted message parts when given a message-ADM-DID-signature

pair.

Definition 4.4 (Privacy). The privacy of a t-out-of-n redactable signature scheme in the
one-time redaction model (¢,7)-RS II is defined by the following weak privacy game between

a challenger C and a PPT adversary A.

1. C runs pp < RS.Setup(1%), (vk, sk, {rk[i]}?,) < RS.KeyGen(pp,t,n), and gives (pp, vk)

to an adversary A.

2. A is given access (throughout the entire game) to a sign oracle O>€"(-,.) such that

O5e" (M, ADM), returns (M, ADM, DID, o) < RS.Sign(pp, sk, M, ADM).

3. Ais given access (throughout the entire game) to a redact oracle ORedact(. . .. ) (ORedact

is defined as follows:
For an u-th query (M, ADM, DID, o, MOD):

Let w be the number of queries to OM°Rredact when A makes an u-th query to QRedact,
(a) (Rl;, L¥**) « RS.RedInf(pp, vk, rk[i], M, ADM, DID, o, MOD, L¥***~1) for
1=1,...,n.
(b) (M’,ADM,DID, ¢’) < RS.ThrRed(pp, vk, M, ADM, DID, o, {RI; }1_, ).
(¢) Return (M’, ADM,DID, ¢").

(OLoRredact jo Jefined as follows:

For an w-th query (M°, ADM° MOD’, A/*, ADM', MOD"):

ORedact OLoRredact

Let u be the number of queries to when A makes an w-th query to

(a) Compute (M, ADM DID®, o¢) < Sign(pp, sk, M ¢, ADM?) for ¢ € {0,1}.
(b) Fori=1,---n, compute

(RI?, L“™2*~1) <~ RS.RedInf(pp, vk, rk[i], M°, ADM" DID°, ¢°, MOD", L¥+2*~2)
(RIj, L“*?) «+— RS.RedInf(pp, vk, rk[i], M*', ADM', DID', o', MOD', L +2v—1),
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(¢) Fori=1,...,n, compute
(M*, ADM®, DID, o') < RS.ThrRed(pp, vk, M¢, ADM¢, DID®, o<, {RIS}™,).

(d) If M #£ MY v ADM, # ADM, return L.
(e) Return (M" ,ADMP DID®,o%). ( b is chosen by C in step 1.)

5. A outputs b*.

A t-out-of-n redactable signature scheme in the one-time redaction model (¢,n)-RS satisfies
the privacy security if for all PPT adversaries A, the following advantage Adv(PtriT‘Sf;’g)ARss =

|Pr[b = b*] — 1/2| is negligible in A.

Transparency. Transparency requires that except for a signer, n redactors, and a combiner,
it is infeasible to distinguish whether a signature directly comes from the signer or has been

redacted by redactors.

Definition 4.5 (Transparency). The privacy of a t-out-of-n redactable signature scheme in the
one-time redaction model (¢,7)-RS II is defined by the following weak privacy game between

a challenger C and a PPT adversary A.

1. Cchooses a bit b <& {0,1}, runs pp < RS.Setup(1?*), (vk, sk, {rk[i]}1,) < RS.KeyGen(pp, t,n),

and gives (pp, vk) to an adversary A.

2. A is given access (throughout the entire game) to a sign oracle O5€"(.,.) such that
OSe" (M, ADM), returns (M, ADM, DID, o) < RS.Sign(pp, sk, M, ADM).

3. Ais given access (throughout the entire game) to a redact oracle QRedact(. . . . ) (ORedact

is defined as follows:
For an u-th query (M, ADM,DID, o, MOD):

Let w be the number of queries to O@5&"/Redact when A makes an u-th query to OQRedact,
(a) (Rl;, L") « RS.RedInf(pp, vk, rk[i], M, ADM, DID, o, MOD, L""2* 1) for
1=1,...,n.
(b) (M’,ADM,DID, ¢’) < RS.ThrRed(pp, vk, M, ADM, DID, o, {RI; }1_, ).
(¢) Return (M’, ADM,DID, ¢").
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4. Ais given access (throughout the entire game) to a sign or redact oracle OS&n/Redact(. . ")

(OSign/Redact o qofined as follows:

For an w-th query (M, ADM, MOD):
Let u be the number of queries to ORed®t when A makes an w-th query to (O5ig"/Redact,
(a) Compute (M, ADM, DIDy, o) < RS.Sign(pp, sk, M, ADM).

(b) For i =1,...n, compute
(RI;, Lu+?=1) < RS.RedInf(pp, vk, rk[i], M, ADM, DID®, o, MOD, LL!"2*~2).

(c) Compute (M’ ADM,DID’, ¢°) < RS.ThrRed(pp, vk, M, ADM, DID", o, {RI;}7_,).
(d) Compute (M’, ADM, DID', ') < RS.Sign(pp, sk, M', ADM).
(e) Fori=1,...n, L\ « Lt~ U {DID'}.
(f) Return (M’, ADM,DID?, o%).

5. A outputs b*.

A t-out-of-n redactable signature scheme in the one-time redaction model (¢, n)-RS II satisfies

the transparency security if for all PPT adversaries A, the following advantage Adv;r;r;'_g’sn’kRss =

|Pr[b = b*] — 1/2| is negligible in .

Theorem 4.6. If t-out-of-n redactable signature scheme in the one-time redaction model

(t,n)-RS 1I satisfies transparency, then it satisfies privacy.
We prove Theorem 4.6 in a similar way of [13, 21].

proof. Assume that PPT adversary AP that wins the privacy game with probability 1/2 +
epriv Where epyiy is non-negligible in A\. Let C™" be the challenger in transparency game.
Now we construct a PPT adversary B™@" that wins the transparency game with probability
1/2 + epyiv/2 using AP, The operation of B™™" is following.

e BT™" receives (pp, vk) from CT™@" chooses a bit ¢ < {0,1} and sends vk to AP,

e For each query (M,ADM) of AP to O5&" BTa" queries (M, ADM) to 058" and gets
(M,ADM, DID, ¢) and sends it to AP,
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e For each query (M° ADM° MOD°, M*, ADM' MOD"') of APV to (OLoRredact /BTran c}acks
MY = M"Y where M” = M°/MOD°® and MY = M'/MOD'. If so, BT queries
(Me¢, ADM®, MOD®) to (OSign/Redact and BT returns its result to AP™. Otherwise, BT2"

returns | to AP,

BTran BTran

° receives a guess b* from AP™. If b* = ¢, BT™" outputs 0, otherwise

outputs 1.

If b = 0, O5e"/Redact always redacts and the view of AP™ is the same as in the privacy
game. However, if b = 1, each signature is fresh and the output of AP is useless to win the
transparency game. Therefore, the win probability of BT™" in transparency game is €ran =
1/2(1/2 + €prv) +1/2-1/2 = 1/2 + €pynv /2. Therefore, the advantage of BT@" in transparency

game is non-negligible in . O]

4.3 BGLS Aggregate Signature Scheme

Boneh, Gentry, Lynn, and Shacham [11] proposed the aggregate signature scheme which is
based on the Boneh-Lynn-Shacham (BLS) signature scheme [12]. Our construction of t-out-of-
n redactable signature is based on the BGLS aggregate signature scheme. Here, we review the
the BGLS aggregate signature scheme ASgg s = (ASggLs-Setup, ASggLs.KeyGen, ASggs.Sign,
ASggs.Verify, ASggs.Aggregate, ASggLs.AggVerify) is given as follows.*

° ASBGLs.SetUp(lk) :

1. G = (p,Gy,Gy,Gr,e) « G(17), ¢ & G7, g2 & G;. (G is a type-2 pairing-group

generator)
2. Choose hash functions: H : {0,1}* — G;.

3. Return pp < (G, g1, 92, H).
o ASgcis.KeyGen(pp) :

1. x(in,X<—g§.

2. Return (vk,sk) < (X, z).

® ASgcLs.Sign(pp, sk,m) :

*If we remove two algorithms ASggLs.Aggregate and ASggLs.AggVerify from ASggis, then this scheme cor-

respond to the BLS signature scheme.
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1. h < H(m), o+ h¥.

2. Return o.
o ASgqs.Verify(pp, vk, m, o) :

1. h<+ H(m).
2. If e(o, g2) = e(h,vk), return 1.

3. Otherwise return 0.

e ASggLs.-Aggregate(pp, (vky,...,vk,.), (my,...,m,), (o1,...,0,)):

1. If there exists (¢,7) € [r] x [r] such that ¢ # j A m; = m,, return L.
2. If there exists ¢ € [r] suth that ASggLs.Verify(pp, vk;, m;, ;) # 0,

return L.

3. X<« [l 0u

4. Return X.

e ASgcis.AggVerify(pp, (vki, ..., vk.), (my,...,m;),X) :

1. If there exists i € [r] suth that ASggs.Verify(pp, vk;, m;, o;) # 0,
return 0.

2. Fori=1tor, h + H(m,).

3. If e(X, g2) = [],_, e (H;, vk;), return 1.

4. Otherwise, return 0.

Boneh et al prove that the EUF-CMA security of [11] the BGLS aggregate signature scheme
under the co-CDH assumption in the ROM.

4.4 Shamir’s Secret Sharing Scheme

In order to construct a t-out-of-n redactable signature scheme, we use the (¢, n)-Shamir’s secret
sharing scheme [56]. The (¢,n)-secret sharing scheme is composed of a dealer and n users.
The dealer decides a secret s, computes secret shares {s;}”,, and gives the secret share s; to
the user i. If any ¢ of n secret shares or more shares are collected, we can reconstruct the
secret s from them. While, with less than t secret shares, we cannot recover the secret s.

We refer to the (¢,n)-shamir’s secret sharing scheme in [19].
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1. The dealer chooses the secret s € Z and sets ag < s.

2. The dealer chooses ay, -+ ,a;-1 € {0,--+ ,p— 1} independently at random and gets the
polynomial f(X) = Zz;é a; X"

3. The dealer computes f(7), sets s; < (4, f(4)), and sends the secret share s; to the user i.

If we collect ¢ or more secret shares, we can reconstruct the secret s by the Lagrange interpo-
lation. Let J C {1,--- ,n} and |J| = t. If we have secret shares {s;};e; = {(J, f(J)) }jes, We

can compute s = Y ., <f(l) [icsjnid(i— i)_1>~

4.5 QOur Construction

We give a concrete construction of t-out-of-n redactable signature scheme in one-time redaction
model (t,n)-RS II;. Let ¢,d be polynomials in A and M a message having a set data structure
(i.e., M ={mq,...,me}) and #M < (.
RS.Setup(1?) :

1. Run G = (p, Gy, Gy, Gr, e) < G(11).

2. Choose ¢; & Gi, g2 & G3.

3. Choose a hash function H : {0,1}* — G;.

4. Return pp = (G, g1, g2, H)

RS.KeyGen(pp,t,n) :

1. Choose # & Z,, compute § < g5, and set (Vkgix, Skrix) < (7, ).

2. Choose ag, a1, - ,ai_1 & Z, independently at random and gets the polynomial f(X) =
Y aX

3. For i =0 to n, compute z; < f(i), y; + gg(i).

4. Set (vkagg, Skagg) < (Yo, z0), rk(i] <= (i, z;) for all i € [n].

5. Set (vk, sk) <= ((Vkrix, VKagg, t, 1), (SkFix, Skagg ) )-

6. Return (vk, sk, {rk[i]}™,).
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RS.Sign(pp, sk, M,ADM) : (Note that ADM is a set containing all blocks which must not be
redacted.):

1

2.

9.

10

. Parse sk as (skix, Skagg)-
If ADM £ M, (i.e., ADMN M # ADM.) then abort.
Choose document ID DID < {0,114,

Compute hapm < H(DID||ord(ADM)).
ord(ADM) denotes a lexicographic ordering to the elements in ADM.

. For m; € M, compute h,,, <= H(DID||m;).
Compute ofiy < hi\kg,@l.

Compute oapm hiéiﬁ, Om, hfﬁ?gg for m; € M.
Compute X,gg < TaDM - HmjeM O, -

Set 0 < (OFix, Lage)-

. Return (M, ADM, DID, o).

RS.Redact : RS.Redact is an interactive protocol between the combiner and n redactor. The

combiner interacts with the n redactors and finally outputs the redacted signature.

1

. Each redactor i selects a modifiction instruction MOD;. Let L; be the list which stores
DIDs, LY = ), and LY~ the list which used in the input of u-th running of the PPT
algorithm RS.RedInf by the redactor .

The redactor i runs RS.RedInf(pp, vk, rk[i], M, ADM, DID, o, MOD;, L 1).

RS.RedInf (pp, vk, rk[i], M, ADM, DID, o, MOD;, L") -

(a) Parse vk as (Vkrix, Vkagg, t,1) and o as (0fix, Lagg)-
(b) If DID € L*! then abort.
(c) Update LY < L*' U {DID}.

)

ADM
(d) Check MOD; = M. (i.e., MOD; N ADM = {) A MOD; C M.)
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(e) Compute hapm < H(DID||ord(ADM)).

ord(ADM) denotes a lexicographic ordering to the elements in ADM.
(f) For m; € M, compute h,,; < H(DID||m;).
(g) If e(oFix, g2) # e(hapm, Vkrix) then abort.
(h) If e(Xagg, 92) # € (hapm, Vkagg) - Hm_eM (R, , vkagg) then abort.
(i) For m; € MOD;, compute Rl;,; hmg}.
(j) For m; ¢ MOD;, set Rl; ,, + .
)
)

(k) Set a redaction information Rl; of redactor i as Rl; <= {Rl; s, }m,ens

(1) Output (RI;, L¥).

For one DID, redactor ¢ runs RS.RedInf only once. This can be done by introducing a
table L.

2. Each redactor i sends (7, Rl;) to the combiner.
3. The combiner collects all n redaction information {RI;} ;.

4. The combiner runs the PPT algorithm RS.ThrRed(pp, vk, M, ADM, DID, o, {RI;}™,).

RS.ThrRed(vk, M, ADM, DID, o, {RI;}"_,) :

Parse vk as (Vkrix, Vkagg, £, 1) and o as (0fix, Yagg)-
Parse Rl; as {Rl;m; }m,en-
For m; € M, define Rl,,; = {Rl;m, }i-;

)
)
)
d) Define MOD = {m;|m; € M A #Rl,,, >t}
) For m; € MOD, define InRl,,, < {i € N|{Rl;,,,} # 0}.
) For m; € MOD, choose subset .J,,; C InRl,,, such that #.J,,, =
) For m; € MOD, compute o,,; Hieij (Rlivmj)%"]mf,
where 7 7, = Hje]mj,j;éij(j — )L
(h) Compute omop HmjeMOD Omys Yagg < Sagg/OMOD-

(i) Set M’ « M\{MOD}, o' < (ori, X...).

agg
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(j) Return (M’,ADM,DID,¢").

5. The combiner outputs (M’, ADM, DID, ¢’).

RS.Verify(pp, vk, M, ADM, DID, o) :
1. Parse vk as (Vkrix, Vkagg, t, 1) and o as (0pix, Xagg)-
2. If ADM N M # ADM, return 0.

3. Compute hapm < H(DID||ord(ADM)).
ord(ADM) denotes a lexicographic ordering to the elements in ADM.

4. For m; € M, compute h,y,; <= H(DID||m;).
5. If e(0Fix, 92) # e(hapm, VKrix), return 0

6. If e(Xagg, 92) = € (hapm, VKagg) - HmjeM €(Phm,;, Vkagg), Teturn 1. Otherwise output 0.

Correctness

If pp + RS.Setup(1*), RS.KeyGen(pp,t,n), and (M, ADM, DID, o) is honestly generated by the
RS.Sign and has not been processed by the RS.Redact protocol, RS.Verify(M, ADM,DID, o) = 1
always holds. If (M, ADM,DID, o) is honestly generated the RS.Sign and (M’, ADM, DID, ¢’)
is honestly redacted from (M, ADM, DID, o) by RS.Redact protocol, (M’, ADM, DID, ¢’) passes
the verification in the RS.Verify. Therefore, our construction of t-out-of-n redactable signature

scheme in the one-time redaction model satisfies correctness.

4.6 Security Proof for Unforgeability

Overview of Unforgeability Security Proof. Before describing unforgeability security
proof for our proposed scheme, we explain the outline of the proof. For convenience of our
security proof, we introduce new notations. Let ¢; be the total number of queries from an
adversary to 058" (M;, ADM,) an i-th input for ©S&" (M?, ADM’, DID?, 6%) the i-th output
of ©>&". We denote

Qsign := O{(Mi,ADMZ', DID")}, Qso, = O{(ADMZ’, DID")}.

i=1 =1

43



Also, let ¢, be the total number of queries from an adversary to (ORedact,
(M, ADM’, DID?, 6%, MOD") an i-th input for ORed2<t (A" ADM?, DID?, ¢’*) the i-th output of
ORedact We denote

qr qr
QRedact = U{<M/Z7 ADMza DlDZ)}? QéeDdact = U{(ADMZ7 DIDZ)}
i=1 =1
We assume the following three types of PPT adversaries that breaks the unforgeability

security in our proposed scheme.

e An adversary A; that outputs a forgery (M*, DID*, ADM*, ¢*) such that (ADM*, DID") ¢

( éign U Qéel?dact)‘

e An adversary A, that outputs a forgery (M*, DID*, ADM*, ¢*) which satisfies (ADM*, DID*) €

( éi'gn U QRP,...). Moreover, there is M such that (M, ADM*,DID*) € (Qsign U QRedact)-

e An adversary Az that outputs a forgery (M*, DID*, ADM*, ¢*) which satisfies (ADM*, DID*) €
(Q5i5,UQRoact)- Moreover, there are no M such that (M, ADM*, DID*) € (QsignUQRedact)

and]\;[gM.

To prove the theorem, for each A;, we consider a sequential of games from the original
unforgeability game to game which is directly related to solving the co-CDH problem. Then,
We construct B; which breaking the co-CDH assumption using A;. B; breaks the co-CDH
assumption using the forgery of,.. In the case of By and Bs, they use the forgery Y7, to break
the co-CDH assumption. One difference between By and Bj is how to program the hash value.

Theorem 4.7. In the random oracle model, if the computational co-Diffie-Hellman problem
assumption holds, then our proposed t-out-of-n redactable signature scheme in the one-time

redaction model (¢,n)-RS II; satisfies the unforgeability property.

proof. We consider three types of adversary described above.

Case 1:

We consider an adversary A; that can generate a valid forgery with eys; against our proposal
redactable signature scheme. Let Game;_g be the original unforgeability game in a redactable
signature scheme and Game;_; be directly related to solving the computational co-Diffie-

Hellman problem. Define Adva, [Game;_ x| as the advantage of an adversary A; in Game;_x.
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Game;_(: Original unforgeability game in a redactable signature scheme.

Adva, [Game; o] = eyn

Game;_;: We change a key generation algorithm RS.KeyGen in Step 1.
Choose & < Z,, T & Z, and compute u < g3, § < g5 .

Set (VkFiX7 SkFix) — (?j, T+ f)

Game,;_,:We change a setting of the random oracle Of. Fix h & Go and let T be a
table that maintains a list of tuples (v, w, b, ¢) as explain below. We refer to this list for

the query to O". The initial state of T is empty. For queries v to O:

— If (0@, w®, . .) (Here, ‘-’ represents an arbitrary value) already appears in T, then
return w®.

— Choose s & L.

— Flip a biased coin ¢ € {0, 1} such that Pr[c®) = 0] =1 —1/(g, + 1) and Pr[c) =
1]=1/(¢s +1).

— If ¢ = 0, compute w® = ¢(go)"" .

— If ¢ =1, compute w® = h - $(g2)"".

Insert (v®, w®, s @) in T and return w®,

Game;_3: We modify the signing algorithm RS.Sign in Step 4 as follows:

— Set v « (DID||ord(ADM)).
— Query v to O, We assume (v, w(©® 5@ ) to be the tuple in T for v(®.

— If ¢© = 1, return L and abort.

Game;_4: We modify the signing algorithm RS.Sign in Step 6 as follows:
— Compute ofiy < ¢(u)b(0) . qb(gg)ﬁ’(o).

(A signature ofj, can be generated without a knowledge of skgiy.)

Game;_5: We receive a valid forgery (M*, ADM*DID*, ¢*) from the adversary A;, we

operate as follows:

— Set v « (DID*||ord(ADM*)).
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— Query v to O, We assume (v w(© 5O ) to be the tuple in T for each v,

— If ¢ = 0, then abort.
Lemma 4.8. The following equation holds.
Adva, [Game; ;| = Adva, [Game; ).

Since the distribution of (vkgiy, skrix) in Game; o and Game;_; are same.

Lemma 4.9. If H is the random oracle model, the following eqauation holds.
Adva, [Game; 5| = Adva, [Game; ]

Since the distribution of outputs of O in Game;_; and Game;_, are identical.

Lemma 4.10. The following inequality holds.
Adva,[Game; 3] > (1 —1/(gs + 1))% x Adva,[Game;_»).

Since the probability that each signing query does not abort at least 1 — 1/(gs + 1).

Lemma 4.11. The following equation holds.
Adva, [Game; 4| = Adva, [Game;_3].

Since outputs of Sign in Game;_3 and Game;_4 are same.

Lemma 4.12. The following inequality holds.
Advp, [Game; 5] > (1/(gs + 1)) X Adva, [Game;_4].

Since the probability that the forged signature satisfies c(*) = 1 at least 1/(g, + 1).
To summarize from Lemma 4.8 to Lemma 4.12, the following holds.

(In the following equation, e represents the Napier’s constant.)

Adva, [Game; 5] > (1 —1/(gs +1))% x (1/(gs + 1)) x Adva,[Game;_g
> (1/e) x (1/(gs + 1)) x Adva,[Game;_)]
Now we construct the algorithm B; which breaking the computational co-Diffie-Hellman
assumption using the algorithm A;. The operation of B; for the input co-Diffie-Hellman

problem instance (gq, g5, h*) is changed to h to h* and u to ¢$ in Game;_5. Suppose B; does
not abort receiving a forgery (M*, ADM*, DID*, o*) from A;.
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* * * * ©
tge)s sets v© < (DID*|lord(ADM*)) and computes w(® «+ h*-¢(go)"".
Since (M*, ADM*, DID*,¢*) is valid and vkey, = g5, e(0f, 92) = e((w®)**7 go) holds. It
implies that of, = (w®)*+ = (h* . ¢(gy)?"” ). Therefore, B; computes (h*)* = of,, -
()™ - (W) - $(g2)™ )" and outputs the solution (h*)* of the computational co-Diffie-

Hellman problem instance (gs, g5, h*).

* *
B1 parses 0* as (0f; .+, &

Let €co.can is the probability that B; break the computational co-Diffie-Hellman assumption.
We can bound the probability €cocdn1 > Adva, [Game 1—5] and €co.can1 > (1/€) X (1/qs+1) X €4a1
holds. (e represents the Napier’s constant.) Hence, if €,4 is non-negligiable in A, By breaks

the computational co-Diffie-Hellman assumption with non-negligiable in €co cdn1-

Case 2:

We consider an adversary A, that can generate a valid forgery with e,n against our pro-
posal redactable signature scheme. Let Games; ( be the original unforgeability game in a
redactable signature scheme and Game, ¢ be directly related to solve the computational
co-Diffie-Hellman problem. Define Adva,[Game;_x| as the advantage of an adversary Ay in

Game;,_x.
e Game, (: Original unforgeability game in a redactable signature scheme.
AdVA2 [Gameg_o] = €uf2

e Game,_;: We change a setting of (OReda<t,

We introduce a table L* that store DIDs and LL.° = .
For a u-th query (M, ADM, DID, o, MOD) to ORedact
— Parse vk as (Vkrix, Vkagg, t,1) and o as (0fix, Lagg)-
— If DID € L*7!, then abort.
— Set L* < L*"' U {DID}.
— If MOD ¢ M vV MOD N ADM # 0, then abort.

— Compute hapm < H(DID||ord(ADM)).
ord(ADM) denotes a lexicographic ordering to the elements in ADM.

— For m; € M, compute hy,, < H(DID||m;).

— If e(oFix, g2) # €(hapm, VKrix), then abort.
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If e(Xagg, 92) # € (hapm, Vkagg) - HmjeM €(hum,;, Vkagg), then abort.

For m; € MOD, compute o,,, <= H (DID||m;) e

/
— Compute opmop HmjeMOD Omys Dngg < Sagg/TMOD-

Set M’ + ]\4\'\/|OD7 o (0’Fix,zl )

agg

— Return (M’, ADM, DID, ¢').
(Redactions are done using skag, instead of using {rk[z|}7_;.)
e Game,_,: We change settings of RS.KeyGen and OQ¢°mpt,

— We change a key generation algorithm RS.KeyGen in Step 2 to 6.

$ $
* Choose x ¢ Z,, 7  Z,, compute u < g%, y < g5

* Set Vkagg <— U, Skagg < = + 7.

* Return (vk, sk) <= ((Vkgix, Vkagg, £, 1), (SKrix, Skagg) )-
(Redactor’s keys {rk[i]}_; are not generated in the KeyGen.)

— We change the setting of Pt as follows:

Let CR is a list to store a redactor’s key information (i, rk[i])
For a query i to (OCPt,

« If (7, rk[i]) already appears in C'R, then return rk[i].

« Choose f(i) < Z,, set CR + CRU{(i, f(i))}.

« Return rk[i] < (i, f(7)).

e Game,_3: We change a setting of the random oracle O. Fix h & Go and let T be a
table that maintains a list of tuples (v, w, b, ¢) as explain below. We refer to this list for

the query to O". The initial state of T is empty. For queries v to OF:

— If (0@, w®, . .) (Here, ‘-’ represents an arbitrary value) already appears in T, then

return w®.

Choose s & Z,.

— Flip a biased coin ¢ € {0, 1,2} such that such that Pr[c®) = 1] = 1—1/(({+1)(qs+
¢r)+1), Pr[c? = 1] = 1/(2(¢+1)(gs +4,) +2), Prc? = 2] = 1/(2(¢+1) (g5 +4,) +2).

— If ¢ = 0, compute w® = ¢(go)"".

— If ¢ =1, compute w® = h - ¢(g2)"".
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— If ¢ = 2, compute w® = A1 - ¢(go)"" .

— Insert (v, w® s ) in T and return w®.
e Game; ,:We modify the signing algorithm RS.Sign in Step 6 as follows:

— Set v(©) < (DID||ord(ADM)), vU) «+— (DID||m;) (1 < j < #M).
— Query vV (0 < j < #M) to OF. We assume (v, w9 ) to be the tuple in
T for each v\ (1 < j < #M).
— I =20 =1V =0(2<Vj<#M)orc? =0(0<Vj<#M), go to
Step 6 of Sign. Otherwise return L and abort.
e Game, ;: We modify the signing algorithm RS.Sign in Step 7, 8 as follows:

I e® =2, M =1, D) =0 (2<Vj < #M),
+ Compute oapmm, — @)Y . g(go )@+,
* For all m; € M\{m,}, compute o,,, < ¢(u)b<1) -qb(gQ)’“b(j).
* Compute Y,gg < TADMM, * HmjeM\{ml} O,
— If 0 =0 (0 <) < #M),
* Compute oapm  d(u)"” - §(g2)".
* For all m; € M, compute o, < ¢(U)b(j) ) (b(gQ)»,‘b(j)'
* Compute Y,ge < TaDM - Hm‘jeM T -
(By above modification, a signature 3,4, can be generated without a knowledge of the
skagg-)

e Game,_g: We change a setting of OQRedact,

— Parse vk as (Vkrix, Vkagg, t,1) and o as (0pix, Lagg)-

If DID € L“~!, then abort.

Set L* + L*~' U {DID}.

If MOD ¢ M v MOD N ADM # (3, then abort.
— Set v(©) « (DID||ord(ADM)), vU) «+— (DID||m;) (1 < j < #M).

— Query v (0 < j < #MOD) to Of. We assume (v, wl) ) ) to be the tuple
in T for each v (1 < j < #MOD).
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— If e(0Fix, 92) # e(w'?, vkgiy), then abort.

If e(Zagg, 92) # [lo<jcsnr e(w', vkagg), then abort.

— If ¥ =0 (Vm; € MOD), go to next step. Otherwise return | and abort.

— For all m; € MOD, compute o,,; < ¢(u)b(ﬂ _(b(gz)?ﬂb(j)‘

/
— Compute opmop HmjeMOD Omys Dgg < Sagg/TMOD-

Set M’ < M\MOD, o+ (aFiX,E

;gg)'

— Return (M’,ADM, DID, o).
(Redactions can be done without the knowledge of the skagg.)

e Game, 7: We receiving the output forgery (M* ADM* DID*,0c*) from the adversary
A37

— Set v® « (DID*||ord(ADM*)), v19) ¢« (DID|[m?) (1 < j < #M*).

— Query vV (0 < j < #M*) to OF. We assume (v, w"), 50) 7)) to be the tuple
in T for each v (0 < j < #M*).

— If @ =1and ¢ =0 (1 < j < #M?*), then accept. Otherwise reject and abort.
Lemma 4.13. The following equation holds.
Adva,[Game;_;| = Adva,[Games_g).

ORedact iy Game,_ and Game,_; are same.

Since outputs of
Lemma 4.14. The following equation holds.

Adva,[Game; 5| = Adva,[Game, q].

To simplify the discussion, let Ay get rkli], ..., rk[t — 1] from O°™Pt. In [Game,_;], the

following equation holds.

ag f(0) 1 0 0 0
ai f(1) 1 1 1 . 1
Vv asg = f(2) where V=1 1 2 92 . ot—1
Qi1 ft=1) 1 t—1 (t—12% - (=11
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Since V' is the Vandermonde matrix, V' is the regular matrix. Distributions of (ag, a1, - , ;1)
and (f(0), f(1),..., f(t—1)) are identical. Therefore, distributions of (skagg, rk[1], ..., rk[t—

1]) in [Game,_;] and [Game,_,| are same.
Lemma 4.15. If H is the random oracle model, the following equation holds.

Adva,[Game;_ 3| = Adva,[Game; ).

Since the distribution of outputs of O in Game,_3; and Game,_, is identical.

Lemma 4.16. The following inequality holds.

Adva,[Gamey 4] > (1 —1/((£+1)(gs + q.) + 1))(”1)‘“ X Adva,[Game;_3].

Since the probability that each signing query does not abort at least
(1= 1/((£+1)(gs +g-) + 1) Y.

Lemma 4.17. The following equation holds.

Adva,|Game;_5| = Adva,[Game;_ ).

Since outputs of Sign in Game,_5 and Game,_,4 are same.

Lemma 4.18. The following inequality holds.

Advp,[Game, ¢ > (1 —1/((€+1)(gs + ¢-) + 1)) x Adva,[Game, ;).
Since the probability that each redaction query does not abort at least
(1= 1/((€+ 1)(gs +gr) + 1))V,
Lemma 4.19. The following inequality holds.

Adva,|Game;_ 7]

2
1
<2(€+1)(qs+qr)+2>

= 2
1 1

(1 N (f+1)(qs+qr)+1> + (2(f+1)(qs+qr)+2)

= (1/(4(€ + 1)*(gs + ¢.)* + 1)) x Adva,[Game, g].

5 X Adva, [Game;_g]

Since an output (M*, ADM*, DID*, 0*) satisfies (c(?), ) = (0,0) or (2, 1).

51



To summarize from Lemma 4.13 to Lemma 4.19, the following holds.

(In the following equation, e represents the Napier’s constant.)

Adva,[Game,_ 7] > (1 —1/((€ 4 1)(gs + ) + 1))V aFa)
x 1/(4(0 +1)%*(gs + ¢,)*> + 1) x Adva,[Game,_g)
> (1/e) x (1/(4(0 + 1)*(gs + ¢-)*> + 1)) x Adva,[Game,_)]

Now we construct the algorithm By which breaking the computational co-Diffie-Hellman
assumption using the algorithm A,. The operation of By for the input co-Diffie-Hellman prob-
lem instance (gs, g5, h*) is changed to h in Game,_7 to h* and u to g3.

Suppose By do not abort receiving a forgery (M*, ADM* DID*, o*) from A,. Bjs parses o*

as (Oapme» Tage)s Sets V) (DID*[[m}) (1 < j < #M™), and computes w® — k- plu)

B(g2)™" W) — p(u)?-p(go)™" (2 < j < #M*). Then B; computes Opur < Ligg/ Hﬁ\g* O, -
Since (M*, ADM*, DID*, 0*) is valid signature and vkagg = g5, (07,1, g2) = € ((wM)**", g5)

holds. It implies that o7,. = (WMot = (h* - ¢(g2)"™ ). Therefore, By computes (h*)* =

O ()™ - (B*)" - 3(g2)™" )~ and outputs the solution (h*)* of the computational co-

Diffie-Hellman problem instance (go, g5, h*).

Let €co-can2 is the probability that By break the computational co-Diffie-Hellman assump-
tion. We can bound the probability €cocan2 > Adva,[Games 7| and €ocqn2 > (1/€) x (1/(4(€+
1)%(qs +q,)>+1)) X eupp holds. (e represents the Napier’s constant.) If €, is non-negligiable in

A, By breaks the computational co-Diffie-Hellman assumption with non-negligiable in €cq cdno.

Case 3:

We consider an adversary As that can generate a valid forgery with e,3 against our pro-
posal redactable signature scheme. Let Games ( be the original unforgeability game in a
redactable signature scheme and Games ¢ be directly related to solve the computational
co-Diffie-Hellman problem. Define Adva,|Game;_x| as the advantage of an adversary As in

Game;_x.
e Game; (: Original unforgeability game in a redactable signature scheme.

Adva,[Games_ o] = ey

e Games_;: Games;_; is the same as Game,_;.

e Games;_5: Games;_, is the same as Game,_,.
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e Games_3: We change a setting of the random oracle O. Fix h & Go and let T be a
table that maintains a list of tuples (v, w, b, ¢) as explain below. We refer to this list for

the query to O". The initial state of T is empty. For queries v to OF:

— If (0@, w® . .) (Here, ‘-’ represents an arbitrary value) already appears in T, then

return w®.

Choose s i Lyg.

~ Flip a biased coin ¢ & {0, 1} such that Prie) = 0] = 1= 1/((¢+1)(q. + ) +0)
Prc =1] = 1/((C+ 1)(gs + ¢.) + ).

— If ¢ = 0, compute w® = ¢(g5)"".

— If ¢ = 1, compute w® = h - ¢(g)"".

— Insert (v@ w® 5O @) in T and return w®.
e Game; ,:We modify the signing algorithm RS.Sign in Step 6 as follows:

— Set v(©) « (DID||ord(ADM)), v1) «+— (DID||m;) (1 < j < #M).

— Query v (0 < j < #M) to O, We assume (v w9 ) to be the tuple in
T for each v\ (1 < j < #M).

— If ) =0 (0 <Vj < #M), go to Step 6 of RS.Sign. Otherwise return | and abort.
e Game; ;: We modify the signing algorithm RS.Sign in Step 7, 8 as follows:

— Compute oapm (jb(u)b(O> . (b(gg)”b(o).

— For all m; € M, compute 0,,, < ¢(u)*” - ¢(ga)".

— Compute Xagg < 0ADM ° HmjeM O -

(By above modification, a signature 3,4, can be generated without a knowledge of the
SkAgg-)

e Game;_g: We change a setting of ORedact,

— Parse vk as (Vkrix, Vkagg, t,1) and o as (0pix, Lagg)-

If DID € L*~!, then abort.

— Set L* « L*=' U {DID}.

If MOD ¢ M v MOD N ADM # (3, then abort.
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— Set v© <« (DID|Jord(ADM)), v « (DID||m;) (1 < j < #M).

— Query v (0 < j < #MOD) to Of. We assume (v, w0, b9 ) to be the tuple
in T for each v (1 < j < #MOD).

— If e(oFix, g2) # e(w®, vkeiy ), then abort.

— If €(Xagg, 92) 7 [To<j<snr (WY, Vkagg), then abort.
— If ¥ =0 (Vm; € MOD), go to next step. Otherwise return L and abort.
— For all m; € MOD, compute 0,,; < ()" - p(go)?".

— Compute opmop Hm]-eMOD Omys Dngg < Yage/OMOD-
— Set M' <~ M\MOD, ¢’ <= (0Fix, X}gg)-
— Return (M’,ADM, DID, o).

(Redactions can be done without the knowledge of the skagg.)

e Games 7: We receiving the output forgery (M*, ADM*,DID*,c*) from the adversary
A37

— Set v « (DID*||ord(ADM*)), ) <= (DID||m?) (1 < j < #M*).

— Query vV (0 < j < #M*) to O, We assume (v, w50 c0)) to be the tuple
in T for each v (0 < j < #M*).

— If ™ =1and ¥ =0 (2 < j < #M*), then accept. Otherwise reject and abort.

Lemma 4.20. If H is the random oracle model, the following equation holds.
ACIVA3 [Gameg_g] = ACIVA1 [Gameg_g]
Since the distribution of outputs of O in Game;_3; and Game;_, is identical.

Lemma 4.21. The following inequality holds.

Adva,[Games_4] > (1 — 1/((€ + 1)(gs + ¢-) + €))% x Adva, [Games_s).

Since the probability that each signing query does not abort at least
(1—=1/((€+1)(gs + q) + (£ +1)))EHD,

Lemma 4.22. The following equation holds.

Adva,[Game;_5] = Adva,[Games_4].

54



Since outputs of Sign in Games_5 and Games_,4 are same.

Lemma 4.23. The following inequality holds.

Adva,[Games_g] > (1 — 1/((€ + 1)(gs + ¢-) + £)) V7 x Adva,[Games_s).

Since the probability that each redaction query does not abort at least
(1= 1/((€+ 1)(gs +gr) + 0) Y.

Lemma 4.24. The following inequality holds.
Adva,[Games_7] >(1 — 1/((€ 4+ 1)(gs + ¢-) + £))*
X (1/((€+1)(gs + ¢) + £)) x Advp,|Games_g].

Since an output (M*, ADM* DID*, 0*) satisfies ¢(¥). = 0. The probability that (M*, ADM*, DID*, o*)
satisfies ¢ = 1 and ¢ =0 (2 <i < #M*) at least (1 —1/((£+1)(gs + ¢.) + €)Y x
(1 =1/((¢+1)(gs + ¢-) + 0))-

To summarize from Lemma 4.13, Lemma 4.14, and from Lemma 4.20 to Lemma 4.24, the
following holds. (In the following equation, e represents the Napier’s constant.)
Adva, [Games 7] > (1= 1/((£ + 1)(gs + g,) + £))\F D r@)
X (1/((€+1)(gs + q) + £)) x Adva,[Games g
> (1/e) x (1/((€+1)(gs + ¢) + £)) x Adva,[Game;_g]

Now we construct the algorithm B3 which breaking the computational co-Diffie-Hellman
assumption using the algorithm Az. The operation of B3 for the input co-Diffie-Hellman prob-
lem instance (g2, g5, h*) is changed to h in Game;_7 to h* and u to g3.

Suppose Bz do not abort receiving a forgery (M*, ADM* DID*, o*) from A3. Bs parses o*

as (Thpme Diagg): Sets vV «— (DID*[|m}) (1 < j < #M*), and computes w?) < h - d(u) -

d(g2)™", w) — (u)”-B(go)™"” (2 < j < #M?*). Then Bg computes S ;ﬂ\g* O, -
Since (M*, ADM*,DID*, 5*) is valid signature and vkag = g5, e(oms, 92) =€ ((wM)oFr, go)

holds. It implies that oy, = (W)t = (h* - ¢(go)?"")*t". Threfore, B; computes (h*)* =

Ops ((u)?™ - (h*)" - ¢(g2)™")~! and outputs the solution (h*)* of the computational co-

Diffie-Hellman problem instance (gs, g5, h*).

Let €cocdn3 is the probability that Bs break the computational co-Diffie-Hellman assump-
tion. We can bound the probability € cans > Adva,[Game;_7| and €ocans > (1/€) x (1/((¢ +
1)(gs+qr)+L)) X €463 holds. (e represents the Napier’s constant.) Hence, if €, is non-negligiable
in A, B3 breaks the computational co-Diffie-Hellman assumption with non-negligiable in €.q_cqn3-

]
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4.7 Security Proof for Transparency

Theorem 4.25. Our proposed t-out-of-n redactable signature scheme in the one-time redac-

tion model (¢,7n)-RS II; satisfies the transparency.

proof. We proceed by a sequence of games. Define Adva[Game;| as the advantage of an

adversary A in Game,;.

e Game: Original transparency game in a redactable signature scheme.
e Game;: We change the redaction algorithm RS.Redact in (95g"/Redact,

— Skip the step 2 of RS.RedInf.

Let ¢, be the total number of queries from an adversary A to ORe4<t. Then, |Adva[Game;] —
Adva[Gamey]| < ¢, X ¢,/2% holds. We consider distribution of output (S&n/Redact ipy cage
of b =0 and b = 1 of Game,;. Given an input (M, ADM, MOD) to (O5ien/Redact = ()Sign/Redact

compute
e (M,ADM,DIDy, o) < Sign(pp, sk, M, ADM).
e Rl; < RS.RedInf(pp, vk, rk[i], M, ADM, DIDy, ¢, MOD) for 1 < i < n.
e (M',ADM’' DIDy, 0¢) < RS.ThrRed(pp, vk, M, ADM, DIDy, o, {RI;}1_,).
e (M',ADM',DIDy,0,) < Sign(pp, sk, M', ADM").

Distributions of DIDy and DID; in Game; are identical and (©S%&"/Redact gkipg the step 2
of RS.RedInf. Therefore, distributions of {(M’, ADM’, DIDg, 0¢)} and {(M’,ADM’,DID;,01)}

OSien/Redact are identical. It means that Adva[Game;] = 1/2. Let epan is

outputted by
the advantage of an adversary A in original Gamey,. We can bound the probability e, <
@ X q-/2%+1/2. Therefore, our proposed t-out-of-n redactable signature scheme in the one-time

redaction model (¢,7n)-RS II; satisfies transparency. O]

By Theorem 4.6 and Theorem 4.25, our proposed scheme satisfies the privacy.
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Chapter 5
Conclusion

In this thesis, first, we give a new security proof for the synchronized aggregate signature
scheme by Lee et al. [38] under the OT-EUF-CMA security for the DSmcL scheme in the
ROM. Since the OT-EUF-CMA security for the DSy, scheme is proven under the 1-MSDH-2
assumption, our result shows that the aggregate signature by Lee et al. [38] can be proven
under the non-interactive and static assumption in the ROM.

However, there still have problems for the security of the synchronized aggregate signature
scheme by Lee et al. [38]. First, the 1-MSDH-2 assumption is not standard assumption, it is
desirable that the security is proven under a standard assumption (e.g., CDH assumption).
Second, we prove the EUF-CMA for the aggregate signature scheme by Lee et al. in the certify
key model. This model limits the use scenarios for the synchronized aggregate signature
scheme. Removing the certify key model is an important open problem for practicality.

Second, we introduce the new notion of t-out-of-n redactable signature. Then we construct
the t-out-of-n redactable signature scheme based on the aggregate signature scheme by Boneh
et al. [11] and Shamir’s secret sharing schemes. Then, we prove that our construction satisfies
unforgeability and transparency.

However, our proposed model supports only the one-time redaction model which allows
redacting signed message only one time for each signature. Our construction II; does not
satisfy the unforgeability in a model that allows redacting signed message many times. For
example, M = {my,ms,m3} and ADM = (), an adversary who does the following operation

generates a valid forgery in a multiple redactions model.

1. Given vk from C.

2. Query (M,ADM) to O and get (M,ADM, DID, o).
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3. Let MOD' = {m;} MOD? = {my}. Query (M,ADM,DID, s, MOD') to ORedt and get
(M’,ADM, DID, ¢') and query (M’, ADM,DID, o', MOD?) to ORedat and get (A", ADM,
DID, o).

/ / / " 7 2
4. Parse 0 as (O, Yagg), 0 a8 (Ofi; Xagg), and " as (0, Yigg)-

5. Compute 0y, ¢ Lagg - (Z;gg)—l, Yieg € Omy " Vg

6. Set M* « {my,m3}, 0* < (0Fix, 2 and output (M*, DID, ADM, o*)

Giving a construction of (¢,n)-RS in the multiple redactions model is an interesting open

problem.
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