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Chapter 1

Introduction

1.1 Background

In recent years, people are increasingly sending out information on the Internet, for example,
through the social networking services. When we communicate with others through the Inter-
net, we need to make sure that the counter party is the right person and the communication
is authenticated. For realizing this, an authentication protocol is one of the most important
cryptographic primitives in an Internet-based communication. By using an authentication
protocol, a receiver of a message, Bob, can verify that the message received is indeed the one
sent by the sender, Alice.

While it is important to consider the authenticity for users, it is also required to ensure
the opposite properties, that is, anonymity for users in some real-world applications. In
particular, users’ anonymity on the Internet is one of the most important requirements for
protecting the freedom of personal speech. In fact, in order to meet the demand for anonymity,
some technologies providing users with (unlimited) anonymity on the Internet (such as, the
Tor network) have been developed.

In order to solve this dilemma between these two properties (authenticity and anonymity),
various anonymous authentication primitives have been proposed so far (e.g., group signa-
ture [Cv91], attribute-based signature [MPR11], direct anonymous attestation [BCC04], and
so on). Among these primitives, in this thesis, we focus on two anonymous authentication
primitives over ad-hoc groups of users: ring signature and (deniable) ring authentication.

In the following, we look back on these two primitives briefly.



1.1.1 Ring Signature

Rivest, Shamir, and Tauman-Kalai [RST01] introduced a novel concept of signature with
anonymity, which is called ring signature. Ring signature allows a user to sign messages as a
member of a set of users R, which is called a ring. The required security properties for ring
signature are unforgeability and anonymity. Firstly, unforgeability ensures that an adversary
cannot forge a signature on behalf of an honest ring of signers. Secondly, anonymity ensures
that any signature does not reveal any information of the signer’s identity. Combining these
two properties, we can ensure that all users can verify the signature is made by someone in
the ring but cannot detect that which member in the ring sign the message.

When ring signature has been introduced in [RST01], the primary motivation was whistle-
blowing, where a party can anonymously leak a secret by using a ring including members who
know the secret information. In addition to this motivation, ring signature was recently made
into practice used by one of the largest cryptocurrency: Monero. Monero is a cryptocurrency
launched in April 2014 to provide users appropriate privacy by using ring signature. Due to
the anonymity of ring signature, nobody can know which of the users in the ring spent the
coin.

Compared to the other major anonymous authentication primitives (such as, group signa-
ture and attribute-based signature), ring signature has some attractive features. The first one
is that we do not need trusted key managers and users can generate their keys by themselves.
The second one is that a user can choose its ring in an ad-hoc manner. Thus, it can set the
size of its ring adaptively (that is, the anonymity level of its ring signature). Due to these
features, it is the most desirable for us to construct a ring signature scheme in the plain model.
Here, the plain model is the model that we do not need any trusted setup assumption (e.g.,
the existence of some trusted common reference string (CRS)) and any heuristic technique
(e.g., the random oracle (RO) methodology [BR93]). In general, since it is difficult to con-
struct an efficient ring signature scheme in the plain model, a lot of works have been proposed
various ring signature schemes in the RO model or the CRS model so far. In the following,
we introduce some major ring signature schemes in the RO model, the CRS model, and the

plain model.

The Schemes in the RO Model. The concept of ring signature was introduced by Rivest,
Shamir, and Tauman-Kalai [RST01]. They proposed a construction based on trapdoor per-
mutations. Then, a number of ring signature schemes provided in the RO model based on
the various computational assumptions [AOS02, BGLS03,HS03]. Dodis et al. [DKNS04] firstly



proposed a constant-size ring signature scheme based on the RSA accumulators [CL02]. Groth
and Kohlweiss [GK15] proposed a logarithmic-size ring signature scheme by combining ¥ pro-
tocols and the Fiat-Shamir heuristic [FS87]. They succeeded to prove the security of this
scheme under the standard computational assumptions in the RO model. However, their
security reduction was very loose due to using the Forking Lemma [PS96]. Based on this
result, Libert et al. [LPQI8] gave the first tightly-secure ring signature scheme with loga-
rithmic signature size under the DDH assumption in the RO model. The number of users
and the number of oracle queries do not affect their reduction cost at all. Recently, Derler,
Ramacher, and Slamanig [DRS18] proposed the first cryptographic accumulator based sorely
on the symmetric-key primitives and by using this new primitive, showed how to construct a

logarithmic-size ring signature scheme sorely from symmetric-key primitives.

The Schemes in the CRS Model. Ring signature in the CRS model has been also studied
well so far. Shacham and Waters [SW07] proposed the first scheme based on the composite
order groups with bilinear maps. Then, Schige and Schwenk [SS10] proposed more efficient
construction based on the computational Diffie-Hellman (CDH) assumption over the pairing-
friendly group, but their scheme achieves only a weaker notion of unforgeability (against the
chosen subring attacks in the terminology of [BKMO06]). However, the signature size of these
constructions grows linearly with respect to the size of a ring. Then, Chandran, Groth, and
Sahai [CGS07] proposed the first sub-linear-size ring signature scheme based on the composite
order groups with bilinear maps. Moreover, Gonzalez [Gonl9] recently improved the signature

size of their construction.

The Schemes in the Plain Model. Bender et al. [BKMO06] introduced rigorous and de-
sirable security notions for ring signature and provide a construction satisfying the security
properties in the plain model. Their construction is based on a PKE scheme, and a sig-
nature scheme, and a ZAP argument with computational privacy [DN0O0O]. Then, Chow et
al. [CWLY06] proposed a ring signature scheme with unconditional anonymity in the plain
model under the tailored assumption over the pairing group. However, their scheme supports
only rings of constant size. Recently, the direction for constructing ring signature schemes
in the plain model has been extensively studied. Malavolta et al. [MS17]| proposed a ring
signature scheme in the plain model based on the variant of the Diffie-Hellman knowledge
assumption. Then, Backes, Hanzlik, Kluczniak, and Schneider [BHKS18| provided a ring sig-
nature scheme in the plain model with sub-linear size signatures from a new cryptographic

primitive: signatures with flexible public key. Moreover, Backes et al. [BDH'19] recently show



the breakthrough result which provided the first ring signature scheme in the plain model with
logarithmic-size signatures from standard assumptions over bilinear groups. Very recently,
Chatterjee, Garg, Hajiabadi, Khurana, Liang, Malavolta, Pandey, and Shiehian [CGH™'21]
proposed the first (post-quantum) logarithmic-sized ring signature scheme in the plain model

based (solely) on the learning with errors (LWE) assumption over lattices.

1.1.2 (Deniable) Ring Authentication

One of the natural ways for authentication is to utilize a (digital) signature scheme in a
communication. In this case, the authentication of a message is Alice’s signature generated
by her secret signing key. The unforgeability of the signature scheme ensures the soundness
of the authentication. Additionally, this approach has a non-repudation property since the
signature can be verified by anyone using Alice’s public verification key. In other words, once
Alice signs the message, she is bound to it. Then, everybody can know that she signed it.
For contracts, for example, this property is useful since conditions must be enforced in case of
dispute.

Here, however, we have a natural question: Is there any case in which the non-repudiation
property is not desirable? In some cases, the non-repudiation property could raise serious
privacy issues. For example, consider a situation that Alice wants to tell something privately
to Bob, in a way that Bob believes it comes from her, but also in a way that Bob cannot
convince a third party that Alice told anything. (In other words, Alice wants to communicate
with Bob in an “Off-The-Record” manner.) Clearly, a signature scheme is not a proper
primitive for this situation.

Due to the above problem, deniable authentication [DNS98, Kat03, Pas03, DG05, DGK06]
has always been a central concern in personal and business communications. In general, we
say that an authentication protocol provides deniability if the receiver of a message could have
generated all the transcripts in the communication by itself. On the practical side, for example,
in the internet key exchange (IKE) protocol [IKE] or in the recent Signal protocol [Signal],
(an appropriate form of) deniability is identified as a desirable property.

Deniable Ring Authentication. In deniable authentication, while Alice can deny her
participation in a communication to a third party, she is not anonymous to Bob. In some
cases, we need to consider a situation that Alice wants to hide her identity and Bob just needs
to confirm that Alice is a legitimate person in some group (e.g., a board member of some

company) without knowing which one. To address this problem while preserving deniability



simultaneously in an authentication, Naor [Nao02] proposed a cryptographic primitive called
deniable ring authentication. Deniable ring authentication enables a prover in some group
(called a ring) to authenticate a message to a verifier using its secret key while at the same
time allowing the prover to deny ever having interacted with the verifier. This primitive
furthermore guarantees the anonymity of the prover in the sense that the verifier will learn
nothing about the identity of the prover except that it is included in the ring. This property
is called source hiding. Note that source hiding is a security notion against a (malicious)
verifier, while deniability is one against any third party. As observed in [ZCTH17], one of
the novel applications of deniable ring authentication is a privacy-preserving protocol for a
location-based service (LBS) in a vehicular ad-hoc network (VANET).

1.2 Owur Contribution

In this thesis, we give some new results for ring signature in the plain model and deniable ring

authentication.

1.2.1 Ring Signature with Unconditional Anonymity in the Plain
Model

As the first result, we propose the first generic construction of ring signature with unconditional
anonymity in the plain model based on the standard assumption. Our scheme is constructed
based on a statistical ZAP argument, a lossy encryption scheme, and a standard signature
scheme. It is known that all of our building blocks can be instantiated based on the quasi-
polynomial LWE assumption.

The anonymity for ring signature can be classified into two types: computational anonymity
and unconditional anonymity. Computational anonymity states that the anonymity holds only
against a computationally bounded adversary. In many cases, the computational anonymity is
ensured under some mathematical computational hard problem (e.g., the factorization prob-
lem, the discrete logarithm problem, and the computational Diffie-Hellman problem). Here,
if there exists an adversary who can solve an underlying hard problem efficiently, then the
computational anonymity no longer holds. Conversely, unconditional anonymity states that
the anonymity holds even against a computationally unbounded adversary.

In the applications of ring signature, we can suppose that some systems are used for a
long time. In such cases, if we adopt a ring signature scheme with computational anonymity;,

we should predict that its anonymity for users in the systems can be broken in the future



due to recent developments of algorithms and computer technologies. Thus, from a practical
point of view, we can say that unconditional anonymity is more desirable than computational
anonymity.

So far, a lot of ring signature schemes with unconditional anonymity has been proposed in
the common reference string (CRS) model and in the random oracle model (e.g., [DKNS04,
DRS18,CGS07,Gon19, GK15,LPQ18,MS17,RST01]). On the other hand, in the plain model,
we have only one scheme proposed by Malavolta and Schroder [MS17]." However, their scheme
is only secure under the variant of the Diffie-Hellman knowledge assumption, which is one of
the non-falsifiable assumptions. That is, we did not have any ring signature scheme with
unconditional anonymity in the plain model based on the standard falsifiable assumption so

far.

1.2.2 Tightly Secure Ring Signature in the Plain Model

Next, as the second result, we propose a generic constructions of tightly secure ring signature
in the plain model. Through our generic construction, we obtain the first tightly secure and
logarithmic-sized ring signature scheme in the plain model under the DLIN assumption over

bilinear groups. In the following, we explain the motivation for this result.

Tight Security. In general, when we prove the security of a cryptographic primitive, we
usually construct a reduction algorithm B who try to solve an underlying problem assumed
to be hard by using an algorithm A who attacks the security of the cryptographic primitive.
We say that the cryptographic primitive is secure if the probability p4 that A succeeds to
break the security is as small as the probability psz that B can solve the hard problem. Ideally,
both of the probabilities should be the same, that is, p4 = pg should be held. However, it
often occurs that the reductions suffer from a loss in the success probability. That is, we have

pa = L - pg, where L = L()\), which is called a reduction cost, is some polynomial in the

! In fact, Malavolta et al. [MS17] proposed a ring signature scheme with unconditional anonymity in
the plain model under the some standard computational assumptions over the pairing group. However, this
scheme only achieves basic and weak anonymity considered in [BKMO6], which is not preferable for the real-
world applications. Furthermore, Chow, Wei, Liu, and Yuen [CWLYO06] proposed a ring signature scheme
with unconditional anonymity in the plain model under the tailored assumption over the pairing group. How-
ever, their scheme supports only rings of constant size. In this thesis, we focus on ring signature satisfying
the strongest and standard security properties considered in [BKMO06] and supporting a-priori unbounded

polynomial-sized rings.



security parameter \.! In the setting of ring signatures, we consider as the crucial reduction
cost L, the number of all users N := N(A) (in the system) and the numbers of oracle queries
made by an adversary (e.g., random oracle queries Qy = Qg () and signing oracle queries
Qsig = Qsig(N)). In some cases, the reduction cost L depends on N, Qp, Qs4 linearly. (That
is, we have L = N - Qp - Qsiy.) Asymptotically, even if we have the reduction cost L, we can
prove that a cryptographic primitive is secure. However, when we consider its exact security in
a realistic setting, we have the following problem. Here, if we want to obtain 128-bit security
for the resulting ring signature scheme (that is, we require that p4 = 27'%® holds), and say
we had pg =271 N =2 Qy = 2% and Qg, = 2% as the realistic setting, we would have
to require at least 192-bit security for the underlying problem (since pp = W{‘Qm = 27192
holds), which incurs a significant blowup of the parameters. Thus, it is essential to care about
the reduction cost L because smaller L ensures a better security level for a fixed security
parameter. We say that a cryptographic primitive is tightly secure if the reduction cost is

constant, i.e., L = O(1).

Tight Security for Ring Signatures. Recently, Libert, Peters, and Qian [LPQ18] pro-
posed the first tightly secure ring signature scheme in the random oracle (RO) model [BR93]
based on the decisional Diffie-Hellman (DDH) assumption. The signature size of their scheme
depends on the size of a ring only logarithmically. Thanks to the random oracle methodology,
Libert et al.’s scheme [LPQ18] is highly efficient and practical. However, since the results from
several papers, such as [CGHO98], this methodology has been well known to be open to some
debate.

So far, it is well studied to provide tight security proofs for standard cryptographic primi-
tives in the standard model (e.g., standard signature schemes [Sch11l, HJ12, ADK*13, CW13,
BKP14,LJYP14,Hof17,AHN"17,JOR18, GHKP18] and public-key encryption schemes [HJ12,
LJYP14,LPJY15, Hof17]). However, in a context of ring signatures, there exists no scheme

given a tight security proof in the standard model.

1.2.3 Round-Optimal Deniable Ring Authentication

Finally, as the third result, we propose a new generic construction of two-round concurrently

deniable ring authentication in the random oracle model. Our generic construction is based

! Formally, when estimating a loss of a success probability, we also have to consider a runtime of the
reduction algorithm B. However, in order to simplify an explanation, we omit a security loss by a runtime

here.
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on any IND-CPA secure broadcast encryption (BE) scheme. Instantiating the underlying
IND-CPA secure BE scheme with the schemes proposed by Agrawal and Yamada [AY20] or
Agrawal, Wichs, and Yamada [AWY20], we obtain the first two-round concurrently deniable
ring authentication scheme with optimal efficiency in an asymptotic sense. Here, by optimal
efficiency, we mean that all of the sizes of a public parameter and secret keys, the communica-
tion costs, and the number of pairing operations are independent of n, where n is the number
of users in a ring. In addition to these main instantiations, through our generic construction,
we further obtain various two-round concurrently deniable ring authentication schemes. In
the following, we provide the motivation for this result.

We have the technical challenges for deniable ring authentication from two perspectives:
the security requirement and the efficiency requirement. In terms of the security requirement,
one of the important challenges is to achieve concurrent deniability [DNS98|. Intuitively,
concurrent deniability ensures that a (malicious) verifier of a message cannot convince a third
party that the corresponding prover sends the message even if the verifier can open and
schedule sessions in an arbitrary way. This is a natural desirable requirement for an Internet-
based communication.

Next, in terms of the efficiency requirement, we should estimate the efficiency of deniable
ring authentication with four aspects: round complexity, parameter size, communication com-
plexity, and computational complexity. Regarding round complexity, clearly, it is infeasible to
achieve soundness and deniability simultaneously in the non-interactive (that is, one round)
setting. Therefore, an optimal scheme is one having only two rounds.! Then, on the aspects
of parameter size, communication complexity, and computational complexity, one important
measure is whether they depend on the number of users in a ring. Here, let n be the number
of users in a ring. All of these complexity measures naturally depend on n linearly (that is,
O(n)) when we consider a naive construction. Regarding the parameter size, we have to take
care of the sizes of a public parameter and a secret key. Finally, regarding the computational
complexity, a pairing operation is one of the heavy computations for schemes based on bilin-
ear maps. (In fact, most of the previous schemes [DHIN11, YAS*T12,ZMYH17,ZCTH17] are
constructed over bilinear groups.) Thus, we would like its number to be as small as possible.

From the above observations, it is desirable to construct a two-round concurrently deniable

ring authentication scheme with optimal efficiency. Here, optimal efficiency we target in this

1 We note that some previous works (e.g., [SM04b, SM04a]) proposed non-interactive deniable ring authen-
tication schemes with partial deniability. Partial deniability only ensures that a user in the authentication
protocol can deny the contents of its communications. That is, it cannot deny its involvement in the authen-

tication protocol. In this work, we focus only on deniability in the sense of [DGKO06].
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thesis means that the public parameter size, the secret key size, communication complexity,

and the number of pairing operations are all independent of n.?

1.3 Organization

The rest of this thesis is organized as follows. In Chapter 2, we review some notations and the
models and security requirements of cryptographic primitives used in this thesis (signature,
public key encryption, lossy encryption, broadcast encryption, ZAP, non-interactive proof
system in the plain model, collision-resistant hash function, and somewhere perfectly binding
hash function with private local opening).

In Chapter 3, we review the model of ring signature and (deniable) ring authentication.
Firstly, the syntax and security requirements (unforgeability and anonymity) of ring signa-
ture are described in Section 3.1. Secondly, we give the syntax and security requirements
(soundness, source hiding, and deniability) of deniable ring authentication in Section 3.2.

In Chapter 4, we provide our ring signature scheme with unconditional anonymity in the
plain model. Firstly, we give the technical overview of this construction in Section 4.1. Then,
in Section 4.2, we describe the formal description of our scheme. Lastly, in Section 4.3, we
provide the security proofs for unforgeability and anonymity of our scheme.

In Chapter 5, we provide our tightly secure and logarithmic-sized ring signature scheme
in the plain model. Similar to Chapter 4, we give the technical overview of this construction
in Section 5.1, describe the formal description of our scheme in Section 5.2, and provide the
security proofs for unforgeability and anonymity of our scheme in Section 5.3.

In Chapter 6, we present our generic transformation from a BE scheme to a DRA scheme in
the RO model. Similar to Chapter 4 and 5, we give the technical overview of this construction
in Section 6.2. In this chapter, as an intermediate cryptographic primitive for obtaining our
round-optimal DRA scheme, we introduce a new security notion for BE, which is called plain-
text awareness, in Section 6.3. More precisely, we provide the definition of plaintext awareness
for BE in Section 6.3.1 and show that a BE scheme with plaintext awareness and IND-CPA se-
curity satisfies IND-CCA security in Section 6.3.2. Then, in Section 6.3.3, we propose our BE
scheme with plaintext awareness and IND-CPA security in the RO model. Next, we formally

describe our DRA scheme in Section 6.4 and give its security proofs in Section 6.5. Lastly, in

2 The public parameter size, the secret key size, and communication complexity of our schemes actually
have poly(logn) factors. Here, however, we ignore them since poly(logn) factors are asymptotically absorbed

into poly(\) factors, where A is a security parameter.

12



Section 6.6, to better understand our scheme, we present a simple and efficient instantiation
of our generic construction of round-optimal deniable ring authentication.

Finally, in Chapter 7, we conclude this thesis and leave future works.

13



Chapter 2
Preliminaries

In this section, we define notations and cryptographic primitives used in Section 4, 5, and 6.

2.1 Notations

In this thesis, z < X denotes sampling an element x from a finite set X uniformly at random.
y < A(z;7) denotes that a probabilistic algorithm A outputs y for an input = using a ran-
domness r, and we simply denote y < A(x) when we need not write an internal randomness
explicitly. For interactive Turing machines A and B, v < (A(x,), B(xp))(y) denotes that B
outputs v at the end of an execution of an interactive protocol between A and B, where A and
B take x, and x;, as a private input respectively and y denotes the common input for both A
and B. When A (resp., B) does not take private inputs, we simply denote v < (A, B(x;))(y)
(resp., v < (A(x,),B)(y)). For strings « and y, z||y denotes the concatenation of x and y.
Also, x := y denotes that x is defined by y. A denotes a security parameter. A function
f(A) is a negligible function in A, if f(A) tends to 0 faster than 1 for every constant ¢ > 0.
negl(\) denotes an unspecified negligible function. poly denotes an unspecified polynomial.
We use Time(.A) to denote the running time of an algorithm A. PPT stands for probabilistic
polynomial time. ) denotes an empty set. If n is a natural number, [n] denotes the set of
integers {1,---,n}. Also, if a and b are integers such that a < b, [a,b] denotes the set of
integers {a,--- ,b}.

14



2.2 Signature

A signature scheme with a message space M consists of a tuple of the following three PPT
algorithms SIG = (Gen, Sign, Ver).

Gen: The key generation algorithm, given a security parameter 1, outputs a verification

key vk and a signing key sk.

Sign: The signing algorithm, given a signing key sk and a message m € M, outputs a

signature o.

Ver: The (deterministic) verification algorithm, given a verification key vk, a message
m € M, and a signature o, outputs either 1 (meaning “accept”) or 0 (meaning

“reject”).

As the correctness for SIG, we require that Ver(vk, m, Sign(sk,m)) = 1 holds for all A € N,
m € M, and (vk, sk) < Gen(1?).
Next, we define existential unforgeability under chosen-message attacks in the multi-user

setting with corruptions (MU-EUF-CMA®®™ security) for a signature scheme.

Definition 1 (MU-EUF-CMA®™ Security). Let n := n()\) be a polynomial in . Consider
the following game between a challenger C and an adversary A, which is parametrized by the

number of verification keys n.

1. C generates (vk;, sk;) < Gen(1*) for all i € [n]. Then, C gives a set of the verification
keys vk := (vky,--- , vk,) to A and sets S; := () for all i € [n].

2. A is allowed to make a signing query of the form (j,m), where j € [n] and m € M is
a message. When C receives (j,m), C computes o < Sign(sk;, m), gives the signature o
to A, and appends (m,o) to S;. Moreover, A is allowed to make a corruption query of

the form j € [n]. When C recewes j, C returns sk; to A and appends j to Scor-
3. A outputs a tuple (i*,m*, o*).
In this game, we define the advantage of the adversary A as
Advg?aA()\) = Pr[(1 = Ver(vkys,m*,0%)) A ((m*,-) ¢ Si) A (" & Scor)l

We say that SIG satisfies MU-EUF-CMAC°™ security if for any PPT adversary A, Advgéﬂ'f(/\) =
negl(\) holds.

15



2.3 Public Key Encryption

A public key encryption (PKE) scheme with a plaintext space M consists of a tuple of the
following three PPT algorithms IT = (KG, Enc, Dec).

KG: The key generation algorithm, given a security parameter 1*, outputs a public key

pk and a decryption key dk.

Enc: The encryption algorithm, given a public key pk and a plaintext m € M, outputs

a ciphertext c.

Dec: The (deterministic) decryption algorithm, given a public key pk, a decryption key
dk, and a ciphertext ¢, outputs a plaintext m € {1} U M.

For the correctness of I, we require that Dec(pk, dk,Enc(pk,m)) = m holds for all A € N,
m € M, and (pk, dk) < KG(1%).
Next, we define the security notions for a PKE scheme: pseudorandomness of public keys

and pseudorandomness of ciphertexts.

Definition 2 (Pseudorandomness of public keys). Let n := n(X) be a polynomial in A. Con-
sider the following game between a challenger C and an adversary A, which is parametrized

by the number of public keys n. In the following, let PK be a space of public keys of 11.

1. C chooses a challenge bit b < {0, 1} and generates (pk,y, dki) < KG(1*) and pk;; < PK
for all i € [n]. Then, C sets pk; := pky, for all i € [n] and gives a set of the public keys
pk = (pkla U 7pkn) to A.

2. A outputs a bit b € {0,1}.
In this game, we define the advantage of the adversary A as

Advi (A) := 2 |Pr[b =] — =|.

2

|

We say that 11 satisfies pseudorandomness of public keys if for any PPT adversary A, Adv?ﬁa()\) =

negl(\) holds.

Definition 3 (Pseudorandomness of ciphertexts). Let n := n(\) be a polynomial in . Con-
sider the following game between a challenger C and an adversary A, which is parametrized

by the number of public keys n. In the following, let CT the (whole) ciphertext space of I1.
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1. C chooses a challenge bit b < {0,1} and samples a public key pk, < PK under the

randomness 1= for all i € [n]. Then, C gives (r\™)icp to A.

2. A can make queries of the form (j,m) € [n] x M to C. If b = 0 holds, C generates
a challenge ciphertext ¢ < Enc(pk;,m). Otherwise, C samples a ciphertext ¢ < CT.
Then, C gives the ciphertext ¢ to A.

3. A outputs a bit v/ € {0,1}.
In this game, we define the advantage of the adversary A as
ct / 1
Advif 4(A) =2~ ‘Pr[b =] - 5’ :

We say that 11 satisfies pseudorandomness of ciphertexts if for any PPT adversary A, Advf{A()\) =
negl(\) holds.

Remark 2.1. We note that the ElGamal encryption scheme [EIGS84] is a PKE scheme sat-
isfying the both of the above properties. Remarkably, the pseudorandomness of public keys
15 ensured information-theoretically and the pseudorandommness of ciphertexts can be tightly

reduced to the DDH assumption by using the self-reducibility.

2.4 Lossy Encryption

A lossy encryption scheme with a plaintext space M consists of a tuple of the following four
PPT algorithms LE = (KG, LKG, Enc, Dec).

KG: The ordinary key generation algorithm, given a security parameter 1*, outputs an

ordinary encryption key ek and a decryption key dk.

LKG: The lossy key generation algorithm, given a security parameter 1%, outputs a

lossy encryption key ek.

Enc: The encryption algorithm, given an encryption key ek and a plaintext m € M,

outputs a ciphertext c.

Dec: The (deterministic) decryption algorithm, given an encryption key ek, a decryp-

tion key dk, and a ciphertext ¢, outputs a plaintext m € {1} U M.
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As the correctness for LE, we require that Dec(ek, dk, Enc(ek,m)) = m holds for all A € N,
m € M, and (ek, dk) < KG(1?*).
Next, we define the security notions for a lossy encryption scheme: indistinguishability of

ordinary/lossy keys and statistical lossiness.

Definition 4 (Indistinguishability of ordinary/lossy keys). Let n := n(\) be a polynomial
in X. Consider the following game between a challenger C and an adversary A, which is

parametrized by the number of encryption keys n.

1. C chooses a challenge bit b < {0,1} and generates (eky, dky) < KG(1*) and ek;
LKG(1*) for all i € [n]. Then, C sets ek; := eky, for all i € [n] and gives a set of the
encryption keys ek 1= (eky,--- , ek,) to A.

2. A outputs a bit v/ € {0, 1}.

In this game, we define the advantage of the adversary A as Advt’?A(A) =2 |Pr[b =] — %| .
We say that LE satisfies indistinguishability of ordinary/lossy keys if for any PPT adversary
A, Advi¥ 4(A) = negl()) holds.

Remark 2.2. The above definition of the indistinguishability of ordinary/lossy keys is different
from the original one proposed in [BHY09] in the sense that we consider a multi-user setting.
We note that our definition and the original one proposed in [BHY09] are equivalent except

for a polynomial reduction loss based on the number of users.

Definition 5 (Statistical lossiness). Consider the following game between a challenger C and
an adversary A, which is parametrized by the number of encryption keys n. In the following,
we let RYXC be the randomness space for the lossy key generation algorithm LKG and CT the
(whole) ciphertext space of LE.

1. For alli € [n], C samples randomnesses r-5¢ «— RYC and generates lossy encrytion keys
ek; « LKG(1*;rt%C). Then, C chooses a challenge bit b < {0,1} and gives (r-¥®) e to
A.

2. A is allowed to make a challenge query of the form (j,m) to C. Nezt, if b = 0 holds,
C generates a challenge ciphertext ¢ <— Enc(ek;, m). Otherwise, C samples a challenge

ciphertext ¢ < CT. Then, C gives the challenge ciphertext ¢ to A.

3. A outputs a bit V' € {0,1}.
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In this game, we define the advantage of the adversary A as Adv'lf’EA()\) =2-|Prlb=1b]-1|.
We say that LE satisfies statistical lossiness if for any computationally unbounded adversary

A, Adv'L"EA()\) = negl(\) holds.

Remark 2.3. The above definition of the statistical lossiness is slightly different from the
original one proposed by [BHY09] in the following two sense.

1. We consider a multi-user setting rather than a single-user setting.

2. We consider an indistinguishability between ¢ < Enc(ek;,m) and ¢ < CT instead of one
between ¢ < Enc(ek;,mg) and ¢ < Enc(ek;,my), where j € [n] and mg,m; € M are

chosen by A given a lossy encryption key (ek; < LKG(1%))iepn-

We note that some constructions based on the learning with errors (LWE) assumption proposed

in the previous works [BHY09, HLL' 15] satisfies the above security definition.

2.5 Broadcast Encryption

In this section, we review the basic definitions for BE. A BE scheme consists of the following
three PPT algorithms BE = (Setup, Enc, Dec).

Setup: The setup algorithm, given a security parameter 1* and the number of users n,

outputs a public parameter pp and a set of secret keys sk := (sk;)icp-

Enc: The encryption algorithm, given a public parameter pp, an index set S, and a

plaintext m, outputs a ciphertext c.

Dec: The (deterministic) decryption algorithm, given a public parameter pp, an index
set S, a secret key sk;, and a ciphertext ¢, outputs a plaintext m, which could be

the special symbol L.

As the correctness for BE, we require that Dec(pp, S, sk;, ¢) = m hold for all A € N, n = poly(A),
m,S C[n],i €S, (pp,sk = (sky, - ,sk,)) + Setup(1*,n), and ¢ + Enc(pp, S, m).

Decryption Uniqueness. We give the definition of decryption uniqueness. Intuitively,
decryption uniqueness is a property ensuring that it is impossible to generate an invalid ci-
phertext which is decrypted to different plaintexts among users in an authorized set. (In the

previous work [HKO08], the same property was called verifiability.)
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Definition 6 (Decryption Uniqueness). We say that a BE scheme BE = (Setup, Enc, Dec)
satisfies decryption uniqueness if for any A\ € N, n = poly(\), (pp,sk = (sky,--- , sky)) <
Setup(1*,n), S* C [n], and c*, there are no distinct indices i, j € S* such that Dec(pp,S*, sk;, c*) #
Dec(pp, S*, skj, c*) holds.

Smoothness. We provide the definition of smoothness for BE, which is a natural BE-
analogue of smoothness defined for PKE by Bellare, Hofheinz, and Kiltz [BHK15]. Informally,
we say that a BE scheme satisfies smoothness if the number of possible ciphertexts is super-
polynomially large for any plaintext. We note that many known BE schemes secure in the
sense of indistinguishability (such as, BE schemes used in the instantiations of our deniable
ring authentication scheme) have smoothness unconditionally. Moreover, it is easy to convert
any BE scheme to one satisfying this property (say, attaching a randomness to a ciphertext).

Its formal definition is as follows.

Definition 7 (Smoothness). Let BE = (Setup, Enc, Dec) be a BE scheme. For any A\ € N, we
define Smth as
Smth()) := E max Pr  [e= c’}].

(pp,sk)<«Setup(1*,n) [m,S,c’ c+Enc(pp,S,m)

We say that BE satisfies smoothness if we have Smth(\) = negl()\).

IND-CCA Security. We give the definition of IND-CCA security for BE.

Definition 8 (IND-CCA Security). Let n := n(A) be a polynomial which denotes the number

of users. Consider the following experiment for a (stateful) adversary A.

EXPBLE ()
SCorr = (Z)

(pp,sk = (ski)icpn)) < Setup(1*,n)
(S*,mg, mp) < AP (pp)

b+« {0,1}

c* < Enc(pp,S*,m;)

b <_ADO,CO<C*)

If b =10 then return 1 else return 0.

In the above experiment, we require that |mg| = |mi| and S* C [n]\Sconr hold. Moreover, the

decryption oracle DO and the corruption oracle CO are defined as follows:
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Decryption oracle. When A accesses to the decryption oracle DO by making a query
(1,S,¢), DO computes m < Dec(pp,S, sk;,c) and returns m to A. After the

challenge, A is not allowed to make a query (i,S,c) such that ¢ = c*.

Corruption oracle. When A accesses to the corruption oracle CO by making a query
i, CO returns sk; to A and appends i to Scor. After the challenge, A is not

allowed to make a query i such that i € S*.

We say that BE satisfies IND-CCA security if for any PPT adversary A,

. . 1
Advg‘gf{a(}\) =2 Pr[Exp'é‘Ejfa(/\) =1] - 3| = negl(\)

holds. IND-CPA security of BE is defined analogously, except that A is not given access to
the decryption oracle DO. We denote the IND-CPA advantage of A by Advggjpa()\).

Remark 2.4. In the above definition of IND-CCA (IND-CPA) security, if all algorithms of
BE and A are given access to a random oracle, we say that BE satisfies IND-CCA (IND-CPA)
security in the RO model.

2.6 ZAP

Let R be an efficiently computable binary relation and £ := {z|Jws.t. (z,w) € R}. A ZAP
argument for £ consists of a tuple of the following two PPT algorithms ZAP = (Prove, Verify)

associated with a parameter ¢ := ¢(\), where () is some polynomial in .

Prove: The proving algorithm, given a string r» € {0,1}¢, a statement z € £, and a

witness w for the fact that x € L, outputs a proof 7.

Verify: The verification algorithm, given a string r € {0, 1}, a statement x, and a proof

7, outputs either 1 (meaning “accept”) or 0 (meaning “reject”).

As the correctness for ZAP, we require that Verify(r, z, Prove(r, z,w)) = 1 holds for all A € N,
all r <— {0, 1}, all statements x € £, and all witnesses w for the fact that = € L.
Next, we define the security notions for a ZAP argument: computational soundness and

statistical witness indistinguishability.

Definition 9 (Computational Soundness). We say that a ZAP argument ZAP = (Prove,
Verify) satisfies computational soundness if for any PPT adversary A,

AdstCK‘SfjA()\) 1= Pr[r < {0, 1} (2%, 7%) « A(r) : (2" ¢ L)A(Verify(r, z*,7) = 1)] = negl(\).
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Definition 10 (Statistical Witness Indistinguishability). We say that a ZAP argument ZAP =
(Prove, Verify) satisfies witness indistinguishability if for any computationally unbounded ad-

versary A,
Adv‘%’iAP,A(/\) = | Prlr + A(l’\) : AOO("”')(T) = 1]-Pr[r + A(lA) : Aol(""')(r) = 1]| = negl(A),

where Oy(+, -, ) is an oracle that takes (z,wo,wy) as input and answers w < Prove(r, z,w,) for
be{0,1} to A, where (z,wp), (z,w;) € R.

2.7 Non-interactive Proof System in the Plain Model

Let R be an efficiently computable binary relation and £ := {z | Jws.t. (xr,w) € R}. A non-
interactive proof system in the plain model for £ consists of a tuple of the following two PPT
algorithms NIWI = (Prove, Verify).

Prove: The proving algorithm, given a statement x € £ and a witness w for the fact

that x € L, outputs a proof .
Verify: The verification algorithm, given a statement x and a proof 7, outputs either 1
(meaning “accept”) or 0 (meaning “reject”).

For the correctness of NIWI, we require that Verify(x, Prove(z,w)) = 1 holds for all A € N, all
statements € £, and all witnesses w for the fact that z € L.
Next, we define the security notions for a non-interactive proof system in the plain model:

Computational witness indistinguishability and perfect soundness.

Definition 11 (Computational Witness Indistinguishability). We say that a non-interactive
proof system in the plain model NIWI = (Prove, Verify) satisfies computational witness indis-

tinguishability if for any PPT adversary A,
Adviiw 4(A) = | PrAZC ) (1) = 1] = Pr[AZ 0 (1%) = 1]] = negl(N),

where Oy(-,-,-) is an oracle that takes (x,wo, w1) as input and answers w <— Prove(z,wy) for
b€ {0,1}, where (x,wp), (x,w1) € R.

Definition 12 (Perfect Soundness). We say that a non-interactive proof system in the plain
model NIWI = (Prove, Verify) satisfies perfect soundness if for any computationally unbounded

adversary A,
Advs,\,"ll\’,CﬁA(/\) = Pr[(z", %) + A(l’\) (2" ¢ L) A (Verify(z*,7*) =1)] =0

holds.
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From the previous work [GOS06], we can construct a non-interactive proof system in the
plain model satisfying computational witness indistinguishability and perfect soundness based

on the DLIN assumption over the bilinear group.

Remark 2.5 (Tightness of computational witness indistinguishability in [GOS06]). The orig-
inal definition of computational witness indistinguishability given in [GOS06] captures the
situation that an adversary makes single challenge query. Then, they showed that the com-
putational witness indistinguishability of their non-interactive proof system in the plain model
holds under the DLIN assumption.

Unlike their definition, in Definition 11, we consider the setting that an adversary A can
make multiple challenge queries. We stress that even if we require that their scheme [GOS06]
satisfies Definition 11, the computational witness indistinguishability of their scheme can be
reduced to the DLIN assumption tightly (without depending on the number of challenge queries)
by using the self-reducibility of the DLIN assumption.

2.8 Collision-Resistant Hash Function

Here, we recall the definition of a collision-resistant hash function. A hash function consists
of a pair of PPT algorithms CRHF = (HKG, Hash). HKG is the hash key generation algorithm
that, given a security parameter 1*, outputs a hash key hk. Hash is the (deterministic) hashing

algorithm that, given a hash key hk and a string = € {0, 1}*, outputs a hash value h.

Definition 13 (Collision-resistance). We say that CRHF = (HKG, Hash) is a collision-resistant
hash function if for any PPT adversary A,

AdvZrur 4(A) = Pr[hk < HKG(1%); (z,2*) + A(hk) :
Hash(hk,z) = Hash(hk,z*) A x # x*] = negl(\).

2.9 Somewhere Perfectly Binding Hash Function with

Private Local Opening

A somewhere perfectly binding hash function with private local opening consists of a tuple of
the following four PPT algorithms I" = (HGen, Hash, Open, HVer).

HGen: The hashing/private key generation algorithm, given a security parameter 1*, a

database size n, and an index 4, outputs a hashing key hk and a private key shk.
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Hash: The hashing algorithm, given a hashing key hk and a database DB, outputs a
digest h.

Open: The opening algorithm, given a hashing key hk, a private key shk, a database

DB, and an index 7, outputs a witness 7.

HVer: The (deterministic) verification algorithm, given a hashing key hk, a digest h,
an index i, a value z, and a witness 7, outputs either 1 (meaning “accept”) or 0

(meaning “reject”).

For the correctness of I, for all A € N, all n = poly(\), all databases DB = {z;}ic[n), and all
indices i € [n], we require that HVer(hk, h, i, z;, 7) = 1 holds, where (hk, shk) < HGen(1*,n, 1),
h < Hash(hk,DB), and 7 < Open(hk, shk, DB, 1).

Next, we define the security notions for a somewhere perfectly binding hash function with

private local opening: somewhere perfectly binding and index hiding.

Definition 14 (Somewhere perfectly binding). Let n := n(\) be a polynomial in \. For
all databases DB = {x;}ic), all indices i € [n], all hashing keys hk, all values x, and all
witnesses T, we say that T' satisfies somewhere perfectly binding if h = Hash(hk, DB) and
1 = HVer(hk, h,i,z, ), then x = x; holds.

Definition 15 (Index hiding). Consider the following game between a challenger C and an

adversary A.
1. A sends a tuple (n,ig,i1) to C.

2. C chooses a challenge bit b < {0,1} and generates a pair of a hashing/private key
(hk, shk) <+ HGen(1*,n,i,). Then, C gives the hashing key hk to A.

3. A outputs a bit v’ € {0, 1}.
In this game, we define the advantage of the adversary A as

Advi%(N) =2 |Prb =] — -|.

2

|

We say that I satisfies index hiding if for any PPT adversary A, Advlllifj()\) = negl(\) holds.
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Chapter 3

Formal Definitions of Ring Signature

and Deniable Ring Authentication

In this chapter, we provide the formal definitions of ring signature and (deniable) ring authen-
tication.

Firstly, the syntax and security requirements (unforgeability and anonymity) of ring sig-
nature are described in Section 3.1. More specifically, we introduce the most standard and
strongest security notions: unforgeability w.r.t. insider corruptions and anonymity under full
key exposure, which are proposed by Bender, Katz, and Morselli [BKMO06]. Both of our ring
signature schemes satisfy this security requirements.

Secondly, we give the syntax and security requirements (soundness, source hiding, and deni-
ability) of deniable ring authentication in Section 3.2. The definitions of soundness and source
hiding are based on the previous work by Yamada, Attrapadung, Santoso, Schuldt, Hanaoka,
and Kunihiro [YAST12]. Moreover, the definition of deniability is obtained by extending the
definition of deniability for deniable authentication [DGKO6] into the ring setting.

3.1 Ring Signature

In this section, we provide the syntax and security requirements of ring signature. A ring
signature scheme with a message space M consists of a tuple of the following three PPT
algorithms RS = (RGen, RSign, RVer).

RGen: The key generation algorithm, given a security parameter 1*, outputs a verifica-

tion key rvk and a signing key rsk.
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RSign: The signing algorithm, given a signing key rsk, a message m € M, and a ring

R, outputs a signature o.

RVer: The (deterministic) verification algorithm, given a ring R, a message m € M,

and a signature o, outputs either 1 (meaning “accept”) or 0 (meaning “reject”).

As the correctness for RS, we require that RVer(R, m, RSign(rsk, m,R)) = 1 holds for all A € N,
m € M, (rvk, rsk) < RGen(1*), and R such that rvk € R.
Next, we define anonymity and unforgeability for a ring signature scheme. We adopt the

strongest security notions of anonymity and unforgeability proposed by Bender et al. [BKMOG6].

Definition 16 (Anonymity under full key exposure). Let n := n(\) be a polynomial in .
Consider the following game between a challenger C and an adversary A, which is parametrized

by the number of verification keys n.

1. For all i € [n], C generates (rvk;, rsk;) < RGen(1*;r;), where r; is a randomness for
generating a pair of keys (rvk;, rsk;). Then, C gives a set of the randomnesses (7;)ic[n

to A.

2. A requests a challenge to C by sending a tuple (ig, 11, R*, m*), where iqg and i, are indices
such that rvk;,, € R* and rvk; € R*. Then, C samples a challenge bit b < {0,1},

computes o* < RSign(rsk;,, m*,R*), and gives o* to A.
3. A outputs a bit ' € {0,1}.

In this game, we define the advantage of the adversary A as Adviey (A) == 2-|Prlb =] — 1|
We say that RS satisfies unconditional anonymity under full key exposure if for any computa-

anon

tionally unbounded adversary A, Advisy(\) = negl(A) holds.

Definition 17 (Unforgeability w.r.t. insider corruptions). Let n := n(\) be a polynomial in \.
Consider the following game between a challenger C and an adversary A, which is parametrized

by the number of verification keys n.

1. C generates (rvk;, rsk;) < RGen(1*) for alli € [n]. Then, C gives a set of the verification
keys rvk := (rvky, -+, rvky,) to A and sets Ssig := 0 and Score := 0.

2. A is allowed to make a signing query of the form (j,R,m), where m € M is a message,
R is a set of verification keys, and j € [n] is an index such that rvk; € R. When C
receives (j,R,m), C computes o < RSign(rsk;,m,R), gives the signature o to A, and
appends (j,R,m) to Ssig. Moreover, A is allowed to make a corruption query of the form

J € [n]. When C receives j, C gives rsk; to A and appends rvk; to Scor-
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3. A outputs a tuple (R*, m*, o*).
In this game, we define the advantage of the adversary A as
Adviy 4(A) = Pr[(1 = RVer(R*,m",0*)) A (R* C rvk\Scor) A ((-,R*,m*) ¢ Ss)l.

We say that RS satisfies unforgeability w.r.t. insider corruptions if for any PPT adversary A,
Advit 4(A) = negl(\) holds.

3.2 Deniable Ring Authentication

In this section, we review the definitions for deniable ring authentication in the RO model.
Here, we assume that all algorithms introduced in the following can access to an RO. A
deniable ring authentication scheme consists of a tuple of the following PPT algorithms DRA =
(DRA.Setup, (DRA.Prove, DRA.Verify)).

DRA .Setup(1*,n): The setup algorithm, given a security parameter 1* and the number

of users n, outputs a public parameter pp and n secret keys sk := (sky,- - , sk,).

(DRA.Prove(sk), DRA.Verify)(pp, R, m): This is an interactive protocol between the prover
algorithm DRA.Prove and the verifier algorithm DRA.Verify, in which DRA.Prove
takes sk as a secret input and both of the algorithms take a public parameter
pp, a ring R C [n], and a message m as input. As a result of the interaction,
DRA.Verify locally outputs a bit v € {0,1}.

As the correctness for DRA, we require that 1 = (DRA.Prove(sk;), DRA.Verify)(pp, R, m) hold
for all A\ € N, n = poly()\), i € [n], m, (pp,sk(= (sky,---,sk,))) < DRA.Setup(1*,n), and
R C [n] such that ¢ € R.

Remark 3.1 (On the setup algorithm DRA.Setup). Similar to the previous works [DHIN11,
YAST12], when generating a public parameter pp and n secret keys sk := (sky,--- , sk,) in
the setup algorithm DRA.Setup, we require that the maximum number of users in the system
n is fized at the setup phase (by a trusted third party). In other words, we do not consider the
setting that new users dynamically join to this system.

As mentioned in Section 6.1, some previous works [ZMYH17, ZCTH17] do not need such
a setup procedure and a public/secret key of each user is generated by itself. Thus, in their
schemes, the maximum number of users is not fived and a new user can dynamically join the

system.
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Next, we define security properties for deniable ring authentication in the RO model: con-
current soundness, source hiding, and concurrent deniability. Although we propose a deniable
ring authentication scheme in the RO model in Section 6.4, we omit an RO in the following
definitions of concurrent soundness and source hiding since the RO does not play an essential

role.

Concurrent Soundness. Firstly, we provide the definition of concurrent soundness which is
basically based on the definition proposed in [YAST12]. Roughly, in the definition of concurrent
soundness, we define an adversary A as a man-in-the-middle attacker such that A interacts
with provers as a verifier in left sessions, and at the same time interacts with an honest verifier
in a right session as a prover, in a concurrent manner. For capturing this situation, in the
security definition, the adversary A is given access to the three oracles: the prover oracle
PO, the ezxecution oracle £EO, and the corruption oracle CO. Concretely, PO and £O are
used for capturing the interactions between provers and A, and CO is used for capturing the
corruptions of (non-target) provers. Regarding such an adversary A (as a verifier), concurrent
soundness guarantees that 4 will not be able to make an honest verifier accept as a valid
prover in the right session (except for some unavoidable trivial attacks). The formal definition

is given as follows.

Definition 18 (Concurrent Soundness). Let DRA = (DRA.Setup, (DRA.Prove, DRA Verify))
be a deniable ring authentication scheme. Let n := n(\) be a polynomial which denotes the

number of users. Consider the following experiment for a (stateful) adversary A.

Exppra,a () :
cnt := 1, Listpo := 0, Scorr := 0
(pp, sk = (ski)icin)) < DRA.Setup(1*,n)
(R*,m*) ¢ APOEOLO (1)
IfR* & [n]\Scorr V (-, -, R*,m*) € Listpo then return 0
v+ (APOEOCO DRA Verify) (pp, R*, m*)
If v=1AR" C[n]\Scor A (+,-,R*,m*) ¢ Listpo

then return 1 else return 0

In the above experiment, the prover oracle PO, the execution oracle EO, and the corruption

oracle CO are defined as follows:

Prover oracle. PO takes (i,R,m) such that i € R as input, then initiates P as

a stateful instance of DRA.Prove(sk;, pp, R, m) that can be accessed only via the
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execution oracle EO below, appends (cnt, i, R, m) to Listpo, and sets cnt := cnt+1.
Concretely, P; (where j € [cnt]) takes a message msg as a protocol message from
a verifier as input and computes the next message function of DRA.Prove (which
could accompany an update of the internal state of P;). We denote this procedure

as msg’ < P;(msg).!

Execution oracle. £O takes (j,msg) such that j € [cnt] as input, then computes

msg’ < P;(msg) and returns msg’ to A.

Corruption oracle. CO takes i € [n| as input, then returns sk; to A and appends i

to SCorr .

We say that DRA satisfies concurrent soundness if for any PPT adversary A,
AdVCDSRA,A(/\) = PT[EXPCDSRA,A()‘) = 1] = negl().

Remark 3.2 (On the prover oracle PO). In the prover oracle PO, A can start new sessions
as many times as it wants with any prover i with a ring R and a message m chosen by A for
each session. We note that a session launched by A will not be closed even if another session
is started with (possibly the same) prover i. Moreover, the internal state of each P; is not

shared with other instances, where j € [cnt].

Remark 3.3 (Selective Variant of Concurrent Soundness). In the above definition of concur-
rent soundness, an adversary A can choose the challenge ring R* adaptively after it is given
a public parameter pp and accesses to PO, £O, and CO. We can also consider a selective
variant of the above definition in the sense that A is required to choose the challenge ring R*

before it is given pp.

Source Hiding. Next, we provide the definition of source hiding [Nao02]. Roughly, source
hiding guarantees that a malicious verifier can be convinced only that a message is authenti-
cated by some member in a ring R, without knowing which one is the actual prover. In line
with previous works [DHIN11,Nao02, YAST12,ZMYH17,ZCTH17], we require that the above
property be guaranteed even if all of the secret keys in the system are revealed to the malicious

verifier. (This setting is sometimes called the big brother setting.)

! In a protocol in which the prover first speaks and a prover instance is invoked for the first time, we only

allow msg to be an empty string.
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Definition 19 (Source Hiding). Let DRA = (DRA.Setup, (DRA.Prove, DRA Verify)) be a deni-
able ring authentication scheme. Let n := n(\) be a polynomial which denotes the number of

users. Consider the following experiment for a (stateful) adversary A.

EXPSDhRA,A()‘) :
(pp, sk = (sk;)icpn)) DRA .Setup(1*,n)
(10,11, R*, m*) < A(pp, sk)
b+ {0,1}
b' < (DRA.Prove(sk;,), A)(pp, R*, m*)

If b =10 then return 1 else return 0

In the above experiment, we require that ig,i; € R* C [n] hold. We say that DRA satisfies
source hiding if for any computationally unbounded adversary A,

S S 1
AdVDhRA,A()‘) =2 PT[EXPDhRA,A()‘) =1] - 2| = negl(A)

holds.

Concurrent Deniability. Finally, we present the definition of concurrent deniability in
the RO model. (In our construction, an RO is needed essentially in the proof of concurrent
deniability.) In a nutshell, we extend the definition of concurrent deniability for deniable
authentication [DGKO06] into the deniable ring authentication setting.

Informally, for a deniable ring authentication scheme, concurrent deniability ensures that
a (malicious) verifier of a message m under a ring R cannot convince a third party that m
was authenticated by any of the provers in R even if during the interaction with the prover,
the verifier can open and schedule sessions in an arbitrary way. We require that this property
hold even if the malicious verifier gathers auxiliary information, which especially includes tran-
scripts which are eavesdropped on honestly executed protocols between other honest parties.
For capturing this ability of A, in the definition, we allow A to access to the transcript oracle
T O. Using the transcript oracle 7O, A can obtain transcripts on executions of the protocol
between any prover and an (honest) verifier for any message and any ring including the prover.

The formal definition is as follows.

Definition 20 (Concurrent Deniability). Let DRA = (DRA.Setup, (DRA.Prove, DRA.Verify))
be a deniable ring authentication scheme in the RO model, and suppose it uses an RO with
the input length €y, and the output length loy. Let Hro := {RO : {0,1} — {0, 1}f} be
the set of all functions with the input length (;, and the output length loy. Let n = n(\)
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be a polynomial which denotes the number of users. Let A be a (stateful) adversary and S

a PPT simulator. Consider the following real experiment ExpCDdFEfiLt(/\) and ideal experiment

ExpEtd ().
ExpEraa(}) :
cnt := 1, Listpo := 0,
Listto := 0, Scorr := 0, Listro := 0
RO +— Hro,
(pp,sk = (sk;)icin)) ¢ DRA.Setup(1*, n)
APOEOTOCORO (1))

view := (pp, Listto, Scor, Listro, out)
Return (view, RO)

out <

In the above experiment, the prover oracle PO, the execution oracle £EO, and the corruption
oracle CO are defined in the same way as in the experiment for the concurrent soundness. The

transcript oracle TO and the random oracle RO are defined as follows:

Transcript oracle. 7O takes (i,R,m) (such that i € R) as input, then ezxecutes
(DRA.Prove(sk;), DRA.Verify)(pp, R, m), returns the transcript tr of the execution
to A, and appends ((i, R, m),tr) to Listro.

Random oracle. RO takes x as input, then checks whether (z,y) € Listro holds for
some y. If this is the case, then RO returns y to A. Otherwise, RO samples
y < {0, 1}/ returns y to A, and appends (z,y) to Listro.

The ideal experiment Expgjéffgl()\) is defined in the same way as in the real experiment in

which A is replaced with S, except that S is not allowed to access to the prover oracle PO and
the execution oracle £O.

We say that DRA satisfies concurrent deniability in the RO model if for any PPT adversary
A, there exists a PPT simulator S such that for any PPT distinguisher D,

Adv?RA’A’S,D(/\) = |Pr[DROfea'(vieWrea|) = 1] — Pr[DROidea'(viewidea|) = 1]| = negl(N)
holds, where (Viewyeal, ROreal) < Expiracy(A) and (Viewigeal, ROideal) < Expiraca (A).

We note that providing the distinguisher D with access to the RO is essential, since oth-
erwise D might not be able to even execute the protocol by itself. This treatment of ROs in
defining deniability is due to the work by Pass [Pas03].
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Remark 3.4 (Comparison with Prior Definitions). If we consider only one user (n =1) and
remove CO, our definition is the same as the one proposed by Di Raimondo et al. [DGK0G].
Actually, although [DGKO06, Definition 1] says that the auxiliary information (Listto) that A
(and S) is given is written as something that is fized outside the real/ideal executions, their
proof suggests that the authors seem to treat it in the same way as ours.

Moreover, we should compare our definition to the one proposed by Zeng et al. [ZCTH17].
In contrast to ours, their definition does not explicitly allow that an adversary can corrupt
honest users or get auziliary information (Listro), and thus we can say that our definition
is stronger than theirs in this sense. (However, for fairness, we note that in their proof for
concurrent deniability, they also seem to consider the situation that an adversary can obtain

transcripts of honest executions of the protocol in the same way as ours.)
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Chapter 4

A Ring Signature Scheme with
Unconditional Anonymity in the Plain

Model

We propose a generic construction of ring signature with unconditional anonymity in the plain
model. Our construction is based on a two-message public coin witness indistinguishable
proof with statistical privacy (which is called a statistical ZAP argument), lossy encryption,
and an existential unforgeable under the chosen-message attacks in the multi-user setting
with corruptions (MU-EUF-CMA®®™ secure) signature. From the previous works [BF.J*20,
BHJ 15, BHY09, GJJM20], all of these building blocks can be instantiated under the quasi-

polynomial learning with errors (LWE) assumption.

4.1 Technical Overview

In this section, we give the technical overview of our construction of ring signature with uncon-
ditional anonymity in the plain model. Our starting point is the generic construction of ring
signature in the plain model proposed by Bender, Katz, and Morselli [BKMO06]. We call this
ring signature scheme the BKM scheme. The BKM scheme consist of a (standard) signature
scheme, a public key encryption (PKE) scheme, and a ZAP argument with computational
privacy. In the BKM scheme, a user’s verification key rvk = (vk, ek,r) consists of a verifi-
cation key vk for a signature scheme, an encryption key ek for a PKE scheme, and a first
message 1 for a ZAP argument. Conversely, a user’s signing key rsk = sk consists of only

a signing key sk for the underlying signature scheme (does not include a decryption key dk
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corresponding to ek). When a user signs a message m using its signing key rsk = sk and a ring
R = (rvky,-- -, rvky,) (which includes a user’s verification key rvk; = (vk;«, ek, 13+)), it gen-
erates a ring signature o as follows. Firstly, it computes a signature o,,, of m using the signing
key sk. Then, it generates a ciphertext ¢;« of o, under his encryption key ek. Next, for all
i € {1,---,n}\{i*}, it generates dummy ciphertexts c; of 017! under other users’ encryption
key ek;, where rvk; = (vk;, ek;,r;). Finally, by using a ZAP argument under the first message
r1 of the first user in the ring R, it generates a proof 7 for the statement (m,R,cy, -, ¢,) to

show the following facts:
1. There exists an index ¢* such that ¢;« encrypts a signature o,,.
2. The signature o,, verifies m under vk;-.

The resulting ring signature consists of o = (¢q, -+, ¢,, 7). When verifying a ring signature
o = (¢, ,cy,m) for a message m and a ring R, a verifier just checks a ZAP proof 7 for
the statement (m,R,cy,---,¢,) under the first message r; of the first user in R. Regard-
ing its anonymity, the BKM scheme only achieves a computational anonymity due to the
computational privacy properties of the underlying PKE scheme and ZAP argument.

In the following, we modify the BKM scheme for upgrading the computational anonymity
into unconditional one. The first step is to replace a ZAP argument used in BKM scheme as a
statistical ZAP argument. By this change, a proof 7 in a ring signature ¢ provides statistical
privacy while holding its computational soundness property, which is required to ensure the
unforgeability for the ring signature.

As the second step, we consider how to solve a problem due to the computational privacy of
the underlying PKE scheme. Looking closely the BKM scheme, we see that a decryption key
dk (corresponding to an encryption key ek in a verification key rvk) is not needed when running
the actual scheme. In fact, a decryption key dk is only needed in the proof of unforgeability in
order to reduce the unforgeability of the BKM scheme to the unforgeability of the underlying
signature scheme. Due to this feature, as the second step, we find that the underlying PKE
scheme can be replaced by a lossy encryption scheme. A lossy encryption scheme is a special
PKE scheme having two types of encryption keys: an ordinary encryption key ek and a lossy
encryption key lk. When encrypting a plaintext under an ordinary encryption key ek, we can
generate a standard ciphertext which is decrypted by the corresponding decryption key. On the
other hand, when encrypting a plaintext under a lossy encryption key [k, we can statistically
eliminate the information of the plaintext from the ciphertext (that is, the corresponding

decryption key does not exist). As a basic property for lossy encryption, we require that an
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ordinary encryption key and a lossy encryption key is computationally indistinguishable. In
our ring signature scheme, a user’s verification key rvk contains a lossy encryption key Ik
instead of an encryption key ek for a PKE scheme. Now, from the statistical privacy of a
lossy encryption scheme, we can eliminate the information of the index ¢* from the ciphertext
¢+ in a ring signature o. In the proof of the unforgeability, based on the property of lossy
encryption, we switch from a lossy encryption key [k to an ordinary encryption key ek in
order to extract a signature o, from the ciphertext ¢;~ using the corresponding decryption
key dk. Note that since we only consider a computational unforgeability for ring signature,
this computational key switching process does not make any problem in the security proof.
Applying these two modifications to the BKM scheme, we can obtain the first ring sig-
nature scheme with unconditional anonymity in the plain model. In addition to the above
our modifications, in our actual construction, we adopt the technique for reducing the num-
ber of ciphertexts in BKM scheme proposed by Backes, Dottling, Hanzlik, Kluczniak, and
Schneider [BDH'19]. By utilizing this technique, the number of ciphertexts in a ring signa-
ture reduces from n to 2. Informally, in our actual construction, a user computes a ciphertext
co by encrypting the signature o, under the lossy encryption key [k and sampling another
ciphertext ¢; from the ciphertext space uniformly at random. Then, by using the underlying
ZAP argument, we generate a proof 7 for the statement (m,R, ¢y, c1) to show that either ¢

OR ¢ is a ciphertext of a signature o,, for a message m under the verification key vk.

4.2 Description

In this section, we formally describe our ring signature scheme. Let SIG = (Gen, Sign, Ver) be
a signature scheme with the message space Msig = {0, 1}* and the signature space S>'°. Let
LE = (KG, LKG, Enc, Dec) be a lossy encryption scheme with the plaintext space ME = S5I¢,
the ciphertext space CTE, and the randomness space RE™ for Enc. Let ZAP = (Prove, Verify)
be a ZAP argument for £, where

L= {x = (m,co,c1,R = (rvky, -, rvkn))‘ Jw = (i, rok = (vk, ek, 1), 0pm, rE™) s.t.
rok = rok; A 1 = Ver(vk, m||R, 0,,) A (Co = Enc(ek, 0,n;75") V ¢1 = Enc(ek, op; TE”C))}

Then, we construct a ring signature scheme RS = (RGen, RSign, RVer) with the message
space M as described in Figure 4.1. We note that the correctness of RS is straightforward
due to the correctness of SIG, LE, and ZAP.
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RGen(1%) :
(vk, sk) < Gen(1%)
ek + LKG(1")
r <+ {0, 1}W
rvk = (vk, ek, r)
rsk = (sk, rvk)
Return (rvk, rsk)

RSign(rsk,m,R) :
Parse rsk := (sk, rvk)
Parse rvk := (vk, ek, r)
Parse R := (rvkq, -+, rvky)
Parse rvkq := (vky, ekq,71)
If rok ¢ R then Return L
om < Sign(sk, m||R)
FEnc . REnc
co < Enc(ek,op;r
¢ < CT'E

x = (m,co,c1,R)

Enc)

w = (i, 70k, 0, TE™)

7 < Prove(ry, z, w)

Return o := (7, ¢, ¢1)

RVer(R,m, o) :
Parse R := (rvky,--- , rok,)
Parse rvk; := (vky, eky1,71)
Parse 0 := (7, ¢g,¢1)
x = (m,co, 1, R)
b + Verify(r,z, )
Return b

Figure 4.1:

4.3 Security Proof

In this section, we show the following two theorems.

Theorem 4.1. If ZAP satisfies statistical witness indistinguishability and LE satisfies statis-

Our construction of ring signature with unconditional anonymity in the plain model RS.

tical lossiness, then RS satisfies unconditional anonymity under full key exposure.

Proof of Theorem 4.1.

of key pairs. Let A be any adversary that attacks the anonymity under full key exposure

of RS. We proceed the proof via a sequence of games by introducing the following games:

Game; for i € [0,6].

Gamey:

Let n = n(A) be an arbitrary polynomial that denotes the number

This game is the original game of anonymity under full key exposure for RS

conditioned on b = 0. The detailed description is as follows:

1. The challenger C proceeds as follows:

(a) For all i € [n], C samples randomnesses r
ri < {0, 1}
(b) For all i € [n], C generates (vk;, sk;) + Gen(1*;7") and ek; < LKG(1*; rHKC).

7 7

(c) For all i € [n], C sets rvk; := (vk;, ek;,r;) and rsk; := (sk;, rvk;).

(d) C gives the randomnesses (rZ", 7-K%);cp, to A

2. When A requests a challenge to C by sending a tuple (ig, i1, R*,m*), C proceeds as

follows:

)
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(a) C parses R* := (rvky,--- ,rvk,.) and rvk] := (vk], ek}, r}), and computes o7, <
Sign(sk;,, m*||R*).

(b) C samples a randomness 75" <— RE computes ¢} < Enc(ek,,, o7,; rE™), and
chooses ¢ < CTE.

(c) C sets x* := (m*, ¢}, ¢, R*) and w* := (ig, T0ks,, o, rE™), and computes 7* <
Prove(r], z*, w*).

(d) C sets o* := (7%, ¢}, c}), and gives o* to A.

3. A outputs a bit ¥’ € {0, 1}.

Game;: This game is identical to Game, except that C samples 7’5" < RE" and
computes o/ < Sign(sk;,, m*||R*;7’E") and ¢} <+ Enc(ek,,, 0’ ;') instead of ¢} «
CT'*

Game,: This game is identical to Game; except that C sets w* := (iy, rvk;,, o/, 7'E™)

instead of w* := (ig, rvk,,, o, rE").

Games;: This game is identical to Game, except that C samples ¢f; < CT'E instead

of computing ¢} < Enc(ek;,, o7,).

109

Gamey: This game is identical to Games except that C computes o7, < Sign(sk;,, m*||R*)

11

and ¢ < Enc(ek;,, o%,;75") instead of ¢ < CTE.

Games: This game is identical to Game, except that C sets w* := (iy, rvk;,, o, 7E™)

instead of w* := (iy, rvk;,, ol , r"E"°).

Gameg:  This game is identical to Games except that C samples ¢j CT'E instead
of computing ¢} < Enc(ek;,, o’ ;r'E"¢). Note that this game is exactly the same

as the original game of anonymity under full key exposure for RS conditioned on

b=1.

Let Succ; be the event that A outputs & = 0 in Game; for i € [0,6]. By using triangle

inequality, we have

5

1

Advggy(A) = 2 - |Pr[b = b] — 5= | Pr[Succy] — Pr[Succg]| Z |Pr[Succ;] — Pr[Succ;;]|
i=0

It remains to show how each | Pr[Succ;| — Pr[Succ; ]| is upper-bounded. To this end, we

will show the following lemmata.
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e There exist adversaries BI°® against the statistical lossiness of LE such that | Pr[Succy] —
Pr[Succy]| = Adv'L"E’B?s(/\) (Lemma 4.1).

e There exist an adversary BY against the statistical witness indistinguishability of ZAP
such that | Pr[Succ;] — Pr[Succy|| = Adv"zv/kpvwi(/\) (Lemma 4.2).

e There exist adversaries B against the statistical lossiness of LE such that | Pr[Succ,] —
Pr[Succs]| = Adv:?E,B';S(/\) (Lemma 4.3).

e There exist adversaries BI°® against the statistical lossiness of LE such that | Pr[Succs] —
Pr[Succy]| = AdVILOE,B'gs(/\) (Lemma 4.4).

e There exist an adversary BY' against the statistical witness indistinguishability of ZAP
such that | Pr[Succy] — Pr[Succs)| = Adv"zv/i\P,Bg;(/\) (Lemma 4.5).

e There exist adversaries B against the statistical lossiness of LE such that | Pr[Succs] —
Pr[Succg]| = Adv'L"E’st(/\) (Lemma 4.6).

Lemma 4.1. There exists an adversary B against the statistical lossiness of LE such that
| Pr[Succy] — Pr[Succ,|| = Adv:fEB.fs()\).

Proof of Lemma 4.1. We construct an adversary B that attacks the statistical lossiness

of LE so that | Pr[Succy] — Pr[Succ,]| = Adv:fE’Bllos(A), using the adversary A as follows.

LKG

1. Upon receiving (r%®);ep, from the challenger, BY® proceeds as follows:

(a) Bl® generates ek; < LKG(1*;rHKC) for all i € [n].

(b) For all i € [n], B samples randomness 7" <— R®" and generates (sk;, vk;) <

Gen(1%; e,

(c) For all i € [n], B samples r; < {0,1}¢ and sets rvk; := (vk;, ek, ;) and rsk; :=
(sk;, rvk;).

(d) B gives the randomness (r&", rHKC r;);ciy to A.

2. When A requests a challenge tuple (i, i;, R*, m*), BI° proceeds as follows:

(a) Bl parses R* := (rvk}, -+, rvk’.) and rvk} := (vk3, ek}, r}), and computes o7,
Sign(sk;,, m*||R*) and o/, < Sign(sk;,, m*||R*).
(b) Bl*s samples rE¢ <— RE™ and generates ¢, < Enc(ek;,, o7, ; 7E™).

m)
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(c) B makes its own challenge query (i1, ) to the challenger. Upon receiving c

Enc>’ and

from the challenger, it sets z* := (m*, ¢, ¢}, R*) and w* := (ig, rvk;y, 00, 7
computes 7 < Prove(r}, z*, w*).

(d) Bls sets o == (7%, ¢j, ;) and gives o* to A.

3. When A outputs a bit ¥ € {0,1} and terminates, B> outputs 3 := 1 to the chal-
lenger and terminates if & = 0 holds. Otherwise, B°® outputs 0 to the challenger and

terminates.

In the following, we let 8 be the challenge bit for Bl*>. We can see that Bl° perfectly
simulates Game, for A if it receives the challenge ciphertext ¢ < CTF from its challenger.
This ensures that the probability that Bl°® outputs 1 given ¢} «+— CTF is exactly the same as
the probability that Succy happens in Gamey. That is, Pr[3’ = 1|8 = 1] = Pr[Succy] holds.

On the other hand, we can see that BI° perfectly simulates Game; for A if it receives the

challenge ciphertext ¢} <— Enc(ek;,, 0),,) from its challenger. This ensures that the probability

119 m

that BP® outputs 1 given ¢} < Enc(ek;,, 0’,) is exactly the same as the probability that Succ,

117 Y'm

happens in Game;. That is, Pr[#’ = 1|8 = 0] = Pr[Succ;] holds. Therefore, we have
Adv:fEBllos(/\) = | Pr[p’ = 1|8 = 1] — Pr[p’ = 1|8 = 0]| = | Pr[Succy] — Pr[Succ,]|.
0 (Lemma 4.1)

Lemma 4.2. There exists an adversary By against the statistical witness indistinguishability

of ZAP such that | Pr[Succ,] — Pr[Succ,]| = Adv}'t ari(A).

Proof of Lemma 4.2. We construct an adversary B} that attacks the statistical witness in-
distinguishability of ZAP so that | Pr[Succ;]| —Pr[Succ,y|| = Adv‘giAP’B{vi (M), using the adversary

A as follows.
1. Upon receiving 1* from the challenger, BY proceeds as follows:

(a) For all i € [n], BY samples randomness r®" < RC prKG  RLKC “and r; «
{0,1}~.

(b) For all i € [n], By generates (vk;, sk;) < Gen(1*;7%") and ek; < LKG(1*;rH<).

(c) For all i € [n], By sets rvk; := (vk;, ek;,r;) and rsk; := (sk;, rvk;).

(d) By gives the randomness (", 7H5¢ 7)) cp, to A.

%
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2. When A makes a challenge query (ig, i1, R*, m*), B% proceeds as follows:

(a) BY parses R* = (rvk},---,rvk’.) and rok] = (vkj, ek}, r}), computes 0%, <«
Sign(sk;,, m*||R*) and of, < Sign(sk;,, m*||R*), and sends r] to the challenger.

* .
m)

Enc)

(b) BY¥ samples randomness rE 7/Enc < REC computes ¢ < Enc(ek;,, o,; rE™) and

c; < Enc(ek;,, o ;7E™), and sets z* := (m*, ¢, ¢, R*).

* Enc)

r ! /Enc)
mo :

(c) By sets wf := (ig, rvk;,, o and wy = (i1, vk, 00,7

(d) B¥ makes a query (z*,wg,w}) to its oracle, gets the corresponding proof 7*, and

sets o* 1= (7%, ¢, ¢f).

(e) B gives o* to A.

3. When A outputs a bit b € {0,1} and terminates, BY outputs 1 to the challenger and

terminates if &’ = 0 holds. Otherwise, BY outputs 0 to the challenger and terminates.

We can see that BY perfectly simulates Game; for A if it receives the proof 7 from the
oracle Oy. This ensures that the probability that B outputs 1 given the proof 7 from the
oracle Oy is exactly the same as the probability that Succ; happens in Game;. That is,
Pr[B‘{ViOO(""')(TT) = 1] = Pr[Succ,] holds.

On the other hand, BY perfectly simulates Game, for A if it receives the proof 7 from
the oracle O;. This ensures that the probability that B outputs 1 given the proof 7 from
the oracle O, is exactly the same as the probability that Succy, happens in Games. That is,
Pr[B‘{Viol(""')(TT) = 1] = Pr[Succs] holds. Therefore, we have

Advip g () = [PEBEY (1) = 1] = Pr{BY (1)) = 1]] = | Pr[Suce,] — Pr[Suces).
[0 (Lemma 4.2)

Lemma 4.3. There exists an adversary BYS against the statistical lossiness of LE such that
| Pr[Succy] — Pr[Succs)| = Adv?ZP7655(A).

Proof of Lemma 4.3. We construct an adversary BY® that attacks the statistical lossiness

of LE so that | Pr[Succs] — Pr[Succ;)| = Advt’églgs()\), using the adversary A as follows.

1. BY* runs in the same way as the Step 1 of BI° in the proof of Lemma 4.1.

2. When A requests a challenge tuple (ig, i1, R*, m*), B proceeds as follows:
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(a) BY* parses R* := (rvkj,--- ,rvk’.) and rvk} := (vk], ek}, r}), and computes o7, <
Sign(sk;,, m*||R*) and o/, < Sign(sk;,, m*||R*).

(b) Bl samples r'E"® < RE"® and generates ¢} < Enc(ek;,, o’ ;r/E™).

(c) BY* makes its own challenge query (ig,07,) to the challenger. Upon receiving ¢,

/Enc)

from the challenger, it sets 2* := (m*, ¢, ¢;, R*) and w* := (iy, rvk; r’="¢), and

Z17 m’

computes 7* <— Prove(r}, z*, w*).

(d) BYs sets o == (7%, ¢}, ;) and gives o* to A.
3. BY* runs in the same way as the Step 3 of B in the proof of Lemma 4.1.

In the following, we let 3 be the challenge bit for Bls. We can see that BY* perfectly

from its

simulates Game, for A if it receives the challenge ciphertext ¢ < Enc(ek;,,o},)

challenger. This ensures that the probability that BY* outputs 1 given ¢ < Enc(ek;,, 07,) is
exactly the same as the probability that Succy, happens in Game,. That is, Pr[f’ = 1|5 =
0] = Pr[Succ,] holds.

On the other hand, we can see that B perfectly simulates Games for A if it receives the
challenge ciphertext cj < CT'E from its challenger. This ensures that the probability that
Bls outputs 1 given ¢ < CTF is exactly the same as the probability that Succs happens in

Games. That is, Pr[#’ = 1|8 = 1] = Pr[Succs] holds. Therefore, we have
AdVlLOE,BI;S(/\) = | Pr[f’ = 1|8 = 0] — Pr[p’ = 1|8 = 1]| = | Pr[Succy] — Pr[Succs]|.
O (Lemma 4.3)

Lemma 4.4. There exists an adversary BYS against the statistical lossiness of LE such that
| Pr[Succ;] — Pr[Succy]| = Adv,: B.os()\)

Proof of Lemma 4.4. We construct an adversary BY® that attacks the statistical lossiness
of LE so that | Pr[Succ;] — Pr[Succ,)| = Adv'fésgs()\), using the adversary A as follows.

1. BY* runs in the same way as the Step 1 of BI° in the proof of Lemma 4.1.
2. When A requests a challenge tuple (ig, i1, R*, m*), B proceeds as follows:

(a) BYs parses R* := (rvk}, -+, rvk’.) and rvk} := (vk3, ek}, r}), and computes o7,
Sign(sk;,, m*||R*) and o/, < Sign(sk;,, m*||R*).
(b) BY* samples r'E"® < RE" and generates ¢} < Enc(ek,, o’ ;r'E™).

11 m7
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(c) B makes its own challenge query (i1, 07,) to the challenger. Upon receiving c;

/ /Enc)

from the challenger, it sets 2* := (m*, ¢}, ¢;, R*) and w* := (i, rvk;,, o), 7"%"¢), and

computes 7 < Prove(r}, z*, w*).

(d) BY* sets o* 1= (7%, ¢, ¢t) and gives o* to A.
3. B runs in the same way as the Step 3 of B in the proof of Lemma 4.1.

In the following, we let 3 be the challenge bit for BY¥*. We can see that BY* perfectly
simulates Game;s for A if it receives the challenge ciphertext ¢y < CT'E from its challenger.
This ensures that the probability that B outputs 1 given ¢y CT'E is exactly the same as
the probability that Succs happens in Game;. That is, Pr[s’ = 1|8 = 1] = Pr[Succ;] holds.

On the other hand, we can see that B perfectly simulates Game, for A if it receives the

challenge ciphertext ¢ <— Enc(ek;,,o),) from its challenger. This ensures that the probability

m

*
m

happens in Game,. That is, Pr[#’ = 1|8 = 0] = Pr[Succ,] holds. Therefore, we have

that B outputs 1 given ¢ < Enc(ek;,, 0F,) is exactly the same as the probability that Succy

AdV2 g (A) = | Pr[B = 1|8 = 1] = Pr[' = 1|8 = 0]| = | Pr[Succs] — Pr[Suce,]|.
O (Lemma 4.4)

Lemma 4.5. There exists an adversary BY' against the statistical witness indistinguishability
of ZAP such that | Pr[Succy] — Pr[Succs;]| = Adv‘giﬁ\RBgi(}\).

Proof of Lemma 4.5. We construct an adversary By that attacks the statistical witness in-
distinguishability of ZAP so that | Pr[Suce,] — Pr[Succs]| = Advy)p By (), using the adversary
A as follows.

Wi

1. BY runs in the same way as the Step 1 of BY in the proof of Lemma 4.2.

2. When A makes a challenge query (ig, i1, R*, m*), BY proceeds as follows:

(a) By parses R* = (rvk},---,rvk’.) and rok] = (vkj, ek}, 7}), computes 0% <

Sign(sk;,, m*||R*) and o!, < Sign(sk;,, m*||R*), and sends r] to the challenger.

(b) By samples randomness rEnc /Enc < REC computes ¢ < Enc(ek;,, o,; rE™) and

c¢; « Enc(ek;,, 0! ;7"E), and sets x* = (m*, ¢, ci, RY).

m)

/ /Enc)

r * Enc)
ms .

(c) BY' sets w := (i1, rvki,, 0 and wi = (i1, vk, 08,7
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(d) By makes a query (z*,wg,w}) to its oracle, gets the corresponding proof 7*, and

sets o* 1= (7%, ¢f, c}).

(e) By gives o* to A.

3. BY runs in the same way as the Step 3 of BY in the proof of Lemma 4.2.

We can see that BY' perfectly simulates Game, for A if it receives the proof 7 from the
oracle Oy. This ensures that the probability that By outputs 1 given the proof 7 from the
oracle OOy is exactly the same as the probability that Succ, happens in Game,. That is,
Pr[By ) (11) = 1] = Pr[Succy] holds.

On the other hand, BY' perfectly simulates Games for A if it receives the proof 7 from
the oracle O;. This ensures that the probability that By outputs 1 given the proof m from
the oracle O, is exactly the same as the probability that Succs happens in Game;. That is,
Pr[By*7)(10) = 1] = Pr[Succs] holds. Therefore, we have

Advip g () = [ PrBY (1) = 1] — PoB (1Y) = 1]] = | Pr[Suce,] — Pr[Suces].
[0 (Lemma 4.5)

Lemma 4.6. There exists an adversary BYS against the statistical lossiness of LE such that
| Pr[Succs] — Pr[Succg)| = Adv'[’éﬁifs()\).

Proof of Lemma 4.6. We construct an adversary B! that attacks the statistical lossiness

of LE so that | Pr[Succs] — Pr[Succg)| = Advt’éBfS(A), using the adversary A as follows.

1. B runs in the same way as the Step 1 of BI° in the proof of Lemma 4.1.

2. When A requests a challenge tuple (ig, i1, R*, m*), B proceeds as follows:

(a) Bl parses R* := (rvkj,--- ,rok’.) and rvk} := (vk7, ek}, r}), and computes o7, <
Sign(sk;,, m*||R*) and o/, < Sign(sk;,, m*||R*).

(b) Bl* samples rE" «— RE" and generates ¢, < Enc(ek;,, o7, ; 7E™).

m)

(c) Bl* makes its own challenge query (i1, 07,) to the challenger. Upon receiving c;

* Enc)
3

from the challenger, B sets x* = (m*, ¢}, ¢, R*) and w* = (iy, rvk,, 0%, 7

and computes 7 <— Prove(r}, z*, w*).

Finally, B sets o* := (7, ¢}, ¢;) and gives o* to A.
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3. BY® runs in the same way as the Step 3 of BI® in the proof of Lemma 4.1.

In the following, we let 8 be the challenge bit for B*. We can see that B perfectly

/

') from its

simulates Game; for A if it receives the challenge ciphertext ¢ < Enc(ek;,, o

/
m

challenger. This ensures that the probability that B outputs 1 given ¢ < Enc(ek;,,0’,) is
exactly the same as the probability that Succs happens in Games. That is, Pr[f’ = 1|5 =
0] = Pr[Succ;] holds.

On the other hand, we can see that B> perfectly simulates Gameg for A if it receives the
challenge ciphertext ¢ « CT'E from its challenger. This ensures that the probability that
Bl outputs 1 given ¢t < CTF is exactly the same as the probability that Succg happens in

Gameg. That is, Pr[s’ = 1|8 = 1] = Pr[Succg] holds. Therefore, we have

Advlos ()\) — ’Pr[ﬁl = 1|5 = O] — Pr[ﬁl = 1’6 = 1” = |PI‘[SU.CC5] — PI‘[SUCCGH.

LE,Blos
[0 (Lemma 4.6)

Putting everything together, we obtain

AdVEST(A) < AVE s (A FAdVTpp 500 (A)FADVE e (M) HADVIE e (A)FAAVSpp i (V) FAAVE s (A).-

Since ZAP satisfies statistical witness indistinguishability and LE satisfies statistical lossi-
ness, for any computationally unbounded adversary A, Advgsy (A) = negl(A) holds. Therefore,

RS satisfies unconditional anonymity under full key exposure. [0 (Theorem 4.1)

Theorem 4.2. IfSIG is an MU-EUF-CMA®™ secure signature scheme, LE satisfies correct-
ness and indistinguishability of ordinary/lossy keys, and ZAP satisfies computational sound-

ness, then RS satisfies unforgeability w.r.t. insider corruptions.

Proof of Theorem 4.2. Let A be a PPT adversary that attacks the unforgeability w.r.t.
insider corruptions of RS. We proceed the proof via a sequence of games. We introduce the

following three games Game; for i € [0, 2].

Gamey: This game is the original game of the unforgeability w.r.t. insider corruptions

for RS. The detailed description is as follows.

1. The challenger C proceeds as follows:

(a) For all i € [n], C samples randomnesses 7" < RC pHKG  RLKC and

T, < {O, 1}5
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(b) For all i € [n], C generates (vk;, sk;) < Gen(1*;7") and ek; < LKG(1*; rHK®).
(c) For all i € [n], C sets rvk; := (vk;, ek;,r;) and rsk; := (sk;, rvk;).
(d) C sets Ssig := 0 and Scor := 0, and gives rvk := (rvky,-- -, rvk,) to A.

2. When A makes a signing query (j,R, m) and a corruption query j, C proceeds as

follows:
Signing Queries.
(a) C parses R := (rvk},---,rvkl,) and rok| = (vk!, ek, r]), samples a ran-
domness 75" < RE™ and computes o, < Sign(sk;, m||R) and ¢y
Enc(ekj, om; rE™).

(b) C samples ¢; < CT'E, sets x := (m, co, 1, R) and w := (§, rvk;, o, rE™)

and computes 7w <— Prove(r], z, w).
(c) C sets o := (m,¢o,c1), gives o to A, and appends (j, R, m) to Sgig.
Corruption Queries.

C gives rsk; to A and appends rvk; to Scorr-

3. A outputs a tuple (R*, m*, c*).

Game; : This game is identical to Game, except that C generates ordinary encryp-
tion keys (ek;, sk;) < KG(1?) instead of generating lossy encryption keys ek; <
LKG(1*) for all i € [n].

Game, : This game is identical to Game; except that C requires an additional condi-
tion for the success condition of A. More precisely, we require a forgery (R*, m*, o* =

(m*, ¢§, ct)) output by A to satisfy z* € L, where 2* := (m*, ¢*, ¢}, R*).

For i € [0, 2], we let Succ; be the event that A succeeds in outputting a tuple (R*, m*, c*)
satisfying 1 = RVer(R*,m*,0*) A R* C rvk\Scor A (-,R*,m*) ¢ Ssig in Game;. By using
triangle inequality, we have

1
Advagf,A()\) Pr[Succy] < Z r[Succ;] — Pr[Succ;;1]| + Pr[Succ,).

=0
It remains to show how each | Pr[Succ;] — Pr[Succ;;4]| for ¢ € [0,1] and Pr[Succs] are

upper-bounded. To this end, we show the following lemmata.

e There exists an adversary B against the indistinguishability of ordinary / lossy keys
of LE such that | Pr[Succy| — Pr[Succ,|| = AdvtEyBkey()\) (Lemma 4.7).
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e There exists an adversary 3s°un

| Pr[Succ,] — Pr[Succsy]| = Adv’;%gfgmd(A) (Lemma 4.8).

against the computational soundness of ZAP such that

e There exists an adversary B against the MU-EUF-CMA®°™ security of SIG such that
Pr[Succs,] = Advg?é’gunf<)\) (Lemma 4.9).

Lemma 4.7. There exists an adversary B* against the indistinguishability of ordinary /

lossy keys of LE such that | Pr[Succy| — Pr[Succ,]| = Advt‘agkey()\).

Proof of Lemma 4.7. We construct an adversary B* that attacks the indistinguishability
of ordinary / lossy keys of LE so that | Pr[Succg] — Pr[Succy]| = AdvteE%Bkey(/\), using the

adversary A as follows.

1. Upon receiving a set of encryption keys (ek;);cjn from the challenger, B proceeds as

follows:

(a) B generates (sk;, vk;) < Gen(1*) for all i € [n].

(b) For all i € [n], B samples r; + {0, 1}* and sets rvk; := (vk;, ek;, ;) and rsk; :=
(sk;, rvk;).

(c) B* gives rvk := (rvky,--- , rvk,) to A.

2. B*® runs in the same way as the Step 2 in Gamey.

3. When A outputs a tuple (R*, m*, 0*) and terminates, if (1 = RVer(R*, m*,c*)) A (R* C
rvk\Scorr) A ((+,R*,m*) & Ssig) holds, B*Y outputs 1 and terminates. Otherwise, B ¥

outputs 0 and terminates.

In the following, we let 3 be the challenge bit for B*Y. We can see that B* perfectly
simulates Game, for A if it receives the lossy encryption keys (ek;);cjn) generated by LKG(1*)
from its challenger. This ensures that the probability that B*® outputs 1 given the lossy
encryption keys (ek;);cpy) is exactly the same as the probability that Succy happens in Game,.
That is, Pr[p’ = 1|5 = 1] = Pr[Succy] holds.

On the other hand, we can see that B perfectly simulates Game, for A if it receives the
ordinary encryption keys (ek;);ep,) generated by KG(1*) from its challenger. This ensures that
the probability that B outputs 1 given the ordinary encryption keys (eki)icpn) is exactly the
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same as the probability that Succ; happens in Game;. That is, Pr[§’ = 1|5 = 0] = Pr[Succ]
holds. Therefore, we have

AT e, () = | Pr[8" = 1|8 = 1] — Pr[ = 1|8 = 0]| = | Pr[Succy] — Pr[Succ]|.

O (Lemma 4.7)

Lemma 4.8. There exists an adversary B> against the computational soundness of ZAP
such that | Pr[Succ;] — Pr[Succy|| = AdvszC}fostound()\).

Proof of Lemma 4.8. For i € {1,2}, we let Bad; be the event that A outputs a forgery
(R*,m*, o* = (7%, ¢}, c})) satistying 2* ¢ LA 1 = RVer(R*, m*,c*) AR* C rvk\Sco, in Game;,
where x* 1= (m*, cf, cf,R*). In the following, we call such a forgery a bad forgery. Game;
proceeds identically to Game, unless Bad; happens. Therefore, we have the inequality
| Pr[Succ;] — Pr[Succ,y]| < Pr[Bad;] = Pr[Bad,]. Then, we construct an adversary B°un
that attacks the computational soundness of ZAP so that Pr[Bad;] = Adviapgema (), using

the adversary A as follows.
1. Upon receiving (r;)cjn) from the challenger, B proceeds as follows:

(a) For all i € [n], B generates (ek;, dk;) < KG(1*) and (sk;, vk;) + Gen(1*).
(b) For all i € [n], B sets rvk; := (vk;, ek;,r;) and rsk; == (sk;, rvk;).

(c) B sets Seig := ) and Scorr := 0, and gives rvk := (rvky, - -, rvk,) to A.

2. B*" runs in the same way as the Step 2 in Game,.

3. When A outputs a tuple (R*,m*, ¢*) and terminates, B*U" proceeds as follows:
(a) B=" parses R* := (rvk )iepn), vk}, = (vk] , ek} 7} ), and o* := (7%, ¢f, ¢}).

*

(b) B sets x* := (m*, ¢, ¢}, 0*), outputs (r},z*, 7*), and terminates.

From the above construction of B%U". it is easy to see that B*'" perfectly simulates

Beund is to output a tuple of a randomness,

Game; for A. Recall that the success condition of
a statement, and a proof (r*,z* 7*) satisfying «* ¢ £ A 1 = Verify(r*, 2*, 7*) for some r* €
(Ti)z‘e[n]-

If A outputs a bad forgery (R*, m*, 0*), then 2* ¢ LA1 = RVer(R*, m*, *) AR* C rvk\Scor

holds. Due to the construction of RS, the condition 1 = RVer(R*, m*, 6*) implies the condition
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1 = Verify(rj ,2*, 7*). Moreover, due to the condition R* C rvk\Scer, we can ensure that r;,

is included in (r;);ep,. Thus, when A outputs a bad forgery (R*,m*, o*), B achieves its

success condition by returning (r; ,x*,7*) to its challenger.

From the above arguments, the probability that A outputs a bad forgery is exactly the same
as the probability that B%“" breaks the computational soundness of ZAP. Hence, we have
Pr[Bad;] = Adv}",&’ﬁfgsound()\), which in turn implies | Pr[Succ;] — Pr[Succs]| < Adv}%Bf’Bsound (A).

[0 (Lemma 4.8)

Lemma 4.9. There exists an adversary B against the MU-EUF-CMA®™ security of SIG
such that Pr[Succsy| = AdVgTé,Bunf(/\).

Proof of Lemma 4.9. We construct an adversary B that attacks the MU-EUF-CMA“°o™
security of SIG so that Pr[Succ,y| = Advg:}; gt (A), using the adversary A as follows.

1. Upon receiving a set of verification keys (vk;);c from the challenger, BUf proceeds as

follows:

(a) For all i € [n], B generates (ek;, dk;) < KG(1*) and samples r; < {0, 1}*.

(b) Buf sets rvk; = (vk;, ek;,r;) for all i € [n], Ssig == 0, and Scor := 0, and gives
rvk = (rvky, - -, rvk,) to A.

2. When A makes a signing query (j,R,m) and a corruption query j, B proceeds as

follows:

Signing Queries.

(a) B parses R := (rvk},--- ,rvk!,) and rok} := (vk, ek, r}).

(b) B"f makes a signing query (j,m||R) to its challenger. Upon receiving a sig-
nature o, from its challenger, B“"f samples a randomness 7" « RE"™ and
computes cy < Enc(ek;, 0,,; 7E™).

(c) BUf samples ¢; < CT'F, sets © := (m,cy,c1,R) and w = (j, rvk;, o, 7E")

and computes m < Prove(r], z, w).
(d) B sets o := (m, o, c1), gives o to A, and appends (j, R, m) to Ssig.
Corruption Queries.
B makes a corruption query j to its challenger. Upon receiving sk; from

its challenger, B'" sets rsk; := (sk;, rvk;) and gives rsk; to A.
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3. When A outputs a forgery (R*, m*, 0*) and terminates, B'" parses R* := (rvk;,,- - , mvk;,)
for some ¢ = |[R*| and o* := (7%, ¢j, ¢}), and computes o7, < Dec(dk;;,cy) and o7,

Dec(dk;;, c;) for all j € [t]. Next, B proceeds as follows:

(a) B"" checks whether 1 = Ver(vk;,, m*||R*, %) holds for all j € [t]. If the condition

9 ]0
holds for some j € [n], then B returns (i;, m*|[R*,0%,) to its challenger and
terminates.
(b) B checks whether 1 = Ver(vk;;, m*||R*,0%,) holds for all j € [t]. If the condition
holds for some j € [n], then B returns (i;,m*||R*,0%,) to its challenger and
terminates.

We can see that B perfectly simulates Game, for A. Then, we show that B“"f can
output a valid forgery (i;, m*||R*,07,) satisfying (1 = Ver(vk;;, m*[|[R*,07;,)) A ((m*||R*,-) ¢
S;) A (i; ¢ C) for some j € [t] and b € {0, 1} if A makes a valid forgery (R*, m*, c*).

If A makes a valid forgery (R*, m*,0*) in Game,, then (1 = RVer(R*; m*, %)) A (R* C
rvk\Scorr) A ((+, R*,m*) ¢ Ssig) and z* € £ hold, where z* := (m* css e, RY).

Firstly, we can see that (m*||R*,-) € S;; holds by the fact (-,R*,m*) ¢ Ssjg.

Secondly, 1 = Verify(r; ,x*,7*) holds due to the condition 1 = RVer(R*,m ,0%). More-
over, by combining the additional condition x* € L in Games, we can ensure that there
exists a witness (ij, rok™ = (vk”, ek™), 0", r*) such that (rvk™ = rvki (= (vki, ek;;))) A (1 =
Ver(vk™, m*||R*,o%,)) A (¢§ = Enc(ek™,o};r*) V ¢i = Enc(ek™, o ;r E"C)) for some j € [t].
That is, due to the perfect correctness of LE, for some b € {0,1}, we can ensure that
oy, = Dec(dk;;, c¢;) = o5, and 1 = Ver(vk;,, m*||R*,075,) hold.

Finally, we can see that A does not make a corruption query i; because rvk* = rvk;‘j and
R* C rvk\Scor hold. Therefore, we have i; ¢ C.

From the above arguments, we can see that B can output a valid forgery (i;, m*||R*, o o)

) m7

for some b € {0, 1} if A outputs a valid forgery (R*,m*, 0*). Therefore, we have Pr[Succy] =
Advgfé,Bunf(/\). [0 (Lemma 4.9)

Putting everything together, we obtain
AdVES A(A) < AdVE e, (V) + AdVER s (A) + AVETE (V).

Since LE satisfies correctness and indistinguishability of ordinary / lossy keys, ZAP satisfies
computational soundness, and SIG is MU-EUF-CMA®°™" secure, for any PPT adversary A,
Adv‘F‘{'S’i A(A) = negl(X\) holds. Therefore, RS satisfies unforgeability w.r.t. insider corruptions.

O (Theorem 4.2)
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Chapter 5

A Tightly Secure Ring Signature
Scheme in the Plain Model

Based on the above motivation, we give an affirmative answer to the question. More specif-
ically, we give a new construction of tightly secure ring signature without depending on the
random oracles. For the overview and comparisons with the previous state-of-the-art schemes,

we refer to Table 5.1. There, we highlight the merits of our scheme by using the red color.

Scheme Signature size| Anonymity Model Assumption| Tightness Remark
Libert et al. [LPQ18] O(logn) Unconditional | RO model DDH O(1)  |Practically Efficient
Gonzélez [Gonl9] O(/n) Unconditional | CRS model DLIN  |O(n? Qsi,) | Practically Efficient
Backes et al. [BDH'19) O(logn) |Computational | Plain model| DLIN O(n)
Ours O(logn)  Computational | Plain model| DLIN O(1)

Table 5.1: Comparison between state-of-the-art ring signature schemes and ours. (n denotes

the size of a ring.)

Noteworthily, the signature size of our second scheme is the same as one of the tightly
secure ring signature scheme in the random oracle model proposed by Libert et al. [LPQ18]
asymptotically. That is, the signature size of our second scheme is O(logn), where n is the
size of a ring.

Our scheme is inspired by the novel ring signature scheme recently proposed by Backes et
al. [BDH'19]. In [BDH"19], they provided the first logarithmic-size ring signature scheme
in the plain model under the DLIN assumption over the pairing group. Their building
blocks consist of a standard signature scheme [HJ12], a public key encryption (PKE) scheme
with pseudorandom public keys and ciphertexts [E1G84], an NIWT proof system in the plain
model [GOS06], and a somewhere perfectly binding (SPB) hash function [OPWW15]. Our
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second scheme also requires the same building blocks. We stress that all of the security
properties of these building blocks can be reduced to the DLIN assumption tightly using the
self-reducibility of the DLIN assumption [HJ12] or ensured information-theoretically.

5.1 Technical Overview

The Difficulty of Giving A Tight Security Proof for Unforgeability. In the context
of ring signatures, the generally accepted security notion for unforgeability is unforgeability
w.r.t. insider corruptions proposed by Bender, Katz, and Morselli [BKMO06]. Informally,
the unforgeability w.r.t. insider corruptions is defined using an experiment that proceeds as

follows.

1. An adversary A is given a set of the verification keys rvk = (rvkq,- -, rvk,) generated

by the key generation algorithm.

2. A can make two types of queries: signing queries and corruption queries. If A makes
a signing query (j, R, m), a signature o made by the signing key rsk; corresponding to
rvk;, the ring R, and the message m, is given to A. Also, if A makes a corruption query

J, the corresponding signing key rsk; is given to A.
3. A outputs a tuple (R*, m*, o*).

We say that A breaks the unforgeability w.r.t. insider corruptions if o* is a valid signature for
a new message m* under the ring R* containing only uncorrupted verification keys. In other
words, if A cannot make such a forgery, we can say that a ring signature scheme satisfies the
unforgeability w.r.t. insider corruptions.

In the following, we explain the difficulty of giving a tight security proof for the unforge-
ability w.r.t. insider corruptions. For explaining the difficulty clearly, let us consider a simple
construction of ring signatures based on a standard signature scheme and an NIWI-PoK. In
this scheme, a signer generates a signature of his message and ring (including his verification
key) by using the underlying signature scheme. Then, he generates a proof which ensures that
his signature is valid and his verification key is included in the ring by using the
underlying NIWI-PoK. Finally, he sets the proof as his resulting ring signature o. A verifier
given the ring signature o checks whether the proof is valid.

Regarding this scheme, thanks to the extractability of the underlying NIWI-PoK, the

unforgeability w.r.t. insider corruptions is reduced to the unforgeability of the underlying
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signature scheme by constructing a reduction algorithm that simply guesses the index * of

an uncorrupted user (signing key). However, this straightforward reduction suffers from a
N
unforgeability w.r.t. insider corruptions might make a corruption query for the index 7*.

reduction cost of L = where N is the number of all users, since an adversary of the
Thus, we cannot obtain a tight security in terms of the number of all users for this scheme. In
general, when proving the unforgeability w.r.t. insider corruptions, the similar problem occurs

in the other methods for constructing a ring signature scheme.

Our Approach to Overcome the Difficulty. Libert et al. [LPQ18] overcome the above
difficulty in the RO model. Their technique highly depends on the programmability of the
RO to deal with the corruption queries by an adversary. Unfortunately, we cannot use this
technique because we consider the standard model.

To overcome the above difficulty without using the RO methodology, we focus on the work
of Bader, Hofheinz, Jager, Kiltz, and Li [BHJ'15]. In [BHJ"15], they showed that a tightly
secure signature scheme with corruptions can be constructed by a tightly secure signature
scheme without corruptions and a tightly secure NIWI-PoK. Their idea is simple but powerful.
Informally, the description of their scheme is as follows. In their scheme, a verification key is
composed of two verification keys vky and vk, of the underlying signature scheme. A signing
key is composed of either signing key sk, corresponding to vk, where « is sampled from {0, 1}
uniformly at random. A signature is constructed from an NIWI OR-proof of knowledge which
proves that the underlying signature can be verified either under vky OR vk;.

Regarding the security proof, we consider constructing the following reduction algorithm B
for the unforgeability of an underlying signature scheme. At first, B embeds his verification key
vk into the verification key vki4, and generates an opposite verification/signing key (vkq, skq)
by himself. Here, B knows one side signing key sk, and thus B can deal with any corruption
query made by an adversary A against the unforgeability with corruptions. Then, B hopes
that A makes a proof of knowledge 7* of a signature ¢* under B’s verification key vk gq. If A
makes such a proof, then B can extract the signature ¢* from the proof of knowledge 7* and
utilize it to break the unforgeability of the underlying signature scheme.

Our approach is to extend the above technique to a ring signature setting for providing a
tight security proof for unforgeability w.r.t. insider corruptions. In other words, our core idea
is to combine a membership proof for a ring with the above proof of knowledge for achieving a
tightness. Concretely, a signer firstly makes a signature o for own message and ring using his
signing key sk, of the underlying signature scheme. Then, he generates a proof of knowledge

showing that his verification key belongs to the ring AND his signature o is valid either under
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vko OR wvkq, and sets the proof as his resulting signature.

How to Construct A Tightly Secure Ring Signature Scheme in the Plain Model.
As mentioned above, our tightly secure ring signature scheme in the plain model is based on the
novel ring signature scheme recently proposed by Backes et al. [BDH"19]. Their starting point
is the ring signature scheme of Bender et al. [BKMO06], and they improved the performance of
this scheme in two aspects to obtain logarithmic-sized signatures. One is to reduce the number
of ciphertexts of a PKE scheme in a ring signature and the other is to compress the witness
for the proof of an NIWI proof system in a ring signature. They achieve the improvement
regarding ciphertexts (resp., a witness) by utilizing the pseudorandomness of public keys and
ciphertexts of a PKE scheme (resp., the somewhere perfectly binding property of a SPB hash
function). Regarding anonymity, their scheme only achieves a computational anonymity due
to the computational security properties of a PKE scheme and a somewhere perfectly binding
hash function.

As a core technique for proving anonymity, in their construction, they make an OR-proof
using the underlying NIWT proof system for ensuring that either of two ciphertexts (resp., hash
keys) of an underlying PKE scheme (resp., SPB hash function) is valid. The important point
for our second scheme is that the technique for achieving a tightness used in our first scheme
is efficiently compatible with the above techniques of the Backes et al.’s ring signature scheme
since their scheme already depends on the OR-proof technique. Somewhat surprisingly, while
our scheme achieves a tight security, the efficiency is almost same as one of the original Backes
et al.’s ring signature scheme.

In the following sections, we show our ring signature scheme with logarithmic-size signa-
tures in the plain model. First, in Section 5.2, we describe our scheme. Then, in Section 5.3,

we give security proofs for our scheme.

5.2 Description

In this section, we formally describe our ring signature scheme with logarithmic-size signa-
tures in the plain model. Let SIG = (Gen, Sign, Ver) be a signature scheme with the mes-
sage space {0,1}* and the randomness space R®" for the key generation algorithm Gen.
Let PKE = (KG,Enc,Dec) be a PKE scheme with the plaintext space MPXE  the public
key space PKPKE, the randomness space RE™ for the encryption algorithm Enc, and the ci-

phertext space CT KE. We require that MPXE is equal to the signature space of SIG. Let
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RGen(1%;7) : RSign(rsk,m, R) : RVer(R,m, o) :

Parse 7 := (r$", rée «) Parse rsk = («, skq, T0k) Parse o := (7, o, c1, hko, hk1)
(vko, sko) + Gen(1*;r§e") If rvk (= rvk;) ¢ R then Return L ho := Hash(hko, R)
(vky, sk1) « Gen(1*;rSem) om  Sign(ska, m||R) hy := Hash(hk,R)
pk < PK (hko, shko) <+ HGen(1),|R|, ) x = (m, g, 1, hko, hk1, ho, h1, R)
rvk = (vko, vk1, pk) (hky, shk1) < HGen(1}|R|, ) b « Verify(x, 7)
rsk = (a, sk, T0k) ho < Hash(hko, R) Return b
Return (rvk, rsk) hy < Hash(hk1,R)
7 < Open(hk,, shkq, R,7)
FEnc _ REnc

Co < Enc(pk, o,n; 7E™)

Clgpa < CTTKE
x = (m, o, c1, hko, hk1, ho, b1, R)
If o = 0 then

w = (i, vk, (o, L), (rE, L), (7, 1))
else

w = (i, ok, (L, o), (L, 75, (L, 7))
7+ Prove(z, w)

Return o := (7, ¢, c1, hko, hk1)

Figure 5.1:  Our construction of tightly secure logarithmic-size ring signature in the plain model RS.

SPBH = (HGen, Hash, Open, HVer) be a somewhere perfectly binding hash function with pri-
vate local opening. Let NIWI = (Prove, Verify) be a non-interactive proof system in the plain

model for £, where

L= {(m, Co, €1, hko, hk1, ho, by, R = (rvkq, -+ -, rvkn))’
EI(7’7 'I"UI{; - (Uk07 'U]{fl, pk)? (007 01)7 (TOJ T1)7 (T07 Tl)) s.t.
((1 = Ver(uvko, m||R, 7)) A (co = Enc(pk, 50; 7)) A (1 = HVer(hko, ho, 4, rvk,m))>

V

((1 — Ver(vk1,m||R, 1)) A (e1 = Enc(pk, ;1)) A (1 = HVer(hky, b, 4, mk,ﬁ))) }

Then, we construct our ring signature scheme RS = (RGen, RSign, RVer) with the message
space M as described in Figure 5.1. We note that the correctness of RS is straightforward
due to the correctness of SIG, PKE, SPBH, and NIWI.

5.3 Security Proof

In this section, we show that our ring signature scheme RS satisfies (unconditional) anonymity

under full key exposure (Theorem 5.1) and unforgeability w.r.t. insider corruptions (Theo-
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rem 5.2).

Theorem 5.1. If NIWI satisfies computational witness indistinguishability, PKE satisfies pseu-
dorandomness of ciphertexts, and SPBH satisfies index hiding, then RS satisfies computa-
tional anonymity under full key exposure. More precisely, for any PPT adversary A against
the computational anonymity under full key exposure of RS, there exist adversaries B; with
Time(A) < min;eg{Time(B;)}, such that

Advgsy(A) < AdVEtKE,Bl(A) + AdV\II\IViIWI,Bg(/\) + AdVVI\V|i|W|,63(/\) + AdVgEEH,&Q) + Adv‘I;tKE,B5()‘>
+ AdVICDtKE,BG (A) + AdVVl\v|i|W|,B7 (A) + AdVlcvtKE,Bg (A) + AdVgEEH,BQO‘)'

Proof of Theorem 5.1 Let n = n(\) be an arbitrary polynomial that denotes the number
of key pairs. Let A be any PPT adversary that attacks the anonymity under full key exposure
of RS. We introduce the following ten games: Game; for i € [0, 9].

Gamey: Gamey is the original game of anonymity under full key exposure for RS

conditioned on b = 0. The detailed description is as follows.

1. The challenger C firstly proceeds as follows:
(a) For all i € [n], C samples randomnesses (r$e", rGe") « (RG")2, rHKG  REY
and «a; < {0,1}.

(b) For all i € [n], C generates (vki, ski) < Gen(1*;rSe") and (vky, skii) <+
LKG

Gen(1%; 78", and samples pk; < PK under the randomness r-K¢.
(c) For all i € [n], C sets rvk; := (vkio, vk;1, pk;) and rsk; == (i, Skia,, T0k;).

(d) C gives the randomnesses (r&", 75", rHC, a;)iep) to A.

2. When A requests a challenge to C by sending a tuple (ig, i1, R*, m*), C proceeds as
follows:
(a) C computes o}, < Sign(skiga,, ,m*||R*), (hkg, shky) < HGen(1*,|R*[, i),
(hky, shky) < HGen(1*,|R*|,40), hy < Hash(hk), R*), b} < Hash(hk}, R*), and
T Open(hk;,o, shkyg, ,R*, ig)-

(b) C samples a randomness rE"¢ + RE computes CZZ_O — Enc(pk, ,or ;rE),

07 m?
samples ¢lg,, 4 CTPXE and sets a* := (m*, ¢, ct, hk§, hk?, by, b5, R*).
(c) If ay, = 0 holds, C sets w* = (iq, rvki,, (0, L), (rE", 1), (7%, 1)). Otherwise,

C sets w* 1= (ig, 70k, (L, 07,), (L, rE"), (L, 7%)).
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d) C computes 1 < Prove(z*, w*), sets o* := (7*. c&. c*, hk’. hkY). and gives o* to
( p ) 9 » ~0y 1 0> 1/ g

A.

3. A outputs a bit &' € {0,1} and terminates.

Game;: Game; is identical to Game, except for the following change. When gener-
ating the challenge signature o* = (7*, ¢, ¢}), C computes both oy < Sign(sk;, 0, m*||R*)
and oy < Sign(sk;, 1, m*||R*). Moreover, C computes both 75 <— Open(hky, shkg, R*, i)
and 7, < Open(hk], shk], R*,ip). Then, C computes oy, < Enc(pk;y, 0100, ) in-

stead of ¢jg,, ¢ CT"E.

Game,: Game, is identical to Game; except that C sets w* := (ig, rvky,, (09, 01),
(r§"e, rE¢) (19, 71)). Here, we can see that the witness w* does not depend on the

randomness o, .

Games: Game; is identical to Game, except that C sets w* := (ig, rvk;,, (L, 01),
(L, rEe) (L, 7)) if oy, = 0 holds. Otherwise, C sets w* := (ig, rvky,, (00, L), (r§", L),
(70, L))

Game,: Game, is identical to Games except that C computes (hkail,shkail) —
HGen(1%,|R*|,i1) instead of (hka,, , shka, ) < HGen(1*, |R*[, i)

Game;: Gamej is identical to Game, except that C samples cj;il — CTKE instead

of computing sz'l N EnC(pk‘iO, Oy, s TEnc).

Gameg:  Gameg is identical to Games except that C computes 04, < Sign(ski, o, , m*[|R¥)

and ¢« Enc(pk;,, 0, rErc) instead of sampling Coiy, CTPKE,

117

Game;: Gamey; is identical to Gameg except for the following changes. Firstly, C
computes 7,, < Open(hka, ,shkq, ,R* 1) instead of 7,, < Open(hkq, , shko, ,R* o).
Moreover, if o;; = 0 holds, then C sets w* := (iy, rvk,,, (00, L), (r§", L), (10, L)).
Otherwise, C sets w* := (i1, 70k, (L, o), (L, 7E™), (L, 7).

Gameg: Gameg is identical to Gamer; except that C samples c’{@ail +— CTPXE instead

of computing CT@% < Enc(pk;,, 010a;, )-

Gamey: Game, is identical to Gameg except that C computes (h/ﬁ@ail , shkl@ail) —
A *| 5 ; A *| g
HGen(1%,|R*[,i1) instead of (Akiga,, , Shkiga;, ) <= HGen(1%,|R*|,49). Note that
this game is equal to the original game of anonymity under full key exposure for
RS conditioned on b = 1.
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Let Succ; be the event that A outputs b’ = 0 in Game; for i € [0,9]. By using the triangle

inequality, we have

8

1

Advggy(A) = 2 - |Pr[b = b] — 3| = | Pr[Succy| — Pr[Succy| Z |Pr[Succ;] — Pr[Succ;;4]] .
i=0

It remains to show how each | Pr[Succ;| — Pr[Succ; ]| is upper-bounded. To this end, we

show the following lemmata.

e There exists an adversary By against the pseudorandomness of ciphertexts of NIWI such
that | Pr[Succy] — Pr[Succ,]| = Advyw 5, (A) (Lemma 5.1).

e There exists an adversary By against the computational witness indistinguishability of
NIWI such that | Pr[Succ;] — Pr[Succy]| = Adv",\filv\,lﬁ2 (M) (Lemma 5.2).

e There exists an adversary B3 against the computational witness indistinguishability of
NIWI such that | Pr[Succy] — Pr[Succs]| = Adv",\ﬂv\,lﬁ3 (M) (Lemma 5.3).

e There exists an adversary B, against the index hiding of SPBH such that | Pr[Succs] —
Pr[Succy]| = AdvgiF‘,’EH’&()\) (Lemma 5.4).

e There exists an adversary B5 against the pseudorandomness of ciphertexts of PKE such
that | Pr[Succy] — Pr[Succs]| = Advpye s, (A) (Lemma 5.5).

e There exists an adversary Bg against the pseudorandomness of ciphertexts of PKE such
that | Pr[Succs] — Pr[Succe]| = Advpye s, (A) (Lemma 5.6).

e There exists an adversary B; against the computational witness indistinguishability of
NIWI such that | Pr[Succg] — Pr[Succ;]| = Adv",\ﬂWLB?()\) (Lemma 5.7).

e There exists an adversary By against the pseudorandomness of ciphertexts of PKE such
that | Pr[Succy] — Pr[Succs]| = Advpye s, (A) (Lemma 5.8).

e There exists an adversary By against the index hiding of SPBH such that | Pr[Succs] —
Pr[Succy]| = AdvgiF‘,jEH,Bg()\) (Lemma 5.9).

Lemma 5.1. There exists an adversary By against the pseudorandomness of ciphertexts of
PKE such that | Pr[Succy] — Pr[Succ:]| = Advpye s, (A).
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Proof of Lemma 5.1 We construct an adversary B; that attacks the pseudorandomness of
ciphertexts of PKE so that | Pr[Succ] — Pr[Succi]| = Advye 3, (A), using the adversary A as

follows.

LKG

i

1. Upon receiving (r

(
(

)icfn) from the challenger, B; proceeds as follows:

LKG

i .

a) For all i € [n], By samples pk; < PK under the randomness r
b) For all i € [n], B; samples randomnesses (r$e", r$e") < (R")? and «a; < {0, 1}.

)
)
(c) Foralli € [n], By generates (vkio, skio) < Gen(1*;7S") and (vky, ski1) < Gen(1%;75en).
(d) For all i € [n], By sets rvk; := (vkio, vk, pk;) and rsk; = (o, skia,, rvk;).

)

(e) By gives the randomnesses (rg", rae", ri%c, a;)icim to A.
2. When A makes a challenge query (ig, i1, R*, m*), By proceeds as follows:

(a) By computes og < Sign(ski, 0, m*||R*) and o1 < Sign(sk;, 1, m*||R*).

(b) B; computes (hkg, shkg) < HGen(1*, [R*|,4q), (hk7, shk]) < HGen(1*, |R*|, ig), ki <
Hash(hkg, R*), b} <— Hash(hk}, R*), 1o <— Open(hkg, shk, R*,io), and 71 <— Open(hk7,
shky, R*,ig).

(c) By sets m* := 01gq,, and queries (i, m") to the challenger.

(d) Upon receiving c* from the challenger, B; samples a randomness 75" < RE" com-
putes ¢, <= Enc(pki,, 0oy, ; 75"¢), and sets gy, ‘= ¢ andz” = (m*, ¢, cf, bk, hk7,
hy, by, R*).

(e) If o, = 0 holds, then By sets w* := (ig, Tk, (00, L), (r§™, 1), (5, L)). Otherwise,
By sets w* := (ig, rvks,, (L, 01), (L, 7E¢) (L, 7)).

(f) By computes a proof 7* «<— Prove(z*, w*), sets o* := (7%, ¢}, ¢i, hkg, hk]), and gives
o* to A.

3. When A outputs a bit & € {0,1} and terminates, By outputs ' := 1 to the challenger
and terminates if & = 0 holds. Otherwise, B; outputs ' := 0 to the challenger and

terminates.

In the following, let 8 be the challenge bit for B;. We can see that B; perfectly simulates
Game, for A if it receives the challenge ciphertext ¢* < CT"XE from its challenger. This
ensures that the probability that B; outputs 1 given ¢* < CTTKE is equal to the probability
that Succy happens in Gamey. That is, Pr[s’ = 1| = 0] = Pr[Succy| holds. On the other
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hand, we can see that By perfectly simulates Game; for A if it receives the challenge ciphertext
c* < Enc(pk;,, O'l@aio) from its challenger. This ensures that the probability that B; outputs
1 given ¢* < Enc(pk;,,010a,,) is equal to the probability that Succ; happens in Game;.
That is, Pr[8’ = 1|8 = 1] = Pr[Succ;] holds. Therefore, we have | Pr[Succy| — Pr[Succ,]| =
| Pr[3’ = 1|8 = 0] — Pr[8’ = 1|8 = 1]| = Advpke 5, (). [0 (Lemma 5.1)

Lemma 5.2. There exists an adversary Bs against the computational witness indistinguisha-
bility of NIWI such that | Pr[Succ;] — Pr[Succy|| = AdVVNViW|,82(>\)~

Proof of Lemma 5.2 We construct an adversary B that attacks the computational wit-
ness indistinguishability of NIWI so that | Pr[Succ;] — Pr[Succy]| = Adv",\V,iWLBQ()\), using the

adversary A as follows.

1. Upon receiving 1* from the challenger, By proceeds as follows:

(a) For all i € [n], B, samples randomnesses (rSe", ") « (REM)2, MG  REY and

Q; <— {O, 1}

(b) For alli € [n], By generates (vkqg, skig) < Gen(1%;7$"), (vky1, ski1) < Gen(1%;7rSe"),
LKG

and pk; < PK under the randomness r;">.
(c) For all i € [n], By sets rvk; := (vkio, vk;1, pk;) and rsk; == (v, skia,, TVk;).

(d) Ba gives the randomnesses (rg", ree", ri%c, a;)icim to A.

2. When A makes a challenge query (ig, i1, R*, m*), By proceeds as follows:

(a) By computes og < Sign(ski, 0, m*||R*) and oy < Sign(sk;, 1, m*||R*).

(b) By computes (hky, shkg) < HGen(1*, |R*|,4q), (hk7, shk}) < HGen(1*, |R*|, ig), h <
Hash(hk%, R*), hi < Hash(hk*, R*), 7o ¢ Open(hks, shk’, R*, o), and 7 < Open(hk?,
shik*, R* ).

(¢) By samples randomnesses r§™, ri" <— RE™ computes ¢+ Enc(pk,,,07,; 15",
i 20

samples Ci{@aio — CTPXE and sets o* := (m*, ¢, &, hkj, bkt b, bt R¥).

(d) If o, = 0 holds, then By sets wy := (ig, Tk, (00, L), (r§™, L), (10, L)). Otherwise,
By sets w§ := (ig, vk, (L, 1), (L, rE™), (L, 7).
Enc ,.Enc

(e) By sets wi = (ig, rvkiy, (00, 01), (15", 71"°), (70, 71) ), makes a query (z*, w§, w;) to

its oracle, and gets the corresponding proof 7*.

(f) By sets o* 1= (7", ¢}, ci, hkg, hk]) and gives o* to A.
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3. When A outputs a bit ¥’ € {0,1} and terminates, By outputs 1 to the challenger and

terminates if &' = 0 holds. Otherwise, By outputs 0 to the challenger and terminates.

We can see that B, perfectly simulates Game; for A if it receives the proof 7* from the
oracle Oy. This ensures that the probability that By outputs 1 given the proof 7* from the
oracle Oy is equal to the probability that Succ; happens in Game;. That is, Pr[BSO(""') (1Y) =
1] = Pr[Succ,] holds. On the other hand, By perfectly simulates Game, for A if it receives
the proof 7* from the oracle O;. This ensures that the probability that By outputs 1 given
the proof 7* from the oracle O is equal to the probability that Succy happens in Games.
That is, Pr[l’)’?l(""')(l’\) = 1] = Pr[Succy] holds. Therefore, it holds that Adv‘,Q,’i,WLBZ()\) =
| Pr[BS°0 ) (1) = 1] — Pr[BS* ) (12) = 1]| = | Pr[Sucey] — Pr[Succy]|. O (Lemma 5.2)

Lemma 5.3. There exists an adversary Bs against the computational witness indistinguisha-
bility of NIWI such that | Pr[Succs] — Pr[Succs)| = Advv,\‘,’}W,’B?)()\).

Proof of Lemma 5.3 We construct an adversary Bs that attacks the computational wit-
ness indistinguishability of NIWI so that | Pr[Succy] — Pr[Succs]| = Adv‘,Q,’i,W,’B3()\), using the

adversary A as follows.
1. Upon receiving 1* from the challenger, Bs proceeds as follows:

(a) For all i € [n], Bs samples randomnesses (rS", r§e") « (RO)2, G  REY  and
oy <— {0, ]_}

(b) For alli € [n], Bs generates (vkqg, skio) < Gen(1%;7$"), (vky1, ski1) < Gen(1%;7rSe"),
LKG

and pk; < PK under the randomness r;".
(c) For all i € [n], By sets rvk; := (vkio, vk;1, pk;) and rsk; == (o, Skia,, TVk;).

(d) Bs gives the randomnesses (rg", re", ri%C, a;)icim to A.
2. When A makes a challenge query (ig, i1, R*, m*), B3 proceeds as follows:

(a) Bs computes og < Sign(ski, 0, m*||R*) and oy < Sign(sk;, 1, m*||R*).

(b) Bs computes (hkj, shkg) < HGen(1*, |R*|,4o), (hk}, shk}) < HGen(1,|R*|, i), hg
Hash(hkg, R*), hi < Hash(hk], R*), 7o < Open(hkg, shk, R*, i), and 7y <— Open(hk7,
shk*, R* o).

(c) Bs samples randomnesses 7§, rE"¢ <— RE computes ¢ < Enc(pk;,, 0o; r§"°) and
¢;  Enc(pk;,,01;71"), and sets o* 1= (m*, ¢, i, hkg, hkY, hi, hi, R*) and wj =

(i(h T”Ukio, (007 01)7 (Tgnca ,',.lEnc)’ (TOa 7_1))-

60



(d) If o, = 0 holds, Bs sets w? := (i, rvk;,, (L, 01), (L, 7E™), (L, 7). Otherwise, Bs
sets w} == (ig, rvky,, (00, L), (r§™, 1), (10, 1L)).

(e) Bs makes a query (z*, w, wy) to its oracle and gets the corresponding proof 7*.

(f) Bs sets o* 1= (7%, ¢}, ci, hky, hk]) and gives o* to A.

3. When A outputs a bit ¥’ € {0,1} and terminates, B3 outputs 1 to the challenger and

terminates if &' = 0 holds. Otherwise, B3 outputs 0 to the challenger and terminates.

We can see that Bs perfectly simulates Game, for A if it receives the proof 7* from the
oracle Oy. This ensures that the probability that B3 outputs 1 given the proof 7* from the
oracle Oy is equal to the probability that Succy happens in Game;. That is, Pr[BSO(""') (1Y) =
1] = Pr[Succy] holds. On the other hand, B; perfectly simulates Games for A if it receives
the proof 7* from the oracle O;. This ensures that the probability that Bs outputs 1 given
the proof 7m* from the oracle O is equal to the probability that Succs happens in Games.
That is, Pr[l’)’?l(""')(l’\) = 1] = Pr[Succ;] holds. Therefore, it holds that AdewLBg()\) =
| Pr[BS°0 ) (1) = 1] — Pr[BS* ) (1) = 1]| = | Pr[Suces] — Pr[Succs]|. O (Lemma 5.3)

Lemma 5.4. There exists an adversary By against the index hiding of SPBH such that
| Pr[Succs] — Pr[Succy]| = Advgi}gEH’B“(/\).

Proof of Lemma 5.4 We construct an adversary B, that attacks the index hiding of SPBH

so that | Pr[Succs] — Pr[Succy]| = Advgi§§H7B4()\), using the adversary A as follows.

1. Upon receiving 1* from the challenger, By proceeds as follows:
(a) For all i € [n], By samples randomnesses (rSe", r&en) < (REeM)2, rHKG Rl,ifé’E, and
Q; <— {O, 1}
(b) For alli € [n], By generates (vkqg, skig) <— Gen(1%;7$"), (vky1, skit) < Gen(1%;7rSe"),

LKG

‘ .

and pk; <= PK under the randomnesses r

(c) For all i € [n], By sets rvk; := (vkio, vk;1, pk;) and rsk; == (v, skia,, TVk;).

(d) By gives the randomnesses (rg", r&e", ri%C, a;)ici to A.

2. When A makes a challenge query (ig, i1, R*, m*), By proceeds as follows:

(a) B, computes og < Sign(ski, 0, m*||R*) and oy < Sign(sk;, 1, m*||R*).
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(b) By sends (|R*|, o, %1) to its challenger. Upon receiving hk from the challenger, By sets
hk;l := hk, computes (hk’{@ail, shk‘“{@ail) < HGen(1*,|R*|,49), hg < Hash(hk, R*),
hi < Hash(hk], R*), 79 <= Open(hky, shky, R*,ig), and 71 <— Open(hkY, shk], R*, ).

Enc

(¢) By samples randomnesses rg"¢, 7" «— RE", computes ¢ < Enc(pk;,, 00; 76"™) and

¢ < Enc(pk;,, o1;75"), and sets * := (m*, ¢, ¢f, hk§, hkY, b, hi, R*).

(d) If o, = 0 holds, then By sets w* := (ig, Tvks,, (L, 01), (L, rE"), (1L, 71)). Otherwise,
By sets w* := (ig, vk, (00, L), (r§", 1), (19, L)).

(e) By computes a proof 7 <— Prove(x*, w*), sets o* := (7%, ¢}, ¢}, hkg, hk]), and gives
o* to A.

3. When A outputs a bit ¥’ € {0,1} and terminates, By outputs 1 to the challenger and

terminates if &' = 0 holds. Otherwise, B4 outputs 0 to the challenger and terminates.

In the following, let 5 € {0,1} be the challenge bit for B,. We can see that By perfectly
simulates Games for A if it receives the hashing key hk < HGen(1*, |R*|,4y). This ensures
that the probability that B, outputs 1 given the hashing key hk < HGen(1*,|R*|, () is equal
to the probability that Succg happens in Games. That is, Pr[1 = By(hk)|S = 0] = Pr[Succs]
holds. On the other hand, B, perfectly simulates Game, for A if it receives the hashing key
hk < HGen(1*,|R*|,i1). This ensures that the probability that B, outputs 1 given the hashing
key hk < HGen(1*,|R*|,i;) is equal to the probability that Succ, happens in Game,. That
is, Pr[1 = By(hk)|B = 1] = Pr[Succy] holds. Therefore, it holds that Advesg 5, (A) = | Pr[l =
By(hk)|8 = 0] — Pr[l = By(hk)|8 = 1]| = | Pr[Succs] — Pr[Succy]|. 0 (Lemma 5.4)

Lemma 5.5. There exists an adversary Bs against the pseudorandomness of ciphertexts of

PKE such that | Pr[Succ,] — Pr[Succs]| = Advpye 5. (A).

Proof of Lemma 5.5 We construct an adversary By that attacks the pseudorandomness of
ciphertexts of PKE so that | Pr[Succ,] — Pr[Succs]| = Advpye 5, (A), using the adversary A as

follows.

LKG

1. Upon receiving (r;*®);cn) from the challenger, B; proceeds as follows:

LKG

i .

(a) For all i € [n], Bs samples pk; <— PK under the randomness r
(b) For all i € [n], Bs samples randomnesses (r$e", 75e") < (R")? and o, + {0, 1}.

(c) Foralli € [n], Bs generates (vkio, ski) < Gen(1*;r$e") and (vky1, skip) < Gen(1*;rSen
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(d) For all i € [n], By sets rvk; := (vkio, vk;1, pk;) and rsk; == (a, skia,, TVk;).

(e) Bs gives the randomnesses (rg", rae", ri%c, a;)icim to A.

2. When A makes a challenge query (ig, i1, R*, m*), Bs proceeds as follows:

(a) Bs computes og < Sign(ski, 0, m*||R*) and oy < Sign(sk;, 1, m*||R*).

(b) Bs computes (hky, , shky, ) <= HGen(1*, |R*|, 1), (hkiga, s SPKga,, ) < HGen(1%, |R*|, 40),
hi + Hash(hk?,R*), ht ¢ Hash(hk*,R*), 7 < Open(hks, shki, R, o), and 7 <
Open(hk], shk], R*, ).

(¢) Bs sets m* := 0, and queries (ip, m*) to the challenger.

(d) Upon receiving c* from the challenger, Bs samples a randomness 75" < RE" com-
putes CT@ail A Enc(pkioagl@ail;rEnc>, and sets czil = ¢* and z* := (m*, ¢, ¢}, hkg,
Bk, b, b, R).

(e) If a;; = 0 holds, then Bs sets w* := (ig, rvks,, (L, 01), (L, 7E"), (1L, 71)). Otherwise,
Bs sets w* := (ig, rvks,, (00, L), (rE™, 1), (19, L)).

(f) By computes 7 <— Prove(z*, w*), sets o* := (7%, ¢, ¢}, hkg, hkY), and gives o* to A.

3. When A outputs a bit & € {0,1} and terminates, Bs outputs ' := 1 to the challenger
and terminates if & = 0 holds. Otherwise, Bs outputs ' := 0 to the challenger and

terminates.

In the following, let 8 be the challenge bit for Bs. We can see that B; perfectly simulates
Game, for A if it receives the challenge ciphertext ¢* < Enc(pk; , 04, ) from its challenger.

This ensures that the probability that B; outputs 1 given ¢* < Enc(pk;,, a%) is equal to the
probability that Succy happens in Gamey. That is, Pr[f’ = 1| = 0] = Pr[Succy] holds.
On the other hand, we can see that Bjs perfectly simulates Games for A if it receives the
challenge ciphertext ¢* <— CTKE from its challenger. This ensures that the probability that
Bs outputs 1 given ¢* < CTTKE is equal to the probability that Succs happens in Games.
That is, Pr[#’ = 1|8 = 1] = Pr[Succs] holds. Therefore, we have | Pr[Succy| — Pr[Succs]| =

|Pr[ﬂ/ = 1|B = 0] - Pr[ﬁl = 1|ﬂ = 1” = AdV(}:DtKE7B5(>\)- ] (Lemma 5.5)

Lemma 5.6. There exists an adversary Bg against the pseudorandomness of ciphertexts of

PKE such that | Pr[Succs] — Pr[Succe]| = Advpke s, (A).-
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Proof of Lemma 5.6 We construct an adversary Bg that attacks the pseudorandomness of
ciphertexts of PKE so that | Pr[Succs;] — Pr[Succg]| = Advye 5, (A), using the adversary A as

follows.

LKG

i

1. Upon receiving (r

(
(

)ie[n] from the challenger, By proceeds as follows:

LKG

i .

a) For all i € [n], Bs samples pk; < PK under the randomness r

b) For all i € [n], Bs samples randomnesses (1", r$e") < (R")? and «a; < {0, 1}.

d) For all i € [n], Bg sets rvk; := (vkio, vk, pk;) and rsk; := (au, skia,, T0k;).

Gen ,.Gen ,.LKG

)

)

(c) Foralli € [n], Bs generates (vkio, skio) < Gen(1*;7S") and (vky, ski1) < Gen(1%;75en).
(d)

(e) Bg gives the randomnesses (r", 733", 77", @)icpn) to A.

2. When A makes a challenge query (ig, i1, R*, m*), Bs proceeds as follows:

(a) Bs computes 0, < Sign(ski, o, ,m*[|R*) and o144, <+ Sign(skis 100, , m||R*).

(b) Bs computes (hky, ,shky, ) < HGen(1%,[R*|, 1), (hkis,, . shkiga, ) ¢ HGen(1%,
IR*|,0), h§ <— Hash(hk;, R*), hi < Hash(hk], R*), 79 <= Open(hk;, shkg, R*,ip), and

71 < Open(hk7, shki, R*, ip).

(c) Bg sets m* := o,, and queries (i1, m*) to the challenger.

i1

(d) Upon receiving ¢* from the challenger, Bg samples a randomness 75" < RE" com-
putes Cig,, < EnC(Pkio,Ul@ail;TE"C), and sets Chy =" and z* := (m*, ¢, c;, hk,
hki, he, by, R).

(e) If i, = 0 holds, then Bg sets w* := (ig, Tvks,, (L, o), (L, 7E"), (1L, 71)). Otherwise,
Bg sets w* := (ig, rvks,, (00, L), (rE™, 1), (19, L)).

(f) Bg computes 7 <— Prove(z*, w*), sets o* := (7%, ¢, ¢}, hkg, hkY), and gives o* to A.

3. When A outputs a bit & € {0,1} and terminates, Bg outputs 4’ := 1 to the challenger
and terminates if & = 0 holds. Otherwise, Bg outputs 5’ := 0 to the challenger and

terminates.

In the following, let 8 be the challenge bit for Bs. We can see that Bg perfectly simulates
Game; for A if it receives the challenge ciphertext ¢* < CTTKE from its challenger. This
ensures that the probability that Bg outputs 1 given ¢* < CTKE is equal to the probability
that Succs happens in Game;. That is, Pr[3’ = 1| = 0] = Pr[Succs] holds. On the other

hand, we can see that Bg perfectly simulates Gameg for A if it receives the challenge ciphertext
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c* < Enc(pk; , 04, ) from its challenger. This ensures that the probability that Bs outputs 1

117

given c¢* < Enc(pk ) is equal to the probability that Succg happens in Gameg. That is,

Z17

Pr[gf =11 =1] = Pr[SuCCG] holds. Therefore, we have | Pr[Succs] — Pr[Succg]| = | Pr[’ =
1|8 = 0] — Pr[f’ = 1|8 = 1]| = Advpye 5, (). [0 (Lemma 5.6)

Lemma 5.7. There exists an adversary By against the computational witness indistinguisha-
bility of NIWI such that | Pr[Succg] — Pr[Succ;|| = Advv,\‘,’}W,y&()\).

Proof of Lemma 5.7 We construct an adversary B; that attacks the computational wit-
ness indistinguishability of NIWI so that | Pr[Succg] — Pr[Succy]| = Advv,\vli|W|7B7()\), using the

adversary A as follows.

1. Upon receiving 1* from the challenger, B; proceeds as follows:

(a) For all i € [n], B; samples randomnesses (rS", r§e") « (RO)2, G  REY  and
QU < {0, ]_}

or all i € [n], B; generates (vk,q, skig) < Gen(1%;7%M), (vk;1, ski1) < Gen(17; 75",
b) For all , B ko, sk G reen), (vkqy, sk G rée

and pk; + PK under the randomness r4°.

(c) For all i € [n], By sets rvk; := (vkio, vk, pk;) and rsk; := (o, skia,, T0k;).

(d) By gives the randomnesses (rg", r&e", rt%c, a;)ici to A.
2. When A makes a challenge query (49,71, R*, m*), B; proceeds as follows:

(a) By computes 0, < Sign(ski, a, ,m*[|R*) and o144, < Sign(skis 100, , m[|R").

(b) By computes (hky, , shky, ) <= HGen(l’\, R*[,i1), (hkiga, -

hy < Hash(hkg, R*), hi < Hash(hk], R*), Tou, Open(hk;l,shkzil,R*,il), and
Tida;, Open(hkaBail,shkj@a; ,R*,4g).

shk?

(c) B; samples randomnesses r§™, rE < RE™ computes ¢, <+ Enc(pk:“,aail;rg?f)
1

* Enc * * * * *
and Cg,, < Enc(pki, 0160, 5 TTaa,, ), and sets a7 := (m”*, ¢§, ¢1, hkg, hky, hg, hi, R*).

(d) If o, = 0 holds, then By sets wy := (ig, T0ks,, (L, 01), (L, 7E"), (1L, 71)). Otherwise,
By sets wy == (ig, rvki,, (00, L), (r§", L), (10, L)).

(e) If a;; = 0 holds, then By sets w} := (i1, rvk, , (00, L), (r§™, L), (10, L)). Otherwise,
B, sets w} = (iy, rvky,, (L, 01), (L, 7E), (L, 7).

(f) B queries (z*, w§, wy) to its oracle and gets the corresponding proof 7*.

(g) By sets o* 1= (1%, ¢}, ¢, bk, hk]) and gives o* to A.
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3. When A outputs a bit ¥’ € {0,1} and terminates, B; outputs 1 to the challenger and

terminates if &' = 0 holds. Otherwise, B; outputs 0 to the challenger and terminates.

We can see that B; perfectly simulates Gameg for A if it receives the proof 7* from the
oracle Oy. This ensures that the probability that B; outputs 1 given the proof 7* from the
oracle Oy is equal to the probability that Succg happens in Gameg. That is, Pr[B?O(""') (1Y) =
1] = Pr[Succg] holds. On the other hand, B; perfectly simulates Game; for A if it receives
the proof 7* from the oracle ;. This ensures that the probability that B; outputs 1 given
the proof 7* from the oracle O is equal to the probability that Succ; happens in Game.
That is, Pr[BS"")(1)) = 1] = Pr[Succ;] holds. Therefore, it holds that Adviiw s, (A) =
| Pr[BYC) (1Y) = 1] — Pr[BY) (1) = 1]| = | Pr[Succg] — Pr[Succs]|. O (Lemma 5.7)

Lemma 5.8. There exists an adversary Bs against the pseudorandomness of ciphertexts of

PKE such that | Pr[Succ;] — Pr[Succs]| = Advpye 5, (A).

Proof of Lemma 5.8 We construct an adversary Bg that attacks the pseudorandomness of
ciphertexts of PKE so that | Pr[Succ;] — Pr[Succs]| = Adviye 5, (A), using the adversary A as

follows.

LKG

1. Upon receiving (r;®);cn) from the challenger, Bs proceeds as follows:

LKG

i .

(a) For all i € [n], By samples pk; <— PK under the randomness r
(b) For all i € [n], Bs samples randomnesses (1", rSe") < (R")? and «a; < {0, 1}.

)
)
(c) Foralli € [n], B generates (vkqo, ski) < Gen(1*;r$") and (vk;y, ski) < Gen(1%;rSen).
(d) For all i € [n], Bs sets rvk; := (vkio, vk;1, pk;) and rsk; == (au, skia,, TVk;).

)

(e) By gives the randomnesses (r&", rSen, rtKe, ®i)icfn) to A.

2. When A makes a challenge query (ig, i1, R*, m*), Bg proceeds as follows:

(a) Bs computes o, < Sign(ski, o, ,m*[|R*) and o144, « Sign(ski, 100, , m*[|RY).

(b) Bs computes (hky, , shky, ) <= HGen(1*, |R*|, 1), (hkiga, s SPK1ga,, ) < HGen(1%, |R*|, 40),
hi < Hash(hkg,R*), hi < Hash(hk,R*), 7o, <« Open(hky, ,shky, ,R*.i1), and
Tida;, ¢ Open(hlﬂf@ai1 , shki@ail, R*, 4p).

(c) Bg sets m* := 014, and queries (ip, m*) to the challenger.

(d) Upon receiving c¢* from the challenger, Bg samples a randomness 75" < RE" com-
putes c;, <= Enc(pk;,, 0, ;75"), and sets o, = C andz” = (m*, ¢}, ci, hkg, hk7,
h§, hi, R*).
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(e) If a;, = 0 holds, then By sets w* := (i1, mvk,, (00, L), (rE", L), (10, L)). Otherwise,
By sets w* = (iy, rvky,, (L, 01), (L, 7E"), (L, 7).

(f) Bs computes 7 <— Prove(z*, w*), sets o* := (7%, ¢, ¢, hky, hkY), and gives o* to A.

3. When A outputs a bit & € {0,1} and terminates, Bg outputs ' := 1 to the challenger
and terminates if & = 0 holds. Otherwise, Bg outputs 5’ := 0 to the challenger and

terminates.

In the following, let 8 be the challenge bit for Bs. We can see that Bg perfectly simulates
Gamey for A if it receives the challenge ciphertext ¢* < Enc(pk, , 01gq,, ) from its challenger.
This ensures that the probability that Bg outputs 1 given c¢* < Enc(pk;,, 01@%) is equal to
the probability that Succ; happens in Game;. That is, Pr[f’ = 1|8 = 0] = Pr[Succy] holds.
On the other hand, we can see that Bg perfectly simulates Gameg for A if it receives the
challenge ciphertext ¢* < CT"<E from its challenger. This ensures that the probability that
Bs outputs 1 given ¢* < CT KE is equal to the probability that Succg happens in Games.
That is, Pr[8’ = 1|8 = 1] = Pr[Succsg] holds. Therefore, we have | Pr[Succ;| — Pr[Succs]| =
| Pr[3’ = 1|8 = 0] — Pr[8’ = 1|8 = 1]| = Advpke 5, (M) [0 (Lemma 5.8)

Lemma 5.9. There exists an adversary By against the index hiding of SPBH such that
| Pr[Succs] — Pr[Succy]| = AdvgiF‘,jEH,Bg()\).

Proof of Lemma 5.9 We construct an adversary By that attacks the index hiding of SPBH

so that | Pr[Succs] — Pr[Succy]| = Advgi,ng’Bg()\), using the adversary A as follows.

1. Upon receiving 1* from the challenger, By proceeds as follows:
(a) For all i € [n], By samples randomnesses (ree", r$en) < (REe)2, rtKG Rﬁfﬁ’E, and
oy <— {0, ]_}
(b) For alli € [n], By generates (vkio, ski) < Gen(1*;rSe") and (vky1, ski) < Gen(1*;rSen

key
PR

and samples pk, - PK under the randomness r
(c) For all i € [n], By sets rvk; := (vkio, vk, pk;) and rsk; := (o, skia,, T0k;).

(d) By gives the randomnesses (r$e", rSen, rHKe, ®i)icfn) to A.
2. When A makes a challenge query (ig, i1, R*, m*), By proceeds as follows:

(a) By computes o,, < Sign(ski,a, ,m*[|[R*) and o144, < Sign(skis10a,, , m[|R").
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(b) By sends (|R*|, o, 1) to its challenger. Upon receiving hk from the challenger, By sets
hk’{@&i1 := hk, computes (hk;l,shkll) < HGen(1*,|R*|,41), h§ < Hash(hk;, R*),
hi < Hash(hk,R"), 7o, < Open(hk;, , shkg, ,R*i1), and Tiga, < Open(hkig,, ,
shklga, - R, o)

Enc Enc * . nEnc
(¢) By samples a randomness r="¢ «— R="° computes Ch, € Enc(pk;,, 0a, ;7

ples g, CTPKE, and sets * := (m*, ¢, ct, hky, hk?, b, b, RY).

), sam-

(d) If o, = 0 holds, then By sets w* := (i1, Tvk,, (09, L), (rE", L), (9, L)). Otherwise,
By sets w* = (iy, rvk;,, (L, 01), (L, 7E"), (L, 7).

(e) By computes 7 <— Prove(z*, w*), sets o := (7%, ¢, ¢, hky, hkY), and gives o* to A.

3. When A outputs a bit ¥’ € {0,1} and terminates, By outputs 1 to the challenger and

terminates if o' = 0 holds. Otherwise, By outputs 0 to the challenger and terminates.

In the following, let 5 € {0,1} be the challenge bit for By. We can see that By perfectly
simulates Gameg for A if it receives the hashing key hk < HGen(1*, |R*|,4y). This ensures
that the probability that By outputs 1 given the hashing key hk < HGen(1*,|R*|, () is equal
to the probability that Succg happens in Gameg. That is, Pr[1 = By(hk)|S = 0] = Pr[Succg]
holds. On the other hand, By perfectly simulates Gameqy for A if it receives the hashing key
hk < HGen(1*,|R*|,i1). This ensures that the probability that By outputs 1 given the hashing
key hk < HGen(1*,|R*|,i;) is equal to the probability that Succy happens in Gamey. That
is, Pr[1 = By(hk)|B = 1] = Pr[Succy] holds. Therefore, it holds that Advesg 5, (A) = | Pr[l =
By(hk)|8 = 0] — Pr[l = By(hk)|8 = 1]| = | Pr[Succg] — Pr[Succy]|. [0 (Lemma 5.9)

Putting everything together, we obtain Advien(A) < Advikes, (A) + Adviiwis,(A)
+AdVRiwi g, (A) +AdVESEL 5, (A) + AdvEice 5, (A) + AdVEke 5, (A) + Advii, 5, (M) +Adviice 5, (V) +
AdVgEEH,&O‘)-

Since NIWI satisfies the computational witness indistinguishability, PKE satisfies pseu-
dorandomness of ciphertexts, and SPBH satisfies index hiding, for any PPT adversary A,
Advsi(A) = negl(\) holds. Therefore, RS satisfies computational anonymity under full key
exposure. [0 (Theorem 5.1)

Theorem 5.2. If SIG satisfies MU-EUF-CMA security, PKE satisfies pseudorandomness of
public keys and pseudorandomness of ciphertexts, SPBH satisfies somewhere perfectly binding,
and NIWI satisfies computational witness indistinguishability and perfect soundness, then RS

satisfies unforgeability w.r.t. insider corruptions. More precisely, for any PPT adversary A
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against the unforgeability w.r.t. insider corruptions of RS, there exist adversaries B; with
Time(A) < mines{Time(B;)} — Qg - poly(N), such that

AdVEE 4(A) < AdvEice 5, (A) + Adviiw g, (A) + AdVLF(’eIzE,Bg(A) + Adviawis, (A) + 2 - Advae sl (V)

, where Qg 15 the total number of A’s signing queries.

Proof of Theorem 5.2 Let A be a PPT adversary that attacks the unforgeability w.r.t.
insider corruptions of RS. We proceed the proof via a sequence of games. We introduce the

following six games Game; for i € [0, 5].

Game): Game is the original game of the unforgeability w.r.t. insider corruptions

for RS. The detailed description is as follows.

1. The challenger C firstly proceeds as follows:
(a) For all i € [n], C samples randomnesses (r$", r5e") < (R®")? and o; + {0, 1}.
(b) For all i € [n], C generates (vky, skio) < Gen(1%;7$e") and (vk;, skii) <
Gen(1*;r5") and samples pk; + PK.
(c) For all i € [n], C sets rvk; :== (vkio, vk;1, pk;) and rsk; = (o, skia,, T0k;).
(d) C gives rvk := (rvky,--- , rvky,) to A and sets Ssig := () and Scor := 0.

2. When A makes a signing query (j,R,m) and a corruption query j, C proceeds as

follows:

Signing queries.
(a) C computes o, <« Sign(skjq;, m||R), (hko,shko) < HGen(1*, |R|, 5),
(hky, shki) < HGen(1*,|R], j), ho < Hash(hko,R), hy < Hash(hk;,R), and
7 < Open(hk,,, shkq,;, R, 7).

(b) C samples a randomness rE" + RE computes Caj < Enc(pkj,om;rE“C)

Y

samples Ciga, < CTPXE and sets x := (m, cg, c1, hko, hk1, ho, h1, R).
(¢) If a; = 0 holds, then C sets w := (4, rvk;, (om, L), (rF", L), (7, L)). Other-
wise, C sets w = (j, rvkj, (L, o), (L, rE™), (L, 7)).
(d) C computes m < Prove(x,w), sets o := (7, co, c1, hko, hk1), gives o to A,
and appends (j,R, m) to Ssig.
Corruption queries.

C gives rsk; to A and appends rvk; to Scorr-
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3. A outputs a tuple (R*, m*, c*).

Game; : Game; is identical to Gamey except for the following change. When re-
sponding to a signing query (j, R, m), C generates both signatures o, < Sign(sk;,q,,
m|R) and o1gq, < Sign(skjiga,, m||R) and computes c,; < Enc(pkj,aaj;rg;‘c)
and ciga; < Enc(pk;, o10a;; T‘IE%C%_), where TE?C, TlEg;a]_ + RE". Note that by this
change, ¢y < Enc(pk;,09) and ¢; < Enc(pk;,01) holds. That is, ¢y and ¢; does
not depend on the randomness o, and thus ¢y and ¢; has no information about

a; for all j € [n].

Game, : Game, is identical to Game; except for the following change. When re-
sponding to a signing query (j, R, m), C computes both 1y <~ Open(hko, shko, R, )

and 71 < Open(hky, shk1,R,j), and sets a witness w as w := (j, rvk;, (0o, 01),

(TIOEnC’ TlEnc>7 (7—0’ Tl))'

Games : Games is identical to Game, except that we change how to generate public
keys of PKE. Concretely, we generate (pk,, sk;) < KG(1*) instead of pk; < PK
for all i € [n].

Game, : Game;, is identical to Games except that we require an additional condition
for the success condition of A. More precisely, we require a forgery (R*, m*, o* =
(%, ¢§, i, hkg, hkY)) output by A to satisfy * € £, where x* := (m*, ¢, ¢, hkg, hk7,
hy, hi, R*).

Game; : Games is identical to Gamey except that we require an additional condition
for the success condition of A. More precisely, we require a forgery (R*, m*, o* =
(%, ¢}, cf, hkg, hk})) output by A to satisfy (1 = Ver(vk;o, m*||R*,00)) V (1 =
Ver(vk;1, m*||R*, 07)), where o, = Dec(pk;, dk;, cj) and o} = Dec(pk;, dk;, c}), for
some j € [|[R*[].

Let Succ; be the event that A succeeds in outputting a tuple (R*, m*, 0*) satisfying (1 =
RVer(R*, m*,0*)) A (R* C rvk\Scorr) A ((-,R*,m*) ¢ Ssig) in Game; for i € [0,5]. By using

triangle inequality, we have

4
AdvE’éﬁA()\) = Pr[Succy| < Z |Pr[Succ;] — Pr[Succ;44]| + Pr[Succs].
i=0

It remains to show how each |Pr[Succ;] — Pr[Succ;;4]| for i € [0,4] and Pr[Succs] are

upper-bounded. To this end, we show the following lemmata.
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e There exists an adversary B; against the pseudorandomness of ciphertexts of PKE such
that | Pr[Succy] — Pr[Succy]| = Advpye 3, (A) (Lemma 5.10).

e There exists an adversary B, against the computational witness indistinguishability of
NIWI such that | Pr[Succ;] — Pr[Succs]| = Adv{jiw5,(A) (Lemma 5.11).

e There exists an adversary Bs against the pseudorandomness of public keys of PKE such
that | Pr[Succy| — Pr[Succs]| = Advlg,e&’EBg()\) (Lemma 5.12).

e There exists an adversary B, against the perfect soundness of NIWI such that | Pr[Succ;]—

Pr[Succy]| = Advs,\,",‘{,(',ﬁ84()\) (Lemma 5.13).

e | Pr[Succy| — Pr[Succs|| = 0 holds due to the correctness of PKE and the somewhere
perfectly binding of SPBH (Lemma 5.14).

e There exists an adversary Bs against the MU-EUF-CMA security of SIG such that
Pr[Succs] =2 - Advgﬂ‘é',‘g";()\) (Lemma 5.15).

Lemma 5.10. There exists an adversary By against the pseudorandomness of ciphertexts of

PKE such that | Pr[Succy] — Pr[Succy]| = Advpye s, (A).

Proof of Lemma 5.10 We construct an adversary B; that attacks the pseudorandomness
of ciphertexts of PKE so that | Pr[Succy] — Pr[Succ,]| = Advpye 5, ()), using the adversary A

as follows.
1. Upon receiving (rt"®);cj,) from the challenger, B proceeds as follows:
a) For all i € [n], B; samples randomnesses (S, rGen) « (RGem)2 pLKG . Rkey 4nq
( ) 20 il % PKE
o <— {0, 1}

(b) For alli € [n], By generates (vkio, ski) < Gen(1%;rSe"), (vky1, ski) < Gen(1*;rSen),
LKG

4 .

and pk; < PK under the randomness r
(c) For all i € [n], By sets rvk; := (vkio, vk, pk;) and rsk; := (o, skia,, T0k;).
(d) By gives rvk := (rvky,-- -, m0k,) to A and sets Sgig := 0 and Scor 1= 0.

2. When A makes a signing query (j, R, m) and a corruption query j, By proceeds as follows:

Signing queries.

(a) By computes both oy < Sign(skjo, m||R) and oy < Sign(sk;1, m||R).
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(b) By computes (hkg, shky) + HGen(1*,|R|, ), (hki,shk1) < HGen(1*,|R|,7),
ho + Hash(hko, R), hy < Hash(hky,R), and 7 + Open(hkq, , shka. R, ).

(¢) By samples a randomness 75" <— RE" and computes co, <= Enc(pk;, 0; rE™).

(d) By sets m* := 01gq; and queries (j,m*) to the challenger. Upon receiving c*
from the challenger, By sets cigq, := ¢* and x := (m, co, 1, hko, hky, ho, h1, R).
(e) If a; = 0 holds, then By sets w := (j, rvk;, (o9, L), (r¥, L), (1, L)). Otherwise,
By sets w = (j, rok;, (L, o1), (L, 7E"), (L, 7)).
(f) By computes a proof m < Prove(z, w), sets o 1= (, ¢o, ¢1, hko, hk1), gives o to
A, and appends (j,R, m) to Ssig.
Corruption queries.

B gives rsk; to A and appends 7vk; to Scorr.

3. When A outputs a forgery (R*, m*, 0*) and terminates, B; outputs ' := 1 to the chal-
lenger and terminates if (1 = RVer(R*,m*,0%)) A (R* C rvk\Scorr) A ((-, R*,m*) ¢ Ssig)
holds. Otherwise, By outputs 8’ := 0 to the challenger and terminates.

In the following, let 8 be the challenge bit for B;. We can see that B; perfectly simulates
Game, for A if it receives the challenge ciphertext ¢* < CTTXE. This ensures that the
probability that B; outputs 1 given the challenge ciphertext ¢* < CT <E is equal to the
probability that A outputs 1 in Gamey. That is, Pr[s’ = 1|8 = 1] = Pr[Succy| holds. On
the other hand, By perfectly simulates Game; for A if it receives the challenge ciphertext
c* Enc(pkj,m*). This ensures that the probability that By outputs 1 given the challenge
ciphertext ¢* < Enc(pk;, m*) is equal to the probability that A outputs 1 in Game,. That is,
Pr[3’ = 1| = 0] = Pr[Succy] holds. Therefore, it holds that Advgye g (A) = 2 |Pr[b =] —
I =|Pr[f = 1|8 =1] — Pr[#’ = 1|8 = 0]| = | Pr[Succy] — Pr[Succ,]|. [0 (Lemma 5.10)

Lemma 5.11. There exists an adversary By against the computational witness indistinguisha-
bility of NIWI such that | Pr[Succ;] — Pr[Succ,)| = AdVVNVilwuBg()\)-

Proof of Lemma 5.11 We construct an adversary By that attacks the computational wit-
ness indistinguishability of NIWI so that | Pr[Succ;] — Pr[Succy]| = Adv‘,Q,’i,W,’BQ()\), using the

adversary A as follows.

1. Upon receiving 1* from the challenger, By proceeds as follows:
(a) For all i € [n], B, samples randomnesses (r$e", rSe") « (REM)2, MG  REY  and

oy <— {0, 1}
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b) For alli € [n], By generates (vkig, skig) + Gen(1*; 7S, (vki1, ski1) < Gen(1;7rS"),
20 At

and pk; + PK under the randomness .

(c) For all i € [n], By sets rvk; := (vkio, vk, pk;) and rsk; := (au, skia,, T0k;).
(d) By gives rvk := (rvky,-- -, r0k,) to A and sets Ssig := 0 and Scor 1= 0.

2. When A makes a signing query (j, R, m) and a corruption query j, By proceeds as follows:

Signing queries.
(a) By computes oy < Sign(skjo, m||R) and oy < Sign(sk;1, m||R).
(b) By computes (hkg, shky) + HGen(1*,|R|,5), (hky,shk,) < HGen(1* |R|,j),
ho < HaSh(hko,R), hy < HaSh(h/fl, R), Ty < OpGn(hko,Shko,R,j>, and 7
Open(hky, shk1, R, j).

(c) By samples randomnesses r§", ri" <= RE", computes ¢ < Enc(pk;, oo; 76")

and ¢; < Enc(pkj,al;rlE“C), and sets x := (m, co, c1, hko, hk1, ho, h1,R).
(d) If a; = 0 holds, then By sets wy := (j, rvkj, (50, L), (rF, L), (1, L)). Other-
wise, By sets wo = (4, rvk;, (L, 01), (L, rE™), (L, 7)).
(e) By sets wy := (j, rvkj, (00, 01), (1§, rE™), (10, 71)).
(f) By makes a query (z,wp, w;) to its oracle and gets the corresponding proof 7.
(g) By sets 0 1= (m, ¢y, c1, hko, hk1), gives o to A, and appends (j, R, m) to Ssig.
Corruption queries

B, gives rsk; to A and appends rvk; to Scorr-

3. When A outputs a forgery (R*,m*, o*) and terminates, B, outputs 1 to the challenger
and terminates if (1 = RVer(R*,m*,0*)) A (R* C rvk\Scon) A ((-,R*,m*) ¢ Ssig) holds.

Otherwise, By outputs 0 to the challenger and terminates.

We can see that By perfectly simulates Game; for A if it receives the proof 7 from the

oracle Oy. This ensures that the probability that By outputs 1 given the proof 7w from the

oracle Oy is equal to the probability that Succ; happens in Game;. That is, Pr[BSO(""') (1Y) =

1] = Pr[Succ,] holds. On the other hand, By perfectly simulates Games for A if it receives

the proof 7 from the oracle ;. This ensures that the probability that By outputs 1 given

the proof 7 from the oracle O; is equal to the probability that Succy, happens in Games.

That is, Pr[B5*"")(1)) = 1] = Pr[Succ,] holds. Therefore, it holds that Adviiw s, () =
| Pr[BYC ) (1Y) = 1] — Pr[BS (1) = 1]| = | Pr[Succy] — Pr[Succy]|. O (Lemma 5.11)
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Lemma 5.12. There exists an adversary Bs against the pseudorandomness of keys of PKE
such that | Pr[Succs] — Pr[Suces|| = Advéeley&()\).

Proof of Lemma 5.12 We construct an adversary B; that attacks the pseudorandomness
of keys of PKE so that |Pr[Succy] — Pr[Succs]| = AdvEe,zE783()\), using the adversary A as

follows.

1. Upon receiving pk := (pky,--- , pk,) from the challenger, B proceeds as follows:

(a) For all i € [n], B3 samples randomnesses (rge", r&em) « (R®M)?2 and «; « {0,1}.
(b) Foralli € [n], Bs generates (vkio, skio) < Gen(1*;75") and (vky1, skip) < Gen(1%;75en).

(c
(d) Bs gives rvk := (rvky,-- -, r0k,) to A and sets Sgig := 0 and Scor 1= 0.

For all i € [n], By sets rvk; := (vkio, vk;1, pk;) and rsk; == (a, skia,, TVk;).

)
)
)
)

2. When A makes a signing query (j, R, m) and a corruption query j, B3 proceeds as follows:

Signing queries.

(a) Bs computes o < Sign(skjo, m||R) and oy < Sign(sk;1, m||R).

(b) Bs computes (hkg, shky) < HGen(1*,|R|,5), (hky,shk,) < HGen(1* |R|,j),
ho < Hash(hko,R), hi + Hash(hk1,R), 7o < Open(hko, shko, R, 7), and 7, <
Open(hky, shk1, R, j).

(¢) Bssamples randomnesses 15", 1" <= RE" and computes o <= Enc(pk;, 0o; r§"™)
and ¢; < Enc(pk;, o1;75"™).

(d) Bs sets  := (m, cg, c1, ko, hk1, ho, h1,R) and w := (j, rvk;, (09, 01), (r§"e, rEne),
(70,71)), and computes 7 < Prove(x, w).

(e) Bs sets o := (m,cg, 1, hko, hky), gives o to A, and appends (j, R, m) to Ss;g.

Corruption queries.

Bs gives rsk; to A and appends 7vk; to Scorr-

3. When A outputs a forgery (R*,m* o*) and terminates, B; outputs 1 to the challenger
and terminates if (1 = RVer(R*, m*,0*)) A (R* C rvk\Scon) A ((-,R*,m*) ¢ Ssig) holds.

Otherwise, Bs outputs 0 to the challenger and terminates.

In the following, let b be the challenge bit for Bs. We can see that B perfectly simulates
Game, for A if it receives the public keys pk,; <— PK for all i € [n] from the challenger. This
ensures that the probability that Bs outputs 1 given the the public keys pk, <— PIC for all
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i € [n] is equal to the probability that A outputs 1 in Game,. That is, Pr[l = Bs(pk)|b =
1] = Pr[Succy] holds. On the other hand, B; perfectly simulates Games for A if it receives
the public keys (pk;, dk;) <= KG(1*) for all i € [n]. This ensures that the probability that Bs
outputs 1 given the public keys (pk;, dk;) < KG(1*) for all i € [n] is equal to the probability
that A outputs 1 in Game;. That is, Pr[1 = Bs(pk)|b = 0] = Pr[Succ;] holds. Therefore, it
holds that Advl;,e%E,Bs(/\) =2 |Pr[b = V] — 3| = | Pr[l = Bs(pk)|b = 1] — Pr[l = Bs(pk)|b =
0]| = | Pr[Succy] — Pr[Succs]|. O (Lemma 5.12)

Lemma 5.13. There exists an adversary By against the perfect soundness of NIWI such that
| Pr[Succs] — Pr[Succy]| < Adsz",‘\‘,UﬂB4()\).

Proof of Lemma 5.13 For i € {3,4}, let Bad; be the event that A outputs a forgery
(R*,m*, o*) satisfying (z* ¢ L£) A (1 = RVer(R*, m*,c*)) in Game;. (We call such a forgery
a bad forgery.) Games proceeds identically to Game, unless Bads happens. Therefore, the
inequality | Pr[Succs] — Pr[Succy]| < Pr[Bad;] = Pr[Bady].

In the following, we show that one can construct a PPT adversary B, that attacks the
perfect soundness of NIWI so that Pr[Bads] = Advs,\,o"\‘/UﬁB . (A), using the adversary A.

1. Upon receiving 1* from the challenger, B, proceeds as follows:
(a) For all i € [n], By samples randomnesses (rS", r§e") « (RG)2, G  REY  and
QU <— {0, ]_}
(b) For alli € [n], By generates (vkqo, skio) < Gen(1%;7S"), (vky1, ki) < Gen(1*;rSen),
and (pk;, sk;) < KG(1*; rtKe).
(c) For all i € [n], By sets rvk; := (vkio, vk;1, pk;) and rsk; == (o, Skia,, TVk;).
(d) By gives rvk := (rvky,-- -, rvky) to A and sets Ssig := 0) and Scon 1= 0.

2. When A makes a signing query (j, R, m), B, proceeds as follows:

Signing queries.

(a) By computes og < Sign(skjo, m||R) and oy < Sign(sk;1, m||R).

(b) By computes (hkg, shky) <+ HGen(1*,|R], ), (hki,shki) < HGen(1*,|R|,7),
ho < Hash(hko,R), hy < Hash(hkq,R), 79 < Open(hkg, shko,R,j), and 7 <«
Open(hky, shki,R, 7).

(c) By samples randomnesses r5", rEnc «<— RE computes ¢y Enc(pkj, o0; 7E™)
and ¢; < Enc(pk;,o1;rt"), and sets © := (m, co, c1, hko, hky, ho, h1,R) and

w = (]7 T,Ukjv (UOa 0-1)7 (T(I)Enc’ TlEnc)v (7_07 Tl))-
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(d) B, computes 7w < Prove(z,w), sets o := (7, ¢y, c1, hko, hk1), gives o to A, and

appends (j, R, m) to Ss;g.

Corruption queries.

B, gives rsk; to A and appends 7vk; to Scorr.

3. When A outputs a forgery (R*, m*, 0*) and terminates, B, parses o* := (7%, ¢, ¢, hky, hk7)
and computes h§ < Hash(hkj,R*) and h} < Hash(hk],R*). Then, By sets z* =

(m*, ¢, i, hkg, hkY, hi, hi, R*) and outputs (z*,7*) to the challenger and terminates.

From the above construction of By, it is easy to see that B, perfectly simulates Games
for A. Recall that the success condition of By is to output a statement and a proof (z*,7*)
satisfying (z* ¢ L)A(1 = Verify(z*, 7*)). If A makes a bad forgery (R*, m*,c*), then (z* ¢ L)A
(1 = RVer(R*, m*, 0*)) hold. Due to the construction of RS, the condition 1 = RVer(R*, m*, o*)
implies that the condition 1 = Verify(z*, 7*) holds. Thus, when A makes such a bad forgery
(R*,m*, %), B, achieves its success condition by returning (z*, 7*) to its challenger. From the
above arguments, the probability that A makes such a bad forgery is equal to the probability
that By breaks the perfect soundness of NIWI. Hence, we have Pr[Bads| = Advf\f’l‘\‘,{}ﬂg (A,
which in turn implies | Pr[Succs] — Pr[Succy]| < Adv,s\lc’f\’,CﬁB4 (N). O (Lemma 5.13)

Lemma 5.14. | Pr[Succy] — Pr[Succ;]| = 0 holds.

Proof of Lemma 5.14 Firstly, by the definition, the valid forgery (R*, m*, o*(= (7%, ¢, ¢,
hkg, hkY))) output by A must satisfy the condition 1 = RVer(R*,m*,0*). That is, the
condition 1 = Verify(z*,7*) holds, where hj = Hash(hkj, R*), hi = Hash(hk],R*), and
¥ = (m*, ¢, cf, hky, hk1, ki, by, R¥).

Moreover, by the change on Gamey, * € L holds for the forgery output by A. Thus, by the
definition of the language £, we can see that there exists w* := (j, rok™ = (vky, vki, pk™), (00, 01),

(ro,71), (70, 71)) such that the condition

((1 = Ver(uky, m* IR, o0)) A (cj = Enc(pk", o0;70)) A (1 = HVer(k, by, . rok”, 7o)

V

((1 = Ver(uki, m*|R*,00)) A (¢} = Enc(pk*, o1 71)) A (1 = HVer(k?, bi, j rok*, 7))

holds.
From the above conditions, (h$ = Hash(hk;, R*)) A (1 = HVer(hkq, ho, j, rvk, 7)) or (h} =
Hash(hk], R*)) A (1 = HVer(hky, hy,j, rvk, 7)) always holds here. Hence, by the somewhere
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perfectly binding of SPBH, rvk™ = rvk; holds, where rvk; € R*. The condition rvk™ = rvk;
implies vky = vkjo, vk} = vkj1, and pk* = pk;. Thus, (1 = Ver(vkjo, m*||R*,00)) V (1 =
Ver(vk 1, m*||R*, o1)) holds now.

Furthermore, by using the correctness of PKE, ¢ = Enc(pk;, 00;10) and ¢ = Enc(pk;, 01;71)
implies 0o = Dec(pk;, dk;, c;) and o, = Dec(pk;, dkj, c7), respectively. Thus, (1 = Ver(vkjo,
m*||R*, 09))V(1 = Ver(vk;1, m*||R*, 1)), where og = Dec(pk;, dk;, c§) and o1 = Dec(pk;, dk;, c7),
holds in Game,. Hence, the change between Game, and Games does not affect the view of
A. Therefore, | Pr[Succy| — Pr[Succs]| = 0 holds. O (Lemma 5.14)

Lemma 5.15. There exists an adversary Bs against the MU-EUF-CMA security of SIG such
that Pr[Succs] < 2 - Advglc';:[g;f()\),

Proof of Lemma 5.15 We construct an adversary Bs that attacks the MU-EUF-CMA
security of SIG so that Pr[Succs] < 2- Advg’,g'gf()\), using the adversary A as follows.

1. Upon receiving n verification keys (vk;);cf, from the challenger, Bs proceeds as follows:

(a) For all ¢ € [n], Bs samples a; <— {0,1} and sets vk;,, := vk;.

(b) Foralli € [n], Bs samples randomnesses riG(e{‘@ai) — RE" and rHKC « R’;fé’E and gen-

erates one side of verification/signing keys (vki(1@a,), Ski(ioa:)) < Gen(1%;7
for SIG and public/decryption keys (pk;, dk;) < KG(1*;7-€¢) for PKE.

Gen )
i,(18ay)

(c) For all i € [n], Bs sets rvk; := (vkio, vk, pk;) and 7sk; := (1 ® o, ski(1ga,), TVF:).
(d) Bs gives rvk := (rvky,--- , mvky) to A and sets Ssig := () and Scor 1= 0.

2. When A makes a signing query (j, R, m) and a corruption query j, Bs proceeds as follows:

Signing queries.

(a) Bs computes 01gq; < Sign(skjiaea,) m||R).

(b) Bs makes a signing query (j,m||R) for its challenger, gets a corresponding
signature o, and sets On; = 0.

(c) Bs computes (hkg, shky) <+ HGen(1*,|R], ), (hky,shki) < HGen(1*,|R|, ),
ho < HaSh(hko,R), hy < Hash(hkl, R), Ty < OpGn(hko,Shko,R,j>, and 7 <
Open(hky, shk1, R, j).

(d) Bssamples randomnesses 5", rEn¢ < RE and computes ¢ <+ Enc(pk;, oo; rE")

and ¢; < Enc(pk;, o1;7F").
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(e) 85 sets x 1= (m, Cop, C1, hko, hkl, ho, hl, R) and w = (], T'Ukj, (0'07 0'1), (Tgnc, TlEnc)’
(TOaTI))'
(f) Bs computes 7 <— Prove(x,w), sets o := (m, ¢y, c1, hko, hk1), gives o to A, and

appends (j, R, m) to Ssg.

Corruption queries.
When A makes a corruption query j, Bs gives rsk; to A and appends rvk;

to SCorr‘

3. When A outputs a forgery (R*, m*, 0*) and terminates, Bs parses o* := (7%, ¢, ¢i, hkg, hk}),
computes ojo < Dec(pk;, dkj, ;) and oj1 < Dec(pk;, dkj,c}), and checks whether
(1 = Ver(vkjo,m*||R*,0j0)) V (1 = Ver(vkj;,m*||R*,0;1)) holds for all j € [|[R*[]. If
this holds for some j € [|[R*[], then Bs returns (j, m*||R*, 0j4,) to its challenger and

terminates. Otherwise, B5 gives up and terminates.

We can see that Bs perfectly simulates Games; for A. In the following, we show that
Bs can make a valid forgery (j, m*[|[R*, 0q,) satisfying (1 = Ver(vk;(= vkjq,;), m*||R*, 0ja;)) A
((m*||R*,-) ¢ S;) with the probability 3 if A makes a valid forgery (R*,m*,0*). Here, by the
definition, if A outputs a valid forgery (R*,m*, 0*), then (-, R*, m*) ¢ Ss;; holds. Thus, we can
see that (m*||R*,-) ¢ S; holds by the fact (-, R*,m*) ¢ Sgg.

Next, we can say that rvk™ = rvk; holds now from the same argument in the proof
of Lemma 5.14. Hence, A does not make a corruption query j because rvk™ = rvk; and
R* C rvk\Scorr hold. Therefore, A does not get the corresponding signing key rsk; := ((1 &
a;), skj(1ga;); rvk;) which is the only element containing the information about «; in Games.
Thus, the information of «; is information-theoretically hidden for A. Furthermore, by the
change from Game, to Games, (1 = Ver(vk;o, m*||R*,0j0)) V (1 = Ver(vkj;, m*||R*, ;1))
hold for all j € [|R*|], where 0jo = Dec(pk;, dk;,cj) and oj1 = Dec(pk;, dk;, ci). Hence,
Pr[1 = Ver(vkjo, m*||R*, 0j0)] = Pr[l = Ver(vk;1,m*||R*,0;1)] = 3 holds.

From the above arguments, we can show that Bs can makes a valid forgery with the
probability 1 if A makes a valid forgery. That is, Pr[(1 = Ver(vk;(= vkjq,), m*||R*, 0jq,)) A
((m*||R*,-) ¢ S;)|Succs] = 3 holds.

In the following, let Win be the event that (1 = Ver(vk;, m*||R*, 0jq,)) A ((m*||R*,-) € S;)
holds in Game;. We have the following inequality.

1
Advg]‘(‘;"‘l‘g”;()\) = Pr[Win] > Pr[Win A Succ;| = Pr[Win|Succ;] - Pr[Succ;| = 3 -Pr[Succs|

That is, Pr[Succ;] < 2- Advg‘a‘gnsf(/\) holds. O (Lemma 5.15)
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Putting everything together, we obtain Advit 4(A) < Advikes, (A) + Adviiwis, (A)
+ Advpge s, (V) + Adviiiais, (V) + 2 - Advaigiar (V).

Since PKE satisfies pseudorandomness of public keys and pseudorandomness of ciphertexts,
NIWI satisfies computational witness indistinguishability and perfect soundness, and SIG is

MU-EUF-CMA secure, for any PPT adversary A, AdeF’{"S'i 4(A) = negl(A\) holds. Therefore, RS

satisfies unforgeability w.r.t. insider corruptions. [0 (Theorem 5.2)
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Chapter 6

Round-Optimal Deniable Ring
Authentication in the RO model

In this section, we provide the first two-round concurrently deniable ring authentication
schemes with an optimal efficiency in the random oracle (RO) model [BR93]. Towards our
goal, as our main technical result, we propose a new generic construction of two-round con-
currently deniable ring authentication in the RO model based on any IND-CPA secure BE

scheme.! This is achieved by the following two steps.

e As the first step, in Section 6.3, we formally define plaintext awareness for BE, then
provide a generic transformation from an IND-CPA secure BE scheme into a BE scheme
satisfying IND-CCA security and plaintext awareness in the RO model, and decryption

uniqueness”.

e As the second step, in Section 6.4, we give a generic construction of deniable ring au-
thentication in the RO model based on a BE scheme satisfying IND-CCA security and
plaintext awareness in the RO model, and decryption uniqueness. (In Section 6.6, to
better understand our scheme, we present a simple and efficient instantiation of our

generic construction of two-round concurrently deniable ring authentication.)

We give a technical overview for these contributions in Section 6.2.

1 Actually, in our generic construction, we require that the underlying IND-CPA secure BE scheme satisfy
a subtle additional property called smoothness. As mentioned in Section 2.5, many known IND-CPA secure
BE schemes have smoothness unconditionally and any BE scheme can be easily converted to one satisfying
this property (with essentially no overhead).

2 This property is called verifiability in the previous work [HKOS].
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Notably, unlike the previous deniable ring authentication schemes based on BE schemes [DHIN11,
YAST12], our generic construction does not require that the underlying BE scheme satisfy
decryption uniqueness. Therefore, if more efficient BE schemes satisfying only (standard)
IND-CPA security are proposed in the future, we will be able to immediately obtain a more
efficient two-round concurrently deniable ring authentication scheme by using our generic
construction.

Through our generic construction, we obtain the first two-round concurrently deniable
ring authentication scheme with optimal efficiency in the RO model instantiating the un-
derlying IND-CPA secure BE scheme with the scheme recently proposed by Agrawal and
Yamada [AY20] based on the learning with errors (LWE) assumption [Reg05] and bilinear
maps in the generic bilinear group model (GBGM) [BCFG17]. Additionally, instantiating the
underlying IND-CPA secure BE scheme with the more recent scheme proposed by Agrawal,
Wichs, and Yamada [AWY20], we can also obtain the first two-round concurrently deniable
ring authentication scheme with optimal efficiency in the RO model based on the LWE as-
sumption and the Knowledge of OrthogonALity Assumption (KOALA) [BW19], which is a
variant of the knowledge of exponent assumptions over the groups.

In addition to the above main instantiations, we further obtain the following various two-
round concurrently deniable ring authentication schemes by instantiating the underlying BE

scheme with schemes proposed in various previous works.

e Instantiating the underlying IND-CPA secure BE scheme with the schemes proposed by
Chen, Gay, and Wee [CGW15] or Gay, Kowalczyk, and Wee [GKW18], we obtain the
first two-round concurrently deniable ring authentication schemes based on the k-linear
assumption (over bilinear groups) in the RO model. (Especially, the 1-linear assumption
is equivalent to the symmetric external Diffie-Hellman (SXDH) assumption.) Notably, by
using Chen et al.’s scheme [CGW15], we obtain a scheme in the RO model such that the
communication cost (or the size of the secret key) and the number of pairing operations
do not depend on the number of users, based on the k-linear assumption. Moreover, by
using Gay et al.’s scheme [GKW18], we obtain a scheme in the RO model such that all of
the size of the secret key, the communication cost, and the number of pairing operations
do not depend on the number of users based on the k-linear assumption. (Note that
Gay et al.’s scheme [GKW18] is suffered from the huge public parameter size O(n?) in

exchange for the efficiency for another aspects.)

e Instantiating the underlying IND-CPA secure BE scheme by using an IND-CPA secure

public key encryption (PKE) scheme in a parallel way, we obtain the first two-round
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concurrently deniable ring authentication scheme in the RO model under the decisional
Diffie-Hellman (DDH) assumption (over a pairing-free group) (that is, the first pairing-
free scheme in the RO model). Moreover, we obtain the first two-round concurrently
deniable ring authentication scheme in the RO model under the LWE assumption and
the learning parity with noise (LPN) assumption (that is, the first post-quantum secure
schemes in the RO model).

6.1 Comparison with Previous Works

In this section, we give comparisons between our construction (and its instantiations) and
previous works from two perspectives: their security properties (Figure 6.1) and their effi-
ciencies (Figure 6.2). In these comparisons, while we cite the previous work by Yamada,
Attrapadung, Santoso, Schuldt, Hanaoka, and Kunihiro [YAST12] as one of the existing deni-
able ring authentication schemes, they actually proposed a deniable predicate authentication
scheme, which supports more general relations than a set membership (supported by a deniable
ring authentication scheme).

In Figure 6.1 and 6.2, in the column “Round”, we consider the setting where an (authen-
ticated) message is shared before an authentication process starts. In other words, we ignore
the round for sharing a message when counting the number of rounds.

In Figure 6.2, in the column “Public Parameter”, we suppose that the maximum number
of users is fixed to n and a public parameter for n users is generated by a trusted third party in
every construction. For fairness, we note that some previous constructions [ZMYH17,ZCTH17]
do not need such a setup procedure. In these constructions, a public/secret key of each user
is generated by itself. Moreover, for all of the sizes of a public parameter and a secret key,
the communication complexity, and the number of pairing operations, we ignore the poly(\)
factors. In particular, poly(logn) factor is ignored.

As can be seen in Figure 6.1, before our work, there was only one two-round concurrently
deniable ring authentication scheme proposed by Zeng, Chen, Tan, and He [ZCTH17]. Their
scheme achieves concurrent deniability based on the Diffie-Hellman knowledge of exponent
(DHK) assumption [Dam92,BP04]. Compared to their scheme, our schemes are secure in the
RO model under standard (and falsifiable) assumptions.

Next, as can be seen in Figure 6.2, regarding the size of a public parameter, it is linear
in n in all of the previous schemes. Regarding the communication complexity, some of the

previously proposed schemes [DHIN11, YAS™12] achieved constant-size communication (that
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is, it is independent of n) thanks to the compression property on a ciphertext of the underlying
BE schemes, which is based on bilinear groups. Regarding the number of pairing operations,
some of the previous constructions [DHIN11, YAST12] require only a constant number of

pairing operations, while the other constructions [ZMYH17, ZCTH17] require O(n) pairing

operations.
Scheme Round| Deniability |Soundness|Source Hiding Assumption

Naor [Nao02] 6 |Seq| Corr |w/o Corr Comp IND-CCA PKE
Dowsley et al. [DHIN11] 4 | Seq|w/o Corr| Corr ® Uncond IND-CCA VBE ( [BGW05])
Yamada et al. [YAST12] 6 |Seq| Corr Corr Uncond IND-CCA VPE
Zeng et al. [ZMYH17] D 4 |Seq| Corr Corr Uncond PHF and NIWI ( [GS08])
Zeng et al. [ZCTH17] ) 2 |Con|w/o Corr| w/o Corr Uncond DBDH and DHK

Ours + [EIG84,Reg05, Ale03] 2 |Con| Corr Corr Uncond |IND-CPA BE (ROM) [DDH, LWE, LPN]

Figure 6.1: Security comparison with previous works. In the column “Deniability”, Seq and Con denote
sequential deniability and concurrent deniability, respectively. Moreover, Corr (or w/o Corr) denote that an
adversary can (or cannot) corrupt any prover. In the column “Soundness”, Corr (or w/o Corr) denote that an
adversary can (or cannot) corrupt provers except for target ones. In the column “Source Hiding”, Comp and
Uncond denote computational security and unconditional security, respectively. In the column “Assumption”,
VBE stands for verifiable broadcast encryption, VPE stands for verifiable predicate encryption, PHF stands
for projective hash function (which is also known as hash proof system) [CS02], DBDH stands for the decisional
bilinear Diffie-Hellman assumption, and DHK stands for the Diffie-Hellman knowledge assumption. () Their
construction satisfies a weaker variant of soundness, which is only selectively secure. (See Section 3.2 for the

formal definitions.) () Their two-round constructions do not need a setup procedure.

6.2 Technical Overview

In this section, we give a technical overview for our generic construction of deniable ring
authentication. Since our starting point is the two-round authentication scheme proposed by
Dolev, Dwork, and Naor [DDNO91], we first review their scheme briefly. We then provide an

overview of how to extend their scheme into the deniable ring authentication setting.

Recap on the (Deniable) Authentication Scheme by Dolev et al. At a high level,
Dolev et al. showed that the following simple two-round protocol between a prover (Alice) and
a verifier (Bob) becomes a two-round authentication scheme if the underlying PKE scheme
satisfies IND-CCA security. Here, let pk be Alice’s public key and sk its corresponding secret
key of the underlying PKE scheme and assume that Alice and Bob are authenticating a

common message m, known to both parties.
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Scheme Round | Public Parameter | Secret Key | Communication | Pairing Operation
Dowsley et al. [DHIN11] 4 O(n) o) o@1) o)
Yamada et al. [YAST12] 6 O(n) o(1) o(1) o(1)
Zeng et al. [ZMYH17] 4 O(n) o) O(n) O(n)
Zeng et al. [ZCTH17] 2 O(n) (1) O(n) O(n)
Ours + [AY20] (LWE and GBGM) 2 o(1) o(1) o(1) o(1)
Ours + [AWY20] (LWE and KOALA) 2 O(1) O(1) o0(1) o(1)
Ours + [GW09] (g-type) 2 O(n) (1) o(1) o(1)
Ours + [CGW15] (k-lin) 2 O(n) O(t) O(n/t) o(1)
Ours + [GKW18] (k-lin) 2 O(n?) o(1) o0(1) o(1)

Figure 6.2: Efficiency comparison with existing (pairing-based) schemes. n denotes the number of users.
In the row “Ours + [CGW15] (k-lin)”, ¢ denotes a tradeoff parameter between the size of a secret key and the
size of a communication. (Especially, for ¢t = 1, the size of a secret key is O(1) and the size of a communication
is O(n). On the other hand, for t = n, the size of a secret key is O(n) and the size of a communication is
0(1).)

1. Alice < Bob. This protocol starts from Bob by picking a random value ¢ called a
token, encrypting it with m under pk as ¢ < PEnc(pk,m||t), where PEnc is the
encryption algorithm of the underlying PKE scheme, and sending the ciphertext

¢ to Alice as the first message.

2. Alice = Bob. Upon receiving the first message ¢, Alice decrypts the ciphertext ¢
under her secret key sk as m’||t’ <— PDec(sk,c), where PDec is the decryption
algorithm of the underlying PKE scheme. If the decryption result is of the right
form (that is, the first component m’ of the decrypted pair corresponds to the
message m that is being authenticated), then Alice sends the (decrypted) token ¢/
to Bob as the second message. Upon receiving the second message ¢, Bob locally
verifies that in the communication on the message m, the communicating user is
Alice by checking whether ¢ = t' holds.

Regarding its soundness, since Alice is the only one who can decrypt ¢ and ¢ is non-
malleable (due to the IND-CCA security of the underlying PKE scheme), Bob can believe
that Alice is really authenticating m. Regarding its (concurrent) deniability, for an honest
verifier, we can easily ensure that perfect deniability holds since everyone could generate the
whole transcript by itself. However, for a malicious verifier, it is more difficult to guarantee
deniability. In order to prove deniability formally, we need to construct a simulator S (without
sk) which can produce valid transcripts interacting with the malicious verifier. Because of the
lack of sk, it is not clear how S simulates the encrypted token ¢ when S receives a ciphertext
¢ = PEnc(pk, m||t).
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At first glance, one might think that we can achieve deniability on an authentication
scheme by using a non-interactive zero-knowledge (NIZK) proof of knowledge [BFMS88] (for
proving the validity of the ciphertext ¢). More precisely, it seems that instead of a ciphertext
¢ = PEnc(pk, m||t), we can set an NIZK proof 7 as the first message. Then, by using the
trapdoor of an NIZK proof of knowledge, we construct a simulator & who can extract the
(encrypted) message m and token ¢ (corresponding to the witness) from the proof 7 and set
the extracted ¢ as the second message. However, this naive approach does not make sense. An
important point is that for deniability, we must ensure that any party (without having any
trapdoor information) can simulate the valid transcripts for capturing the realistic deniability.
Therefore, we cannot allow a simulator S to have some (secret) trapdoor information for
simulating the transcripts.

As observed in [DGKO6], taking into account the above technical problem, it was shown
that we can achieve concurrent deniability for a malicious verifier by additionally requiring
plaintexrt awareness against the underlying PKE scheme (without modifying the protocol) for
the above two-round protocol. In a nutshell, plaintext awareness is a property capturing the
intuition that no one can generate a (valid) ciphertext ¢ without knowing the plaintext to
which it will be decrypted. This property is formalized by using a special algorithm called
the plaintext extractor X against an adversary A. Given the information that A has as input,
the plaintext extractor X is in the position to retrace the computations that A executed for
generating ¢, and we expect X to output the plaintext encrypted in c. By utilizing the plaintext
awareness of the underlying PKE scheme, we can overcome the above potential problem in
the deniability. The main observation is that if S can use the plaintext extractor X, it can

know the token t encrypted in ¢ without sk, when receiving a ciphertext c.

How to Extend the Scheme by Dolev et al. into the Ring Setting. From the pre-
vious works on deniable ring authentication [DHIN11, YAST12], at first glance, utilizing a BE
scheme [FN94, BGWO05] easily provides a solution for how to extend the deniable authentica-
tion scheme by Dolev et al. into a deniable ring authentication scheme. However, as we will
see in the following, it is not so straightforward to realize this idea.

BE is a cryptographic primitive that allows a sender to encrypt plaintexts to a set S C
{1,-+- ,n} of authorized users so that any user in the set S can decrypt, and any (possibly
colluding) set of unauthorized users can learn nothing about the plaintext, where n € N
denotes the number of all users. By using a BE scheme, our deniable ring authentication
scheme works as follows. Here, we assume that Alice has a secret key sk; of BE (corresponding

to her index i in a set S C {1,---,n}) and wants to authenticate m as a member in S.
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Firstly, Bob computes a BE ciphertext ¢ < Enc(pp,S, h||t) as the first message, where pp
is a (valid) public parameter of BE and & is a hash value of the concatenation of m and
S. Then, upon receiving the first message ¢ from Bob, Alice gets a key ¢’ by computing
R ||t" < Dec(pp,S, sk;,c) and checks whether A’ is a valid hash value of m||S. If A" is valid,
then Alice sends the (decrypted) token t' to Bob as the second message. Finally, Bob locally
verifies ¢ = ¢’ holds.

Here, similarly to Dolev et al.’s (ordinary) deniable authentication scheme, we can see
that soundness holds if the underlying BE scheme satisfies IND-CCA security. However,
regarding its deniability and source hiding, we have additional technical barriers explained in
the following.

Firstly, on the deniability, we have to require the underlying BE scheme satisfy plaintext
awareness. However, to the best of our knowledge, we do not have any plaintext aware BE
scheme (and even its formal definition) so far, and thus we need to construct a plaintext aware
BE scheme from scratch. We provide the first plaintext aware BE scheme as explained in
Section 6.2.

Secondly, on the source hiding, one of the natural approaches is to require an additional
property called decryption uniqueness for the underlying BE scheme, in line with the previous
works on deniable ring authentication [DHIN11, YAS*12]. Intuitively, decryption uniqueness
is a property ensuring that it is impossible to generate a ciphertext which is decrypted to
different plaintexts among users in an authorized set. If we have decryption uniqueness, the
reason why source hiding holds in our deniable ring authentication scheme is simple. The
main observation is the fact that the difference for an adversary against source hiding between
an interaction with a prover using sk; and an interaction with a prover using sk; will only
possibly occur when the prover decrypts a BE ciphertext ¢ (which is given by the verifier as
the first message), where sk; and sk; are secret keys corresponding to the distinct users ¢ and
j, respectively. Here, due to the decryption uniqueness, the decryption result is identical no
matter whether we use sk; or sk;. Therefore, the above difference does not affect the view of
an adversary, and thus our deniable ring authentication scheme satisfies source hiding.

From these two points, we can see that the technical challenge is reduced to constructing an
efficient BE scheme satisfying plaintext awareness and decryption uniqueness simultaneously.
In Section 6.2, we present our solution in the RO model for this technical challenge based
solely on any IND-CPA secure BE scheme. Then, as our main technical result, we can obtain
a new generic construction of two-round concurrently deniable ring authentication in the RO
model based solely on an IND-CPA secure BE scheme. See Section 6.4 for the details.
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Achieving Plaintext Awareness and Decryption Uniqueness. In this thesis, we present
an efficient transformation from any (standard) BE scheme into a BE scheme satisfying plain-

text awareness and decryption uniqueness simultaneously in the RO model. In a nutshell, our

BE construction is analogous to the Fujisaki-Okamoto transformation [FO99], which converts

any IND-CPA secure PKE scheme into a plaintext aware and IND-CCA secure PKE scheme in

the RO model. Concretely, based on an IND-CPA secure BE scheme BE = (Setup, Enc, Dec),

our BE construction BEgg = (Setupgq, Enceo, Decro) is as follows.

The setup algorithm Setupgg outputs a public parameter and a set of n secret keys (pp, sk =
(sky,- -, sky)) output by the underlying setup algorithm Setup.

When encrypting a plaintext m under a user set S C {1,--- ,n}, the encryption algorithm
Encro computes a random oracle value R (used as a randomness in Enc) of a concatenation of
a randomness 7 (for Encgo) and m (that is, R < Hzro(r||m)), where Hge is a hash function
(modeled as a random oracle), and then generates a ciphertext ¢ of r||m under the public
parameter pp and the set S by using the underlying encryption algorithm Enc of BE.

When decrypting the ciphertext ¢ under S and sk; (i € S), the decryption algorithm Decgg
firstly decrypts ¢ under S and sk; by using Dec and gets the result r|jm. Then, it re-computes
the random oracle value R of r||m and re-encrypts r|/m under S by using the (re-computed)
randomness R. If this re-encryption result agrees with ¢, Decgg outputs m.

Similarly to the Fujisaki-Okamoto transformation, BEgg satisfies plaintext awareness with
the help of a random oracle and that the validity check of ¢ by re-encryption executed in Decpop.
Furthermore, due to this re-encryption check and the correctness of BE, we can see that our BE
construction BEgg satisfies decryption uniqueness, too. In addition to these properties, this
transformation preserves the IND-CPA security of the underlying BE scheme. Moreover, we
can show that plaintext awareness and IND-CPA security in the RO model imply IND-CCA
security in the RO model as in the case of PKE. See Section 6.3.2 for the details.

Finally, let us mention the efficiency of our BE construction BEfg. The sizes of a public
parameter and a secret key are exactly the same, and a ciphertext size is almost the same,
as those of the underlying BE. Regarding its computational complexity, an additional cost
for achieving plaintext awareness and decryption uniqueness in BEgg is only one execution of
the encryption algorithm Enc of the underlying BE in the decryption algorithm Decgg. Thus,
we can see that our approach for achieving plaintext awareness and decryption uniqueness

simultaneously is very efficient.
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6.3 Plaintext Awareness for Broadcast Encryption

In this section, we present a construction of BE satisfying plaintext awareness. Our BE
construction is analogous to the Fujisaki-Okamoto transformation [FO99], which converts an
IND-CPA secure PKE scheme (with smoothness) to a plaintext aware and IND-CCA secure
PKE scheme in the RO model. Firstly, in Section 6.3.1, we introduce plaintext awareness in
the RO model for BE. Secondly, in Section 6.3.2, we show that a plaintext aware and IND-CPA
secure BE scheme satisfies IND-CCA security in the RO model. Finally, in Section 6.3.3, we
present the description of our BE scheme and theorems regarding its security in the RO model

and its decryption uniqueness.

6.3.1 Definition

In this section, we introduce plaintext awareness in the RO model for BE. Our definition is
inspired by the formalization of plaintext awareness for PKE by Bellare, Desai, Pointcheval,
and Rogaway [BDPRIS|.

Intuitively, plaintext awareness captures a property that no one can generate a (valid)
ciphertext without knowing the plaintext to which it will decrypt. This is a very strong
notion of security that generally implies IND-CCA security of PKE schemes (by combining
with IND-CPA security) [BDPR9S].

In line with the PKE setting, we define plaintext awareness in the RO model for BE by
using a special algorithm called the plaintext extractor X against an adversary A. Here, the
task of A is to output a target user set S* C [n] and a ciphertext ¢*, where n is the number
of users. We can say that the candidate scheme is plaintext aware if any such adversary A
could additionally output the plaintext encrypted in ¢*. This is formalized via the plaintext
extractor X, given as input the public parameter, the list of random oracle queries made by A
together with corresponding answers, and the values output by A. That is, X is in the position
to retrace the computations that A executed for generating ¢* under S*, and we expect X’ to
use this knowledge to output the plaintext encrypted in ¢* under S*.

Similarly to [BDPR98], although usually unnecessary outside the secret key setting, we
provide an encryption oracle £O that enables creation of encrypted plaintexts under chosen
sets, but without allowing A to see random oracle queries asked within corresponding Enc
executions. Note that, by storing the queried sets and given ciphertexts into the list Listgo,
we allow X to access to the information except for the encrypted plaintexts. The availability

of this oracle for A is needed for proving the IND-CCA security of BE by combining with
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IND-CPA security. See Section 6.3.2 for the details. Furthermore, this encryption oracle will
play an important role for proving concurrent deniability of deniable ring authentication in
Section 6.5. The formal definition of plaintext awareness in the RO model for BE is provided

as follows.

Definition 21 (Plaintext Awareness). Let BE = (Setup, Enc, Dec) be a BE scheme in the
RO model. Let lro = lro(\) be a polynomial which denotes the output length of the random
oracle. Let n := n(X\) be a polynomial which denotes the number of users. Let X be a PPT

plaintext extractor. Consider the following experiment for an adversary A.

ExpgE.x.a(A) :
Listeo := 0, Listro := 0
(pp, sk = (sk;)icin))  Setup(1*,n)
(S*,¢*) ¢ AEOCORO ()
If (S*,¢*) € Listgo then return 0
For alli € S* : m} < Dec(pp,S*, sk;, c*)
m’ < X(Listgo, Listro, pp, S*, ¢*)
If miy =m' for all i € [n] then return 0

Return 1

In the experiment, the encryption oracle EO, the corruption oracle CO, and the random oracle
RO are defined as follows:

Encryption oracle. £O takes (S, m) as input, then computes ¢ < Enc(pp,S, m), re-

turns ¢ to A, and appends (S, ¢) to Listgo.
Corruption oracle. CO takes i as input, and then returns sk; to A.

Random oracle. RO takes x as input, and then checks whether (x,y) € Listro holds
for some y. If this is the case, then RO returns y to A. Otherwise, RO samples
y < {0, 1}/ returns y to A, and appends (z,y) to Listro.

We say that BE satisfies plaintext awareness in the RO model if there exists a PPT plaintext
extractor X such that for any PPT adversary A,

AdeBaE,X,.A()‘) = Pr[EprB;?E,X,A()‘) = 1] = negl(\)

holds.”

3 Note that as in plaintext awareness in the RO model for PKE [BDPR9S], plaintext awareness in the RO

model for BE is defined using a universal extractor that works for any PPT adversary A.
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6.3.2 Plaintext Awareness and IND-CPA Security Imply IND-CCA

Security

In this section, we show that plaintext awareness and IND-CPA security in the RO model

imply IND-CCA security in the RO model. More specifically, we show the following theorem.

Theorem 6.1. Let BE be a BE scheme in the RO model. If BE satisfies plaintext awareness
and IND-CPA security in the RO model, then BE satisfies IND-CCA security in the RO model.

Proof of Theorem 6.1. Let {ro := lro(A) be a polynomial which denotes the output length
of the RO used in BE. Let X be a plaintext extractor for the plaintext awareness in the RO
model of BE. Let A be any PPT adversary that attacks the IND-CCA security in the RO
model for BE. Without loss of generality, we assume that A always makes exactly Qge. > 0
decryption queries for some polynomial Qe := Qgec(N). We proceed the proof via a sequence

of games. We introduce the two games: Game, and Game;.

Game): Game is the original experiment of IND-CCA security in the RO model for
BE. In Gamey, let Listgo be a list, which is set as Listeg := () before the challenge
and as Listgo := {(S*,¢*)} after the challenge, where S* is the challenge set and
c* is the challenge ciphertext. Moreover, let Listrg be a list for the random oracle
RO including the queries x made by A and the corresponding values output by

RO. (Naturally, Listro is updated every time when A makes a new random oracle

query x.)

Game;: Game; is identical to Game, except for the following change. When A
makes a decryption query (7, S, ¢), the decryption oracle computes m <+ X (Listgo,
Listro, pp, S, ¢) instead of computing m < Dec(pp,S, sk;,c), where Listgo and
Listro are the lists (defined as in Gamey) at the point A makes the decryption

query.

For i € {0, 1}, let Succ; be the event that A succeeds in guessing the challenge bit b in

Game;. By using the triangle inequality, we have

AdVEESE (1) = 2.

Pr[Succ] — %‘

< 2+ | Pr[Succy] — Pr[Succy]| + 2 -

Pr[Succ,| — %’ :
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It remains to show how | Pr[Succo] — Pr[Succ,]| and 2-| Pr[Succ,] — | are upper-bounded.
In the following, we show that there exists a PPT adversary BP? against the plaintext aware-
ness in the RO model of BE such that |Pr[Succy] — Pr[Suce;]| < Quec - AdVRE y gee (A) holds
(Lemma 6.1). Then, we show that there exists a PPT adversary B°? against the IND-CPA
security in the RO model of BE such that 2-| Pr[Succ;]—3| = Advgg:gz; (A) holds (Lemma 6.2).

Lemma 6.1. There exists a PPT adversary BP? against the plaintext awareness in the RO
model of BE such that | Pr[Succ] — Pr[Suce;]| < Quec - AdVRg x o ()

Proof of Lemma 6.1. For o € {0,1}, let Bad,, be the event that A makes at least one
decryption query (i,S,c) satisfying X'(Listgo, Listro, pp, S, ) # Dec(pp,S, sk;,c) in Game,,.
Moreover, for j € [Qgec, let Badé be the event that the j-th decryption query (i,S,c) sat-
isfies X' (Listgo, Listro, pp, S, ¢) # Dec(pp, S, sk;, ¢) in Game,. Game; proceeds identically to
Game, unless Bad; happens. Therefore, we have the inequality

Qdec
| Pr[Succy| — Pr[Succ,]| < Pr[Bad,| = Pr[Bad;] < Z Pr[Bad]].

j=1
Then, we construct an adversary BP? that attacks the plaintext awareness of BE so that
Z?j? Pr[Bad]] = Que. - AdVEE v e (M), using the adversary A as follows.

1. Upon receiving a public parameter pp, BP* samples j* ¢ [Qgec], initializes Listgo := ()

and Listgo := ), and gives pp to A.

2. When A accesses to the decryption oracle DO, the corruption oracle CO, and the random

oracle RO, BP? responds as follows:

Decryption oracle. When A makes a decryption query (i,S,c), BP responds
as follows:
e If (4,5, ¢) is the j*-th decryption query, then BP* outputs (S, c) to the experi-
ment and terminates.
e Otherwise, BP* computes m <— X(Listgo, Listro, pp, S, ¢) and gives m to A.
Corruption oracle. When A makes a corruption query ¢, B also makes a

corruption query ¢ to its own oracle. Upon receiving a secret key sk;, BP?

gives sk; to A.

Random oracle. When A makes a random oracle query x, BP? also makes a
random oracle query x to its own oracle. Upon receiving a hash value y, BP?

gives y to A and appends (z,y) to Listgo.

91



3. When A outputs (S*, mg, m}) as its challenge set and plaintexts, B picks a random bit
b < {0,1} and makes an encryption query (S*,m}) to its own encryption oracle. Upon
receiving a ciphertext ¢* from the oracle, BP? returns ¢* to A and appends (S*,¢*) to

Listeo.

4. When A accesses to the decryption oracle DO, the corruption oracle CO, and the random

oracle RO, BP? responds in the same way as before.
5. When A outputs a bit &' € {0,1} and terminates, BP gives up and terminates.*

Recall that the success condition of BP is to output (S, ¢) satisfying X (Listgo, Listro, pp, S, ¢) #
Dec(pp, S, sk;, c) for some i € S and (S, ¢) ¢ Listgo. Firstly, due to the condition of the decryp-
tion query by A, (S,¢) ¢ Listgo holds. For all j € [Que), let Bad) be the event that A makes
a decryption query (i, S, ¢) satisfying X (Listgo, Listro, pp, S, ¢) # Dec(pp, S, sk;, ¢) as the j-th
query in the experiment simulated by BP?. Therefore, BP® can break the plaintext awareness
of BE if and only if Bad} occurs, namely, AdVRE v 0 (A) = Pr[Bad}|. Moreover, from the
above construction of BP?) it is easy to see that BP?* perfectly simulates Game; for A until
it terminates. That is, Pr[Bad}] = Pr[Bad!] holds for all j € [Q.]. Finally, the choice of
j* is uniformly at random and independent of A, and thus does not affect the behavior of A.

Hence, we have

Qdec Qdec
. . 1 .
AdvRY o (X)) = Pr[Bad’; | = g Pr[Bad; A j = j*] = : g Pr[Bad’],
BE,X,B ( ) [ B] [ B/NJ J] Ouee < [ 1]

j=1

which in turn implies that | Pr[Succy] — Pr[Succ,]| < ZJQ:CI? Pr[Bad!] = Que. - AdVEE v 00 (N)
holds. [0 (Lemma 6.1)

Lemma 6.2. There exists a PPT adversary B®* against the IND-CPA security in the RO
model of BE such that 2 - | Pr[Succ;] — 3| = Advpg ma (A).

Proof of Lemma 6.2. Using the adversary A, we construct an adversary B? as follows.

1. Upon receiving a public parameter pp, B? initializes Listgo := () and Listro := (), and

gives pp to A.

2. When A accesses to the decryption oracle DO, the corruption oracle CO, and the random

oracle RO, B? responds as follows:

4 Actually, this step is never reached since we are assuming that A always makes exactly Qge. decryption

queries, and thus BP? will terminate when A makes the j*-th decryption query with j* € [Qgec]-
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Decryption oracle. When A makes a decryption query (i,S, ¢), B computes

m < X(Listgo, Listro, pp, S, ¢) and gives m to A

Corruption oracle. When A makes a corruption query 7, B?* also makes a
corruption query 7 to its own oracle. Upon receiving a secret key sk;, B2

gives sk; to A.

Random oracle. When A makes a random oracle query x, B? also makes a
random oracle query z to its own oracle. Upon receiving a hash value y, B

gives y to A and appends (z,y) to Listgo.

3. When A outputs (S*,mf, m}) as its challenge set and plaintexts, B also outputs
(S*,m§,m3) to its experiment. Upon receiving the challenge ciphertext ¢* from the

experiment, BP? gives ¢* to A and appends (S*, ¢*) to Listgo.

4. When A accesses to the decryption oracle DO, the corruption oracle CO, and the random

oracle RO, B responds in the same way as before.

5. When A outputs a bit ¥ € {0, 1} and terminates, B outputs b’ to its experiment and

terminates.

In the following, let b be the challenge bit for B°??. We can see that B perfectly simulates
Game; for A so that the challenge bit for A is the same as the challenge bit b for B2.
Therefore, if A breaks the IND-CCA security in the RO model of BE, B can break the
IND-CPA security in the RO model of BE since it just outputs ' which is the output by .A.
Hence, 2 - | Pr[Succ;] — 2 Advggjggffa()\) holds. 0 (Lemma 6.2)

5 fr
Putting everything together, we obtain
AdVEE T (V) < 2Quec - AdVEE x5 (V) + Advie gim ().

Since BE satisfies plaintext awareness and IND-CPA security in the RO model and Qg is

ind-cca

some polynomial in A, for any PPT adversary A, Advgg 5°()\) = negl()\) holds. Therefore, BE
satisfies IND-CCA security in the RO model. [0 (Theorem 6.1)

6.3.3 Constructing Plaintext Aware Broadcast Encryption

In this section, we present the description of our BE scheme and theorems regarding its

plaintext awareness and IND-CPA security in the RO model, and its decryption uniqueness.
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Setupgo (14, 7) : Encro(pp,S, m;7) Decro(pp; S, ski, c) :

(pp,sk) « Setup(1*,n) R <+ Hgro(r||m) x < Dec(pp, S, sk, ¢)
Return (pp, sk) ¢ < Enc(pp, S, r|jm; R) If = L then return L
Return ¢ Parse = :=r|m

R < Hgro(r||m)
If Enc(pp, S, r|lm; R) # ¢
then return L

Return m

Figure 6.3: Our construction of broadcast encryption BEgo.

Let BE = (Setup, Enc,Dec) be a BE scheme with the plaintext space {0,1}* and the
randomness space R for Enc. Let Hzrp : {0,1}* — R be a hash function, which is modeled
as a random oracle in the security proofs. Using BE and Hr», we construct the BE scheme
BEro = (Setupgg, Encro, Decgo) with the plaintext space {0,1}* and the randomness space
{0,1}* as described in Figure 6.3.

The correctness of BEgg is straightforward due to the correctness of BE. The IND-CPA se-
curity, plaintext awareness, and decryption uniqueness of BErg are guaranteed by the following

three theorems.

Theorem 6.2. If BE satisfies IND-CPA security, then BEgg satisfies IND-CPA security in
the RO model.

Proof of Theorem 6.2. Let n := n(\) be an arbitrary polynomial that denotes the number
of users. Let A be any PPT adversary that attacks the IND-CPA security in the RO model
of BEFo. Let Qro be the number of random oracle queries made by A. We proceed the proof

via a sequence of games. We introduce the following games: Gamey, and Game;.

Gamey: Game is the original experiment of IND-CPA security in the RO model for

BEro. The detailed description is as follows:

1. The setup phase proceeds as follows:
(a) Generate (pp,sk) « Setup(1*,n).
(b) Prepare lists Scor := () and Listro := 0.
(c) The public parameter pp is given to A.

2. A may start making queries to the corruption oracle CO and the random oracle

RO, which are responded as follows:
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Corruption oracle. When A makes a corruption query 2, CO gives sk; to

A and appends i to Scor.

Random oracle. When A makes a random oracle query r|m, RO checks
whether (r|jm, R) € Listro holds for some R. If this is the case, then
RO gives R to A. Otherwise, RO samples R + R, gives R to A, and
appends (r||m, R) to Listro.

3. When A outputs a challenge tuple (S*,mf, m}) such that |mj| = |mj| and S* C

[n]\Scorr, the experiment proceeds as follows:

(e) The challenge ciphertext c¢* is given to A.
4. When A accesses to CO and RO, the oracles respond in the same way as before.

5. A outputs a bit &' € {0,1}.
Game;: Game; is identical to Game, except for the following two changes.

1. The experiment samples the randomness r* (that is used to generate the challenge

ciphertext) in the setup phase.

2. When A makes a random oracle query 7|/m such that r = r* before the challenge,
RO gives L to A.

Here, for i € {0, 1}, let Succ; be the event that A succeeds in guessing its challenge

bit b in Game;. We have | Pr[Succy] —Pr[Succ,]| < QQEO because of the following

reasons.

e The change 1 is conceptual.

e Regarding the change 2, Game is identical to Game; until A makes a random
oracle query including r* before the challenge. Moreover, r* is chosen uniformly at
random and information-theoretically hidden from 4 before the challenge. Since

A makes random oracle queries at most Qre times, the probability that A makes

such a query is bounded by Q27§o'
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For ¢ € {0,1}, let Bad; be the event that A makes a random oracle query containing r*
after the challenge in Game;. We call such a random oracle query a bad query. By using the

triangle inequality, we have

Adv;;g;jj;(A) —-2.

Pr[Succy| — % ‘

< 2-|Pr[Succy| — Pr[Succy|| + 2

Pr[Succ,] — %‘

and

2.

Pr[Succ,| — %‘ =2

- 1
Pr[Succ; A Bad,| + Pr[Succ,|Bad,] - Pr[Bad;] — 5‘

1 1
= 2 |Pr[Succ; A Bad,| + 5 PrBad,| — 5 Pr[Bad, |

1
+ Pr[Succ,|Bad,| - Pr[Bad,]| — 5’

< 2 |Pr[Succ; A Bad;] + 3 Pr[Bad;] — 5’
1
+ 2 - |Pr[Succ,;|Bad,| — 5‘ - Pr[Bad, ]
- 1 1
< 2. |Pr[Succ; A Bad,| + 3 Pr[Bad;] — 5‘ + Pr[Bad,].

It remains to show how 2 - | Pr[Succ; A Bad,| + 1 Pr[Bad;] — 3| and Pr[Bad;] are upper-
bounded. In the following, we show that there exists a PPT adversary B; against the IND-CPA
security of BE such that 2- | Pr[Succ; ABad;]+ 1 Pr[Bad;] — 1| = Advggﬁa()\) (Lemma 6.3).
Then, we show that there exists a PPT adversary B, against the IND-CPA security of BE

such that Pr(Bad;] < Advgg g7 (\) + 952 (Lemma 6.4).

Lemma 6.3. There exists a PPT adversary By against the IND-CPA security of BE such that
2 - | Pr[Succ; A Bad,] + 1 Pr[Bad,] — &| = Advgg °()).

Proof of Lemma 6.3. Using the adversary A, we construct an adversary B; as follows.

1. Upon receiving a public parameter pp, B; samples a randomness 7* < {0, 1}* and gives

pp to A.

2. When A accesses to the corruption oracle and the random oracle, B; responds as follows:
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Corruption oracle. When A makes a corruption query 7, B; also makes a cor-
ruption query ¢ to its own oracle. Upon receiving the corresponding secret

key sk;, By gives sk; to A.

Random oracle. When A makes a random oracle query r|m, By responds as

follows:

(a) If r = r* holds, then B; gives L to A.
(b) If (r||m, R) € Listro holds for some R, then B; gives R to A.
(c¢) By samples R < R, gives R to A, and appends (r||m, R) to Listgo.

3. When A outputs a challenge tuple (S*,mf, m}), By outputs (S*,7*||m§, r*||m}) as the
challenge tuple. Upon receiving the challenge ciphertext c¢*, B; gives ¢* to A.

4. When A accesses to the corruption oracle, By responds in the same way as before. When

A accesses to the random oracle, B; responds as follows:

(a) If r = r* holds, then B; picks a random bit &’ «— {0, 1}, outputs ¥’ to the experiment,

and terminates.

(b) Otherwise, B responds in the same way as before.

5. When A outputs a bit 5’ € {0,1} and terminates, By sets b’ := [, outputs ' to the

experiment, and terminates.

In the following, let b be the challenge bit of B;. Moreover, let Succp be the event that
b = occurs and Badpg the event that the adversary A (simulated by B;) makes a random
oracle query including r* after the challenge. Note that until Badg occurs, B simulates
Game,; perfectly for A as if A’s challenge bit is that of B and the randomness R* used to
generate ¢* is Hro(r*||m}). Therefore, we have Pr[Succs A Bads] = Pr[Succ; A Bad,| and
Pr[Badp| = Pr[Bad,]. Moreover, if the event Badg occurs, then B; outputs a random bit.
Hence, Pr[Succs|Badg] = 5 holds. Therefore, we have

. 1
Advgg £2(\) = 2 - |Pr[Succs] — 5

- 1
= 2 - |Pr[Succp A Badp] + Pr[Succi|Badp] - Pr[Bads| — 3

- 1 1
= 2 - |Pr[Succ; A Bad,| + 3 PrBad,| — 3|

O (Lemma 6.3)
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Lemma 6.4. There exists a PPT adversary By against the IND-CPA security of BE such that
Pr[Bad;] < Advgg #°()) + <52

Proof of Lemma 6.4. Using the adversary A, we construct an adversary B, as follows.

1. Upon receiving a public parameter pp, By samples a randomness r* < {0, 1}* and gives

pp to A.

2. When A accesses to the corruption oracle and the random oracle, By responds in the

same way as B; in the proof of Lemma 6.3 does.

3. When A outputs a challenge tuple (S*,m§, m}), By samples a bit 5 < {0,1}, sets
Mg = r*||mj and My := 0 Im5l and outputs (S*, Mg, M) to its experiment. Upon

receiving the challenge ciphertext ¢*, By gives ¢* to A.

4. When A accesses to the corruption oracle, By responds in the same way as before. When

A accesses to the random oracle, By responds as follows:

(a) If r = r* holds, then By outputs &’ := 0 to the experiment and terminates.

(b) Otherwise, By proceeds in the same way as before.

5. When A outputs a bit 5" € {0, 1} and terminates, By outputs b’ := 1 to the experiment,

and terminates.

In the following, let b be the challenge bit of By. Moreover, let Badg be the event that
A makes a random oracle query r||m such that r = r* after the challenge in the experiment
simulated by B. We can see that By outputs 0 to the experiment (that is, ¥ = 0 holds) if
and only if Badg occurs. That is, we have Pr[t/ = 0] = Pr[Badg|, which in turn implies
| Pr[t) = 0]b = 0] — Pr[t/ = 0|b = 1]| = |Pr[Badp|b = 0] — Pr[Badg|b = 1]|. Moreover, in
the case that b = 0 holds, By perfectly simulates Game; for A until Badg occurs. That
is, we have Pr[Badg|b = 0] = Pr[Bad,|. Furthermore, in the case that b = 1 holds, 7* is
information-theoretically hidden in the view of A, and thus the probability that A makes a
bad query (after the challenge) is bounded by QQLA@ That is, we have Pr[Badg|b = 1] < QQLAO

98



From the above arguments, we have

Advgg 22(A) = | Pr[t = 0]b = 0] — Pr[t = 0Jb = 1]|
= | Pr[Badp|b = 0] — Pr[Badp|b = 1]|
— | Pr[Bad,] — Pr[Badg|b = 1]|
> Pr[Bad;| — Pr[Badg|b = 1]

QRO
2)\

> Pr[Bad,] —

That is, Pr[Bad,] < Advggjgza()\) + 922 holds. [ (Lemma 6.4)

Putting everything together, we obtain

3Qro
or

Advz o a(A) < Advgg 7 (M) + Advgg 7 (V) +

Since BE satisfies IND-CPA security and Q)ze is some polynomial in A, for any PPT adversary
A, Advigg;i:;()\) = negl(A) holds. Therefore, BEgg satisfies IND-CPA security in the RO model.
[0 (Theorem 6.2)

Theorem 6.3. If BE satisfies smoothness, then BEgg satisfies plaintert awareness in the RO

model.

We note that in the proof of Theorem 6.3, we only need a non-programmable random
oracle. We also note that as mentioned in Section 6.3.1, these two theorems imply that BEgg

satisfies IND-CCA security in the RO model under the same assumptions.
Proof of Theorem 6.3. Firstly, we construct a plaintext extractor X for plaintext awareness
in the RO model as follows.

X(LiStEo, LiStRQ, pp, S*, C*)t

1. If (S*,¢*) € Listgo holds, then return L.
2. For each (r||m, R) € Listro:

e Compute ¢ < Enc(pp,S*, r||m; R).

e If ¢* = ¢ then return m.

3. Return L.
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Now, suppose Expge. v 4(\) is executed, and A finally outputs (S*,¢*). Fix any i € S*.
Let r* be the randomness included in the result of Dec(pp, S*, sk;,c*). Let R* be the hash
value which is computed in Decgo(pp, S*, sk;, ¢*). Here, due to the construction of Decgg, we

can see that Decgo outputs m* # L if and only if
¢* = Enc(pp,S*,r*||m*; R") (6.1)

holds.
We should consider the following three cases regarding the consistency between the output
by X and the output by Decgo for the pair (S*,¢*) output by A.

1. Firstly, we consider the case that 7*||m* has been (directly) queried to the random oracle
by A (that is, (r*||m*, R*) € Listro). In this case, since X has access to Listro and checks
whether Decgo outputs a plaintext m* or L by the equation (6.1), we can see that X

outputs the same m* which is output by Decgo(pp, S*, ski, c*).

2. Secondly, we consider the case that r*||m* has been queried to the random oracle by
the encryption oracle. In this case, we can see that (S*,¢*) € Listgo holds, where

¢* = Encro(pp, S*,m*;7*). In this case, the experiment Expge . » 4(A) outputs 0.

3. Thirdly, we consider the case that 7*||m* has not been queried to the random oracle. In
this case, R* is sampled from R uniformly at random when computing Decgo (pp, S*, sk, c*).
Here, due to the smoothness of BE, we can ensure that ¢* = Enc(pp, S*, r*||m*; R*) holds
with a negligible probability. Therefore, by the construction of Decgo, Decpo(pp, S*, ski, ¢*) =
1 holds with an overwhelming probability. Since X always outputs L when 7*||m* has
not been queried to the random oracle, we can say that the output by Decgo(pp, S*, sk, ¢*)

agrees with the output by X'(Listgo, Listro, pp, S*, ¢*) with an overwhelming probability.

From the above arguments, for a pair of a set and a ciphertext (S*, c¢*) output by A, we

can see that either of the following conditions holds in any case.
o (S*,¢*) € Listgo

e The output by Decgo(pp, S*, sk;, ¢*) agrees with the output by X' (Listgo, Listro, pp, S*, ¢*)
except for a negligible probability.

Therefore, the experiment ExpEaEm x, A(A) returns 0 with an overwhelming probability,
which in turn implies that BEgg satisfies plaintext awareness in the RO model.
O (Theorem 6.3)
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Theorem 6.4. BEgg satisfies decryption uniqueness.

Proof of Theorem 6.4. Let (pp,sk = (sky,---,sk,)) < Setupgo(1*,n). Fix S C [n],
i €S, and c. In Decpo(pp, S, ski, c), we check whether ¢ is a valid ciphertext by executing the

re-encryption procedure. Thus, BEgg satisfies decryption uniqueness based on the correctness
of the underlying BE scheme BE. [0 (Theorem 6.4)

6.4 Owur Deniable Ring Authentication Scheme

In this section, we formally describe our deniable ring authentication scheme in the RO model
based on a BE scheme in the RO model and a collision-resistant hash function.” Let BE =
(Setup, Enc, Dec) be a BE scheme in the RO model, and suppose it uses an RO with the
output length £o,:.° Let CRHF = (HKG, Hash) be a collision-resistant hash function. Using BE
and CRHF, we construct the deniable ring authentication scheme in the RO model DRA =
(DRA.Setup, (DRA.Prove, DRA Verify)) as described in Figure 6.4, where DRA uses an RO with
the output length /... The correctness of DRA is straightforward due to the correctness of
BE.

6.5 Security Proof

Here, in Theorems 6.5, 6.6, and 6.7, we show that DRA satisfies concurrent soundness, source

hiding, and concurrent deniability, respectively.

Theorem 6.5. If BE satisfies IND-CCA security and CRHF satisfies collision-resistance, then

DRA satisfies concurrent soundness.

In the following proof for Theorem 6.5, since we need not use an RO explicitly, the RO is
not considered in the security game for better readability. Note that if we include the RO in the
arguments, the proof works without any problem. Moreover, if the underlying BE scheme BE
is secure in the standard model (without a random oracle), DRA satisfies concurrent soundness

in the standard model.

5 Although we present the deniable ring authentication scheme in the RO model, we explicitly introduce a
collision-resistant hash function for simplifying our arguments.

6 Looking ahead, since we would like to rely on the plaintext awareness of BE in the RO model for proving
concurrent deniability, we consider BE in the RO model here. If we only consider concurrent soundness and

source hiding for our construction, an RO is not needed.
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DRA .Setup(1*,n) : (DRA.Prove(sk;), DRA.Verify)(pp’, R, m) :

(pp,sk) « Setup(1*,n) Step, (DRA.Prove <= DRA.Verify) :
hk < HKG(1%) Parse pp’ := (pp, hk)

pp' = (pp, hk) t {0, 1}*

Return (pp’, sk) h < Hash(hk, m||R)

¢ < Enc(pp, R, h||t)

Send msg, := ¢ to DRA.Prove

Store t as a state
Step,(DRA.Prove = DRA.Verify) :

Receive msg; and parse msg, := ¢

I ||t' « Dec(pp, R, sk;, c)

If ' # Hash(hk, m||R) then ¢ := L

Send msg, := t' to DRA.Verify
Step,(DRA.Verify) :

Receive msg, and parse msg, := t/

If t =¢ then v:=1else v:=0

Return v

Figure 6.4:  Our construction of deniable ring authentication DRA.

Proof of Theorem 6.5. Let n = n(\) be an arbitrary polynomial that denotes the number
of users. Let A be any PPT adversary that attacks the concurrent soundness of DRA. We
proceed the proof via a sequence of games. We introduce the games: Game; for ¢ € {0, 1,2}.
For simplicity and without loss of generality, in the following games, A does not corrupt the
users in the challenge ring R* and also does not make a prover query (-, R*,m*) to the prover

oracle PO (since such queries make A lose).

Gamejy: Gamey is the original experiment of the concurrent soundness for DRA. The
detailed description is as follows:

1. The experiment proceeds as follows:

(a) Generate (pp,sk) < Setup(1*,n) and hk < HKG(1*), and set pp’ := (pp, hk).
(b) Prepare a counter cnt := 1 and a list Listpo := 0.
(c) Give the public parameter pp’ to A.

2. A may start making queries to the prover oracle PO, the execution oracle £O, and

the corruption oracle CO, which are responded as follows:
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Prover oracle. When A makes a prover query of the form (i,R,m), PO
initiates Py as a stateful instance of DRA.Prove(sk;, pp’, R, m), appends
(ent, 4, R, m) to Listpo, and sets cnt := cnt + 1.

Execution oracle. When 4 makes an execution query of the form (j, msg;)

such that j € [ent], £EO responds as follows:
(a) £O parses msg; := ¢ and computes h||t < Dec(pp, R, sk;, c).
(b) £O checks h # Hash(hk, m||R). If this is the case, £EO gives msg, := L to
A.
(c) €O sets msg, :=t and gives msg, to A.

Corruption oracle. When A makes a corruption query i, CO returns sk;

to A.

3. When A outputs a challenge tuple (R*;m*), the experiment executes
(APOEOLO DRA Verify) (pp’, R*, m*) as follows:

(a) The experiment samples t* « {0,1}*, computes h* « Hash(hk, m*||R*) and
c* < Enc(pp,R*, h*||t*), and gives msg} := ¢* to A.
(b) When A outputs msgh := t’ to the experiment and terminates, the experiment

checks whether ¢t* = ¢’ holds.

Game;: Game, is identical to Game, except for the following change. Let msg} = ¢*
be the first message in the challenge execution. After the challenge execution,

when A makes an execution query (-, msg}), £O gives L to A.

Game,: Game, is identical to Game; except for the following change. In the
challenge execution (APP€9CO DRA . Verify)(pp’, R*,m*), the experiment com-

putes ¢* < Enc(pp, R*, 0"} as the first message msg*, instead of computing
h* < Hash(hk, m*||R*) and ¢* < Enc(pp, R*, h*||t*).

For i € {0,1,2}, let Succ; be the event that t* = ¢’ holds in Game;. By using the triangle

inequality, we have

1
Adviga 4(A) = Pr[Succy] < Z Pr[Succ;] — Pr[Succ;;1]| + Pr[Succs)].
=0

It remains to show how | Pr[Succy| — Pr[Succ,]|, | Pr[Succ;] — Pr[Succ,]|, and Pr[Succ,]

are upper-bounded. We show that there exists a PPT adversary B against the collision-
resistance of CRHF such that | Pr[Succy| — Pr[Succ,]|| < Advggrye g (A) (Lemma 6.5). Then,
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we show that there exists a PPT adversary B°?® against the IND-CCA security of BE such that
| Pr[Succ,] — Pr[Succsy]| = AdvEE:%i?a(A) (Lemma 6.6). Finally, we show that Pr[Succ,] < &
holds (Lemma 6.7).

Lemma 6.5. There exists a PPT adversary B against the collision-resistance of CRHF such
that | Pr[Succy] — Pr[Succ]| < Adverye s (A).

Proof of Lemma 6.5. For a € {0,1}, let Coll, be the event that A makes at least
one prover query (i, R,m) satisfying Hash(hk, m*||R*) = Hash(hk, m||R) and m*||R* # m||R
in Game,. Here, due to the condition of the prover oracle PO for A, we have m*||R* #
m||R. Moreover, in the case that Hash(hk, m*||R*) # Hash(hk, m||R) holds, when A makes
an execution query (-, msg}), A is always given L due to the construction of DRA. Thus,
Game, proceeds identically to Game; unless Colly occurs, which in turn implies | Pr[Succy)—
Pr[Succ,]| < Pr[Colly] = Pr[Coll;]. Then, we can construct a PPT adversary B that attacks
the collision-resistance of CRHF so that Pr[Colly] = Advcgyr per(A), using the adversary A.
Since the construction of B is straightforward, we omit the details here. Consequently, we
have | Pr[Succy] — Pr[Succ;]| < Advggyr s (M) [0 (Lemma 6.5)

Lemma 6.6. There exists a PPT adversary B against the IND-CCA security of BE such
that | Pr[Succ;] — Pr[Succ,]| = Advi g ().
Proof of Lemma 6.6. Using the adversary A, we construct an adversary B? as follows.

1. Upon receiving a public parameter pp from the experiment, 5 proceeds as follows:

(a) B generates hk < HKG(1?).
(b) B initializes a counter cnt := 1 and lists Listpo := () and Scor := 0.
(c) B2 sets pp’ := (pp, hk) and gives pp’ to A.

2. When A accesses to the prover oracle PO, the execution oracle £O, and the corruption

oracle CO, B responds as follows:

Prover oracle. When 4 makes a prover query of the form (i, R, m), B initiates
a prover P, without sk;, appends (cnt,i,R,m) to Listpp, and sets cnt :=

cnt + 1.

Execution oracle. When .4 makes an execution query of the form (j, msg;) such

that j € [cnt], B responds as follows:
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(a) B parses msg; := ¢ and makes a decryption query (i, R, ¢) to its own decryp-

tion oracle.

(b) Upon receiving the decryption result h||t, B checks h # Hash(hk,m|R). If
this is the case, then B sends msg, := L to A.

(c) B2 sets msg, :=t and gives msg, to A.
Corruption oracle. When A makes a corruption query ¢, B°? also makes a

corruption query 7 to its own oracle. Upon receiving sk;, B gives sk; to A

and appends 7 to Scor-

3. When A outputs a challenge tuple (R*, m*), B°? executes (AP9¢0€O DRA Verify)(pp’, R*, m*)

as follows:

(a) B@ samples t* < {0, 1}

(b) B computes h* <— Hash(hk, m*||R*).

(c) B sets Mg := h*[|t* and M; := 0"l and outputs (R*, M, M}) as its challenge
to the experiment.

(d) Upon receiving the challenge ciphertext ¢*, 5 sets msg} := ¢* and gives msg} to

A.

(e) When A makes prover queries, execution queries, and corruption queries, 5 re-
sponds in the same way as before, except that when A makes an execution query
(j, msg;) to £O, B additionally checks whether msg, = msg} holds. If this is the

case, then B returns msg, := L to A.
(f) When A outputs msg} and terminates, 3 proceeds as follows:

i. B parses msgs :=t' and checks whether t* = ¢ holds.

ii. If this is (resp., is not) the case, then B outputs 1 (resp., 0) to the experiment

and terminates.

In the following, let b be the challenge bit for B“®. Note that B°® does not make a
decryption query (-, R*, ¢*) to its own oracle since it can answer L to A and we assume that
A does not make a prover query (-, R*,m*). We can see that B perfectly simulates Game;
for A if it receives the challenge ciphertext ¢* < Enc(pp, R*, h*||t*) from the experiment.
This ensures that the probability that B® outputs 1 given the challenge ciphertext c¢* <«
Enc(pp, R*, h*||t*) is exactly the same as the probability that Succ; happens in Game;. That
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is, Pr[t/ = 1|b = 0] = Pr[Succ,] holds. On the other hand, B perfectly simulates Game,
for A if it receives the challenge ciphertext ¢* < Enc(pp,R*,0""1*'l) from the experiment.
This ensures that the probability that B°?® outputs 1 given the challenge ciphertext ¢* <
Enc(pp, R*,O'h*“t*‘) is exactly the same as the probability that Succy, happens in Games.
That is, Pr[t/ = 1|b = 1] = Pr[Succy] holds. Therefore, we have

AdVEEEE () = [ Prlb = 1[b = 0] — Pr[yf = 1Jp = 1]]
= | Pr[Succ;] — Pr[Succ,]|.

[0 (Lemma 6.6)

Lemma 6.7. Pr[Succy] < 55 holds.

Proof of Lemma 6.7. In Game,, since the experiment computes c* < Enc(pp, R*, 0" 1#])
as the first message msg} instead of computing h* < Hash(hk, m*||R*) and ¢* <+ Enc(pp,
R*, h*||t*), t* is information-theoretically hidden in the view of A. Hence, we can see that the
probability that A outputs the second message msg; := ¢’ in the challenge execution satisfying

t' =t* is at most 5. That is, we have Pr[Succ,] < 5% 0 (Lemma 6.7)

2
Putting everything together, we obtain

cs cr ind-cca 1
AdvEra,a(N) < AdVErue s () + AdvEEER (V) + o
Since BE satisfies IND-CCA security and CRHF satisfies collision-resistance, for any PPT
adversary A, Advpga 4(A) = negl(A) holds. Thus, DRA satisfies concurrent soundness.

[0 (Theorem 6.5)

Theorem 6.6. If BE satisfies decryption uniqueness, then DRA satisfies source hiding.

We note that if we assume that the underlying BE scheme satisfies decryption uniqueness
in the RO model, then DRA satisfies source hiding in the RO model.

Proof of Theorem 6.6. Let A be any adversary against the source hiding for DRA. Let
n = n(\) be an arbitrary polynomial that denotes the number of users and (pp’ = (pp, hk), sk)
a pair of an (honestly generated) public parameter and secret keys. In the security ex-
periment, of the source hiding for DRA, notice that the difference for A between an inter-
action with a prover using sk;, and that using sk;; will only possibly occur at Step, in
(DRA.Prove(sk;, ), A)(pp’, R*, m*), where b is the challenge bit for A, and R* and m* are the
challenge ring and message chosen by A. Concretely, in Step,, we decrypt the ciphertext
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¢* (which is given by A as the first message) by using the secret key sk;,. In this situation,
thanks to the decryption uniqueness of BE, we can ensure that the result of the decryption is
always the same, both in the case of sk;, and sk;,, as long as ig,7; € R* C [n] holds (even if ¢*

is maliciously generated). Therefore, DRA satisfies source hiding. [0 (Theorem 6.6)

Theorem 6.7. If BE satisfies plaintext awareness in the RO model and CRHF satisfies collision-

resistance, then DRA satisfies concurrent deniability in the RO model.

We note that in the following proof of Theorem 6.7, we need only a non-programmable

random oracle.

Proof of Theorem 6.7. Let n = n(\) be an arbitrary polynomial that denotes the number
of users. Let A be any PPT adversary that attacks the concurrent deniability in the RO model
for DRA. Let Hro be the set of all functions with the output length /,,:. Let Q7o and Qeo
be the number of transcript queries made by A and the number of execution queries made by

A, respectively.

First, we construct the following PPT simulator S that runs in Expng}i,f’e;'(/\).

1. Upon receiving a public parameter pp’ := (pp, hk) from the experiment, S runs A(pp)

and prepares a counter cnt := 1 and lists Listto := () and Listgg := 0.

2. When A accesses to the prover oracle PO, the execution oracle £Q, the transcript oracle

T O, the corruption oracle CO, and the random oracle RO, S responds as follows:

Prover oracle. When A makes a prover query of the form (i*, R*, m*), S initiates
a prover Pe,, without sk;«, appends (cnt,7*, R*, m*) to Listpo, and sets cnt :=

cnt + 1.

Execution oracle. When A makes an execution query of the form (7, msg}) such
that j € [cnt], S checks whether ((i,R,m), (msg},t)) € Listto holds for some
7, R, m, and .
e If this is the case, then S checks whether (m*, R*) = (m, R) holds.
— If this is the case, then S gives msg} =t to A.
— Otherwise, § gives msg} := 1 to A.
e Otherwise, S responds as follows:

(a) S retrieves all tuples {(i, R, m), (msg,, msg,)} from Listto and sets Listgg :=
{(R7 msgl)}‘
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(b) S parses msgj := ¢* and runs h*|[t* + X(Listgo, Listro, pp, R*, ¢*), where
X is the plaintext extractor due to the plaintext awareness of BE.

(c) S checks whether h* # Hash(hk, m*||R*) holds. If this is the case, then S
gives msgh := 1 to A.

(d) S gives msg; = t* to A.

Transcript oracle. When 4 makes a transcript query of the form (i,R,m), S
also makes a transcript query (i, R, m) to its own transcript oracle. Upon re-
ceiving a transcript tr = (¢, t), S gives (¢, t) to A, and appends ((i, R, m), (¢, t))
to Listto.

Corruption oracle. When A makes a corruption query i, S also makes a cor-

ruption query 7 to its own oracle. Upon receiving sk;, S gives sk; to A.

Random oracle. When A makes a random oracle query z, S also makes a ran-
dom oracle query x to its own oracle. Upon receiving a hash value y, S gives

y to A and appends (x,y) to Listgo.

3. When A outputs out and terminates, S also outputs out to the experiment and termi-

nates.

Then, we proceed the proof via a sequence of games. We introduce the following three

games: {Game; };c(0,1,2}-

Gamey: Gamey is the original real experiment Expgi,ifiﬂl()\) of the concurrent denia-

bility for DRA. The detailed description is as follows:

1. The setup phase proceeds as follows:

(a) Generate (pp,sk = (ski,--- ,sky)) + Setup(1?) and hk < HKG(1%), and set
pp" = (pp, hk).
(b) Set a counter cnt := 1 and lists Listpg := (), Listto := 0, Scor := 0, and
Listro := 0.
(¢) Choose a random oracle RO + Hro.
(d) The public parameter pp’ is given to A.
2. A may start making queries to the prover oracle PO, the execution oracle £O, the

transcript oracle 7O, the corruption oracle CO, and the random oracle RO, which

are responded as follows:
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Prover oracle. When A makes a prover query of the form (i*, R*, m*), PO
initiates Py as a stateful instance of DRA.Prove(sk;, pp’, R*, m*), ap-

pends (cnt,i*, R*, m*) to Listpo, and sets cnt := cnt + 1.

Execution oracle. When A makes an execution query of the form (j, msg})

such that j € [cnt], £O responds as follows:
(a) £O parses msg} := ¢* and computes h*||t* < Dec(pp, R*, sk, c*).
(b) £O checks h* # Hash(hk, m*||R*). If this is the case, EO gives msgj = L
to A.

(c) £O sets msgh :=t* and gives msgh to A.
Transcript oracle. When 4 makes a transcript query of the form (i, R, m),
T O responds as follows:
(a) TO samples t < {0,1}*.
(b) TO computes h < Hash(hk, m||R) and ¢ < Enc(pp, R, h||t).
(c) TO gives a transcript (c,t) to A and appends ((i, R,m), (¢, t)) to Listro.”
Corruption oracle. When A makes a corruption query 7, CO gives sk; to
A and appends sk; to Scor.
Random oracle. When A makes a random oracle query z, RO responds
as follows:
(a) If (x,y) € Listgo for some y, then RO gives y to A.
(b) RO samples y < {0, 1}f gives y to A, and appends (z,%) to Listgo.
3. When A outputs out and terminates, view is set as (pp, Listto, Scorr, Listro, out) and
(view, RO) is output.

Game;: Game; is identical to Game, except for the following change. When A
makes an execution query (j, msgj) such that j € [cnt] and msg} = msg,, where
((i,R,m), (msgy, msg,)) € Listto for some i, R, m, and msg,, the execution oracle
EO responds as follows. If (m* R*) # (m,R) holds, then £O gives 1 to A.
Otherwise, £O gives msg, to A.

Game,: Game; is identical to Game; except for the following change. When A

makes an execution query (j, msg; (= ¢*)) such that j € [ent] and ((+, ), (msg},)) ¢

" Note that while 7O just gives msg, := t to A (without decrypting ¢) here, this does not affect the view
of A due to the correctness of BE.
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Listto, the execution oracle £EO computes X (Listgo, Listro, pp, R*, ¢*) instead of
computing Dec(pp, R*, sk;«, ¢*), where Listgo is a list of all pairs of rings and the
first messages stored in Listto (that is, Listeo = {(R,msg;)}, where Listro =

{((-,R,"), (msgy,-))}) at the point that the execution query (j, msg;) is queried.

Here, due to the following reasons, the distribution of the output in Game; is exactly the
same as one in Expgj{{igf;'()\) where S runs.

From Game, to Game,, we change only how to respond to the execution queries made
by A, and thus we have to consider only this change. When A makes an execution query

(7, msg}) in Games,, we have the following three cases regarding how to respond to it.

o If ((-,R,m),(msg?,t)) € Listro and (m*,R*) = (m,R) hold for some t, then £O gives
t':==t to A (due to the change in Game,).

o If ((,R,m),(msg},t)) € Listro and (m*,R*) # (m,R) hold for some ¢, then £O gives
t':= 1 to A (due to the change in Game,).

o If ((+,-,-), (msgj,)) ¢ Listro holds, then £O gives t' < X (Listgo, Listro, pp, R*, ¢*) to A

(due to the change in Games).

We can see that the above procedures are exactly the same as what S does in ExpchF}i,fi;'()\).

Let D be any PPT distinguisher for the above adversary A and simulator S. Let prea be
the probability that D outputs 1 given view,e,, where (view,e,, ) ExpchF;',fi'L\()\). Also, let
Pideal e the probability that D outputs 1 given viewige,, where (Viewigeal, ) < Expng;i;\’?;'(A).
For all i € {0, 1,2}, let (view}, -) be the output in Game;, and True; the event that D outputs
1 given view, in Game;. Here, by definition, pyea = Pr[Trueg] and pigeas = Pr[Trues] hold.

Therefore, we can estimate AdedRA, Asp(A) as
1
AdVSjRA,A,S,D(/\) = | Pr[Trueg| — Pr[Trues]| Z r[True;] — Pr[True; ]|
=0

It remains to show how each |Pr[True;] — Pr[True;, || is upper-bounded. We show
that there exists a PPT adversary B against the collision-resistance of CRHF such that
| Pr[Truey] — Pr[True;]| < Advryepe(A) (Lemma 6.8). Then, we show that there exists
a PPT adversary BP? against the plaintext awareness in the RO model of BE such that
| Pr[True,| — Pr[True,]| < Qeo - AdVRL 4 g (V) (Lemma 6.9).

Lemma 6.8. There exists a PPT adversary B against the collision-resistance of CRHF such
that | Pr[Trueo] — Pr[True;]| < Advcgryr g (A).
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Proof of Lemma 6.8. For o € {0,1}, let Coll, be the event that when A makes an
execution query (7, msg}) such that j € [cnt] and msg; = msg,, where ((R,m), (msg,, msg,)) €
Listto for some R, m, and msg,, Hash(hk, m||R) = Hash(hk, m*||R*) and m||R # m*||R* hold
in Game,. Here, in the case that Hash(hk, m*||R*) # Hash(hk, m|R) holds, A is always
given 1 due to the construction of DRA. Moreover, we can see that the change, in the case
that (m*,R*) = (m,R) holds in Game;, does not affect the view of A since msg, = msgj
holds and BE satisfies correctness. Thus, Game, proceeds identically to Game; unless Coll,
happens. Therefore, we have the inequality | Pr[Truey] — Pr[True,|| < Pr[Colly] = Pr[Coll;].
Then, we can construct a PPT adversary B that attacks the collision-resistance of CRHF
so that Pr[Colly] = Advigrye g (A), using the adversary A. Since the construction of B is
straightforward, we omit the details here. Consequently, we have | Pr[Truey| — Pr[True,|| <
AdVERruE ger(A)- [0 (Lemma 6.8)

Lemma 6.9. There exists a PPT adversary BP? against the plaintext awareness in the RO
model of BE such that | Pr[True,] — Pr[True,]| < Qeo - AdVRL 1 5o (M)

Proof of Lemma 6.9. For o € {1,2}, let Bad, be the event that A makes at least one
execution query (7, msgi(= ¢*)) satisfying X (Listgo, Listro, pp, R*, ¢*) # Dec(pp, R*, sk, c*) for
some 7* € R* in Game,, where ((-,-), (¢*,-)) ¢ Listto. Moreover, for all ¢ € [Q¢0], let Bad, be
the event that the /-th execution query (j, msg;(= ¢*)) satisfies X (Listgo, Listro, pp, R*, ¢*) #
Dec(pp, R*, sk;«, ¢*) for some i* € R* in Game,,, where ((-,-), (¢, -)) ¢ Listro. Game; proceeds
identically to Game; unless Bad, happens. Therefore, we have the inequality | Pr[True;| —
Pr[True,]| < Pr[Bady] < S.92° Pr[Bad}]. Then, we construct a PPT adversary B that
attacks the plaintext awareness in the RO model of BE so that Z?jf Pr[Bad)] = Q¢o -

AdVEE v 30 (), using the adversary A as follows.
1. Upon receiving a public parameter pp, BP? proceeds as follows:

(a) BP? samples (* < [Qso).

(b) BP? generates hk < HKG(1%).
) BP? initializes a counter cnt := 1 and lists Listto := () and Listro := 0.
)

(c

(d) BP® sets pp’ := (pp, hk) and gives pp’ to A.

2. When A accesses to the prover oracle PO, the execution oracle £Q, the transcript oracle

T O, the corruption oracle CO, and the random oracle RO, BP? responds as follows:
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Prover oracle. When 4 makes a prover query of the form (i*, R*, m*), BP ini-
tiates a prover P, without sk;«, appends (cnt,i*, R*, m*) to Listpo, and sets

cnt :=cnt + 1.

Execution oracle. When 4 makes an execution query of the form (j, msg}) such

that j € [cnt], BP? parses msg] := ¢* and responds as follows:
e If (j, msg}) is the ¢£*-th execution query, then BP* outputs (R*, ¢*) to its exper-
iment and terminates, where (7, -, m*, R*) € Listpg for some m* and R*.

e Otherwise, B checks whether ((R,m), (¢*,t)) € Listro holds for some R, m,
and ¢.

— If this is the case, then BP?* checks whether m*||R* = m||R holds.
« If this is the case, then BP? gives msgh := ¢ to A.
x Otherwise, BP? gives msgj := L to A.
— Otherwise, BP? responds as follows:
(a) BP? retrieves all tuples {((R,m),(msg;, msg,))} from Listro and sets
Listeo := {(R, msg;)}.
(b) BP? runs h*||t* < X(Listgo, Listro, pp, R*, ¢*).
(c) BP? checks whether h* # Hash(hk, m*||R*) holds. If this is the case, then
BP? gives msg; := L to A.
(d) BP? gives msgj :=t* to A.
Transcript oracle. When A makes a transcript query of the form (i, R, m), BP?
responds as follows:
(a) BP?* samples t < {0,1}*, computes h < Hash(hk, m||R), and makes an encryp-
tion query (R, hl|t) to its own oracle.
(b) Upon receiving a ciphertext ¢, BP? sets msg, := c.
(c) BP? sets msg, = t.
(d) BP® gives (msg,, msg,) to A and appends ((i, R, m), (msg,, msg,)) to Listro.

Corruption oracle. When A makes a corruption query ¢, BP* also makes a

corruption query 7 to its own oracle. Upon receiving sk;, BP? gives sk; to A.

Random oracle. When A makes a random oracle query z, BP?® also makes a
random oracle query z to its own oracle. Upon receiving y, BP? gives y to A

and appends (z,y) to Listro.
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3. When A outputs out and terminates, BP? gives up and terminates.

Recall that the success condition of BP is to output (R*, ¢*) satisfying X'(Listgo, Listro, pp, R,
¢*) # Dec(pp, R*, sk, c*) for some i* € R* and (R*,¢*) ¢ Listeo. Here, let Bady be the
event that A4 makes an execution query (j,msg}) satisfying X(Listgo, Listro, pp, R*, ") #
Dec(pp, R*, ski, c*) for some i* € R* where ((-,-),(c*,-)) ¢ Listro, as the ¢-th execution
query in the experiment simulated by B. Therefore, BP® can break the plaintext awareness of
BE if and only if Bady, occurs, namely, AdvRE x g (A) = Pr[Bad} |. Moreover, from the above
construction of BP?, we can see that BP? perfectly simulates Game; for A until it terminates.
Thus, Pr[Badjy] = Pr[Bad}] holds for all £ € [Qgo]. Furthermore, if we assume that Bad}
happens, we can ensure that (R*,¢*) ¢ Listgo holds since ((-,-),(c*,-)) ¢ Listro holds now.
Finally, the choice of £* is uniformly at random and independent of A, and thus does not affect

the behavior of A. Hence, we have

Qeo 1 Qeo
AdvPL . ..(\) = Pr[Bad%]| =) Pr[Bad5Afl=0]=—-) Pr[Bad),
BE, ¥ 02 (A) [Bad] ; [Badj ] Do ; [Bad,)

which in turn implies that | Pr[True;] — Pr[True,]| < S.9%¢ Pr[Bad}] = Qso - AdVRE v 00 (N)
holds. O (Lemma 6.9)

Putting everything together, we obtain

AdVBdRA,A,s,D(/\) < AdVgRHF,BCT()‘) + Qeo - AdV'IJB?E,X,BPa(/\)'

Since BE satisfies plaintext awareness in the RO model, CRHF satisfies collision-resistance,
and Qgp is some polynomial in A, for any PPT adversary A, there exists a PPT simulator
S such that for any PPT distinguisher D, AdchdRA’A’S’D()\) = negl(\) holds. Therefore, DRA
satisfies concurrent deniability in the RO model. [0 (Theorem 6.7)

6.6 An Instantiation of Our Deniable Ring Authentica-

tion Scheme

In this section, we give a simple and efficient instantiation of our deniable ring authentica-
tion scheme based on an existing BE scheme. Concretely, we present an instantiation based
on Gay et al.’s BE scheme [GKWI18] under the k-linear assumption. Before describing our

instantiation, we introduce some notations for a bilinear group and the k-linear assumption.
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Preliminaries for Bilinear Groups. Let G be a PPT algorithm that, given a security pa-
rameter 1* as input, outputs an asymmetric bilinear group description (p, Gy, Go, G, Pi, Py, €),
where G, Go, and G are cyclic groups of prime order p = Q(2*), P; are generators of G; for
i € {1,2}, and e is a non-degenerate bilinear map. Here, we require that the group operations
in Gy, Gg, and G7 as well as the bilinear map e be computable in deterministic polynomial
time, and define a generator in G as Pr := e(P;, P»). We use the implicit representation
of group elements as in [EHK'13]. Specifically, for ¢ € {1,2,7} and a € Z,, we define
[a); := aP; € G; as the implicit representation of a in G;. Given [a]; and [b],, we can efficiently

compute [ab]r using the bilinear map e. Similarly, for a matrix

a1 ... Qim
A= oo €,
Ap1 .- Apm
we define
al,lpi cee a1,sz'
an,lpi s an,mf)i

as the implicit representation of A in G;. For two matrices A € Z]‘;Xm and B € Z*", define
e([A]1, [B2) := [AB]r € GZ™

The k-Linear Assumption. Let Dy := {A} be a matrix distribution defined as

ap 0 0 0
0 as . 0 0
0 O o0 1)k
A= : " : EZI(’+)X’
0 O 0 ag
1 1 1

where a; < Z;, for all j € [k].

Definition 22 (The k-Linear Assumption). We say that the k-linear assumption holds relative
to G in G; fori e {1,2,T} if for any PPT adversary A,

| Pr{A(G, [Ali, [Aw];) = 1] = Pr[A(G, [A];; [u];) = 1]| = negl(}),

where the probability is taken over G := (p, Gy, Gy, G, P1, Py,e) + G(1*), A + Dy, w + Z’;,

and u +— Z’;“.

We note that the 1-linear assumption corresponds to the SXDH assumption.
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An Instantiation of Our Broadcast Encryption Scheme. Before providing an instanti-
ation our deniable ring authentication scheme, we give an instantiation of our plaintext aware
and IND-CCA secure BE scheme with Gay et al’s IND-CPA secure BE scheme.

Let Hro : {0,1}* — ZF be a hash function which is modeled as a random oracle. Let
KDF : Gy — {0,1}**" be a key derivation function, where £,, is some polynomial in .

Then, an instantiation of our BE scheme BESSY = (Setupgs", Ences", Decis") with the

plaintext space M = {0, 1}*» and the randomness space R = {0, 1}* for Encg§" is described

in Figure 6.5.

An Instantiation of Our Deniable Ring Authentication Scheme. Now, we present the
description of an instantiation of our deniable ring authentication scheme by using the above
instantiation of our BE scheme based on Gay et al.’s BE scheme. Let CRHF = (HKG, Hash) be
a collision-resistant hash function, where Hash has an input space {0, 1}* and the output space
{0,1}, and ¢, is some polynomial in X. Let Hgo : {0,1}* — Z¥ be a hash function which
is modeled as a random oracle. Let KDF : Gy — {0,1}**2* be a key derivation function.
Then, the description of an instantiation with the message space {0, 1}“» using our BE scheme
(based on Gay et al.’s scheme) is given in Figure 6.6, where /,, is some polynomial in \.

As shown in Figure 6.6, we can see that this instantiation is efficient due to the underlying
Gay et al.’s BE scheme [GKW18] and our transformation. More precisely, a user secret key
consists of k + 1 elements of Gy and the communication cost consists of 2k + 1 elements of
Gy and a bit string of length ¢, 4+ 2\, where k is the parameter of the underlying k-linear

assumption.
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Setupes™V (1%, n)
(p7 G17G27GT7 Pl; P2Je) — g(l)\)

A(—Dk

k<—Z’;“

k+1)xk
Wo, -+, W, « ZF
ula"'7uneZlg

pp = ([A], [ATW]1, ([ATW]1, [w1) e
[ATK]7, ([Wju]e)i jep).izs)

Vi € [n] 2 sk = [k—|— Woui]g € Gg—H

sk := (sk;)icpn

Return (pp, sk)

EncGKW(

pp,S,m;r)

s < Hro(r||m)

M = er

C ' [TAT(W0+23¢R I
R + KDF(|s"ATK]7)

Coy =R M

Return C' := (Cy, C1, Cy)

DeceSWY (pp, S, sk, C)

Parse C := (Cy, Cy, Cy)

. e(Co,sk;)
D= qcike)

Dy =Dy -e([s" ATy, [300r Wirilo)
"= Cy @ Dy

Parse M’ :=r'||m/

s' + Hro(r'||m’)

Chi=1[s""TAT],

Cri=["AT(Wo+ >, Wil

R+ KDF([s'"ATK]7)

Cy:=RaoM

If (Co, C1, C) # (G, €1, C)

then return L

Return m’

Figure 6.5: An instantiation of plaintext aware and IND-CCA secure broadcast encryption B
based on Gay et al.’s scheme [GKW18].
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DRA .Setup(1*,n) :
(p,G1,Go,Gr, P, P, e) < g<1/\)
A «— Dk

k<—Z’;+1

k+1)xk
Wo, -, W, « ZJ+Y
ug, - - 7un<_ZI;

pp = ([A], [ATWo]1, ([ATW,]1, [w1) i),
[ATK]r, ([Wiwila)i jepm,izs)

Vi€ [n] : sk; == [k + Wouyl, € GET!

sk = (ski)icp]

hk + HKG(1*)

pp’ = (pp, hk)

Return (pp’, sk)

(DRA.Prove(sk;), DRA.Verify())(pp’, R, m) :
Step, (DRA.Prove <= DRA.Verify) :
t,r <+ {0,1}A
h < Hash(hk, m||R)
s < Hro(h[t[|r)
M = h||t||r
Co:=1[s"TAT];
Cri=[s"AT(Wo+ 3,0 W))lu
R <+ KDF([s"ATk]7)
Cy =R M
C = (Cy, Cy, Cy)
Send msg, := C to DRA.Prove
Store ¢ as a state
Step,(DRA.Prove = DRA.Verify) :

Parse C' := (Cy, C1, Cy)
Dy = e(Co,ski)

- e(Cl,[l‘i}l)
Dy =Dy - e([STAT]lv [Z]&R eri]Q)
M = 02 D D2

Parse M’ := I/||t'||r’

s' < Hro(W||t'||r)
Ch=1s'TAT),
Cri=["AT(Wo+ >, Wil
R' + KDF([s'"ATK]7)

Cy=R oM

If (Co, C1, Cy) # (Cf, C1,CY) then t := L

If h' # Hash(hk, m||R) then t' := L

Send msg, := t' to DRA.Verify
Step;(DRA.Verify) :

Receive msg, and parse msg, :=t/

Ift =t thenv:=1¢elsev:=0

Return v

Figure 6.6: A simple and efficient instantiation of our deniable ring authentication scheme.
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Chapter 7

Conclusion and Future Work

This thesis have focused on two major cryptographic authentication primitives over ad-hoc
groups, ring signature and (deniable) ring authentication.

In Chapter 4, we propose the first generic construction of ring signature with unconditional
anonymity in the plain model based on the standard assumption. Our construction is based
on a statistical ZAP argument, a lossy encryption scheme, and a MU-EUF-CMA®™ secure
signature scheme. From the previous works [BFJ*20, BHJ*15, BHY09, GJJM20], all of these
building blocks can be instantiated under the quasi-polynomial LWE assumption, and thus our
ring signature scheme with unconditional anonymity in the plain model can be instantiated
under the quasi-polynomial LWE assumption. As one of the drawback of this ring signature
scheme, it has O(n) signature size, where n is the number of users in a ring. Thus, we leave
to explore more efficient ring signature schemes with unconditional anonymity in the plain
model based on standard assumptions as an interesting open problem.

In Chapter 5, we propose a new generic construction of tightly secure ring signature in
the plain model. The merit of our construction is that its signature size is O(logn), which is
the same as one of the tightly secure ring signature scheme proposed by Libert et al. [LPQ18]
asymptotically. We leave to explore tightly secure ring signature schemes with practical effi-
ciency in the plain model as an interesting open problem.

In Chapter 6, we propose a new generic construction of two-round concurrently deniable
ring authentication in the random oracle model. Our generic construction is based on any
IND-CPA secure broadcast encryption (BE) scheme. Instantiating the underlying IND-CPA
secure BE scheme with the schemes proposed by Agrawal et al. [AY20, AWY20], we obtain
the first two-round concurrently deniable ring authentication scheme with optimal efficiency

in an asymptotic sense. Here, by optimal efficiency, we mean that all of the sizes of a public
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parameter and secret keys, the communication costs, and the number of pairing operations are
independent of n, where n is the number of users in a ring. In addition to these main instan-
tiations, through our generic construction, we further obtain various two-round concurrently
deniable ring authentication schemes. As an interesting open problem, we leave to explore
how to extend our deniable ring authentication scheme into deniable predicate authentication

scheme.
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