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In recent years, people are increasingly sending out information on the Internet, for
example, through the social networking services. When we communicate with others through
the Internet, we need to make sure that the counter party is the right person and the
communication is authenticated. For realizing this, an authentication protocol is one of
the most important cryptographic primitives in an Internet—-based communication. By using
an authentication protocol, a receiver of a message, Bob, can verify that the message
received is indeed the one sent by the sender, Alice

While it is important to consider the authenticity for users, it is also required to ensure
the opposite properties, that is, anonymity for users in some real-world applications. In
particular, users’ anonymity on the Internet is one of the most important requirements for
protecting the freedom of personal speech. In fact, in order to meet the demand for
anonymity, some technologies providing users with (unlimited) anonymity on the Internet
(such as, the Tor network) have been developed.

In order to solve this dilemma between these two properties (authenticity and anonymity),
various anonymous authentication primitives have been proposed so far (e.g., group
signature, attribute—based signature, anonymous credential, and so on). Among these
primitives, in this thesis, we focus on two anonymous authentication primitives over ad—hoc
groups of users: ring signature and (deniable) ring authentication.

Specifically, as the first result, we provide a ring signhature scheme with unconditional
anonymity in the plain model based on the computational assumption over lattices.

Then, as the second result, we provide an efficient and tightly secure ring signature scheme
in the plain model based on the computational assumption over bilinear groups.

Finally, as the third result, we provide a generic transformation from broadcast encryption

to (deniable) ring authentication in the random oracle model.
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