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A IX TConstructions for Non—Committing Encryption with Constant Ciphertext Expansion
(B B STIE R BN ER T H B Non—Committing BFE-OFERR) | LE L, WX TR ENLERINT NS,

INBREERE ST FRNICHIE T 2172 > TV RN E PR IIA v — VR W IN D Z Ll Z2a
WCIHET 27T OICERAIN AR FENTH L. AR SIIHVONDIRNE BIIZ L - THEbl %
M- T2 ERRO NS, KigXOFETH D Non—Committing Encryption(NCE) & 1%, Ay
BRI~ VT NR—=T 4 FHRIZBWTRA v — V2 RET D7D 2N & 7= 3 AR 5T
HDH., wNTF =T HEISFERBICBT 2R LM T —~D—2>THY, TOHFTHHEISNZE
PR BEEMEBEDOIA I VT TBNMEDO L OMEEREAFTEH LA ELLEE LWEEMKE
Thd. wNVTF =T HERKOBEERICESELEST S NCE OB S SHERE, ThbbA vyt —v
Ibit H72VICHEREEXEZHIRT 2 2 &1, @ISR ER~ VT =T HEOHRIZB W TE
BE S STz,

AL TR S AROFERHENH BB EZEEEICHET 20, TV X AL T 7 VOFIEENR
TE LR WEHEE T /L2 C, NCE O LWkt gt 2R L & b, PO TS SUERENER TH
% NCE /5% —fE¥H, Decisional Diffie-Hellman (DDH) FHRH & Learning with Errors (LWE) fIRE D[R
VRIS W T ENENAER L T D,

% 13 [Introduction] TIIARRLOE R TH D~ I/LTF X—F ¢ 3E LEEIFEDO NCE H=, BHEWZ:
WCOWTIRYIEY, #XEEROBEZSONWTIRTWNWD., 72, mXHF THWAIERZEZEAL TS,

% 2% [Basics and Definitions of NCE] TITE T, —MIZ, v Ialb—Ta L2 EE2ME
FOYPEIE L LT NonCommitting ZEME L RY VT ARREMENRERTEL I LERLTNDS. KICA
PRI ZNBRASERE = & Non—Committing 272 ABAEERFE L CNCE DEELXH 2 TWN5D.

%5 3 # [NCE with 0(1) Ciphertext-Expansion] TIIAG L TIRET D NCE 2R T D720 D L
WERFH I R T2, BX 2 U T 4 X T A—F LR L TR SCIEREN 0( L) TH D NCE % HERk
LCW5b. BAREIZIZET, NCE DIEYMEE ZeME%25507- Weak NCE DTEEAIREL, MR T
AREZR RN AL A B = X A (KEM) D BB SCHERZ N 0( 1) T 5 Weak NCE 2 HERL L TV 5. IRIZ,
T A Y HZ s TH5 &IN5 R RAEINN 2 D TR B SRR R 2 R L REKHMESES 2
L72< Weak NCE 2 NCE A TEZ B2 L a R LTV,

% 4 % INCE with Constant Ciphertext-Expansion] TILET, RV T IVAEHELR T A LA K
Lo OB ST A 8 A L, DDHRHE L LVE REIC S Wk E FnEFh b 2 TnWb . KkIZ,
B3 EEHL LR GBI L > TR VT IVAIBER I A VA VBN OB SIERENER TH
% Weak NCE Z#HEpk L, A Y ¥ v 75 EE2HWTERT S 2 & TRG LD LR TH D05 KR
DEHTH D NCE ZHER L TWD
% 5% [Conclusion| TIIARG LDORIEEZIT D .

i FSCERIL, FI3C 2000 F & 383 300 354 1R OHIT 52, & L<ITFEIC800 #5% 1 #MEH L T2,
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Public—key encryption is a cryptographic primitive used for establishing a secure channel between two
parties. Depending on the situation and purpose, public—key encryption scheme must satisfy appropriate
security requirements.

Non—committing encryption (NCE) is a public—key encryption scheme which satisfies a security notion
essential to establish a secure channel in adaptively secure multi—party computation (MPC) protocols.
Informally, NCE can generate a dummy ciphertext. The dummy ciphertext is indistinguishable from the real
ciphertext. Moreover, we can explain the dummy ciphertext as encryption of an arbitrary message by producing
consistent randomness.

It has been a challenge in the theory of adaptively secure MPC to find an NCE scheme with small ciphertext
expansion (required ciphertext length per bit of message).

This thesis proposes the first NCE schemes with constant ciphertext expansion in the standard model (i.e.,
without assuming the randomness used in cryptosystem can be securely erased or use of the random oracle).
We show two instantiations of the scheme, one from the Decisional Diffie-Hellman (DDH) problem and another
from the Learning with Errors (LWE) problem.

Before constructing the constant ciphertext expansion scheme, we demonstrate the new approach to construct
NCE through the construction of a simpler NCE scheme based on obliviously samplable key—encapsulation
mechanism (KEM). The ciphertext expansion of this simpler scheme is 0(1) for security parameter A.
In detail, we use KEM to construct a weak NCE scheme with O(1) ciphertext expansion. Weak NCE is NCE
where its correctness and security requirements are weakened. Then weak NCE is amplified to full-fledged
NCE scheme using information theoretical primitive called wiretap codes. This amplification increase the
cipher text expansion only by a constant factor.

The constant ciphertext expansion scheme is obtained by using a primitive called obliviously samplable
chameleon encryption, instead of KEM in the above construction. We show instantiations of obliviously
samplable chameleon encryption based on the DDH and the LWE problems.
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