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Abstract

Multiagent systems are used to model interaction between agents in a communication
network. Due to the distributed nature of the agents in the network, they are prone to
cyber attacks initiated by malicious adversaries. This thesis provides a line of work on
game-theoretical approaches between a centralized attacker and a centralized defender
that attempt to respectively block and recover the communication among agents in the
network with consensus dynamics. The game is played repeatedly over time where the
attacker is motivated to delay or prevent the consensus whereas the defender wants to

maintain the communication among the agents.

In one game, the players decide their actions sequentially based on payoff functions
characterizing the network design and the states of the agents following the consensus
protocol. We investigate the equilibrium of the game and obtain the optimal strategies
for the players in terms of edges and action durations. We examine how these optimal

strategies affect agents’ dynamics at infinite time.

In the first part of the thesis, we focus on the continuous time setting where players’
strategies are decided every certain interval. There, we discuss how the players’ strategies
following subgame perfect equilibrium solution affect the consensus among agents. The
upper time bound of the consensus is also obtained, which depends on several parameters
characterizing the network design and the players’ capability to attack or recover. In the
second part of the thesis, we consider a discrete time setting where players have different
computational abilities represented by a moving horizon approach with non-uniform
horizon lengths and game periods, resulting in an asynchronous decision making process
for the players. We show that player with better horizon parameters is able to perform
better than the opponent in the context of agent consensus and obtained utilities over

time.
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Chapter 1

Introduction

1.1 Jamming attacks on multiagent systems

A network is defined as a group of interconnected computing devices, which agree on
a set of common communication protocols. There exists a great variety of networks in
terms of their scale, connection methods, and functions. Networks continue to evolve and
diversify as time goes. The devices, or nodes, on the network can also be heterogeneous

and may vary from small sensors to smartphones, laptops, desktops, and servers |1, 2].

Applications of large-scale networked systems have rapidly grown in various areas of
critical infrastructures including power grid and transportation systems. Multiagent sys-
tems provide a framework for studying distributed decision-making problems as a number
of agents make local decisions by interacting with other agents over networks [3-5|. Due
to the rise in the use of wireless communication channels connecting physically-separated
agents for such systems, cybersecurity has become a major critical issue on networked
multiagent systems [6-8|, including transportation networks [9] and infrastructure net-

works [10].

Due to its decentralized nature, networks are prone to the outside threats. These
threats may damage the connection among components in the networks, which in turn
make the network lose its function. Several types of threats in the context of network
security have been studied, namely jamming attacks [11], eavesdropping and injection

attacks [12, 13], and others.

One of the most common threats is jamming attacks [11, 14|, where the adversary
from outside the system transmits interference signals on the communication channels

that disrupt the communication process among the agents in a network. These attacks
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2 Chapter 1. Introduction

are also studied in the context of multiagent systems where each agent/component in
the network admits certain dynamics. Such attacks may make the agents update their
state values in a faulty and even malicious manner. Multiagent consensus problems
in the presence of such jamming attacks have been studied in, e.g., [15, 16]. Also,
[17] considers a multiagent system under jamming, where a stochastic communication
protocol is introduced so that the attackers do not know the exact transmission times
in advance. Event-triggered approach in consensus dynamics under attacks is discussed
in [18, 19]. The resilience and robustness in consensus problems under attacks have
been discussed in [20-22]. Distributed algorithms on the consensus process in the face

of attacks have been proposed in, e.g., [23].

In discussing jamming attacks, it is reasonable to assume that attacker is constrained
so that it could not attack the network at all time. Jamming attack models with en-
ergy constraints of the outside attacker were introduced in [17, 24-26] in the context
of networked control. These models have been generalized to further take account of
probabilistic packet losses in [27]. Also, nonmalicious packet losses that can interrupt

the communication among agents have been studied for consensus in |28, 29|.

In response to jamming attacks, in resilient systems there exists a defense mecha-
nism that can be incorporated to coordinate the recovery process of the network [30]. In
practice, this defense mechanism can be represented by, for example, system administra-
tors and firewall. Similar to the attacks, the recovery process may be more efficient if
the defense mechanism is aware of system parameters and states. The relation between
jamming and recovering of the networks where the defense mechanism can overcome the
attacker’s jamming by sending signals that increase signal-to-interference-plus-noise ratio

(SINR) is employed in |31, 32].

In this thesis, we focus on analyzing jamming attacks and defenses in networked
multiagent systems where the attacker and the defender are intelligent and aware of
system parameters and the agent states. The jamming attacks are represented by the
removal of edges/links of the graph which model the network, whereas the defenses are

represented by the rebuilding of some of the attacked edges.

1.2 Game-theoretical approaches of cyber-attacks and net-

works

As mentioned above, the attacks on the networked systems are more dangerous if the
attacker decides optimally how and when to attack. The way the attacker decides the

attack strategy may be different time to time, depending on the situations in the systems.
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On the other hand, the defense mechanism in the resilient networked systems also needs
to take optimal measures dynamically to lessen the attacks. Hence, it is natural to for-
mulate the relation between the attacker and the defense mechanism with game-theoretic
approach. This game-theoretical approach has an advantage over optimization of only
one party (attacker or defender), since the actions of other parties are also captured in

this approach.

A game can be defined with four components: players, action spaces, payoffs, and
information structures [33|. These components need to be formulated precisely in order
to get appropriate models of the networked multiagent systems. It is common to formu-
late the game regarding cyber-attacks as a noncooperative game, since the players have
different objectives, often opposite to others [1, 7|. It is also intuitive to analyze the
equilibrium of the game, which is a set of actions where the players cannot obtain higher

payoff by changing only their own actions.

The works [34-36] models the relation between the activity of jamming and transmit-
ting as zero-sum games, where the payoff structure of the players is balanced. Stackelberg
game approach is considered for two-player games in [31, 32|, in which the players decide
their strategies sequentially by following a certain hierarchy. Game-theoretic approaches
to model the interaction between attackers and other players protecting the network
have also been utilized for the analysis of jamming attacks [37] and false data injection
attacks on networks [38-40|. Games on jamming attacks with imperfect knowledge of the
players are considered in [41]|, where the players do not exactly know the systems envi-
ronment. Subgame perfect equilibrium between the attacker and the defense mechanism
on the networked systems is studied in [42]. The optimal design of networks in face of

the attacks is discussed in [42, 43].

Other types of games in the context of network include mean-field games [44, 45],
aggregative games [46], potential games [47], and Markov games [48]|. The setting where
players do not have a complete information is studying as signalling and screening games
in [49, 50]. Instead of noncooperative setting, some works as [51] consider cooperation
among agents in the networks in achieving their goals. To reach equilibrium, players
may employ certain learning methods, such as no-regret learning, which is discussed in

[52] in the context of multiagent system.

In addition, this game-theoretical approach can be used to design an effective system
where rational players in the system act optimally. This optimal network design is called

mechanism design, as studied in [53-55].

Repeated games refer to a game setting when the players apply the actions repeatedly

over time [33], where players have to choose between long-term or short-term preferences,
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often by considering discount factor over different steps of the game [56]. Some related
works in repeated games include [57]. In the context of games over networks, the fact
that players apply their actions repeatedly will affect the dynamics of the agents. This
is discussed in [58] in the context of consensus dynamics. Model predictive control under

game theoretical setting is discussed in [58, 59].

In this thesis, we focus on analyzing game-theoretical approach on the interaction
between an attacker and a defender in networked multiagent systems setting. Specifically,
we consider sequential games following Stackelberg model played repeatedly over time,
where the attacker decides its action first by deciding which edges to attack and for
how long. In response to that attack, the defender then determines which edges are to
be recovered. We examine how the difference of abilities between the attacker and the
defender represented by the energy parameters and horizon parameters affect equilibrium

and agents’ dynamics in the long term.

1.3 Overview of the thesis

In this thesis, we formulate a two-player game problem where players follow certain
attack-defense sequence, repeated over time, in a multiagent consensus setting. We inves-
tigate the effects of state-dependent and graph-dependent attack and defense strategies
in a consensus process in networked multiagent system. We specifically consider two
formulations: first is where the players’ strategies depend on graph parameters, and sec-
ond is where the players’ strategies depend on state of the agents and on how close to
consensus they may be. The players are supposed to spend their limited resources by at-
tacking and recovering, and therefore the attack and recovery edges and times/durations

are limited.

In the first part of the thesis, we find explicit conditions characterizing the players’
optimal strategies. Then, we investigate the implication of the conditions by studying
simple cases, leading us to some conditions on the players’ utilities that determine the

players’ strategies.

Then, in the later part of the thesis, we further examine the effect of the optimal
strategies of game on the network in the long term. Under the repeated games formula-
tion, we consider a rolling/receding horizon setting of the players, where different horizon
parameters are used to characterized players’ various abilities. The consensus process of
agents are affected by the resource/energy parameters as well as the horizon parameters

of the players.

This thesis is organized as follows. We discuss the general problem formulation in the
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Chapter 2. We then explain the problem formulation in more detail and its corresponding

results in each subsequent chapter.

In Chapter 3, we formulate that the players decide their strategies based on the
graph parameters such as edge connectivity and pairwise connectivity in continuous
time. There, we obtain the optimal strategies for the players in terms of edges and

attack /recovery durations.

In Chapter 4 we suppose that the players play a multiple-step game by considering
the future time interval as well as the current time interval. There, we also consider
a more powerful attack setting that enables the attacker to entirely prevent consensus

among agents.

The discrete-time version of the formulation is first discussed in Chapter 5. In this
setting, the players determine their strategies for several discrete time-step ahead. A
moving horizon setting is then adopted for this setting, where the players are able to

revise their strategies that were previously obtained.

We continue this moving horizon approach in Chapter 6, where we examine how the
players perform under non-uniform values of horizon parameters. The expected utility
is used to measure players’ performance. Furthermore, in Chapter 6 we discuss how the
consensus of agents may be impacted by this non-uniform horizon setting. The proofs

for the theoretical results are located in the appendix section in the end of each chapter.

1.4 Mathematical notations

We use a fairly standard notation in the thesis. Specifically, we write R for the set
of real numbers, Ny for the set of nonnegative integers, and N for the set of positive
integers. We denote | - | as cardinality of a set, |x| as a floor function of z, and [z] as a

ceiling function of x.

Throughout this thesis, we consider an underlying undirected graph G = (V, £), with
V representing the set of agents and & C V x V representing the set of links/edges
connecting agents V. The graph G consists of n = |V| number of agents. We denote the
Laplacian matrix of a complete graph with n agents (not to be confused with graph G)

as Le.

As we consider a repeated game setting in this thesis, several variables will have
superscripts and subscripts. In this thesis, the superscripts are denoting the player of
the game (A for attacker, D for defender), whereas the subscripts denote the time index

of the game. Other notations are explained independently later in each chapter.
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Chapter 2

Sequential Two-player Game

Formulation

In this chapter we discuss the general problem formulation of the attack and recovery
sequences in networked systems. The results of the thesis, which are shown in Chapter 3—
6, are based on this general formulation. We later specify the more detailed formulation
in each subsequent chapter. This chapter also explains briefly about general theoretical

background and methods used to obtain the results.

The chapter is organized as follows. We first described briefly about the consensus
dynamics on time-varying multiagent systems in Section 2.1. In Section 2.2, we first
discuss the game where the players play sequentially, i.e., they do not decide their actions
simultaneously. We then discuss one of the solution concept for the aforementioned game,
called subgame perfect equilibrium, in Section 2.3. We describe the general problem
formulation used in this thesis in Section 2.4 and the energy constraints of the players

in Section 2.5.

2.1 Consensus process on time-varying multiagent systems

In the analysis of networked multiagent systems, it is common to model the system
using graph, which is a collection of wvertices (also referred as agents) and edges (also
referred as links). Specifically, the graph G is defined as G = (V, £), with V representing
set of agents and &£ representing set of links. it is then assumed that each agent possesses
a state which is influenced by the states of other agents, characterized by the graph
topology, i.e., set of links between agents [4, 5].

7



8 Chapter 2.  Sequential Two-player Game Formulation

Consensus (or also commonly referred as averaging) is one of the most common
dynamics considered when studying multiagent systems [4, 5|. In the consensus process,
each agent is expected to converge in states at infinite time. We assume throughout this

thesis that agent ¢ € V of the graph G has a scalar state, whose dynamics are defined as

Bi(t) = Y (x(t) — ai(t), x(0)=mo, t>0. (2.1)

JEN;

The speed of the consensus is influenced by how connected the graph is [4, 5]. The
more connected graphs enable the agents to communicate with more neighbors A;, which
implies that #;(t) changes more drastically. On the other hand, if the underlying graph
becomes disconnected, the consensus is achieved slower, or even not achieved at all if the
graph is disconnected (there are pair of vertices without path between them) for infinite

time.

In this work, we investigate how the consensus in a time-varying graph as in [3], i.e.,
the topology of the graph changes by time, is characterized. In that case, the neighbors
of agent i also change by time, and the dynamics in (2.1) can be slightly modified to

gi(t) = Y (z;(t) —2i(t), 2(0)=x0, t>0. (2.2)

JEN;(t)

We consider this continuous-time setting in Chapters 3 and 4. For Chapters 5 and

6, we consider agents consensus dynamics in discrete time k as
xilk + 1] = x;[k] + ui[k],  x[0] = o, (2.3)

where u;[k] denotes the control input applied to agent i. We assume that u;[k] is con-
structed as the weighted sum of the state differences between agent ¢ and its neighbor

agents, commonly used in, e.g., [60], which is given by

wilk] = Y aij(a[k] — @ilk), (2.4)

JEN; K]

where N;[k] denotes the set of agents that can communicate with agent i at time k, and
a;j > 0 represents the weight of edge (4, j) € £ such that E?:L#iaij < 1,7 €V to ensure
that the agents achieve consensus without any attack [4, 5]. Note that A;[k] may also

change due to the attacks.
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2.2 Attack-recovery sequence and extensive-form game

In this thesis, we consider that the attack and recovery processes of the networked
systems do not happen simultaneously. Naturally, the defense mechanism (also referred
as the defender) is able to recover the communications among agents by reacting in

response to the attacks.

The defender first needs to acknowledge the attacks before it can make the recoveries.
In practice, we suppose that the agents recognize the attacks affecting the communication
links and consequently report the abnormality to the centralized defender. The defender
then asks some agents to send stonger communication signals on some communication

links.

The sequence in general is formulated as

No attack — Attack — Recover — No attack — Attack — Recover — ...

The game where the players do not decide their actions in the same time is better
expressed with the extensive-form game (as opposed to payoff matrix, which is nor-
mally used on simultaneous two-player game). The utilities of the players’ action in the
extension-form game are shown in a tree-like structure. In the extensive form game, each
decision-making node is called subgame. The player associated with the node then makes
its decision for its corresponding subgame(s), by selecting the action that arises from the

abovementioned node [33].

The example of the extensive-form game is shown in Figure 2.1. There are 2 players
in this game: Player 1 and Player 2 (represented by the number inside the circle in each
branch), and each player has two actions (U and D for Player 1, and U’ and D’ for
Player 2). The payoff of the actions are shown in the numbers inside the bracket, with
the first number representing the payoff of Player 1 and the second number representing
the payoff of Player 2. The subgame here is each decision-making point of Player 1 and
Player 2.

2.3 Subgame perfect equilibrium and backward induction

Throughout this thesis, we utilize a solution concept of the extensive-form game
called subgame perfect equilibrium, modeled by Stackelberg sequential model [2, 33|. To

find the equilibrium of the extensive-form game, we use backward induction method.
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(0,0)

3,1)

Figure 2.1 Example 1 of extensive-form game.

In this thesis, we focus on a subgame perfect equilibrium analysis of a two-player
game. The players’ strategies/policies belong to certain strategy space are s; € S1 and
sg € Sy for player 1 and 2, respectively. In general, the set of strategies/policies of the
two players (s7, s3), with player 1 as a leader and player 2 as a follower are said to follow

the subgame perfect equilibrium if

u1(s1, 55(s7)) = u(s1, s3(s1)), (2.5)
where (s3(s1)) satisfy
ug(s1, 85) > ua(s1, s2), (2.6)
with u; and us being the utility of player 1 and 2, respectively.

This method is easier to explain with the example as in Figure 2.1. In the tree,
with the backward induction method the players choose the strategies that maximizes
its payoff, beginning from the smallest subgame. In Figure 2.1, Player 2 chooses D’ given
that Player 1 chooses U, and Player 2 chooses U’ given that Player 1 chooses D. We can

remove other strategies that are not selected from the equilibrium candidates.

We then select the optimal strategies for Player 1 from the remaining possibilities.
Knowing that Player 2 responds optimally, Player 1 chooses U, with the strategy profile
{U,D’} being the subgame perfect equilibrium. This is called subgame perfect equilib-

rium since it represents the Nash equilibrium in every subgame [33].

We can also look at one more example shown in Figure 2.2. In this example, the
strategy {Attack, Recover} is the subgame perfect equilibrium. The defender chooses to
recover rather than not, and the attacker also decides to attack given that the defender

will choose to recover.
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Attacker Defender

| No attack | No recover

| < » (0,0)
| I

| | No recover 2-2)
| Attack a1
| | Recover !

Figure 2.2 Example 2 of extensive-form game.

2.4 General sequence and problem formulation

The networked system is represented by a connected and undirected graph G. It
consists of the set V of vertices with |V| = n and the set £ C V x V of edges. The
agents are described by the vertices, while the communication links between the agents
are represented by the edges of the graph. Every agent is able to communicate with its
neighbor agents via the communication links. We assume that the underlying, attack-
free communication topology G is connected, i.e., there exists a path connecting every

pair of vertices in V.

In this thesis, we consider a game between two players, the attacker and the defender,
in terms of the communication among the agents. The attacker is defined as an entity
capable to block the communication by jamming some targeted links, whereas the de-
fender tries to recover some or all of the attacked links. However, the actions of both

players are constrained by the limited energy resources they have.

The attacker’s objective is to attack the communication activities between the agents.
We assume that the attacker sends jamming signals from outside the network that in-
terfere with the communication signals. The presence of the jamming signals worsen the
quality of the communication signals, and therefore making communications among the
agents impossible. This action by the attacker is represented as a deletion of edges in
the graph. We call this an attack action. When the communication links are jammed,
the agents send abnormality reports consisting of which links are jammed and the start
jamming time to the defender. The defender then decides which links to be recovered
and subsequently asks the agents to send even stronger signals in certain communication
links in order to maintain the connectivity over the entire set of agents. We call this
a recovery action. From this sequence of attacks and recoveries in a single game, we
observe that the graphs are resilient, i.e., the group of agents are able to recover from

the damages caused by the attacker.

We seek the subgame perfect equilibrium of this game as in [42, 61]. To this end,
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KP + pPt

>
t

Figure 2.3 Energy constraint of player p considered in the formulation.

one needs to divide the game into some subgames. The equilibrium must be optimal
in every subgame. The defender’s game is formulated as a subgame of the attacker’s
game. Therefore, the attacker also maximizes the defender’s utility function to obtain
the defender’s best strategy given the attacker’s strategy, and uses the defender’s best
strategy to formulate the best strategy for the attacker. To obtain the optimal strategy
for each player, a backward induction approach is used. The more detailed explanation

on the game is explained in each chapter.

2.5 Energy constraints

In a jamming attack formulation, it is natural to consider that the jammer/the at-
tacker has an energy constraint such that, if it is not connected to energy sources, it is
impossible to attack all communication links of the network at all times [17, 27]. In the
context of game-theoretical approaches, this constraint becomes important to character-

ize the strategic behaviors of the players [34].

In this work, we suppose that the players consume energy by doing their actions,
i.e., by attacking or recovering. A player p € {A,D}, with A denoting the attacker and
D denoting the defender, consumes more energy if it does its action longer or in more
links. We formulate that the energy consumed by the players cannot exceed certain
value. Specifically, throughout this thesis it is assumed that the energy consumed by the
players cannot exceed the total supplied energy which increases linearly in time. This

constraint in turn will limit the actions of the players.

We follow the approach in |14, 17| to model such energy constraints. In general, in
the continuous-time setting, the total energy used for player p € {A,D} at any time ¢
must satisfy

Total energy used by player p < kP + pPt, (2.7)

with «P, pP > 0, and k € N. The parameters x” and pP denote the initial energy at t =0
and the recharge rate of energy for player p, respectively. The inequality (2.7) implies
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that total energy spent by a player cannot exceed the available energy characterized by
the initial energy P and the supplied energy pPt by time t. In practice, this implies
that the players may be assumed to be able to supply energy wirelessly to devices that
obstruct /retain communication signals between the agents so that the energy supply
rates to these devices are limited by the parameters P and pP. Figure 2.3 shows the
energy constraint of player p, with the dashed line being the available energy and the
solid line being total energy spent. This general constraint becomes the basis of the

formulation of energy constraints in Chapters 3 and 4.

For discrete-time setting, we consider the similar constraint that has to be satisfied

at any time k£ € Ny

Total energy used by player p < kP + pPk, (2.8)

with kP, pP > 0. This general constraint becomes the basis of the formulation of energy

constraints in discrete-time setting formulation in Chapters 5 and 6.
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Chapter 3

Dynamic Resilient Network Games
with Applications to Multiagent

Consensus

3.1 Introduction

Noncooperative game theory approaches are widely used for addressing security prob-
lems including jamming attacks [1, 7]. Jamming attacks on networked systems were
previously analyzed through game-theoretic approaches. The works [34-36] model the
activity of jamming and transmitting signals as zero-sum games where the payoff struc-
ture of the players is balanced. In [31, 32|, the authors consider a Stackelberg game
approach, in which the players decide their actions sequentially by following a certain
hierarchy. Stackelberg equilibrium computation is discussed in [62]. Other works that
use Stackelberg setting in the context of cyber security include [63, 64]. Actor-critic

method has also been used under two-player Stackelberg setting in [65].

Multiagent consensus problems in the presence of such jamming attacks have been
studied in [11, 14]. The work [17] introduces a stochastic communication protocol so
that the attackers do not know the exact transmission times of the agents in advance.
Jamming attack models with energy constraints were introduced in [17, 24-26] in the
context of networked control. These models have been generalized to further take account
of probabilistic packet losses in [26]. In the related studies on resilient consensus, some
agents may be attacked by an adversary, making them update their state values in

a faulty and even malicious manner; the resilience and robustness in such problems

15
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have been discussed in [20-22]. Also, nonmalicious packet losses that can interrupt the

communication among agents have been studied in [28, 29].

However, in the abovementioned works, optimal strategies for the attackers have not
been well addressed. In addition, in those works there is also no defense mechanism
to mitigate the attacks and restore the communication so as not to simply wait for the
attacks to end. On the other hand, there are a limited number of works employing game-
theoretic approaches. The work [66] applies game theory to study jamming attacks on
the communication links between a team of uncrewed aerial vehicles. A two-player game
over networks is discussed in [38], where the players influence the communication signals

to maximize /minimize the effect of their actions through a formulation using s norms.

In this chapter, we model the interaction between an attacker and a defender in a
two-player game setting. The attacker is motivated to disrupt the communication by
attacking individual links while the defender attempts to recover some or all of them
whenever possible. Both players are constrained in terms of their available energy for
the actions of attacks and recovery. We extend the problem formulation of [61], where the
decision variables are limited to the links in the graphs for both players. In our problem
setting, more dynamics are present as the time intervals for attacking and recovering are

to be decided as well.

More specifically, in regards to our formulation of resilient graphs, a two-stage game
is played by the attacker and the defender with energy constraints. In this game, the at-
tacker decides the links and the durations for the attacks. The attacker’s utility depends
on the number of connected components of the graph after the attack as well as the
energy cost of the attacker. In response to the attacks, the defender attempts to recover
some of the links that are important for maintaining the connectivity of the graph. Once
the attacker ends attacking, the defender also ends recovering since there are no attacks
anymore. Our study is based on the analysis of the subgame perfect equilibria of the
games, and we use backward induction to obtain optimal strategies for both players, as

in [61].

We emphasize that our contribution is the introduction of a game-theoretic framework
to jamming attack problems. We follow the attack models dealt with in [17, 24-26],
where the energy for communication by the players is under time-varying constraints.
Moreover, the defender can overcome the attacker’s jamming by sending signals with
increased signal-to-interference-plus-noise ratio (SINR); such models are employed in
[31, 32]. Though the setting is centralized in the sense that both players have control
over the networked system, our approach addresses the question on how to design the

underlying networks having structures resilient to cyber attacks. As an application of
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Figure 3.1 Illustration of graph transition. At time interval [¢,?], the defender recovers
one edge eo3 at 7P and stops recovering at 7°. Note that the solid lines indicate that
the edges are connected, and dashed lines indicate that the edges are disconnected.

the game problem, we further consider a consensus problem and analyze how the time
for reaching consensus is affected by the strategies of the players when the two-stage

game is played repeatedly over time.

To compute the equilibrium, we use combinatiorial optimization of all edges. The
related algorithms and works on combinatiorial optimization can be found in [67]. In a
more sophisticated approachh, neural network is used to solve combinatorial optimization

in [68].

In this chapter, we introduce the framework for the resilient graph game in Section 3.2.
In Section 3.3, we examine the equilibria of the game in a single interval. We provide
an analysis of consensus among agents as well as the optimal strategies of the players
considering the energy constraints in Section 3.4. We then present simulations on the
dynamic graph games and the resulting states evolutions in Section 3.5. Finally, we
conclude the chapter in Section 3.6. The content in this chapter is published in conference

proceedings [C1,C3,01] and in a journal article [J1].

3.2 Problem formulation

We consider a multiagent system of n agents with a communication topology de-
scribed by the undirected graph G = (V, ). We assume that the underlying, attack-free
communication topology G is connected, i.e., there exists a path connecting every pair

of vertices in V.
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In this chapter, we consider a game between two players, the attacker and the de-
fender, in terms of the communication among the agents. The attacker is an entity
capable to block the communication by jamming some targeted links, whereas the de-
fender tries to recover some or all of the attacked links. However, the actions of both

players are constrained by the limited energy resources they have.

Our problem setting is centralized in that the attacker and the defender know the
conditions of the communication networks at each time and have control over the links
individually. That is, the attacker can strategically decide the links to attack while
the defender may ask the chosen agents to increase their transmission level to recover
their links. As we mentioned in the Introduction, even in such a centralized setting,
game-theoretic studies on resilient graphs are very limited. Our game formulation pro-
vides insights into networks having resilient structures against adversaries even under a

powerful defender having the full knowledge of the system.

The game is played in the time interval [t,?], which is determined by the players’
actions with ¢ < . We denote the start time of the game as ¢, instead of 0, to further
generalize the notation for the sequence of games in Section 3.4 below. Initially, at the
start time t, there is no attack or recovery, and the underlying graph is G. Then, the
attacker may start an attack on certain links, at which point the defender will decide
whether to recover some of the attacked links or not. The durations and the links for the
attack and the recovery are the action variables. The end time ¢ is when the attacker
and hence the defender stop their actions. The game may also end after a fixed time

duration when no attack occurs.

In the time interval [t, ?], the attacker (resp., the defender) can start and end attacking
(resp., recovering) at most once. At the start time ¢, the active communication links are
prescribed by the original edge set £. We assume that the attacker fully knows the edge
set £. More specifically, the attacker attacks G by deleting some of the existing edges
EA C £ from time 7 until 74, where t < 7* < 74 < . Consequently, G is changed to
GA = (V,€\ &M) at 7. For transmitting jamming signals, the attacker spends some
energy in proportion to the attack duration. For the attacker, it is also an option not to
make an attack action considering its utility defined later. We define the attack interval
as [7%,74], where the values of 7* are related to the attacker’s energy, as discussed later.

If there is no attack, it is understood that 74 = 74.

On the other hand, the defender aims to maintain the connectivity of the graph
by recovering some of the edges blocked by the attacker. The defender recovers the
edges EP from time 7P until 7P, with EP € €2 and t < 7 < 7P < 7P <77 < &

As soon as the defender starts the recovery action at 7P, the graph G* is changed to
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GP = (V,(£\ EX)UEP)). By recovering the edges, the defender spends some amount of
energy similarly to the attacker. If there is no recovery action due to the absence of the
attack action or the decision by the defender, we set 7° = 7°. We define the recovery
interval as [rP,7P], where values of 7° are related to the energy of the defender, as
discussed later. Once the attacker stops attacking, the attacked edges come back to

normal and the graph becomes G again, which ends the game.

In this formulation, we assume that there is a constant dwell time 4 > 0 between
the beginning of the game ¢ and the beginning of the attack time 7. For the defender,
there is also a constant dwell time 4P > 0 between the beginning of attack time 74
and the beginning of recovery time 7" unless the attacker ends attacking earlier, i.e.,

7A < 0. Thus, let

A=t +~% P = min{7, % + 4P} (3.1)
The lengths of the attack and the recovery intervals are denoted by 64 and 6P, respec-

tively, with
oA =7A A P =7 D, (3.2)

The timeline of the attack and the recovery sequences is illustrated in Figure 3.1.

In the game, both players attempt to choose the best strategies to maximize their own
utility functions defined as how much the agents are connected or disconnected over the
time interval [¢,f]. To characterize how much the agents are connected or disconnected
in a unified way, we introduce the generalized edge connectivity X(g’ ) as an extension of

the notion of edge connectivity for the graph G’. It is defined as

- G, if G’ is connected,
G = N (3.3)
—\(G"), otherwise,

where A(G’) denotes the edge connectivity of the graph G, i.e., the minimum number
of edges required to be removed to make the connected graph G’ disconnected. On the
other hand, X(g’ ) denotes the minimum number of edges required to make the discon-
nected graph G’ connected; in this case, there are X(g’ )+ 1 connected components in the
disconnected graph G’, since one edge is needed to connect two connected components.
Note that a larger positive value of h) implies that the graph G has more links to be
removed by the attacker, and a smaller negative value of X indicates that the graph G
requires more links to be recovered by the defender. Since GA C GP C G, note that

MG™) < A(GP) < AG).
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The attacker chooses the optimal edges to attack based on the generalized edge con-
nectivity X(g) of the graph G, and the defender chooses the optimal edges to recover
based on the generalized edge connectivity of the graph G*. The attacker should strate-
gically choose the edges to jam to reduce /):(QA) (making G* more disconnected), and
the defender also should choose the edges to efficiently increase /):(QD) (making GP more

connected).

Note that for the same number of edges to attack/recover, there may be multiple
optimal choices of edges to attack/recover that yield the same values of X(QA) or X(QD).
Since we focus on the connectivity of the agents to characterize the utility functions
below without specifying particular edges to attack/recover, we define Xg(mA,mD) to
represent the generalized edge connectivity of the underlying graph G = (V,€) with

mA = |EA] edges attacked and mP = |EP| edges recovered, given by

h) m®,mP):= min max A V,(E\EM)UEDP)). 3.4

gmhmP)i=  min e (0,6 £ UED)) (3.4)

For the simple case of mP = 0, calculating the right-hand side in (3.4) reduces to the
min-cut problem for undirected and unweighted graph G, for which efficient randomized
algorithms are available [69]. More in general, we can apply the so-called k-cut algorithms
[70] by increasing the number k of the connected components. Thus, in principle, the

players can obtain the full solution offfine prior to playing the game.

This /)\\g can be presented as a lower triangular matrix Xg e RUEHDx(EI+D) - where
Ag(m®, mP) represents the (m® + 1,mP + 1) entry of the matrix. For example, the

matrix /)\\g for the graph G in Figure 3.1 is given by

[ 2 0 000 0]
1 2 0000
o |t ot oz
11 1200
2 -1 1120
3 2 111 2

In general, the matrix /A\g is not Toeplitz, i.e., the values of the (7,7) entries with the
same i —j may be different. We also note that the values for the same row/column do not
change linearly and that attacking/recovering more number of edges does not necessarily

change the graph connectivity.

The strategies of the attacker and the defender are in terms of (m”, ) and (mP, 6P),

respectively. For the game of the time interval [t, 7], we define the utility function U* of
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the attacker as
UA((m™,6%), (mP,6P)) := —Ag(m*,0)(6* — 6°) = Ag(m™, mP)s® — gAm*s™, (3.5)

where 8% > 0 is the attacker’s cost to remove one edge per time unit. Similarly, define

the utility function UP of the defender as
UP((m*,6%), (mP,6P)) := Ag(m™*,0)(6" = 6°) + Ag(m™,mP)sP — gPmPsP,  (3.6)

where P > 0 is the defender’s cost to recover one edge per time unit. Note that the

utility function (3.5) represents the total generalized edge connectivity (with the negative

A

sign) for the attacker over the game horizon [r*, 7] plus the cost for jamming m® number

of communication links. Similarly, (3.6) represents the total generalized edge connectivity

D number

for the defender over the game horizon [r2,7] plus the cost for recovering m
of communication links. We assume that each player knows all parameters of the other

player.

If the attacker decides to attack at least one edge, then the game ends at 7. Oth-
erwise, the game ends at t + v* + 4P, In other words, the end time # of the game
is

A if mA >0,

~|
i
S|

(3.7)
t+~% ++P, otherwise.
According to the utility functions (3.5) and (3.6), there is a case where the defender stops
recovering mP number of links before the game ends while the attacker keeps sending

A

jamming signals to m® number of links. In this case, the graph changes back to G* at

7P with generalized edge connectivity Xg(mA, 0). Therefore, in [7P,7], the utilities of

both players in (3.5) and (3.6) are computed based on Xg(mA, 0).

The players cannot keep sending signals for very long durations due to energy con-
straints. We assume that if player p € {A, D} keeps sending jamming/recovering signals
starting at time 7P, it will run out of energy after attacking/recovering for AP(mP) > 0
duration, i.e., 6P € [0, AP(mP)], mP > 0. It is assumed that AP(mP) is given throughout

the discussion in the next two sections.

We formulate the game as a two-stage game where the attacker first attacks and then
the defender makes recoveries. It is, however, noted that there would be a preceding
stage, which is implicit in our formulation; this stage is related to the design of the
network structure of the underlying graph G. The underlying graph is assumed to be
given in this thesis, but clearly affects the game as it is the default network at the start

of the game. In this respect, our formulation will be useful in finding resilient networks



Chapter 3. Dynamic Resilient Network Games with Applications to Multiagent
22 Consensus

under hostile environments.

We seek the subgame perfect equilibrium of the game as in [61]. To this end, one
needs to divide the game into some subgames. The equilibrium must be optimal in ev-
ery subgame. The defender’s game is formulated as a subgame of the attacker’s game.
Therefore, the attacker also maximizes the defender’s utility function to obtain the de-
fender’s best strategy given the attacker’s strategy, and uses the defender’s best strategy
to formulate the best strategy for the attacker. To obtain the optimal strategy for each
player, backward induction is used in the game consisting of two-stage decision-making

levels corresponding to the attack and recovery sequences.

In the time interval [t,7], given the attacker’s strategy (m”, %), the defender decides
the strategy as

(mP*(m*,5%), 5% (m", 6%)) € argmax UP ((m*, 6%), (m, 67)), (3.8)
(mP,6P)
with mP and 6P depending on m® and 4. Likewise, given the initial graph G, the

attacker decides the strategy as

(m™*,0%%) € argmax U ((m*, 6%), (mP*(m*,6%), 6P (m*, 64))). (3.9)
(mA,54)

We study the subgame perfect equilibrium and seek pairs (m?,6%) and (mP,sP)
such that (mP,éP) is the best response to (m”®,d%). The combination of strategies
((m™,6%), (mP, 6P)) that follows the subgame perfect equilibrium principle is called the
optimal combined strategy. A tie-break condition happens if the players have multiple
options for the edges to attack or recover, and those edges yield the same values of the
utility functions. In this case, we suppose that the players choose more edges to attack

Oor recover.

Remark 3.1. We note that the game used in this chapter and throughout this thesis
is repeated games played repeatedly over time. The solution concept used is a stan-
dard subgame perfect equilibrium in Stackelberg/sequential game setting represented by

extensive form/game tree, which has been widely used [33].

However, in this thesis each game is different due to the difference of the energy
used of the players, which are affected by the actions taken by them previously. This
formulation with change of strategy space in each time due to the previous actions is

relatively new in the game theory field, and is the contribution of our results.
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Table 3.1: Possible cases of attack and recovery actions

Case ;\(QA) 5\<gD)
1| MGY =AG) | MGP) = \G»)
2 | AGM) < A(G) | A(GP) = A(GY)
3| AMGY) <A9) | MGP) > A(GY)

Table 3.2: Optimal combined strategy candidates

Comb.
Str.
1 Attacker: No attack

Defender: No need to recover
2a Attacker: Attacks the optimal edges for A* duration
Defender: No recovery
2b Attacker: Attacks the optimal edges until 7P
Defender: No chance to recover
3 Attacker: Attacks the optimal edges for A* duration
Defender: Recovers the optimal edges for

min{ AP A4 + 74 — 7P} duration

Action

3.3 Game analysis

In this section, we discuss the subgame perfect equilibrium formulation and the strate-
gies of the players on the time interval [¢,¢]. Here, for simplicity of notation, we omit
P)

the variable m?® (resp., m”) for the presentation of AA (resp., AP).

3.3.1 Brief summary of the results

We first provide a summary of the results. To characterize the optimal strategies,
from the sequence of actions by the attacker and the defender described in the previous
section, we categorize the possible combinations of generalized edge connectivities S\(Q),
AMG™), and A(GP) into three cases shown in Table 3.1. Note that these cases cover all the
possible combinations of the actions by both players. Since mP < m?, it is impossible
to have A(G) = A(G) and A(GP) > A(GA). Also, note that since by definition mP > 0,
condition A(GP) < A(G*) cannot be fulfilled. Furthermore, even if the attacker attacks
some edges of &, there is a possibility that the edge connectivity does not change, as
in Case 1. The same remark applies to the recovery action. As a result, there are four
possible optimal combined strategies that are derived from the three cases in Table 3.1.
A summary of the results of the optimal strategies is shown in Table 3.2. Note that it
may be optimal for the attacker to continue attacking even after the recovery finishes,

since the attacker gets higher utility in [7°,74].
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Table 3.3: Links and durations of the optimal combined strategy candidates

Comb. || Att. Def.
Ax Ax Dx D

Str. Str. | " 0 Str. m 0

1 Al 0 0

2a A2a | mAZax | AA (mAQa*) D1 0 0
2b A2b | &£ ,?Qb* D A

SDB*
3 A3 | mA% | AA(mA%) | D3 ¢
(mA3*)

3.3.2 Subgame perfect equilibrium analysis

In this subsection, we analyze the subgame perfect equilibrium of the system. From
the sequence of actions, we obtain several cases that might happen and seek the equi-
librium in each case, i.e., the candidate optimal strategies of the system. Then, we seek

the optimal strategy among the candidate strategies by using backward induction.

3.3.2.1 Subgame perfect equilibrium analysis in each case

From the problem formulation, since A(G) > A(GP) > A(G*), we obtain three cases
based on the combinations of A(G), A(G*), and A(GP), as shown in Table 3.1. We analyze
the subgame perfect equilibrium for the time interval [¢,#] in each case. The results in
terms of links and durations of the optimal combined strategy candidates are summarized

in Table 3.3.

Case 1: In this case, we show that the optimal strategy for the players are not to
recover any edge, i.e., m*, mP* = 0. By Table 3.1, the utility function in (3.6) of the

defender becomes

UP((m*, %), (mP,6P)) = M\(G)0* — BPmPsP. (3.10)

Furthermore, because the defender receives no reward by recovering any link, the

D* — (0 and 6P* = 0, resulting in

optimal strategy for the defender is m
UP((mA, %), (mP*,6P%)) = A(G)d™. (3.11)

This strategy mP* = 0 and §°* = 0 for the defender is named Strategy D1 (see Table
3.3).
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Likewise, for the attacker, the utility function in (3.5) becomes
UA((m*, %), (mP*,6P%)) = (=A(G) — pAm™)o™. (3.12)

It is then clear that the optimal strategy for the attacker is m** = 0 and §** = 0. As

a result, the utility functions in Case 1 are given by

UA((mA*, 6%%), (mP*,6P%)) = 0 =: UA?, (3.13)
UP((m?*,6%%), (mP*,6P%)) = 0 =: UPL. (3.14)

From (3.7), because m® = mP = 0, it follows that the game ends at = t+~* +~P. This

optimal strategy candidate m?®,6* = 0 for the attacker is classified as Strategy Al.
In this case, the optimal combined strategy corresponding to ((m**,§4*), (mP*, 6P*)) is

then labelled as Combined Strategy 1 := (Strategy A1, Strategy D1).

Case 2: In this case, we show that the attacker’s optimal strategy is to attack until
running out of energy, whereas the optimal strategy for the defender is not to recover

any edge.

Similarly with the analysis in Case 1, because A(GP) = A(G*), the utility function of
the defender with mP*, 6°* = 0 as in (3.11) is given by

UP((m*,6%), (mP*,8%%)) = A(GH)a*. (3.15)
For the attacker, from (3.5) with 6 = 0, we have
UR((m™, %), (mP*,6P%)) = (=A(Gh) — pAm™)6™. (3.16)

If —X(QA) — BAmA > 0, the attacker maximizes §*, by attacking as long as possible.

Hence, 6% = A, and
UA((mA,(SA*), (mD*’aD*)) — (_S\(QA) o BAmA)AA —. UAQa(mA)‘ (317)

A

Now we only need to choose m?, as * is already determined. Specifically, we search for

mA%2* which denotes the optimal m”®. This is done by maximizing the simplified utility

UA22(mA) in (3.17), resulting in

mA2* ¢ arg max U222 (m™). (3.18)
mA>0



Chapter 3. Dynamic Resilient Network Games with Applications to Multiagent
26 Consensus

Note that with this strategy, (3.15) becomes

UD((mA*,5A*), (mD*, 5D*)) — S\(Q,‘?Qa*)AA —. UD2a‘ (319)
The attacker’s strategy in this case is specified as Strategy A2a, which is m* = mA2a*
and 6% = A?. This combination of strategies of ((m™*,§%*), (mP*, §P*)) is labelled as

Combined Strategy 2a := (Strategy A2a, Strategy D1).

Case 3: In this case, we show that the optimal strategy for the attacker is to attack
the optimal edges until running out of energy or to attack until the defender starts to
recover, whereas the optimal strategy for the defender is to recover the optimal edges
until the defender runs out of energy or the attacker ends attacking. In this case, by

Table 3.1, the generalized edge connectivities satisfy A(G) > A(GP) > A(GD).

From (3.6), the defender’s utility function can be written as
UP((m*,6%), (mP,8")) = ¢s® + A(G*)8%, (3.20)

with ¢ := (A\(GP) — A(G*) — BPmP) for simplicity. Since A\(G*) < A(GP), in order to
maximize the term ¢d”, the defender recovers mP links as long as possible if ¢ > 0,
so that 70 = min{AP + 7P 74}, Alternatively, if ¢ < 0, then the defender should not

recover. It follows that the utility function of the defender becomes

UP((mA,6%), (mP, min{ AP, 7% — 7°})) = ¢(min{ AP, 7 — rP}) + A\(G*)62.  (3.21)

Since the attacker is able to attack for A®, we divide the analysis for this case into
two parts: (i) the attacker ends attacking before AP + 7P and (ii) the attacker ends
attacking after AP + 7D,

(i) In this case, the attacker ends the game before the defender finishes the recovery
attempt that would have lasted for AP units of time. However, since the attacker ends

D

the game earlier, the recovery duration is only 7* — 7P units of time. Thus, we have

7P =74 =17, and the attacker’s utility function in (3.5) can be stated as

U ((m™,6%), (mP, (7% — 7))
= (=AY = Brm™)(° — %) + (FA(GP) — pAm*M)(TH — 2P). (3.22)
(ii) In this case, the attacker ends the game after the defender finishes the recovery

attempt. Hence, 7° = AP + 7P, where the utility function for the attacker keeps the

form as in (3.5).
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Combined Strategy 3: From (i) and (ii) above, one of the obvious choices for the
attacker is to attack for A* duration. Depending on the value of A, the attacker can
end attacking before or after AP47P . If the attacker ends attacking before AP +7P | then
t =70 = AA 477, Otherwise, the defender recovers for AP, and AP +7P <7 = A8 474,

Hence, we can rewrite (3.21) as
UP((m®, &%), (mP,€)) = ¢¢ + A(G)o* = U (m*, mP), (3.23)
with
¢ := min{AP, A® 4 724 — 7P} (3.24)
Then the optimal number of edges to be recovered for given m” is obtained by

EP3*(m*) € argmax UP3(m*, mP). (3.25)
mP>0

The utility function of the attacker can be rewritten as

UA((m™,6%%), (mP*,67%)) = =MGH) (A% =€) = AGP™ (&)€ — BAm AR
=: UM (m™). (3.26)

A3x

The attacker looks for the optimal number of edges m”™°* by maximizing the simplified

utility function U A3(m™). Specifically,

m*3* € argmax U3 (m?). (3.27)
mA>0

Note that to obtain m?3*, the attacker needs to obtain EP3* first. Hence, the attacker
solves the maximization problem in (3.25) beforehand to obtain EP3*(m#). This strategy

for the attacker is named as Strategy A3.

Finally, after the attacker obtains m”3* the defender searches for £P3*, based on

UP3(mA%* mP) in (3.23), as

8D3*(7’I’LA3*) € arg max UD3(mA3*’mD). (328)
mP >0

This strategy mP = EP3*(mA3%), 6P = ¢ for the defender is labelled as Strategy D3.
We call this combined strategy as Combined Strategy 3 := (Strategy A3, Strategy
D3).

Combined Strategy 2b: Another choice of the attacker is to end attacking at 70,
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which is preferred if —A(GP) — f4m» < 0 (from the second term of (3.22)), i.e., the cost

of attacking is too high at interval [rP,74]. Since the attacker ends attacking at 7°, the
defender cannot recover any edge (Strategy D1), i.e., mP = 0 and 6° = 0. Consequently,

the attacker’s utility function becomes
UA((m*,6%%), (mP*,67%)) = (=A(G") = Am™) (2P — %) = U (m*).  (3.29)

As in the previous strategy, the attacker looks for the optimal number of edges E?Zb* by

maximizing the simplified utility function U ,?2(mA). Specifically,

ER* ¢ arg max UR2(m™). (3.30)
mA >0
Strategy m” = S?Zb* and 04 = 7P — 72 for the attacker is specified as Strategy A2b.
Note that with this strategy, utility function in (3.20) becomes

UD((mA*,(SA*), (mD*,(SD*)) _ X(g?Qb*)AA — 0]]32b‘ (331)

As A(GM) < A(G) and A(GP) = A(G™), this optimal strategy of ((m™*,§2%), (mP*, §P*))
is named as Combined Strategy 2b := (Strategy A2b, Strategy D1).

3.3.2.2 Subgame perfect equilibrium analysis of all cases

Here, we discuss the subgame perfect equilibrium analysis of the system among all
cases. Specifically, we find the strategy that yields the maximum utility out of the
four possible combined strategies described in Section III.B.1, in accordance with the
subgame perfect equilibrium principle. This is done by applying the backward induc-
tion method to the maximum values of the simplified utility functions UAl, JAzax . —
UAQa(mAQa*)’ [7A2bx _ Ué\?(gﬁ?b*)’ [TA3% . U,??’(mA‘g*), /b1 {jD2a, U;?%, and 01?3* —

[)’D?) (mAS* ’ £D3+ (mAS* ) ) )

We first state properties of utility functions in some strategies. In Lemma 3.2, we
state that the attacker’s utility without recovery is always higher than the one with
recovery by the defender, for the same m” and 6*. Lemmas 3.3 and 3.4 characterize the

properties of U A2ax U A2bx and UA3* in terms of their values relative to others.

Lemma 3.2. For all possible combinations of mP and 6P, it holds UA((m?*, 6%), (0,0)) >
UA((m*, %), (mP,6v)).

Lemma 3.3. For any possible m#22* and m”3*, it follows that UA2ax > [TA3x

Lemma 3.4. UA2* has the same sign with UA2P* Also, UA23* > [JA2b* jf [JA2ax > (),



3.3. Game analysis 29

We are now ready to state the main result of this chapter. Since Xg(mA,mD) is a
nonlinear function of m” and mP and its particular form depends on the underlying
graph G, the utility functions cannot be represented as simple functions of the action
and energy variables except for certain cases. For this reason, we present our general

result in terms of the functions U*. In particular, we use U430 and §£* defined by

U370 .= max UA%(mh), (3.32)
mAeM

EX € argmax UA% (m?), (3.33)
mAeM

where M := {m* € {0,[&]} : Ag(ER,mP3*) — A\(G2) — BPEP3* < 0}. Furthermore, we

let U*D3—2a — UD3(mA2a*7gD3* (mA2a*)).

Theorem 3.5. The subgame perfect equilibrium of the game in the time interval [t, ]

satisfies the following:

1. Combined Strategy 1 is optimal if UA22* < 0.
2. Combined Strategy 2a is optimal if UA%* > () and

(a) UD3—2a < UDZa’ or
(b) O'D3723 > 0D2a and
i UA3* < UA2b* and UA3—0 > UA2b*7 or

ii. UAS* > UAQb* and UA?)—O > UA3*.

In these cases (a) and (b) above, the optimal number of edges m** for the attacker

to attack are mA2%* and £2*, respectively .

3. Combined Strategy 2b is optimal if UA23* > (0, P3-2a > [JD2a [JA2bx  [JA3x

and UA2b* > [JA3-0,

4. Combined Strategy 3 is optimal if UA3x > [JAZb+ > (o [JDP3-2a > [jD2a 4
UA3—0 < lj*Afi*.

The combined strategies above cover all possible cases.

Possible optimal strategies for both players are illustrated in Figure 3.2, where arrows
that represent possible actions of the attacker and the defender lead to pairs of utilities
obtained under those actions. The dot in the attacker’s utilities in (-, UP322) and

(-, A(GA¥)A2) means that those utilities are not considered to find the optimal strategy.

Moreover, combinations of the conditions of the possible optimal strategies in all

cases are shown in Table 3.4. We also note that even if the unit costs 8% and AP
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Figure 3.2 Illustration of possible optimal strategies

Table 3.4: Characterization of the optimal strategy of all cases

Conditions UD3-2a  [jD2a | [jD3-2a > [yD2a
rA3—0 ~ 7TA2bx
[ABe _ [7AZDe U >U Comb. Str. 2a
R [A3=0 L [rA2bx Comb. Str. 2b
UA2% > 0 Comb. Str. 2a
TA3—0  7TA3%
[1A8e > [7AZbs U >U Comb. Str. 2a
UA3—0 < A3« Comb. Str. 3
UA2ax Comb. Str. 1

for attacking/recovering one edge per time depend on edges, the procedure to find the

optimal combined strategies as in Theorem 3.5 does not change.

From the optimal strategies in Theorem 3.5, we can state some corollaries about the
effects of the uniform cost A and AP to the optimal strategy as follows. It is interesting

to note that the critical values of #* and 8P are different.

Corollary 3.6. The optimal strategy for the defender is not to recover if AP > 2.

Corollary 3.7. The optimal strategy for the attacker is not to attack if 4 > 1. Also,
under the optimal strategy, if the attacker attacks (i.e., m®,d* > 0), then G* always

becomes disconnected.

Remark 3.8. If \(G*) < 0 (i.e., GA is disconnected), then in order to make \(GP)
larger, the defender can reduce the number of connected components by adding links
until the graph becomes connected (A(G) > 0). The minimum number of edges to add

in order to achieve certain S\(QD) in a disconnected G# is given by

mP = A\(GP) — A(G?), for A(GP) < 0,A(G*) < 0. (3.34)
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Figure 3.4 Optimal strategies of all cases for n = 2 as a function of maximum action
durations A? and AP with g4 <1 and P <2

To provide a more explicit relation between optimal strategies and attack/recovery
parameters, we present a result for a simple case. It allows us to determine the equi-
librium based on the cost and action durations. To this end, we consider a graph with
n =2 and |£] = 1. In this setup, both players can only attack/recover one edge. Based

on the results in Theorem 3.5, the optimal combined strategy can be stated as follows.

Proposition 3.9. The optimal combined strategy of the players with n = 2 is given by

1. Combined Strategy 1 if g > 1;
2. Combined Strategy 2a if 4 < 1 and 8P > 2;

3. Combined Strategy 2b if 1 — AA27€ < BA<1and gP <2

_ID +IA

4. Combined Strategy 3 if g4 <1 — ﬁm and P < 2.

Proposition 3.9 characterizes the players’ strategies in terms of the unit costs f* and
BP as well as energy levels that influence A* and AP. This result can be summarized in
the (5A, ﬁD) plane as shown in Figure 3.3. Similarly, this result can also be expressed in

the (A%, AP) plane with 4 < 1 and P < 2 as shown in Figure 3.4; the slope of the line

2
17ﬂA7

the unit cost B* further influences the players’ decisions. We will see later in a numerical

separating Combined Strategy 2b and Combined Strategy 3 is which implies that

example that the relation expressed in this plot holds for networks with more agents.

In general, the player decides to attack (resp., to recover) if the unit cost BgA (resp.,
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P) is not too expensive. The attacker decides to attack for longer duration (Combined
Strategy 3) if the attacker has large enough energy so that it is able to continue the

attack for longer after the defender ends its recovery at 7°.
3.3.3 Discussion on the usage of generalized edge connectivity

In our formulation, the generalized edge connectivity \ is used in the utilities of both
players. This h) captures the idea that some edges are weaker than others in connected
graphs (and thus the attacker should attack the weakest edges while minimizing its
energy usage). Moreover, some of the attacked edges are more crucial for the agents’
communication than others (and thus the defender should recover the most important
edges for the agents’ communication). Among the different connectivity measures, the
generalized edge connectivity is useful to characterize the resilience of the multiagent

systems represented by both connected and disconnected graphs.

3.4 Application to consensus problem

In this section, a consensus problem of a multiagent system [3-5] in the face of
jamming attacks is investigated. We apply our game approach to this problem in a

repeated manner.

3.4.1 Extension to multiple intervals with energy constraints

We first extend the problem formulation to multiple game intervals. Specifically, we
suppose that the kth game with k£ € N is played in the time interval [t;,¢x], which is
determined by the players’ actions with t;, = t;,_; < tx and t; = 0. Initially, at the start
time ¢, there is no attack or recovery, and the underlying graph is G, as discussed in
Section 3.2. The (k+1)th game starts immediately after the kth game, that is, ¢, | = #,
with the graph becoming G again at £, ;. The rest of the formulation follows the one
discussed in Section 3.2, with subscript k added to all variables, e.g., Eﬁ, 5,?, to indicate

the game index.

In the kth game, the players cannot keep sending signals for very long durations
due to their energy constraints. We follow the approach in [17] to model such energy

constraints. Specifically, the total energy used by player p € {A, D} must satisfy
k-1
> BPmPSy + Brmh (t — 1h) < KP + pPt, (3.35)
=1

for any time t € [Ii,zzﬂ], with k? > 0, pP € (0,1), BP > pP, and k € N. Note that xP
denotes the initial energy that player p has, and pP denotes the recharge rate of energy



3.4. Application to consensus problem 33

for player p, as explained in Chapter 2. The left-hand side of (3.35) represents the energy
consumed by player p up to time ¢ and is affected by the number of attacked /recovered
edges and the attack/recovery durations from the first game until the kth game. The
right-hand side represents the total available energy, dictated by the parameters kP and
pP. We assume that each player knows all parameters of the other player, including x?
and pP. See also [14, 26] and the references therein for other constraint-based attack

models.

Under this problem formulation, if player p keeps sending jamming /recovering signals
starting at time 7} until running out of energy, then from (3.35) we obtain an explicit
expression for the maximum interval AZ on the time duration 51,? when player p completes

the attack/recovery as

D k—1 D Sp
&P+ Py — )y BPmyd

pPmy, — pr

AP (mP) = (3.36)
Each game is played independently at time ¢, and the strategies of the players will depend

on their energy levels at that point, represented by the maximum interval Ag (mi)

3.4.2 Approximate consensus time bound

We assume that the graph G is connected and the agents communicate with neighbors
continuously in time. Let N;(¢) be the set of neighbors of agent 4, i.e., the agents sharing
edges with agent ¢ at time ¢. Every agent ¢ has the scalar state x; whose dynamics are

defined as
zi(t) = Y (z;(t) —zi(t), 2(0)==z0, >0, (3.37)

JEN;(t)
so that the state of all agents x = [z 22 ---2,]|T can converge to a consensus state z.
We now introduce the notion of approximate consensus. Specifically, for a given

e > 0, the approximate consensus set D, C R” is given by D, := {z € R": V(z) < €},

where

Vix) = ; — min x; € R". 3.38
(x) maxz; —mine;, & (3.38)

We characterize the effect of jamming attacks in terms of the time for the agents to reach
the approximate consensus set D.. In particular, for the initial state z(0) = xo € R",

the approzimate consensus time Ty (x¢) is given by

Ty (x0) == inf{t > 0: x(t) € D.}. (3.39)
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In our analysis, we also use the Laplacian matrix L € R™* ™ associated with graph G.
Moreover, let P := e "L and p = MmaXje(1.. pn) Milie(y . o) Fij,, where P ; denotes the
(i,§)th entry of the matrix P. Notice that since G is connected and 4* > 0, we have
P;; € (0,1), and hence, p € (0,1).

The next proposition gives an upper bound for the approximate consensus time of

agents under jamming attacks. Here, we define [z] as the ceiling function of x.

Proposition 3.10. Consider the multiagent system (3.37) with the initial condition
xg € R™\ D.. Under the optimal attack and defense strategies for the resilient graph

game in Section 3.3, the approximate consensus time satisfies

Ine—InV(x
. < 5A(,YA+,YD)[ 1n(1—£() 0)1 1A
(o) = BA A :

(3.40)

Proposition 3.10 provides an upper bound related directly to the scalars 84, k, p?

that characterize the attacker’s energy constraint, and the scalars v and 4P that respec-
tively represent the attacker’s and the defender’s waiting durations before taking actions
in each game. It is interesting to note that the attacker’s energy parameters influence
the bound more than the defender’s energy parameters. In scenarios where there is no
jamming attack (and hence no defense), from (3.40), an upper bound of the approximate
consensus time can be obtained as Ti(zg) < (¥ +7P) [(Ine — InV(zg))/(In(1 — p))] .
This bound for the attack-free case is clearly smaller than that in (3.40) when the at-
tacker has positive energy resources (/iA, oA > 0) and the defender has a nonzero initial
waiting duration (yP > 0). Note that with larger values of x* and p?, the bound (3.40)
becomes even larger, indicating the possibility of slower consensus due to more damaging

attacks.

3.5 Numerical examples

We demonstrate the efficacy of the approach in the approximate consensus problem
through numerical examples. We first compare the actual approximate consensus time
for different energy parameters. We use the graph shown in Figure 3.1 with n = 4, and

parameters S = 0.4, P = 0.6, kP =1, pP? = 0.1, v* = 0.1, and 4P = 0.3.

3.5.1 Effect of players’ energy on consensus

First, we use the parameters £ = 0.5 and p* = 0.3. Figures 3.5 and 3.6 show the

states of the agents and properties of the players of the first simulation, with the agents



3.5. Numerical examples 35

I L L I 1 ! L

Time

Figure 3.5 State trajectories with k* = 0.5 and p* = 0.3. The red areas indicate the
intervals where the attacker attacks.
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Figure 3.6 Remaining energy and optimal combined strategy for the two players, and the
resulting A\ with % = 0.5 and p* = 0.3

eventually achieving approximate consensus at ¢ ~ 1.54 with ¢ = 0.5. For comparison,
when there is no jamming, it takes ¢ ~ 1.04 to achieve the same level of approximate
consensus. In Figure 3.6, note that the defender does not recover any edge, and hence
the available energy for the defender accumulates continuously. In the second simulation,
we use the parameters k* = 5 and p® = 0.39. We present the results of this simulation
in Figures 3.7 and 3.8, where in the case shown in Figure 3.8, the attacker attacks all
edges to achieve X(g{j) = —3, where the defender recovers briefly in the first game to
make the graph connected again.. It takes ¢t ~ 4 with ¢ = 0.5 to achieve approximate
consensus, which is longer than the first simulation because the attacker is given more
energy. In these examples, the attacker decides to attack all edges, since by attacking
more edges the defender has to recover more to increase the connectivity of the graph,

which makes the recovery interval shorter.

3.5.2 Effect of graph structure on consensus

Next, we compare the strategies of the players under different graph structures.

Specifically, we run simulations on the path graph and the complete graph consisting
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Figure 3.7 State trajectories with k* = 5 and p® = 0.39. The green areas indicate the
intervals where the defender recovers.
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Figure 3.8 Remaining energy and optimal combined strategy for the two players, and the
resulting A

of four nodes, while all other parameters are set to be the same across these two sim-
ulations. Figures 3.9 and 3.10 show the state trajectory for the path graph and the
complete graph, respectively. For the complete graph the attacker chooses to attack
for shorter duration (Combined Strategy 2b) due to the high connectivity of the graph
structure. Specifically, the attacker needs to attack more edges (and hence takes more
energy) to make the graph disconnected, and therefore the maximum attack interval
becomes shorter compared to the attacks in the path graph. This shorter maximum
D ?A]

attack duration results in a situation where the attacks on [7°, interval are not able

to compensate the negative payoff that the attacker receives on the [?D ,?A] interval,
causing the attacker to attack for only vP duration instead. Consequently, consensus is
achieved faster in the complete graph than in the path graph. We can infer that graph
structures influence the attack and recovery actions of the players, and graphs that have

higher generalized edge connectivity are more resilient to attacks.
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Time

Figure 3.9 State trajectories in the system with the path graph G.

Time

Figure 3.10 State trajectories in the system with the complete graph G.

3.5.3 Effect of players’ energy on equilibrium

We also provide an example of how the energy, which affects the maximum at-
tack /recovery durations, influences the equilibrium. We consider the graph in Figure
3.1 with selected values of A2(m#) and AP(mP) in (3.36) by changing the total con-
sumed energy up to game (k—1) represented as Zé:ll BAmlAélA and Z;:ll BPmPsP. The
result is shown in Figure 3.11 for m? = m? = 1. In the figure, the yellow circles indicate
that Combined Strategy 2b is optimal with attacking five edges for given A‘,? and AP,
whereas the green squares indicate that Combined Strategy 3 is optimal with attacking
five edges. The optimal strategy for the defender is to recover one edge and three edges
(to make the graph connected again, e.g., {€12, €13, €34}) in the areas with light green and
dark green squares, respectively. The attacker attacks for longer durations if it possesses
high amount of energy relative to the defender’s energy. On the other hand, the defender
with more energy will attempt to make the graph connected by recovering more edges.

Figure 3.11 can also be useful to estimate the equilibrium based on the past actions and

energy parameters.

The optimal combined strategies for varying * and AP are shown in Figure 3.12.
We note that Figure 3.12 is similar to Figure 3.3 in terms of characterizing the influence
of the unit costs 4 and AP to the equilibrium, where the players tend not to attack or
recover if the costs become higher. However, the critical values of 4 and 3P separating

the optimal combined strategies in this set of simulations are lower than those found in
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Figure 3.11 Optimal combined strategies for different AX(EA = 1) and AP(EP = 1).
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Figure 3.12 Optimal combined strategies for different 8% and SP. The optimal numbers
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Figure 3.13 Graphs used in the simulations in Section 3.5.4

Corollaries 3.6 and 3.7. These critical values of 8% and 8P in the simulations are affected

by generalized edge connectivity of G in Figure 3.1.

3.5.4 Effect of graph structure on equilibrium: change between com-
bined strategy 3 and 2b

To investigate the change of equilibrium between Combined Strategy 2b and Com-
bined Strategy 3, we now consider the graphs in Figure 3.13 with selected values of A,‘?
and AP in (3.36) by changing the total consumed energy up to game (k — 1) repre-
sented as Zf:ll BAEASA and Z;:ll BPEDSD . The results for the graphs (a) and (b) of
Figure 3.13 are shown in Figures 3.14 and 3.15, respectively.

The yellow circles in Figure 3.14 indicate that Combined Strategy 2b is optimal
with attacking all seven edges for given A? and A]k), whereas the squares indicate that
Combined Strategy 3 is optimal. From Figure 3.14, we observe that the attacker tends

to attack for longer durations if it possesses higher amount of energy relative to the
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Figure 3.14 Optimal combined strategies for different A% (m* = 1) and AP (mP = 1) for
the graph (a) in Figure 3.13
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Figure 3.15 Optimal combined strategies for different A% (m = 1) and AP (mP = 1) for
the graph (b) in Figure 3.13

defender’s energy. On the other hand, the defender with more energy will attempt to

make the graph connected by recovering more edges.

Similarly, the yellow circles in Figure 3.15 indicate that Combined Strategy 2b is
optimal with attacking all 10 edges, whereas the squares indicate that Combined Strat-
egy 3 is optimal. In this setup, the attacker with higher amount of energy relative to
the defender also tends to attack less edges for longer durations. On the other hand, the
defender with more energy will attempt to make the graph connected by recovering more

edges, e.g., by recovering six edges, which is sufficient to make the graph connected.

We note that in the more connected graph, i.e., graph (b) of Figure 3.13, Combined
Strategy 2b is more likely to be optimal, as shown by the steeper line separating the
squares and the circles in Figure 3.15 compared to Figure 3.14. We also note that
Figures 3.14 and 3.15 are similar to Figure 3.4 of the two-agent case. Figures 3.14 and
3.15 can also be useful to estimate the equilibrium based on the past actions and energy

parameters.
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3.6 Chapter summary

In this chapter, we have considered resilient network problem in the context of mul-
tiagent systems, formulated as a two-player game between the attacker and defender.
Their utilities are determined by the communication among the agents. We fully charac-
terized the optimal strategies of the players in terms of the edges and durations of action
intervals. Several cases are possible to happen depending on the available energy of the
players. For the consensus problem, we have shown that the time for the agents to reach

approximate consensus will be delayed due to attacks by deriving an upper bound.

Note that in this chapter, we have considered the generalized edge connectivity as
one specific way to measure the network connectivity. We consider that this formulation
with graph connectivity measure is reasonable since the game still admits dynamicity due
to the energy constraint of the players. It is also worth investigating other connectivity
notions and non-uniform unit costs for practical applications. In Chapter 4, we consider
a problem formulation where not only the available energy but also the agents’ states
affect the results of the optimal strategies; this provides a more direct relation between

the game and agents’ dynamics.

3.7 Appendix

3.7.1 Proof of Lemma 3.2

The utility function in (3.5) can be rewritten as U ((m#, 64), (mP, 6P)) = —A\(GA)d* —
(A(GP) = A(G1))P — BAMAFA. If there is recovery, i.e., mP, 6P > 0, then A(GP) > A\(G4)
according to the optimal strategy candidates. This implies that —(A(GP) — A(G1))éP <
—A(G*)6P holds.

3.7.2 Proof of Lemma 3.3

Substitute mA3* of (3.27) into (3.26) to obtain UA%* = (A(GA%*) — A\(GP3*))¢ +
UA22(mA3%) | Since A(GP%*) > A\(GA%*), it follows that UAY < UA22(mA3%)  and there-

fore ﬁA3* < UA2a*'

3.7.3 Proof of Lemma 3.4

First, we show that sgn(UA2*%) = sgn(UA2P*). We can state UA23(mA) as UAZ(mA) =
UA2(mA) + (=AMGD) — AmA) (A + 2 — 1P). By (3.1), we have 7° < 7. Conse-

quently, since 74 < 74 + A?, we have A® + 74 > 7P for any possible A*. Therefore, if
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—A(GA) = BAmA > 0 is satisfied, then UA2*(m?) > 0 and UA2(mA) > 0, and vice versa.
Again, since A® + 74 > 7P > 74 it follows that UAZ* > 0 if and only if UA2ax - 0,
since the attacker can always choose edges to make UA2ax and JAZb* positive. By a

similar argument, UA?* < 0 if and only if UA%** < 0. Thus, sgn(U4%**) = sgn(TA2P*).

Now, since (—S\(Q?Qa*) — BAMA%*) > 0 and A + 724 > 7P| it then follows that
UAQa* > UAQb* if UA2a>k > 0.

3.7.4 Proof of Theorem 3.5

We prove this result using the backward induction method. In Combined Strategy 1,
recall that the attacker does not attack and the defender does not recover, so UAl =
Ubt = 0. Therefore, the attacker chooses the optimal m” > 0 to achieve positive utility.
If the attacker attacks m®*, then the optimal strategy for the defender is to recover if
and only if UP((m™*,54%), (mP*, 6P* > 0)) > A(GP*)AA.

Recall that the utility of a player also depends on the other player’s strategy. For
example, if the defender’s optimal strategy is to recover (mP > 0) for given m”, then

the attacker’s utility for given m* is UA((m?, 6%), (mP, 6P > 0)).
By backward induction, the six facts (i)—(vi) below hold:

(i) From Lemmas 3.3 and 3.4, since UA?2* > UA% and UA?** has the same sign with
UAZb* Combined Strategy 1 is optimal if UA2* < 0 = UAL, regardless of the defender’s

utility. This fact proves point 1) in the theorem.

Since the case where UA2* < () is covered, it is assumed that UA2% > () holds in all
subsequent analysis for (ii)—(vi).

A2a% i the optimal combined strategy if

(ii) Combined Strategy 2a with attacking m
UP3=2a — P ((mA2* AN (mP*, AP > 0)) is less than UP2* = UP((mA2* AA) (0,0)),
since the defender chooses not to recover (mP* = 0) and UA?* = UA((mA%*, A%),(0,0))
is the maximum possible utility for the attacker from Lemmas 3.3 and 3.4. This fact
corresponds to point 2)a) in the theorem.

Since the case where UP3-22 < [JD2 i5 covered, beginning from (iii) to (vi), it is
further assumed that UP3-22 > UP22 je. the defender chooses to recover from m#A23*,
Since £P%* > 0 and UA2x — UA(mA%*, A%),(0,0)), in the subsequent cases, the at-
tacker’s optimal number of edges are not m”2** (which corresponds to U42**). In (iii)

and (iv), we analyze the case where UA3 > A2 which means that Strategy A3 yields

more or equal utility than Strategy A2b for the attacker.

(iii) Due to the possible jump between A(GP) = —1 to A(GP) = 1 by recovering only

one edge, the defender may have different optimal strategies (whether to recover or not)
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given different attacked edges. From Lemma 3.2, since the attacker has better utility if
the defender does not recover, here the attacker’s optimal strategy is to attack §?* if
UA3=0 — UA((E1*, A),(0,0)) is greater than UAY = UA((mA%*, AY), (mP, AP > 0)),
with §£* being the optimal number of edges among the edges that cannot be recovered
if attacked, as in (3.33). Therefore, Strategies A1, A2b, and A3 are not optimal. This
corresponds to point 2)b)II) in the theorem.

(iv) Otherwise, Combined Strategy 3 (point 4) in the theorem) is the optimal com-
bined strategy if UA3-0 < [UA3* Here, the defender’s optimal strategy is to recover if
the attacker attacks mA3*. Since UA3* > maX{UAQb*, 0}, the attacker has better utility
than in Strategies A1, A2a, and A2b.

In (v) and (vi), we analyze the case where UA2P* > [JA3*,

(v) Similar as in (iii), Combined Strategy 2a is the optimal strategy if A3=0 > [jA2bx
In this case, the attacker has better utility than in Strategies A1, A2b, and A3. However,
since UP3-2a > [J D2a the attacker does not attack m”22*. This fact corresponds to point

2)b)I) in the theorem.

(vi) If A3-0 o [FA2b+ Strategy A2b is the optimal strategy for the attacker since
UA2D% > max(UA3*, UA370) and utility UA2** cannot be achieved because UP3~2* >

UP2a This corresponds to point 3) in the theorem.
3.7.5 Proof of Corollary 3.6

In Strategy D3, since min{AP A% + 74 — 7P} > 0, the necessary condition for
Strategy D3 to be the optimal strategy is AP < (A(GP3*) — A(GA3*)) /EP3* i.e., the cost
of recovering edges is not too large. If this condition is not satisfied, then it is better for
the defender not to recover as in Strategy D1. By recovering one edge the defender is
able to make (A(GP) — A(G*))/mP = 2 at most. Thus, if B > 2, then the defender does

not recover any edge.
3.7.6 Proof of Corollary 3.7

From Theorem 3.5, the attacker decides to attack if UA2(mA2*) > (. Since A >
0, Strategy A2a is the optimal strategy if —5\(9?23‘*) — BAMA?* > 0, assuming that
the defender cannot recover. By Lemma 3.1, UA?(mA%*) > UA3(mA%) and thus

Strategy Al is the optimal strategy if —5\(9,?23*) — BAmA%* <0,

Since fAmA2* > 0, to make —5\(9{323*) —BAmA2* > 0 it must hold that 5\(9?2&*) <
0. Therefore, the attacker must attack enough edges to make G disconnected. Because
—X(g;j?a*)/mA?a* cannot exceed 1, in order to obtain positive utility, 54 < 1 must be

satisfied.
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3.7.7 Proof of Proposition 3.9

Since |€] = 1, the following four facts corresponding to points 1) to 4) in Theorem

3.5 hold:

(i) Combined Strategy 1 is optimal if UA2** < 0. Since || = 1, A\(GD) = —1 is
always true if m® > 0. From (3.17), it is clear that UA%* < 0 if A > 1.

(ii) In order for Combined Strategy 2a to be optimal, a common condition is that
UA2a* > () which holds if 84 < 1. The condition UP3-22 < /P22 then holds if 8P > 2.
Note that M consists of || = 1 if B > 2 and empty otherwise. Hence, UA3~0 = A2+
holds if P > 2, otherwise U370 = 0 holds. Therefore, in point 2)b) in Theorem 3.5,
condition P3-28 > [7P2a implies that U430 — ( holds, which means that the conditions

2)b)I) and 2)b)II) cannot be satisfied (from Lemma 3.4).

(iii) Combined Strategy 2b is optimal if UA2* > (0, which holds if 84 < 1. The other
condition is that UP3-22 > UD237 which holds if P < 2. Conditions UAZbx 5 [JA3-0 g
always true (see point (i) in this proof above). With n = 2, condition UA2P* > UA3* js
true if B4 > 1 — ﬁm holds, with ¢ defined in (3.24).

(iv) It then follows that Combined Strategy 3 is optimal if UA%* > 0 (holds if 84 <
1), UP3-2 > P2 (holds if B° < 2), and UA?P* < UA%* (holds if B < 1 — x—25—x),

_ID+IA
under which the condition UA3* > UA3-0 holds.

3.7.8 Proof of Proposition 3.10

The agents do not face any attacks during the intervals [t;,74), k¥ € N. Thus, from
(3.37), 2(t) = —La(t), t € [ty,7y), k € N. Noting that 7&t = t, +7*, we obtain
z(r3) = Pz(t;), k € N. Now by using Lemma 12.8 of [5], it follows that

Via(ry)) = V(Pa(ty)) < (1-p)V (2(ty)- (3.41)

During the intervals [I£v§k+1)> k € N, there may be attacks and the communication

between certain agents may be jammed. It then follows from (3.37) that
V(e(tg)) < V(z(ri)), keN (3.42)
By (3.41) and (3.42), V(z(ty,1)) < (1 = p)V(x(ty)), and thus,

V((tp1) < (1-p)*V(z(ty) = 1 - p)*V(wo), k € N. (3.43)
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Let k, == [(Ine — InV(x0))/In(1 — p)]. By (3.43), it clearly holds V(z(t;,,;)) < €, and

therefore,

2(t) €Dey t >ty ). (3.44)

Our next goal is to find an upper bound of ¢, ;. First, by the energy constraint for
the attacker given in (3.35), g% k* LERSA < kA + pty, o holds. As indicated by the
optimal strategies derived in Theorem 3.5, A = 0 implies that 62 = 0. Hence, we have
5,?5? > 5?, which implies

A

Zék_ ﬁAzem BA gAzk*H- (3.45)

Next, by (3.7), typ1 =tk <t +7* +~P + 02, k € N. It then follows from (3.45) that
A A
tosr = 2opmy (bey — ) < (P +9P)ki + 4% + Gxle,41, and hence,

Ine—1In V (zp) KA
('7 + ) [ n(1—p) —‘ + BA
th i1 < o . (3.46)

1=

Finally, by (3.44) and (3.46), we obtain (3.40).
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Figure 4.1 Illustration of graph transitions, with G containing four edges ej2, €13, €24, €34.

4.1 Introduction

In this chapter, we model the interaction between an attacker and a defender in a
two-player game setting played repeatedly over time in the context of multiagent consen-
sus. The attacker is motivated to disrupt the communication among agents by attacking
individual links while the defender attempts to recover some or all of them whenever pos-
sible. Their utilities are determined by how agents are connected to others during the
attacks and recoveries, as well as how these actions affect the states of agents. Both play-
ers are constrained in terms of their available energy for the actions of attacks/recoveries.

Hence, they must determine whether to attack/defend and if so, for how long.

45



46 Chapter 4. Cluster Forming in Multiagent Consensus in Continuous Time

We formulate the problem based on the one in Chapter 3, which uses graph connec-
tivity to characterize the game and players’ strategies (see also [61]). Specifically, in this

chapter we address how clusters among agents may form in this security game setting.

In the presence of adversaries, agents in the network under consensus protocol may
not converge to the same state; instead, they may be divided into several clusters. Cluster
forming in multiagent systems has been studied in, e.g., [71-73|, where the weights in
the agents’ state updates may take negative values, representing the possibly hostile
relations among certain agents. In this chapter, we approach clustering from a different
viewpoint based on a game-theoretic formulation. Moreover, different from the setting
in Chapter 3, here (i) we introduce more options for the attacker’s attack strengths and
(ii) the game consists of multiple parts, resulting in more complicated attack/defense

strategies.

More specifically, with different attack strengths, it is now possible for the attacker
to attack the links with stronger attack signals so that the defender is unable to recover
those links. In practice, this is possible when the attacker emits stronger jamming signals
to particular communication links that results in much lower signal-to-interference-plus-
noise ratio (SINR) so that it is not possible for the defender to recover the communication

on those links with its limited resources. Such models are employed in [32, 74].

On the other hand, we consider games consisting of multiple parts, where the players
need to consider their future conditions when deciding their strategies at any point in
time. This has an impact on how the players use their limited energy; it may be possible
that the players reduce their intensity of attack/recovery actions at some time to conserve

their energy and use it more efficiently later.

This chapter is organized as follows. In Section 4.2, we introduce the framework for
the resilient graph game. In Section 4.3, we discuss the effect of some of the parameters
on the equilibria and cluster forming. We provide a case study to analyze the better
strategies for players in one game in Section 4.4. We then present simulations on the
dynamic graph games and the resulting cluster forming in Section 4.5. Finally, we
conclude the chapter in Section 4.6. The content in this section appeared in conference
articles [C2,C4,02].

4.2 Problem formulation

In this section, we explain the two-player game formulation between an attacker and

a defender in the context of network security. We also explain the characteristics of the
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players, such as their energy constraints and how they measure the cluster forming of

the agents.

We consider a multiagent system consisting of n agents with the communication
topology described by the graph G = (V, ). Every agent i is able to communicate with
its neighbors NV;(¢t) C V in continuous time via the communication links. The underlying
graph G, which is undirected and connected, represents the communication topology

when there are no attacks.

Each agent has the scalar state x; whose dynamics are given by

i(t)= ) (z(t) —@i(t), «(0) ==z, t=0, (2.2)

JEN;(D)
as specified in Chapter 2.

In this chapter, we consider that the attacker has two types of jamming signals in
terms of their strength, strong and normal. We define the attack action by the attacker
(both with strong and normal signals) as the removal of edges in graph G. In response
to the attacks, the recovery action by the defender is represented by restoring some of
the removed edges. The difference between the two jamming signal types is that the
edges attacked with strong jamming signals cannot be recovered by the defender. The

two types of attacks can be made simultaneously on different edges.

4.2.1 Attack-recovery sequence

The players decide whether to attack/recover in the time interval [t;, x|, with k € N
and ¢ > t;, = tg_1. At ¢, the system is represented by the original graph G. Then,
the players may start attacking and recovering certain links sequentially, with the at-
tacker acting before the defender. The attack/recovery durations and the links for the
attack /recovery are the action variables to be decided by the players. In this game, the
players can make their actions at most once in [t;, x]. Once the attacker stops the at-
tacks (and therefore also ending all recovery attempts), the kth interval ends at ;. The

next interval then immediately begins, that is, t; | = .

More specifically, the attacker attacks G by deleting £ ,? C & (normal jamming signals)
and ?,/: C & (strong jamming signals) with 5,? N E,? = () from time ¢, until ?ﬁ, whereas
the defender recovers 5,13 - E,f from 1],3 until ?],? , with ¢, < IE < ?E < t;. Because
of the presence of the attacks, G is changed to G = (V,€ \ (Eﬁ U &) beginning
from ¢;. Similarly, because of the recovery action by the defender, g;j is changed to
GP = (V,(E\ (?? UEM) UED) from 72 until 72. The graph GP changes back to Gi

from ?E to ??, if the defender ends its recovery before the attacker ends its attack.
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Otherwise, if the attacker ends its attack first, then the defender can only recover until
?ﬁ, ie., ?ﬁ = ?E. The graph becomes G again when the attacker stops jamming, as the
new (k-+1)th interval begins. For attacking/recovering links, both players spend energy in
proportion to the attack/recovery duration. In this formulation, we consider a constant
waiting time (representing the time needed for the defender to recognize the attack)
AP > 0 between ¢, and I]k), unless the attacker ends attacking earlier, which is specified
by z? = min(?ﬁ,gk + +P). The attack and recovery durations denoted respectively by

5,/3 and (5,13, are given as
o =7 —ty, 0D =70 — 1D (4.1)
The end time #; of the kth interval is specified by

—A o =A A

_ T if (£, UEY) #0,

)T Erued) )
by + ’yD, otherwise.

This indicates that the attacker ends the game at the end of a nonzero attack interval.

Otherwise, the attacker does not attack, in which case the game ends at t, + yP.

In this game, players attempt to choose the best strategies in terms of edges at-
tacked /recovered and attack/recovery durations (€5, X, 62) and (EP,6P)) to maximize
their own utility functions of the game defined over multiple intervals. Specifically, in
this chapter we consider the simplest case, which is the game defined over two intervals

[tr.tx] and [t ,tx+1] as explained in Section 4.2.4 below.

Fig. 4.1 illustrates the sequences of the attack and recovery actions described so
far. As shown in this figure, a game consists of two attack parts. The blue dashed
line indicates the end of the first part, while the blue solid line the end of the second
part (and hence the game). In the graphs, the solid and dashed lines indicate edges
connected and disconnected, respectively; no lines in ejo and eoq in the second part
indicate that those edges are attacked strongly. the attacker attacks two edges e;o and
es4 in the time interval [t;,%1], but the defender recovers one of them. The attacker
attacks different edges with different attack strength in [t,, t2], and the defender can only
recover e13, which is attacked normally. The attacker ends attacking before the defender
ends recovering in the second interval in this example, and therefore the interval ends at

=D _ =A
T2 —7—2.
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4.2.2 Energy constraints

As explained in Chapter 2, the players cannot keep sending signals to all edges for
infinite duration as players have energy constraints. Here, we suppose that the attacker
has two types of jamming signals. The strong attacks on ?,1: take BA per unit time, or
s = BA/BA > 1, s € R, times more energy per edge per unit time compared to the
normal attacks on é’kA. In our numerical examples and analysis given below, we consider
the case where s = 2, i.e., attacking an edge strongly takes twice the energy. The total

energy used for the attacker is constrained as

k—1
—A A —A A
Y (BIER + BYERNGm + (BT IEk| + BMENNE — ti)r™ + p™t, (4.3)
m=1
for any t € [t;, tpyq], with % > 0, BA > % >0, and B24|€| > p* > 0. The parameters
x™ and p? denote the attacker’s initial energy and its recharge rate, respectively, whereas

B4 denotes the attacker’s unit cost of attacking one edge per time.

Since from (4.3) it is possible that p* > B4, i.e., the attacker recharges its energy
faster than it consumes, the attacker can attack up to a certain number of edges for
infinite time. We denote that number of edges as m* := |p”/B* |, where the attacker
can attack edges ?,3 and £ satisfying (BA / ﬂA)|f£| + |EL] < mA for infinite duration.
Otherwise, we obtain the maximum attack duration A* where the left-hand side of (4.3)

is equal to the right-hand side as

—A SA _1 —=A =SA
KA+ (BIEL + BMEM, S (BUIE M + BMEANIA

AN =
—A A —A SA
(B"[Ex |+ BAIER]) — o™ (B"[Ex |+ BAIER]) — o™

. (4.4)

This energy consumption model for the attacker is illustrated in Fig. 4.2, where the
black dashed line with slope p® represents the right-hand side of the inequality (4.3) and
the black solid line with slope BAIE;N + BA\?Q\] represents the actual energy consumed
by the attacker, shown in the left-hand side in (4.3). The attacker runs out of energy
when the solid line touches the dashed line. It is then possible for the attacker to never
run out of energy if the dashed line is steeper than the solid line, i.e., the attacker
attacks only a few edges so that BA]?/,j] + 6“5,‘?\ < p?. However, the attacker may
want to maximize the damage on the multiagent system by attacking more edges (and
spending more energy) in some attack intervals. In the game structure explained later,
we consider the scenarios where the attacker always attacks more edges and hence runs
out of energy every two attack intervals, as also illustrated in Fig. 4.2 where the actual

energy consumed by the attacker (black solid line) reaches the energy limit (black dashed
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Figure 4.2 The attacker’s energy consumption model, with x* = 0. The vertical blue
lines indicate the end time of each attack interval: dashed lines for the end of the first
parts and solid lines for the second parts.
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Figure 4.3 Graphs and thelr agent—group 1nd1ces: (a) c(gA) = 0, ( ) ¢(Gr) = —12, (c)
c¢(Ge) = —24, and (d) ¢(Gp) = —22. Note that ¢(Gp) is larger than ¢(Gc), even with
more clusters.

line) at the end of every 5,’3 with even k.
The energy constraint of the defender, which is similar to (4.3), is given by

k—1
> BPIERIon + BPER(t — 1) < £P + pPt, (4.5)
m=1
for any t € [1P, IEH], with kP > 0 and P > pP > 0. We also obtain maximum recovery
duration AP as

k—1
K2+ BPIERITE — Yot BPIERIOn b

D . _

4.2.3 Agent clustering and state difference

By attacking, the attacker makes the graph disconnected and in turn separates
the agents into clusters. Specifically, in a given graph G’, the agents are grouped
into ¢(G’) number of clusters, with the clusters Vlgl,VQI, e ,Vag(/g,) being a partition

of V={1,2,...,n} with U"9 VI =V and V' N VI =0, 1 # m.

Here, we are interested in the case where the attacker is also concerned about the

number of agents in each cluster, as an extension of the formulation in Chapter 2. The



4.2. Problem formulation 51

attacker does not want too many agents to be together in the same cluster in order to
minimize the spread of information, while on the other hand the defender wants as many
agents as possible in the same cluster in order to maximize it. Hence, the distribution of
agents among clusters becomes important. For example, if there are 12 agents: 1) the
attacker can choose to separate the agents into 3 clusters with ten agents in cluster 1 and
one agent each in both clusters 2 and 3, or 2) the attacker can also divide those agents
into two clusters with both clusters 1 and 2 consisting of six agents each. The option 2)
may be better than 1) for the attacker despite having fewer clusters, because the agents
are distributed more evenly so that most of them are not grouped together in the same

cluster.

Motivated by the example above, here we define the agent-group index ¢(-) as

ey’
@)= 3 VP - (<0 (4.7

1=1
The value of ¢(G’) is 0 if G’ is connected, since there is only one cluster with n agents
inside. A larger value (closer to 0) of ¢(G’) implies that there are fewer clusters in
graph G’, with each cluster having more agents. Since g;j C g,? C @G, it follows that
c(G) < ¢(GP) < 0. The agent-group index of some graphs are shown in Fig. 4.3. Here,
it is interesting that ¢(G¢) is smaller than ¢(Gp), even though Gp has more clusters. Thus,
for an attacker who tries to reduce the maximum number of agents grouped together in

one cluster, the topology G¢ is preferable to Gp.

In this setting the players also consider the effects of their actions on the agent states
when attacking/recovering, similar to the formulation in Chapter 2. For example, the
attacker may want to separate agents having state values with more difference in different

clusters. We specify the agents’ state difference z; of the kth interval as
—A _ _
Zk((gk ) 5;‘?, 61?)’ ((‘:]?, 5113)) = xT(tk)ch(tk)’ (48)

Note that the value of z; does not increase over time [5].
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4.2.4 Two-interval game structure

The players’ utility functions of the Ith game over [ty_;,t2] take account of the

agent-group index ¢(-) and the difference zx(+,) of agents’ states, and are defined by

21
U= Y azdy —b(c(G) (0 — 67) + c(GF)5R),
k=21—1
(4.9)
Up = U, (4.10)

where a,b > 0. These utility functions represent the number of clusters over attack
duration for two consecutive attack intervals, since the attacker’s energy runs out after
the two attack intervals as explained above. The players change their strategies once
during the two intervals, i.e., once in a game. These strategies are determined at the
beginning of each game, as explained later. From now on, we refer to these two attack

intervals as two parts of the [th game.

From the discussion on the energy constraint in Section 4.2.2, it is possible that the
attacker never runs out of energy if the attacked edges ?,1: and & satisfy (s\g?\ +]EA)) <
mA. Since there is no maximum attack duration A?, in this case we suppose that the
choices for attack duration are limited to &6 € {§/2,d} for simplicity, with constant
§>29P > 0.

In this setting, we assume that in the (2] — 1)th attack interval (the first part of the
Ith game) the attacker attacks edges €5 | and £, satisfying (s|EQ | +|E5_,]) < mA,
with the choices of 0% , € {0/2,0} specified above. In the next (2l)th interval (the
second part of the game), we suppose that the attacker chooses to attack SQAZ and EQAZ
satisfying (s|E3| +|E4]) > mA, i.e., more/stronger edges than in the first part, for finite
AQAl duration as in (4.4), i.e., 591 = A?l. Therefore, we have two intervals with different
characteristics in each [th game. For simplicity, in this game the defender is only able to
recover until either it runs out of energy, or the recovery is interrupted by the stoppage

of the attack, i.e., 5,13 € {O,min{é{j —~P,AP}} k€N,

In order to find the equilibrium, the game is classified into some subgames/decision-
making points. The subgame perfect equilibrium must be an equilibrium in every sub-
game. The optimal strategy of each player is obtained by using a backward induction
approach, i.e., by finding the equilibrium from smallest subgames. The subgame perfect
equilibrium solution concept is suitable for this problem setting, since players decide

their strategies in a sequential manner.

The optimal edges and durations are specified as follows. For the [th game over the
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interval [to;_1,t2], the optimal strategies of the players according to the subgame perfect

equilibrium principle are given by

(ED*6D*) € argmax U, (4.11)
(S;DlvéD
(E3, EQF,05) € argmax U3, (4.12)

(ED* 1,00 ) € argmax UP, (4.13)
(Ex-185 1)

(&7 1, En" 1,057 1) € argmax U, (4.14)
(E3-1:€5 195 1)

with U2A and UP being parts of U,f‘ and U ,? associated with the (2)th interval, respec-
tively. We assume that all parameters and utility functions are known to all players,
including the energy parameters (x,p?, 3% and &P, pP,P) of the opposing player.
This implies that a player is aware of the optimal strategies of other player, e.g., the
defender knows which edges are optimally attacked by the attacker given the defender’s

best response.

Note that to find (4% ,E5" 1, 5% 1), one needs to obtain (ED* (&5 |, €5 1,05 1),
6D (E5 1, €4 1,04 1)) beforehand. Likewise, to find (ED*,,8D* |), one needs to obtain
(Er(ED 16D ), e (ED 1,68 ), 657(ED 1,68 1)). These optimization problems are
solved by the players in the beginning of the [th game, i.e., the strategies for the second
part ((20)th interval) are decided in the beginning of the previous (2] — 1)th interval.
The players are not able to further change their strategies for the second part of the
game ((20)th interval) after it has been determined before at the start of the game. The
agents’ dynamics and the players’ energy condition will affect the players’ strategies in

each game.

In this chapter, we focus on the cluster forming over different intervals. We are
able to find the optimal strategies of the players (4.11)—(4.14) by computing all possible
combinations of edges and action durations, since they are both finite. It is also clear
that the complexity of the game depends on the graph structure: it takes much longer to
solve (4.11)—(4.14) in more complex graphs, since there are more possible combinations

of edges.

4.3 Consensus and clustering analysis

In this section, we examine the effect of the attacker’s energy model on the cluster

forming and multiagent consensus.
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We first discuss the defender’s optimal strategy on some games with specific condi-

tions.

Lemma 4.1. The defender always recovers in the (2)th interval (€1 # (), as long as

5 40,

From the result of (2{)th interval above, we are now able to state the result of (21; —

1)th interval for some .

Lemma 4.2. There exists an infinite sequence [ := {I1,ls, ...} of the game indexes where
lix1 > I; and I; € N such that in the (I;)th game, the optimal strategy for the defender
in the (2/; — 1)th attack interval is to recover from attacks with normal strength, i.e.,

D A
521}—1 # () as long as 521'1-—1 # 0.

The following result provides a necessary condition for the agents to be separated into
multiple clusters for infinitely long durations without achieving consensus. The results in
Lemmas 4.1 and 4.2, which characterize the defender’s optimal strategies in each interval

of a game, enable us to derive the following result.

Proposition 4.3. The necessary condition to prevent the consensus from happening is

m” > s\, with A denoting the edge connectivity of G.

However, the necessary condition in Proposition 4.3 is not sufficient for preventing
consensus, since even with m? large enough, the attacker may decide to strongly attack
fewer edges instead. This is related to the attacker’s energy usage, as we see in the next

section.

4.4 Case study on attacker’s energy usage

In this section, we investigate how the attacker uses its energy by comparing several
attack strategies that characterize different energy consumption profiles. With the ability
to attack edges using strong jamming signals, the attacker is able to prevent consensus
by attacking some appropriate edges strongly at all times, with the downside that it
consumes more energy. However, here we will show that under some conditions related
to the energy usage, the attacker chooses not to attack edges strongly. While this attack
strategy may be optimal according to UI? defined over interval [ty q,%o], it will be

unsuccessful in preventing consensus.

Here, we discuss a special case where there are three agents (agents 1, 2, and 3) in

a line/path graph 1-2-3. Specifically, we investigate the effect of different initial states
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and different energy parameters to the clustering process. Throughout this section, we
set 6 = A =pP =a=b=1, k* =P =0, and initial states o = [2/,0, —2/]T. We
choose this setting for simplicity, but we will see that the implications hold under other

conditions.

4.4.1 Effect of initial states z,

Here we will investigate the effect of different xg on the value of U l? in the first game
(I =1). We also set p® = 2.5, implying that ma = 2. In this setting, the attacker has
at least two strategy choices in [ = 1: (1a) \gﬁ =1, |} = 0, and (1b) |Zﬁ =0,
|EA| = 1, with 6 = \§§| = || = 1 in both cases. It is clear that in Case (1b) the
attacker attacks fewer edges in the first part to save its energy that will be used in the
second part. We assume that the defender with s = 1 and pP = 0.5 always recovers
whenever the attacker attacks with normal jamming signals. Other strategies are not

discussed due to space limitation.

Case (1a): We notice that in this case |EP| = 0, since |€{*| = 0. With the parameters
specified above, we have U = 21 + 4 + 20A% — (—4(A% — 69) + ¢(GP)dP). The value
c(gﬁ) = —4 is from the fact that regardless of the attacked edges, there are always two

clusters: one cluster has one agent and the other has two agents.

From |£8], |E£\, and |EP| above, we obtain the attack and recovery durations A% = 1
and AzD = 3. With xg = [2/,0, —2']", if one agent is disconnected for k = 1, the function
2, becomes 21 = (e7202")2 + [((3 — e720)2")2 + ((3 + e729)2")?] /4 from (2.2).

Now, since the defender recovers one edge for k = 2 (since |£{| = 1), the graph
for k = 2 is the same as that for £ = 1: one agent gets disconnected from the other
two. With \EQ\ =1, it is obvious that f? = EQ is better for the attacker than strongly
attacking the other edge. By changing § to § + AZA, we are able to obtain zp for k = 2

as for k = 1 specified above.

Finally, we substitute z; and zo into U and obtain

3(1 + et +6e%)(2)?
2¢e8

U = + 8~ 9.028(z')% + 8. (4.15)
Case (1b): Under the assumption that the defender recovers (|EP| > 0), we first

obtain A]f = 2, which implies that the defender recovers for o duration for £ = 1 and as

a result ¢(GP) = 0. Therefore, we have Uf* = 21 + 2025 — (c(G5') (AL — 69) + ¢(GD)4D).

In this case, we obtain A% = 3, which is longer than in Case (1a) above, since in this
case the attacker is using less energy for k = 1. We also obtain AQD = 1, which is shorter

than in Case (1a) for the same reason.
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Since the graph remains connected for & = 1, from the consensus dynamics in (2.2) we
obtain the function z;, where all agents are connected in the path graph as z; = 6(e~%z')?,
with the agents’ states becoming x(t) = [e~2’, 0, —e~'2/]T. Since the defender recovers
and hence one agent is disconnected from the other agents for AY duration for k = 2,
we find 23 as in Case (1a) above, by replacing 2’ to e~'2’ and § to AP = 1. Note that
the value of zo does not change after t, + A]QD, since Ag‘ > Ag. We substitute z; and z9
in U,? to get

3(3 + 13e*)(2")?

U = >oF +16 ~ 2.650(z")% + 16. (4.16)

We then compare (4.15) and (4.16) to obtain a condition on 2’ for selecting strategies.
Specifically, the attacker’s strategy \gm = 1,|&8| = 0 is better than |E$| =0, =1
if 2/ > 1.12. Otherwise, the strategy in Case (1b) is better.

This example shows that the initial state xzg influences the players’ strategies. In
general, the attacker tends to save its energy in the first part by attacking fewer edges,
if the agents’ states are sufficiently close. This also affects the consensus process, where
consensus may still happen if the attacker does not attack with strong jamming signals,

despite with high enough m*.

4.4.2 Effect of attacker’s recharge rate p* (smaller m*)

We next investigate U,? in the first game (I = 1) by varying p®. Here we set 2 <
p® < 3, and we also assume that the defender has large enough xP and pP so that it
recovers all attacked edges 8,? for the entire attack duration 62, i.e., 6P = 5,?, for any k.
We again compare two cases of strategy choices as above: (2a) \glA] =1, &} =0, and
(2b) \?ﬁ =0, |EM =1, with 6P = |§§\ = |&M =1 in both cases. Here we assume that

xo = [1,0,—1]".

Case (2a): The utility function here is Uf* = 21 +4+20A% —(—4(AL—0D)+¢(GP)6P).

_ ) A ..
From || and ||, we obtain A = g_—pf, z1, and 29, resulting in

A
—4 A —4(2=3)
Ul?:3(3+e )+4+p 2(3(3+62 A7)

4. 4.17
2 3— ph + > (4.17)

Case (2b): With AQA = gi;&, since the graph remains connected for £k = 1, we
obtain z; = 6e~2 where all agents are connected, with x(ty) = [e”!, 0, —e™!]. Since
the defender recovers and hence one agent is disconnected from the other agents for the

entire A%, we use the same approach as in Cases (1a) and (1b) to obtain the value of 2.
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By substitution, we then obtain

150

Up =6e2 +

pA—1(3(3+e_

4). 418
3—pA 2e2 + ( )

From (4.17) and (4.18), the attacker’s strategy in Case (2a) is better than the one in
Case (2b) if p* < 2.812.

We note that from this example, the higher the attacker’s recharge rate p? is, the
more likely the attacker attacks fewer edges in the first part. This has an interesting
implication, where the consensus is more likely to happen for some higher p®. This
is because the attack duration 6{3 contributes much to the value of U,?, where 5,€A is

multiplied by z.

4.4.3 Effect of attacker’s recharge rate p* (larger m*)

A compared to Cases (1b)

We now discuss a scenario with varying p and higher m
and (2b) above. Specifically, we set 3 < p® < 4, implying ma = 3. We also assume that
the defender has enough energy to recover all possible 5,5‘ for 6,? at any kth interval. The
initial states are xo = [1,0, —1]T. The compared strategies are: (3a) \gﬁ =1, &} =0,

and (3b) \gﬁ =0, [E}] = 1, with 6 = 1, |EQA] =2, and |&{| = 0 in both cases.

With the same approach as in Cases (2a) and (2b) above, we obtain utility functions

for Case (3a) as U} = 3(3%_4) +4+ %(w%_‘l) + 6), and for Case (3b) as U =

6e 2+ Zi;ﬁ (66_2 +6). By comparing these two functions, we observe that for any value
of p* with 3 < p? < 4, the attacker’s strategy in Case (3a) is always better than the
one in Case (3b). This shows that attacking with stronger signals, which may prevent

consensus, may be better for the attacker if m” is large enough.

4.5 Numerical simulation of dynamic games

4.5.1 Effect of attacker’s recharge rate p*

In our simulations, we use the graph shown in Fig. 4.4 with five vertices/agents with
parameters f4 = 1.1, B = 0.6, k* =0, kP =5, p? =0.5,v? =0.1,a =0.1, b =1, and
zo = [1.8,5.2,0.1,2.7,2.0]T. Figs. 4.5 and 4.6 show the states of the agents with p* =5
and p® = 2.5, respectively. Since A = 1 in this graph, note that p® in both simulations
satisfy the condition needed in order not to achieve consensus in Proposition 4.3. The line
colors in Figs. 4.5 and 4.6 correspond to the colors of the agents in Fig. 4.4. In Figs. 4.5—

4.8 discussed in this section, the vertical blue lines indicate the end time of each part
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Figure 4.4 Graph used for simulations in Section 4.5
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Figure 4.5 Agent states with p* = 5 and z¢ = [1.8,5.2,0.1,2.7,2.0]

(attack interval), with the dashed lines indicating the end times of the first parts, and
the solid lines indicating the end times of the second part of the games. The black lines
indicate which graph represents the communication network at the corresponding time.
The shown graphs illustrate which edges are connected and disconnected; they do not

show the intensity (strong/normal) of the attacks.

In the first simulation, we have m® = [p*/8%| = 4, whereas m® = 2 in the second
simulation. This has an impact on the consensus, where in the second simulation con-
sensus is achieved although the attacker has the capability to disconnect an agent with
strong jamming signals. On the other hand, in the first simulation, agents are divided
into different clusters and do not converge to the same state. Specificallly, the agents are
divided into different parts: agents 1,2,5 have the same states, separated from agents 3

and 4 in the different cluster.

4.5.2 Effect of initial states z

Here, we continue with mostly the same setting; the only difference is in the initial
states xg. In the first simulation, we use the same zp = [1.8,5.2,0.1,2.7, 2.O]T, whereas
xo = [5.2,0.7,3.0, 2.0, 3.1]T in the second simulation. We set p* = 5 in both simulations,

so that the first simulation here is the same with the one in Section 4.5.1.

Fig. 4.7 shows the agents’ states with the different initial states as specified above.
We observe that while agents do not reach consensus in both simulations, the resulting
clusters are different. In the second simulation, agent 1 is separated from the other
agents, since the players know that agent 1 has further initial states compared to others.
On the other hand, while agent 2 has the furthest initial state in the first simulation, it

is relatively harder to isolate agent 2 since it is connected to more agents.



4.6. Chapter summary 59

¥¥
2 | = 1
||
1 i
o! . . . . . . . .
0 2 4 6 8 10 12 14 16 18 20

Time
Figure 4.6 Agent states with p® = 2.5, where the agents achieve consensus

0 2 4 6 8 10 12 1 1 18 2
Figure 4.7 Agent states with p* TI:me5 and zo = [5.2,0.7,3.0,2.0,3.1] .

Fig. 4.8 shows the cluster formations for different zy, with the resulting graphs shown
in the bottom part of the figure. In both simulations the agents are separated into two,
three, or four clusters depending on the players’ strategies. Note that if the attacker
attacks edges with normal jamming signals, the defender is able to reconnect some agents
by recovering some of the edges, therefore reducing the number of clusters. From this

figure, we can also observe that the attacker may attack different edges in different

intervals.

In order to prevent consensus, some edges need to be attacked continuously (de-
pending on \) without being recovered. It is also shown in Fig. 4.8 that one edge is
continuously attacked (e23 in the first simulation and e in the second). Also, note that
even if m® = 4, it does not imply that the attacker attacks at least m™ /s = 2 edges with

strong jamming signals continuously at all time instants.

4.6 Chapter summary

In this chapter we have formulated a two-player game in a cybersecurity problem
of multiagent systems, where the players consider the impact of their actions on future
communication topology and future agent states. The optimal strategies of the players
have been analyzed. We have also discussed the impact of initial agent states z(0) and

the attacker’s recharge rate p on cluster forming among agents.

We remark that it may be possible to have a short extension of this formulation in

this chapter with slightly different consensus protocol of agents. Specifically, if the agents
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Figure 4.8 The graphs resulting from the attack-recovery actions of Section 4.5.2: first
simulation (top), second simulation (middle)

are still expected to converge at infinite time albeit with different speed compared to the
original protocol used in the thesis, then the same state difference values zj (?ﬁ, 5;3‘, 5,]3 )

can still be used by the players, and thus the rest of the results may still hold.

4.7 Appendix

4.7.1 Proof of Lemma 4.1

Since a game consists of two attack intervals, the second part of the game corresponds
to the last decision-making point of the game, in which the players’ strategies cannot
influence the decision already made in the first part of the same game. Hence, in the sec-
ond part of a game the players do not save their energy by not attacking/recovering. The
utility function UP in (6.24) only consists of z; and c(-). Since 2o;((E4, 3,65, (€D #
0,55 > 0)) < zar((E, €458, (0,0)) and () (54 — 5) + <(GR)SY, > ¢(G4), the func-

tion U always has a higher value if £ # 0.

4.7.2 Proof of Lemma 6.13
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We first consider a case where the defender does not recover from nonzero normal
attacks in the first part (not recovering in the second part is never optimal, as shown
in Lemma 4.1), i.e., 21 =0, 5 311 7 0. Under this setting, we observe that the worst
scenario is that eventually agents will be grouped in different states, with agents in the
same group having zero state difference. If the defender recovers in the first part, then
zi obtained may become lower, and agents in the same group eventually have zero state
difference as well (this includes the case where there is only one group consisting of all

agents).

In this case, if agents are grouped, then the defender does not get any incentives by
recovering edges attacked normally, i.e., E,?, inside the group. Specifically, there exist

games with index [;, where

o, (€7, # 0) = 251, (€37, = 0) = 29,1 (€7, = 0) (4.19)

is satisfied given the optimal edges €2Al—f". Therefore, the defender’s decision whether to

recover or not only depends on the cluster distribution function c(g;%_).

We then show that in this case the defender chooses to recover in the first part, i.e.,
(21; — 1)th interval, if possible. Without recovery in the (2I; — 1)th interval, from (6.24)
we can see that the value of both z, and c(-) associated with the (2I; — 1)th interval
becomes worse for the defender, since without recovery there will be more clusters and
the state difference does not decrease faster. Hence, in the (2[; — 1)th game with the

same attack strategy, we have
UP (€, =0) <UP(Ey 4 #0), (4.20)

with UP being part of UP associated with the (21 — 1)th interval.

If the defender does not recover in the first part, then for the same 821 , the duration
interval 55—, becomes longer, which may increase the defender’s utility U2 . However, as
mentioned above, with the unchanged z; as in (4.19), the defender’s optimal strategy is

decided by ¢(GP).

Since it is assumed that the attacker always attacks fewer edges in the first part

compared to the second part, as a result, if £; | # 0, then from (6.24) we have

(e(GD ) — (@)D, + (c(GR) — (G ))o,
> (e(GD (€D = 0)) — e(Gh (€7 = 0)))6D. (4.21)

with the left-hand side of the inequality associated with ( _, #0), and the right-hand
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side associated with (52Dl—__1 = (). The inequalities (4.19)—(4.21) then imply that in any
(I;)th game, UD((S'ZDZ—A_1 =0) < UD((S'ZDZ—A_1 # 0) is satisfied. In other words, there are
always games in which the defender recovers nonzero edges in the (2I; — 1)th interval

whenever possible, i.e., €2Al—__1 £ 0.

Since it is always possible for the attacker to attack such that the defender gains no
utility by recovering edges connecting agents with the same state, this optimal strategy

for the defender is the same for the next games with indices l_i+17 l_7:+2, and so on.

4.7.3 Proof of Proposition 4.3

We will prove the proposition by contrapositive; especially, we will prove that consen-
sus always happens if m”® < h\, which is equivalent to the statement in the proposition

above.

We first notice that m”® < h\ implies that for each positive integer I, the attacker
can attack at most A — 1 number of edges with strong jamming signals in the (2 — 1)th
interval. This indicates that if m“ < A\, then strong attacks by themselves cannot make

the graph disconnected.

By Lemma 3.2 above, we show that there exist a sequence [ of positive integers, for
which the defender recovers nonzero normally attacked edges in the (2; — 1)th interval,

ie., 523—‘71 # () are optimal given that 85;71 # 0.

From the definitions in (5.3) and (6.24), we can see that the defender obtains a
higher utility if the agents are closer, which means that given a nonzero number of
edges to recover (in the (2I; — 1)th interval described above), the defender recovers the
edges connecting farther agents. This implies that when recovering, the defender always
chooses the further disconnected agents, and since by communicating with the consensus
protocol as in (3.37) the agents’ states are getting closer, the defender will choose different
edges to recover if the states of agents connected by recovered edges 5,? becoming close
enough. Consequently, if m* < h\, then there exists j € N where the union of graphs,
i.e., the graph having the union of the edges of each graph, (V,J((€\ (?A UEM)UED))
over [typ,, Loy, ) becomes a connected graph. These intervals [ty ty7,, ) occur infinitely
many times, and since the length is lower bounded by 62, the total time when the graph

is connected becomes infinite in length.

It is shown in [3] that with consensus protocol as in (3.37), the agents achieve con-
sensus in the time-varying graph as long as the union of the graphs over bounded time

intervals is a connected graph. In the context of our problem setting, this implies that
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consensus is achieved if (V, | J((€ \(?AUSI?))UE 1)) is connected over [ty , Lo, ), implying

that if m” < h\ then consensus is achieved. This completes the proof.
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Chapter 5

Consensus and Clustering with
Repeated Games under Rolling

Horizon Approach

5.1 Introduction

Rolling/receding horizon control has been used to handle systems with uncertain-
ties. It is also studied in the context of networked control |75, 76|, where there may
be additional uncertainties related to communications among agents in the networks.
Rolling horizon approaches are also discussed in noncooperative security game settings
in [77, 78], where horizon lengths affect the resilience of the system. Rolling horizon
approaches have also been used to handle the constraints in the system, e.g., in an agent

with obstacle avoidance constraints [79, 80].

In this chapter, we consider a security problem in a two-player game setting between
an attacker, who is motivated to disrupt the communication among agents by attacking
communication links, and a defender, who attempts to recover some of the attacked
links. The game in this chapter is played repeatedly over discrete time in the context of
multiagent consensus. Here we consider a more dynamic rolling horizon approach, where
players may change their strategies (that have been determined beforehand) at several

points in time, in order to adapt to the changing condition of the systems.

In the face of the malicious adversaries, agents with consensus protocols may not be
able to converge; instead, they are divided into clusters, i.e., groups of agents with the

same states for agents in the same cluster. Cluster forming in multiagent systems has

65
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been studied in, e.g., [71-73|, where the relations among certain agents may be hostile. In
this chapter, we approach clustering from a different viewpoint based on a game-theoretic
formulation. Specifically, the players of the game consider network effect /network ex-
ternality [81] to form clusters among agents. Their utilities are determined by how the
network is disconnected into groups of agents as well as how the players’ actions affect

the states of the agents at each time.

Receding horizon with agents clustering have been studied in [82], whereas receding

horizon in Level-k games is studied in [83].

Moreover, in comparison to [61], our contribution is threefold: (i) We introduce more
options for the attacker’s jamming signal strengths; (ii) the game consists of multiple
attack-recovery actions, resulting in more complicated strategies; and (iii) we consider a
rolling horizon approach for the players so that their strategies may be modified as they

obtain new knowledge of the status of the system.

More specifically, it is now possible for the attacker to disable links with stronger
intensity of attack signals so that the defender is unable to recover those links; this feature
is motivated by [32, 84|. On the other hand, we consider games consisting of multiple
parts, where the players need to consider their future utilities and energy constraints
when deciding their strategies at any point in time. The players recalculate and may

override their strategies as time goes on, according to the rolling horizon approach.

This chapter is organized as follows. We explain the attack-recovery sequence, utility
function structure, and game structure with rolling horizon in Section 5.2, 5.3, and
5.4, respectively. The analysis of the agent consensus and clustering at infinite time is
written in Section 5.5 and 5.6, respectively. In Section 5.7, we examine the euilibrium of
the game in a single discrete-time step. Finally, we provide several numerical examples
in Section 5.8 and conclude the chapter in Section 5.9. The problem formulation The
content in this chapter can be found in the conference proceedings [03,C5] as well as in

the manuscript submitted to a journal publication [O4].

5.2 Attack/recovery characterization for multiagent systems

We consider a multiagent system of n agents communicating to each other in discrete
time in the face of jamming attacks. The agents are aiming to converge to a consensus
state by interacting with each other over the communication network. The network
topology for the normal operation is given by an undirected and connected graph G =

(V,€). The edge connectivity [5] of the connected graph G is denoted by .
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Figure 5.1 Nlustration of the games played over discrete time k with rolling horizon approaches
by the players.
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Figure 5.2 Energy constraint of the attacker considered in the formulation. The dashed line
represents the total supplied energy to spend. The filled circles representing the actual energy
consumed by the player should be below the dashed line.

Each agent i has the scalar state x;[k] following the discrete-time update rule at time

k € Ng given by

zilk + 1] = zi[k] + u[k],  2[0] = =0, (2.3)
wilk] = Y aij(a;[k] - @ilk]),, (2.4)
JEN:[K]

as specified in Chapter 2.

From this sequence of attacks and recoveries, we characterize the attack-recovery
process as a two-player game between the attacker and the defender in terms of the
communication links in the network. As discussed in previous chapters, the graph char-
acterizing the networked system is resilient if the group of agents is able to recover from
the damages caused by the attacker. However, there may be cases where the resiliency
level of the graph is reduced if the jamming signals are sufficiently strong such that
the defender cannot recover. Note that to achieve consensus, the agents need not be

connected for all time.



Chapter 5. Consensus and Clustering with Repeated Games under Rolling Horizon
68 Approach

In this chapter, we consider the case where the attacker has two types of jamming
signals in terms of their strength, strong and normal. The defender is able to recover
only the edges that are attacked with normal strength. In the following subsections, we
first describe the sequence of attacks and recoveries and characterize some constraints
on the players’ energy and computational ability that we need to impose as well as how

the objective of the problem is formulated.

5.2.1 Attack-recovery sequence

In our setting, at each discrete time k the attacker attacks G by deleting the edges
5,? C & with normal jamming signals and ?ﬁ C & with strong jamming signals with
5,? ﬂ?‘: = (), whereas the defender recovers 5,]3 - 5,?‘. As mentioned earlier, the defender
is not able to recover the edges attacked with strong jamming signals, i.e., 5,]3 N ?? = 0.
Due to the attacks and then the recoveries, the network changes from G to g,{j =
WV,E\ (EF U ??)) and further to GP = (V, (€ \ (€A U ?,1:)) U EP) at time k. The

agents then communicate to their neighbors N;[k]| based on this resulting graph g,?.

In this game, the players attempt to choose the best strategies in terms of edges
attacked /recovered (gﬁ, &) and EP to maximize their own utility functions. Here, the
games are played every T time steps and the /th game is defined over the horizon of A
steps from time (I —1)7" to (I—1)T+h—1, with [ € Nand 1 < T < h. The players make
decisions in a rolling horizon fashion; the optimal strategies obtained at (I — 1)T for the
future time may be overridden when the players recalculate their strategies at time [T
when the next game starts. Fig. 5.1 illustrates the discussed sequence over time with
h = 8 and T' = 4, where the filled circles indicate the implemented strategies and the
empty circles indicate the strategies of the game that are discarded. The rolling horizon

game structure will be discussed in Section 5.4 in more detail.

5.2.2 Energy constraints

The actions of the attacker and the defender are affected by the constraints on their
energy resources, as explained in Chapter 2. Here we suppose that the players initially
possess certain amount of energy £ and xP for the attacker and the defender, respec-

tively.

= —A el
For the attacker, the strong attacks on &£ ,? take 8 > 0 energy per edge per unit time
. —=A
whereas the normal attacks on 5,? take 8% > 0 cost per edge, with 3~ > 4. The total
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energy used by the attacker is constrained as

k
S (Bl + BYEN) < KM+ oMk (5.1)
m=0

for any time k, where k® > p» > 0. This implies that the total energy spent by the
attacker cannot exceed the available energy characterized as the sum of the initial energy
x™ and the supplied energy p*k by time k. This energy constraint restricts the number
of edges that the attacker can attack. The condition k* > p* allows the attacker to have

at least the same attack ability at time k£ = 0.

Fig. 5.2 illustrates the energy constraint of the attacker, where the dashed line with
slope p? represents the total supplied energy and the filled circles indicate the total
energy spent. A critical case is when 4 < p®, since it is possible for the attacker to
attack at least one edge for all times. This will have implications on the consensus and

cluster forming of the agents, as we will discuss later.

The energy constraint for the defender is similar to (5.1):

k
> BPlEnl < &P + pPk, (5.2)
m=0
with P > pP > 0 and B > 0. Note that there is a single term on the left-hand side

because there is only one type of recovery signals for the agents.

5.3 Utility functions with cluster forming and agent-group

index

In our game setting, the attacker tries to make the graph disconnected to separate
the agents into clusters. Here, we introduce a few notions related to grouping/clustering
of agents. In a given subgraph G’ = (V,&’) of G, the agents may be divided into
7(G") number of groups, with the groups Vi, V5, ..., V%(g,) being a partition of V with

n(G’)
Upzl

Le, ey ¢ & V'€V, ;' € V. We also call each subset of agents taking the same state

V;/; =) and V]’J N V(; =, if p # q. There is no edge connecting different groups,

at infinite time as a cluster, i.e., limy_,oo (k] — 2;[k]) = 0 implies that agents i and j

belong to the same cluster.

In the considered game, we follow the notion of network effect /network externality,
where the utility of an agent in a certain group depends on how many other agents

belong to that particular group. As specified in Chapter 4, we consider a measure called
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agent-group index, given by

n(g")
(@)=Y VP -IVE (<o. (4.7)

p=1

The value of ¢(G’) is 0 if G’ is connected, since there is only one group (i.e., n(G’) = 1).
A larger value (closer to 0) of ¢(G’) implies that there are fewer groups in graph G’, and/or

each group has more agents.

In our problem setting, the players also consider the effects of their actions on the
agent states when attacking/recovering, similar to the formulation in Chapter 4. For
example, the attacker may want to separate agents having state values with more differ-

ences in different groups. We specify the agents’ state difference z; as
=A
(&, EREPY == 2Tk + 1) Lex[k + 1], (5.3)

with L., for simplicity, being the Laplacian matrix of the complete graph with n agents.
That is, (5.3) represents the sum of squares of the state differences of all the agent pairs.
The attacked and recovered edges (?Q,E,?,E,? ) will affect [k + 1] in accordance with
(2.3) and (2.4), and in turn the value of z;. Note that the value of zj is nonincreasing
over time [5] even if some agents are left disconnected from other agents under attacks

because of the protocol given in (2.3) and (2.4).

Now, we combine the two measures in (4.7) and (5.3) to construct the utility functions
for the game in a zero-sum manner. Specifically, for the [th game starting at time
k = (I—1)T, the attacker and the defender’s utility functions take account of the agent-
group index ¢(-) and the difference zj of agents’ states over h horizon length from time
(I—1)T to (I—1)T + h — 1. With weights a,b > 0, the utilities for the ith game U;* for
the attacker and U ]? for the defender are, respectively, defined by

(I-1)T+h-1

U= Y (az —be(G)), (5.4)
k=(1-1)T

UpP .= —U. (5.5)

In our setting both players attempt to maximize their utilities at the start of each game
l.
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5.4 Rolling horizon game structure

We are interested in finding the subgame perfect equilibrium [33] of this game outlined
in Section 5.3. To this end, the game is divided into some subgames/decision-making
points. The subgame perfect equilibrium must be an equilibrium in every subgame. The
optimal strategy of each player is obtained by using a backward induction approach, i.e.,
by finding the equilibrium from the smallest subgames. The tie-break condition happens
when the players’ strategies result in the same utility. In this case, we suppose that the
players choose to save their energy by attacking/recovering less edges unless they have
enough energy to attack/recover all edges in every subsequent steps, in which case they

attack /recover more edges.

Due to the nature of the rolling horizon approach, the strategies obtained from the
I[th game, i.e., attacked and recovered edges, are applied only from time (I—1)7T to [T —1.
Specifically, in the [th game for time (I — 1)7T to (I — 1)T 4+ h — 1, the strategies of both
players are denoted by ((Eﬁl, Sl‘i, Eﬁ), e (?ﬁh, Slf\h, Sll?h)), with (gfz, 51‘:“2, Sl%) indicating
the strategies at the th step of the Ith game with [ € {1,...,h}. Note that here we show
the strategies with two subscripts representing the game and the step indices along the
time axis. From the above set of strategies, only ((?ﬁl,gﬁ,gﬁ), ol (EﬁT,EZ/}T,E}?T))
is applied. Recall that h is taken to be greater than or equal to 7. Therefore, for

the {th game from time (I — 1)T" to IT — 1, the strategy applied will be written as
A A

—. A A —=A
((5(1—1)T’ g(l_l)T7 55_1)11)) LR (‘SZT—lv 51%’71’ gl]%fl)) = ((gl,lv glélﬂ gl],jl)’ te (gl,T’ 51/}T’ gl],DT))'

We look at how the optimal edges can be found by an example with h =2 and T' =1
or 2. In this case, for the Ith game over time (I — 1)T" and (I — 1)T + 1, the optimal

strategies of the players are given by

Dy (1, 1Y) € argmax U, (5.6)
8}?2
—Ax %
(&5 (ER).E5(ED)) € arg max U, (5.7)
(gl,ngl‘ég)
5}?1*(Ef1,5ﬁ) € arg max UlD, (5.8)
5}?1
(?ﬁl*,é'ﬁ*) € argmax Up, (5.9)
(Sl,lvglél)

where U lAZ and U lDi are defined as parts of U ,? and U,? , respectively, calculated from the Ith

step to the last (hth) step of the ith game, i.e., UlAi = _UlDZ = 28:8;12:11 (az—be(GP)).

In this case with h = 2, the functions U, 11}2 and UII?Q are based on the values of az; and bg,?
at k = (I—1)T'+ 1 only. Note that to find (?ﬁk, EAX), one needs to obtain E5F (?ﬁl, 5{}1)
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beforehand. Likewise, to find El%*, one needs to obtain (?ﬁ; (Sll?l), 5&* (5;?1)). Similarly,

to find (Eﬁ; , 51*?‘2*), the edges 51?2* (25?2, 5{}2) must be obtained beforehand.

For h > 2, the players’ optimal strategies consist of 2h parts similar to those in
(5.6)—(5.9), with one time step consisting of two parts of strategies corresponding to the
number of players. They are solved by the players at every time k = (I — 1)T" of the Ith
game, [ € N. With T" = h, the players do not have chance to override their strategies,

which removes the rolling horizon aspect of the game.

We will find the optimal strategies of the players by computing all possible combi-
nations, since the choices of edges are finite. To address scalability issues, we may find
edges that are easier to attack first, i.e., edges that result in the formation of new groups

if attacked, and limit the strategy choices over those edges only.

In the previous chapters we consider related games in continuous time, where the
timings for launching attack/defense actions are also part of the decision variables. This
aspect complicated the formulation, making it difficult to study games over a time hori-
zon. In this chapter, we simplify the timing issue and instead introduce the rolling
horizon feature. This enables the players to consider the cluster forming in a longer
time range, which is especially important when consensus among agents is obstructed by

adversaries.

5.5 Consensus analysis

In this section, we examine the effect of the game structure and players’ energy

constraints on consensus.

We will begin the analysis by looking at the case of certain energy conditions of
the players. Specifically, if a player has enough energy to attack/recover all edges from
a certain step of the game, then it will use all of their energy to attack/recover as
many edges as they can in the subsequent steps. We will confirm this point formally
in the following. For simplicity, we denote the total energy that the defender consumed
before the lth game as BZD = ,(Cl:_ol)T_l BD]€,?| and the total energy that the defender
may consume from the 1st to the [th step of the Ith game as BzD = ZZn:l ﬁD\Sl]?m ,
where we omit the index [ from the left-hand side, with a slight abuse of notation.

Similarly, for the attacker we denote 5 := Z%;B)Tfl(BAIEf,\L] + BA]?,:mD and BAZA =
7 —A A
St (BMED] + 57 €

We discuss in Lemma 5.1 (resp., Lemma 5.2) the optimal strategy of the defender

(resp., attacker) at the ath step of the game given certain energy conditions mentioned
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in Section 5.2. This characterization of optimal strategy of the defender (resp., attacker)
will be useful to obtain the necessary (resp., sufficient) conditions for consensus not to

happen.

5.5.1 Necessary conditions for not reaching Consensus

This subsection discusses necessary conditions for the agents to be separated into
different clusters for infinitely long duration without achieving overall consensus. We
first discuss the defender’s optimal strategy on some games with specific conditions in
Lemmas 5.1 and 5.2. In Lemma 5.1, we state the defender’s optimal strategy at any step

of the lth game given a certain energy condition.

Lemma 5.1. If the defender’s total energy BZD + BZD . consumed before the [th step of
the Ith game satisfies

BP+BP < kP +pP((1- DT +1—1)— (h— 1+ 1)|€|8°, (5.10)

then 5lDZ* = SlAi* for all [ > f, i.e., the defender will recover all normally attacked edges

from the ith step.

Note that if the defender’s strategy is not to recover all normally attacked edges given
even if (5.10) is satisfied, i.e., Sﬁa = &A =+ El]?a, then the attacker will not attack £ set
of edges in the first place. This is because by attacking 4 (and considering El]?a £ EN)
the attacker’s utility for step [ > 1 becomes Uléa(-,éA,Ell?a £ EMN) < Ul/}a(-,Q,@), since
UP( &8, ED, # E8) > UP(1,0,0) = UP, (-, £, ER) and UP = —UP.

We also remark that in order to derive the same optimal strategy for the defender
the quantity (b — [ + 1)|€] in the right-hand side of inequality (5.10) can be relaxed to
the maximum number of edges that the attacker can attack from step ? to step h given
its energy condition. However, this number of edges may change every game, making

the inequality complicated to express.

Lemma 5.2 gives an interval over which, at least once, either not attacking with

normal signals or recovering nonzero edges is optimal.

Lemma 5.2. There is at least one occurrence of either E,? # () or 5,? = () every
"h‘ng_pD + 1"| ti t
pDiT e Steps.

Lemmas 5.1 and 5.2 above imply that the defender is guaranteed to make recoveries

from normal attacks every certain interval. Hence, the attacker needs to attack some
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edges strongly to prevent the recovery in order to separate agents into different clusters,

as we discuss next.

The following two results provide necessary conditions for consensus not to take
place. We consider a more general condition in Proposition 5.3, whereas in Theorem 5.4
we consider a more specific situation for the utility functions that leads to a tighter

condition. Recall that A represents the connectivity of G.

Proposition 5.3. A necessary condition for consensus not to happen is p / BA > A

We now limit the class of utility functions in (5.4), (5.5) to the case of b = 0 in the
weights. This means that the players do not take account of the agent-group index in
the graph, but only the states in consensus. In this case, the attacker may need more

energy to prevent consensus as shown in the next theorem.

Theorem 5.4. Suppose that b = 0. A necessary condition for consensus not to happen
. —A
is pA /B > A

The result in Theorem 5.4 only holds for b = 0, since with b > 0 the defender
may choose to recover the edges connecting agents that already have similar states to
maximize c¢(G) (instead of those connecting further agents). In such a case, the network
may remain disconnected and thus the agents may converge to different states. As
we see from these results, the weight values affect the necessary conditions to prevent
consensus, whereas the effect of the weights on the sufficient condition (discussed later)
is less straightforward. The effect of the values of @ and b on consensus is illustrated in

Section 5.8.

5.5.2 Sufficient condition to prevent consensus

The next result provides a sufficient condition for preventing consensus. It shows
that the attacker can prevent consensus if it has sufficiently large recharge rate p® given
the network topology G. We first state Lemma 5.5 about the attacker’s optimal strategy

under some energy conditions, similar to the discussion on the defender’s case above.

Lemma 5.5. The attacker’s optimal strategy is ?ﬁ; =¢&if

. —A
e the attacker’s recharge rate satisfies p* /3~ > |£], or

e the attacker’s total energy BZA + B{’: ) that it consumes before [th step of the [th

game satisfies

BB <K M- DT +1-1) = (h—T+DBYEL (5.11)
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Figure 5.3 Graph G used in the case study.

Proposition 5.6. A sufficient condition for all agents not to achieve consensus at infinite

. . . —A
time is that the attacker’s parameters satisfy p* /3" > |&|.

5.5.3 Effect of graph structure on a sufficient condition for preventing

consensus

Theorem 5.4 considered the case where b = 0, i.e., players take account of only the
states when attacking/recovering and not the agent-group index. In this subsection we
first provide an example that shows that the necessary condition in Theorem 5.4 is not

sufficient for preventing consensus.

Here we suppose that the defender is very strong (i.e., pP is much larger than AP)
such that it can recover any normally-attacked edges at any k (note that the condition
in Theorem 5.4 only consists of the attacker’s parameters). This will force the attacker

to attack with strong jamming signals to disconnect any agent.

We consider a graph G as in Fig. 5.3, with z[0] = [1,0, —20,1], h = 2, and &* = p*.
We set that /)A/BA = 1, which satisfies the condition in Theorem 5.4. To prevent
consensus, the attacker needs to attack ejs (min-cut edge of G) at all times, since it is

the only edge which, if attacked, will make the graph disconnected.

We then compare two cases:

a) the attacker attacks ejs for both steps [ = 1,2, and

b) the attacker does not attack at [ = 1 and attacks two edges at [ = 2.

Suppose that the attacker attacks ep3 and e34 in Case b) at [ = 2, since agent 3 has the

furthest state from other agents at the initial time.

Now, in Case a): U,? = 211 + 212 = 231.5 4+ 165.72 = 397.22, whereas in Case b):
U,? =211+ 212 = 220.5+179.16 = 399.66. Note that Case b) is better in this example,
implying that even with b = 0 the attacker may not attack the same edges at all times.
From this example, we see how the graph structure affects the consensus by affecting the

strategy of one game.
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As the last result of the section, we state that for a special case with the complete
graph under b = 0 and h = 1, i.e., a single-step game without rolling horizon, the

condition in Theorem 5.4 is also sufficient.

Proposition 5.7. Suppose that b = 0 and h = 1. In the complete graph G, a sufficient

e . —A
condition for consensus not to happen is p» /3~ >n — 1.

We remark that it is possible to extend this result on the complete graph to more
general class of graphs, however distribution of initial states of agents becomes important,
since from the utility functions the attacker will want to separate agent with farthest
states. In the complete graph case, the attacker is always able to isolate the farthest

agents by attacking (n — 1) edges.

5.6 Clustering analysis

In this section, we derive some results on the number of formed clusters of agents
at infinite time. From Proposition 5.6, the result implies the simple case where if the
attacker has enough energy such that p /BA > |€|, then the attacker can attack all the
edges of the underlying topology G so that the number of clusters is n (i.e., all the agents

are separated).

The next result discusses a relation between the attacker’s cost and energy recharge
rate with the maximum number of clusters that the attacker may create through jam-

ming. In the subsequent results of this section, we suppose that b = 0.

We first define a vector which characterizes the maximum number of clusters of G,
given the parameters p® and BA. Specifically, we define a vector © € RI¢| with elements
©; := maxjeaj—; n(V, € \ &), with m(V, € \ £2) being the number of agent groups of
(V,E\ EM).

Proposition 5.8. An upper bound on the number of formed clusters at infinite time is
O, , =4, .

/8"

In Proposition 5.8, we use the information of the graph structure to obtain the vector
©. We remark that if the graph structure G is not known, then the number of clusters at
. . . .. —A ..
infinite time is in general upper bounded by |p*/8" | + 1. This is because the attacker

. . —A .
can attack continuously at all time at most [p*/8" | number of edges, and in the most

vulnerable graph with A\ = 1, i.e., tree graphs, any attacked edge will result in a new

group.
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We illustrate the results in Proposition 5.8 by looking at the graph in Fig. 5.3 from
the last section. Specifically, the vector © is © = [2,2,3,4]T, whereas the values of
LpA/EAJ + 1 are 2, 3, 4, 5 for ,()A/BA =1, 2, 3, and 4, respectively. Note that for any
value of p? /BA, inequality GLPA B < |pA /BAJ + 1 is always satisfied, indicating that
knowing the graph structure helps to better estimate the upper bound of the number of

clusters.

We continue by addressing a special case where all the agents in the network are

connected with each other.

Lemma 5.9. In the complete graph G, the attacker cannot divide the agents into more

than

1+ Z_: min{l,{fA 20 . J} (5.12)

number of clusters.

5.7 Equilibrium characterization

In this game the strategy choices are all finite in form of edges attacked and recov-
ered. Here, we characterize the equilibrium/optimal strategies of the players in certain
situations for the case where the players’ horizon length is 1 so that they myopically

update their strategies every time step.

In this section, we state some results when a = 0, i.e., when the players do not
consider the agents’ states but agent-group index in determining their strategies so that
the defender (resp., attacker) has higher (resp., lower) utility when more agents belong
to the same group. Similar to the analysis in Chapter 3, here we explore some possible
optimal strategy candidates for the players in a game. However, since a game consists
of several steps in this formulation, the subgame perfect equilibrium is more involved to

characterize, compared to the case of a game consisting of one step as in Chapter 3.

In the /th step of each game, there are three possibilities in function ¢(-) as shown in
Table 5.1 (Cases 1, 2, and 3). From this table, we characterize the optimal strategies of

both players in each case:

e Case 1: When ¢(G) = ¢(GP), the attacker’s utility in one time step is ¢(G), which
implies that the attacker should not attack any edge either with normal signals
or strong signals, with the utilities of both players equal to zero. The players’

strategies in this case are called Combined Strategy 1.
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Table 5.1: Possible cases of attack and recovery actions

Case c(G;) c(9)
L | @) =c(9) | elG) = clgi)
2 | c(gf) <c(9) | (@) = clGi)
3| elGy) <cl9) | (@) > e(Gy)

e Case 2: When ¢(GP) = ¢(Gi), the defender does not recover any attacked edge,
whereas the attacker should attack some edges either with strong or normal signals.

The players’ strategies in this case are classified as Combined Strategy 2.

e Case 3: Here both players will attack/recover nonzero number of edges. In par-
ticular, the attacker will attack with normal signals and potentially with strong

signals. The players’ strategies here are called Combined Strategy 3.

We will then discuss the equilibrium for this game in Proposition 5.10 below. For
simplicity, we only consider the case when h = 1. The case of h > 1 can be examined

based on the characterization here for h = 1.
Proposition 5.10. The optimal strategies for the players with h = 1 satisfy the follow-
ing:

1. Combined Strategy 1 if BZA + A > kA 4+ oA - DT,

2. Otherwise,

(a) Combined Strategy 2 if

1. BZD + B8P > kP + pP(1 - 1T, or
A

ii. AP+ 6P < kP4 pP (1 —1)T and UP(| (2 +pA(1—1)T -5} /B"],0,0) =
—A
MAXZA o oD U,?(Sk,gﬁ,&?),

(b) Combined Strategy 3 if BID + B8P < kP 4+ pP(1 — DT and U,f({(HA +pr( -
~ —A <A
1)T_ /BZA)//B J7®7®) # manA £A gD U]?(gkﬂgl?ﬂgl?)'
koK “k

We remark that the result in Proposition 5.10 also holds for a more general class of
agent-group indices other than the one defined in (4.7). Specifically, it holds for those
that belong to the class given by

C:={¢:2V %28 S R:&(V,EUE)) >&(V,E)),E & C&Y. (5.13)

The condition &((V,€ UE")) > &((V,€)) implies that not attacking/recovering results in

the least value of the attacker/defender, respectively. This condition is necessary for en-
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Figure 5.4 Agent states with a = 0.1 and b= 0.9
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Figure 5.5 Agent states with a = 0.9 and b = 0.1

suring the equilibrium as in Proposition 5.10 since otherwise Combined Strategies 1 and 2

will be optimal in more cases, regardless of the energy condition of the players.

In general, since the cases discussed above are for one step only, for longer h > 1
the optimal strategies will take form of a set of combined strategies. For example, if
h = 3, the sequence of optimal strategies may be {Combined Strategy 1, Combined
Strategy 2, Combined Strategy 2}. On the other hand, for a > 0, the condition in
Proposition 5.10 becomes more complicated to characterize since attacking more edges

does not necessarily result in the highest possible utility.

5.8 Simulation results

5.8.1 Consensus and clustering across parameters

Here we show how the consensus varies across different weights of the utility functions

and the initial states.

5.8.1.1 Varying weights a and b

We consider the 4-agents line/path graph 1-2-3-4 with initial states zo = [1,0.75,0.75, —1]T.
The parameters are % = P =1, h = BA =2 Kk =p» =26, pP =0.3, and kP = 0.8,
which satisfy the necessary condition in Proposition 5.3. With b = 1 — a, Figs. 5.4 and
5.5 show the agent states with small a (at a = 0.1) and large a (at a = 0.9), respectively.
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Figure 5.6 Attacked and recovered edges with a = 0.1 and b = 0.9
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Figure 5.7 Attacked and recovered edges with a = 0.9 and b = 0.1

Figs. 5.6 and 5.7 illustrate the status of the edges in Q,? over discrete time k. There,
no line in the corresponding edge implies that the edge is strongly attacked; likewise,
dashed red lines: normally attacked, dashed black lines: recovered, and solid black lines:

not attacked.

We observe that for small a, the attacker more often divides the agents into more
groups, indicated by more dashed red lines in Fig. 5.6. As a result, the attacker fails to
prevent consensus among the agents (Fig. 5.4), despite the condition in Proposition 5.3
being satisfied. On the other hand, with large a, the attacker is more focused to make
the difference among agents’ states larger while separating the agents into fewer groups
compared to the case with small a. These features can be seen in Fig. 5.7, where there

are no black lines in the edge es4, and thus no consensus among the agents in Fig. 5.5.

We next present a comparison in the optimal state difference z (?,j*, EAx EP*) and
agent-group index c(g,?) across different @ and b = 1 — a in Fig. 5.8. We observe that
with larger a, the attacker successfully prevents consensus among agents (shown with
larger value of zx) at time & = 20. On the other hand, with smaller a (corresponding
to larger b), the attacker obtains higher C(Q,?) at the cost of low zp, implying that the
attacker fails to prevent consensus. It is interesting that the values of z; and > c(GP)
remain almost constant for some different a, implying that there is a critical value of
weights a and b that determine the consensus and the number of clusters at infinite time;

in this case, the critical value of a is located in 0.4 < a < 0.5.
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Figure 5.8 Comparison of zj and — " ¢(GP) (k = 20) versus a

Figure 5.9 Graph used for simulation in Section 5.8.1.2

5.8.1.2 Varying initial states x

We also observe how the initial states zq affect the agent-group index of the agents.
We consider the graph shown in Fig. 5.9, which consists of 10 agents. All parameters other
than the initial states are set to be the same and satisfy the conditions in Proposition 5.3.
Specifically, we set 84 = gP = 1,BA =2 kA =pr=21,kP=pP =07, anda=1-b=
0.9. The state trajectories of the agents with varying xg are shown in Figs. 5.10-5.12.

Here we consider three cases of initial states xg:

1. zo=[1,0.9,0.8,0.4,0.44,0.35,0.48,0.2,0.19, 0.28] T,
2. o =[1,0.9,0.8,0.4,0.44,0.35,0.48, —0.5, —0.1, —0.2] T,

3. 20 = [0.6,0.5,0.8,0.4,0.44, 0.35, 0.48, 0.58, 0.8, 0.75]T .

Note that in Case (1), agents 1-3 have closer initial states and are far from the other
agents. Similarly, in Case (2), agents 8-10 have initial states that are different from the
other agents. However, in Case (3), agent states are distributed approximately evenly in

the range [0.35,0.8] so that it is hard for the attacker to divide them into clusters.

From Fig. 5.10, we can see that in Case (1), agents 1-3, which have weak connection
to other agents (only connected by one edge), are grouped together and converge to
the same state. This occurs by attacking the edge connecting agents 3 and 5. On the
other hand, in Fig. 5.11 for Case (2), agents 8-10 are separated from the others because
the edge connecting agents 5 and 8 is attacked continuously. Clearly, in Cases (1) and
(2) it is easier for the attacker to separate agents since their initial states form clusters

matching the network topology.
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In Case (3), however, the initial state values do not exhibit such properties and as
a result, the states converge towards the same value as shown in Fig. 5.12. In this
simulation, the attacker is not able to effectively attack certain edges at all times; as
a consequence, the agents are not divided into clusters and thus consensus happens.
The attacker may be able to prevent consensus with higher weight a, as discussed in

Section 5.8.1.1 above.

For obtaining Figs. 5.10-5.12, we solve combinatorial optimization problems to find
optimal strategies of the players. We remark that the computational complexity of this
problem depends on the number of edges £ of G. We have reduced the complexity
by disregarding some combinations of edges that are clearly not optimal; for example,
attacking only the edge connecting agents 4 and 7 does not disconnect the graph, and

thus cannot be the best move for the attacker.
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Figure 5.13 Number of clusters at & = 50 with b = 0. The underlying graphs used are
those with 5 agents with maximum 10 edges.

5.8.1.3 Varying energy and cost parameters

We continue by discussing the effect of the attacker’s recharge rate p® and unit costs
of attacks A and BA on the consensus and cluster forming. Recall that in the theoretical
results in Sections 5.5 and 5.6, the ratios of p* to BA and p* to B* are used to derive
the necessary conditions and sufficient conditions for preventing consensus as well as the

upper bound of the number of clusters formed at infinite time.

Assuming that b = 0, the number of clusters is dictated by ,oA/BA as discussed
in Proposition 5.8. We show the number of clusters over different topologies of the
underlying graph G in Fig. 5.13. We consider networks with n = 5, with the edges
positioned to yield the most connected topology, i.e., maximum A, given the same number
of edges |€|. Note that, with n = 5, there are at most n(n — 1)/2 = 10 number of edges
in the underlying graph G (which happens for the complete graph G). We observe that
with p /EA > |€], the agents are divided into 5 clusters (all agents are separated) as
shown in the upper left area of the figure indicated by “5” as derived in Proposition 5.6
whereas in the lower right area indicated by “1” the agents converge to the same cluster.
It is clear that in a more connected graph, the agents are more likely to converge to a

fewer number of clusters.

5.8.2 Players’ performance under varying horizon length and game

period

In this subsection, we evaluate the players’ performance under varying horizon length
h and game period T. To evaluate the performance of the players, we introduce the
applied utilities U,? = azk(g?*,gﬁ*,g,?*) — be(GP*) and U,? = —azk(ff*,g,?*,&?*) +
be(GP*), with GP* = (W, ((€\ (EQ* UEA*))UEDP*). These are elements of utility functions

UkA and U,? corresponding to the lth step, [ = k mod T + 1, of the game with index
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Figure 5.14 ", U in the path graph (solid lines) and the complete graph (dashed lines) for
varying value of h

Table 5.2: Difference in the optimal actions and the resulting utilities in the path graph
G between h=2 and h =3

—Ax 19 A
Initial states T ’250 }‘L e SZ‘O }[L]k: 3
[0.824, —0.798, —0.413]" 2 2 37.74
[—0.983, 0.649, 0.535]" 2 2 39.89
[—0.787, —0.786, —0.265]T 2 1 28.41 | 30.00
[0.624, 0.629, —0.821]T 2 1 37.92 | 43.45

. . SAx "
I = |k/T] + 1, where the obtained strategies (5(l_1)T+1_1,88_1)T+z_1,S(I?jl)TH_l) =
(?ﬁz*,flAz*,Sl%*) are applied. Since U,? = —U,? , having higher applied utility for the

attacker implies lower applied utility for the defender. Note that the values of A and T

are uniform among the players.

In this subsection, we consider the weight a;; = @, @ < 1/n in (2.4) which implies
that different agents have different convergence speeds depending on the number of their
neighbors. Furthermore, we consider various initial states xg for the agents in order to
more accurately evaluate the attacker’s performance and the pattern of applied utilities
U, ,?. We use up to 1000 randomly generated initial states in this simulation for each
agent ranging from —1 to 1. Throughout this subsection, we use parameters n = 3,

A =11, k=78 =288 = 1.

5.8.2.1 Varying horizon length

We now consider the case of varying value of horizon length A when the network is
a path graph and a complete graph. Note that the value of A is still uniform among
the attacker and the defender. The evolutions of the attacker’s applied utility (A],? with
varying h (with 7' = 1 for every h) are shown in Fig. 5.14, where in the figure the applied
utility for h = 2 and h = 3 in the path graph is almost identical.

Since the path graph is the least connected graph, the attacker will be able to make

multiple groups of agents relatively easily compared to more connected graphs. As a
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Figure 5.15 )~ U in the path graph (solid lines) and the complete graph (dashed lines) for
varying T'. The applied utility for h = 1 and h = 2 in the path graph is almost identical.

result, the attacker may not need to have a very long horizon length h to improve its
utility since it does not need to save energy as much compared to the case of the complete
graph. This is shown with the overlapping red and yellow solid lines in the Fig. 5.14,
implying that the horizon length h = 3 is already as good as the case of h = 2. On the
other hand, the blue solid line is far below the red and the yellow ones, implying that

having h being too short can result in a worse utility for the attacker over time.

The differences of the attacker’s strategies for some notable cases in the path graph
G between h = 2 and h = 3 are shown in Table 5.2. Here, we see the difference in
the optimal actions between the attacker with h = 2 and A = 3 in the path graph G
even though the plots of applied utilities in Fig. 5.14 are very similar. We observe that
when the initial states of some agents are sufficiently close, the attacker with h = 2
keeps attacking both edges at k& = 0, whereas the attacker with h = 3 chooses to save
its energy by attacking fewer edges. At k = 19 the attacker with h = 3 obtains higher
applied utility, indicating that it is able to better use its energy than the attacker with
h = 2 by attacking later.

On the other hand, since the complete graph is the most connected graph, here
the attacker will need more energy to disconnect the graph and obtain some utility.
Consequently, even with longer h, the difference of ZU ,? is smaller compared to the
path graph case. The difference between the red and the yellow dashed lines is clearer
however, suggesting that the attacker still benefits by having h = 3 (compared to the very
little difference in the path graph case). The attacker’s different behavior for the path
graph and the complete graph G suggests that in a less connected graph, the effectiveness
of longer h may saturate from a lower value compared to the one in a more connected

graph G, given the attacker’s energy parameters.

In general, we observe that having a longer A may result in a better applied utility
for the attacker over time due to its role as a leader of the game, i.e., the attacker
moves first and is able to choose its strategy that minimizes the defender’s best response.

Additionally, there is also a clear pattern on when » U, ,? increases; this implies that the
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Table 5.3: Average total number of edges attacked in the path graph G

hlT an:() [€x*| (Normal) an:o |52*| (Strong)
k=9 k=19 k=9 k=19
1 7 16 5 6
1 0 0 8 13.959
0 0 7.993 13.971
312 0 0 8 13.970
312970 4.970 7.003 11.015

variation of initial states may not affect the attacker’s optimal strategy, except in some

cases as explained above.

5.8.2.2 Varying game period

We then continue by simulating the case of varying value of game period T' (value of
h is set to be h = 3 for both players so that the assumption 7' < h is always satisfied).
The average value of > U ,? over time is shown in Fig. 5.15, where in general, the attacker
with shorter game period T has higher applied utility especially at later time for both
the path graph and the complete graph G.

The attacker with shorter T will be more adaptive to the changes of the agents’ and
players’ conditions. In the context of this game, the attacker with shorter T may delay
the attack further to maximize its utility later. This in turn increases the attacker’s
utility at later time, similar to the case of longer h discussed above. Note that the yellow
dashed and solid lines are the same as the yellow lines in Fig. 5.14, and we observe
that the green and the purple lines do not differ as much as the red and the blue lines
in Fig. 5.14, indicating that for the attacker, having a large value of T' may not be as

disadvantageous as having short h.

Table 5.3 shows the average number of edges attacked by normal and strong jamming
signals given different values of h and 7. It is interesting to note that for h > T, the
attacker never attacks any edge with normal signals, indicating that it prefers to save
its energy to use it later for more powerful attacks. Consequently, the number of edges
attacked strongly with A > T becomes more than those in the case of h = T, which
results in the larger applied utilities as described above. We can also observe that in the
case of h = 3 and T = 1, the attacker is able to strongly attack more edges than the
other cases in Table 5.3 in average at kK = 19, even though at k = 9 it attacks slightly
fewer edges than the case of closer values of h and T'. This suggests that the attacker

tends to save its energy more in the case of larger value of h and smaller 7.
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5.9 Chapter summary

In this chapter, we have formulated a two-player game in a cluster forming of resilient
multiagent systems played over time. The players consider the impact of their actions on
future communication topology and agent states, and adjust their strategies according
to a rolling horizon approach. Necessary conditions and sufficient conditions for forming
clusters among agents have been derived. We have discussed the effect of the weights
of the utility functions and different initial states on cluster forming, and evaluated the

effects of varying horizon length and game period on the players’ performance.

We note that it is not straightforward to state the theoretical results of the defender’s
energy parameters, since the attacker is the first-mover of the game. However, we derive
some important results that are needed to derive the necessary conditions and sufficient
conditions which are based on the attacker’s energy parameters. For example, the nec-
essary conditions and the sufficient conditions in this chapter are based on the results
on the defender’s optimal strategies which state that the defender will always recover on

the last step of the game, e.g., Lemma 5.3.

5.10 Appendix

5.10.1 Proof of Lemma 5.1

We first look at the last (hth) step of the Ith game. Since the game consists of a
horizon of h steps, the last step of the game corresponds to the last decision-making
point, in which the players’ strategies cannot influence the decision already made in the
previous steps of the same game. Hence, in the last step of the [th game the players do

not save their energy by attacking/recovering less edges.

From the defender’s energy constraint (5.2), it is clear that at any time k, the set of
. D) < APPEot PR
edges that the defender recovers is bounded as |£| < 5" . Thus, at the
hth step, recovered edges satisfy |ED,| < |ED/] with |ED/] := min{|(xP + pP((l — 1)T +
h=1) = (BP + B1-1))/8 ). 101}

Depending on which edges are normally attacked, the defender may not recover the
maximum number |51D,;] of edges. If the defender’s optimal strategy given normally
attacked edges Eleh is not to recover |Sl]?}:| number of edges, i.e., recover less, then the
defender will be able to obtain more utility Ul]?h(éfh,gf}h,gl]?h) > Ul]?h(th,gf}h,fl]?,{).
However, under (5.10) with a = h the defender has sufficiently high energy, and thus the
utility becomes Ull?h (Eﬁh, Sﬁh, Sl]?h) > Ul]?h(gﬁh, Eﬁh, Ef}h) =U, l],)h (?ﬁh, 0,0). It then follows
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that as long as the defender has enough energy, it will recover all optimal edges attacked

normally at the hth step, i.e., EZD}:‘ = glA,:‘

Next, we investigate the effect of this property on the earlier steps of the I[th game.
Since the defender’s strategy at the hth step is not affected by its strategy at the previous
(i.e., (h — 1)th) step when &P + pP((I = )T +h —1) — (BP + 5P_,) > BP|&|, here the
defender does not need to recover fewer edges at the (h — 1)th step to save energy; this

is because it already has enough energy to recover th* at the hth step.

Now, we derive that if k2 + pP((I — 1)T + h — 2)— (8P + 8P ,) > 26P|&| at the
(h—1)th step, then the defender will also recover Sl]?,:‘_l = El‘j",f_l. To recover all attacked
edges at steps [ > ?, it is then sufficient that the defender’s energy satisfies (5.10) so that
kP +pP (11T +1—1) > P —1—/3’%3_1 + BP|€&|, i.e., the worst-case scenario of the energy

constraint (5.2) when the defender recovers all edges, is always satisfied when [ > l.

5.10.2 Proof of Lemma 5.2

It follows from Lemma 5.1 that in a game with index I’ where (5.10) is satisfied for
| = 1, the defender always recovers edges that are attacked normally in the 1st step, i.e.,
5}21 # 0 if EZ,AJ # (). We then investigate in which game inequality (5.10) is satisfied for
I = 1. Since the defender gains pP every time k, if EP = @ for any k € {0,..., (I'-1)T—1},
then (5.10) at the first step of the I"th game can be written as ”Dﬂ'l;# < h|&|. With
kP = pP as a worst-case scenario, the left-hand side becomes w

obtain " > [}%# +1].

, and we then

Note that the above fact holds when the defender does not recover any edge for any
ke{(-1){l"-1T,...,5(I' = 1)T — 1},j € N. If the defender recovers one or more
attacked edges at any k € {0,..., ('’ = 1)T — 1}, then the above result may not hold,
i.e., the defender may not be able to recover all 511,*. However, it follows that during time
ke{(j—1)"-1T,...,j(I' = 1)T — 1}, either 1) the defender recovers nonzero edges

(ED #0), or 2) the attacker attacks no edges with normal signals (£ = ()) at least once.

5.10.3 Proof of Proposition 5.3

We note that, without any recovery from the defender (5,]3 = (), the attacker must
attack at least A number of edges with normal signals at any time k to make g,? dis-
connected. If the attacker attacks A edges with normal jamming signals at all times, the
energy constraint (5.1) becomes (84X — p)k < k. Thus, the condition p*/#* > X has
to be satisfied for all k.
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5.10.4 Proof of Theorem 5.4

We prove by contrapositive; especially, we prove that consensus always happens if
P BN <A

We first suppose that the attacker attempts to attack A edges strongly at all times
to disconnect the graph Q,?. From (5.1), the energy constraint of the attacker at time
k becomes (BA)\ — pM)k < kA, This inequality is not satisfied for sufficiently large k if
pA/BA < A, since BA)\ — p® becomes positive and x? is finite. Therefore, the attacker
cannot attack A edges strongly at all times if p* /BA < A, and is forced to disconnect the

graph by attacking with normal jamming signals instead.

Next, by Lemma 5.2 above, we show that there exists an interval of time where the
defender always recovers if there are edges attacked normally, i.e., Sl],) # () is optimal

given that &) # (.

From the definitions in (5.4), (5.5), given that b = 0, we can see that the defender
obtains a higher utility if the agents are closer. This means that given a nonzero num-
ber of edges to recover (at time jiI'T" described above), the defender recovers the edges
connecting further agents. Specifically, for some i € N, for interval [jI'T, (j + i)I'T],
there is a time step where UP(EP = &) > UP(&:), with edges & connecting agents
with further states than agents connected by &. This fact implies that when recovering,
the defender always chooses the further disconnected agents. Since by communicat-
ing with the consensus protocol as in (2.3) the agents’ states are getting closer, the
defender will choose different edges to recover if the states of agents connected by re-
covered edges 5,? become close enough. Consequently, if p* /BA < A, then there exists
1 € N where the union of graphs, i.e., the graph having the union of the edges of each

graph (V,UJ((€\ (Eﬁ UER)) UEP)) over the time interval [j(I' — 1)T, (5 + i)(I' — 1)T7,
h|€|BP—p®
pPT

intervals [j(I' — 1)T, (j + i)(I' — 1)T] occur infinitely many times, since the defender’s

becomes a connected graph, where I = | + 1] as in Lemma 5.2 above. These

energy bound keeps increasing over time.

It is shown in [3] that with protocol (2.3), the agents achieve consensus in the time-
varying graph as long as the union of the graphs over bounded time intervals is a con-
nected graph. This implies that consensus is achieved if (V,[J((€\ (?ﬁ UEM))UED)) is
connected over [I}, 154+ 1,... 1 +j]. Thus, if p? /BA < A then consensus is achieved.

2771 3

5.10.5 Proof of Lemma 5.5

We first observe that in the hth step of the Ith game the attacker does not save their
energy by attacking fewer edges. Since z4(E,0, 0) > zl,h(gﬁh,gfh,é’l]’)h) and ¢((V,0)) >
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c((V, (E\ (?ﬁh UEAYUED))) are always satisfied for any edges ?ﬁh, ER,ED,, the function
U f} always has the highest value if the attacker strongly attacks all edges £. It then follows
that the attacker with enough energy, i.e., k* +p* ((I—=1)T+h—1) — (BZA+B£_1) > EA|€]

is satisfied, will choose to attack all edges with strong signals.

Similar to the proof in Lemma 5.1, inequalities 24 (&,0, 0) > Zl@(?fa, Ef}a, Sl]?a) and
c(V,0) > c(V,(E\ (?ﬁa U Sﬁa) U Sl]?a))) are always satisfied for any step a. Hence,
the attacker will choose to attack all edges with strong signals in any step a given
enough energy. This can be achieved if the attacker has high enough stored energy, i.e.,
(5.11) is satisfied, or if the attacker has high enough recharge rate, i.c., p* > BA\EL
These conditions enable the attacker to attack all edges strongly while still satisfying the

energy constraint (5.1) above for all steps.

5.10.6 Proof of Proposition 5.6

By Lemma 5.5, the attacker always strongly attacks all edges with strong signals
in a game at any step « given either sufficient recharge rate or sufficient stored energy
at the beginning of the game. Consequently, if the attacker’s recharge rate satisfies
oA /BA > |€], the attacker will attack €& with stronger jamming signals at all steps of all
games, separating every agent at all times. As a result, there are n clusters formed, and

hence, obviously, consensus is not reached.

5.10.7 Proof of Lemma 5.7

With h = 1, the attacker will spend all of its energy at the only step of the game.
With pA /BA > n — 1, the attacker is always able to disconnect the complete graph G.

In the complete graph G, every agent has the same degree and the same position,
implying that there is no agent that can be prioritized to be isolated by the attacker
(different from the example shown before). Then, with b = 0, the attacker is ensured
to separate the furthest agent. This implies that, at each game (and at each k), the

attacker will always attack the same edges, resulting in disconnected g,? at each time.

5.10.8 Proof of Lemma 5.8

The vector © consists of the maximum number of formed groups @(V, £ \ £2) given
the number of attacked edges as the element index. Since some edges need to be attacked
consistently in order to divide the agents into different clusters, the number of formed
clusters at infinite time is never more than the maximum number of groups at any time

k given the same number of strongly attacked edges.
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Recall that [ p*/ BAJ is the maximum achievable number of edges that can be strongly
attacked at all times. Given the known graph topology G, we then can imply that
©

LA BN gives the maximum number of clusters at infinite time.

5.10.9 Proof of Lemma 5.9

In the complete graph, every agent is connected to all other n — 1 agents. Thus n —1
edges must be attacked to have two clusters. Furthermore, to separate the agents into
three clusters, the attacker needs to attack at least n — 2 more edges, as all connected
agents are now connected to other n—2 agents. Based on the approach of Proposition 5.8,
we can derive © = [1,...,n—1,n]T, where the value of the (n — 1)th entry is 2, the value
of the ((n — 1) 4+ (n — 2))th entry is 3, and so on. The value of the LpA/BAJth entry
for the complete graph can be written as in (5.12) above, where the number of strongly
attacked edges p* /BA is divided by the sum of edge connectivities of the graphs after

the attack. This value determines the upper bound of the number of clusters.

5.10.10 Proof of Proposition 5.10

With a = 0, we observe that the defender always recovers from the optimal attack
at the last step given sufficient energy, which implies that it always recovers for h = 1 if
@D + B8P < kP 4+ pP((1 — 1)T) is satisfied. Similar to the defender, the attacker obtains
the least utility, i.e., zero, by not attacking for the case of h = 1. Therefore, the attacker
will attack at least one edge as long as it has enough energy to do so. We prove each

point of the proposition statement as below.

(1): We now suppose that BlA—i-BA > kA4 pA((1—1)T) (point (1) in the statement) is
satisfied, i.e., the attacker does not have enough energy to even attack one edge normally.
In this case, Combined Strategy 1 becomes optimal since there is no other choice, i.e.,
the attacker cannot attack even one edge with normal signals. In the rest of the proof,

we assume that G + 84 < k™ + pA((1 — 1)T) is satisfied.

(2a(2)): We now continue by providing the conditions for Combined Strategy 2.
Similarly to the attacker above, we observe that the defender cannot recover any edge
if BZD + B2 > kP + pP((l = 1)T), implying that c¢(G2) < ¢(G) and ¢(GP) = c(G2)
(corresponds to point (2a(i))).

(2a(i7)): We then suppose that BZD + B8P < kP + pP((1 — 1)T) is satisfied. It
then follows that given enough energy for the defender, the attacker needs to attack

nonzero number of edges with strong signals to satisfy c(g?) < ¢(G) and c(g,?) = c(g{j).

In order for Combined Strategy 2 to be optimal, the attacker then needs to attack
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edges strongly without attacking with normal signals at all, i.e., 8,? = (. Thus, BA
needs to be sufficiently low to make strong attack feasible. Specifically, U,f (g}?/, 0,0) =
A —=A A D . —=A/ - A A . . SA —A . . .
MAXgA o e Ui (&, E5EF), with |€, | = (k> + p™((I = 1)T) — B;*)/B ] indicating
the maximum number of edges the attacker attacks strongly. This corresponds to point
(2a(i7)).
L~ <A/

(2b): Consequently, if 8P + B2 < kP +pP((1—1)T) and UM (E},,0,0) # MAXZA oa oD

U ,? (2,1:, & ,?, SE) are true, then the attacker normally attacks nonzero number of edges and

the defender recovers nonzero number of edges, which imply that Combined Strategy 3

is optimal (point 2b).



Chapter 6

Players’ Performance, Consensus,
and Clustering with Non-uniform

Horizons

6.1 Introduction

Receding/rolling horizon control has been employed to deal with multiagent systems
with uncertainties and state constraints. It is used for achieving consensus of a linear
multiagent system [76]. It is also studied in noncooperative security game settings in |78,
where horizon lengths affect the resilience of the system. Rolling horizon approach has
also been followed to obtain better planning, e.g., in an agent with obstacle avoidance

constraints [79] and in a multivehicle competitive scenarios for self-driving cars [85].

In this chapter, we consider a security problem in a two-player game setting between
an attacker, who is motivated to disrupt the communication among agents by attacking
communication links, and a defender, who attempts to recover some of the attacked links.
This game is played repeatedly over discrete time where the players recalculate and may
change their strategies as time goes on, according to the rolling horizon approach. The

players’ utilities are determined by how agents are divided into clusters.

We formulate the problem based on [61], which use graph connectivity to characterize
the game and players’ strategies. Specifically, we address how clusters among agents
may form in this security game setting. In this chapter, we approach clustering from a
viewpoint based on a game-theoretic formulation. This approach can be related to the

concept of network effect /externality [81], where the utility of an agent in a certain cluster

93
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depends on how many other agents belong to that particular cluster. Such concepts have
been used to analyze grouping of agents on, e.g., social networks and computer networks,

as discussed in [86, 87].

Moreover, in comparison to our works in the previous chapters, our contributions in
this chapter can be stated as follows: (i) we consider the difference in the capabilities of
the players, represented by non-uniform values of horizon parameters, and (ii) we analyze
the consensus and clustering of agents under non-uniform horizons setting which impacts

how players allocate its resources.

Here we focus on evaluating the players’ performance given different computational
resources represented by horizon lengths (how long in the future the players can plan
their strategies) and game periods (how long the players apply the obtained strategies
without updating). As a consequence of these non-uniform horizons, the player with
shorter horizon length can no longer perfectly observe the opponent’s planned action in
the future time. Therefore, it is then possible that the player does not perfectly execute
the strategies planned before, since its strategy space depends on the opponent’s action.
This may result in a waste of the player’s limited resources since each attack/recovery
takes certain amount of resources. Similar energy allocation games in the context of cyber
security have been discussed in, e.g., [88-90]. This has also been studied in stochastic
setting in [91]. Related formulation of asymmetric information of the players is studied
in [92, 93|. While [34, 61] consider jamming in similar multiagent system settings, the
notion of wasted resources was not considered there. We discuss in this chapter that this

notion is particularly useful in energy allocation games.

The chapter is organized as follows. In Section 6.2, we describe the general problem
formulation of the attack-recovery sequence. We then specify the non-uniform horizon
length approach for games played over time in Section 6.3 and discuss some theoretical
results in Section 6.4. We then continue by discussing the formulations with non-uniform
game periods in Section 6.5. The simulation results on players’ performance is provided
in Section 6.6. In Section 6.7, we discuss how the non-uniform horizon parameters
affect consensus and clustering of agents. Numerical examples in these consensus and
clustering topic is provided in Section 6.8. We conclude the chapter in Section 6.9. Lastly,
in Section 6.10, we provide a brief discussion regarding the ongoing work of incomplete

games formulation.

In regard to the representations associated with players’ actions and parameters, we
put * and ’ to denote optimal strategies in some different aspects. On the other hand,

subscripts of some notations indicate time indices.

The content in this chapter regarding the players’ performance is published in a



6.2. Problem formulation 95

| game period T, )
[ | st game
I=1 ® e ¢ o O o o o |
- ® e o 06 O o]
attacker’s horizon h* |
I2nd game
[ — ® e o o O o o ol
=2 [ e o o O o]
defender’s horizon AP |
| 3rd game
=3 o e o o
. e o o
0 1T 2T

Figure 6.1 Illustration of the games played over discrete time k with rolling horizon
approach for the players, where the players have different horizon lengths h* and hP.

journal article [J2], which is a short extension of a conference article [C6]. On the other
hand, the discussion on clustering and consensus given non-uniform horizon is part of a

manuscript submitted for conference publication [O5].

6.2 Problem formulation

We explore a multiagent system of n agents communicating to each other in discrete
time in the face of jamming attacks. The network topology for the normal operation is
given by an undirected and connected graph G = (V, £). Each agent i has the scalar state
x; following the discrete consensus update rule at time k& € Ny (2.3)-(2.4) as explained

in Chapter 2 and also used in Chapter 5.

The attacker is capable to block the communication by jamming some targeted edges,
represented by the removal of edges in G. On the other hand, we suppose that there is a
defender that has the capability to maintain the communication among the agents, e.g.,
by asking agents to send even stronger communication signals to overcome the jamming

signals. These are represented by the action of rebuilding some of the attacked edges.

From this occurence of attacks and recoveries, we characterize the attack-recovery
process as a two-player game between the attacker and the defender in terms of the
communication among the agents of the network. In other words, we may say that the
graphs characterizing the networked system are resilient if the group of agents is able to
recover from the damages caused by the attacker. However, there may be cases where
the resiliency of the graph is reduced due to the stronger attack signals. In this chapter,
we consider the case where the attacker has two types of jamming signals in terms of
their strength, strong and normal. The defender is able to recover only the edges that

are attacked with normal strength. In the following subsections, we first describe the
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order of attack and recovery actions in one sequence and characterize some constraints

that we impose as well as the objective of the problem.

6.2.1 Attack-recovery sequence

In our setting, the players make their attack/recovery actions at every discrete time
k € Np. At time k, the players decide to attack/recover certain edges in the two stages,
with the attacker acting first, followed by the defender. Specifically, at time k the
attacker attacks G by deleting 5,? C & with normal jamming signals and Eﬁ C & with
strong jamming signals with 5,? N ?2 = (), whereas the defender recovers £P C & (note
that the defender may attempt to recover the edges that are either unattacked or attacked
strongly). Due to the attacks and then the recoveries at time k, the network changes
from G to G2 := (V, £\ (EAUEL)) and further to GP = (V, (E\ (EAUEL))U(EPNED)).
The agents then communicate to their neighbors at time k£ based on this resulting graph

op.

In this chapter, we formulate the game where the players attempt to choose the best
strategies in terms of edges attacked /recovered to maximize their own utility functions.
With [ € N, here the Ith game is defined over the horizon of h* and AP steps for the
attacker and the defender, respectively, and played every T steps of game period from
time (I — 1)T to (I — 1)T + max{h*, AP} — 1. Since the game period should be within
the horizon, we assume that 1 < 7 < min{h®, hP}. The players make decisions in a
rolling horizon fashion as explained more in Section 6.3; the optimal strategies obtained
at (I — 1)T for the future time may change when the players recalculate their strategies
at the future time {7. Figure 6.1 illustrates the discussed rolling horizon game over
time; the filled circles indicate the applied strategies and the empty circles indicate the

strategies of the game that are discarded.

When a player has a longer horizon length, it indicates that it has a better com-
putational ability relative to its opponent, since the computational burden is directly
related to the horizon length (explained in Section 6.3 later). It is expected that the
player with a longer horizon length can perform better in general. This topic on the re-
lationship between the ability of players to calculate several strategies in the future and
their performance is discussed, e.g., in chess, where better players search for a move more
extensively and deeply [94]. A related approach to calculate players’ optimal strategies

in such games is discussed in [95].
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6.2.2 Energy constraints

The actions of the attacker and the defender are affected by the constraints on the
energy availability, which is assumed in this chapter to increase linearly in time; further-
more, the energy consumed by the players is proportional to the number of the planned
attacked /recovered edges, as explained in Chapter 2, with initial energy k® and kP and
constant supply rates p® and pP for the attacker and the defender, respectively. For ex-
ample, this models devices which are able to supply energy wirelessly to obstruct /retain

communication signals between the agents.

Recall that the attacker has two types of jamming signals, strong and normal. Here,
= —A o
the strong attacks on 5? take 8~ > 0 energy per edge per unit time compared to the
. —A
normal attacks on £, which take 8% > 0 where 5 > 2. The total energy used by the

attacker is constrained as

k
—A =A
> (B & + BN ERD) < 6+ Mk (6.1)
m=0

for any time k, where x* > p» > 0. This energy constraint restricts and upper bounds

the number of edges that the attacker can attack.

The energy constraint of the defender, which is similar to (6.1), is given by

k
> BRIED] < 5P + pPk (6.2)
m=0
with kP > pP > 0, BP > 0. Recall that the defender can recover only the edges in 5,?
under normal jamming attacks. With E,? C &, it is possible that the defender wastes
its resources by recovering the strongly attacked edges, for example. The effect of the
energy usage of the players, especially the defender, on the networks is discussed later in

this chapter. These constraints can also be illustrated by Fig. 5.2 in Chapter 5.

6.2.3 Agents clustering

By attacking, the attacker makes the graph disconnected and separates the agents into
clusters (i.e., sets of agents). We introduce a few notions related to grouping/clustering
of agents. For a given subgraph G’ = (V,&’) where & C &, we say that the agents are
grouped into 7(G’") number of groups, if the sets of agents V|, V5, ..., V%(g/) C VY satisfy
TRCA)

a=1

eij ¢ E forie V), jeV,.

V), =V and V, NV, = 0 if a # b. There is no edge connecting different groups, i.e.,
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Here, we also use the notion of agent-group index as previously explained in Chap-

ter 4, which is given by
n(g’)
(@)=Y Val> = V1% (4.7)
a=1

Note that ¢(G’') is always negative when G’ is disconnected, whereas ¢(G') = 0 if G’

remains connected.

The attacker and the defender’s utility functions of the Ith game (Ith decision-making
opportunity), [ € N, starting at time k = (I — 1)T, take account of the agent-group index
¢(-) over time horizons h*, AP > 1 from time (I — 1)T to (I — 1)T + max{h® hP} — 1.
Specifically, the utility functions at the [th game are defined by

(I-1)T+hA -1

U= Y —cGp) (6.3)

k=(1-1)T
(I-1)T+hP-1

UP = > elGy). (6.4)

k=(1—-1)T

With the rolling horizon approach, the players will be able to manage the usage of
their energy better. The player with a longer horizon length is expected to use their

energy more efficiently, and thus obtain a higher utility over time.

6.3 Game structure with non-uniform rolling horizon lengths

We are interested in finding the subgame perfect equilibrium of this game. To find
the equilibrium, the game is divided into some subgames/decision-making points. The
subgame perfect equilibrium must be an equilibrium in every subgame. The optimal
strategy of each player is obtained by using a backward induction approach, i.e., by
finding the equilibrium from the smallest subgames. The tie-break condition happens
when the players’ strategies result in the same utility. In this case, we suppose that the
players choose to save their energy by attacking/recovering less edges; otherwise, i.e.,
they have enough energy to attack/recover all edges in every subsequent steps, then they

will attack/recover more edges, given the same resulting utility.

In this chapter we consider the situation where the attacker and the defender have
different horizon lengths denoted by h* and AP, respectively. The difference in the

horizon lengths corresponds to the different ability of the players to solve the game.

Due to the nature of the rolling horizon approach, the strategies obtained for the [th
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Figure 6.2 Extensive-form game for h* = 3 and hP = 2.

game, i.e., attacked and recovered edges, are applied only from time (I—1)7 to [T —1 with
T < min{h®, hP}. Note that T is set to be the same for the players. The players’ strate-
gies at the [th game are specified as ((€l LED 1 511?1), (El AD, 5l o &), P.o)s (El w15 €} hD+1)’
L& s Ef hA))ith > hP, and((é’“,gll,é'l’l), LED s € hA,el o)y Eai1s -+ Epp)
if hA < hP, with El a €l . SD indicating the strategies at the ath step of the Ith game,
a € N. Note that here we show the strategies with two subscripts representing the game
and the step indices along the time axis. If h* > hP, only the attacker formulates its
strategies after hPth step. Similarly, if A* < AP, only the defender formulates its strate-
gies after hth step. In the case of h* = hP, both players obtain their strategies until

—A —=A
(hA hP)th step, denoted by ((5171,5’&,5&), e (Sl,hA,thA,Sl]?hA)).

However, since the game is played in a rolling horizon fashion, only ((?ﬁl, EZAI, Sﬁ), e
(?ﬁT, ERn,ERL)) is applied (recall that h* and hP are taken to be greater than or equal

to T'). Here the strategies applied can be written in single subscripts of time indices as

A FA A
((5(1—1)T75(1?71)T’521371)T)7"-a(ng—lang 1 E-1) = ((5l1351175]?1)""v(gl,T’g;}T7gll?T))'

We assume that the values of h* and AP are known to both players. Note that this game

is not necessarily zero-sum.

In what follows, we provide an example of a small scale to detail how the optimal
edges can be obtained in our game setting. To this end, suppose that h* = 3 and AP = 2.
The optimal strategies ((gﬁl , Sl 1 ,5 ), (El 2y ER 5 ,5 ), (fﬁ;, 5&*)) of the players at the
game with index [ are obtained backward in time (from Step o = 3 to Step a = 1) and

is given by:

e Step 3:
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A * *
(E13 (Sl%),gﬁ)) (Sl%)) c afl% max Ul%(gl% ) (6.5)
(gl,:&:glj,%)
where 5,1?3* (Efg, 511},) € arg max —Ufg, (6.6)
5}?3
e Step 2:
5,7]32*(??2,5’{}2) € arg max Uz],)za (6.7)
Sll?z
o Ax * *
(€2 (ED). &5 (D)) € arg max USS(ED), (6.8)
(Sl,Qv‘Sﬁz)
e Step 1:
Ds oA oA DA oA/
&1 (€1,800) € argéana,x Uy (€12,€03) (6.9)
1,1
—A/ / *
where (£,5(€]), &% (ED)) € argmax —U%(E15), (6.10)
(gl,nglyg)

o Ax * *

(EH ,5{}1 ) € ai% max U,?(Sl]’jl ), (6.11)
(817178;?1)
I-1)T+h? -1 1-1)T+hP -1 .

where Ul{\a = l(&.:(l)il)TJrail —c(GP) (resp., Ull?a = éz(lllﬂuﬂkl c(GP)) is defined as

parts of UkA (resp., U,?) calculated from the ath step to the h*th (resp., hPth) step of
the Ith game.

Once again, these optimization problems are solved backward from the max{hA, hD} =
3rd step of the [th game. Note that to find (?ﬁf,gﬁ*) in (6.11), one needs to obtain
(é’lPl* (gfl,glf“l)) in (6.9) beforehand. Likewise, to find (gl,Dl* (Eﬁl,é’f‘l)) in (6.9), one needs
to obtain (?ﬁ; (511?1), ng'é* (El]?l)) in (6.8), and so on. Also, note that while 511?3* is not part
of the defender’s strategy, it is still needed for the attacker to obtain (Eﬁ; , ELA:,)*) in (6.5).
Therefore, outside the defender’s ability characterized by its horizon length hP, here we
suppose that the attacker utilizes the strategy that emulates the defender’s best response
with a longer horizon, i.e., from part of utility functions —U, ,? (which is not equal to U ID

due to the horizon inadequacy).

In the steps with index a < hP, the defender assumes that the attacker’s optimal
edges, e.g., in (6.10), are based on the defender’s utility function, which consists of
hP < hA steps only. Also, in this game the defender’s optimal strategies, e.g., in (6.9),
are based on the defender’s perception of the attacker’s optimal strategies, i.e., (E%, 5{}2’ ),
since the defender is not able to foresee the attacker’s strategy beyond AP. For the

attacker, since it is able to compute the optimal strategy for the defender as well (due
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to longer k™), the attacker’s strategies in the steps with index o < kP, e.g., (6.8) and
(6.11), are based on the defender’s optimal edges EP*.

In this setting, since the defender’s strategy depends on the attacker’s strategy as
well, i.e., the defender can only recover edges attacked normally, it is possible that the
defender cannot apply its strategy when the attacker changes its own strategy. In this

case, the defender will apply the strategy only on the edges that can be recovered.

The decision-making process of the players in this example is illustrated in the game
tree in Figure 6.2, where the blue line indicates the equilibrium path. i.e., the strategy
taken by the player following backward induction, if h* = hP = 3. The green line
indicates the equilibrium path if h* = AP = 2 and the magenta line indicates the
equilibrium path if h* = 3,hP = 2. The vertical dashed lines denote the different
steps of the game, whereas the dashed red line denotes boundary (min{2,3}) of different
players’ horizon lengths. The optimization beyond this boundary is done by only the
player with a longer horizon (in this case the attacker). In step 2, the attacker assumes
that ELDQ* comes from utility over h* = 3. The case where h* < AP can be similarly

described. These optimization problems are solved by the players at every game period
T.

It is clear that with a longer T, the players play this game less often and apply
their obtained strategies for more time steps. Note that with T = min{h*, hP}, the
player with a shorter horizon length does not change its strategies at all, thus effectively
removing the rolling horizon aspect of the player. In this game, we will find the optimal
strategies of the players by computing all possible combinations, since the choices of

edges are finite.

From the optimization problems in (6.6)—(6.11) above, the player with a shorter
horizon length hghort € {hA, hD} examines at most 3|g|2|g|hsh0rt number of combinations
for utility evaluations, since the player has to foresee the opponent’s response as well.
Note that the attacker has three possible actions on an edge: no attack, attack with
normal signals, and attack with strong signals. On the other hand, the player with a
longer horizon length hiong € {h*, hP} examines at most (3/€12/€1) (Riong — henort) + (311 +

3l€121€h Riong combinations.

In this section, we have explained the problem setting where it is assumed that
the players may not have the same computational ability represented by the different
values of horizon lengths h* and hP. Without the assumption of the horizon length
discrepancy, the most related results are given in Chapter 5 where the players have
the same ability to compute their strategies, represented by h* = hP = h. There, we

do not discuss the effect of the horizons on the players’ performance; we instead focus



Chapter 6. Players’ Performance, Consensus, and Clustering with Non-uniform
102 Horizons

more on the necessary and sufficient condition of agents clustering at infinite time, given
the consensus dynamics. Other related papers include [61] which considers the one-
shot attack-recovery games. This formulation is the extension of Chapter 3 where the
repeated attack-recovery games without rolling horizon approach in continuous time is
considered. Specifically, the timings for launching attack/defense actions are also part

of the decision variables.

6.4 Players’ performance with non-uniform horizon lengths

The utility functions defined in (6.3) and (6.4) are considered for deriving the best
strategies for the players. As explained in Section 2.1 above, the last several actions for
the players may be discarded from the obtained strategies and replaced by a new set of
actions calculated in the next game. As a consequence, the resulting values of the agent-
group index at time k is given by ¢(GP*), with GP* = (V, ((€\ (?ﬁ*usﬁ*))u(e,?*mé’,f*)).
We now characterize how the horizon lengths h* and hP affect the applied utilities
U,? = —c(GP*) and Uk,D := ¢(GP*). These are elements of the utility functions U/* and
U,? corresponding to the ath step, with @« = k£ mod T + 1, of the game with index
I = |k/T| + 1, where the obtained strategies (féil):mm_l, Eéjl) ED* ) =

1-1)T+a—1
A% GAx oDx : ( ) ¢
(5l,a751 v, &) are applied.

THa—1’

We first state a result implying that when the attacker has large enough energy
supply characterized by p®, the optimal strategies of both players do not depend on the
horizon lengths. Specifically, if p* /BA > |&|, then the attacker will attack all edges of
the underlying graph G at any time k, making the optimal strategies independent of A%
and hP.

The results afterwards illustrate the performance of the players for different h* and

hP in separate subsections assuming that

Pt < €. (6.12)

6.4.1 Attacker’s strategies with varying h*

To show the change of the attacker’s strategies, we consider certain scenarios where
the defender’s strategies are less reliant on the attacker’s action. Specifically, by assuming
certain values of pP and P, it is possible that the defender’s optimal strategies are always

to recover all 5,?.
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In this subsection, we further assume that
pP /B > €], (6.13)

implying that pP is large enough so that there is always recovery from normally attacked
edges at any step of the game. Furthermore, in Propositions 6.2 and 6.3 below, we

suppose for simplicity of obtaining theoretical assertions that
KA = ph, (6.14)

i.e., the attacker has the same amount of supplied energy at any k, including at k = 0.

We first state a lemma describing a property of a class of graphs under attacks,
where it is better for the attacker to attack as soon as it has the energy, rather than
saving it to attack more edges later. For the statement of the following results, let
¢(§) »= minjgr—¢ c((V, € \ £')) denote the smallest value of agent-group index given the
number of strongly attacked edges £(< n —1).

Lemma 6.1. Consider the case where the network topology G of the agents is given as
the star graph and the attacker attacks & number of edges with strong signals. Suppose
(6.12)(6.13) hold. Then, for time interval k, ke(¢) < ¢(k€) is always satisfied for any

k< (n—1)/%

In Lemma 6.1, we state that in the star graph attacking a few edges every time results
in a more negative agent-group index compared to saving energy and only attacking later.
For example, attacking one edge for k& = 1,2 results in a more negative c(GP) + ¢(GP)
over k = 2 interval than attacking two edges only for one time k = 2; (n—1)2+(n—1)2 <
n? + (n — 2)% from (4.7) is always satisfied (note that the value of agent-group index is

zero if there is no attack).

Proposition 6.2. Consider the case where the network topology G of the agents is given
by any tree graph. Suppose that (6.12)—(6.14) hold. Then, the value of ZZ:O Up does

not depend on h* or T, for any time k.

We continue by stating a result on the complete graph G, where in a low energy
situation characterized by small p? /BA, the attacker with longer h* always has better
utility.

Proposition 6.3. Consider the complete graph G. If (6.12)—(6.14) and pA/BA < (n—
2)/T are satisfied, then 0 = ZIZ:O U,?(hA =T)< lez:o U,?(hA > T) for any k.

In Proposition 6.4 below, we state that the attacker with a shorter 2* in any G may

perform better if we measure the applied utility over a shorter interval.
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Proposition 6.4. Suppose that (6.12) and (6.13) are satisfied. In any G, it follows that
Sh_o UA(RA = 1) > S8, U (A > 1) for any time k < |52 /(I€]F" — p*)].

6.4.2 Defender’s strategies with varying hP

In this section, we discuss the characterization of U ,]3 of the defender given different
values of hP. We first state a lemma describing a property of an attacked empty graph
(V,0), where it is better for the defender to save its energy and use it later to recover
more edges. For the statement of the following results, let ¢/(0) := maxe/—g c((V, "))
denote the largest value of agent-group index given the number of recovered edges 6. As
a consequence, Zi:o d(#) = k() indicates the energy consumption when the number

of recovered edges is 6 for k steps.

Lemma 6.5. Assume that the attacker attacks all edges £ with normal signals at all

time. Let 6 be the number of recovered edges. If (6.12) is satisfied, then

~

ke (0) < (k—1)¢(0) + ¢ (k6) (6.15)
for any time interval k < (n—1)/0 forany 0 =1,...,n—1.

From (6.4), we note that the defender prefers strategies that result in larger value
of ¢(GP) over time. Thus, by Lemma 6.5, we see that recovering later is better for the
defender, which is different from Lemma 6.1 for the attacker where attacking immediately

is better.

We now continue by assuming certain values of the attacker’s energy parameters so
that its strategies do not change regardless of the defender’s response. Specifically, we

now assume that
—A
kY =ph=BrEL BB > e (6.16)

are satisfied, i.e., attacking with strong signals takes much energy so that it is not af-
fordable for the attacker to take such actions at any time. Note that with p* = g4|&],
the attacker will be able to attack all edges normally at all time; furthermore, with
EA / gA > hA\S | the attacker will never have enough energy to attack any edge with
strong signals at any step of the game. Therefore, any attacked edge at any time can be

recovered.

In Proposition 6.6, similar to Proposition 6.4 above, we now state that the defender

with a shorter AP may perform better if we measure the applied utility over a shorter



6.5. Game structure and players’ performance with non-uniform game periods 105

interval. Note that this result does not depend on the topology of the underlying graph

G, similar to the one in Proposition 6.4 above.

Proposition 6.6. Suppose that p° /8P < n—1 and (6 16) are satisfied. Then ZE:O UP(hP =

1) > Zk o UP (AP > 1) is satisfied, with k < L = 5D 5.

While we do not obtain the general condition that ensures a higher utility for longer
hA (resp., longer hP), in Section 6.6 we will show in a numerical simulation that with
longer horizons the attacker (resp., the defender) generally obtains more applied utility

over longer time.

6.5 Game structure and players’ performance with non-

uniform game periods

6.5.1 Game structure with non-uniform game periods

Games where players update their strategies in an asynchronous manner can be used
to model several real-life interaction. For example, decisions involving firms from various
countries cannot be done simultaneously due to different working time in [96, 97]. We
extend this approach by discussing how the asynchronous moves represented by non-
uniform game periods affect players’ performance and agent states over time in the

context of multiagent systems.

In this section, we extend the problem formulation by generalizing the game period
T into T® and TP for the attacker and the defender, respectively. These periods T4 and
TP are known by both players for simplicity of the analysis. To ensure that both players
are able to obtain their own strategies at any k, we set T4 < h* and TP < hP. Fig. 6.3
illustrates the game with non-uniform game periods; the attacker’s and the defender’s
horizon lengths, i.e., how far in the future players look ahead when determining their
strategies, are h® = 3 and hP = 2, respectively, whereas the game periods, i.e., how
often players update their strategies, are denoted by T» = 1 and TP = 2. Each of the
yellow rectangle indicates a game consisting of the set of decision-making processes, which
follows a certain pattern. A game is played, i.e., both players simultaneously update
their strategies, every lowest common multiple of 7% and TP denoted as lem(T4,TP);
in Figure 6.3, the game is played every 2 time steps. With this formulation, it is expected
that the players have better performance with shorter 74 and TP since they can adapt

to the changes faster.

From Figure 6.3, we see that the players may not formulate their strategies at the

same time. For example, at time k = 1, only the attacker updates its strategies, whereas
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1st game

Figure 6.3 Sequence of games with decision-making indices [* and [P: the attacker’s
horizon (red) and the defender’s horizon (green) with non-uniform game periods

the defender does not due to the longer TP. Since T* and TP are known by both players,
at k = 1 the attacker decides its strategy considering the defender’s strategy that is
obtained before at k = 0. Furthermore, since h* = 3 and 552 has been determined, here
the attacker at £k = 1 with the ability to compute for three time steps ahead predicts
and hence already covers the defender’s second decision-making process. This attacker’s
prediction of the defender’s next actions is represented by the green rectangle with dashed

lines in Figure 6.3.

Since it is clear that the non-uniform game periods make the players decide their
strategies at different times, we specify different decision-making indices [* and [P which
occur at times (I* — 1)TA and (I°® — 1)TP for the attacker and the defender, respec-
tively. As a result, the attacker (resp., the defender) does not update its strategy if
k (mod T™) # 0 (resp., k (mod TP) # 0). The utility functions of the I“th and [Pth

decision-making processes consisting of o* and o steps, respectively, are given by

(IA=1)TA4+hA -1 pA
U = > —(GP) = D —c(GR o), (6.17)
k=(1A-1)TA afr=1
(IP—-1)TP+hP -1 pD
Up = > c(GF) =D eGP o) (6.18)
k=(P-1)TP aP=1

similar to (6.3) and (6.4) above. Note that different values of these indices for the players

may refer to the same time step; e.g., in Figure 6.3, both [* =2, o® =1 and [P =1,
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aP = 2 correspond to k = 1.

The optimal strategy of the attacker at time k = 1 corresponding to [* = 2,
ie., ((?;T,SQ{), (Eg;,é’é;), (Eﬁ;,é’ég)) in the case shown in Figure 6.3 (noting that
k (mod T%) = 0 and k (mod TP) # 0 for k = 1), is obtained backward in time and are
given by:

e Step 3 (k=3,1° =2):

—=Ax %
(5273(5%?2),5?,3 (5?,2)) S angma‘X Uﬁ;(é’%) (6.19)
(52,3759,3)

SA
where 8%(5273, 5?73) € arg max —U§3,
2

e Step 2 (k=2,1° =2):
=Ax %
(52,2(5%),1)75?,2 (5%3,1)) € ElngmaX Uﬁ%(é’?’{) (6.20)
(€3,2:€3)

D/ eA oA A eh* oA«
where £, (€59, 55) € argmax —Uj»(E333,E533),
€h

e Step 1 (k=1,1° =1):

(Ear &) € argmax U (ED). (6.21)
(Ea1.€8)

Since the attacker cannot compute more than h* = 3 time steps ahead, in (6.19) and
(6.20) above the attacker will use its own utility function Ulﬁ to estimate the defender’s
optimal edges denoted by 5%?&, i.e., at [P = 2. Since 1 (mod TP) # 0, the defender does
not make a new decision and thus will apply the strategy obtained in the previous time
instead. Therefore, it is possible for the player with shorter game period (in this case,
the attacker) to benefit by changing its strategies; for example, in the case explained
above, the attacker may benefit by changing 5{* to avoid the recovery by the defender

&P, which has been set and cannot be changed.

The optimization problems explained above vary slightly at each time due to different
T4 and TP. For example, the optimization problems (6.19)-(6.21) are solved at times
k =i(lem(T*,TP)) + 1, i € Ny.

6.5.2 Attacker’s strategies with varying T4

In this section, we also explore the performance of the attacker represented by (A],?

for the non-uniform game periods, similar to the one in Section 6.4 above. We first state
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that under some condition, the values of 7% and TP do not affect the optimal strategies

of the players.

Specifically, we notice that if p* /BA > |€], the attacker attacks all of the edges of G
at any time k, making the optimal strategies, and therefore the applied utilities U, ,? and

U ,?, independent of the values of TA and TP.

We continue by discussing the strategies of the players given that p* /BA < |&], i.e.,
(6.12), is satisfied. In Corollaries 6.7-6.10 and Proposition 6.8 below, we also suppose
that (6.13) and (6.14) are satisfied, for the same reason as in Section 6.4 above. The
result in Corollary 6.7 below for the tree graph G is also similar to the one in Section 6.4,

since the optimal strategies for both players do not rely on T4.

Corollary 6.7. Consider the tree graph G. If (6.12)-(6.14) are satisfied, then ZE:O U,?

does not depend on h* or T4, for any time k.

We then state the attacker’s optimal strategies for 7% = 1 under certain situations
for the case of the complete graph G, where the attacker with low recharge rate p will

not be able to attack any edge at earlier times.

Proposition 6.8. Consider the complete graph G. If (6.12)—(6.14), pA/BA <n-—1, and

—A
T4 = 1 hold, then the attacker does not attack any edge for k < L(hA_l)((n_Blg_pA/ﬁ )pAJ.

From Proposition 6.8, we are able to characterize the attacker’s performance mea-

sured by S, U A for different T values in Corollary 6.9 below.

Corollary 6.9. Consider the complete graph G. If (6.12)—(6.14) and ,OA/BA < n—1hold,
then the attacker’s applied utilities satisfy le:o UMTA =1) < lez:o UMTA > 1), with
— —A —=A

k< |(h* =1)((n—1)=p*/B7)(B"/p™)].

From Proposition 6.3, we are also able to state that having a shorter 7% may help

. . . . —A
in the situation of low energy characterized by low p* /5.

Corollary 6.10. Consider the complete graph G. If (6.12)—(6.14) and pA/BA < (n—
2)/h? are satisfied, then Zi:o UMTA < hA) > El,zzo UMTA = h™) for any k.

6.5.3 Defender’s strategies with varying TP

In this section, we discuss the optimal strategies of the defender for different T° val-
ues. In Proposition 6.11 and Corollary 6.12 below, we suppose that, again for simplicity,

(6.16) and kP = pP are satisfied.
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Figure 6.4 Evolution of » U,? for the path graph (solid lines) and the complete graph
(dashed lines) with h* = 1; the results for complete graph with AP = 2 and hP = 3 are

identical
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Figure 6.5 Evolution of ZU,? with AP = 1 for the path graph (solid lines) and the
complete graph (dashed lines)

Proposition 6.11. Suppose that (6.16) and x” = pP are satisfied. The defender with

(hD—l)(n—l—pD/ﬁD)ﬂDJ
pP :

TP =1 does not make any recovery for k < |

From Proposition 6.11, we are able to characterize the defender’s performance in

Corollary 6.12 below.

Corollary 6.12. Suppose that (6.16) and kP = pP are satisfied. Then the defender’s ob-

served utilities satisfy ZE:O UP(TP =1) < ZE:O UP(TP > 1) for k < L(hD—l)(n—;D—pD/BD)/BDJ'

These theoretical results on the case with varying T» and TP are specific to some
values of parameters and class of graphs. We will see the performance of the players on

more general graphs and parameters in Section 6.6 below.

6.6 Numerical examples on players’ performance
In this section, we provide some numerical examples to illustrate the difference of

players’ performance for the cases with non-uniform horizon lengths and game periods.

In this section we slightly modify the energy constraint of the defender in (6.2) to

k
> BPlem nEnl < &P+ pPk. (6.22)
m=0
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Figure 6.6 Ziozo U, ,? for different values of h* and AP for the complete graph
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Figure 6.7 Evolution of » U, ,f for the complete graph with varying 7% and fixed h* = 3

6.6.1 Non-uniform horizon lengths h* and hP

Here we discuss the players’ strategies when they have non-uniform horizon lengths.
It is expected that players will get better utility with longer horizon lengths, especially
in the long term. From Figures 6.4 and 6.5 plotting > U,? and Y U,? over time with
three different values of h* and hP, we see that it is generally the case in this simulation.
In Figure 6.4 for varying hP, the parameters used are n = 3, p* /8% = 3.1, BA/BA =10,
and pP/BP = 1.5. In this figure, we see that both in the path graph and the complete
graph G, the defender with AP = 2 and hP = 3 generally obtains more > U, ,? than the
one with hP = 1. The difference between hP = 2 and hP = 3 is not very significant in
this simulation; it may be more notable in the case of more complex systems with more

agents.

However, if we consider the performance of the players over a certain interval, it is
possible that with a shorter horizon length the player can obtain more applied utility.
We illustrate this phenomenon in the case of the attacker’s applied utilities (A],? over
time in Figure 6.5. We now use parameters x* = 10.5, BA =2, p* =25 hP =3,
and pP/BP = 5, so that the condition pP/BP > |€| in Proposition 6.4 is satisfied. Note
that k* > p® here, which does not satisfy the assumption of some of the results in
Section 6.4. We see from Figure 6.5 that the attacker with A% = T = 1 obtains a higher
applied utility U, ,? in the complete graph G until k£ = 2 as stated in Proposition 6.4, with
k< 3.

It is interesting to note that the complexity of the graph G also influences the effec-

tiveness of having a longer horizon. Especially, with more connected G, having a longer
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Figure 6.8 Evolution of U,? for the path graph with varying TP and fixed hP = 3
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Figure 6.9 Evolution of ) U, l? for the path graph with varying T» and fixed h* = 3

horizon may be even more beneficial, i.e., resulting in an even higher difference of total
applied utility, compared to the case with less connected G. For example, in Figure 6.5,
the difference of ) U, ,? in the complete graph is more apparent than in the path graph.
The reason is that in the complete graph, since the attacker may attack some unneces-
sary edges in a short h* case, e.g., attack all edges in G, which makes the attacker have

no energy in later time steps.

Figure 6.6 shows Ziozo U ,‘f for several combinations of A* and AP with slightly differ-
ent parameters, where similar to Figure 6.5, the attacker obtains higher applied utility
with A% = 2 and h* = 3, compared to that of h* = 1. Similarly, the defender also

obtains more applied utility with a longer hP (recall that U ,? =-U D).

6.6.2 Non-uniform game periods 7% and 7P

In the situation where players have non-uniform game periods, we expect that players
will get better utility over time with a shorter game period, since they can use their energy
more efficiently. However, from Figures 6.7-6.9, we see that the effectiveness of having
a shorter game period depends on the underlying graph structure as well. In Figure 6.7,
the attacker obtains more applied utility in shorter game periods 7% = 1 and T# = 2.
On the other hand, in Figure 6.9 the attacker in the path graph G obtains very similar
utilities across different values of T* and in Figure 6.8 the defender with a longer TP

has slightly more applied utility over time.
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Figure 6.11 Edges attacked and recovered with TP = 2

For the simulation in Figure 6.7, we consider the complete graph, with low recharge
rate p® for the attacker; specifically, we set n = 3, R = 3, p* = 0.9, BA = 2, and
pP/BP > 3. Note that here, the attacker cannot attack strongly without saving energy.
From Figure 6.7, we see that in a low energy condition, having a long game period
TA = 3 results in a lower utility over time. This is in line with Corollary 6.10 above,
where having the maximum T4, ie., T® = h®, does not yield any additional applied

utility, since the attacker becomes wasteful.

On the other hand, in Figures 6.8 and 6.9 for the path graph, we observe that
having higher update frequencies, i.e., lower game periods, does not necessarily result
in higher utilities for both players. For the simulation considering varying T whose
> U,? is shown in Figure 6.8, we also see the difference in the recovered edges for the
path graph in Figures 6.10 and 6.11, where black dashed lines represent recovered edges,
red dashed lines represent edges not recovered from normal attacks, black solid lines
represent unattacked edges, and no lines represent edges attacked with strong attacks.
In the case with TP = 1, the defender recovers only one edge for most of the time, whereas
in TP = 2 the defender recovers two edges at some k, resulting in a higher utility (as
discussed in Lemma 6.5). This is because in the case with TP = 1, the defender always
saves its energy to use it later, causing the recovery to be delayed. This yields a fewer
connected g,? over time since the defender tends to apply the recovery of fewer edges

more consistently (rather than all edges at more time steps).
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6.7 Consensus and clustering analysis

In this section, we examine the effect of the game structure and players’ energy con-
straints on consensus and clustering. Recall that since the defender’s strategy space de-
pends on the attacker’s strategy at the same step, i.e., the defender can only recover edges
attacked normally, it is possible that the defender cannot perfectly apply its strategy.
Specifically the defender may not recover some of 5,?, in which the energy is allocated,
when the attacker changes its own strategy. If the defender allocates its energy to the
strongly-attacked edges, the edges cannot be rebuilt and the resources will be wasted.
Similarly, if the defender allocates its resources to the edges that are not attacked, the
resources will also be wasted without any improvement of the network connectivity.In
this case, the defender will apply the strategy only on the edges that can be recovered.
However, as explained above, we suppose that the recovery on the edges that are not
attacked still consumes energy. This will be important to the discussion of consensus
and clustering. Note that this possible waste of energy does not happen to the attacker,

since the attacker’s strategy space does not depend on the defender’s strategy.

6.7.1 Utility function structure

For the rest of this chapter, we consider a slightly different utility function structure

as in Chapter 5, consisting of agent-group index c(-) (4.7) and state difference zj (5.3).

The game structure used is illustrated in Fig. 6.3. The attacker’s (resp., the defender)
utility functions of the [“th (resp., [Pth) decision-making index, IA,IP € N, starting at
time k = (I* — 1)TA (resp., k = (I° — 1)TP) take account of the agent-group index
¢(-) over time horizons h*, hP > 1 from time (I* — 1)T* to (I* — 1)TA + h™ — 1 (resp.,
from (I — 1)TP to (I° — 1)TP + AP — 1). Specifically, the utility functions at the [“th
decision-making process for the attacker and at the [Pth decision-making process for the

defender are defined by

A -D)TA+hrA -1

Ui = > (azp — be(GP)), (6.23)
k=(A-1)TA
(P -1)TP+hP -1
UR = Z (—az, + be(GP)), (6.24)
k=(P-1)TP

which are to be maximized by the players. The players with longer horizon length and
shorter game period are expected to use their energy more efficiently, and thus obtain a

higher utility over time.
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Our previous work in Chapter 5 considered special cases where h® = AP and T# =
TP, i.e., the players have identical computational ability, and discussed how the agents

are divided into clusters at infinite time.

6.7.2 Consensus analysis

We first investigate the defender’s optimal strategy on some games in order to state

the results for consensus.

Lemma 6.13. There exists an infinite sequence P o= {Z?,Z?, ...} of the defender’s
decision-making index where Z?H > i? and i? € N such that in the 71-3 th decision-making
process, the optimal strategy for the defender in the first step is to recover SZ% . # () as
long as 5{?)71 # 0.

7

The following results provide necessary conditions for the agents to be separated into

multiple clusters for infinitely long duration without achieving consensus.

Proposition 6.14. A necessary condition for consensus not to happen is p / BA > )\,

with A being the connectivity of G.

el L. . —A .
Proposition 6.15. A necessary condition for consensus not to happen is p* /8~ > X if

either of the following two conditions is satisfied:
(a) b=0, hP? > A and lem(T4,TP) = T4; or

(b) b=0and h® =TP =1.

The next result provides a condition for consensus to be completely blocked and all
agents are separated from each other. It shows that the attacker should be capable to

make strong attacks on all the edges for all time.

Proposition 6.16. A sufficient condition for all agents not to achieve consensus at

infinite time is ,oA/BA > |€].

Note that these conditions are based on the assumption that the unsuccessful recov-
ery, i.e., ED \ &, still consumes energy as formulated in (6.2). The conditions in the
case where the defender does not lose energy from unsuccessful recovery are discussed in

a remark below based on Propositions 6.14-6.16.

Remark 6.17. Suppose that the energy consumption of the defender satisfies anzo BP1EPN
EA| < kP +pPE, i.e., only the successful recovery takes the defender’s energy. Then, nec-
essary conditions to prevent consensus are p™ /BA > \if b= 0and p? /BA > ) otherwise.

A sufficient condition is p® /BA > |€].



6.7. Consensus and clustering analysis 115

Figure 6.12 Graph G used in the case study.

The general necessary and sufficient conditions are the same as in Propositions 6.14 and 6.16
above, since the conditions of those results are derived from the attacker’s ability rather
than the defender, as discussed in the proofs of Propositions 6.14 and 6.16. For the
case of b = 0, there is a difference from Proposition 6.15 that in a no-waste energy situa-
tion, the defender’s horizon parameters no longer influence the requirement for obtaining
tighter necessary condition. This implies that the defender becomes weaker with energy

constraint (6.2), since the necessary conditions to prevent consensus become less tight.

6.7.3 Clustering analysis

Next we derive some results on the number of formed clusters of agents at infinite
time. These results are related to the consensus result above, since agents are separated

into different clusters when consensus is not reached.

From Proposition 6.16, it is clear that if p* /EA > ||, then the attacker can make
n clusters by strongly attacking all edges at all time. Thus, for the result below, we

consider the case where p* /BA < |&|.

Proposition 6.18. Define a vector © € RI€l with elements ©; := maxea|—; M((V, €\
EAY)), with m((V, €\ €4)) being the number of groups of graph (V,£\ £4). Then the

number of formed clusters at infinite time is upper bounded by

e O if either

o4 /8"
— b=0, AP > h* and lem(T4,TP) = T4, or

—b=0and BP =TP =1,

® Opninfle|,|pr/pA ) Otherwise.

We illustrate the results in Proposition 6.18 by looking at the graph in Fig. 6.12 above.
In this graph, the vector © is © = [2,2,3,4]T. Suppose 4 = 1, BA =2 p2 =35 In
this case, if b = 0 and h®, AP, T4, TP satisfy the condition in Proposition 6.18, then
the maximum number of clusters is ©; = 2; otherwise the maximum number of clusters
is ©3 = 3. Note that since ©;,1 > 0;, the upper bound becomes tighter if the values of

horizon lengths and game periods satisfy the condition in Proposition 6.15.
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Figure 6.13 Wasted energy and total supplied energy, i.e., k® + pPk, of the defender in
Case 1 and Case 2
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Figure 6.14 Agent states of Case 1 and Case 2

6.8 Numerical examples on consensus and clustering

In this section, we continue by showing the effect of the values of horizon lengths and
game periods on the consensus speed and the number of clusters. Specifically, we show
the example where consensus may still be prevented if the defender’s horizon parameters
are sufficiently low, even with relatively low energy parameters for the attacker. This is

related to the conditions in Propositions 6.14 and 6.15.

Here, we consider a simple path graph consisting of three agents (|€] = 2,\ = 1)

with the following parameters:

e Case 1: WA =3, WP =2, T4 =1, TP =2,

o Case 2: WA =hP =TA =TP =2,

with b = 0, kP = pP = 0.5, K = p* = 1.5, BA =2, 84 = AP =1 in both cases. Notice
that since p? /BA < A =1, the attacker is not able to strongly attack edges at all time
to keep the graph disconnected. Thus, in order to prevent consensus, the attacker needs

to continuously change its strategies to make the recovery unsuccessful.

The attacker is stronger than the defender in Case 1, since with A* > AP and
TA < TP the attacker can look further forward and update their strategies more often.
Consequently, in this case the attacker may avoid the recovery on 5,]3 either by canceling

its planned attack or by changing to strong attack instead. In Case 2, both players have
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Figure 6.15 Example of node attacks. The attacker attacks node/agent 3, removing edges
(3,2) and (3,4). As a result, agent 3 is disconnected from others.

the exact same horizon parameters, implying that the defender never wastes its energy

since the attacker is not able to unilaterally change its strategy.

In Fig. 6.13, the defender wastes all of its energy in Case 1 of shorter T4 from failing
to apply the recoveries. This affects the evolution of the agents’ states in Fig. 6.14 where
agents are being divided into two separate clusters in Case 1, while on the contrary they
converge into the same state in Case 2. Note that the values of the horizon lengths and
the game periods in Case 2 satisfy the requirements in Proposition 6.15 to make the
necessary condition tighter, i.e., pA/BA > X\ instead of of pA/B% > A. On the other
hand, the horizon parameters in Case 1 do not satisfy that requirements, making the

consensus easier to prevent.

6.9 Chapter summary

In this chapter, we have formulated a two-player game in a cluster forming of net-
works played over time. The players consider the impact of their actions on future
network topologies, and adjust their strategies according to a rolling horizon approach.
The players may have different computation capabilities represented by different horizon
lengths and game periods. The performance of the players are measured by calculating
the applied utilities, where in general, the player with a longer horizon length and a
shorter game period performs better over longer intervals. We have confirmed that this
is especially the case for more connected networks and when the attack/defense energy

is more limited.

Additionally, necessary conditions and sufficient conditions for forming clusters among
agents have been derived. We have discussed the effect of the horizon parameters on the
possible number of clusters and consensus, where in general, the attacker needs to have
sufficiently long horizon length and short game period to prevent consensus, in addition

to having sufficient energy.

6.10 Extension: Node-attack case

In addition to the attacks and the recoveries based on individual edges as intro-

duced above, we can consider a slightly different setting where the attacker can attack
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nodes/agents so that all edges adjacent to the attacked agents are disconnected, as shown
in Fig. 6.15. Specifically, the attacker’s actions are now 5,? € F and EA € F, where
F i =A0,F\,Fs,....,Fy, 1 UFy,....E = UeypF;} and F; := {(i,7) : j € N;} repre-
sents the set of edges adjacent to agent ¢. In this case, the attacker effectively attacks a

node/agent by attacking all edges adjacent to it.

For this node attack case, the energy constraint of the attacker (6.1) becomes anzo (Bé\?f;m
BIVAN < K + pk with energies Be > (8, where Vﬁl and V2 denote the sets of
nodes/agents whose adjacent edges are attacked with strong and normal jamming sig-
nals, respectively. Note that in this case, if an edge is attacked by both normal signals

and strong signals, then that edge cannot be recovered by the defender.

It then follows that in this case, the necessary conditions p /BA > Xand pA/pA > A
in Propositions 6.14 and 6.15 to prevent consensus change to pA/Bé > 1and pA/ﬁ{} > 1,

respectively, since the attacker only needs to isolate an agent to prevent consensus.

6.11 Extension: Incomplete information games

In some situation, a player may not exactly know the utility of its opponents, which
may be kept as private information. We call this lack of information of a player in the
game as incomplete information |98, 99]. Bayesian games are commonly used to model
incomplete information among players in the game, e.g., Bayesian Nash Equilibrium [100]
and Perfect Bayesian Equilibrium [101]. These solution concepts are also recently studied
in the context of n-player networks [102-105]. This incomplete information setting is also

applied to economic problem, mainly to auctions. [106].

Specifically in the ongoing works, we extend the formulation to consider a more
realistic scenario where each agent of the network decides its own strategies, instead of
relying on the centralized defender. This decentralized defenses from the agents naturally
have several limitations such as their limited knowledge of what happens outside their
local environment. Thus, it is natural to consider an incomplete information structure
of the game, where an agent does not exactly know the utilities of other agents. This

ongoing works are discussed in an under-preparation manuscript [O6].

6.12 Appendix

6.12.1 Proof of Lemma 6.1

In the star graph G, £ number of strongly attacked edges results in & number of

isolated agents and a group of (n — &) number of agents forming a star graph. Thus,
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we have ¢(£) = (n — )2 + € — n? and hence (k) = (n — k€)% + k€ — n? so long as
12:5 < n — 1. It then follows that the sum of agent-group index over k interval becomes
ke(€) = k(n — €)% + k& — kn2. It is straightforward to show that k(n — €)% — kn2 <
(n—k&)2 —n? for any k < (n—1)/¢.

6.12.2 Proof of Proposition 6.2

Since after the attack of E£| edges there is still a group of agents consisting of at
—A . .

most (n — |€;|) agents forming a star graph, here the star graph gives the least value of

agent-group index among the graphs with n nodes with edge connectivity 1 (tree graphs).

Therefore, proving for the star graph is sufficient to show the result for the tree graphs.

Since the immediate attack gives the more negative agent-group index from Lemma 6.1,
it then follows that if K = p®, it will also give the maximum Zgzo U ,? over any k. Note
that, if K > p?, i.e., (6.14) is not satisfied, then the attacker may have different ability
especially at k¥ = 0, which makes the immediate attack more wasteful and no longer

optimal in a shorter horizon situation.

6.12.3 Proof of Proposition 6.3

Note that the complete graph has the edge connectivity n — 1. Since it is assumed
that the attacker always spends all of its energy at the last step of the game, there is
at most BA amount of energy at the beginning of each game from the leftover of the
previous games. With pAT < (n — Q)BA, if hA = T, then the attacker will spend all of
its energy at the last step of the game without disconnecting any agent, implying that

U,? = 0 for any [ and hence U}? = 0 for any k.

6.12.4 Proof of Proposition 6.4

In the case of h® = 1, at time k = 0 the attacker will spend all its energy, which
is dictated by x*. In this case, if K% > |€ IEA, then the attacker will attack all edges
to maximize U ,?. Considering the recharge rate p that changes the attacker’s available
energy in each time k, the attacker with h* = 1 will attack all edges with strong signals
'ﬁiggﬁ. It then follows that, since attacking all edges always

gives maximum applied utility in a single time step, with k% = 1 the attacker will obtain
IQA+kpA
B

as long as k satisfies k <

maximum possible applied utility U ,f for time k <
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6.12.5 Proof of Lemma 6.5

We begin by discussing the right-hand side of (6.15). Recall from (4.7) that ¢/(0) =
¢((V,0)) = n—n2. Note that, in the last time step of k < (n—1)/0 interval, the defender
cannot recover more than (n — 1) edges given no previous recovery for k — 1 interval.

Thus, at the end of the interval, (4.7) becomes ¢ (k) = (k6 + 1)2 + (n — k6 — 1) — n2.

On the other hand, if the defender recovers § number of edges, then we have ¢/(6) =
(0+1)2+ (n—0—1) —n2 It then follows that kc/(0) = k[(0+1)2+ (n—0—1) —n?] <
(k—1)¢(0) + ¢(k0) = (k — 1)n + (k0 + 1) + (n — k6 — 1) — kn? for any time interval
k< (n—1)/6.

6.12.6 Proof of Proposition 6.6

Since BA /B is large enough to prevent attacking with strong signals, all attacks in
any k are done with normal jamming signals. Since p® /8% = |£|, the attacker is able to

attack all edges £ at all k, which is optimal.

Similar to the proof in Proposition 6.4 above, since the defender recovers all of the
attacked edges with h® = 1, at k = 0 it will obtain maximum applied utility. The
assumption pP/BP < n — 1 means that the defender cannot recover more than (n — 1)
number of edges at every time k, which results in maximum ¢(GP) in (4.7). The defender

D

then will recover all edges until time LMWJ.

6.12.7 Proof of Corollary 6.7

The proof is similar to the proof of Proposition 6.2.

6.12.8 Proof of Proposition 6.8

Since k* = p* < (n— 1)BA, the attacker keeps spending all of its energy and hence it
cannot disconnect the graph by attacking with strong signals at any k. This implies that
in the complete graph G the attacker will not attack unless it has enough energy to attack
n—1 edges at later steps of the decision-making process. Furthermore, to implement the
attack strategies, the attacker needs to have enough energy to attack at least (n — 1)hA
number of edges (recall that given the same utility, the attacker is assumed to attack less

edges at the earlier steps).

We are then looking for the condition that prevents the attacker from attacking at

the earliest step (since TA = 1, the only applied strategies are the ones in the first
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step). With the ability to attack [p* /BAJ number of edges every k, the attacker will
have (hA -1) oA /EA more energy at the end of each game, given no previous attacks. It

follows that there is no attack before time | ((h* —1)(n—1)— (B> —1)p2/B™) /(0> /B™)].

6.12.9 Proof of Corollary 6.9

The result is a direct consequence of Proposition 6.8.

6.12.10 Proof of Corollary 6.10

The result is a direct consequence of Proposition 6.3.

6.12.11 Proof of Proposition 6.11

Since p*/B* = |€] and BA/ﬁA > hA|E| are satisfied by (6.16), the attacker cannot
strongly attack any edge at any k and instead its optimal strategy is to attack & with

normal jamming signals so that g,‘j is an empty graph.

In this case, it follows from Lemma 6.5 that the defender will not recover any edge
at the first step. Since by (4.7) the defender does not receive any additional utility by
recovering more than (n— 1) edges, it then follows that to obtain the maximum utility of
(6.18) in a single decision-making process, the defender has to recover (n — 1)h” number

of edges in total ((n — 1)hP number of edges except for the TP (= 1) step(s)).

We continue by looking for the condition that prevents the defender from recovering at
the first step. With the ability to recover | pP /8P| number of edges every k, the defender
projects that it will have (hP —1)pP /3P more energy at the end of each decision-making

process, given no previous recoveries. It then follows that the defender does not make
any recovery before |((hP —1)(n — 1) — (AP —1)pP/8P)/(p"/BP)].

6.12.12 Proof of Corollary 6.12

The result is a direct consequence of Proposition 6.11.

6.12.13 Proof of Lemma 6.13

We note that if the defender does not recover from nonzero normal attacks in the
first step of the game, the worst scenario is that agent states will eventually converge to

different values. Consequently, the attacker needs to keep attacking the edges connecting
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the agents with different states to keep them separated from other clusters. Suppose that

. . . -D
the agents are separated into clusters at the game with index ;. Here,

a0, (6D ) = 0, (6D B ) (6.25)

Iy, 1

is always satisfied, with g’z‘% being the edges separating agents with different states. In this
case, the attacker needs to attack E}% to keep the agents separated into different states.
Note that (6.25) is a more specific form of 2 (0, E,0) > z(0, €, ED), where attacking all

edges always gives maximum value of z.

From (6.25), the defender always benefits from recovering nonzero number of edges,
since aP .y = AP if the defender does not recover any edge which gives the least value
of utility. Since c(gi?_)’l) also gives the lowest value if the defender does not recover, at
the first step of the Z? th game the defender’s utility with recovering nonzero edges is
always better than the case of not recovering any edge. Since the defender constantly

gains pP amount of energy at each time, this action for the defender is the same for the

. T -D 5D
next games with indices [;, 1, [;, 5, and so on.

6.12.14 Proof of Proposition 6.14

We note that, without any recovery from the defender (5,]3 = (), the attacker must
attack at least A number of edges with normal signals at any time & in order to make g,?
disconnected. If the attacker attacks A edges with normal jamming signals at all times,
the energy constraint (6.1) becomes (84X — p»)k < k. Thus, the condition p /54 > X
has to be satisfied for all k.

6.12.15 Proof of Proposition 6.15

We prove by contrapositive; especially, we prove that consensus always happens if

s /BA < A under the specified conditions.

We first suppose that the attacker attempts to attack A edges strongly at all times
to disconnect the graph g,?. From (6.1), the energy constraint of the attacker at time k
becomes (BA/\ — p™)k < k™. This inequality is not satisfied for higher k if p* /BA <A,
since the left-hand side becomes positive and x* is finite. Therefore, the attacker cannot
attack X\ edges strongly at all times if p* /BA < A, and is forced to disconnect the graph
by attacking with normal jamming signals instead. As a consequence, it follows from
Lemma 6.13 that there exists an interval of time where the defender always recovers,
ie., 52?3,1 #(,i=1,2,..., are optimal given that Si% ) # (). Note that this strategy is

(2]

always applied since it is for the first step of the game.
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From the definition of the utility function in (6.24), given that b = 0, we can see that
the defender obtains a higher utility if the agents are closer, which means that given a
nonzero number of edges to recover (at the first step of the games with index Z? described
above), the defender recovers the edges connecting further agents. Specifically, for the
sequence of decision-making indices [Z?, Z?H], there is a time step where U2 (€3 1=&8)=
U l% (E2), where & and & denote sets of edges connecting agents with further states and
closer states, respectively. Since by communicating with the consensus protocol as in
(2.3) the agents’ states are getting closer, the defender will choose different edges to
recover if the states of the agents connected by the recovered edges 8,]3 become close

enough.

For Case (a), with AP > h* and lem (T, TP) = T*, it is guaranteed that the defender
does not waste any energy by recovering, since by having longer horizon length the
defender will accurately predict the attacker’s action. The game period lcm(TA, TD) =
T4 implies that the attacker will never update its decision alone, i.e., the defender also
updates when the attacker updates, which prevents the attacker to unilaterally changes
its strategy to avoid the defender’s planned recovery. On the other hand, for Case (b),
the defender with AP = 1 will be able to perfectly observes the attacker’s action that has

been done, and hence also removing the possibility of wasting energy.

Consequently, with aforementioned values of the horizon lengths and the game peri-
ods, if pA/BA < X and b = 0, then there exists 7 € N depending on ¢ such that the union
of graphs, i.e., the graph having the union of the edges of each graph (V,|J((€ \ (?? U
EM))UED)), over the decision-making index [Z?,Zﬂj(i)] becomes a connected graph for
all i. These intervals [(Zl — TP, (ZH_j(Z) 1)TP], i = 1,2,..., occur infinitely many

times, since the defender’s energy bound keeps increasing over time.

It is shown in [3] that with protocol (2.3), the agents achieve consensus in the time-
varying graph as long as the union of the graphs over bounded time intervals is a con-
nected graph. This implies that consensus is achieved if (V,[J((€\ (?,3 UEM)UED)) is

connected over [Z?,Z?H(i)] for all 7.

6.12.16 Proof of Proposition 6.16

Since ZZAZA(g 0,0) > Za g (EZAZ , S;E\ZA,SD ) and ¢((V,0)) > c(V,E\ (€ lA AU

5;; o A) U (5;3\ 7 N SA 2))), the function U has the highest value if the attacker attacks
all edges, i.e., glA p=E&or 5;2 a = E. With pA/BA > ||, the attacker can attack all
edges of G with Strong jammingg signals at any time k. Thus, the attacker will attack &£

strongly at the “th step of the I*th decision-making process, i.e., 8 A = &, which also
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prevents the defender from recovering any edge, i.e., Slli = 0, for all lAjA_ Thus the

attacker will attack £ with strongly at all time, separating every agent into n clusters.

6.12.17 Proof of Proposition 6.18

The vector © consists of the maximum number of formed groups 7((V, £\ £2)) given
the number of attacked edges as the element index. Since some edges need to be attacked
consistently in order to divide the agents into different clusters, the number of formed
clusters at infinite time is never more than the maximum number of groups at any time

k given the same number of strongly attacked edges.

Recall from Proposition 6.15 that given certain values of k%, hP, T, and TP,
| pA /BAJ is the maximum achievable number of edges that can be strongly attacked
at all times. On the other hand, if those values do not satisfy the requirement in Propo-
sition 6.15, then from Proposition 6.14, LpA / BAJ is the maximum achievable number of
edges that can be strongly attacked at all times. Given the known graph topology G, we
then can imply that depending on the horizon lengths and the game periods, GLP A/
and O ,a /ga| give the maximum number of clusters at infinite time.



Chapter 7

Concluding Remarks

7.1 Conclusion and summary

In this thesis, we have provided a two-player subgame perfect equilibrium analysis
under the setting of multiagent system in the face of jamming attacks and recoveries.
We focus on the impact of the game on the agents’ states following consensus dynamics

at infinite time. The results in each chapter are as follows.

In Chapter 3, we provide a graph-based analysis of the game. We have obtained the
optimal strategies of the players in terms of edges and durations of action intervals by
considering the effect of the attack or recovery actions to the connectivity measures and
states of the agents. In a consensus problem, we have explored how the time for the
agents to reach approximate consensus is influenced by the parameters of the players

and topology of the graph.

In Chapter 4, we discuss a continuous-time setting of clustering, where it has been
shown that the attacker with sufficiently high recharge rate may be able to prevent
consensus. However, the attacker does not necessarily choose the strategies that focus

on the long term due to the finite horizon nature of the formulation.

In Chapter 5, we discuss a discrete-time setting of agent consensus and clustering,
where similarly, the attacker with sufficiently high recharge rate has a better chance to
prevent consensus. We also derive the upper bound of number of cluster of agents formed
at infinite time as a more general case of consensus; the upper bound increases with the

better recharge rate by the attacker.

In Chapter 6, we study players’ performance under non-uniform horizon parameters

by calculating the value of observed utility of the players. It has been shown that players
125
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(@) (b)

Figure 7.1 Difference of edge connectivity given the same number of edges: (a) A = 3,

(b) A=1

with longer horizon length and shorter game period are able to obtain better utility at
later time, however they may perform worse in a short-time window. Additionally, in this
chapter we analyze consensus and agent clustering at infinite time under non-uniform
horizon is discussed. We show that, by specifying the necessary conditions for preventing
consensus, the attacker with better horizon parameters than the opponent may not need

to have as much recharge rate to be able to achieve its goal.

The results obtained in this thesis may be used as a guidelines to design real networks
that is resilient to the strategic attacks. For example, the system designer may design
a network with a relatively balanced degree across components in order to maximize
the value of edge connectivity A. This high value of A can in turn minimize the risk of
the attacks and help the agents to achieve consensus, as demonstrated in the results in

Chapters 4-6.

Furthermore, from the results in Chapter 6, we show it is important for the defender to
have sufficiently good horizon parameters. Thus, it is important for the system designers

to entrust the system to the defender that is able to think more in the long term.

Figure 7.1 illustrates the edge/link distribution for the underlying graphs. With the
same number of edges/links, it is clear that graph (a) is much less connected than graph

(b), which impact the attacker’s strategies and consensus.

7.2 Future research directions

Noncooperative game-theoretical approach for analyzing network security is an emerg-
ing field of study. In this thesis, we focus on the repeated games approach where players
may focus on the long term aspect on the game. A two-player game between a centralized

attacker and a centralized defender is considered.

A natural future direction of this research is to consider a n-player game where each
agent in the network is able to decide its own strategy in the face of a centralized attacker

from outside the system. One possible extension is to consider potential games [47] to
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characterize their coordination among the agents. For a large number of agents n — oo,
mean-field games setting for the agents [44| can also be considered.approach can also be

used.

In the formulation we proposed, we focus on the deterministic aspect of the game
with sequential nature of the players’ movement. The players are assumed to have perfect
and complete information of the players’ parameters, agent states, and network structure.
Another natural future work is to consider an incomplete information structure [98, 99|

of the players, which is also briefly discussed in the end of Chapter 6.

In incomplete information games (also referred as Bayesian games), several solution
concept of the games have been proposed, namely Bayesian Nash Equilibrium [100] for
the game where players move simultaneously and Perfect Bayesian Equilibrium [101].
These solution concepts are also recently studied in the context of n-player networks

[102-105].

Receding horizon control approach for repeated games is also a relatively new ap-
proach for addressing players’ different abilities. A further investigation on the relation-
ship between horizon parameters and players’ long-term and short-term performance in

the context of multiagent consensus would be helpful.
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