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Chapter 1

Introduction

1.1 General Background on MPC

The advancement of computer science has led to a proliferation of data, fundamentally alter-

ing various aspects of our lives. For instance, individuals are now interconnected with vast

quantities of personal information, encompassing details such as age, citizenship, and income.

This flood of data has changed how businesses operate and make choices. Some companies

even leverage this data abundance to offer personalized recommendations and optimize profits

based on users’ digital footprints. Even though there is a huge amount of data available online

for these companies and organizations to use, that doesn’t mean that we do not need to think

about the privacy and security of data. Actually, protecting personal information is more

challenging than ever before.

To solve such privacy issues in the real world, multi-party computation (MPC) protocols

have gathered attentions recently. Roughly, MPC is a novel cryptographic protocol to allow

participating parties to jointly compute a function over their inputs while keeping them private.

In the real world, MPC has been used in many scenarios to achieve both utility and privacy,

for example, privacy-preserving data mining, privacy-preserving machine learning, secure e-

auctions, and private set intersection. Especially, machine learning is increasingly becoming

one of the dominant research fields, with many real-world applications such as self-driving

cars, healthcare, and medicine. To build a model with good utility and accuracy, machine

learning needs data from various sources. In this process, MPC can provide privacy for different

organizations to share datasets with others without worrying about data being revealed.

Since the idea of MPC was first introduced by Andrew Yao in the early 1980s [Yao82], there

have been 30 years of research on MPC, progressing from pure theoretical research to real-world
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applications. Yao’s first talk introduced a toy application called “Millionaires’ Problem”. The

problem discusses two millionaires, Alice and Bob, who are interested in knowing who is richer

without revealing their actual wealth. Yao [Yao82] proposed a garbled circuit-based scheme

for secure two-party computation. Here, circuit means all the computation can be constructed

from AND and XOR gate. Garbled circuits are a cryptographic technique for parties compute

some functions by evaluating the binary circuit of the function, without revealing the secret

binary input strings. Since the Yao’s protocol, there are many constructions of MPC have

been proposed. In recent MPC research area, the main methods for constructing MPC are

garbled circuit, secret sharing, and homomorphic encryption.

Secret Sharing Based MPC. A secret-sharing scheme is a method of distributing a secret

among a group of participants, each of whom is assigned a share of the secret. Informally, any

secret sharing protocol for a set of n parties P = {P1, . . . ,Pn} consists of two phases,a sharing

phase by an algorithm Share and a reconstruction phase realized by Reconstruct. The goal

of the sharing phase is to create shares based on secret input and distribute these shares to

other parties without revealing anything other than the share itself. In the reconstruction

phase, the secret input is reconstructed from the shares. The first two-party secret sharing

based MPC protocol is introduced by [BGW88] using oblivious transfer. Then this protocol

were proved can be used in more than two parties case. There are many interesting research

using ideas from linear algebra to solve the problem of secret sharing. The linear secret sharing

schemes include Shamir’s secret sharing scheme, additive secret sharing scheme, threshold

secret sharing scheme, etc. In this thesis, we will pay attention to MPC based on additive

secret sharing scheme.

Homomorphic Encryption Based MPC. An alternative approach to construct MPC is

based on homomorphic encryption (HE). An HE scheme is a novel and powerful cryptographic

primitive having various applications. This primitive allows anyone to perform computations

over encrypted data with the data kept secret from it. Initially, Rivest et al. [RAD78] formu-

lated the idea of HE, then the first HE implementation is based on the breakthrough work

of Gentry [Gen09]. HE has several applications, for example in cloud computation scenar-

ios, a cloud provider could use an HE scheme to operate on encrypted data. This approach

guarantees a cloud customer’s data privacy in the presence of threats form malicious em-

ployees or intruders. To date, various kinds of homomorphic encryption schemes has been

proposed depending on different types of operations. Some schemes, like RSA [RSA78] and

ElGamal [ElG84], enable operations such as multiplication on encrypted data, making them
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multiplicative encryption schemes. Another type is an additive encryption scheme, exem-

plified by Paillier’s cryptosystem [Pai99], which allows for addition on encrypted data and

multiplication by a public constant. Lastly, fully homomorphic encryption schemes support

both additions and multiplications, enabling the evaluation of any circuit over encrypted data.

The first such scheme was developed by Gentry in 2009 [Gen09].

In this thesis, we focus on two research areas on constructing specific MPC: One is secret

sharing based Two-party Exponentiation MPC and the other is homomorphic encryption based

multi-client verifiable computation.

1.2 Background on Two-Party Exponentiation MPC

As our first result, we deal with how to implement an exponentiation functionality in MPC

based on secret sharing. Exponentiation is one of the most frequently used function in machine

learning, and is also useful in such as protecting secret keys in distributed systems such as

Blockchain. In the latter context, MPC is used to generate discrete logarithm-based digital

signatures while distributing the secret key, which is referred to as a threshold signatures or

distributed signatures [GGN16,Lin17,WWW+14].

Exponentiation MPC protocols for different settings have been proposed so far. The first

one is public base: the base is public and the exponent is secret; the second one is public

exponent: the base is private and the exponent is public; and last one is private exponentiation:

both the base and the exponent are privately held. In this thesis, we focus on the public

base variant. For example, when computing the function used in the deep learning setting

mentioned above, it is frequently required that the value ex can be computed, where e is

Napier’s constant. Thus, when considering real-world applications, the public base variant is

a useful and needed variant of exponentiation protocols.

In the following, in order to clarify our goal, we explain the three properties of exponen-

tiation MPC protocols: (based on) additive secret sharing / Shamir’s secret sharing, honest-

majority / dishonest-majority, and with / without bit-decomposition. Firstly, we note that

our goal is to construct an efficient public base exponentiation protocol without using bit-

decomposition based on additive secret sharing in the dishonest-majority setting.

Additive Secret Sharing vs. Shamir’s Secret Sharing. When constructing MPC pro-

tocols based on secret sharing, we mainly have two types of secret sharing: additive secret

sharing and Shamir’s secret sharing.
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Additive secret sharing [ISO] is defined over a finite additive group (+,G). In additive

secret sharing for n parties, a secret x ∈ G will be randomly divided into [x]1, . . . , [x]n such

that [x]1 + · · · + [x]n = x, where n is the number of parties. The defined group for additive

secret sharing determines the element form of shares and type of circuit on which parties want

to perform.

Compared with Shamir secret sharing, one of the advantages of MPC based on additive

secret sharing is the compatibility with ”dishonest-majority” MPC frameworks. In other

words, MPC based on additive secret sharing can be easily integrated with existing dishonest-

majority MPC frameworks [DPSZ12,DKL+13,KPR18,ALSZ15,KOS16], and thus can utilize

the ecosystems of these frameworks such as other efficient MPC protocols or cheater detection

functionality. This is explained in more detail below.

Dishonest-Majority vs. Honest-Majority. Honest/Dishonest-majority is a criteria of

MPC security regarding the number of corrupted parties among all participants. We call a

MPC protocol secure against honest(/dishonest)-majority if the number of corrupted parties

are less than(/equal or more) than half of the total number of parties, respectively. What is

important is that security against dishonest-majority is much harder to achieve than honest-

majority. In the fully information-theoretic setting, there exists an impossibility result that

we cannot construct MPC for arbitrary functions in dishonest-majority setting [BGW88].

To achieve security against a dishonest-majority, the previous studies often introduce some

computational assumptions, or the ”online/offline” paradigm described later.

A Bit-Decomposition-Based Approach. A common approach for realizing some MPC

functionalities is to firstly compute a binary representation of the input in secret shared form,

and then construct a MPC protocol for the evaluation of the functionality in question via

a Boolean circuit or a “mixed” Boolean and arithmetic circuit. The first step is known as

bit-decomposition, and the usefulness of this approach was illustrated by Damg̊ard et al. in

[DFK+06] who proposed MPC protocols for equality testing, comparison, and exponentiation.

Concretely, in a bit-decomposition protocol, a secret shared input [x]p is converted to a bit-

wise sharing [x0]p, · · · , [xℓ−1]p, such that x =
∑ℓ−1

i=0 xi2
i, where the input x ∈ Zp for some

prime p.

Making use of bit-decomposition in the public base setting allows the adaptation of the

well-known “square-and-multiply” algorithm (also referred to as “exponentiation by squaring”

or “binary exponentiation”) to the MPC setting. More specifically, considering a public base a

and a secret shared exponent [x]p, using bit-decomposition the secret shared bit representation
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[x]B = [x0]p . . . [xℓ−1]p, where
∑ℓ−1

i=0 2
ixi, xi ∈ {0, 1} can be obtained. Then, using the square-

and-multiply algorithm, the shares [ax]p can be obtained from this equation:

ax = a
∑i−1

i=0 2
ixi =

ℓ−1∏
i=0

a2
ixi =

ℓ−1∏
i=0

(xia
2i + 1− xi)

However, this protocol requires O(1) rounds and O(ℓ log ℓ) invocations of the underlying mul-

tiplication MPC protocol1 due to the cost of bit-decomposition. In particular, the cost of

O(ℓ log ℓ) invocations of multiplication cannot be dismissed.

Due to this limitation, previous works [NX11,AAN18] focused on how to construct pub-

lic base exponentiation protocol without the bit-decomposition technique. Especially, Aly,

Abidin, and Nikova [AAN18] proposed a highly efficient public base exponentiation protocol

and it requires only 3 rounds and 6 invocations of multiplication. While their protocol is

efficient, it depends on Shamir’s secret sharing scheme. 2

Online/Offline Paradigm and Additive Sharing. The online/offline paradigm using

preprocessed random shares called “Beaver triple” or “multiplication triple” [Bea92] is a well-

known and easy way to introduce multiplication in the dishonest-majority setting. These

dishonest-majority protocols consist of a preprocessing phase for generating Beaver triples

(called the “offline phase”) and a MPC protocol for the function to be computed which con-

sumes Beaver triples (called the “online phase”). To the best of our knowledge, all known

efficient offline protocols generating Beaver triples are designed for additive secret sharing,

such as protocols using homomorphic encryption [DPSZ12, DKL+13, KPR18], or oblivious

transfer [ALSZ15,KOS16]. Therefore, MPC based on additive secret sharing is useful in that

it is easily integrated with these protocols.

On the other hand, the BGW protocol [BGW88], which is a well-known MPC protocol

based on the Shamir’s secret sharing scheme, is limited in its scope to the honest majority

setting (that is, the number of corrupted parties is bounded by n/2).

1Since the multiplication MPC protocol is dominant in the communication, the communication complexity

of MPC is usually measured by the number of invocation of multiplication.
2To construct an exponentiation protocol over additive secret sharing, we could consider utilizing share

conversion between Shamir and Additive secret sharing. However, since [AAN18] assumes the base and

the exponent are shared by different moduli, an additional modulus conversion is needed, which makes this

approach more expensive.
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1.3 Background on Multi-Client Verifiable Computa-

tion

One of the most practically important applications of an HE scheme is to construct one type

of MPC protocols called private delegating computations (over clouds). Consider a situation

where there are a client who has only a relatively weak computational device and a server who

has more powerful computational resources. In this situation, we assume that a client wants

to securely outsource his data to the (possibly malicious) remote server (for getting some

computation result over his data), while allowing it to reliably perform computations over the

data. Utilizing an HE scheme, we can easily realize this demand (as we call private delegating

computations). Concretely, a client generates a ciphertext of his secret data and sends it to

a server. Then, the server get a ciphertext of the computation result by performing (possibly

heavy) homomorphic evaluations on the client’s ciphertext and return it to the client. Finally,

the client decrypts the evaluated ciphertext and get the computation result.3 Obviously, as an

important requirement on efficiency, the computation cost for a client should be independent

from the size of a delegated function.

While this cryptographic protocol is already attractive, it has a significant concern regard-

ing the integrity of computation results by a server. More precisely, there may be an incentive

for a server trying to cheat and return an incorrect computation result to the client. This in-

centive might be occurred due to the nature of the performed computation (such as, the case

that the server wants to convince the client of a particular result when it will give the server

some benefits) or just the server’s laziness for heavy computations. This problem motivates

us to consider a more desirable protocol called private and verifiable delegating computation

enabling a client to verify the given computation result is correct as well as get the result.4 As

a natural core cryptographic primitive for obtaining private and verifiable delegating compu-

tation, Lai, Deng, Pang, and Weng [LDPW14] proposed a verifiable homomorphic encryption

(VHE) scheme. As the name suggests, a VHE scheme allows a user to not only decrypt the

computation result but also check it is the correct evaluated value. Obviously, if given an

VHE scheme, we can obtain private and verifiable delegating computation immediately.

At first glance, one might think that the above private and verifiable delegating computa-

tion is sufficiently enough for practical applications. However, when taking into account of the

3Note that a more advanced situation where a client wants computations requiring multiple inputs (by this

single user) also can be solved by using an HE scheme.
4This protocol is firstly treated formally by Gennaro, Gentry, and Parno [GGP10] and it is sometimes called

just verifiable computation.
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real-world setting, we can see that it is not true. Specifically, it is important for us to consider

private and verifiable delegating computations in the multi-client setting, which enables se-

cure delegating computations on data by multiple users who have their own respective secret

keys.Actually, when considering some practically important applications (such as, big data

analysis for medical cares), it is inherently required to support computations on data given

multiple users and it is not reasonable to assume that all of the users share only one key (used

both for encryption and decryption procedures). Unfortunately, almost of the previous private

and verifiable delegating computations support only computations on data given by a single

user. Especially, the existing Lai et al.’s VHE scheme [LDPW14] only supports homomorphic

evaluation on the ciphertexts generated using the same secret key.

1.4 Our First Contribution: Efficient Two-Party Expo-

nentiation from Quotient Transfer

We propose a new public base exponentiation protocol without bit-decomposition based on

additive secret sharing with the following three contributions.

New Framework for Exponentiation Protocol. At first, we propose a new frame-

work for exponentiation constructed via a quotient transfer (QT) functionality,

which is formalized in this thesis.5 In this framework, we realize a constant round

public base exponentiation protocol based on an additive secret sharing scheme.

Efficient Exponentiation Protocol Based on Constrained QT Protocol. For ob-

taining an efficient exponentiation protocol in our framework, we propose a limited

class of a QT protocol (which is called constrained QT protocol) without relying

on bit-decomposition. Here, constrained means that our QT protocol only works

for even integers as input. Since we bypass the use of a bit-decomposition pro-

tocol, we succeed in reducing the complexity of our QT protocol. Combining

our framework and constrained QT protocol, we obtain an efficient public base

exponentiation protocol based on additive secret sharing.

Note that our exponentiation protocol has a limitation that inputs are less than

half of the underlying modulus. That is, compared to the existing exponentiation

protocols, an additional condition 2x < p is required for our protocol, where x

5QT was implicitly defined by [KIM+18]. In addition, in [OWIO19], a part of their protocol can be seen

as a QT protocol based on bit-decomposition, even though they did not mention it as a QT protocol directly.
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is the input and p is the modulus of the underlying group. We believe that this

limitation is not significant for many practical applications.

Modulus Conversion Protocol Based on Constrained QT Protocol. In order to

utilize our constrained QT protocol effectively, the secret shared exponent must

be multiplied by two to ensure it is even, which in turn leads to the requirement

that the public base is a quadratic residue in the group over which the exponent

is shared. To address this limitation, we also propose a new modulus conversion

protocol that enables the efficient conversion of additive shares over a prime field

to additive shares over a different prime field. Using this we can ensure that the

public base is always a quadratic residue via an appropriate conversion before

running our exponentiation protocol. The modulus conversion protocol is like-

wise based on our constrained QT protocol, and to the best of our knowledge,

outperforms existing protocols. This might be of independent interest.

As the most important advantage, our resulting exponentiation protocol requires only 3

rounds and 4 invocations of multiplication even in the case that we need our modulus conver-

sion protocol as subroutine. Moreover, if modulus conversion is not required, our exponentia-

tion protocol only requires 2 rounds and 3 invocations of multiplication We furthermore note

that our modulus conversion protocol requires only 1 round and 1 invocation of multiplication.

In the following, we will outline the main ideas behind our constructions.

Local Exponentiation. The main idea behind our approach is to make the computing

parties do most of the computation locally. In particular, the exponentiation itself is done

locally based on the shares of the exponent x. Let us for a moment assume that the two

parties hold shares [x]1p, [x]
2
p ∈ Zp, respectively, and that [x]1p + [x]2p = x over the integers i.e.

no reduction modulo p is required to recover x. In this case, the parties can directly compute

yi = a[x]
i
p mod p, which will satisfy o = y1 · y2mod p = a[x]

1
p+[x]2p mod p = axmod p. Shares of

o can be obtained by letting each party compute a sharing of yi, send one share to the other

party6 , and let both parties interact in a standard multiplication protocol to compute [o]i.

However, a standard secure sharing of x requires a potential reduction modulo p when

adding the shares i.e. [x]1p + [x]2p = xmod p which implies [x]1p + [x]2p = x+ t · p for t ∈ {0, 1}
over the integers. In other words, the above value o will in this case be of the form o = ax ·atp.
Here, atp = atmod p due to Fermat’s little theorem, and we observe that the term at can be

6In our actual exponentiation protocol given in Algorithm 1, each party locally sets the shares [yi]
i
p = yi

and [yi]
1−i
p = 0 (and does not send their shares to each other) in order to optimize the round complexity.
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eliminated from o assuming the parties can compute (shares of) t by multiplying o with the

multiplicative inverse a−1 conditioned on the value of t.

Efficient Quotient Transfer. The above approach assumes that the parties can efficiently

compute the value t. This was implicitly defined by Kikuchi et al. [KIM+18] as a QT pro-

tocol. Note, however, that the efficiency of this protocol is crucial in the above approach to

exponentiation, and basing the QT protocol on e.g. bit-decomposition as done by [OWIO19],

will defy the purpose of this approach.

We propose a simple but efficient approach to a QT protocol constrained to even inputs.

Specifically, we observe that if the input x is even, the value of t can be determined by the

least significant bits of the shares [x]1p and [x]2p, as t = 1 implies that [x]1p + [x]2p over the

integers must be odd as the prime p is likewise odd, whereas t = 0 implies that [x]1p + [x]2p

over the integers must be even (as the input is likewise even). Hence, the QT protocol can

in this case be implemented via the appropriate comparison of the least significant bits of the

shares [x]1p and [x]2p. To make use of this constrained QT protocol in the computation of an

exponentiation, we simply multiply input x by 2, and compute
√
a
2x
.

Modulus Conversion. The above assumes that an appropriate value
√
a can be computed

i.e. that a is a quadratic residue modulo the prime p. Note that since p is prime, half of all

elements in Zp are quadratic residues, and if this is the case for a, the above approach works.

However, if a is a quadratic non-residue, a different approach is required. We address this

case by simply converting the shares of x in Zp to shares in Zp′ for a prime p′ for which a is

a quadratic residue.

Similar to the above, for this to work, an efficient modulus conversion protocol is required.

We obtain this by observing that our QT protocol allows the shares of q to be drawn from

Zp′ as opposed to Zp which the shares of the input x belongs to, which in turn, allows us to

construct a very efficient modulus conversion protocol (the details are given in Section 2.2.2).

Note that the restriction that the input x is even can easily be overcome by firstly multiplying

x by 2, doing the conversion, and then multiply the result by 2−1, which are both local

operations. In comparison to the efficient conversion protocol by [KIM+18], which is based on

bit-wise processing of the input, our protocol is simpler and more efficient. Concretely, while

the modulus conversion protocol [KIM+18] requires O(log p′) rounds and O(log p′) invocations
of multiplication, our protocol requires only 1 round and 1 invocation of multiplication.
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Protocol Tool§ DM frame. comp.# BD⋆ Rounds Multiplication†

[DFK+06] Linear Yes Yes 119 O(ℓ log ℓ) 50176

[NX11]∗ Linear Yes No 20 O(ℓ) 10508

[AAN18] Shamir’s No No 3 O(1) 6

This work (with conversion)$ Additive Yes No 3 O(1) 4

This work (w/o conversion)$ Additive Yes No 2 O(1) 3

Table 1.1: Comparison between two-party (public base) exponentiation protocols.

§ In this column, “Linear” stands for (general) linear secret sharing, “Shamir’s” stands for Shamir’s secret

sharing, and “Additive” stands for additive secret sharing. We note that a secret sharing scheme is called

linear if each share has linearity and linear secret sharing includes Shamir’s secret sharing and additive secret

sharing.
# In this column, we note whether each protocol is compatible with dishonest-majority (DM) frameworks.
⋆ In this column, we point out whether each protocol requires bit-decomposition (BD) or not.
∗ The proposed protocol is a private exponent type protocol, not a public base type protocol. As the former

implies the later, in our comparison, we use their private exponent type protocol as a public base type.
† We consider the case ℓ = 64 when estimating the number of multiplications.
$ Here, we consider two cases: whether we need modulus conversion or not. As mentioned above, in our

protocol, if the public base does not have quadratic residue, we require an additional modulus conversion. In

this case, when our modulus conversion is used, we need additional 1 round and 1 invocation of multiplication.

1.4.1 Related Works

Here, we compare the efficiency of the existing exponentiation protocols and summarize the

comparison in Table 1.1. Up until now, as mentioned above, there have been a few works on

exponentiation protocols not relying on a bit-decomposition protocol.

In 2011, Ning and Xu [NX11] introduced private exponentiation type protocols without

a bit-decomposition technique. As a result, they obtain a protocol with 20 rounds and 164 ·
ℓ + 12 invocations of multiplication for a public base, where ℓ is the number of message bits.

Especially, when we consider ℓ = 64, the number of invocations of multiplication is 10508.

Recently, Aly, Abidin, and Nikova [AAN18] simplified the Ning et al.’s protocol, and re-

duced the communication complexity and the number of invocations of multiplication based

on the Shamir’s secret sharing scheme. They also constructed a new public exponent exponen-

tiation protocol. Regarding the public base exponentiation protocol, the number of rounds is

3 and the number of multiplication invocations is 3(1+ ⌊log(n)⌋), where n means the number

of parties. Especially, in the two-party setting (that is, n = 2), the number of invocations of

multiplication is 6. We note that their protocol needs to use different moduli in the groups of

base and exponentiation in order to ensure correctness. This is a drawback when considering

composition with other protocols (not only in theoretical sense but also in an implementa-
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tion). Compared to their protocol, our protocol has same modulus in the groups of base and

exponentiation.

In Table 1.1, we compare our work with the results by Ning et al. and Aly et al. in the

two-party setting (all protocols without bit-decomposition), and the result by [DFK+06] which

uses bit-decomposition. There, ℓ denotes the bit-length of the input. In the rows “ [DFK+06]”

and “ [NX11]”, we consider the case ℓ = 64 when estimating the number of multiplications.

Although we obtain an efficient constant-round MPC protocol for an exponentiation func-

tionality in the two-party setting, it is still an open problem to extend our protocol to the

three or (more general) n-party setting. The main difficulty is to extend our QT protocol to

the n-party setting efficiently. See Section 2.2.3 for the details.

1.5 Our Second Contribution: Multi-Key Verifiable Ho-

momorphic Encryption

In this thesis, as a core cryptographic primitive for private and verifiable delegating com-

putations in the multi-user setting, we propose multi-key verifiable homomorphic encryption

(MVHE). Roughly, an MVHE scheme is a primitive has following features:7

• Each user Ui (having its secret key sk i) to generate a ciphertext ci of its message mi.

• Receiving a function f (for a homomorphic evaluation) and users’ ciphertexts (ci)i∈[n],

anyone can perform homomorphic evaluations and get an evaluated ciphertext cf for the

value y = f(m1, · · · ,mn).

• By using all of the secret keys (sk i)i∈[n], we can decrypt the evaluated ciphertext cf and

verify that the evaluated value y is correct as well as get the result.

In order to obtain an MVHE scheme, we also propose a new notion of multi-key homomorphic

encrypted authenticator (MHEA), which is a multi-key variant of homomorphic encrypted

authenticator (HEA) introduced by Lai et al. [LDPW14] as a building block.8 We show that an

MVHE scheme can be constructed by combining a multi-key homomorphic encryption (MHE)

scheme [LTV12] and an MHEA scheme. As we will see below, MVHE plays an important role

to realize private and verifiable delegating computations in the multi-client setting.

7Due to its nature, in a (M)VHE scheme, a user uses a secret key both for encryption and decryption

procedures.
8Note that, when referring (multi-key) homomorphic (encrypted) authenticator, we only consider one re-

quiring a secret key in the verification process, that is, the message authentication code setting.
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We explain how to obtain a private and verifiable delegating computation in the multi-user

setting by utilizing an MVHE scheme MVHE (with a multi-party computation (MPC) proto-

col with semi-honest security9 ). For clarity and concreteness, we assume the situation where

there are many clients (with only weak computational devices) who want to get a (shared) pre-

diction model, while keeping all their training data secret, and there is one (malicious) server

with an enough computational power for generating the prediction model. More precisely, we

consider a situation where there are multiple clients (Ci)i∈[n] and a (computationally powerful)

server S and each client Ci has its (secret) training data datai and they hope to get an efficient

prediction model f(data1, · · · , datan) computed from a (public) learning program f and their

training data (datai)i∈[n]. Here, we assume that all of the clients (Ci)i∈[n] are semi-honest and

the server S is malicious, where “semi-honest” means that the (possibly corrupted) clients fol-

low the specified protocol and nothing is leaked in the transcript. As a preparation phase, each

client generates their own secret key sk i of MVHE, computes a ciphertext ci of datai using

sk i by itself, and sends the ciphertext ci to S.10 Then, given all users’ ciphertexts (ci)i∈[n], the

server S performs the evaluation algorithm of MVHE on a (public) function f and ciphertexts

(ci)i∈[n] for obtaining a ciphertext cf encrypting f(data1, · · · , datan) and returns to the users.

Upon receiving an evaluated ciphertext cf from S, the users run the decryption algorithm of

MVHE (hardwired the evaluated ciphertext cf ) on a semi-honest MPC protocol given the

secret keys (sk i)i∈[n] as secret inputs. We note that this MPC procedure among clients does

not depend on the size of f due to the succinctness of the evaluated ciphertext cf . When this

MPC procedure is done, all of the users can get the information of an evaluated prediction

model f(data1, · · · , datan).11

1.5.1 Related Works

We briefly recall some previous related works on (fully) MHE, (fully) MHA, and private and

verifiable delegating computation.

9We note that various MPC protocols with semi-honest security can be constructed based solely on secret

sharing schemes [BGW88,GMW87].
10While in an actual MVHE scheme, in addition to secret keys, each user generates an (public) evaluation

key ek i used by a server S for executing homomorphic evaluations including a ciphertext generated on sk i, we

omit these evaluation keys for simplifying explanations.
11We note that since a (standard) MPC protocol does not have verifiability, we cannot realize private and

verifiable delegating computations solely based on a MPC protocol.
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Multi-Key Homomorphic Encryption. López-Alt, Tromer, and Vaikuntanathan [LTV12]

proposed the notion of MHE and its concrete construction based on the NTRU lattice. Clear

and McGoldrick [CM15] proposed a general transformation from (fully) HE into (fully) MHE

based on the learning with errors (LWE) assumption over lattices. As a result, they obtain the

first MHE scheme based on the LWE assumption. Mukherjee and Wichs [MW16] presented

a new construction of MHE having a single round threshold decryption process based on the

LWE assumption by simplifying the Clear et al.’s MHE scheme. Peikert and Shiehian [PS16]

proposed a notion of multi-hop MHE, which enables that homomorphic evaluated ciphertexts

can be reused in the following homomorphic evaluations involving additional users, and its

construction based on the LWE assumption (with a restriction that the number of users are

limited). Brakerski and Perlman [BP16] proposed a similar notion called fully dynamic MHE,

which is different from multi-hop MHE in that the number of users are not a-priori bounded

at the setup phase, and its construction based on the LWE assumption. Chen, Zhang, and

Wang [CZW17] proposed the first multi-hop MHE scheme based on the ring LWE assumption.

Recently, Ananth, Jain, Jin, and Malavolta [AJJM20] proposed the first MHE scheme in the

plain model (which does not require any trusted setup phase) based on the LWE, ring LWE,

and decisional small polynomial ratio assumption.

Multi-Key Homomorphic Authenticator. (M)HA is divided into two types depending

on whether a verifier’s is secret or not. In the former case, an MHA is also referred as multi-

key homomorphic message authentication code (MHMAC), while in the latter case referred

as multi-key homomorphic signature (MHS). Gennaro and Wichs [GW13] proposed the first

fully HMAC scheme based on a (fully) HE scheme (and pseudorandom functions). Then,

Gorbunov, Vaikuntanathan, Wichs [GVW15] proposed the first fully HS scheme based on the

short integer solution (SIS) assumption. By extending the Gorbunov et al.’s HS scheme, Fiore,

Mitrokotsa, Nizzardo, and Pagnin [FMNP16] proposed the first fully MHS scheme based on the

SIS assumption. Lai, Tai, Wong, and Chow [LTWC18] introduced a new security notion called

unforgeability under insider corruptions for MHS and showed that an MHS scheme satisfying

such a strong security notion can be constructed from zero-knowledge succinct non-interactive

arguments of knowledge (ZK-SNARK) [BCCT12,FN16]. Fiore and Pagnin [FP18] proposed a

compiler called Matrioska which transforms any (single-key) HA scheme for polynomial-sized

circuits into a fully MHA scheme.

Private and Verifiable Delegating Computation. Gennaro et al. [GGP10] firstly con-

sidered the formal notion of private and verifiable delegating computation (called verifiable
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computation (VC) scheme for short) and proposed its construction based on a fully HE scheme

and garbled circuits. Then, Parno, Raykova, and Vaikuntanathan [PRV12] (resp., Goldwasser,

Kalai, Popa, Vaikuntanathan, and Zeldovich [GKP+13]) proposed the first VC scheme based

on an attribute-based encryption scheme (resp., a succinct single-key functional encryption

scheme). Lai et al. [LDPW14] proposed a VHE scheme as a building block for VC. Fiore,

Gennaro, and Pastro [FGP14] proposed a generic construction of VC based on a fully HE

scheme and a (non-private) VC scheme and its practically efficient instantiation. Recently,

Fiore, Nitulescu, and Pointcheval [FNP20] extended the approach of [FGP14] to support pub-

lic verifiability and the evaluation of more than quadratic functions. Moreover, Bois, Cascudo,

Fiore, and Kim [BCFK21] proposed an improved protocol which solved the restriction on the

modulus of the underlying HE scheme used in [FNP20].

Finally, as one of the most important related works, Choi et al. [CKKC13] proposed a cryp-

tographic protocol called a multi-client VC scheme which allows multiple clients to outsource

the computation of a function f of their inputs to a server. They construct a multi-client

VC scheme by combining a Gennaro et al.’s (single-client) VC scheme [GGP10] and a proxy

oblivious transfer protocol. Although their multi-client VC scheme is similar to our private

and verifiable delegating computation in the multi-user setting, we have important differ-

ences between these. Firstly, before running the delegated computation, their multi-client VC

scheme requires one client to execute a heavy computation depending on the size of a function

f as setup. Compared to theirs, our protocol does not require any client to execute such a

heavy setup phase. Secondly, while their multi-client VC scheme does not need any interac-

tion among clients, our protocol needs to interact each other when running the decryption

procedure since we execute a semi-honest MPC protocol. Compared to each other, both of

them have (dis)advantages, we can say that these two notions are incomparable.12

1.6 Notations

In this thesis, we use the following notations. x ← X denotes sampling an element x from

a finite set X uniformly at random. y ← A(x; r) denotes that a probabilistic algorithm A
outputs y for an input x using a randomness r, and we simply denote y ← A(x) when we

need not write an internal randomness explicitly. Also, x := y denotes that x is defined by y.

λ denotes a security parameter. A function f(λ) is a negligible function in λ, if f(λ) tends to

0 faster than 1
λc for every constant c > 0. negl(λ) denotes an unspecified negligible function.

12One might see that these two primitives are same one except that they have different advantages.
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PPT stands for probabilistic polynomial time.
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Chapter 2

Efficient Two-Party Exponentiation

from Quotient Transfer

In this chapter, we provide our two-party exponentiation protocol using quotient transfer. In

Section 2.1, we review some notations and basic knowledge of secret-sharing based MPC. In

Section 2.2, we provide the details of our exponentiation protocol.

2.1 Preliminaries

2.1.1 Notations

In this result, we use the following notations. p and p′ denote safe prime numbers. n denotes

the number of parties. Let [x]p denote a secretly shared input x ∈ Zp. Let P be the set of

n parties and Pi the i-th party for i = 1, · · · , n. The operation + is a normal addition over

integers. The congruence relation a = kp + b is represented as a ≡ b(mod p), where a, b, k,

and p are integers.

2.1.2 Additive Secret Sharing

In this section, we introduce the definition of additive secret sharing. In general, an additive

secret sharing scheme is defined over finite additive groups. Among them, we consider the

case over Zp (the set of integers modulo p). An additive secret sharing scheme over Zp consists

of the following two algorithms Share and Reconstruct.

• Share : Given a value x ∈ Zp as input, this algorithm outputs shares [x]p = ([x]1p, . . . , [x]
n
p )

of x such that [x]1p + [x]2p + · · · + [x]np ≡ x(mod p), where [x]ip denotes Pi’s share. All

19



shares are distributed uniformly at random in Zp under the constraint that they sum to

x. In the following, we use the notation [x]p ← Share(x).

• Reconstruct : Given all n shares [x]p as input, this algorithm outputs a value x =

([x]1p + · · ·+ [x]np )mod p.

Note that the requirement on the random distribution of shares implies that only given access

to n− 1 shares in [x]p, the value x is information theoretically hidden.

An additive secret sharing scheme supports the following computations on shares.

• Local operation : Given shares [a]p, [b]p and a scalar α ∈ Zp, the parties can generate

shares of [a+ b]p, [αa]p, and [α + a]p using only local operations.

• Multiplication : Given shares [a]p and [b]p, we assume the parties can generate [ab]p by

invoking an ideal multiplication functionality FMul([a]p, [b]p). This might be implemented

using a multiplication protocol based on Beaver triples [Bea92]. In the following, we use

the notation [ab]p ← [a]p · [b]p to denote [ab]p ← FMul([a]p, [b]p).

2.1.3 A Model of Secure Two-Party Computation

In this section, we formally introduce two-party computation. A two-party computation is

specified by a (possibly probabilistic) procedure referred to as a functionality. Denote f :

({0, 1}∗)2 → ({0, 1}∗)2 as the two-ary functionality. Specifically, each party Pi can obtain

distinct outputs fi(x) in general, where f = (f0, f1) and x = (x1, x2) is a pair of inputs.

Definition of Security. The security of MPC is formalized by simulation-based security

definitions. Roughly speaking, if there exist simulators who can generate the view of each

party in the execution from given inputs and outputs, an MPC protocol is called secure.

This formalization implies that each party learns nothing about other users’ inputs from the

execution of the protocol, except for the information that can be derived from outputs.

Definition 1 (Computational Indistinguishability). Two probability ensembles X =

{X(a, n)}a∈{0,1}∗,n∈N and Y = {Y (a, n)}a∈{0,1}∗,n∈N are said to be computationally indistin-

guishable, denoted by X
c
≈ Y , if for any non-uniform PPT algorithm D there exists a negligible

function negl(λ) such that for every a ∈ {0, 1}∗ and every n ∈ N,∣∣∣∣ Pr
X←X

[D(X(a, n)) = 1]− Pr
Y←Y

[D(Y (a, n)) = 1]

∣∣∣∣ = negl(λ).
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Definition 2 (Security). Let f : ({0, 1}∗)2 → ({0, 1}∗)2 be a 2-ary functionality and let π be a

two-party protocol for computing f . Let x = (x0, x1) be a pair of inputs. Let Viewπ
i (x, λ) be the

view of the party Pi during an execution of a protocol π on the input x and λ. Let Outputπ(x)

be the output of all parties from an execution of π. We say that a protocol π securely computes

f in the presence of semi-honest adversaries, if there exist PPT algorithms S1 and S2 such

that

{(S1(1λ, x1, f1(x)), f(x))}x,λ
c
≈ {(Viewπ

1 (x, λ),Output
π(x, λ))}x,λ

and

{(S2(1λ, x2, f2(x)), f(x))}x,λ
c
≈ {(Viewπ

2 (x, λ),Output
π(x, λ))}x,λ,

where x1, x2 ∈ {0, 1}∗ and |x1| = |x2|.
In addition, we say that π securely computes f in the presence of semi-honest adversaries in

the F-hybrid model if π contains ideal calls to a trusted party computing a certain functionality

F .

Remark 1 (On local computations). Note that the functionalities with only a local computa-

tion (i.e., a computation which needs no communication among parties) obviously satisfy the

above Definition 2, since the view of such functionality is only the information that can be

obtained from shares. Such a view leaks no information regarding inputs due to the security

of the underlying secret sharing scheme.

Universal Composability Framework. A stronger notion of security typically considered

for MPC can be obtained via the Universal Composability (UC) framework, which is a general

framework allowing arbitrary MPC protocols to be represented and analyzed. Protocols that

are proven secure in the UC framework have the property that they maintain their security

when run in parallel and concurrently with other secure and insecure protocols. In [KLR10],

Kushilevitz, Lindell, and Rabin showed that under certain circumstances, stand-alone security

as defined above (Definition 2), implies security in the UC framework:

Theorem 1 (Thm. 1.5 in [KLR10]). Every protocol that is secure in the stand-alone model and

has start synchronization and a straight-line black-box simulator is UC-secure under concurrent

general composition (universal composition).

In the above theorem, a “straight-line” simulator means that a non-rewinding simulator,

and “start synchronization” means that the inputs of all parties are fixed before the execution

begins (also called as “input availability”). All of the protocols considered in this thesis

satisfies these conditions, and hence, Theorem 1 ensures that we obtain UC-security of our

protocols.
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2.1.4 Quotient Transfer Functionality

We now introduce the quotient transfer (QT) functionality FQT for a two-party protocol.

This functionality plays a central role in our construction of an exponentiation protocol. Let

[a]p = ([a]1p, [a]
2
p). Here, we have a value t satisfying [a]1p + [a]2p = a+ t · p (t ∈ {0, 1}) over the

integers. We define the QT functionality as

[t]p′ ← FQT([a]p, p
′).

Note that, if [a]1p+[a]2p < p, then t = 0, else t = 1. We emphasize that although the individual

shares [a]ip are elements in Zp, the addition considered above is over the integers.

2.1.5 Modulus Conversion Functionality

We introduce the modulus conversion functionality FConv. A modulus conversion functionality

is a functionality that converts a share in Zp into one in Zp′ (with p ̸= p′). Let x ∈ Zp. We

define FConv as

[x]p′ ← FConv([x]p, p
′).

2.1.6 Exponentiation Functionality

Here, we introduce a (public base) exponentiation functionality FEXP. Let p be some prime.

Let a ∈ Zp and x ∈ Zp. We define FEXP as

[axmod p]p ← FEXP(a, [x]p).

Note that, as we will consider additive secret sharing of x over Zp, we define the above

exponentiation functionality for x ∈ Zp, whereas the exponent space typically considered for

exponentiation in Zp would be restricted to Zϕ(p) = Zp−1. However, the functionality remains

well-defined for the extension x ∈ Zp.

2.2 Our Exponentiation Protocol

In this section, we propose our exponentiation protocol. We first introduce a new framework

for an exponentiation protocol in Section 2.2.1. Then, we provide a modulus conversion

protocol using a QT protocol in Section 2.2.2. Next, we provide a constrained QT protocol

without bit-decomposition which only works on even numbers in Section 2.2.3. In the end,

we introduce a concrete construction of our framework of an exponentiation protocol using
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our constrained QT protocol and modulus conversion protocol (which is also obtained by our

constrained QT protocol) in Section 2.2.4.

2.2.1 A New Framework for Exponentiation Protocol

In this section, we provide our new framework for an exponentiation protocol. Before describ-

ing our framework formally, we give its overview.

In the public base exponentiation setting, a naive idea for computing axmod p is that

each party Pi (i ∈ {0, 1}) locally computes a[x]
i
pmod p and invokes a multiplication protocol

to get a value a[x]
0
p+[x]1pmod p. Here, a subtle point is that [x]0p + [x]1p is not always equal

to x since there is a situation that [x]0p + [x]1p = x + p holds. That is, we have the case

a[x]
0
p+[x]1p mod p = ax+pmod p = (ax · ap)mod p and in this case, we should eliminate the

term apmod p to get a correct result axmod p. In order to solve this problem, we utilize a

QT functionality FQT. By using FQT, we can know the secret shared values [t]p such that

[x]0p + [x]1p = x+ t · p and eliminate the term apmod p correctly. Formally, our new framework

ΠEXP for FEXP is described in Algorithm 1.

Algorithm 1 Our framework for exponentiation protocol ΠEXP

Input: a, [x]p

Output: [o]p

1: Each Pi(i ∈ {0, 1}) locally computes yi = a[x]
i
pmod p

2: Each Pi(i ∈ {0, 1}) locally sets [yi]
i
p = yi and [yi]

1−i
p = 0

3: [d]p ← [y0]p · [y1]p
4: [t]p ← FQT([x]p, p)

5: [o1]p ← (1− [t]p)[d]p,

6: [o2]p ← [t]p[d]p

7: [o]p ← [o1]p + [o2]p(a)
−p

Correctness. Here, we show the correctness of our framework of an exponentiation protocol

ΠEXP.

Theorem 2. ΠEXP is correct in (FMul,FQT)-hybrid model.

The protocol ΠEXP is aimed at correctly computing axmod p, where a ∈ Zp and x ∈ Zp.

Each party Pi firstly computes a[x]
i
p mod p and sets [yi]

i
p = yi and [yi]

1−i
p = 0 locally, then uti-

lizes a multiplication MPC protocol to compute (a[x]
0
p) mod p·(a[x]1p) mod p = a[x]

0
p+[x]1p mod p.
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An obscure problem in this process is that we have two cases for the value x. Concretely, we

have [x]0p + [x]1p = x+ t · p (t ∈ {0, 1}). In the following proof, we have the correct value ax in

both of the cases [x]0p + [x]1p ≤ p and [x]0p + [x]1p > p.

Proof of Theorem 2. Let a ∈ Zp and x ∈ Zp. Regarding the secret value x, we have the

following two cases.

• In the case of [x]0p + [x]1p ≤ p (that is, we have t = 0 and [x]0p + [x]1p = x), each Pi locally

computes a[x]
i
pmod p, sets [yi]

i
p = yi and [yi]

1−i
p = 0, and uses FMul to compute d. From

the correctness of FMul, we have d = a[x]
0
p+[x]1pmod p = axmod p. Moreover, from the

correctness of FQT, we get t = 0. Therefore, o1 = d, o2 = 0, and o = axmod p hold.

• In the case of [x]0p + [x]1p > p (that is, we have t = 1 and [x]0p + [x]1p = x + p), each Pi

locally computes a[x]
i
pmod p, sets [yi]

i
p = yi and [yi]

1−i
p = 0, and uses FMul to compute

d. From the correctness of FMul, we have d = a[x]
0
p+[x]1pmod p = ax+pmod p. Moreover,

from the correctness of FQT, we get t = 1. Therefore, o1 = 0, o2 = d · (a)−pmod p =

(a)x+p · (a)−pmod p = axmod p, and o = axmod p hold. (Theorem 2)

Security. Then, we prove the security of our new framework.

Theorem 3. ΠEXP can securely compute FEXP in (FMul,FQT)-hybrid model.

Proof of Theorem 3. We construct a separate simulator for each party (S0 for the P0’s

view and S1 for the P1’s view, as in Definition 2). Consider the case that P1 is corrupted.

The view of P1 can be written as:

ViewΠEXP
1 (a, [x]p) = ([d]1p, [t]

1
p, [o2]

1
p, [o1]

1
p, r),

where [d]p = [y0]p · [y1]p, yi = a[x]
i
pmod p for i ∈ {0, 1}, [yi]ip = yi and [yi]

i−1
p = 0 for i ∈ {0, 1},

and r is a randomness used by P1. We need to show that the simulator S1 can generate the

view of P1. In the protocol, P1 receives an input consisting of values a and [x]1p. Then, S1 is

given (a, [x]1p, [o]
1
p) and works as follows:

1. S1 chooses a uniform randomness r from Zp.

2. S1 chooses a uniformly distributed random number [d]1p, [t]
1
p, and [o2]

1
p from Zp.

3. S1 computes [o1]
1
p = [o]1p − [o2]

1
p · a−1.
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4. S1 outputs ([d]1p, [t]
1
p, [o2]

1
p, [o1]

1
p, r).

Due to the security of the underlying additive secret sharing scheme, [d]1p, [t]
1
p, [o2]

1
p, and

r are uniformly at random in Zp. Moreover, since the shares of [o]1p and [o2]
1
p are distributed

randomly conditioned on [o]1p = [o1]
1
p + [o2]

1
p · a−1, which is same as in the real execution.

Thus, the distribution of ([d]1p, [t]
1
p, [o2]

1
p, [o1]

1
p) output by S1 is equal to one which are given

for P1. Furthermore, due to the correctness of ΠEXP (shown in Theorem 2), the output of

ΠEXP(a, [x]p) is equal to the output of functionality FEXP(a, [x]p). Hence, we have

{(S1(a, [x]
1
p, [o]

1
p),FEXP(a, [x]p)}

c
≈ {(ViewΠEXP

1 (a, [x]p),ΠEXP(a, [x]p)}

Similar with above, in the case that P0 is corrupted, we can also construct S0 which can

simulate the view of P0. Therefore, ΠEXP securely computes FEXP in (FMul,FQT)-hybrid

model. (Theorem 3)

Remark 2 (Existing (inefficient) protocols over our framework). As mentioned in Section 1.4,

we can realize ΠEXP using existing primitives. Specifically, a part of the previous work [OWIO19]

can be seen as a QT protocol, even though they did not explicitly define this as a QT protocol.

However, since their protocol is based on bit-decomposition, the resulting ΠEXP suffers from a

large multiplication cost.

Efficiency of Our Exponentiation Framework. Here, we give an analysis for the effi-

ciency (round complexity and the number of invocations of multiplication) of our exponen-

tiation framework. In the analysis for round complexity, an important point is that we can

execute some procedures simultaneously in ΠEXP. Concretely, since the computation in the

functionality FQT (Step. 4) does not depend on the previous steps, FQT can be executed with

previous procedures in a parallel way. Taking into account this optimization, the round com-

plexity of ΠEXP is max(rQT, rMul) + rMul, where rQT and rMul represent the round complexity

of FQT and FMul respectively. Also, the number of invocations of multiplication is iQT+2·iMul,

where iQT and iMul represent the number of invocations of multiplication of FQT and FMul

respectively.

2.2.2 AModulus Conversion Protocol Using Quotient Transfer Func-

tionality

In this section, we provide a modulus conversion protocol which can change x ∈ Zp to x ∈ Zp′ .

This modulus conversion protocol consists of the QT functionality and a transfer formula. By
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using the QT functionality, we can know the secret shared values [t]p′ such that [x]0p + [x]1p =

x + t · p. Then, the transfer formula change x into x ∈ Zp′ by eliminating the influence of

overflow. Formally, our modulus conversion protocol is described in Algorithm 2.

Algorithm 2 Our modulus conversion protocol ΠConv

Input: [x]p, p
′

Output: [x]p′

1: [t′]p′ ← FQT([x]p, p
′)

2: Each Pi(i ∈ {0, 1}) sets [x]ip′ = [x]ip − [t′]ip′ · p
3: Output [x]p′

Correctness. Firstly, we prove the correctness of ΠConv.

Theorem 4. ΠConv is correct in FQT-hybrid model.

Proof of Theorem 4. From the correctness of FQT, we can obtain a correct t′ ∈ {0, 1}
satisfying [x]0p+[x]1p = x+ t′ ·p. Next, we obtain [x]0p′ = [x]0p− [t′]0p′ ·p and [x]1p′ = [x]1p− [t′]1p′ ·p.
Then, we have the following equation

[x]0p′ + [x]1p′ = [x]0p − [t′]0p′ · p+ [x]1p − [t′]1p′ · pmod p′

= [x]0p + [x]1p − ([t′]0p′ + [t′]1p′) · pmod p′

= x+ t′ · p− ([t′]0p′ + [t′]1p′) · pmod p′

Here, since we have [t′]0p′ +[t′]1p′ = t′ when [t′]0p′ +[t′]1p′ ≤ p′ holds and [t′]0p′ +[t′]1p′ = t′+p′ when

[t′]0p′ +[t′]1p′ > p′ holds, [t′]0p′ +[t′]1p′ mod p′ equals to t′. Then, t′ ·p− ([t′]0p′ +[t′]1p′) ·p is equal to 0

over modulus p′. Thus, we have [x]0p′ + [x]1p′ = xmod p′ and get shares [x]0p′ and [x]0p′ satisfying

that the sum of them is equal to x over Zp′ . Therefore, ΠConv is correct in FQT-hybrid model.

(Theorem 4)

Security. Then, we prove the security of ΠConv.

Theorem 5. ΠConv is UC-secure in FQT-hybrid model.

Proof of Theorem 5. We construct a separate simulator for each party (S0 for the P0’s

view and S1 for the P1’s view, as in Definition 2). Consider the case that P1 is corrupted.

The view of P1 can be written as:

ViewΠConv
1 ([x]p, p

′) = ([t]1p′ , r),

26



where r is a randomness used by P1. We need to show that the simulator S1 can generate the

view of P1. In the protocol, P1 receives an input consisting of values [x]1p and p′. Then, S1 is

given ([x]1p, [x]
1
p′ , p

′) and works as follows:

1. S1 chooses a uniform randomness r from Zp.

2. S1 chooses uniformly distributed random [t]1p′ from Zp′ .

3. S1 outputs ([t]1p′ , r).

Due to the security of the underlying additive secret sharing scheme, r and [t]1p′ are uni-

formly at random in Zp′ in the real execution. Thus, the distribution of [t]1p′ output by S1 is

equal to one which are given for P1. Furthermore, due to the correctness of ΠEXP (shown in

Theorem 4), the output of ΠConv([x]p, p
′) is equal to the output of functionality FConv([x]p, p

′).

Hence, we have

{(S1(p
′, [x]1p, [t]

1
p′),FConv([x]p, p

′)}
c
≈ {(ViewΠConv

1 ([x]p, p
′),ΠConv([x]p, p

′)}

Similar with above, in the case that P0 is corrupted we can also construct S0 which can

simulate the view of P0. Therefore, ΠConv securely computes FConv in (FMul,FConv)-hybrid

model. Moreover, from Theorem 1, ΠConv is also UC-secure in FQT-hybrid model, and thus

Theorem 5 holds. (Theorem 5)

Efficiency of Our Modulus Conversion Protocol. Here, we give an analysis of the ef-

ficiency (round complexity and the number of invocations of multiplication) of our modulus

conversion protocol ΠConv. The round complexity is rQT, where rQT represents the round com-

plexity of FQT. Also, the number of invocations of multiplication is iQT, where iQT represents

the number of invocations of multiplication of FQT.

As mentioned in Section 2.2.3, both of the round complexity rQT and the number of

invocations of multiplication iQT of our constrained QT protocol are 1. Thus, our modulus

conversion protocol requires only 1 round and 1 invocation of multiplication. Compared to

the most efficient modulus conversion protocol [KIM+18] which requires O(log p′) rounds and
O(log p′) invocations of multiplication, we can see that our modulus conversion protocol is

more efficient.
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2.2.3 A Constrained Quotient Transfer Protocol without

Bit-Decomposition

In this section, we provide our constrained QT protocol without the bit-decomposition proto-

col. Our core idea is that we can check whether [x]0p + [x]1p is bigger than p or not by using

only the least significant bit (LSB) of the shares of even inputs. Namely, our QT protocol

securely computes FQT if the input is an even number. Note that this restriction does not

occur any problem when used in our exponentiation protocol. More specifically, the input

of our exponentiation protocol is not restricted to even numbers. See Section 2.2.4 for the

details.

We propose our constrained QT protocol as described in Algorithm 3. Let p and p′ be

odd primes. Regarding an input for Algorithm 3, let x be an even and bi the LSB of [x]ip for

i ∈ {0, 1}.

Algorithm 3 Our constrained quotient transfer protocol ΠQT

Input: [x]p, p
′

Output: [t]p′

1: Each Pi(i ∈ {0, 1}) locally computes bi = LSB([x]ip).

2: Each Pi(i ∈ {0, 1}) locally sets [bi]
i
p′ = bi and [bi]

1−i
p′ = 0.

3: [t]p′ = [b0]p′ + [b1]p′ − 2 · [b0]p′ · [b1]p′
4: Output [t]p′

Remark 3 (On an extension to n-party setting). We can easily extend our two-party QT

protocol into n-party protocol by executing the LSB checking (Step 3 in Algorithm 3) n times for

an input x for judging how many times x exceeds the underlying modulus p. However, this naive

approach requires n invocations of multiplication and the resulting protocol is not efficient. It

is an interesting open question to extend our QT protocol into n-party setting efficiently (which

derives an efficient constant-round n-party MPC protocol for an exponentiation functionality

based on additive secret sharing).

Correctness. Here, we prove the correctness of ΠQT.

Theorem 6. If the input x is even, ΠQT is correct in FMul-hybrid model.

Proof of Theorem 6. Since x is even and p is prime, the last bit of x must be 0 and the

last bit of p must be 1. Since [x]0p + [x]1p = x + t · p (t ∈ {0, 1}) holds, LSB([x]0p)⊕LSB([x]1p)
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have two cases. If [x]0p + [x]1p = x holds, then LSB([x]0p)⊕ LSB ([x]1p) = 0 holds. Otherwise,

LSB([x]0p)⊕LSB([x]1p) = 1 holds. Thus, the value of LSB([x]0p)⊕LSB([x]1p) is equal to the value

t. Moreover, due to the correctness of FMul, we can see that [b0]p′ + [b1]p′ − 2 · [b0]p′ · [b1]p′
computes the shares of t = LSB([x]0p)⊕ LSB([x]1p) over Zp′ in Step 3. Therefore, if the input

x is even, ΠQT is correct in FMul-hybrid model. (Theorem 6)

Security. Then, we prove the security of ΠQT.

Theorem 7. ΠQT is UC-secure in FMul-hybrid model.

Proof of Theorem 7. We construct a separate simulator for each party (S0 for the P0’s

view and S1 for the P1’s view, as in Definition 2). Consider the case that P1 is corrupted.

The view of P1 can be written as:

View
ΠQT

1 ([x]p) = ([c]1p′ , r),

where [c]p′ = [b1]p′ · [b0]p′ , bi = LSB([x]ip) for i ∈ {0, 1}, [bi]ip′ = bi and [bi]
1−i
p′ = 0 for i ∈ {0, 1},

and r is a randomness used by P1.

We need to show that a simulator can generate the view of the P1. In the protocol, P1

receives an input consisting of values ([x]1p, p
′). Then, S1 is given ([x]1p, [t]

1
p′ , p

′) and works as

follows:

1. S1 chooses a uniform randomness r from Zp′ .

2. S1 generates b1 = LSB([x]1p).

3. S1 sets [b1]
1
p′ = b1 and [b0]

1
p′ = 0.

4. S1 computes [c]1p′ = ([b1]
1
p′ + [b0]

1
p′ − [t]1p′) · 2−1.

5. S1 outputs [c]1p′ and r.

Since the randomness r is uniformly at random in Zp′ and the share [c]1p′ is distributed

randomly conditioned on [t]1p′ = [b0]
1
p′ +[b1]

1
p′−2 · [c]1p′ , which are same as in the real execution.

Thus, the distribution of ([c]1p′ , r) output by S1 is equal to one which are given for P1. Fur-

thermore, due to the correctness of ΠQT (shown in Theorem 6), the output of ΠQT([x]p, p
′) is

equal to the output of functionality FQT([x]p, p
′). Hence, we have

{(S1([x]
1
p, [t]

1
p′ , p

′),FQT([x]p, p
′)}

c
≈ {(ViewΠQT

1 ([x]p, p
′),ΠQT([x]p, p

′)}.
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Similar with above, in the case that P0 is corrupted, we can also construct S0 which can

simulate the view of P0.

Therefore, ΠQT securely computes FQT in FMul-hybrid model. Moreover, from Theorem 1,

ΠQT is also UC-secure in FMul-hybrid model, and thus Theorem 7 holds. (Theorem 7)

Efficiency of Our Constrained QT Protocol. Here, we give an analysis of the efficiency

(round complexity and the number of invocations of multiplication) of our constrained QT

protocol ΠQT. The round complexity is rMul, where rMul represents the round complexity

of FMul. Also, the number of invocations of multiplication is iMul, where iMul represents the

number of invocations of multiplication of FMul.

2.2.4 A Concrete Protocol in Our Framework

In this section, we propose our concrete protocol Π′EXP based on our framework ΠEXP for

the exponentiation functionality FEXP. Here, ΠEXP is realized by the concrete ΠConv in

Section 2.2.2 using our constrained QT protocol ΠQT in Section 2.2.3, and we denote this

protocol Π′EXP which is described in Algorithm 4. In the following, let a ∈ Zp and x ∈ Zp.

As mentioned in Section 1.4, since we need to ensure the inputs are always even, our concrete

exponentiation protocol requires a condition 2x < p for inputs x. We note that regarding the

output [o]p′ in Algorithm 4, if we want to convert it back to shares in Zp (as opposed to in

Zp′), we just need to apply modulus conversion to it again.

Algorithm 4 Our concrete exponentiation protocol Π′EXP

Input: a, [x]p, p
′

Output: [o]p′

1: b :=
√
a, where b ∈ Zp′

2: [2x]p ← 2[x]p

3: if p ̸= p′ then

4: [2x]p′ ← ΠConv([2x]p, p
′)

5: v := [2x]p′

6: else

7: v := [2x]p

8: end if

9: Output [o]p′ ← ΠEXP(b, v)
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Remark 4 (On the selection of modulus p′). In Algorithm 4, we assume that a prime p′ is

known such that there exists an element b satisfying b =
√
a in Zp′. Note that for a prime p,

half of elements in Zp have square roots in Zp, and if this is the case for a, the element b ∈ Zp

can be found via standard algorithms. In other words, for a randomly chosen a, the probability

that setting p′ = p is sufficient, where p is the prime underlying the additive sharing of x, is

1/2. However, if no square root for a exists in Zp, a different prime p′ must be used. An

appropriate p′ might be found simply by trying a random prime p′, test whether a has a square

root in Zp′, and if not, try a new random prime p′. Under the assumption that an element

a ∈ Zp′ has a square root in Zp′ with probability 1/2 for a randomly chosen p′, this approach

will efficiently find an appropriate p′ with overwhelming probability. We note that since a is

assumed to be public, finding an appropriate p′ can be done before the exponentiation protocol

is executed, and might be based on publicly available information for commonly used values of

a and p.

Correctness. Here, we prove the correctness of our protocol Π′EXP.

Theorem 8. Π′EXP correctly computes FEXP in (FQT,FConv,FMul)-hybrid model if 2x < p′

holds.

Before showing our formal proof, we give some subtle points which happens in the proof.

The difference with the protocol ΠEXP is that, x is extended to 2x in Π′EXP since ΠQT can

only work over even numbers. (Here, since we need to compute 2x exactly without reducing in

p′, 2x < p′ is required.) Thus, we compute
√
a
2x

instead of ax directly, where [2x]0p′ + [2x]1p′ =

2x + t · p′ (t ∈ {0, 1}). In the following, it is confirmed that both in the two cases, we can

obtain correct result axmod p in the end of Π′EXP.

Proof of Theorem 8. Here, we consider the case that p ̸= p′ holds. (In the case of p = p′,

we just need to skip the process of ΠConv.) First, ΠConv changes 2x ∈ Zp to 2x ∈ Zp′ . In

ΠConv on input 2x, from the correctness of ΠQT and the fact that the input 2x is an even

number, we can get a correct value t ∈ {0, 1} satisfying [2x]0p′ + [2x]1p′ = 2x+ t · p′. From the

correctness of ΠConv, we obtain [2x]0p′ and [2x]1p′ , where [2x]0p′ + [2x]1p′ = 2xmod p′. Moreover,

each party Pi computes yi = b
[2x]i

p′mod p and shares yi to each other, where b2 ≡ a(mod p).

Thus, from the correctness of ΠEXP and the correctness of ΠQT, we can obtain a (correct)

output o = b
[2x]0

p′+[2x]1
p′mod p = axmod p. (Theorem 8)

Security. Finally, we prove the security of Π′EXP.
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Theorem 9. Π′EXP securely computes FEXP in (FQT,FConv,FMul)-hybrid model.

Proof of Theorem 9. From the UC-security of the underlying ΠConv (Theorem 5), ΠQT

(Theorem 7), and the underlying multiplication protocol, we can easily see that Π′EXP securely

computes FEXP. (Theorem 9)

Efficiency of Our Concrete Exponentiation Protocol. Here, we give an analysis of the

efficiency (round complexity and the number of invocations of multiplication) of our concrete

exponentiation protocol Π′EXP.

Firstly, we estimate the round complexity of Π′EXP. Recall that the round complexity of

our exponentiation framework, modulus conversion protocol, and constrained QT protocol

is max(rQT, rMul) + rMul, rQT, and rMul respectively, where rQT and rMul represent the round

complexity of FQT and FMul respectively. That is, instantiating our exponentiation framework

and modulus conversion protocol by our constrained QT protocol, the round complexity is

2 · rMul and rMul, respectively. In the case that we need to convert the modulus p to another

p′, since Π′EXP calls one modulus conversion protocol and one exponentiation framework, the

round complexity of our concrete exponentiation protocol is 3 · rMul. In contrast, if we do

not need to convert the modulus p to another p′, since Π′EXP calls only one exponentiation

framework, the round complexity of our concrete exponentiation protocol is 2 · rMul. By using

a standard multiplication protocol, the round complexity of the multiplication protocol rMul

is 1. Thus, the round complexity of of our concrete exponentiation protocol is 3 in the former

cast and 2 in the latter case.

Secondly, we estimate the number of invocations of multiplications of Π′EXP. Recall that

the the number of invocations of multiplications of our exponentiation framework, modulus

conversion protocol, and constrained QT protocol is iQT + 2 · iMul, iQT, and iMul, respectively.

That is, instantiating our exponentiation framework and modulus conversion protocol by our

constrained QT protocol, the number of invocations of multiplications is 3 and 1, respectively.
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Chapter 3

Multi-Key Verifiable Homomorphic

Encryption

In this chapter, we propose multi-key verifiable homomorphic encryption (MVHE). In Sec-

tion 3.1, we provide preliminaries used in this chapter. In Section 3.2, as a core primitive for

MVHE, we propose a new cryptographic primitive called multi-key homomorphic encrypted

authenticator (MHEA). In Section 3.3, we provide the formalization of MVHE and its generic

construction based on multi-key homomorphic encryption and MHEA.

3.1 Preliminaries

In this section, we provide some notations and the definition of multi-key homomorphic en-

cryption (MHE).

3.1.1 Notation

In the following, we use the following notations. If n is a natural number, [n] denotes the set

of integers {1, · · · , n}. Also, if a and b are integers such that a ≤ b, [a, b] denotes the set of

integers {a, · · · , b}. If O is a function or an algorithm and A is an algorithm, AO denotes that

A has oracle access to O.

3.1.2 Multi-Key Homomorphic Encryption

In this section, we review the definition of multi-key homomorphic encryption (MHE) and

its IND-CPA security. In the following, for a polynomial t := t(λ), sets M and ID, and a
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function family F := {f :Mt →M}, we define a program P = (f, id1, · · · , id t) as a tuple of

a function f and t identities id1, · · · , id t ∈ ID.

Definition 3 (Multi-Key Homomorphic Encryption). A MHE scheme MHE with a plaintext

spaceM and an identity space ID consists of the following PPT algorithms.

MHE.Setup: The setup algorithm, given a security parameter 1λ, outputs a public pa-

rameter pp. This parameter includes the description of an identity label space ID,
a message spaceM, and a set of admissible functions F . (The public parameter

pp is an input to all of the following algorithms, even when not specified.)

MHE.KG: The key generation algorithm, given a public parameter pp and an identity

id, outputs an evaluation key ek id and a secret key sk id .
1

MHE.Enc: The encryption algorithm, given a secret key sk and a message m ∈ M,

outputs a ciphertext c.

MHE.Dec: The decryption algorithm, given a program P, a set of secret keys (sk id)id∈P ,

and a ciphertext c, outputs a message m̃ ∈M∪ {⊥}.

MHE.Eval: The homomorphic evaluation algorithm, given a function f : Mt → M
and a set {(ci,EKSi)}i∈[t], outputs an evaluated ciphertext cf , where each EKSi

is a set of evaluations keys.

As the basic properties for MHE, we require that MHE satisfies ordinary correctness,

evaluation correctness, and succinctness.

Ordinary Correctness. We say that an MHE scheme MHE satisfies ordinary correctness

if

Pr[MHE.Dec(Il, sk id ,MHE.Enc(sk id ,m)) ̸= m] = negl(λ)

holds, where λ ∈ N, pp ←MHE.Setup(1λ), m ∈M, id ∈ ID, (ek id , sk id)←MHE.KG(pp, id),

and Il = (fid , id) is an identity program.

1Without loss of generality, when we do not need to write an identity id explicitly, we simply denote

(pk , sk)←MHE.KG(pp).
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Evaluation Correctness. Let λ ∈ N, t := t(λ) be some polynomial, pp ←MHE.Setup(1λ),

a set of tuples of (honest) evaluation keys and secret keys {(ek id , sk id)}id∈ĨD for some ĨD ⊆
ID, and any set of triples of programs, plaintexts, and ciphertexts {(Pi,mi, ci)}i∈[t] such that

mi = MHE.Dec(Pi, (sk id)id∈Pi
, ci) holds for all i ∈ [t]. Let f : Mt → M be a function,

m∗ = f(m1, · · · ,mt), P∗ = f(P1, · · · ,Pt), and c∗ ← MHE.Eval(f, {(ci,EKSi)}i∈[t]) where

EKSi = (ek id)id∈Pi
. We say that an MHE scheme MHE satisfies evaluation correctness if

we have

Pr[MHE.Dec(P∗, (sk id)id∈P∗ , c∗) ̸= m∗] = negl(λ).

Next, we will recall IND-CPA security for MHE.

Definition 4 (IND-CPA Security). Let MHE be an MHE scheme. Let n := n(λ) be a

polynomial in λ. Consider the following game between a challenger C and an adversary A.

1. C chooses a challenge bit b← {0, 1} and generates a public parameter pp ←MHE.Setup(1λ)

and keys (ek i, sk i)←MHE.KG(pp) for all i ∈ [n]. Then, C sends pp and (ek 1, · · · , ekn)

to A and prepares lists Lch := ∅ and Lcorr := ∅.

2. A can make polynomially many challenge queries and corruption queries as follows:

Challenge Queries. When C receives a challenge query (i,m0,m1) (|m0| =

|m1|), it checks whether i ∈ Lcorr holds. If this is the case, then C returns

⊥ to A. Otherwise, C computes c←MHE.Enc(sk i,mb), sends c to A, and
appends i to Lch.

Corruption Queries. When C receives a corruption query j, it checks whether

j ∈ Lch holds. If this is the case, then C returns ⊥ to A. Otherwise, C sends

sk j to A and appends j to Lcorr.

3. A outputs a bit b′ ∈ {0, 1}.

In this game, we define the advantage of the adversary A as

Advind-cpaMHE,A(λ) := 2 ·
∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣ .
We say that MHE satisfies IND-CPA security if for any PPT adversary A, Advind-cpaMHE,A(λ) =

negl(λ) holds.
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3.2 Multi-Key Homomorphic Encrypted Authenticator

In this section, as a building block for our MVHE scheme, we provide a new cryptographic

primitive called multi-key homomorphic encrypted authenticator (MHEA). One can see that an

MHEA scheme is an extension of a multi-key homomorphic authenticator (MHA) scheme given

by Fiore et al. [FMNP16]. Roughly, a MHA scheme enables users (Ui)i∈[n] (having their own

(distinct) secret keys (sk i)i∈[n]) to generate authenticators σmi
for (possibly different) messages

mi. Then, based on the original authenticators (σmi
)i∈[n], anybody (who does not know secret

keys) can homomorphically perform an arbitrary program P over the authenticated messages

(mi)i∈[n] to generate a new short authenticator σP(m1,··· ,mn) for the message P(m1, · · · ,mn),

which ensures the validity of y = P(m1, · · · ,mn) as the output of P . In addition to this

property of an MHA scheme, an MHEA scheme has a privacy requirement ensuring that the

information of an authenticated message is not revealed from the corresponding authenticator.

In the following, in Section 3.2.1, we firstly provide the syntax of MHEA. Then, in Sec-

tion 3.2.2, we give the security notions for MHEA, unforgeability and privacy. Finally, in

Section 3.2.3, we show a candidate of instantiation of MHEA. Although the syntax and un-

forgeability of MHEA is the same as one of MHA given by Fiore et al. [FMNP16], we provide

their formal descriptions for completeness.

3.2.1 Syntax

In this section, we provide the syntax of MHEA. Firstly, we recall the definition of labeled

programs given in [GW13].

Definition 5 (Labeled Programs). Let f : Mn → M be a function on n variables and

li ∈ {0, 1}∗ for i ∈ [1, · · · , n] the label of the i-th input of f . A labeled program P is defined

as a tuple (f, l1, · · · , ln). A labeled program can be composed as follows. Given some labeled

programs P1, · · · ,Pt and a function g : Mt → M, the composed program P∗ is obtained by

evaluating g on the outputs of P1, · · · ,Pt, and it is denoted as P∗ = g(P1, · · · ,Pt). (The

labeled inputs with the same label are grouped together and considered as a unique input of

P∗.) Let fid : M → M be the identity function and l ∈ {0, 1}∗ be any label. We refer to

Il = (fid, l) as an identity program with a label l. Note that a program P = (f, l1, · · · , ln) can
be expressed as the composition of n identity programs f(Il1 , · · · , Iln).

Depending on the definition of labeled programs, we can provide the syntax and its au-

thentication correctness, evaluation correctness, and succinctness of MHEA as follows.
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Definition 6 (Multi-Key Homomorphic Encrypted Authenticator). An MHEA schemeMHEA

consists of the following five PPT algorithms.

MHEA.Setup: The setup algorithm, given the security parameter 1λ, outputs a public

parameter pp. This parameter consists of a description of a tag space T , an

identity space ID, a message space M, and a set of admissible functions F .
Given T and ID, a label space is defined as L := ID×T . For a labeled program

P = (f, l1, · · · , lt) with labels li := (id i, τi) ∈ L for i ∈ [t], we use id ∈ P as a

compact notation for id ∈ {id1, · · · , id t}. The public parameter pp is an input to

all of the following algorithms, even when not specified.

MHEA.KG: The key generation algorithm, given a public parameter pp and an iden-

tity id, outputs a public evaluation key ek id and a secret authentication key sk id .

MHEA.Auth: The authentication algorithm, given an authentication key sk id , a dataset

identifier ∆, a message m, a label ℓ = (id , τ), outputs an authenticator σℓ.

MHEA.Eval: The evaluation algorithm, given a t-input function f :Mt →M and a

set {(σi,EKSi)}i∈[t] where each σi is an authenticator and each EKSi is a set of

evaluation keys, outputs an evaluated authenticator σ∗.

MHEA.Ver: The verification algorithm, given a labeled program P = (f, l1, · · · , lt),
a dataset identifier ∆, a set of authentication keys {sk id}id∈P corresponding to

the identities involved in the program P, a message m and an authenticator σ,

outputs 1 (meaning “accept”) or 0 (meaning “reject”).

Authentication Correctness. We say that an MHEA scheme MHEA satisfies authenti-

cation correctness if we have

Pr[MHEA.Ver(Il,∆, sk id ,m, σ) = 0] = negl(λ),

where pp ← MHEA.Setup(1λ), id ∈ ID, τ ∈ T , l = (id , τ) ∈ L, m ∈ M, fid ∈ F ,
Il := (fid , l), (ek id , sk id)←MHEA.KG(pp, id), and σ ←MHEA.Auth(sk id ,∆, l,m).

Evaluation Correctness. Intuitively, we say that an MHEA scheme MHEA satisfies eval-

uation correctness when we run the evaluation algorithm on signatures (σ1, · · · , σt) such that

each σi verifies for mi as the output of a labeled program Pi over a dataset ∆, the output
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signature σ verifying for the message f(m1, · · · ,mt) which is the output of the composed

program f(P1, · · · ,Pt) over the dataset ∆.

More formally, let t := t(λ) be some polynomial in λ, a public parameter pp from

MHEA.Setup(1λ), a set of key pairs {(ek id , sk id)}id∈ĨD for some ĨD ⊆ ID, a dataset ∆, a

function g :Mt →M ∈ F , and any set {Pi,mi, σi)}i∈[t] such thatMHEA.Ver(Pi,∆, {sk id}id∈Pi
,

mi, σi) = 1 for all i ∈ [t]. Let m∗ = g(m1, · · · ,mt), P∗ = g(P1, · · · ,Pt), and σ∗ ←
MHEA.Eval(f, {(σi,EKSi)}i∈[t]) where EKSi = {ek id}id∈Pi

. We say that MHEA is evalu-

ation correct if

Pr[MHEA.Ver(P∗,∆, {sk id}id∈P∗ ,m∗, σ∗) = 0] = negl(λ)

holds.

Succinctness. Intuitively, an MHEA scheme MHEA is succinct if the size of every authen-

ticator depends only logarithmically on the size of a dataset. Here, we allow authenticator to

depend on the number of keys involved in the computation.

More formally, let pp ← MHEA.Setup(1λ), m1, · · · ,mt ∈ M, id1, · · · , id t ∈ ID,
τ1, · · · , τt ∈ T , P = (f, l1, · · · , lt) with li = (id i, τi) for all i ∈ [t], (ek id , sk id) ←
MHEA.KG(pp, id) for all id ∈ P , and σi ← MHEA.Auth(sk idi

,∆, li,mi) for all i ∈ [t].

We say that MHEA is succient if there is a fixed polynomial p such that |σ∗| = p(λ, n, log t)

where σ∗ ←MHEA.Eval(g, {(σi,EKSi)}i∈[t]) and n = |id ∈ P|.

3.2.2 Security Definitions

In this section, we provide the definitions of unforgeability and privacy for MHEA.

Definition 7 (Unforgeability for MHEA). Let MHEA be an MHEA scheme. We define the

unforgeability game between a challenger C and an adversary A as follows.

1. C generates a public parameter pp ←MHEA.Setup(1λ), sends pp to A, and prepares

lists Lkey := ∅ and Lcorr := ∅.

2. A may adaptively make polynomially many authentication queries, verification queries,

and corruption queries.

Authentication Queries. When C receives (∆, l,m), where ∆ is a dataset iden-

tifier, l = (id , τ) is a label in ID × T and m ∈M, it answers as follows:
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(a) If (∆, l,m) is the first query for the dataset ∆, C initializes an empty list

L∆ := ∅ and proceeds as follows.

(b) If (id , ·) /∈ Lkey holds, C generates keys (ek id , sk id) ← MHEA.KG(pp, id)

(that are implicitly assigned to identity id), gives ek id to A, and updates the

list Lkey := Lkey ∪ {(id , sk id)}.

(c) If (∆, l,m) is such that (l,m) /∈ L∆, C computes σl ←MHEA.Auth(sk id ,∆, l,m)

(note that C has already generated keys for the identity id), returns σl to A,
and updates the list L∆ ← L∆ ∪ {(l,m)}.

(d) If (∆, l,m) is such that (l, ·) ∈ L∆ (which means that the adversary had already

made a query (∆, l,m′) for some message m′), C ignores the query.

Verification Queries. When C receives (P ,∆,m, σ), it answers as follows:

(a) If (id , ·) /∈ Lkey holds for some id ∈ P, then C generates (ek id , sk id) ←
MHEA.KG(pp, id) and updates the list Lkey := Lkey ∪ {(id , sk id)}.

(b) C returns v ← MHEA.Ver(P ,∆, {sk id}id∈P ,m, σ) to A (using the keys in

Lkey).

Corruption Queries. When C receives an identity id, it answers as follows:

(a) If (id , ·) /∈ Lkey holds, then C generates (ek id , sk id)←MHEA.KG(pp, id) and

updates the list Lkey := Lkey ∪ {(id , sk id)}.

(b) C returns sk id to A (stored in Lkey) and updates Lcorr := Lcorr ∪ {id}.

3. A outputs a tuple (P∗,∆∗,m∗, σ∗), where P∗ = (f ∗, l∗1, · · · , l∗t ). C outputs 1 if the tuple

returned by A satisfies the conditions of an event Forge (defined below), and 0 otherwise.

In the above game, we say that an event Forge occurs if MHEA.Ver(P∗,∆∗, {sk id}id∈P∗ ,

m∗, σ∗) = 1 for all id ∈ P∗, id /∈ Lcorr, and either one of the following condition holds:

Type 1: L∆∗ has not been initialized during the game (i.e., the dataset ∆∗ was never

queried).

Type 2: For all i ∈ [t], ∃(l∗i ,mi) ∈ L∆∗, but m∗ ̸= f ∗(m1, · · · ,mt). (i.e., m
∗ is not the

correct output of P∗ when executed over previously authenticated messages.)

Type 3: There exists a label l∗i such that (l∗i , ·) /∈ L∆∗ for some i ∈ [t]. (i.e., A never

made a query with the label l∗i .)
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We say that an MHEA scheme MHEA satisfies unforgeability if for any PPT adversary A,

AdvunfMHEA,A(λ) := Pr[Forge] = negl(λ)

holds.

Definition 8 (Privacy for MHEA). Let MHEA be an MHEA scheme. We define the privacy

game between a challenger C and an adversary A as follows.

1. C chooses a challenge bit b← {0, 1}, runs MHEA.Setup(1λ) to obtain a public param-

eter pp, sends pp to A, and prepares lists Lkey := ∅, Lch := ∅, and Lcorr := ∅.

2. A can polynomially many challenge queries and corruption queries as follows:

Challenge Queries. When C receives a triple (∆, l,m0,m1), where ∆ is a dataset

identifier, l = (id , τ) is a label in ID×T , and m ∈M, it proceeds as follows:

(a) If (∆, l,m0,m1) is the first query for the dataset ∆, C initializes an empty list

L∆ = ∅ and proceeds as follows.

(b) If (∆, l,m0,m1) is the first query with identity id (that is, (id , ·, ·) /∈ Lkey),

C generates (ek id , sk id)←MHEA.KG(pp, id) (that are implicitly assigned to

the identity id), gives ek id to A, appends (id , sk id) to Lkey, and proceeds as

follows.

(c) If (∆, l,m0,m1) is such that (l,m) /∈ L∆, C checks whether id ∈ Lcorr holds.

If this is the case, then C returns ⊥ to A. Otherwise, C computes σl ←
MHEA.Auth(sk id ,∆, l,mb) (note that C has already generated keys for the

identity id), gives σl to A, and updates the lists L∆ ← L∆ ∪ {(l,m)} and

Lch ← Lch ∪ {id}.

(d) If (∆, l,m0,m1) is such that (l, ·) ∈ L∆ (which means that A had already made

a query (∆, l,m′) for some plaintext m′), C ignores the query.

Corruption Queries. When C receives a corruption query id, it answers as fol-

lows:

(a) C checks whether id ∈ Lch holds. If this is the case, then C returns ⊥ to A.

(b) C generates keys (ek id , sk id) ← MHEA.KG(pp, id), gives sk id to A, and ap-

pends (id , sk id) to Lkey and id to Lcorr.

3. A outputs a bit b′ ∈ {0, 1}.
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In the above game, we define the advantage of the adversary A as

AdvprivMHEA,A(λ) := 2 ·
∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣ .
We say that MHEA satisfies privacy if for any PPT adversary A, AdvprivMHEA,A(λ) = negl(λ)

holds.

3.2.3 Instantiation

In this section, we show a candidate of instantiation of MHEA. An instantiation of MHEA

can be obtained by applying the compiler “Matrioska” [FP18], which turns any (sufficiently

expressive) single-key homomorphic authenticator (HA) into a multi-key one, to the existing

single-key fully HA scheme proposed by Gennaro and Wichs [GW13]. In the following, we

explain about this instantiation.

As shown by Lai et al. [LDPW14], Gennaro et al.’s HA scheme satisfies privacy in the

above sense, that is, their HA scheme is already a HEA scheme due to its construction. More

precisely, their scheme is constructed based on a (single-key) fully homomorphic encryption

(FHE) scheme and a pseudorandom function (PRF) F . Roughly, an authenticator σ on a

message m and a label τ generated in their scheme consists of (c1, · · · , cλ, ν), where ci is a

FHE ciphertext of the message m for i ∈ [λ] and ν = F (τ) is a value independent of m.

Obviously, if the underlying FHE scheme satisfies standard IND-CPA security, then each ci

does not leak any information of m, that is, their scheme satisfies privacy.

We note that, as mentioned in [GW13], the complexity of the verification algorithm of this

HEA scheme requires at least that of executing the evaluated program P . That is, if we apply
this HEA scheme to verifiable delegating computation without any efficiency improvement on

the verification complexity, clients are required to perform some heavy computation which

is larger than the size of P . This is not preferable to the setting of verifiable delegating

computation. Gennaro et al. showed as a solution that their construction can be extended

to an HEA scheme whose verification complexity is independent of the size of P by utilizing

succinct non-interactive arguments for polynomial-time deterministic computations (SNARGs

for P). Roughly, using the fact that the heavy computation (included in the verification step)

is independent of the (authenticated) message, their trick is to delegate even the above heavy

computation to the server as a homomorphic evaluation based on SNARGs for P. From the

recent work [CJJ21], SNARGs for P can be constructed based on the learning with errors

(LWE) assumption over lattices. Thus, this problem on efficiency is solved.
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By applying the compiler Matrioska to the above (single-key) HEA scheme, we obtain the

first MHEA scheme for all polynomial-sized circuits. In fact, due to its mechanism, Matrioska

inherits the privacy of a single-key HEA scheme to the (obtained) MHEA scheme. We note

that, due to the restriction due to the underlying single-key HEA scheme and Matrioska, our

MHEA scheme (i) is resilient to only fixed a-priori bounded number of verification queries

and (ii) supports only constant number of users. These restrictions on our MHEA scheme

are inherited to our MVHE scheme given in Section 3.3. We leave as an interesting open

problem to examine how to construct a fully secure HEA scheme for all polynomial-sized

circuits overcoming these restrictions.

3.3 Multi-Key Verifiable Homomorphic Encryption

In this section, we introduce our target cryptographic primitive called multi-key verifiable ho-

momorphic encryption (MVHE). Roughly, an MVHE scheme is a multi-key variant of verifiable

homomorphic encryption (VHE). An MVHE scheme allows each user Ui (i ∈ [n]) (having its

secret key sk i) to generate a ciphertext ci of its message mi. Then, receiving a polynomial-

sized function f and their ciphertexts (ci)i∈[n], anyone can perform homomorphic evaluations

and get an evaluated ciphertext cf encrypting the value y = f(m1, · · · ,mn). By using all

of the secret keys (sk i)i∈[n], we can decrypt the evaluated ciphertext cf and verify that the

evaluated value y is correct as well as get the value y.

In the following, in Section 3.3.1, we provide a formal syntax and security definitions

(privacy and unforgeability) of MVHE. Then, in Section 3.3.2, we give our construction of

MVHE based on an MHE scheme and an MHEA scheme. Finally, in Section 3.3.3, we provide

the security proofs for our MVHE scheme.

3.3.1 Formalization

In this section, we provide the formal definition of MVHE. Firstly, we give the syntax of

MVHE.

Definition 9 (Multi-Key Verifiable Homomorphic Encryption). An MVHE scheme MVHE

consists of the following PPT algorithms.

MVHE.Setup: The setup algorithm, given the security parameter 1λ, outputs a public

parameter pp. This parameter consists of a description of a tag space T , an

identity space ID, a plaintext space M, and a set of admissible functions F .
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Given T and ID, a label space is defined as L := ID×T . For a labeled program

P = (f, l1, · · · , lt) with labels li := (id i, τi) ∈ L for any i ∈ [t], we use id ∈ P as

compact notation for id ∈ {id1, · · · , id t}. The public parameter pp is an input to

all of the following algorithms, even when not specified.

MVHE.KG: The key generation algorithm, given a public parameter pp and an iden-

tity id, outputs an evaluation key ek id and a secret key sk id .
2

MVHE.Enc: The encryption algorithm, given a secret key sk, a dataset identifier ∆,

a label l = (id , τ), and a message m ∈M, outputs a ciphertext c.

MVHE.Dec: The decryption algorithm, given a labeled program P, a dataset identifier

∆, a set of secret keys (sk id)id∈P , and a ciphertext c, outputs a message m̃ ∈
M∪ {⊥}.

MVHE.Eval: The homomorphic evaluation algorithm, given a function f :Mt →M
and a set {(ci,EKSi)}i∈[t], outputs an evaluated ciphertext cf , where each EKSi

is a set of evaluations keys.

As the basic properties for MVHE, we require that MVHE satisfies ordinary correctness,

evaluation correctness, and succinctness.

Ordinary Correctness. We say that an MVHE scheme MVHE satisfies ordinary correct-

ness if

Pr[MVHE.Dec(Il,∆, sk id ,MVHE.Enc(sk id ,∆, l,m)) ̸= m] = negl(λ)

holds, where λ ∈ N, pp ← MVHE.Setup(1λ), m ∈ M, id ∈ ID, τ ∈ T , l = (id , τ), ∆,

(ek id , sk id)←MVHE.KG(pp, id), and Il = (fid , id) is an identity program.

Evaluation Correctness. Let λ ∈ N, t := t(λ) be some polynomial in λ, pp ←
MVHE.Setup(1λ), a set of tuples of (honest) evaluation keys and secret keys {(ek id , sk id)}id∈ĨD
for some ĨD ⊆ ID, and any set of triples of programs, plaintexts, and ciphertexts {(Pi,mi, ci)}i∈[t]
such that mi = MVHE.Dec(Pi,∆, (sk id)id∈Pi

, ci) holds for all i ∈ [t]. Let f : Mt → M ∈
F be a function, m∗ = f(m1, · · · ,mt), P∗ = f(P1, · · · ,Pt), and c∗ ← MVHE.Eval(f,

2Without loss of generality, when we do not need to write an identity id explicitly, we simply denote

(ek , sk)←MVHE.KG(pp). Moreover, we assume that ek can be computed from sk efficiently.
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{(ci,EKSi)}i∈[t]) where each EKSi = (ek id)id∈Pi
. We say that an MVHE scheme MVHE

satisfies evaluation correctness if

Pr[MVHE.Dec(P∗,∆, (sk id)id∈P∗ , c∗) ̸= m∗] = negl(λ)

holds.

Succinctness. Let t := t(λ) be some polynomial in λ, pp ← MVHE.Setup(1λ), P =

(f, l1, · · · , lt) with li = (id i, τi) ∈ L, (ek id , sk id) ← MVHE.KG(pp, id) for any id ∈ P,
mi ∈ M, and ci ←MVHE.Enc(sk id ,∆, li,mi) for all i ∈ [t]. We say that MVHE satisfies

succinctness if there exists a fixed polynomial poly such that |c| = poly(λ, n, log t) where n =

|{id ∈ P}| and c ← MVHE.Eval(f, {(ci,EKSidi
)}i∈[t]). (We note that, similarly to the

succinctness of MHEA, the size of all ciphertexts depend only logarithmically on the size of a

dataset but linearly the number of keys involved in the evaluation.)

Next, we provide the security definitions of MVHE: privacy and unforgeability.

Definition 10 (Privacy for MVHE). Let MVHE be an MVHE scheme. We define the privacy

game between a challenger C and an adversary A.

1. C chooses a challenge bit b ← {0, 1}, generates a public parameter

pp ← MVHE.Setup(1λ), gives pp to A, and prepares lists Lkey := ∅, Lch := ∅, and
Lcorr := ∅.

2. A can make polynomially many challenge queries and corruption queries as follows:

Challenge Queries. When C receives a challenge query (∆, l = (id , τ),m0,m1)

(|m0| = |m1|), it answers as follows:

(a) If (∆, l,m0,m1) is the first query for the dataset ∆, C initializes an empty list

L∆ = ∅ and proceeds as follows.

(b) If (∆, l,m) is the first query with identity id (that is, (id , ·, ·) /∈ Lkey), C gen-

erates (ek id , sk id) ← MVHE.KG(pp, id) (that are implicitly assigned to the

identity id), gives ek id to A, appends (id , sk id) to Lkey, and proceeds as follows.

(c) If (∆, l,m0,m1) is such that (l, ·) /∈ L∆, C checks whether id ∈ Lcorr holds.

If this is the case, then C returns ⊥ to A. Otherwise, C computes cl ←
MVHE.Enc(sk id ,∆, l,mb) (note that C has already generated keys for the

identity id), gives cl to A, and updates the lists L∆ ← L∆ ∪ {(l,m)} and

Lch ← Lch ∪ {id}.
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(d) If (∆, l,m0,m1) is such that (l, ·) ∈ L∆ (which means that A had already made

a query (∆, l,m′) for some plaintext m′), C ignores the query.

Corruption Queries. When C receives a corruption query id, it answers as fol-

lows:

(a) C checks whether id ∈ Lch holds. If this is the case, then C returns ⊥ to A.

(b) C generates keys (ek id , sk id) ← MVHE.KG(pp, id), gives sk id to A, and ap-

pends id to Lcorr.

3. A outputs a bit b′ ∈ {0, 1}.

In this game, we define the advantage of the adversary A as

AdvprivMVHE,A(λ) := 2 ·
∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣ .
We say that MVHE satisfies privacy if for any PPT adversary A, AdvprivMVHE,A(λ) = negl(λ)

holds.

Definition 11 (Unforgeability for MVHE). Let MVHE be an MVHE scheme. We define the

unforgeability game between a challenger C and an adversary A as follows.

1. C generates a public parameter pp ← MVHE.Setup(1λ), gives pp to A, and prepares

lists Lkey := ∅ and Lcorr := ∅.

2. A can adaptively make polynomially many authentication queries, verification queries,

and corruption queries as follows:

Authentication Queries. When C receives an authentication query (∆, l,m),

where ∆ is a dataset identifier, l = (id , τ) is a label in ID×T , and m ∈M,

it answers as follows:

• If (∆, l,m) is the first query for the dataset ∆, C initializes an empty list

L∆ := ∅ and proceeds as follows.

• If (id , ·) /∈ Lkey holds, then C generates keys (ek id , sk id)←MVHE.KG(pp, id)

(that are implicity assigned to identity id), gives ek id to A and updates the list

Lkey ← Lkey ∪ {(id , sk id)}.

• If (∆, l,m) is such that (l,m) /∈ L∆, C computes cl ←MVHE.Enc(sk id ,∆, l,m)

(note that C has already generated keys for the identity id), returns cl to A,
and updates the list L∆ ← L∆ ∪ {(l,m)}.
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• If (∆, l,m) is such that (l, ·) ∈ L∆ (which means that the adversary had already

made a query (∆, l,m′) for some message m′), C ignores the query.

Verification Queries. When C receives a verification query (P ,∆,m, σ), it an-

swers as follows:

(a) If (id , ·) /∈ Lkey holds for some id ∈ P, then C generates (ek id , sk id) ←
MVHE.KG(pp, id) and updates the list Lkey ← Lkey ∪ {(id , sk id)}.

(b) C gives 1 to A if MVHE.Dec(P ,∆, {sk id}id∈P ,m, σ) ̸= ⊥ holds. Otherwise,

C gives 0 to A.

Corruption Queries. When C receives a corruption query id, it answers as fol-

lows:

(a) If (id , ·) /∈ Lkey holds, then C generates (ek id , sk id)←MVHE.KG(pp, id) and

updates the list Lkey := Lkey ∪ {(id , sk id)}.

(b) C gives sk id to A and appends id to Lcorr.

3. A outputs a forgery (P∗ = (f ∗, l∗1, · · · , l∗t ),∆∗,m∗, σ∗).

In the above game, we say that an event Forge occurs if MVHE.Dec(P∗,∆∗, {vk id}id∈P∗ ,

m∗, σ∗) ̸= ⊥ for all id ∈ P∗, id /∈ Lcorr, and either one of the following condition holds:

Type 1: L∆∗ has not been initialized during the game.

Type 2: For all i ∈ [t], ∃(l∗i ,mi) ∈ L∆∗, but m∗ ̸= f ∗(m1, · · · ,mt).

Type 3: There exists a label l∗i such that (l∗i , ·) /∈ L∆∗ for some i ∈ [t].

We say that an MVHE scheme MVHE satisfies unforgeability if for any PPT adversary A,

AdvunfMVHE,A(λ) := Pr[Forge] = negl(λ).

3.3.2 Construction

In this section, we provide our construction of MVHE based on MHE and MHEA. Let

MHE = (MHE.Setup,MHE.KG,MHE.Enc,MHE.Dec,MHE.Eval) be an MHE scheme

and MHEA = (MHEA.Setup,MHEA.KG,MHEA.Auth,MHEA.Eval,MHEA.Ver)

an MHEA scheme. We assume that MHE.Setup and MHEA.Setup support the same

plaintext space M, function family F : Mt → M, and identity space ID. Using MHE
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and MHEA, our MVHE scheme MVHE = (MVHE.Setup,MVHE.KG,MVHE.Enc,

MVHE.Dec,MVHE.Eval) whose plaintext spaceM and identity space ID is described as

follows.

MVHE.Setup(1λ):

• Generate ppMHE ←MHE.Setup(1λ).

• Generate ppMHEA ←MHEA.Setup(1λ).

• Return pp := (ppMHE, ppMHEA).

MVHE.KG(pp, id):

• Parse pp := (ppMHE, ppMHEA).

• Generate (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

• Generate (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA, id).

• Return ek id := (ekMHE
id , ekMHEA

id ) and sk id := (skMHE
id , skMHEA

id ).

MVHE.Enc(sk id ,∆, l,m):

• Parse sk id := (skMHE
id , skMHEA

id ) and l := (id , τ).

• Compute cMHE ←MHE.Enc(skMHE
id ,m).

• Compute σMHEA ←MHEA.Auth(skMHEA
id ,∆, l,m).

• Return c := (cMHE, σMHEA).

MVHE.Dec(P ,∆, (sk id)id∈P , c):

• Parse c := (cMHE, σMHEA).

• For all id ∈ P , parse sk id := (skMHE
id , skMHEA

id ).

• Compute m←MHE.Dec(P , (skMHE
id )id∈P , c

MHE).

• If MHEA.Ver(P ,∆, (skMHEA
id )id∈P ,m, σMHEA) = 1 then return m. Otherwise,

return ⊥.

MVHE.Eval(f, {(ci,EKSi)}i∈[t]):

• For all i ∈ [t], parse ci := (cMHE
i , σMHEA

i ).
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• For all i ∈ [t], parse EKSi := (ek id)id∈Pi
= (ekMHE

id , ekMHEA
id )id∈Pi

.

• For all i ∈ [t], set EKSMHE
i := (ekMHE

id )id∈Pi
and EKSMHEA

i := (ekMHEA
id )id∈Pi

.

• Compute cMHE
f ←MHE.Eval(f, {(cMHE

i ,EKSMHE
i )}i∈[t]).

• Compute σMHEA
f ←MHEA.Eval(f, {(σMHEA

i ,EKSMHEA
i )}i∈[t]).

• Return cf := (cMHE
f , σMHEA

f ).

We can easily see that the ordinary correctness, evaluation correctness, and succinctness of

MVHE are followed due to the ordinary correctness, evaluation correctness, and succinctness

of MHE and MHEA.

3.3.3 Security Proof

In this section, we show that our MVHE scheme MVHE satisfies privacy (Theorem 10) and

unforgeability (Theorem 11).

Theorem 10. IfMHE satisfies IND-CPA security andMHEA satisfies privacy, then MVHE

satisfies privacy.

Proof of Theorem 10. Let Qkey := Qkey(λ) be an arbitrary polynomial that denotes the

number of key pairs generated in the privacy game. Let A be any PPT adversary that attacks

the privacy of MVHE. We proceed the proof via a sequence of games by introducing the

following games: Gamei for i ∈ [0, 2].

Game0: This is the original privacy game for MVHE conditioned on b = 0. The

detailed description is as follows:

1. The challenger C proceeds as follows:

(a) C generates ppMHE ← MHE.Setup(1λ) and ppMHEA ← MHEA.Setup(1λ)

and sets pp := (ppMHE, ppMHEA).

(b) C gives pp to A and prepares lists Lkey := ∅, Lch := ∅, and Lcorr := ∅.

2. When A makes challenge queries and corruption queries, C answers as follows:

Challenge Queries. When C receives a challenge query (∆, l = (id , τ),m0,m1),

it proceeds as follows:

(a) If (∆, l,m0,m1) is the first query for the dataset ∆, C initializes an empty

list L∆ := ∅.
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(b) If (id , ·) /∈ Lkey holds, C proceeds as follows:

i. C generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

ii. C generates (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA, id).

iii. C sets ek id := (ekMHE
id , ekMHEA

id ) and sk id := (skMHE
id , skMHEA

id ), gives

ek id to A, and appends (id , sk id) to Lkey.

(c) If (∆, l,m0,m1) is such that (l, ·) /∈ L∆, C proceeds as follows:

i. C checks whether id ∈ Lcorr holds. If this is the case, then C returns ⊥
to A.

ii. C computes cMHE ←MHE.Enc(skMHE
id ,m0) (using skMHE

id included in

Lkey).

iii. C computes σMHEA ←MHEA.Auth(skMHEA
id ,∆, l,m0) (using sk

MHEA
id

included in Lkey).

iv. C sets c := (cMHE, σMHEA), gives c to A, and appends (l,m) to L∆ and

id to Lch.

(d) If (∆, l,m0,m1) is such that (l, ·) ∈ L∆, C ignores the query.

Corruption Queries. When C receives a corruption query id , it answers

as follows:

(a) C checks whether id ∈ Lch holds. If this is the case, then C returns ⊥ to A.

(b) C generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

(c) C generates (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA, id).

(d) C sets sk id := (skMHE
id , skMHEA

id ), gives sk id to A, and appends id to Lcorr.

3. A outputs a bit b′ ∈ {0, 1}.

Game1: This game is identical to Game0 except that C computes cMHE ←
MHE.Enc(skMHE

id ,m1) instead of cMHE ← MHE.Enc(skMHE
id ,m0) when re-

sponding to the challenge queries (∆, l = (id , τ),m0,m1).

Game2: This game is identical to Game1 except that C computes σMHEA ←
MHEA.Auth(skMHEA

id ,∆, l,m1) instead of σMHEA ←MHEA.Auth(skMHEA
id ,

∆, l,m0) when responding to the challenge queries (∆, l = (id , τ),m0,m1). Note

that this game is the same as the original privacy game for MVHE conditioned

on b = 1.
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For i ∈ [0, 2], let Wini be the event that A outputs b′ = 0 in Gamei. By using triangle

inequality, we have

AdvprivMVHE,A(λ) = 2 ·
∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣
= |Pr[b′ = 0|b = 0]− Pr[b′ = 0|b = 1]|

= |Pr[Win0]− Pr[Win2]|

≤
1∑

i=0

|Pr[Wini]− Pr[Wini+1]| .

It remains to show how each |Pr[Wini]− Pr[Wini+1]| is upper-bounded. To this end, we

will show the following lemmata.

• There exists an adversary B1 against the IND-CPA security ofMHE such that |Pr[Win0]−
Pr[Win1]| = Advind-cpaMHE,B1(λ) (Lemma 1).

• There exists an adversary B2 against the privacy of MHEA such that |Pr[Win1] −
Pr[Win2]| = AdvprivMHEA,B2(λ) (Lemma 2).

Lemma 1. There exists an adversary B1 against the IND-CPA security of MHE such that

|Pr[Win0]− Pr[Win1]| = Advind-cpaMHE,B1(λ).

Proof of Lemma 1. We construct an adversary B1 that attacks the IND-CPA security of

MHE so that |Pr[Win0]− Pr[Win1]| = Advind-cpaMHE,B1(λ), using the adversary A as follows.

1. Upon receiving a public parameter ppMHE and a set of evaluation keys (ekMHE
i )i∈[Qkey ]

from the challenger, B1 proceeds as follows:

(a) B1 generates ppMHEA ←MHEA.Setup(1λ) and sets pp := (ppMHE, ppMHEA).

(b) B1 gives pp to A and initializes a list Lkey := ∅ and a counter cnt := 1.

2. When A makes challenge queries and corruption queries, B1 answers as follows:

Challenge Queries. When B1 receives a challenge query (∆, l = (id , τ),m0,m1),

it proceeds as follows:

(a) If (∆, l,m0,m1) is the first query for the dataset ∆, B1 initializes an empty list

L∆ := ∅.

(b) If (id , ·) /∈ Lkey holds, B1 proceeds as follows:
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i. B1 sets ekMHE
id := ekMHE

cnt (ekMHE
cnt is associated with an identity id) and

updates cnt := cnt+ 1.

ii. B1 generates (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA).

iii. B1 sets ek id := (ekMHE
id , ekMHEA

id ), gives ek id to A, and appends (id , ek id ,

skMHEA
id ) to Lkey.

(c) If (∆, l,m0,m1) is such that (l = (id , τ), ·) /∈ L∆, B1 proceeds as follows:

i. B1 checks whether id ∈ Lcorr holds. If this is the case, then B1 returns ⊥
to A.

ii. B1 makes a challenge query (i,m0,m1) to its challenger, where i is an index

assigned to id in the previous step, and gets a ciphertext cMHE.

iii. B1 computes σMHEA ←MHEA.Auth(skMHEA
id ,∆, l,m0).

iv. B1 sets c := (cMHE, σMHEA), gives c to A, and appends (l,m) to L∆ and

id to Lch.

(d) If (∆, l,m0,m1) is such that (l, ·) ∈ L∆, C ignores the query.

Corruption Queries. When B1 receives a corruption query id , it proceeds as

follows:

(a) B1 checks whether id ∈ Lch holds. If this is the case, then B1 returns ⊥ to A.

(b) B1 makes a corruption query cnt to its challenger, gets a secret key skMHE
cnt ,

sets skMHE
id := skMHE

cnt (ekMHE
cnt is associated with an identity id), and updates

cnt := cnt+ 1.

(c) B1 generates (skMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA).

(d) B1 sets sk id := (skMHE
id , skMHEA

id ), gives sk id to A, and appends id to Lcorr.

3. When A outputs a bit b′ ∈ {0, 1} and terminates, B1 outputs β′ := 0 to the challenger

and terminates if b′ = 0 holds. Otherwise, B1 outputs β′ := 1 to the challenger and

terminates.

In the following, we let β be the challenge bit for B1 in the IND-CPA game. We can

see that B1 perfectly simulates Game0 for A if it receives the challenge ciphertext cMHE ←
MHE.Enc(skMHE

id ,m0) from its challenger. This ensures that the probability that B1 outputs
0 when β = 0 is exactly the same as the probability that Win0 happens in Game0. That is,

Pr[β′ = 0|β = 0] = Pr[Win0] holds.

On the other hand, we can see that B1 perfectly simulates Game1 for A if it receives the

challenge ciphertext cMHE ← MHE.Enc(skMHE
id ,m1) from its challenger. This ensures that

51



the probability that B1 outputs 0 when β = 1 is exactly the same as the probability that

Win1 happens in Game1. That is, Pr[β
′ = 0|β = 1] = Pr[Win1] holds. Therefore, we have

Advind-cpaMHE,B1(λ) = |Pr[β
′ = 0|β = 0]− Pr[β′ = 0|β = 1]|

= |Pr[Win0]− Pr[Win1]|.

(Lemma 1)

Lemma 2. There exists an adversary B2 against the privacy of MHEA such that |Pr[Win1]−
Pr[Win2]| = AdvprivMHEA,B2(λ).

Proof of Lemma 2. We construct an adversary B2 that attacks the privacy of MHEA so

that |Pr[Win1]− Pr[Win2]| = AdvprivMHEA,B2(λ), using the adversary A as follows.

1. Upon receiving a public parameter ppMHEA, B2 generates ppMHE ←MHE.Setup(1λ),

gives pp := (ppMHE, ppMHEA) to A, and initializes a list Lkey := ∅.

2. When A makes challenge queries and corruption queries, B2 answers as follows:

Challenge Queries. When B2 receives a challenge query (∆, l = (id , τ),m0,m1),

it proceeds as follows:

(a) If (∆, l,m0,m1) is the first query for the dataset ∆, B2 initializes an empty list

L∆ := ∅.

(b) If (∆, l,m0,m1) is such that (l = (id , τ), ·) /∈ L∆, B2 proceeds as follows:

i. B2 makes a challenge query (∆, l = (id , τ),m0,m1) to its challenger and

gets an authenticator σMHEA. If σMHEA = ⊥ holds, then B2 returns ⊥ to

A.

ii. If (∆, l,m) is the first query with identity id (that is, (id , ·) /∈ Lkey), B2 gets
ekMHEA

id from its challenger, computes (ekMHE
id , skMHE

id ) ← MHE.KG(

ppMHE, id), gives ek id := (ekMHE
id , ekMHEA

id ) toA, and appends (id , skMHE
id )

to Lkey.

iii. B2 computes cMHE ←MHE.Enc(skMHE
id ,m1) (using a secret key sk

MHE
id ∈

Lkey).

iv. B2 sets c := (cMHE, σMHEA), gives c to A, and appends (l,m) to L∆.

(c) If (∆, l,m0,m1) is such that (l, ·) ∈ L∆, C ignores the query.
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Corruption Queries. When B2 receives a corruption query id , it proceeds as

follows:

(a) B2 makes a corruption query id to its challenger and gets a secret key skMHEA
id .

If skMHEA
id = ⊥ holds, then it also gives ⊥ to A.

(b) B2 generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

(c) B2 sets sk id := (skMHE
id , skMHEA

id ) and gives sk id to A.

3. When A outputs a bit b′ ∈ {0, 1} and terminates, B2 outputs β′ := 0 to the challenger

and terminates if b′ = 0 holds. Otherwise, B2 outputs β′ := 1 to the challenger and

terminates.

In the following, we let β be the challenge bit for B2 in the privacy game (of MHEA).

We can see that B2 perfectly simulates Game1 for A if it receives the challenge authentica-

tor σMHEA ← MHEA.Auth(skMHEA
id ,∆, l,m0) from its challenger. This ensures that the

probability that B2 outputs 0 when β = 0 is exactly the same as the probability that Win1

happens in Game1. That is, Pr[β
′ = 0|β = 0] = Pr[Win1] holds.

On the other hand, we can see that B2 perfectly simulates Game2 for A if it receives

the challenge authenticator σMHEA ←MHEA.Auth(skMHEA
id ,∆, l,m1) from its challenger.

This ensures that the probability that B2 outputs 0 when β = 1 is exactly the same as the

probability that Win2 happens in Game2. That is, Pr[β′ = 0|β = 1] = Pr[Win2] holds.

Therefore, we have

AdvprivMHEA,B2(λ) = |Pr[β
′ = 0|β = 0]− Pr[β′ = 0|β = 1]|

= |Pr[Win1]− Pr[Win2]|.

(Lemma 2)

Putting everything together, we obtain

AdvprivMVHE,A(λ) ≤ Advind-cpaMHE,B1(λ) + AdvprivMHEA,B2(λ).

Since MHE satisfies IND-CPA security and MHEA satisfies privacy, for any PPT adversary

A, AdvprivMVHE,A(λ) = negl(λ) holds. Therefore, MVHE satisfies privacy.

(Theorem 10)

Theorem 11. If MHEA satisfies unforgeability, then MVHE satisfies unforgeability.
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Proof of Theorem 11. Let A be any PPT adversary that attacks the unforgeability of

MVHE. The original unforgeability game is described as follows.

1. The challenger C proceeds as follows:

(a) C generates ppMHE ←MHE.Setup(1λ) and ppMHEA ←MHEA.Setup(1λ) and

sets pp := (ppMHE, ppMHEA).

(b) C gives pp to A and prepares lists Lkey := ∅, Lch := ∅, and Lcorr := ∅.

2. When A makes authentication queries, verification queries, and corruption queries, C
answers as follows:

Authentication Queries. When C receives an authentication query (∆, l =

(id , τ),m), it proceeds as follows:

(a) If (∆, l,m) is the first query for the dataset ∆, C initializes an empty list

L∆ := ∅.

(b) If (id , ·, ·) /∈ Lkey holds, C proceeds as follows:

i. C generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

ii. C generates (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA, id).

iii. C sets ek id := (ekMHE
id , ekMHEA

id ) and sk id := (skMHE
id , skMHEA

id ), gives ek id

to A, and appends (id , sk id) to Lkey.

(c) If (∆, l,m) is such that (l,m) /∈ L∆, C proceeds as follows:

i. C computes cMHE ← MHE.Enc(skMHE
id ,m) (using skMHE

id included in

Lkey).

ii. C computes σMHEA ← MHEA.Auth(skMHEA
id ,∆, l,m) (using skMHEA

id

included in Lkey).

iii. C sets c := (cMHE, σMHEA), gives c to A, and appends (l,m) to L∆.

(d) If (∆, l,m) is such that (l, ·) ∈ L∆, C ignores the query.

Verification Queries. When C receives a verification query (P ,∆,m, c), it pro-

ceeds as follows:

(a) C parses c := (cMHE, σMHEA) and P := (f, id1, · · · , id t).

(b) If (id , ·) /∈ Lkey holds for some id ∈ P , then C proceeds as follows:

i. C generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).
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ii. C generates (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA, id).

iii. C sets ek id := (ekMHE
id , ekMHEA

id ) and sk id := (skMHE
id , skMHEA

id ), gives ek id

to A, and appends (id , sk id) to Lkey.

(c) C computes m←MHE.Dec(P , (skMHE
id )id∈P , c

MHE).

(d) C checks whether MHEA.Ver(P ,∆, (skMHEA
id )id∈P ,m, σMHEA) = 1 holds. If

this is the case, then C returns 1 to A. Otherwise, C returns 0 to A.

Corruption Queries. When C receives a corruption query id , it answers as

follows:

(a) C checks whether (id , ·) /∈ Lkey holds. If this is the case, then C proceeds as

follows:

i. C generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

ii. C generates (ekMHEA
id , skMHEA

id )←MHEA.KG(ppMHEA, id).

iii. C sets ek id := (ekMHE
id , ekMHEA

id ) and sk id := (skMHE
id , skMHEA

id ), and ap-

pends (id , sk id) to Lkey.

(b) C gives sk id to A and appends id to Lcorr.

3. A outputs a forgery (P∗ = (f ∗, l∗1, · · · , l∗t ),∆∗,m∗, σ∗).

In the following, we show that there exists an adversary B against the unforgeability of

MHEA such that AdvunfMVHE,A(λ) = AdvunfMHEA,B(λ). To this end, we construct an adversary

B that attacks the unforgeability of MHEA using the adversary A as follows.

1. Upon receiving a public parameter ppMHEA, B generates ppMHE ←MHE.Setup(1λ),

gives pp := (ppMHE, ppMHEA) to A, and initializes a list Lkey := ∅.

2. When A makes authentication queries, verification queries, and corruption queries, B
answers as follows:

Authentication Queries. When B receives an authentication query (∆, l =

(id , τ),m), it proceeds as follows:

(a) If (∆, l,m) is the first query for the dataset ∆, B initializes an empty list

L∆ := ∅.

(b) If (∆, l,m) is such that (l = (id , τ),m) /∈ L∆, B proceeds as follows:

i. B makes an authentication query (∆, l = (id , τ),m) to its challenger and

gets an authenticator σMHEA.
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ii. If (id , ·) /∈ Lkey) holds, B gets ekMHEA
id from its challenger, generates

(ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id), gives ek id := (ekMHE
id , ekMHEA

id )

to A, and appends (id , skMHE
id ) to Lkey.

iii. B computes cMHE ←MHE.Enc(skMHE
id ,m) (using a secret key skMHE

id ∈
Lkey).

iv. B sets c := (cMHE, σMHEA), gives c to A, and appends (l,m) to L∆.

(c) If (∆, l,m) is such that (l, ·) ∈ L∆, C ignores the query.

Verification Queries. When B receives a verification query (P ,∆,m, c), it pro-

ceeds as follows:

(a) B parses c := (cMHE, σMHEA) and P := (f, id1, · · · , id t).

(b) If (id , ·) /∈ Lkey holds for some id ∈ P , then B proceeds as follows:

i. B generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

ii. B sets ek id := (ekMHE
id , ekMHEA

id ), gives ek id to A, and appends (id , skMHE
id )

to Lkey.

(c) B computes m←MHE.Dec(P , (skMHE
id )id∈P , c

MHE).

(d) B makes a verification query (P ,∆,m, σMHEA) to its challenger, gets a result

v, and returns v to A.

Corruption Queries. When B receives a corruption query id , it proceeds as

follows:

(a) B makes a corruption query id to its challenger and gets a secret key skMHEA
id .

If skMHEA
id = ⊥ holds, then it also gives ⊥ to A.

(b) B generates (ekMHE
id , skMHE

id )←MHE.KG(ppMHE, id).

(c) B sets sk id := (skMHE
id , skMHEA

id ) and gives sk id to A.

3. When A outputs a forgery (P∗,∆∗, c∗) and terminates, B proceeds as follows:

(a) B parses c∗ := (cMHE∗
, σMHEA∗

) and P∗ := (f ∗, id∗1, · · · , id∗t ).

(b) B computes m∗ ←MHE.Dec(P∗, (skMHE
id )id∈P∗ , cMHE∗

).

(c) B outputs (P∗,∆∗,m∗, σMHEA∗
) to its challenger and terminates.

We can see that B perfectly simulates the unforgeability game for A. In the following,

we show that B can output a valid forgery (P∗,∆∗,m∗, σMHEA∗
) if A outputs a valid forgery

(P∗,∆∗, c∗). Firstly, if A outputs a valid forgery (P∗,∆∗, c∗), due to the construction of
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MVHE, ⊥ ≠ m∗ ←MHE.Dec(P∗,∆∗, (sk id)id∈P∗ , cMHE∗
), 1 = MHEA.Ver((skMHEA

id )id∈P∗ ,

m∗,P∗, σMHEA∗
), and id /∈ Lcorr hold for all id ∈ P∗. Next, if (P∗,∆∗, c∗) is valid, then

(P∗,∆∗, c∗) satisfies at least one of the condition of Type X (X ∈ {1, 2, 3}). For any X ∈
{1, 2, 3}, we can see that if (P∗,∆∗, c∗) satisfies the condition of TypeX, then (P∗,∆∗,m∗, σMHEA∗

)

(output by B) also satisfies the condition of Type X in the game of unforgeability for MHEA.

Thus, if A outputs a valid forgery, then B can output a valid forgery. That is, we have

AdvunfMVHE,A(λ) = AdvunfMHEA,B(λ). Since MHEA satisfies unforgeability, for any PPT adver-

sary A, AdvunfMVHE,A(λ) = negl(λ) holds. Therefore, MVHE satisfies unforgeability.

(Theorem 11)
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Chapter 4

Conclusion

In recent years, secret sharing-based MPC and homomorphic encryption-based MPC have

become two mainstream construction methods in the field. In this thesis, we explored two

distinct aspects of the MPC domain, each built upon these different methods.

In our first result, we give a new two-party exponentiation protocol based on an additive

secret sharing scheme which is compatible with well-known dishonest-majority MPC frame-

works. The efficiency of our protocol is characterized by two cases. If we need modulus

conversion in our protocol, it requires 3 rounds and 4 invocations of MPC multiplication. In

contrast, it requires only 2 rounds and 3 invocations of MPC multiplication if we do not need

modulus conversion. The core techniques for obtaining our protocol are two-fold. One is an

efficient constrained quotient transfer protocol which only works on even numbers without

bit-decomposition. The other is an efficient modulus conversion protocol based on the above

efficient quotient transfer protocol. We believe that these two primitives might be of indepen-

dent interest and could have further applications. We leave it as an interesting open problem

to investigate how to extend our protocol to support non-integer values such as fixed-point

numbers.

Furthermore, we propose a new notion of multi-key verifiable homomorphic encryption

(MVHE) as a core cryptographic primitive for realizing private and verifiable delegating com-

putation in the multi-user setting as an application. Concretely, we provide a formal syntax

and security definitions for MVHE and the generic construction based on an MHE scheme

and an MHEA scheme. As mentioned in Section 3.2.3, due to the restriction for our MHEA

scheme occurred by the previous frameworks, our MVHE scheme (i) is resilient to only fixed

a-priori bounded number of verification queries and (ii) supports only constant number of

users. Then, we leave as an interesting open problem to examine how to construct a fully
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secure VHE scheme for all polynomial-sized circuits overcoming these restrictions.
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