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The advancement of computer science has led to a proliferation of data, fundamentally
altering various aspects of our lives. For instance, 1individuals are now
interconnected with vast quantities of personal information, encompassing details such
as age, citizenship, and income. This flood of data has changed how businesses operate
and make choices. Some companies even leverage this data abundance to offer
personalized recommendations and optimize profits based on users’ digital footprints.
Even though there is a huge amount of data available online for these companies and
organizations to use, that doesn’ t mean that we do not need to think about the privacy
and security of data. Actually, protecting personal information is more challenging
than ever before.

To solve such privacy issues in the real world, multi-party computation (MPC)
protocols have gathered attentions recently. Roughly, MPC is a novel cryptographic
protocol to allow participating parties to jointly compute a function over their
inputs while keeping them private. In the real world, MPC has been used in many
scenarios to achieve both utility and privacy, for example, privacy-preserving data
mining, privacy—preserving machine learning, secure e—auctions, and private set
intersection. Especially, machine learning is increasingly becoming one of the
dominant research fields, with many real-world applications such as self-driving cars,
healthcare, and medicine. To build a model with good utility and accuracy, machine
learning needs data from various sources. In this process, MPC can provide privacy
for different organizations to share datasets with others without worrying about data
being revealed.

In this thesis, we focus on two research areas on constructing specific MPC: One is
secret sharing based Two—party Exponentiation MPC and the other is homomorphic
encryption based multi—client verifiable computation.

Specifically, as the first result, we propose a new public base exponentiation protocol
without bit—decomposition based on additive secret sharing. Our protocol is based on
a new simple but efficient approach involving quotient transfer that allows the parties
to perform the most expensive part of the computation locally. Our protocol requires
3 rounds and 4 invocations of multiplication.
Then, as the second result, as a core cryptographic primitive for private and
verifiable delegating computations in the multi-user setting, we propose multi-key
verifiable homomorphic encryption (MVHE). In order to obtain an MVHE scheme, we also
propose a new notion of multi-key homomorphic encrypted authenticator (MHEA), which
is a multi-key variant of homomorphic encrypted authenticator (HEA). We show that an
MVHE scheme can be constructed by combining a multi-key homomorphic encryption (MHE)
scheme and an MHEA scheme.
% FSCERIE, F3C 2000 F2 L 503 300 5EA 1 ERTORMT D0, b L <IFIEC 800 §EA 1 HRFRIH L TS 72 &0y,
Note : Thesis Summary should be submitted in either a copy of 2000 Japanese Characters and 300 Words (English) or 1copy of 800
Words (English).

HEE  WRXEBE, RLRIP—F VR (TZR)ICTA U F— Ry MARSNET O T, AR ATREREFH O N A TIERL TLESVY,
Attention: Thesis Summary will be published on Tokyo Tech Research Repository Website (T2R2).



